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Gross might play in foreign affairs. Foreign Minister 
Svoboda 

old government 

will Defense Minister Karel Kuehnl. However 

more leftist members 

Lastuvka 

influence in the Foreign Ministry 

pro-American. They have hinted about possible opposition to 
the new coalition\'s vote of confidence. With a single-vote 
majority in parliament 

way to satisfy their demands. We expect tough bargaining 
over the coming days on the wording of new government\'s 
program (which will be voted on as part of the vote of 
confidence) -- during the transition from Spidla to Gross 

last summer 

unsuccessful 

relations. In the coming days we intend to meet with Svoboda 
and others to encourage the new government to maintain the 
Czech Republic\'s traditional transatlantic policies in both 
words and deeds. 


4. (U) The three parties in the reconstituted coalition -- 
CSSD 

agreed on priorities and rules for cooperation. The main 
priority will be ratification of the European Constitution 
(the CR is currently the only EU member that has not 
determined the timing or means of ratification). The 
coalition listed a number of other priorities 

isn\'t clear whether the remaining 14 months in office will 
give the new government time to complete work on so many 
potentially controversial bills. The other priorities are 
lowering of taxes on middle and lower income groups 
preparation for pension reform - though not reform itself 
budget for 2006 

bankruptcy. The coalition also agreed that any initiatives 
in certain areas 

protection of property and foreign relations and defense 
must be approved by all three coalition members. 
CABANISS 
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Gutierrez in Ecuador is another example that many Latin 
Americans are not willing to respect presidential terms if 
the governors are incapable to fulfill their promises and 
act as if they hold a blank authorization to do as they 
please. 


To maintain control of the country 

Court judges who weren\'t obedient. But on May 31 that same 
Court dropped the corruption charges of two former 
presidents and a vice president. 
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To avoid more violence 

and swear in Alfredo Palacio 

governance January 2007. Towards this example 
politicians should ‘learn from other peoples mistakes! Y" 


The San Pedro Sula-based liberal paper \"Tiempo\" carried an 
editorial entitled V'Coup d\etat.\" V'With the presidency of 
Alfredo Palacio 

constitutional succession 

the end of the political crisis in that country. 


In reality 

"coup dVetats 

giving an illusion of democratic evolution. If we look back 

we will see that the lack of governance phenomenon will lead 
us to different kinds of 'coupsV. V 


Editorial in San Pedro Sula-based liberal daily “Та Prensa" 
entitled 

tornado 

received protection from the Brazilian government 
frustrated attempt to abandon the country. 


The demonstrations haven\'t stopped. The popular demand 
synthesizes in the phrase: "Out to all. The question of 
the moment is how long will President Palacio last? 


Due to its presidentVs profession 
a country "in coma attended by a ‘head doctor.Y 


The OAS has delayed its reaction that no doubt will demand 
institutional normality 

recovering of social peace and honesty in the administration 
of the public resources. 


2. On 4/25 

published an editorial entitled \"Stepping on a government: V" 
\"Ecuador 

term 

longer than any of the popes. 


The last word to determine who stays and who leaves is the 
army. The army ends up allying with the forces that plot 
against the government and justify it as a constitutional 
ouster 


That is the way to step on a government 
ousters.\" 


Op-ed in \"ЕІ Heraldo\" by Roberto Valladares 
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\"Corruption and Popular reaction in Ecuador." \"The recent 
events in Ecuador should be a motive for worry by corrupt 
governors in Latin America. 


Honduras is like other countries where corruption exists 
our corruptors should "learn from other peoples mistakesV 
if they want to avoid what happened in Ecuador." 


Pierce 
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every endeavor" to share seismic 

relevant to tsunamigenic events at or near real-time. 

Within the IOC 

free exchange of data 

warning systems; this is likely to remain a contentious 

issue as the IOTWS moves forward. The communique and all 
presentations are available at 
http://ioc.unesco.org/indotsunami. 


3. IOC will sponsor a follow-up meeting in Mauritius 

April 

plan for presentation to the June IOC General Assembly. For 
additional information 

tirpakej@state.gov 

Introduction. 


MEETING OVERVIEW 


4. The IOC hosted the International Coordination Meeting 
for the Development of a Tsunami Warning and Mitigation 
System for the Indian Ocean within a Global Framework 
light of the tragic loss of life and massive destruction 
caused by the Indian Ocean tsunami of 26 December 2004. 


5. The U.S. policy statement 

and U.S. Representative to the IOC Executive Council 

Assistant Administrator Dr. Richard Spinrad 

received (full text at end of cable). U.S. technical agency 

experts (USGS 

intervened on key points and participated actively in all 

working groups. The experience of the U.S.-hosted Pacific 
Tsunami Warning Center was acknowledged by several speakers. 


SIPDIS 


6. Many U.S. delegation goals were reinforced in the 
opening statement by UNESCO Director-General Koichiro 
Matsuura 

internationally- run detection/alert systems with nationally- 
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run warning systems. He underscored that a tsunami warning 
system should be fully embedded in the global ocean 

observing system (GOOS) that is regularly used for other 
hazards 

Following the February Global Earth Observation System of 
Systems (GEOSS) meeting and third Earth Observation Summit 
in Brussels 

and new systems will make possible a multi-hazard approach 
that should improve the cost-effectiveness and long-term 
sustainability of the overall system.\" Lastly 

substantially on the experience of the Pacific Tsunami 

Warning Center in designing and operating a warning system 
TWS 

data and information 

a TWS: tsunami hazard assessment; detection/warning system; 
and adoption of preparedness measures. 


7. Twenty ІОС member states offered various levels of 

support for the creation of an Indian Ocean tsunami warning 
System. No nation rejected the idea 

support without conditions. (Note: Australia 

Indonesia 

planning with funding to back their plans. All three plans 

are based on the Pacific Ocean Tsunami Warning System (PTWS) 
of an integrated approach of hazard assessment 

guidance 

comprehensive. End Note.) 


8. Data Exchange Issue - Several participants acknowledged 
that \"immediate 

observing systems in real time\" should serve as the founding 
principle for all regional and global tsunami warning 

systems 

sharing. Other participants suggested that the IOC Data 
Exchange Policy 

serve as the \"guiding principle\" for IOTWS. (Note: Though 
the U.S. endorsed the IOC Data Exchange Policy 

refers only to oceanographic data 

types of data crucial to an effective tsunami warning 

system.) The Communique ultimately recommended that all 
Member States V'make every endeavor" to share seismic 
level and other data relevant to tsunamigenic events at or 
near real-time. 


9. The Pacific Tsunami Warning Center and the Japan 
Meteorological Agency agreed to provide interim tsunami 
alerts to the Indian Ocean region based on existing 
facilities until adequate warning capabilities are 
established within the region. Four nations in the region 
(Australia 

plans to establish systems and capacities to detect and 
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measure tsunamigenic events and issue appropriate warnings 
to forecast their impacts. Until and unless a regional 

center is identified 

product and services to other national centers in the 

region. 


10. Discussions were organized by topic 

panel and later in three separate working groups. The three 
main topics were technical aspects 

awareness and preparedness. 


Technical Aspects 


11. The panel on the technical aspects of tsunami warning 
systems (TWS) was chaired by the representative from 
Indonesia who presented some graphical material on the 
effects of the recent tsunami and the need for improvement 
of monitoring and warning technologies in the Indian Ocean. 
The panel was made up of scientific and technical 
presentations by experts from the Russian Federation and 
Japan. The Russian expert presented statistics on tsunami 
occurrence and likelihoods of tsunami generation and their 
severity from earthquakes of various magnitudes. The 
Japanese experts covered the current technologies used in 
Japan to detect tsunami and issues warnings 

emphasis on the challenges of warnings of local tsunamis 
compared to those caused by distant earthquakes. 
Presentations also reviewed the factors controlling tsunami 
height and on-shore run-up. The Chair of the IGC/ITSU gave 
the most scientifically controversial presentation by 
describing V'emerging technologies!" for tsunami detection and 
warning 

ionosphere 

height measuring systems 


12. Dr. Neville Smith (Australia) chaired the technical 
aspects a working group 

recommend: (1) the technological basis for a tsunami warning 
System (measurements and telecommunications 

processing and hazard/risk assessment); (2) design elements 
of an IOTWS 

new technologies and research and development needed. The 
resulting report consists of provided both general and 

specific a series of bulleted points recommendations that 

will be considered in for the preparation of the design 

plan: 

- free and immediate flow of raw observational data 

real time over robust communication links 

and regional participants in the system is a necessary 
component for TWS. 
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- common approaches to data processing 

modeling 

essential. 

- coastal bathymetry 

and land mapping are essential and must be carried out and 
be made available in high resolution format for all at-risk 
national coastal regions. 

- utilization of new technologies should be explored. 

- the requirements for use of space technology for 
tsunami applications must be defined. 


SIPDIS 

- network must enable the rapid verification of tsunami 
waves from sea-level and ocean-bottom sensors. 

.- geostationary communication satellites operating in the 
Indian Ocean region and the use of Global Telecommunication 
System (GTS) of WMO 

Pacific Tsunami Warning System (PTWS) for collection of sea- 
level observations and distribution of bulletins and 

warnings 

operational to address needs of the Indian Ocean region in 
the interim and longer-term be explored. 

- broadband is needed for real-time distribution of seismic 
data. 

- telecommunication systems that meet these requirements 
should be identified and utilized. 

- risk management framework should be employed and 
complemented by robust models and scenarios of historical 
and potential tsunami events that can be used in the 
formation and dissemination of warnings. 

- for both seismic and sea level networks - upgrades must 
must be identified and prioritized. 

- establishment of deep ocean buoys useful for tsunami 
monitoring is needed. 

- cable-based systems should also be assessed as these 
instruments are important for slumping events and other 
events that are not seen in seismic measurements. 

- network planning should start with identifying and 

mapping the tsunami prone areas. This should be based upon 
a historical study of earthquake and tsunami occurrences. 

- robustness and durability of the instruments and the 

System as a whole to the impacts of the earthquakes needs to 
be considered 

- emerging technologies should be considered in the overall 
strategy 

best practice. 


13. During the instrumentation and communication 
discussions 

held the floor and carried their positions forward. 
Nevertheless 
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pieces for the ITOTWS are in place or in progress; the 
challenge rests in putting the pieces together in a 
structure that has the needed telecommunication 
processing 


14. The general strategy of the IOTWS was defined to 

include: immediate 

from the observing systems in real-time must be acknowledged 
as a founding principle for all regional and global tsunami 
warning systems 

effectiveness of the system may be severely compromised. It 
was noted that many of the standards that underlie the 
systems for open data collection and exchange can be adopted 
( or adapted) from already established international 

systems. A sustained and reliable network will require 
sustained investment 

international cooperation. 


15. In terms of the technological implementation 

agreed that the tsunami warning system as a whole should be 
build on and be a part of a multi-purpose system 

the sustainability of the observing system including cost 
effectiveness and efficiency are also enhanced with such an 
approach. 


16. As the tsunami early warning system will be based upon 
various data acquisition and dissemination platforms 
emphasized that the 


-network of stations for tsunami early warning should be 
constantly monitored to guarantee its reliability and 
effectiveness. 

- data must be quality controlled 

event assessment and research. 

- observation systems should be qualified and certified. 
- warning criteria and standards need to be established 
drawing from PTWC protocols. 


The legal responsibility for issuing warnings (that may lead 
to evacuation) are assumed by national centers (unless other 
arrangements are agreed upon by countries). 


Organizational Aspects 


17. The panel on \"Organizational and Practical Arrangements 
for a Regional Tsunami Warning and Mitigation System" 
featured presentations by the national programs of Chile and 
Japan. Dr. Charles McCreery 

Warning Center 

Tsunami Information Center (ITIC) presented regional 
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SIPDIS 
dimensions. 


18. It was noted that National centers are responsible for 
interpreting warning guidance from regional center(s) 
issuing local warnings 

while regional centers provide efficiency of operations 
access to a larger suite of observations 

services. Regional centers also provide serve as a focal 
point for mitigation activities 

stakeholders 

maps) 

expertise exchange 

functions for national centers. Regional commitment and 
support and support from 

international support levels can guarantee long-term 
sustainability of regional centers. 


19. Kong described how the ITIC monitors the international 
tsunami warning system for the Pacific to improve 
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operations 

and provides technical assistance and training to improve 
national and community-level preparedness. Kong also noted 
the importance of hazard reduction strategies 

preparation of inundation maps 

and drills 

warning. ITIC training programs and outreach materials were 
offered to help prepare both national emergency management 
agencies and local communities to respond appropriately to 
tsunami warnings. 


SIPDIS 


20. Conclusions of the working group on the organizational 
aspects of an IOTWS were captured in the Communique. 


AWARENESS AND PREPAREDNESS 


21. The panel addressed on Tsunami awareness and 
preparedness reviewed national preparedness plans (New 
Zealand and Indonesia) 

systems (ISDR 

information (Asian Disaster Reduction Centre) 

institutional capacities for moving forward (UNDP). 


22. The corresponding working group reviewed (1) risk and 
vulnerability assessment; (2) public awareness and 
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education; and (3) preparedness and emergency response. To 
address risk reduction 

hazard risk 

escape routes 

acknowledged other methods of reducing risks - beyond the 
scope of ITSU - including land-use planning 

interventions (building codes 

shelters) 

rehabilitation 

including mangroves and coral reefs that help buffer coastal 
communities). 


23. Awareness 

as essential ingredients in tsunami early warning systems 
recognizing that innovation and local knowledge to can be 
used to build a culture of safety. The group also called 
for special attention to building national and local 
preparedness and emergency response capacities 

and careful delineation of functions and responsibilities. 


BEYOND THE INDIAN OCEAN 


24. The final session on \"The Indian Ocean System within a 
Global Framework" provoked substantial debate as to how 
other region\'s tsunami warning systems (e.g. 

and Northeast Atlantic 

and Southwest Pacific) would be reflected in the Communique. 
India and other IO members provided text that limited 
examples to areas adjacent to the Indian Ocean 

South-East Asia and the South China Sea. 


Participating Organizations 


25. Several organizations were invited to make 
announcements during the proceedings: 


Asian Disaster Preparedness Center (ADCP) - Described 
experience in regional disaster projects and described a 
regional TWS that includes earthquake and tsunami 
monitoring. 


Comprehensive Nuclear-Test-Ban Treaty Organization (CTBTO) - 
Offered to share data archival technology. 

Global Earth Observational System of Systems (GEOSS) -Guy 
Duchossois described program and presented Tsunami 
Communique. 


GLOSS (IOC global sea level program) - Described current 
contribution in ΙΟ and recommended expansion of real time 
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reporting stations. 

International Maritime Organization (IMO) - Described how 
warnings might be disseminated via ships. 


Incorporated Research Institutions for Seismology - David 
Simpson described the standardized 

network 

could contribute to a global TWS. 


International Telecommunications Union (ITU) - Described 
their role in communications for all aspects of TWS. 


UN/ESCAP- - Described capabilities as they relate to a 
regional of global TWS. 


WMO - Described operational role in world weather 
forecasting and recommended that the TWS use their Global 
Telecommunications Networks to deliver tsunami warning 
information to ION nations. 


OLIVER 
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to the domestic 

questions. The fact that so many of these interviews were 
conducted under obvious coercion makes these initial results 
highly suspect. The fact that the answers themselves were 
unverifiable 

results obtained solely by telephonic inquiry to an even 
greater degree. 


Results of confirmed overstay 

other country" would be impossible to verify by telephone 
inquiry. Post found several cases where sponsors claimed 
their domestic employees had returned to their home country 
or were no longer in their employ 

showed the same individuals had actually never departed the 
US. Post also suspects that in some instances 

forced other household staff to pose as the B1 visa holder 
during the Embassy\'s telephonic inquiry. Given the 
contentious sponsor responses to Embassy inquiries 
coercive environment under which many by visa holders did 
respond to inquiry 

telephonic responses to Embassy inquiries 

to categorize so many of these inquiries as \"inconclusive\" 
or \"suspected fraud\" so as to undermine the results of the 
entire study. 


8. (SBU) TESTING RESULTS: TRAVEL HISTORY AND OVERSTAY RATES 
BY DHS RECORDS. Fortunately 
Rome was able to provide post with travel records for all 
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187 B1 visa holders in postVs study. This is the cavalry 
coming to the rescue: the DHS records quite literally saved 
this study. For the reasons discussed above 

records were unreliable. The DHS travel records however 
provided hard evidence for the B1 holders! travel history 
and overstays 

telephonic inquiries 

misrepresentation on the part of their Kuwaiti sponsors. 
Both sets of records 

quite useful. However 

actual account of the B1 visa holder travel history. Upon 
receipt of these results 

numbers for travel and overstay rates. Post also ran for 
overstay rates based on nationality 

initial results for our 178 B1 issuances are listed below: 


Confirmed Overstays: 25 

Departed United States 
Inconclusive / Did Not Use Visa: 48 
Suspected Fraud: 12 


9. (U) This is a modification of the response categories we 
originally intended to use as described in para. 4 

post feels these response parameters more accurately 
describe the results of our inquiries. A brief explanation 
of these response categories follows: 


a) Confirmed overstays are all cases counted as V'Confirmed 
Overstay\" or No Departure іп DHS records. There are a 
total of 25 cases in this category consisting of four (4) 
overstays 


b) Departed United States 

indicate that these visa holders traveled to the United 
States and departed within the time allotted by DHS agents 
at the port of entry. The \"return to Kuwait or other 
country" was dropped from this provision because: first 

is impossible to tell where the traveler returned to 

second 

concerned with their travel to the United States. 


c) Inconclusive / Did Not Use Visa: DHS travel records 
showed V'No Record" next to 48 listed B1 visa holders in our 
study. Discounting the possibility of widespread failure of 
DHS entry-exit tracking systems 

these individuals never used their visas and did not travel 

to the United States. In any case 

inconclusive. 


d) Suspected Fraud: These consist of twelve (12) cases 
where Kuwaiti sponsors indicated in telephonic interviews 
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that the B1 domestic had returned to Kuwait or her home 
country 

the United States. 


10. (SBU) RAW OVERSTAY RATES: The final results based on DHS 
records indicate that there were 25 confirmed overstays out 

of 178 issued B1 visas 

When we discard the 48 inconclusive cases and look only at 

overstay rates for confirmed travelers 

130 

significantly higher than the 10 per cent we anticipated 

before conducting the study. 


11. (SBU) OVERSTAY RATES BY NATIONALITY 


OVERSTAY NATIONALITIES. Post also broke down the travel and 
overstay rates by nationality 

three largest applicant groups 

Lankans 

respectively list number of visas issued 

confirmed travelers 

percentage for confirmed travelers: 


Indian: 71-47-8: 17 per cent 
Philippines: 64-51-8: 15 per cent 
Sri Lankan: 20-13-4: 30 per cent 


The overstay rates for Indians and Filipinas 

than the 10 per cent initially expected 

with the overall numbers for post\'s B1 population during the 
sample period. The overstay rate for Sri Lankans 
considerably higher than the Indian and Filipina results 
taken from a small enough statistical sample (only 13 
confirmed travelers) to discourage any broader conclusions. 


OVERSTAY AGE: The study\'s greatest surprise came with the 
age of the confirmed overstays. While we expected most 
overstays to be in their early to mid twenties 

age of overstaying B1Vs was actually closer to 40. Removing 
one outlier who was born in 1937 

for the overstaying B1Vs was 1965. There was no clear mode 
year of birth; two overstays were born in 1952 and 1965 

each 

between 1952 and 1979. The median year of birth for our 
overstay population was also 1965. 


OVERSTAY SEX: All overstays were female. However with only 
eight males among the original 178 visas holders 

want to see a larger male sample before drawing any 
conclusions about a female proclivity to overstay. 
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11. (SBU) TESTING RESULTS: B1 SPONSOR COMPLIANCE WITH THE 
FAIR LABOR STANDARDS ACT. 9 FAM 41.31 requires that foreign 
nationals sponsoring personal employees for B1 travel to the 
United States comply with the Fair Labor Standards Act with 
regard to payment of wages 

laws. The FAM also requires the sponsor to provide for the 
employee\'s transportation 

treatment in the United States. Prior to visa issuance 
Embassy requires sponsors and their employees to sign a 
contract guaranteeing employee rights and privileges while 
working in the United States. This contract specifically 
describes minimum salary requirements regarding the 
prevailing wage in five major American cities 

sponsors that their employees are to keep their own 
passports with them at all times in the United States. 

Given the typical 80 hour work week performed by most 
domestics here 

study figures a salary of about 600 USD per month 

addition to all food 

be in keeping with the minimum requirements of U.S. labor 
regulations. Given the wide discrepancy between Kuwaiti and 
American labor standards (domestic employees earn an 
average salary of about 160 USD per month; sponsors keep 
their employees\' passports; legal protections against 
physical and sexual abuse are inadequate) 

follow up on Kuwaiti sponsor pledges to adhere to U.S. labor 
standards. The results of this inquiry were discouraging 

and in and of themselves 

post policy on B1 visa applications. 


12. (SBU) Post telephonic interviews in December 2004 showed 
that of the 102 respondents (either sponsors or the B1 
domestic) 

study\'s minimum standard for compliance with the Fair Labor 
Standards Act. For Kuwaiti sponsors 

an 83 per cent rate for noncompliance with US labor 
regulations 

originally expected. Furthermore 

described in paragraphs 5 and 6 in conducting these 
interviews 

holders themselves were obviously responding 

evidence that a number sponsors were lying about their 
employees! illegal immigration to the United States 

suspect that sponsor noncompliance with prevailing wage laws 
in the United States is actually closer to 100 per cent. 


13. (SBU) CONCLUSIONS: The results of this visa validation 
study support two conclusions: a) the overstay rate for B1 
domestics issued at Kuwait and traveling to the United 
States is nearly 20 per cent 

Kuwaiti sponsors of B1 domestic laborers in the United 
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States 
States labor laws. 


14. (SBU) RECOMMENDATIONS: In light of this new evidence 
post intends to take a number of steps to decrease the non- 
return rate for B1 domestics 

U.S. labor standards while in the United States. 


a) Post will create a VblacklistV of Kuwaiti sponsors whose 
previously sponsored domestic employees have violated their 
visa status 

labor regulations as stipulated in the agreement they signed 
prior to B1 visa issuance. This will be accomplished 

through the creation of a Word document maintained at post 
including the names of the Kuwaiti sponsors to be manually 
checked by an adjudicating consular officer at the time of a 
B1 application. Sponsors included on this list will be 

unable to sponsor future B1 visa applications. 


b) When adjudicating B1 applications 

revising standards for what constitutes compelling ties to 
overcome the presumption of immigrant intent. While our 
study did show that overstaying B1Vs tend to be around 40 
years of age 

useful indicators in predicting immigrant intent. Post 
should return to the applications for the overstaying B1Vs 
and look for any other commonalities: travel history 

salary 

good places to start. 


ο) The most challenging repercussion of this study regards 
sponsor obligations to the employee\'s fair wage and working 
conditions. 9 FAM 41.31 N9.3-3 states that employers must 
sign a contract guaranteeing B1 worker prevailing wages and 
accommodation. Applications which fail to complete this 
contract may be refused under Section 214(b) or 212(a)(4) of 
the INA. The results of this study clearly suggest that 
Kuwaiti sponsors routinely and almost universally complete 
this agreement in bad faith. Post has always suspected that 
these agreements are disregarded once the sponsor and 
employee arrive in the United States 

issuing B1 visas in light of this study\'s evidence would be 

to turn a blind eye to serial violations of U.S. labor laws 

and FAM regulations. Conversely 

applications out of hand is hardly realistic either. 


One possible solution might be to require salary statements 
and bank records from B1 applicants. As most domestic 
employees in Kuwait are paid irregularly and in cash 

would automatically remove most applications from 
consideration. Visa officers\' experience on the line 
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however 

employees here who are paid well and at regular intervals. 
These applicants are usually able to show some kind of 
record indicating regular payment of salary. They also tend 
to have several years service with their employers and a 
history of international travel. Unfortunately 

applicants represent a very small portion of Ві applicants 
probably around 5 per cent. Raising the standards to 
overcome immigrant intent to something closer to these 
levels 

B1 overstay rate and to ensure cooperation with U.S. labor 
laws. 

LeBaron 


31511 
The process normally takes up to six weeks 
expedited when necessary. 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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Ultimately 

companies already on the ground in Venezuela or those seeking 
to do business in Venezuela - if you don\'t want to do 

business on our terms 


2. (C) On April 20 

President Rafael Ramirez partially walked back from the April 
15 announcement that the GOV would increase the tax rate on 
oil projects from 34 to 50 percent (reftel). According to 
Ramirez\'s latest statement 

apply to the 32 Operating Service Agreements (OSAs) under 
which international oil companies operate fields on behalf of 
PDVSA. Ramirez specifically retracted President Chavez Vs 
April 15 statement that the tax increase would apply to the 
four projects that upgrade Venezuela\'s extra-heavy crude 
so-called V'Strategic Associations." 


3. (C) In a televised cabinet meeting on April 15 

Chavez was the first to unveil the proposed tax increase. 
Chavez specifically said the increase would apply to the four 
Strategic Associations and did not mention the OSAs. Local 
energy experts believe that Chavez either mis-spoke or went 
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overboard in his April 15 statement. They feel that the 
announcement of the change in the tax regime was intended to 
put more pressure on the companies with OSAs to line up to 
migrate their contracts to mixed companies under the auspices 
of the 2001 Hydrocarbons Law. They also believe that the 
GOV\'s announcements (with the possible exception of President 
Chavez's slip) were carefully timed to occur before the next 
step in the Rafael Urdaneta!" off-shore bid round 

clear to potential participants what the ground rules now are 
for their relations with the GOV. 


4. (U) Venezuelavs latest off-shore bid round 

Rafael Urdaneta project 

companies that wish to bid on the six blocks offered in the 
round were invited to attend an April 22 meeting in which 

they were accredited and received the data pack and technical 
information. In the April 4 ceremony 

Ramirez specifically said that no company would be allowed to 
participate in the round that had any claims outstanding 
against the GOV. Twenty-nine companies acquired the data 
packs on April 22 

Venezuelan scene 

Lukoil 


5. (U) So far 

of Japanvs Teikoku Oil Company has been quoted in the press 
as saying that the planned tax hike V'will make it 

unprofitable ... to continue pumping here 

government offers new incentives.\" We understand that the 
Executive President of AVHI 

international oil companies 

authorities on April 20 to discuss the tax increase. One 

U.S. company complained to econoff April 21 that AVHI had not 
yet held a meeting of its members to discuss the situation. 


6. (C) Leading energy consulting firm Wood MacKenzie has 
calculated the overall loss in value of the tax increase on 
the OSAs at $850 million. It calculated that a handful of 

the more successful fields 

field 

ChevronTexaco President for Latin America Upstream Ali 
Moshiri was out of Venezuela at the time of the April 14 and 
15 announcements. We do not believe that Moshiri knew in 
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advance that the GOV would take these actions. However 
Moshiri\'s assistant informed econoff April 21 that 
ChevronTexaco will meet with PDVSA the week of April 25 to 
discuss the issue. 


7. (C) Following some further confusion in which competing 
government spokesmen said that the 50 percent tax on the OSAs 
would be put into effect on either April 18 or April 25 
Venezuelan tax authorities have issued a statement saying 
that the tax increase would become payable as of April 18. 
The statement also 

authorities intend to qualify the companies as entities 
carrying out hydrocarbons activities on their own 
contractors to PDVSA. This would have further serious 
implications for the companies because it could lead to a 
requirement that they themselves pay the royalty on their 
production 


8. (C) The GOV has handled this issue very clumsily. The 
episode demonstrates 

part of the GOV that it should be the one to capture most of 
the windfall profits now accruing to the oil sector. It 

provides further proof that this government will not be bound 
by contractual provisions and serves to underline the GOVVs 
message to the companies already on the ground in Venezuela 
or those seeking to do business in Venezuela - if you don\'t 
want to do business on our terms 

Brownfield 
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on World Solidarity with the Bolivarian Revolution" the same 
day 

alleged that the U.S. has plans to destabilize Venezuela and 
to ensure he was not reelected in 2006. The grand finale was 
a Chavez speech to several thousand Chavez in downtown 
Caracas. All of Venezuela\'s television and radio stations 
broadcast the more than seven hours of speeches by Chavez 
mandated by the GOV. End Summary. 
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2. (U) President Hugo Chavez and his supporters celebrated 
the third anniversary of his return to power of 2002 with 
commemorative acts on April 13. Dressed in the new 
Venezuelan military uniform 

claimed were approximately 29 

Caracas\'s armed forces headquarters. (Note: In his V'Alo 
Presidente speech April 17 

reservisits.) In a two-hour national broadcast over all of 
the country's radio and television stations 

was looking to create a civic-military union to fortify the 
physical and moral fiber of the country. The reserves are a 
strategic resource for national independence 

asserted. To keep his promise for better funding 

said 

training days to 16 

also criticized the U.S. 

other countries to influence the Organization of American 
States\' (OAS) elections for Secretary General 

met by a solid and dignified Latin America with its own 
vision. 


3. (U) Chavez later inaugurated the third V'Conference on 
World Solidarity with the Bolivarian RevolutionW with a 
three-hour speech also broadcast on every Venezuelan radio 
and television station by GOV mandate. Having changed out of 
his military uniform and into a suit 

to the people of the world for a new socialism 

the 21st century 

Transitioning from anti-capitalism and allusions to obvious 
anti-American statements 

spoil the Central Intelligence Agency and the PentagonWs plan 
to poison him 

not reelected in 2006. He labeled Plan Colombia part of the 
plan 

preparing for a guerrilla war in case the U.S. invaded. 


4. (C) Speaking before a crowd of several thousand supporters 
in downtown Caracas that evening 

recovery and the increase in petroleum revenue. Once again 
holding the national audience captive by broadcasting on all 
radio and television stations 

back for raising the petroleum royalties for foreign 

companies producing heavy crude in the Orinoco region from 1 
to 16.6 percent 

dollars. He assured his supporters that petroleum income was 
being used to support the missions and for other strategic 
public projects. Continuing on his economic theme 

he hoped to raise the minimum wage to at least 400 

bolivares (approximately USD 200) or as high as he possibly 
could. Two Ministry of Foreign Affairs (MFA) contacts told 
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Poloff they had been V'strongly urged\" to attend the event. 


5. (C) With over seven hours of broadcast speeches 

made the most of his anniversary celebration. Again pitting 
Venezuela as David versus the big U.S. imperialist Goliath 
Chavez tried to use the OAS elections to depict another 
vitory for Venezuela. His expected anti-U.S. rhetoric 
specifically alluded to the CIA and Pentagon being involved 
in plans to destabilize Venezuela and make sure he was not 
reelected in 2006. Chavez counterweighted his negative 
anti-American message with praise for his own government and 
its plans to fight poverty and social ills in Venezuela and 
abroad with oil money and V'new socialism. While Chavez 
showed his pride in the new reserves 

20 

recruited to beef up the visuals of the event. 

Brownfield 
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5. (U) Alves expected that the Ministries of Planning and 
Finance would play a more circumscribed role in future 
projects as the sectoral ministries and regulatory agencies 
improved their capacity to prepare project proposals. Once 
the whole review apparatus was up and running 

that the system would be able to process about two projects 
every three to four months. The bid specifications 
contained in the first two projects 

likely serve as a model for those that followed. 


6. (U) The Planning Ministry 

complete a study of obstacles that foreign construction 
firms face in doing business in Brazil. They would like to 
reduce at least some of these barriers in order to increase 
competition in bidding on these large infrastructure 
projects 

capacity to take on. This would help improve the terms of 
the PPP projects for the GoB and also address a perceived 
lack of capacity among the large Brazilian firms to take 
very many of these projects onto their balance sheets. 
Alves and Ribeiro emphasized that there were no legal 
restrictions on foreign firms bidding on PPP projects 
encouraged U.S. companies to seriously consider this market. 
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7. (U) Finally 

Directives Law (LDO 

out the GoB\'s three-year spending plan 
Congress 

was a prerequisite for inserting the specific PPP 
counterpart line items in the annual budget law 
be approved at end-year. 


8. (SBU) Several individual states are pursuing their own 
state-level PPP projects. Sao Paulo 

Bahia 

passed laws governing state-level PPPs. Sao Paulo may well 
initiate an export-import corridor PPP project before the 
national level PPP project kick-off (ref B). Sao Paulo 
Econoff met on March 22 with attorneys Ricardo Sanches and 
Troy Petit of the Sao Paulo-based law firm Felsberg and 
Associates to discuss PPPs. They expect to see the export- 
import corridor kick-off this year. Sao Paulo state also 

has created a guarantee fund 

company dedicated to PPP projects. CPP also will play a 
role in assessing project viability. Sanches noted that 
federal 

PPP projects 

He cautioned that many other states were less prepared than 
Sao Paulo and Minas Gerais to prepare and launch PPP 
projects. The quality of state and municipal level 

guarantees also might vary widely. Sanches emphasized the 
importance of the GoB and the states taking a prudent 
approach to the first PPP projects 

failure would likely prove a bell-weather for future PPPs. 


9. (U) PPPs may not be as necessary for some states as 
others. In a meeting with Rio Econoff 

for Economic Development of Espirito Santo (ES) said that 
despite the fact that ES has approved a PPP law 

counting on its hospitable and investment friendly business 
environment and fiscal incentives to attract much needed 
investment and that PPPs are not its priority right now. 
ESVs belt tightening also means that it can invest in those 
projects that are truly public in nature 

on investment. 


10. (SBU) Comment. The GoB long has been talking up PPPs as 
its answer to falling public infrastructure investment and 

the ongoing problem of infrastructure bottlenecks 

holding back productivity growth. In moments of candor 

however 

likely have been oversold as the answer to this set of 

problems. And 

their ultimate effectiveness 
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aid solution to investment rather than the sort of broader 
measure -- such as overhaul of the Byzantine tax system or 
efforts to reduce regulatory uncertainty -- necessary to 
attract the quantity and quality of investment 

domestic and foreign 


11. (U) This cable was reflects input from Consulates Sao 
Paulo and Rio de Janeiro. 
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conflict 

help wean the border region away from coca growing. The 
Ambassador cited USG-supported efforts to promote cacao as an 
alternative. Parra also expressed concern about 
money-laundering in Ecuador. The Ambassador agreed 
regretting the lack of an effective legal regime to combat 

this crime 

Parra said he wanted to make the issue an early priority. 


FTA: Νο Choice" 


7. (C) Turning to trade 

choice but to negotiate an FTA with the U.S. 

expiring in 2006. People worry about being flooded by U.S. 
products 

can afford to sit on the fence. Given EcuadorYs dependence 
on the U.S. market 

Expanding trade with Europe was not a viable option. 


Bucaram Effect 


8. (C) The Ambassador said it was unfortunate that Ecuador 
had fallen into a recurrent cycle of interrupted 

presidencies. Parra blamed V'El Loco\" ex-president Abdala 
Bucaram 

difficult case for the current government as well 

in discussion with the Panamanian government over the terms 
of his asylum there. In his previous exile in Panama he had 
flagrantly violated the terms of his refuge by continuing to 

run his political party from abroad. It was in EcuadorVs 
interest for these divisive leaders to live abroad 

Parra fully expected ex-president Gutierrez to respect the 
terms of his asylum in Brazil; Bucaram in Panama would be 
another story. 


Comment 
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9. (C) This charm offensive came naturally to Parra 

engaging interlocutor who inspires confidence. He is 
certainly a welcome replacement for his insubstantial 
predecessor. We have heard similar praise from the 
Brazilians 

ex-president Gutierrez. Though not yet prepared to address 
the full range of bilateral issues 

more open and pragmatic approach which could help moderate 
more extreme cabinet views. President Palacio stuck a 
similar tone in an April 24 press conference 

expressed firm commitment to respect exiting international 
agreements and defended the agreement on the Manta 
cooperative security location as worthy for its contribution 

to the eradication of drugs (SepTel). We should take 
advantage of the GOE\'s acute interest in dialogue to promote 
USG interests. 


Biographic Notes 


10. (SBU) Parra is 68 

dietary restrictions his wife has recently enforced) 

from poor hearing (and wears a hearing aid) 

having difficulty adjusting to QuitoVs high altitude. He is 

also jovial 

of many Guayaquilenos. Parra urged the Ambassador to address 
him by his nickname 

his oriental appearance (which has faded away with age). He 
admitted to poor English language ability 

of his international and legal training and experience. One 
daughter lives in Chicago 

daughter lives in Guayaquil with his four grandchildren. 
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Venezuela\'s Ambassador to Paraguay Jose Huerta Castillo 
implying that the U.S. was involved in the attack on 

Paraguay\'s Ambassador to Venezuela Ana Maria Figueredo on 
4/8. Rachid agreed. She suspected that Figueredo had been 
targeted in a bad neighborhood for mere suspicion that she 
was a member of Venezuela\'s wealthy elite. Paraguay had 
demanded that Venezuela provide Figueredo with proper 
protection. 


Proper Compensation for MWH 


3. (U) Montgomery Watson Harza (MWH) 
firm 
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which is administered by a joint Paraguayan and Argentine 
Binational Entity. The Binantional Entity has canceled its 
contract with MWH and owes MWH more than USD 1 million for 
work done prior to contract cancellation as well as a 
cancellation fee. Ambassador noted that GOA Minister Devito 
has agreed to pay MWH but Paraguay\'s representative Carlos 
Goiburu continues to study the issue. The U.S. Congress has 
registered interest in the case. Ambassador requested FM\'s 
good offices in gaining Paraguayan agreement to proper 
compensation for MWH. Rachid asked for letters exchanged on 
the case and said she would look into it. 


FTAA Negotiations 


4. (U) Ambassador conveyed U.S. views regarding FTAA in 
wake of recent negotiations with Brazil. Integrating our 
hemisphere economically will help all our people prosper and 
compete more effectively in a global economy. Rachid offered 
support in principle but nothing concrete regarding next 

steps. Paraguay has tended to follow Brazil's lead on FTAA 
negotiations. 


Open Skies 


5. (U) Ambassador stressed the importance the U.S. attached 
to the signing of an Open Skies agreement. Such an agreement 
would foster greater competition in the airline industry and 
create opportunities for new companies. Rachid signaled her 
support for an agreement and her understanding that a deal to 
produce an agreement was under consideration. Note: Since 
the meeting with the FM 

Ambassador to prepare a May 2nd signing. End note. 


Military Exercises 


6. (U) Ambassador thanked Rachid for expeditious MFA 
movement on the U.S. dipnote seeking diplomatic privileges 
and immunities for U.S. participants in U.S.-Paraguayan 
military exercises over the period extending from 7/2005 
through 12/2006. The MFA has offered its agreement to the 
terms laid out in our March dipnote. The Paraguayan Congress 
will review this request over the next several weeks. 


Paraguay Supports Key UNCHR Votes 


7. (C) Ambassador applauded Paraguay\'s decision to support 
the UNCHR Resolution condemning human rights violations in 
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Belarus which demonstrated its commitment to human rights. 
Rachid conveyed personal satisfaction in the victory scored 
in defeating Cuba\'s resolution on Guantanamo particularly 
when juxtaposed with adoption of the U.S. sponsored 
resolution on Cuba. 

Article 98 Negotiations Under Review 


8. (C) Ambassador conveyed disappointment with the GOP 
position adopted in recent negotiations between USG and GOP 
lawyers. In the wake of Rachid\'s constructive participation 

in negotiations in Washington in March 

lawyers could forge meaningful progress. Instead 

had taken a step backwards reverting to positions we had 
already dismissed as untenable. Rachid said that she had not 
had a chance to discuss developments with the GOP lawyer but 
expressed her willingness to reenter discussions with 
Washington interlocutors. Rachid departs for Washington on 
4/28 in order to be present for the 5/2 OAS SYG vote. She 
was prepared to review U.S. proposals and conveyed 
willingness to explore bringing the GOPYs lawyer with her to 
Washington to participate in negotiations. Notwithstanding 

the Arab Summit 5/9-11 and the Mercosur Summit 6/18-20 she 
expected to be in country and available for negotiations in 

the coming months. 


9. (C) Rachid and her lawyer effectively send contradictory 
signals regarding the GOP\'s readiness to produce a 
satisfactory Article 98 agreement. Their joint participation 

in negotiations would be helpful in attempting to determine 

if Paraguay is prepared to negotiate in earnest the concrete 
terms of an agreement. We request Department provide us with 
its latest proposals emerging from negotiations with Rachid 

and her lawyer with a view to setting up a meeting with both 

of them during her upcoming visit to the U.S. the week of 

5/2. 
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Gutierrez in Ecuador is another example that many Latin 
Americans are not willing to respect presidential terms if 
the governors are incapable to fulfill their promises and 
act as if they hold a blank authorization to do as they 


Column 3 
please. 


To maintain control of the country 

Court judges who werenVt obedient. But on May 31 that same 
Court dropped the corruption charges of two former 
presidents and a vice president. 


To avoid more violence 

and swear in Alfredo Palacio 

governance January 2007. Towards this example 
politicians should "learn from other peoples mistakes! Y" 


The San Pedro Sula-based liberal paper \"Tiempo\" carried an 
editorial entitled \"Coup d\etat.\" \"With the presidency of 
Alfredo Palacio 

constitutional succession 

the end of the political crisis in that country. 


In reality 

"coup dVetats 

giving an illusion of democratic evolution. If we look back 

we will see that the lack of governance phenomenon will lead 
us to different kinds of 'coupsV. V 


Editorial in San Pedro Sula-based liberal daily “Та Prensa" 
entitled 

tornado 

received protection from the Brazilian government 
frustrated attempt to abandon the country. 


The demonstrations haven\'t stopped. The popular demand 
synthesizes in the phrase: "Out to all. The question of 
the moment is how long will President Palacio last? 


Due to its presidentVs profession 
a country ‘in coma attended by a "head doctor.Y 


The OAS has delayed its reaction that no doubt will demand 
institutional normality 

recovering of social peace and honesty in the administration 
of the public resources. 


2. On 4/25 

published an editorial entitled \"Stepping on a government: V" 
\"Ecuador 

term 

longer than any of the popes. 


The last word to determine who stays and who leaves is the 
army. The army ends up allying with the forces that plot 
against the government and justify it as a constitutional 
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ouster 


That is the way to step on a government 
ousters.\" 


Op-ed in "EIl Heraldo\" by Roberto Valladares 

\"Corruption and Popular reaction in Ecuador.\" \"The recent 
events in Ecuador should be a motive for worry by corrupt 
governors in Latin America. 


Honduras is like other countries where corruption exists 
our corruptors should "learn from other peoples mistakes 
if they want to avoid what happened in Ecuador.\" 
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and so | always press him on Aung San Suu Kyi and 
democratization.\" She questioned whether losing the chair 
would \"make any real difference for democracy in Burma 
affirmed that the GRP and ASEAN are keeping up the pressure 
nonetheless. 


2. (S) | noted that GRP\'s public statements seemed to be 
backing away from openly opposing Burma\'s scheduled ASEAN 
chairmanship in 2006 

The RP is next in order of succession and would stand to 

gain the chair a year early if Burma does not assume the 

chair. She conceded that avoiding the appearance of Filipino 
self-interest was a key factor in avoiding public opposition 

to Burma\'s accession to the chair. However 

the principal reason for avoiding public pressure on this 

issue for now was an understanding reached between Burma and 
ASEAN leaders that Burma would itself \"voluntarily withdraw\" 
from accepting the chair 

that it do so. She was concerned 

had recently broken the agreed silence and had spoken out 
publicly against Burma -- though evidently without response 
from Burma so far. 
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in their confidence that nothing would happen in the UAE. He 
observed that the UAEG had reinforced and tightened its 
security presense at their Embassy and at the French schools. 
The Canadian political chief noted that UAE officials 

believe they are more vulnerable to an attack like the 
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bombing in Doha 

that occured in Kuwait in January. The French DCM (protect) 
revealed that his country is helping the UAEG monitor and 
track the activity of French citizens of Arab origin who have 
settled in the northern Emirates and are Islamic 
fundamentalists. 


Country Presentations 


3. (SBU) UK: The British DCM summarized his country's CT 
efforts with the UAE by highlighting four activities. First 

the UK is currently providing training to federal and Dubai 
customs officials on intercepting cash couriers. Second 

UK has plans to offer training to federal authorities on 
forensics and crime scene management. Third 

making arrangements with the Ministries of Interior and 
Justice and the Central Bank to offer a seminar on counter 
terror finance. Finally 

the UAE Central Bank sometime in the next few months. The 
advisors mission is to examine the implementation of 
anti-money laundering and terror finance legislation. The 
DCM also noted that the UK has aviation officials based in 
Dubai who are assessing the security and safetly of the Dubai 
and Abu Dhabi airports. In particular 

conducting a risk assessment to determe the airportsV 
vulnerability to MANPAD attacks. 


4. (SBU) Canada: The Canadian political chief outlined 

Canada\'s two new initiatives with the UAE. First 

offered to train regional federal police on money laundering. 
Second 

will travel to Ottowa and Montreal April 30 through May 6 to 

learn about how Canada implements the FATF recomendations on 
anti-money laundering and terror finance. 


5. (SBU) Australia: The Australians are engaged in 
discussions with the UAEG about offering customs training. 
Additionally 

Dubai who serves as a liaison with the Australian police. 


6. (SBU) France: France is focused on bilateral police 
cooperation. In the next year 

training sessions -- ten of which will be devoted to 
counter-terrorism and crisis management. The French DCM said 
that he will brief the Ministry of Justice on how France has 
organized the anti-terrorism legal system. France is hosting 

a seminar in Paris in April titled 

Challenges to Security and Cooperation. The UAE Directorate 
of Military Intelligence has been invited to attend. 
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7. (SBU) Italy: Italy is providing training to the Abu Dhabi 
Police and the UAE military on unspecified CT training. 


8. (SBU) Spain: Spain had no new training programs to report. 


9. (SBU) Germany: The Germans are offering training to police 
officers 

specifically on counter-terrorism 

the training programs. 

10. (SBU) Switzerland: There are no specific CT training 
programs or cooperation. As an aside 

that Switzerland has designated the Dubai airport as an 
Vunsafe airport" due to the prevalence of false documents. 
Anytime a plane arrives from Dubai 

thorough passport checks as passengers disembark. (Note: he 
said this is mostly an immigration 


11. (SBU) The Netherlands: The Dutch are not engaged in any 
bilateral CT cooperation 

would be overkill. The DCM said his country believes that 

the CTAG countries should coordinate their efforts 

not duplicate efforts or over saturate the Emiratis. 


12. (SBU) Japan: Japanese counter-terrorism assistance is 
mainly focused on South East Asia 

of Japanese/UAEG bilateral cooperation. The UAE is 
interested in Japan's community policing system. The UAE 
recently sent a delegation to Japan to see how the system is 
designed and implemented 

Abu Dhabi are consiering adopting a similar approach to 
police patrols in their respective cities. Experts from a 
Cyber terrorism department in Japan planned to conduct a 
workshop in early April with the Abu Dhabi and Dubai police 
departments. 


13. (SBU) Russia: Russia does not have any specific CT 
training programs or cooperation. 


Mutual Legal Assistance Treaties and Extradition 


14. (SBU) In light of the recent log-jam in legal cooperation 
between the U.S. and the UAEG 

about the status of their bilateral judicial and legal 

cooperation 

Legal Assistance Treaties (MLAT) or Extradition Treaties. 

None of the CTAG countries have extradition treaties with the 
UAEG. France and the UAEG began simultaneous negotiations 
for an MLAT 
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treaty six years ago 

finalzed 

the UK has agreed in principle to discuss negotiating an 
extradition treaty in an effort to encourage movement on 
negotiations for an MLAT 

decision to actually begin negotiations. Australia is the 

only country with an MLAT in place 

representative noted that the process for legal cooperation 

is still slow. Russia and Spain noted that anytime their 
countries make a request 

pre-condition for responding. The UK 

Canada are engaging in negotiations to conclude MLATs with 
the UAEG. The Russian political chief noted that cooperation 
increased once they began MLAT negotiations. Across the 
board 

cooperate on letters rogatory. The Spanish DCM described the 
process as a V black hole." The French and Canadian 
delegates 

favorably to the handful of deportation requests from their 
countries. 


Next Steps 


15. (SBU) By the end of April 
circulate to ΟΤΑ memebrs an updated list of each country\'s 
bilateral counter-terrorism training and cooperation efforts. 
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response management and will play that role in any bird flu 
epidemic. Home Team member agencies are Singapore\'s Police 
Force 

Prisons Department 

Central Narcotics Bureau 

Cooperation 


Planning Well Advanced 


3. (SBU) Singapore has developed detailed plans for bird 
flu management and will release a comprehensive Pandemic 
Influenza Preparedness Plan by the end of June: 


-- the AVA now requires poultry workers to wear protective 
masks at all times while handling chicken and chicken 
products 
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daily temperature checks. Workers are also vaccinated 
against common human influenza to decrease the risk of 
individuals who are immuno-compromised that will contract 
bird flu and potentially serve as vectors for mutation of 

the virus into strains transmissible between human beings. 
If it detects avian influenza in imported poultry or 

products 

and destroy and dispose of all birds imported that day. If 
the disease strikes any of SingaporeVs seven poultry farms 
or if clinical signs of avian influenza appear in poultry 

AVA will cull and safely dispose of every bird on all seven 
of them. 


-- the MOH continues to stockpile the anti-viral drug 
Tamiflu (ref B) and aims at acquiring enough for 25 percent 
of the population. MOH is discussing with vaccine 
manufacturers the possibility of obtaining an early stock of 
an experimental H5N1 vaccine once the testing trials and 
approval process are completed. It has on hand an ample 
supply of personal protective equipment left over from the 
SARS epidemic. 


-- Singapore will take a step-by-step approach. It 

currently imposes no travel restrictions related to avian 
influenza. At present 

individuals entering into Singapore on the basis that they 
have spent any amount of time in countries with known cases 
of avian influenza 


-- if a limited number of human cases emerges 

employ quarantine/containment measures and possibly 
institute temperature monitoring at airports (not because 
this will necessarily help contain the spread 

it might be politically expedient). If bird flu spreads 

then there could be school closures and discouragement of 
public gatherings. The GOS most likely will not impose 
travel restrictions. 


Unfulfilled Outreach 


4. (SBU) Singapore is attempting to engage in regional 
outreach to halt this potential epidemic by offering high- 

end technical assistance 

been accepted. Singapore\'s outreach efforts have been 
stymied by a lack of communication and coordination with 
other nations in the region. GOS officials have told us 
privately that their biggest challenge is obtaining reliable 
information concerning regional outbreaks and responses to 
avian influenza. 
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U.S. Concerns 


5. (U) The experience with SARS told the U.S. business 
community that Singapore\'s effective response did not 
prevent a significant drop in business travel. This 
reluctance to travel to the region affects companies\' 
ability to recruit staff and conduct normal business. 
Although avian influenza is qualitatively different from 
SARS 

have the same dampening effect on commerce. 


6. (SBU) The RMO continues to work closely with the MOH to 
ensure adequate access to Singapore\'s advanced medical 
facilities for U.S. personnel. Officially 

immigration and health regulations do not permit entry to 
people with contagious diseases. Nonetheless 
representatives have unofficially told the RMO that they 

will take a case-by-case approach to any USG bird flu 
medevacs. 
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malnutrition issue 

He acknowledged that multiple shortcomings had occurred and 
cited the following as contributing factors: 

-- reduced ration distribution from November to February 
owing to shortages in food stocks; 

-- water and sanitation inadequacies at a new part of Touloum 
Camp 

Head of Desk Craig Sanders provided a draft field report 
which had resulted from our demarche to Morjane 

committed to provide the report in final the following day. 


4. (U) On April 21 

field report 

report states: 

-- severe climatic and environmental conditions contributed 
to the development of malnutrition in the northernmost camps; 
-- food shortages led to ration reductions for the four 

month period November 2004 through February 2005; 

-- a poor harvest caused reduced availability of food and 
higher prices in local markets; 

-- 31 cases of light facial edema had been counted as 
kwashiorkor 

could be made; 

-- three children who were severely malnourished when they 
were detected had subsequently died; 
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-- overall 

It also reported that: 

- a nutrition working group of lOs and NGOs meets regularly; 
- nutrition indicators are standardized 

recommendations made by CDC for nutrition surveys are being 
adopted; 

- ACF is preparing to take over Therapeutic and 
Supplementary feeding at Oure Cassoni; 

- WFP supplies have increased and full rations are being 
distributed; 

- food distributions are now being done to each family 

rather than to groups of families 

equitable distribution. 


5. (U) A World Food Program situation report dated April 20 
reported that global acute malnutrition at Touloum and 
Iridimi was 12 to 14 percent 

equivalent to 2069 kcals in April were at near-standard 
levels. The WFP report also states that MSF Luxembourg 
NGO which initially reported the kwashiorkor rates 

confirms that the overall nutritional situation is stable and 
under control in all camps. 

Moley 
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an editorial entitled 


V'The duplicity of the American position toward Israel hurts the 
prospects of peace in the region. While it is true that America 
has called for Israel to stop building new settlements 

supports indirectly the merger of large settlements. The 
proposed mergers are completely unacceptable to the Palestinian 
Authority. Its leadership has made clear that the American 
administration has no right to grant Palestinian land to Israel 

for settlements ог any other purpose. V 


2. On April 21 
carried an editorial entitled 


V'The Palestinian president has fulfilled his promise to halt 
Palestinian violence. Israel should now fulfill its commitments. 
That is 

stop building the separation fence 

new settlements. The ball is clearly in IsraelVs court. It must 
decide how it will put the ball into play.\" 


Column 3 
Hungry for Change 


3. The privately-owned Arabic newspaper \"al-Watan\" published an 
editorial on April 23 entitled 


VAmerica is hungry to change the whole world and no one can stand 
up to it. After Iraq 

Lebanon and Syria.... The eye of Secretary RiceVs storm of 

change is also hovering over Russia and China. Nowadays 

U.S. announces its demands in the media 

change are things of the past. If a country does not do as 

America wishes 

contend with U.S. efforts to destabilize it by provoking tension 
between ethnic and religious groups. This is what is happening 

in Iraq now.\" 
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backfire by inciting latent communal sentiments. End summary. 


GOVERNMENT ANTI-CONVERSION LEGISLATION: 
THE OFFICIAL WORD 


2. (0) In a series of separate discussions on April 20 with 
political leaders 

activists 

Christina Rocca and the Ambassador stressed continued U.S. 
concern over proposed bills (one drafted by the Government 
and one by an opposition Buddhist monk party) aimed at 
curbing religious conversions. A/S Rocca and the Ambassador 
repeatedly emphasized the potential damage such legislation 
could spell for religious tolerance as well as the possible 
negative impact on existing cordial bilateral relations. 


3. (C) Prime Minister Mahinda Rajapakse assured A/S Rocca 
and the Ambassador that he did not believe the Government of 
Sri Lanka (GSL) bill would ever come to a vote in Parliament 
adding that every U.S. official he has met recently has 

raised the issue with him. A/S Rocca noted that the 
Administration as well as many in Congress were very 
concerned about the potential harm the legislation could 

inflict on Sri LankaVs history of religious freedom. The PM 
admitted the GSL was using its bill for political reasons--to 
thwart attempts by Buddhist monk MPs of the Jathika Hela 
Urumaya (JHU) to pass similar legislation. He underscored 
that the \"President was against the legislation--as if 

implying that such a statement should be adequate assurance 


Column 3 

that the bill would never see the light of day. The 
Ambassador countered that as long as the bill exists--with 
the implied support of the GSL and thus the ever-imminent 
threat of its introduction into Parliament--people in the 
international community and in Sri Lanka will remain 
concerned. 


4. (C) In a separate meeting 
Secretary H.M.G.S. Palihakkara that passage of the bill 


SIPDIS 

\"would stop people in their tracks 

focused on the issue. The Foreign Secretary tried to 
re-assure A/S Rocca and the Ambassador that many steps still 
had to be taken before the bill could become law 

public notice and review and further judicial review. There 
was no unanimity in the government over the bill 

asserted 

about the bill. V'Having said that 

a problem with unethical conversions" perpetrated by certain 
groups. He hinted 

on arriving at a solution. &The President is very concerned 
about this 

invited the U.N. 

the island. 


5. (C) The proposed legislation featured prominently in A/S 
Roccavs discussions with leaders of various political parties 

as well. Rauff Hakeem 

Congress 

would not support the bill 

right to legislate on matters of religious belief. He also 

called on the Ambassador to convince leaders of the Sri Lanka 
Freedom Party and the United National Party (the two largest 
parties) to refrain from allowing their members to vote their 
conscience on the matter because he believed such a 
laissez-faire policy would increase the likelihood that the 

bill will pass. In a separate discussion 

Peramuna (JVP) leader Somawansa Amarasinghe stated that his 
party had no official stance on the bill. He continued by 

adding in a somewhat convoluted manner that &we condemn 
bribery in both politics and religion8 (thereby implying a 
certain degree of credence in \"unethical conversion" charges 
leveled against Christian denominations) 

saying that all religions should peacefully exist in a 

secular society under a secular government. 
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6. (C) Opposition Leader Ranil Wickremasinghe told A/S 
Rocca that his United National Party (UNP) was against 
proposed anti-conversion legislation. When the JHU 
introduced its bill last year 
stop it in committee. The party was blindsided by the GSL 
bill 
believes the government is not committed to the bill; 
pursuing it will cause the GSL to lose Christian votes. 
However 
would have to follow the SLFP in allowing a &free vote 
making it hard for members to vote against it 

Having reviewed the draft 
GSL bill should go to committee and form the topic of 
consultations with religious leaders from all groups to 
ensure all opinions are considered and rights are protected. 
Discussion of the bill in Parliament could prove so divisive 
and jeopardize communal harmony so much 
best strategy is to prevent the bill from ever being voted 
upon. Wickremasinghe assured the Ambassador that the JHU 
bill was not on the agenda (the V'standing orders") in 
parliament. Rather 
assured us 
thinks it is on the agenda. End note.) 


7. (C) UNP MP Milinda Moragoda tied the latest push toward 
anti-conversion legislation to the influx of money for NGOs 
engaged in tsunami relief work. Many are suspicious that aid 
money is &Christian money for conversion.8 Wickremasinghe 
said that there is a belief among some that the U.S. Congress 
is funding fundamental Christian churches. A/S Rocca asked 
if any of the numerous stories about forced conversions were 
real. Moragoda responded that about 90 percent were likely 
fabrications 

believe the stories and vociferously spread them 

rumor that World Vision was putting a Bible in each tent it 
provided for the displaced. Ambassador and A/S Rocca 
strongly counseled that the ramifications of a successful 
anti-conversion bill would have a negative impact on all of 

Sri Lanka and could affect aid and other assistance to the 
country. Wickremasinghe indicated he understood and agreed 
that all international assistance could be jeopardized. 


8. (C) During an April 20 luncheon 
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underscored to the Ambassador and A/S their concern at both 
bills. Nayomini Weerasooriya of the National Evangelical 
Alliance (herself a convert from Buddhism) said that the 
proposed legislation is part of a continued pattern of 
harassment and intimidation of Christians 

rural areas. Public support for such legislation was not 
widespread 

just a handful of zealot monks. That said 

of suspicion/misunderstanding/ignorance of Christian values 
helped fuel rumors of forced conversions 

asserted. She added that she believes President Kumaratunga 
herself is personally quite tolerant of ethnic and religious 
minorities 

\"political chess" to win JHU support. The President may 
believe that 

somehow turn off the bill later. If so 

the President may be miscalculating. Communal sentiments 
she concluded 


9. (C) With the obvious exception of the JHU 

party has told us unequivocally it supports anti-conversion 
legislation. (In separate discussions 

Alliance has told us firmly it would not support the 
legislation. About 30 percent of Tamils are Christian.) 

Even the GSL 

insists 

its actual passage. That said 

avowed advocates 

to dog Sri Lankan politics for several years. If the GSL 

bill is 

handful of JHU votes 

to play. Sri Lanka has already suffered more than 20 years 
of ethnic violence. Creating legislation bound to exacerbate 
comparatively mild religious tensions and further split this 
already deeply divided society seems exceptionally foolhardy. 
We will continue to urge 

that the GSL work to prevent passage of such legislation. 


10. (U) A/S Rocca cleared this cable. 
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desire to help transport a portion of these items to 
Afghanistan in spite of many operational demands placed on 
its own C-130 aircraft. 


3. (C) This contribution to Afghanistan builds upon a prior 
donation of arms and ammunition in 2003 

of humanitarian supplies sent early in Operation Enduring 
Freedom (OEF) 

Bagram Air Base which has been operational for over two years 
(and has treated over 100 

of thousands of overflight approvals and expedited transits 
through the Suez Canal 

generous support to coalition efforts in Afghanistan. 


4. (C) Comment: The MoD insisted that CENTCOM be involved 
in this request and seeks to solidify strong ties with 

CENTCOM by making this donation. The airlift component was 
the more difficult part of the request 

the MoD after Post\'s insistent requests 

statements from CENTCOM that Egyptian participation in the 
airlift effort would be a welcome sign of Egypt\'s engagement 

in Afghanistan (ref A). Post will continue to seek Egyptian 
support for stability operations in Afghanistan. End comment. 


5. (U) Kabul minimize considered. 


Visit Embassy Cairo\'s Classified Website: 
http://www.state.sgov.gov/p/nea/cairo 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website. 
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(Ref A). Instead 

acted as the primary TIFA interlocutor. End Note.) The 
Minister replied that Sultan participates in the GOKYs 
biweekly TIFA committee meetings 


7. (C) Al-Taweel acknowledged that making the necessary 
legislative changes for an FTA will take a long time 

said that changing the labor law specifically could take two 

to three years. He stressed 

would make the recommended changes not only to please the 
U.S. 

added that the governments intention to liberalize is clear. 

The Ambassador pointed out that intention is not sufficient 

and he recommended again that the Kuwaitis look to the Omanis 
and Bahrainis for guidance on the FTA process. 
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8. (C) A consistent complaint raised by the Minister and his 
team during the meeting was a perceived breakdown in 
communications between the two sides. The Minister said that 
when the Ministry tries to contact its U.S. counterparts to 
move the TIFA process forward 
Assistant Undersecretary Al-Ghanim 
chair of the TIFA committee 
attempt to set up a digital videoconference (DVC) on 
telecommunications 
technical difficulties. The Minister confirmed that Kuwait 
would like to sign an FTA 
and would like a second TIFA council meeting. But 
pointedly noted 

According to Al-Taweel 
different messages from their Embassy 

Both he and Al-Ghanim commented on what they view as 
contradictory assessments of Fennerty\'s visit in February: 
according to them 
talks about the KuwaitisW progress 
assessment of the visit to the Kuwaiti Embassy in Washington. 
The Ambassador pointed out that Fennerty wanted to maintain 
a positive tone while stressing that there were serious 
issues that need resolution (such as technical barriers to 
trade 
its weak labor protections). 


9. (C) In Al-Taweel\'s opinion 

down and talk so that everyone is on the same page. If the 
Kuwaitis need to move faster 

need to know with whom to talk. The Ambassador suggested 
that the Kuwaitis consider sending a senior 

person like Sultan to the U.S. to meet with USTR and the 
relevant players on the U.S. side. The Minister reiterated 
that Sultan is the person on whom he depends 

Sultan is also on the Singapore FTA committee. For this 
reason 

someone like him to bring focus to this process. 


10. (C) The Ambassador congratulated the Minister on his 
team 

parts. The Minister said that his ministry was continuing 
its raids on shops selling counterfeit clothing 
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movies and other consumer goods 

counseled his staff to publicize their \"non-stop\" efforts to 
take out the main suppliers in a market that is \"saturated\" 
with counterfeits. He added that the fake auto parts dealer 
who was the subject of these recent raids had been targeted 
twice before. Since these counterfeits -- brake pads 
windshields 

threat to Kuwaiti consumers 

to raid these shops as many times as necessary to put them 
out of businesses. To do so 

ministry employees working on IPR issues 

number of hours worked during nights and weekends 

their salaries. 


11. (C) Al-Taweel said that Commerce is working in 
coordination with the Ministry of Interior and the Criminal 
Investigation Division 

Interior about involving his personnel resources in IPR 
enforcement efforts more generally. He also noted that 
Kuwait Customs is helping out a great deal 

the new Minister of Information 

cooperate more than his predecessor (the two ministries have 
begun discussing the possibility of conducting joint raids). 


12. (C) The Ambassador raised Pepsico 

(Ref C) 

intervene with the courts 

being closely followed by many observers. The Minister 
replied that he hoped that court would not rule against 

Pepsi. He added that the Kuwait Chamber of Commerce and 
Industry (KCCI) was studying the case 

courts are improperly implementing Kuwait 

in deciding against Pepsico. Al-Taweel agreed that this case 
is having a serious negative effect 

companies including Microsoft and Panasonic are having 
similar problems (unlike Pepsico 

to the courts). The Minister said he had consulted with the 
Minister of Finance on legislation to reduce the tax rate for 
foreign corporations 

National Assembly. 


13. (C) The Minister said he has no doubt that Project 
Kuwait (Ref B) will be approved by the National Assembly 
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hopefully before it recesses for the summer. (This project 
envisions bringing in a major foreign consortium to develop 
hard-to-exploit oil in KuwaitVs northern fields. 
ChevronTexaco 

that seek to participate.) The Minister praised the Minister 

of Energy for V'playing cool" in the face of parliamentary 
opposition 

forward. Although some parliamentarians will shout" about 
the project 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


LEBARON 


31538 

News\" carried a front-page headline that read: V'Bian 
wishes Lien a smooth and successful trip to mainland 
China.\" A page-two news story in the \"United Daily 
News\" reported that Lien does not rule out the 
possibility of discussing the Anti-Secession Law with 
Chinese President Hu Jintao. The pro-independence 
VLiberty Times 

headline on its page two that said: \"Bian said there is 
no 1992 consensus 

pro-independence V'Taiwan Daily!" carried a page-two news 
story with the headline: \"Bian: Both sides of the 

Taiwan Strait are not only ruled separately but are 

also separate. The centrist \"China Times! carried a 
news analysis by Washington correspondent Liu Ping on 
page two that said April 19 marked a turning point with 
regard to the U.S. attitude toward Lien\'s visit to 

China as AIT Director Doug Paal met with Lien and PFP 
Chairman James Soong in Taipei 

Assistant Secretary of State Randy Schriver met KMT-PFP 
Representative to the United States Jason Yuan in 
Washington that day. 


2. Editorially 

and the limited-circulation 

language W Taipei Times" continue to attack Lien\'s visit 
to China and said it might be the first step toward 
disaster. The centrist \"China Times!" editorial urged 
the ruling party to face the recent China fever 
coordinate the various views inside the party and come 
up with a viable policy. A news analysis in the pro- 
unification \"United Daily News\" and the editorial in 
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the limited-circulation 

language \"China Post" looked positively upon LienVs 
trip 

relations. End summary. 


A) VLien Chan Would Be Well Advised Not to Act as a 
Sinner That Harms [TaiwanVs] National Status and 
Dignity\" 


The pro-independence \"Liberty Times\" [circulation: 
800 


Y. Peace across the Taiwan Strait is not only what the 
Taiwan people hope to see but also the expectation of 
international society. When [KMT Chairman] Lien Chan 
arrives in China 

fearlessly Taiwan\'s sovereignty and dignity and demand 
that China lay down its butcher knife 

that no one would reproach him for working together 
with the Chinese Communist Party in restraining Taiwan. 
But if Lien wants to surrender Taiwan\'s sovereignty to 
China in exchange for the latter\'s grant of peace 

only would the Taiwan people not tolerate it 

international community would also oppose such a move 
that would sabotage the regional balance of power. . 

In short 

private capacity 

propriety 

try not to do anything that could harm [TaiwanVs] 
national dignity. .\" 


B) \"Things That a Ruler Must Do and Must Not Do\" 


The editorial of the centrist 
Times\" [circulation: 600 


V. The challenge that this new wave of China fever has 
created for the ruling party is [that it should learn] 

how to face the issue 

opinions inside the party 

policy direction like what a ruling party should do. 

The ruling party should not just invariably oppose and 
insult [the opposition parties] since it is the 

privilege of the opposition party to oppose and 

criticize [the ruling party]. . 


V. Competition between different political parties is 
inevitable 

first [before] the interests of any single political 

party. Long-term interests [of a country] should also 

be deemed more important than short-term loss and gain 
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and proactivity is always better than passivity. If 

our ruler and ruling party could uphold these 

principles 

and both our domestic policy and cross-Strait relations 
could be modified according to circumstances . .\" 


C) \"Lien\'s China Trip Opens a New Page for Cross-Strait 
Relations V 


Journalists Hsiao Heng-chien and Tung Chih-sen observed 
in a news analysis of the pro-unification V'United Daily 
News!" [circulation: 600 


V. The meeting between the KMT chairman апа the Chinese 
Communist Party (CCP) general secretary is 

doubt 

interaction between two political parties 

ruling party while the KMT is already an opposition 

party. Even though the two parties shared substantial 
resentment or grudges during the civil war period 

is already too difficult to discuss all these previous 

details now. Also 

meeting as the talks between the KMT and the CCP 
because the KMT is already an opposition party; it no 
longer stands on an equal footing with the CCP in terms 

of the political power it possesses. The symbolic 
significance of the KMT-CCP meeting should thus be more 
important than other aspects of significance. 


VBut for Lien and the KMT 

reconciliation between the KMT and CCP is not so 
important; what\'s more important for the KMT is that it 
hopes to open a new road for the current cross-Strait 
relations through this reconciliatory move. As for 
where the road will lead to 

hand of the ruling authorities. The key still lies in 

the ruler as to whether he wants the cross-Strait 
relations to reap. V 


D) \"Moving forward 


The pro-independence 
[circulation: 30 


V. Although both Lien and Soong are acting without 
explicit government authorization 

blessing. This will give people in this country and 
abroad the wrong idea that Lien and Soong represent 
government opinion. The president had only just taken 
part in the March 26 protests against China\'s "Anti- 
Secession\' Law when he turned around and gave this 
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blessing. He said he hoped they would pave a new path 
for cross-strait relations. But what about the arms 
procurement bill 

legislature? If the people of Taiwan care so little 

about their own defense 

future if China steps up its military threats? . 


VDialogue between the KMT and the Chinese Communist 
Party may be significant in historical terms. However 

as long as Taiwan\'s political parties cannot agree on 

the basic principles of national sovereignty and policy 
toward China 

not a glorious beginning to better times 

step toward disaster. V' 


E) VLien Begins Peace Journey" 


The conservative 
\"China Post V" [circulation: 30 
editorial (4/26): 


V. Lien\'s eight-day-four-city trip 

another Taiwan opposition leader 

People First Party next week 

reconciliation 

Beijing out from its current diplomatic quagmire. . 


VLienVs trip certainly will add pressure to the Chen 
administration to speed up rapprochement with the 
mainland 

carry out after five years.\" 


PAAL 


31539 

31540 

31541 

world 

People don\'t want to hear about all the details 
Ambassador advised. The worldVs attention will shift 
elsewhere if Sri Lanka 

cannot move ahead 


5. (C) Agreeing that the stalemate cannot go on 

indefinitely 

explanation of the difficulties the government faced dealing 
with an unelected terrorist group claiming sovereignty and 
unwilling to compromise on any issue. JVP intransigence also 
rendered the situation complex 

presented less of an obstacle than the LTTE. V'They won\'t 
stand in the way of an agreement 
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trouble for the President 


UNP 

6. (C) A/S RoccaWs April 20 discussion with Opposition 
Leader Ranil Wickremasinghe and other United National Party 
(UNP) leaders revealed little daylight between GSL and UNP 
views of the peace process. Wickremasinghe stressed the UNP 
is ready to support the President on the peace process 

she must decide if she wants to continue a partnership with 
the JVP. He remarked that her relationship with the JVP is 
strained; JVP opposition to the joint mechanism on tsunami 
aid and the proposed Interim Self-Governing Authority (ISGA) 
is preventing progress. A/S Rocca cautioned that while the 
U.S. wants to see the peace process continue 

politics continue to get in the way 

could begin to drift. 


7. (C) UNP MP Milinda Moragoda raised the possibility of 
including India in the Co-chairs group (an idea he has pushed 
for some time) 

Secretary and Prime Minister have shown more interest in Sri 
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Lanka and the process. When A/S Rocca asked if they wanted 
to V'be in the tent 

the tent 

The GSL views Indian participation favorably 

and the LTTE is interested in dialogue and would not 
necessarily be against Indian involvement. A/S Rocca assured 
her UNP interlocutors that the U.S. ensures its South Asia 
policies are very transparent to India and that India seems 
comfortable with U.S. aims and activities here. She added 
that the Indians did not raise the Co-Chair issue during her 
visit to New Delhi two days earlier. Nevertheless 

she would bring the issue back to Washington. 


8. (C) In a separate meeting April 20 

Amarasinghe told A/S Rocca and the Ambassador that while the 
JVP 

stance on the peace process adheres strictly to what was 
agreed upon in the coalition manifesto. This limits the 

range of possible options to restart talks 

since any initiatives to deal with the LTTE and jumpstart the 
peace process must not stray from the manifesto. He 
complained that the GSL has already ceded too much to the 
LTTE without garnering any guarantees that the LTTE will put 
down its weapons or give up its fight for an independent 
state. 
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9. (C) Amarasinghe asserted that the JVP is not against 
Norwegian faciltators per se but what he described as their 
partiality and tendency to go beyond their consultative role. 

He cited unsubstantiated rumors that the Norwegians were 
using their diplomatic immunity to import equipment for the 
LTTE and vowed that the JVP was V'waiting for the Norwegians 
to correct themselves and become more objective before the 
party would meet with them. Amarasinghe did not agree with 
the Ambassador\'s suggestions that the JVP meet with Norwegian 
officials to discuss these concerns in person instead of 

relying on dubious media reports. 


10. (C) In his April 20 discussion with A/S Rocca and the 
Ambassador 

Hakeem expressed disappointment that the GSL and the LTTE 
continue to exclude the Muslim community in any discussions 
on the joint mechanism. He cautioned that the growing 
frustration among Muslims in the north and east 

given the slow pace of reconstruction 

greater radicalization in that sector of the population. 

Hakeem argued that the international community 

United States 

north and east be allowed a seat at the negotiating table. He 
reported that the few meetings on the matter that the SLMC 
have had with government officials have resulted in little 

more than unfulfilled promises of greater coordination. 
Responding to the Ambassador''s question about whether Muslim 
MPs from the ruling parties could provide a voice for Muslim 
interests 

a more institutionalized Muslim role. 

TNA ACKNOWLEDGES LTTE VIOLENCE; 

ALLEGES GSL AID TO PARAMILITARIES 


11. (C) In a separate meeting on April 20 

Alliance (TNA) MPs R. Sampanthan (Trincomalee) and 
Gajendrakumar Ponnambalam (Jaffna) told A/S Rocca and the 
Ambassador that no one-including the LTTE-wants to return to 
hostilities. Sampanthan said that the GSL may have thought 

it could levy LTTE factional fighting (which he described as 
\"the Karuna disturbance") into greater political advantage 

but now appears to appreciate the futility of that aim. 

President Kumaratunga seems to realize this 

but is prevented by her JVP ally from adopting a more 
accommodating position. 
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12. (C) Besides using every opportunity to obstruct 
dialogue 

devolution 

functions and responsibilities accorded to the Provincial 
Councils 

becoming more aggressive\" in allocating resources in 
ministries under its control 

agriculture 

JVP is trying to divert irrigation resources away from Tamil 
and Muslim families in the east to provide water for 
VSinhalese resettlement\" in the area. In Trincomalee 
example 

rehabilitate irrigation tanks that would have benefited 900 
Tamil families 


13. (C) Unfortunately 

the JVP mileage to oppose possible GSL concessions 
Ambassador remarked. The LTTE\'s ongoing assassinations of 
political opponents make it difficult to argue that progress 

in changing Tiger behavior is being made 

Rocca and the Ambassador reiterated that if the LTTE 
renounces violence in word and deed 

re-examine its policy. 


14. (C) "We don't defend the killing of opponents 
Sampanthan responded 

to armed anti-L TTE paramilitaries as a partial explanation 
for continued Tiger violence. The Tigers want to change; 
they have to change; the Tamil people want them to change 
continued 

so. The LTTE entered the ceasefire as a \"ruthless 
diabolical 

it has not been given any responsibility or encouragement by 
the Government\" since then to transform itself 

If the LTTE were given a greater stake in the democratic 
process 

diversity and human rights 


15. (C) Our interlocutorsY comments on the peace process 
indicate little movement on long-entrenched positions and no 
fresh initiatives to end the stalemate. Prospects for 

agreement on a GSL/LTTE V'joint mechanism\" on tsunami relief 
seem brighter 

of resumed progress in the near term. 


16. (U) A/S Rocca has cleared this message. 
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Spanish contacts that we are prepared to move forward on 
issues of bilateral importance and that unambiguous 

steps by Spain would be the best signal to the USG that they 
too were ready to move forward. Spain subsequently agreed to 
USG requests that it lead a Provincial Reconstruction Team 
and a Forward Support Base in western Afghanistan as part of 
NATOVs mission in that country 

regarding the Iraq elections 

the Iraq elections fund. Spain also continues to disburse 

$300 million in assistance to Iraq pledged during the 2003 

Iraq Donors Conference in Madrid 

Iraqi security forces in Spain. We fully expect Minister 

Bono to highlight these moves to you as evidence that Spain 
has taken significant steps to demonstrate its interest in 
improving relations with the U.S. 


10. (C) The USG has welcomed these steps 

that we remain troubled by mixed signals from Spain 

as that sent by SpainVs policy of engagement with Hugo 
Chavez. We also want Spain to lift its caveats on the 
deployment of Spanish NATO officers to participate in NATO 
missions 

actions in Afghanistan. 


11. (C) Some in the Spanish government 

expressed the belief that Spain is getting little in return 
for these positive steps. Bono has said that at times it 
appears the U.S. focuses only the on the problems in 
U.S.-Spain relations 


12. (C) The USG will not re-establish with the Zapatero 
government the deep and close relationship we had with the 
Aznar administration. Nonetheless 

interests in Spain we are working hard to promote and secure 
not the least of which are continued access to Spanish 
military bases (including flight clearances) and 
counterterrorism cooperation. Spanish officials -- including 
Zapatero and Bono -- have expressed surprise that their 
Venezuela policy could derail recent improvements in 
U.S.-Spain relations. This is despite that fact that this 
embassy and various U.S. officials 

Secretary Zoellick 
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Chavez and selling him military hardware could hurt relations 
at this sensitive time. Bono and others have also said they 
feel that the U.S. does not sufficiently recognize the 

positive steps Spain has taken to improve relations with the 
U.S. Your meeting with Bono can be an opportunity to make 
clear that while the U.S. appreciates Spain\'s cooperation in 
Afghanistan 

its military bases 

Iraq reconstruction and other positive steps 

remains concerned about Spanish actions that negatively 
affect our interests 
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Liberation Tigers of Tamil Eelam (LTTE) to coordinate 
assistance. A/S Rocca urged timely agreement on the joint 
mechanism and cautioned that emerging perceptions of an 
inefficient relief effort could jeopardize future assistance. 
Government interlocutors indicated that they expected 
agreement on the joint mechanism soon; representatives of the 
Tamil National Alliance share that view. Government 
coalition partner Janatha Vimukthi Peramuna (JVP) continues 
to oppose the agreement 

Amarasinghe stopped short of confirming press reports that 
the party would quit the alliance if the agreement were 
signed. End summary. 


2. (U) On April 19 Assistant Secretary for South Asian 

Affairs Christina Rocca 

AID Mission Director Carol Becker 

Muslim-majority town in the tsunami-ravaged eastern coastal 
district of Ampara 

underway. She visited a transitional housing project built 

by USAID local implementing partner GOAL and viewed a dike 
fortification project that uses tsunami rubble. Rocca handed 
over USAID-provided vocational tools to tsunami-affected 
carpenters 


3. (U) A/S Rocca was received at a tsunami-damaged school 
once attended by about 1600 students 

rebuilt due to its location within the 200-meter buffer zone. 

A local representative explained that it is difficult to 

find 

for the school outside the buffer zone. On her return trip 
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to Colombo 
tsunami-devasted locale in Ampara currently proposed for 
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road 
to revitalize the tourist industry. 


GREATER EFFICIENCY 
IN RECONSTRUCTION EFFORT NEEDED 


4. (C) A/S Rocca 

concerns with the pace and efficiency of reconstruction 

efforts in an April 20 meeting with Foreign Secretary 

H.M.G.S. Palihakkara in Colombo. A/S Rocca opened the 
meeting by recounting her trip to the East 

she was impressed with reconstruction so far despite the 
obvious need for much more work to be accomplished. There 
remains keen interest in tsunami relief in the U.S. 

added. Palihakkara then offered his thanks and gratitude for 
U.S. assistance 

deployment that had left a good impression among the people 
he said. Palihakkara made a plea for the U.S. to send a 
high-level representative to the upcoming May Development 
Forum. The forum would be important for Government of Sri 
Lanka (GSL) attempts to integrate tsunami reconstruction into 
medium-term development plans. A/S Rocca and the Ambassador 
re-assured the Foreign Secretary that the USG was taking the 
forum seriously and was considering who might come from 
Washington. Both the Ambassador and Palihakkara agreed that 
U.N. envoy Clinton would most likely not attend 

deputy 


5. (C) A/S Rocca proceeded to voice our concern that 
AmericansV and other donorsY willingness to remain engaged in 
Sri Lanka in general and to assist in further tsunami relief 

and reconstruction would begin to wane if the agreement 
between the GSL and the Liberation Tigers of Tamil Eelam 
(LTTE) on a V joint mechanism" to coordinate relief were not 
signed and implemented soon. Frustration was mounting at the 
lack of movement 

numerous other crises for people to focus on rather than wait 
for Sri Lankans to sort out their domestic political 

disputes. To people in the outside world 

added 

the joint mechanism could ameliorate that perception. 
Acknowledging the GSL may have legitimate concerns about 
details in the agreement 

resolution of these outstanding issues. 
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6. (C) In response 

government's position on the joint mechanism remained open 
and forthcoming. The problems don\'t relate to tsunami 
assistance 

insisted. The LTTE was bringing other issues into the 
discussion of a joint mechanism. Nevertheless 

sounded optimistic that an agreement could be reached 

that GSL coalition partner Janatha Vimukthi Peramuna (JVP) 
while finding it distasteful 

Furthermore 

immediately if the LTTE would compromise on its proposal for 
an Interim Self-Governing Authority (ISGA) and allow other 
parties 

Palihakkara also felt that reaching agreement on the joint 
mechanism would help the peace process. 


7. (C) A/S Rocca noted that the GSL policy of taxing 
assistance supplies was having a \"chilling effect" and could 
impose a V'real obstacle\" to eliciting more aid. The Foreign 
Secretary said his ministry had recommended to the Finance 
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Ministry that the latter revisit the issue 

agreed to do so. The Ambassador replied that Congress would 
balk at providing more aid to Sri Lanka if it thought that 

the supplies the aid bought were going to be taxed upon entry 
into the country or subject to value-added tax if purchased 

in the country. 


8. (C) In a separate meeting on April 20 

leader of the Sri Lankan Muslim Congress (SLMC) 

Rocca that growing Muslim frustration at being excluded from 
talks on the joint mechanism and the slow pace of 
reconstruction in the East could foster greater 

radicalization within the community. Hakeem reported that 
people in the tsunami-affected areas increasingly are angry 
at the lack of progress in reconstruction. He blamed much of 
the hold-up on the unresolved issue of the 100-200 meter 
buffer zone for reconstruction along the coast that the 
government is insisting upon. 


9. (C) Highlighting the need for some alternative or 
compromise on the issue 

land to which many communities could move. If Muslims were 
forced to move 

Tamil-dominated areas 

already problematic ethnic tensions. If Muslims refused to 
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move 

bureaucratic coercion-including the suspension of 
utilities-to force them out. Repeated attempts by the SLMC 
to raise this issue with President Kumaratunga had proven 
unsuccessful 

raised his own concerns about the buffer zone with various 
officials 

government about its details and status. Hakeem said that 
the longer that government waits to deal with it 

frustrated people will become 

already created by the internecine fighting between the LTTE 
and Karuna supporters. 


10. (C) Although agreeing with it in principle 

refuses to support the joint mechanism unless Muslims were 
given a more institutionalized role in negotiations and in 

the implementation 

mechanism should be devolved further to the divisional level 
Vbecause it is easier to manage diversity on that level" and 
would provide Ya greater feeling of justice\" in the Muslim 
community. He put little faith in either the LTTE\'s claims 
that they support separate Muslim representation or in the 
effectiveness of government agents to stand up to the LTTE. 
When the Ambassador pointed out that the joint mechanism 
already provided de facto recognition for the need for Muslim 
representation by promising Muslim representation at each of 
the three levels 

believe such a set-up when he saw it. (Note: In a 
discussion later the same day 

Rajapakse assured A/S Rocca and the Ambassador that the 
Muslims would be represented in the joint mechanism. Per 
reftel 

Muslims would have a key role in the mechanism. Solheim and 
Hakeem met later in the week and may have sorted this out. 
End note.) 


JVP: MECHANISM NOT IN MANIFESTO 
SO CANVT BE DONE 


11. (C) On April 20 JVP Leader Somawansa Amarasinghe told 
A/S Rocca and the Ambassador that his party opposes the 
proposed joint mechanism because the United PeopleVs Front 
Alliance manifesto does not provide for such an arrangement. 
Any decisions regarding relations with the LTTE must not 
deviate from the manifesto 

in fact 

current effort to rebuild the tsunami-affected areas was 

working well. He attempted to support this claim by noting 

that there were no food riots or other \"impediments\" in 
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getting aid to those who needed it and citing his own party\'s 
successful relief campaign in the East immediately following 
the tsunami. 


12. (C) The JVP also refuses to support the joint mechanism 
out of longstanding unwillingness to reward the LTTE when it 
has not proven in word and deed that it will renounce 

violence and join the democratic mainstream 

continued. Moreover 

efforts of legitimate Tamil parties-such as the EPDP-who 
subscribe to the democratic process and would line LTTE 
pockets with public monies 

Ambassador countered that the mechanism might bring the LTTE 
into the democratic mainstream by forcing it to work in a 
political context in which it would not have a majority and 
would thus have to work with others. He asked whether the 
JVP would abandon the coalition over the joint mechanism. 
Amarasinghe dismissed reports in local newspapers that the 
party would leave the coalition should the mechanism proceed 
(note: Amarasinghe insisted that the JVP politburo had 

not/not met on 19 April or voted to leave the coalition over 

the joint mechanism. End note.). The JVP was still waiting 

to see copies of the draft agreement and other related 
documents and felt assured by Kumaratunga\'s pledges that she 
would not make any substantive decisions without first 
consulting her coalition partners 


TNA SEES MECHANISM AS POTENTIAL START 
OF VCONSTRUCTIVE PROCESS" 


13. (C) Tamil National Alliance (TNA) MPs R. Sampanthan 
(Trincomalee) and Gajendrakumar Ponnambalam (Jaffna) sounded 
a more optimistic note about prospects for the joint 

mechanism in their April 20 meeting with A/S Rocca and the 
Ambassador. Sampanthan reported V'indications that something 
may happen\" to spring the agreement loose 

that the joint mechanism V'could be the beginning of a 
constructive process" of LTTE/GSL engagement leading to a 
final negotiated resolution of the conflict. Despite 

vociferous opposition from its JVP coalition partner 

are V'coming to the stage where the Government must realize 
the joint mechanism is needed 


14. (C) The Ambassador asked if the LTTE would allow NGOs 
to work unhindered in tsunami-affected areas under its 

control 

donor of LTTE demands that reconstruction funds be delivered 
directly to its coffers. The MPs professed surprise and 
consternation at the report 
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assured them of non-interference with relief work. 

Ponnambalam said that the LTTE understands that donor money 
is unlikely to be given directly to it and had thus urged TNA 

MPs to encourage private NGOs to work in LTTE territory. The 
corporate donors experience does not reflect \"the official 

line" from the LTTE 

the matter with the Tiger leadership. 


15. (U) A/S Rocca has cleared this message. 
ENTWISTLE 
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damaged the local fishing industry and accelerating after the 
PPVs loss to the PSOE in the March 2004 national elections. 
Infighting in the Galicia PP and Fraga\'s worsening health (he 
is 82) have further clouded the picture for the PP in a 

region that until this year was an unquestioned bastion of 
center-right power. The fact that the nationalist BNG may 
also lose seats to the Galician PSOE and would be the junior 
partner in any coalition would only amplify the apparent 
ascendancy of the PSOE at the national level. 


3. (C) PP Parliamentary staffers confirmed the party's 
difficulties in Galicia in a meeting with Embassy officers. 
Economic adviser Miguel Marin noted that a loss in Galicia 
would represent a particularly painful blow to a PP that is 
already on the defensive. However 

believe that a loss in Galicia would lead the PP to change 
its leadership or its strategy as Spain\'s main opposition 
party. Marin 

team 

during the 2004 elections and had yet to settle on a 
successful plan for recapturing the political center. 
Percival Manglano 

Parliamentary group 

the PPVs current strategy of emphasizing its core principles 
and aggressively attacking PSOE initiatives 

the PPVs lack of success in countering Socialist advances 
throughout Spain. 


//NATIONAL IMPLICATIONS// 


4. (С) A loss in Galicia would prove a major embarrassment to 
PP leader Rajoy 

because he would be seen as presiding over three major 
electoral losses in a row. Conversely 

win in Galicia as a strong argument for calling early 

national elections in 2006 or 2007 

would be within the Socialist\'s grasp. Zapatero\'s personal 
popularity 

antipathy towards Aznar 
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PSOE arsenal and they are having an important effect in 
Galicia. A loss in Galicia would make clear that the current 
PP leadership has not found a way to distance itself 
sufficiently from the failures of 2004 or to otherwise seize 
the initiative back from the PSOE. 

MANZANARES 
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their agency certify to the State Department Bureau of 
Diplomatic Security that the employee has undergone 
equivalent security training. The contact for this 
certification is Assistant Director of training 

telephone (703) 205-2617. Country clearance will not be 
granted for any traveler with planned TDY in excess of 30 
days if this information is not stated/certified. POC for 
additional information is DS RSOBangkok@state.gov. 


- (U) Crime is generally non-confrontational in nature. 
Criminal acts are usually crimes of opportunity such as 
purse-snatchings 

pocketing. Visitors should be especially alert in crowded 
buses 

should lock valuables in hotel safe deposit boxes not in 
their hotel rooms. 


- (U) Be aware of common scams and frauds (including credit 
cards 

at well-established and reputable businesses. Visitors 

should be careful when purchasing branded or copyrighted 
goods. There are many pirated counterfeit products in the 
marketplace; their purchase is against post regulations and 

it is illegal to import these products into the U.S. Be wary 

of common scams for jewelry 

antiquities. There are no Thai government-owned or sponsored 
gem stores. If victimized 

Police by dialing 1155. 


- (U) Visitors are cautioned from visiting bars involved in 

the sex trade. Many of these operate illegally and clients 

can be subject to RTG law; they often charge exorbitant drink 
prices and cover charges. There are also many incidents of 
crime against patrons in these establishments. Drugging and 
robbing of unwary individuals is not uncommon. There are 
frequent reports of victims being drugged and robbed or 
beaten when visiting these bars. The drugs used can cause 
serious temporary memory impairment 

overdosed 

C. (U) TRAFFIC: 
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- (U) The traffic situation in Bangkok can be difficult and 
dangerous for both pedestrians and vehicle occupants. All 
visitors should be alert to traffic patterns and unexpected 
motorcycle drivers. Traffic drives on the left-hand side 
opposite from the U.S. 

flows in the opposite direction. Pedestrians should use the 
overhead walkways for crossing busy streets. 


D. (SBU) TERRORISM: 


- (SBU) The threat from transnational terrorist groups to 

the U.S. Mission in Bangkok is currently ranked high. Despite 
stepped up RTG efforts to monitor its borders 

relatively porous and allow easy illegal access. 

Transnational terrorist groups 

Jemaah Islamiyah (Jl) 

point. 


- (SBU) The threat from indigenous terrorist groups is 
currently rated as low. There is no evidence to indicate 
that indigenous terrorist groups are planning acts against 
U.S. personnel or facilities. The far south of Thailand has 
experienced incidents of criminally and politically motivated 
violence 

Muslim separatist groups. Although Americans have not been 
specifically targeted in the past 

of past attacks by these groups - including bombings of 
public places - indicates a potential threat to American 
citizens. 


- (U) The State Department is concerned that there is an 
increased risk of terrorism in Southeast Asia 

Thailand. Travelers to Thailand should therefore exercise 
caution 

such as clubs 

areas 


E. (U) OTHER SECURITY TIPS: 


- (U) Visitors should avoid making any pejorative comments 
about any members of the Thai Royal Family or engaging in 
disrespectful conduct within temples or toward religious 
objects. Such behavior can result in arrest and/or expulsion 
from Thailand. 


- (U) Precautions should also be taken not to discuss 
sensitive or classified matters outside secure environments 
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or over unsecured and/or cellular telephones 

safeguard classified or sensitive materials at the Chancery 
and not at hotels or residences. 


- (U) Visitors should also be aware of the State 

DepartmentVs Consular Information Sheet for Thailand and the 
most recent Worldwide Caution Public Announcements 
available via the Internet at http://travel.state.gov. DOD 
personnel must review the PACOM Force Protection Levels for 
Thailand found at http://131.84.1.218/staff/at/athome.shtml. 


- (U) In essence 

appropriate caution and be alert to their surroundings with 
regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Bangkok (Tel. 
02-205-4000 

we hope you have a safe and pleasant visit. 

BOYCE 
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OZGUR GUNDEM: Thirty thousand people 

participated in a V'Spring Festival" in Yuksekova district of 
Hakkari 

Turkey be ended 

Abdullah Ocalan be released. 


OZGUR GUNDEM: The family of Abdulgani Dag is still waiting 
for the courts to take action on their request for an 

investigation into Dag\'s alleged disappearance in July 1994 
after he was allegedly detained by soldiers in Nusaybin district 
of Mardin. Despite the claim that there are witnesses to the 

act 

responded to complaints filed by Dag\'s sister. 


CUMHURIYET: The total amount of oil that leaked from BOTASVs 
Batman-Yumurtalik pipeline (see press summ 4/18 and 4/20) was 
reported as thirty-five thousand barrels. A 400-person group 
including American and English specialists 

decontamination activities of the affected area and the oil 

extracted is being sent to Adiyaman province. Reportedly 

farmersV drainage activities caused the leak accident. 


SABAH (GUNEY): A fight that broke out in Adana between two 
clans 

officer and five people. Ten people were detained after the 
police ended the clash that included guns 


RADIKAL / EKSPRES: DYP (True Path Party) leader Mehmet Agar 
arrived in Mersin to address the public at a political meeting. 
As party members were waiting to welcome their leader 
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broke out between two groups of party members who could not 
agree on who would occupy the front lines of the crowd that 
awaited AgarVs arrival. 


EVRENSEL: Provincial Health Directorate of Van warned that the 
environmental pollution in Van Lake has increased compared to 
the previous years. 


HURRIYET (CUKUROVA): Upon receiving an invitation from Kilis 
Governor Aslan Kutukcu 
Germany and conducted studies around the border with Syria. 


REID 
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Chairman Lien Chan as he embarked on his eight-day trip 
to China. The centrist China Times!" is the only 
Chinese-language newspaper that reported on LienVs 
China trip on its front page 

years later 

Times and the two pro-independence newspapers - 
VLiberty Times and V'Taiwan Daily!" - all carried the 
same news story on their page two which quoted 
President Chen Shui-bian as saying that there should be 
reconciliation in Taiwan before cross-Strait talks are 
conducted. The pro-unification V'United Daily News" 
reported on its second page that Lien and Chinese 
President Hu Jintao will likely talk about building a 
military security mechanism across the Taiwan Strait. 


2. A VUnited Daily News!" editorial discussed President 
Chen\'s April 25 telephone conversation with Lien prior 
to the latter\'s departure 

Vthe [Taiwan] government does not deny ‘the contents of 
the talks in 1992 

"there was no 1992 consensus." The editorial said 
Chen\'s remarks indicate that he might accept the 
consensus if both sides of the Taiwan Strait agree to 
forgo the term V'the 1992 consensus\" and use V'the 
contents of talks [between the two sides] in 1992\" in 

its place. A limited-circulation 

English-language V'China Post\" editorial commented on 
LienVs China trip 

as he has to find common ground for both sides on a 
range of bitter disputes. End summary. 
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A) V The April 25 Telephone Conversation [between 
President Chen and Lien Chan]: Lien and Hu Might as 
well Give Chen Shui-bian a Hand?" 


The pro-unification \"United Daily News!" [circulation: 
600 


V. Whats noteworthy is that during his telephone 
conversation with [KMT Chairman] Lien Chan April 25 
President Chen took the initiative to mention ‘the 1992 
consensus 

But the discussion [about the 1992 consensus] that was 
evident in the press release announced by the KMT 
failed to appear in the press release issued by the 
Presidential Office later. . 


VIt is said that Chen said on the phone: the [Taiwan] 
government does not deny "the contents of the talks in 
1992 

1992 consensus.V 


\"Chen\'s remarks seemed to say: he believes that the 
words "the 1992 consensusY were created by some other 
people later and that there was no such term in 1992. 
Therefore 

1992 consensus 

the talks [between both sides of the Taiwan Strait] in 
1992.V 


\"Such an approach of fickleness and paying excessive 
attention to wording has again put Chen in a dilemma. 
This is because Chen has once said ‘the 1992 consensus\' 
was ‘one country 

‘annihilate the Republic of ChinaV and it was 
“capitulationism.\' Regardless of whether these 
statements can be called ‘the 1992 consensus 

the ‘the contents of the talks in 1992\'? It is thus 
evident that when Chen said he does "not deny the 
contents of the talks [by both sides of the Taiwan 
Strait] in 1992 

definitely not the terminology he demonized earlier. . 


“Тһе chat about ‘the 1992 consensus\' during the April 
25 telephone conversation [between Chen and Lien] 
indicate that Chen was trying to check out Beijing\'s 
attitude via his conversation with Lien. Chen is of 

course too embarrassed to say that he acknowledges ‘the 
1992 consensus\' now 

1992\' as called by Chen are definitely not the 

terminology that he once demonized. In other words 

both sides of the Taiwan Strait agree to term ‘the 1992 
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consensus\' as ‘the contents of the talks in 1992 

chances are that Chen might accept and acknowledge [the 
consensus.] The reason why the Presidential Office 
deliberately deleted such a discussion [in its press 

release] was because it wanted to play down its 

fickleness and to leave some leeway for this major 

political probe. . 


VIf ChenVs remark that he “does not deny the contents 

of the talks in 1992V is an approach to probe 

[Beijing\'s attitude] 

[Chinese President] Hu Jintao would give Chen a hand by 
not being tied down by the words "the 1992 consensus.Y 
They might as well come up with a broader discourse on 
“the contents of the talks in 1992V that is more 

applicable or acceptable for both sides. .\" 


B) \"Lien\'s Peace Mission to PRC Filled with Big 
Challenges" 


The conservative 
\"China Post" [circulation: 30 
editorial (4/27): 


V. Indeed 

extremely challenging. On the one hand 

the courage to firmly defend TaiwanVs political 
sovereignty and unequivocally reflect the opinion of 
the majority of its 23 million people 

is traveling in a private capacity and as the leader of 
his own party. 


VAt the same time 

political prowess to get his Beijing hosts to listen to 
him carefully and to find common ground on a range of 
bitter disputes so as to create an atmosphere for 
reconciliation and 

governments of the two sides to reopen dialogue. .V' 


KEEGAN 
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Discovery and Rediscovery" and \"A Newly Recognized Spotted 
Fever Rickettsiosis Caused by Rickettsia Parkeri.\" 

2. Embassy understands that no assistance is necessary. 

3. Visitors are reminded that bearers of diplomatic and 


official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 
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4. THREAT ASSESSMENT: 


In general 

other large cities in Spain --including resort/convention 

areas such as Benidorm-- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passportVs 
photo page. Visitors can protect themselves against crime by 
being street-smart 

In the event you are victimized by crime 

security-related incident 

Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
StateVs website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas 

threat information through its Consular Information Program 
documents 

http://travel/state.gov. In addition to information on the 
Internet 

calling the Department of State in Washington 

202-647-5225 from their touch-tone telephone 

information by automated telefax by dialing 202-647-3000 from 
their fax machine. 
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SCF/UK assists in tracing 

education 

It also works with each village to form a protection 
committee to help change attitudes towards these children. 


14. (U) The rates of pregnancies and sexually transmitted 

infection (STI) remain high 

though SCF/UK does report a small diminution in the rates 
over the last few months. Working in and around Blolekin 

(west of Guiglo) 

August and January it received 716 pregnant women in its 

pre-natal clinic. 39 percent of them were younger than age 
19. Of this 39 percent 
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experiencing their first pregnancy 

their second pregnancy 

pregnancy 

children 

pregnancy. Twenty seven percent of the young pregnant 
girls also had one or more sexually transmitted infections 
(STIs). STIs rank as the number three problem in SCF/UKVs 
mobile clinics 

infections. 


15. (U) The PRA also met with the Chief of UNOCI\'s Human 
Rights (HR) Division to discuss its efforts in protection. 
Under U.N. Security Council Resolution (UNSCR) 1528 of 27 
February 2004 

Chapter VII 

U.N. personnel 

threat. Section 6.i. of UNSC 1528 states 

prejudice to the responsibility of the Government of 

National Reconciliation 

under imminent threat of physical violence 

capabilities and its areas of deployment. V" 


16. (U) The PRA was interested in discussing this section 
of the mandate with UNOCI as several humanitarian 
organizations have expressed frustration that UNOCI is not 
doing enough to protect citizens. As described in reftel 

in late December there was an incident in the ZC where a 
UNOCI contingent was 500 meters from a village that was 
attacked and rather than responding themselves 

for the French Licorne force to assist. The attackers 

killed a villager that worked for an international NGO and 
accused the NGO of providing arms to the other side. 


17. (SBU) The HR chief explained that his office works 
closely with UNOCIVs civilian police unit 

report to the military. After some investigation in his 

office of the U.N. documents supporting UNOCIVs mission 
the chief clarified that the civilian protection mandate 
comes under the troops authority and does not come under 
his division or that of the civilian police. His HR 

officers investigate the numerous allegations of human 
rights abuses 

fundraising: kidnapping several villagers and holding them 
for ransom. Responding to attacks on villages or 
individuals rests with UNOCI troops. 
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Comment 

18. (U) The last eight words of the quoted mandate above in 
para 15 are critical to note. If an UNOCI contingent does 
not feel it has the capabilities to respond 

call the French Licorne (which may or may not be close) or 
do nothing. Nor does UNOCI have the mandate to respond 
unless the threat to civilians is imminent. This crucially 
conditional response-however understandable--needs to be 
clarified for all humanitarian aid workers in Cl so that 

their expectations are lowered about UNOCIVs actions 

lack thereof 

is also confusing for the frightened villagers who may have 
an UNOCI post nearby. And the misunderstanding adds 
tensions to an already tense atmosphere. 


19. (U) The lack of response from UNOCI has a 
reverberating effect on the citizensY confidence in the 
overall security situation. The less confident they feel 
the less likely they are to walk to their fields to plant 
to go to market 

long-term detrimental effect on their food security and 
general welfare. 


20. (U) Lastly 

in the protection sector. As seen above 

organizations are trying to do their part 

identifying gaps 

address certain problems 

of protection problems. As readers can see 

is vast 

cable. Even ICRC lamented the poor coordination and lack 
of action in this sector. 


21. (U) OCHA is the most likely candidate to fill this 

role 

Sudan. (Note: OCHA head Besida Tonwe works closely with 
Deputy SRSG/Humanitarian Coordinator/UNDP chief Abdoulaye 
Mar Dieye 

operation in Cote dVlvoire. End note.) OCHA is already 
chairing protection meetings in Abidjan where information 

is shared 

the Internally Displaced Persons (IDP) Advisor post that 

had been vacant for months. It is hoped that this person 


will also assume responsibility for protection issues-not 
only for IDPs 

nationals that have been targets of violence-and vigorously 
pursue appropriate actions. End comment. 
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22. (U) As a poignant reflection of how sensitive and 
upside down some issues have become in Cote d'Ivoire 
UNICEF relayed that some lvoirian government authorities 
questioned UNICEFYs promotion of birth certificates for all 
children 

nationality for third country nationals. 
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REF: A. MANILA 1889 
B. MANILA 1792 
C. 04 MANILA 5502 


1. (U) This is an action request -- see para 4. 


2. (U) Noting that the Philippine National Police (PNP) -- 

at the instigation of Philippine Ambassador to Washington Del 
Rosario -- was now interested in pursuing a "Management 
Assessment of the Philippine Police\" with the USG that would 
parallel the ongoing Philippine Defense Reform initiative 
Police Chief Superintendent Luizo Ticman of the PNPYs 
Directorate for Plans conveyed to Embassy a draft "Memorandum 
of Understanding (MOU) On the Conduct of the Management 
Assessment of the Philippine National Police (MAPP) 

request for comments. (Full text in para 5.) Ticman 
specified that the PNP had prepared the MOU for possible 
signing during the May 17 meeting of Foreign Secretary 
Alberto Romulo with Secretary Rice. Assistant Secretary of 
Foreign Affairs for American Affairs Ariel Abadilla and North 
American Affairs Director Marc De Borja separately confirmed 
the DFA\'s high interest in this project as an item at least 
discussion -- and possibly as an important deliverable -- 
during the Foreign Secretary\'s visit. The GRP may also raise 
this request during Deputy Secretary of State Zoellick 

10 discussions in Manila (ref a). 


3. (SBU) Comment: We have explained to the PNP and DFA 
that the USG had not yet formally decided on how to proceed 
with this proposal from Embassy (ref c). Embassy continues 
to view the MAPP as an essential next step in encouraging 
systemic reform within the PNP 

addition to the Armed Forces of the Philippines) in the 

Global War on Terror 

programs 

enforcement issues. The initiative of the DFA and PNP in 
trying to jump-start this project appears clearly to reflect 


Column 3 

the importance the GRP has already assigned to this effort. 

We believe the GRP will welcome this bilateral cooperation in 
devising a roadmap toward overdue systemic change in the PNP 
through the MAPP 

however 

this project 

providing in the PDR. End comment. 


4. (SBU) Action request: Please provide by May 6 a response 
to this draft MOU as well as possible talking points for the 
Secretary\'s and Deputy Secretary\'s use in their May 17 and 
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May 10 meetings with GRP counterparts 


5. (SBU) Draft text of the GRP draft MOU follows: 


MEMORANDUM OF UNDERSTANDING MOU) BETWEEN THE GOVERNME 
THE REPUBLIC OF THE PHILIPPINES GRP) AND THE UNITED STATES 
GOVERNMENT (USG) ON THE CONDUCT OF MANAGEMENT ASSESSMEI 
THE PHILIPPINE NATIONAL POLICE (MAPP) 


l. Overview 


The Government of the Republic of the Philippines (GRP) and 
the United States Government (USG) have established a strong 
bilateral relationship through their various cooperative 

efforts especially in the field of law enforcement. However 

the GRP\'s capacity to respond on the security and law 
enforcement concerns of the USG is primarily anchored on the 
former\'s capability to maintain an effective 

responsive police force ) the Philippine National Police 

(PNP). 


The GRP acknowledged that the PNP is experiencing 
institutional deficiencies 

internal controls 

for this reason that a comprehensive framework is essential 
for the PNP to transform itself into a modern and 
professional police force 

While it is also recognized that the PNP has undergone and is 
embarking on a series of reform efforts 

that there still exists an opportunity to reinforce and 
accelerate these PNP reform initiatives. It is to be 
acknowledged that reforming the PNP will greatly contribute 
to national and regional stability. 


In view of the urgent need to come up with a comprehensive 
framework for PNP reform program 

governments will jointly conduct a management assessment of 
the PNP. 
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II. Objectives of the MAPP: 


A joint RP-US &Management Assessment of the PNP8 (MAPP) 
shall endeavor to: 


1. Identify and prioritize key PNP institutional weaknesses 
and lay out a road map on how to address them; 

2. Identify institutional shortcomings and provide concrete 
recommendations for corrective action 

human resource management (recruitment 

placement 

budgeting and financial management 

organization 

policy development and implementation 

management continuity; and 


3. Develop an implementation plan. 
IIl. Desired Outcomes: 
The MAPP is expected to: 


1. Bring about a strategic framework in 
prioritizing/optimizing PNP resources and US assistance 
programs that will improve the law enforcement capacity of 
the PNP; 


2. Allow better integration of all US law enforcement 
assistance programs and create synergies with other 
international donorsY law enforcement assistance programs; апа 


3. Engage the GRP in committing to sustain the 
transformation of the PNP into a democratic and professional 
police force. 


IV. Methods and Procedures in Conducting the MAPP: 


The MAPP must be a collaborative undertaking between the USG 
and the GRP through the pairing of experts. The USG shall 
identify multi-disciplinary experts from its various law 
enforcement arms (Federal Bureau of Investigation 

Enforcement Agency 

others) to work closely with PNP experts in conducting the 

MAPP. A joint Assessment Team (JAT) shall be composed of 
these experts from both governments and shall be Co-Chaired 
by senior representatives from both sides. The JAT shall be 
assisted by a secretariat composed of PNP personnel. 


The MAPP shall be conducted by comparing local conditions 
against those considered as law enforcement standards and 
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&best practices8. This will be undertaken through 
interviews 

surveys 


The GRP shall ensure the availability of all required 
personnel 
provide funding in the conduct of the MAPP. 


It also to be understood that the GRP shall endeavor to fully 
comply to the recommendations of the MAPP and the USG shall 
provide financial support in order to achieve the desired 
outcomes of the MAPP. 


V. Time Frame: 


The MAPP shall be conducted for a period of three (3) months 
from the time this MOU is signed by the representatives of 
both governments. It shall be conducted in three (3) phases: 


Phasel - Management Assessment (9 weeks) 
Phase Il - Preparation of Report (2 weeks) 
Phase lll - Validation (1 week) 


VI. Limitations: 


This Memorandum of Understanding shall be implemented in 
accordance with each country's domestic laws and regulations 
and in accordance with their international obligations. 


VII. Settlement of Disputes: 


Any dispute regarding the interpretation or implementation of 
this MOU shall be resolved through consultation and 
negotiation between the two governments through diplomatic 
channel and will not be referred to any Third Party or 

tribunal for resolution. 


For the Government of the United States of America: 


For the Government of the Republic of the Philippines: 
Ricciardone 
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notoriously corrupt 

according to businesspersons and other sources. Sixty 
inspectors and supervisors are responsible for inspecting 
300 

inspectors normally inspect only design plans. If they do 
inspect a structure 

property lines are intact. Ansary estimates that Rajuk needs 
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at least 300 inspectors with 50 
engineers to do the job right. 


5. (SBU) To that end 

engineers in structural evaluation for seismic safety. Last 
year\'s short course drew 50% of its participants from 
government 

(PWD) 

government structures. The PWD is already better trained and 
equipped than Rajuk 

training. Ansary reports that some NGOs with an 

architectural focus have begun looking for ways to assist in 
retrofitting old buildings in two vulnerable areas of Old 

Dhaka. CARE-Bangladesh is also working to raise awareness 
about earthquakes nationwide. 


6 (SBU) After the 2001 earthquake in India 

that barely missed Bangladesh in December 

factory collapse 

focusing more attention on seismic matters. On April 18 

Prime Minister Khaleda Zia declared in a speech that 
Bangladesh needs more search and rescue equipment and more 
earthquake resistant buildings. The last issue of the 
BDG-published \"Standing Orders on Disaster" does not contain 
any reference to seismic or industrial disasters. Instead it 

is oriented to the yearly floods and storms. However 

section is being drafted on seismic issues for the next 

Standing Order 

MDMR 

disaster management coordinating committee was convened and 
it was agreed that Bangladesh is totally unprepared for an 
earthquake. Training modules are now reportedly being 
developed to educate the populace on how to respond in an 
earthquake. Educational programs on BDG TV are planned for 
this month 

development. 


7. (SBU) At the Savar factory collapse 

response services demonstrated they were ill-prepared for 
even a single building collapse. They lacked even low-tech 
items like headlamps 

and bodybags. The EMT response is also poor. As fire 
fighters and Army personnel are generally untrained in first 
aid 

emergency care to survivors until they could be moved to 
hospitals. But the BDG is trying to build capability. 

Dhaka\'s 12 fire stations recently used their own funds to 
purchase $3.2 million worth of disaster response equipment. 
At Savar 

participated in USAID-sponsored building collapse response 
training used the training-grade equipment and their newly 
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acquired knowledge. The Army and the fire department are the 
primary responders to disasters. The Army 

rolling out effective flood relief packages 

organize and provide relief for large numbers 

though it assumed command at the Savar site 

specific seismic-related skills and equipment. A recent 

draft of a Seismic Response Plan being developed by the Dhaka 
city government divides the area into eight zones and 

dictates responsibility within each zone to either the Army 

the fire department 

Bangladesh Rifles. Ansary also wants to open communication 
lines with Indian engineers and first responders to see how 
they coped with massive earthquake recovery operations. 
CHAMMAS 
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in view of the fact that agriculture consumes 70% of 
Lebanon\'s water but produced only about 12% of its GDP. 
It also identified a number of regulatory and enforcement 
shortfalls 

of environmental impacts at the planning stage. 


Seeking to Develop a Water Resource Plan 

5. Water is becoming a factor limiting Lebanon\'s 
development 

population grows. Since agriculture consumes 60 to 70 
percent of Lebanon\'s water supply 

address the efficiency of irrigation. 


6. The General Directorate of Hydraulic Resources has 
adopted a 10-year plan 

articles: 

-- increasing drinking and irrigation water supply in the 
summer; 

-- collecting and treating more wastewater; 

-- reducing the estimated 50 percent loss of water in 
distribution systems; 

-- shifting the cost of providing water supply and 
wastewater treatment from the state to consumers; and 
- increasing the effectiveness of water institutions. 


Development and Sharing Plans for Surface Water 

7. Management of surface water is crucial to LebanonVs 
overall water strategy. Dr. Salim Catafago 

Litani River Authority (LRA) and a member of the Lebanese- 
Syrian Joint Water Committee 

that Lebanon has three major rivers: the Litani 

flows only within Lebanon; and two rivers shared with 

Syria 
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8. The Litani is the most important river in Lebanon 

with an annual maximum flow of about 700 million cubic 
meters. Dr. Catafago described a two-phase 

million project for the Litani River. The first phase 

will build main conveyors 

stations and the second phase will develop irrigation 
canals. The cost for phase one is estimated at USD 220 
million 

interest loan from the Kuwaiti Fund and the Arab Fund. 
The Lebanese government will supply the rest of the 
financing. Catafago does not expect the GOL to contract 
Phase | before the end of the year 

will take two years to complete the work. Catafago is 
trying to secure additional funding from the Kuwaiti and 
Arab Funds for Phase ll. 


9. The Orontes River starts north of Baalbeck and flows 
through Syria before entering Iskenderun and emptying 
into the Mediterranean Sea. Its annual flow is more than 
400 million cubic meters (MCM.) In 2002 

Lebanese Higher Council approved a dam on the Orontes 
River under an agreement that allocates an average of 80 
МСМ to Lebanon. 

10. The Nahr EI Kabir River also flows from Lebanon into 
Syria. Itis LebanonVs northern border with Syria. Its 
mean yearly incoming flow is around 150 MCM. Syria and 
Lebanon have agreed on sharing the Nahr EI Kabir 
percent of its annual flow going to Syria and 40 percent 

to Lebanon. 


USAID Using Cost-Sharing on Wastewater Treatment Sites 
11. USAID is working with the GOL on wastewater 
treatment 

water management plan. ESTH FSN and AID FSN toured USAID- 
funded wastewater treatment plants in some of the Chouf 
villages on March 23. One USAID-funded treatment plant 
in the Maaser el Chouf village costs USD 398 

which USD 278 

the Municipality of Maaser El-Chouf and the Union of 
Higher Chouf Municipalities. A second USAID-funded 
wastewater treatment plant at Mukhtara and Butmeh 
villages costs USD 498 

funded by USAID and USD 167 

municipalities of Mukhtara and Butmeh and the Union of 
Higher Chouf Municipalities. 


Forestry Development 


12. Mr. Fadi Abu Ali told ESTH FSN at their March 23 
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meeting that the Association for Forest Development and 
Conservation (AFDC) was established in 1993 to increase 
forest cover 

tourism 

community members 

environmental management. AFDC works with the Jordanian 
Royal Society for the Conservation of Nature (RSCN) to 

build capacity in AFDC\'s staff. 


13. One aspect of AFDC\'s work is a forest fire-fighting 
program to develop a national-level mechanism to prevent 
and fight forest fires through involving the local 
community. AFDC is recruiting volunteers from local 
communities who are trained to combat forest fires in the 
most important conservation areas. 


GLOBE Program - 22 Schools 

14. AFDC also manages the GLOBE program. Lebanon has 
participated in the Global Learning and Observation to 
Benefit the Environment (GLOBE) program since a 1998 
agreement between the Ministry of Environment and Embassy 
Beirut. GLOBE in Lebanon is currently supported by Cisco 
Systems and AMIDEAST. Twenty-two private and public 
schools from around Lebanon participate in GLOBE. Mr. 
Abu Ali from AFDC mentioned that GLOBE faces financial 
difficulties and that 

pay for their training trips 

students of moderate means. 


Al-Chouf Cedar Nature Reserve 

15. In an interesting NGO project 

Nature Reserve is managed by the Al-Shouf Cedars Society 
an NGO that conceived the idea of the reserve 

it 

Ministry of Environment. ESTH FSN visited the reserve on 
March 23. The objectives of the Society are natural and 
cultural conservation 

development 

capacity building. As an important contribution to the 
Society\'s outreach efforts 

28 

of the reserve. 


World Health Organization Using Cost-Sharing Funds 
16. On Thursday 

Talal Abbas 

Injury Prevention Program Coordinator. Dr. Talal said 
the WHO Office in Lebanon provides direct technical 
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administrative 

projects between the WHO 

and programs established by the MOH with cost-sharing 
trust funds. Such programs aim at improving the health 
of the Lebanese people and strengthen the management and 
System of the health sector. 

17. The Accident and Injury Prevention Program started 
in late 1999 as a joint effort between the Ministry of 
Health and WHO and aims at decreasing accidents and 
preventing injuries. In 2002 

program to cover traffic accidents 

occupational injuries 

abuse 

started implementing activities 

of action on Injury and Accident Prevention for 2003- 
2005. 


18. Comment: As a result of Lebanon\'s central government 
weaknesses in environmental and health issues 

sector stepped in to fill the vacuum 

and is making major contributions to the health and 

natural resources sectors of Lebanon. 


HALE 
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campaign against suspected VcollaboratorsV in the Gaza 
Strip. V 


All media highlighted the arrival of Russian President 
Vladimir Putin to Israel today for a \"historic\" visit 
that will include talks on Iran\'s nuclear program 
Russia\'s sale of anti-aircraft missiles to Syria 

issue of rising anti-Semitism in Russia 

question of fugitive Russian Jewish oligarchs in 
Israel. А Yediot headline reads: "Тһе Czar\'s Visit. V 
Over the past few days 

PutinVs visit originally coincided with the expected 
guilty verdict of Russian Jewish oil tycoon Mikhail 
Khodorkovsky. (It was postponed today by three weeks.) 


Israel Radio reported that the U.S. Defense Department 
has informed the U.S. Congress that Israel has 
requested to purchase 100 laser-guided bombs that can 
penetrate fortified underground targets 

USD 30 million. The radio cited the Pentagon as saying 
that the sale of the bombs 

Lockheed Martin and can be carried by F15 fighter 
planes 

region. The station reported that American experts 

told Reuters that Israel could use the bombs against 
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Iran\'s nuclear installations. 


HaVaretz reported that the Construction and Housing 
Ministry continues to make plans for the E-1 corridor 
linking MaValeh Adumim to Jerusalem 

declaration by Construction and Housing Minister 
Yitzhak Herzog that this construction is not in the 
plan for 2005. 


All media reported that the IDF soldier who was run 
over by a taxi near Hebron Monday night was probably 
killed by friendly fire. 


HaVaretz says that there has been talk in the defense 
establishment about ending IAF overflights in Lebanese 
air space after the Syrian troops depart 

decision so far is to continue the overflights on the 
grounds that they are vital for operational reasons. 


In Yediot 

released CIA report that denies the existence of WMD in 
pre-war Iraq is dramatic 

anything. 


In a report from Dubai 

Abdulaziz Sager 

Research Center (GRC) 

Israelis 

activists as \"hate-mongering forces. V 


Diplomatic correspondent Ben Caspit wrote in popular 
pluralist Maariv: V'It was the Americans who told the 
Israelis in talks in Texas the simple truth: Abu Mazen 
is the only horse on the ground. V 


Block Quotes: 
VIt All Starts Now" 
Diplomatic correspondent Ben Caspit wrote in popular 
pluralist Maariv (April 27): VIn Abu Mazen\'s case 
first 100 days are less important than the second 100 
days 
will include disengagement and will determine Abu 
Mazenvs fate 


Column 3 

of disengagement and the chances for a certain amount 
of stability in the region in its wake. The way Abu 
Mazen\'s administration weathers disengagement 
succeeds in weathering it calmly 

preventing violence 

in an orderly manner and ensures quiet in Gaza in its 
wake -- all these will determine the future of the 
Palestinian leader and perhaps also the political 
future of Ariel Sharon 

real allies are in Washington. On the eve of Sharon\'s 
last visit to the U.S. 

Mazen as irretrievably dead. On the way back they 
already spoke differently. It was the Americans who 
told the Israelis in talks in Texas the simple truth: 

Abu Mazen is the only horse on the ground 

be given all the time in the world and all the patience 
that can be mobilized 

him. Sharon 

soon met with Abu Mazen 

how he plans to weather disengagement in peace. And 
afterwards 


Liberal op-ed writer Ofer Shelach opined in the 

editorial of mass-circulation 

Aharonot: \"The international coalition that joined the 
U.S. in its unequivocal demand for a Syrian pullout 
could now stare straight into President Bush\'s eyes and 
tell him that he should ask of Israel what he had 
requested from Assad.\" 


Washington correspondent Nathan Guttman wrote in 
independent 

withdrawal from Lebanon 

... is far from being satisfactory to the U.S.\" 


Block Quotes: 


I. VA New Hope in Lebanon" 


Liberal op-ed writer Ofer Shelach opined in the 
editorial of mass-circulation 

Aharonot (April 27): \"Five years after the last IDF 
soldier left the soil of Lebanon 
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its withdrawal from there after dozens of years of 
occupation and exploitation. These are amazing sights 
which would have been inconceivable one or two years 
ago.... First of all 

Lebanon 

known occupying forces that fought their wars on its 
soil 

ethnic and religious strife in its society.... What is 

really important is not the fact that the U.S. is just 
beyond [SyriaWs] border 

resolve to forcefully intervene in countries whose 
regimes don't please it. No less important is the 
enlistment of the entire international community 
including countries on whose empathy Syria had counted 
in the elimination of the Syrian occupation of 
Lebanon.... Israel can be happy about AssadVs 
[eventual] downfall.... But it is not certain that 

those who are convinced that the U.S. administration -- 
a half-ton gorilla that set the rules of the game as it 
wishes -- will want (or be able) to ignore an 

occupation in a less easy spot for the U.S. than 
Lebanon. The international coalition that joined the 
U.S. in its unequivocal demand for a Syrian pullout 
could now stare straight into President BushVs eyes and 
tell him that he should ask of Israel what he had 
requested from Assad. 


II. \"Troops Out 


Washington correspondent Nathan Guttman wrote in 
independent 

Syrian withdrawal from Lebanon 

yesterday and marked by a ceremony in the Bekaa 

from being satisfactory to the U.S. As far as 
Washington is concerned 

remains a problematic and dangerous leader in the 
region 

to withdraw his troops from Lebanon by the deadline. 
The U.S. list of complaints against Syria is long and 
detailed 

border.... The terror issue makes up a major component 
on the American list of complaints.... Beyond those 
complaints 

As far as the [U.S.] administration is concerned 

at best is unreliable 

conniver who should not be engaged until he has met all 
the U.S. demands. And the U.S. says Assad is far from 
doing so. The withdrawal from Lebanon only erases one 
article from the list of complaints. Only when Assad 
erases each and every one of the complaints will it be 
possible to accept him as a legitimate partner for 
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dialogue.\" 


Ben-Gurion University political scientist Niv Gordon 
wrote in independent 

current [U.S.] administration has adopted [in Iraq] the 
model of Vdemocratic occupation" ... which Israel has 
developed in the West Bank and Gaza." 


Block Quotes: 


\"The Occupier\'s Subcontractor\" 


Ben-Gurion University political scientist Niv Gordon 
wrote in independent 

\"Israel is the key to understanding President Bush\'s 
strategy in Iraq. This isn\'t because it influenced in 
any way the decision-making process that led to the 
second Gulf war 

administration has adopted the model of Vdemocratic 
occupation -- as [former communist Knesset member] 
Tamar Gozansky has dubbed it -- which Israel has 
developed in the West Bank and Gaza.... Following 
protracted negotiations 

established -- as an entity that took upon itself the 
daily organization of the occupied territoriesV 
residents 

percent of the land reserves. Within a few months 
civil institutions ... were transferred from Israel to 

the hands of the young authority 

limited type of sovereignty. Thus 

its right to rule in the West Bank and Gaza 

handed over responsibility over the residents to a kind 
of subcontractor -- the PA -- abruptly reduced the cost 
of the occupation.... The Bush administration found 
that strategy particularly suitable to the narrative of 
the Vdissemination of freedom\' in the Middle East. V" 
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Former senior Mossad official Uri NeVeman wrote in 
popular 
new enemy against itself and create a direct conflict 
with the Iranian state and people 
possible to maintain normal relations 
different regime in Tehran." 
Block Quotes: 


\"Don\'t Bomb Iran\" 


Former senior Mossad official Uri NeVeman wrote in 
popular 

nuclear weapons 

threat this embodies to a tolerable or even negligible 
minimum. However 

bloody conflict with Iran 

agenda all thoughts of an offensive violent Israeli 
action against Iran and its nuclear installations 

the aim of obstructing its nuclearization process.... 
Iran is a regional power 

The present Iranian regime wishes for the elimination 
of the State of Israel 

emissaries. However 

between Iran and Israel.... Israel must not arouse a 
new enemy against itself and create a direct conflict 
with the Iranian state and people 

possible to maintain normal relations 

different regime in Tehran.... Only the U.S. ... can 
land massive and ongoing overwhelming blows on Iran and 
maintain them operationally over time. The U.S. is 
also capable of preparing properly against possible 
Iranian reactions 

world against its interests and installations 
withstand the burden of international criticism and 
outcries that will arise. Israel is as far from these 
capabilities as a small country is far from a 
superpower. It will never have such capabilities. 
There is no point in entertaining the illusion that 
Israel can prevent 

strength 

tomorrow but from here on 

time.\" 
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destructive elements who wanted to disturb and destroy 
stability of the State.\" However 

evidence of an investigation or identify a specific 
perpetrator. 
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there was increasing pressure from the Supreme Petroleum 
Council (SPC) and Abu Dhabi Crown Prince Sheikh Mohammed bin 
Zayed to increase production capacity. ADNOC 

trying to be responsive to SPC desires. 


3. (C) The representatives also briefly discussed Saudi Oil 
Minister Ali NaimiVs April 22 commitment to increase 
production capacity to 12.5 mb/d by 2009 and the \"near term\" 
potential of Iraq. The general consensus was that the Saudis 
tended to estimate conservatively the amount of oil 

production that they could bring on line 

be able to meet the pledge (although the timeline might be 
slightly optimistic). Some oil executives noted that foreign 
participation would help ARAMCO add capacity more cheaply and 
more quickly 

of acting on its own. They were more skeptical about Iraq\'s 
ability to rapidly increase production. David Muller of 

Safar Oilfield Services opined that there was no 

infrastructure in Iraq to drill new fields and that the 

current oil infrastructure was \"literally held together with 
bailing wire.\" 


4. (C) The oil and oil services company executives 
highlighted physical and personnel constraints that could 
impede rapid increases in capacity in the Gulf and world 
wide. They noted the limits in drilling rigs and in steel 

and tubing 

earlier. They also highlighted the lack of trained petroleum 
engineers and geologists. One company executive noted that 
the big gas projects in Qatar were driving up his cost of 
employment and all complained about the lack of qualified 
engineers to \"backfill\" for older engineers who were nearing 
retirement age. Fackrell noted that many of the petroleum 
engineering programs in the United States (including the one 
from which he graduated) were closed. Fackrell also said 
that there were practices specific to ADNOC that hindered its 
ability to rapidly increase capacity. He explained that 
ADNOC\'s procurement people \"distrusted\" suppliers and 
consistently slowed down procurements to be sure that they 
got the best price 

Fackrell and Kemnetz also noted that 

spare capacity for several years 

very conservative attitude about reservoir management and 
potential expansion plans. They would not present any 
projects to the SPC that might threaten future production 
capacity. What the International Oil Companies shareholders 
in ADNOC were trying to do was to convince ADNOC to present 
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the SPC with a complete set of options (i.e. 

production by 200 

production declining after a few years or we can expand 
production by 100 

sustainable for 20 years.) The IOC\'s think that ADNOC 
technocrats are being too conservative and want to present 
the SPC with all of the options. Fackrell said that he 
thought ADNOC was moving in that direction 

there yet. 


5. (C) Oil company representatives complained about the 
impact of ILSA on their ability to operate in Iran. One 
executive opined that the only effect of ILSA on Iran was to 
benefit the French. Ambassador stressed long-standing USG 
opposition to investment in Iran\'s energy sector and noted 
that ILSA 

investments 

deeply concerned about Iranian policies and actions 
particularly Iran\'s nuclear activities and its ongoing 

support for terrorism. On the FTA 

they would prefer to see the agency problem resolved 
although a vocal minority 

agreements were a two way street. The group then briefly 
discussed Abu Dhabi Emirate\'s plans to turn Abu Dhabi into a 
regional oil services center and a regional V'clean energy" 
center. 

SISON 
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Augustin Bulaimu April 25 for poor management and large-scale 
embezzlement during an official visit to Bukavu. Mbemba also 
recalled the two vice governors (Nzaratimana and Kanangini) 
to Kinshasa for consultations 

political coffin by publishing sections of the confidential 
investigation into his blatant (even by Congolese standards) 
theft. Close presidential advisors told polcouns April 26 

that Bulaimu had in fact been Vfired 

suspended. Mbemba told polcouns April 25 that he had not yet 
decided whether to leave BulaimuVs job vacant until after 
elections. 


COMMENT 


3. (C) Good riddance. Since being named governor in May 2004 
Bulaimu has been recalled to Kinshasa for blatant stealing 

has threatened to close local radio stations 

developed an across-the-board reputation as a drunk 

ineffective governor. His dismissal will likely improve the 

political and social situation in South Kivu. 
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the exclusion zone 

scientific evidence has ever been provided. Visits to the 
affected areas indicate that enforcement is spotty 

the exclusion being outright ignored in several areas. 
Further 

homes or institutions that were not damaged beyond 40 
percent to remain 

inflame tensions on the ground. 


7. (SBU) While on the one hand the donor community is 
stymied in its efforts to move forward with implementing 
projects 

this regulation 

Government on the issue has to be handled with sensitivity 
to the President\'s primary concern that a public reversal 
would be used by the opposition to score political points. 
As we have seen on many other fronts 

general (and the President in particular) does not respond 
well when cornered. Therefore 

path 

required: 


--We believe it could be useful to host a small digital 

video conference (DVC) with key government players to 
discuss the coastal exclusion zone concept. From the US 
side 

agencies that might have a perspective on coastal zone 
management would be useful. Our initial discussions with 
representatives from the Tsunami Warning Center and other 
tsunami threatened areas have revealed that many coastal 


SIPDIS 

areas do not enforce building zones 

focus on creating evacuation zones 

preparedness efforts designed to removed people from harmVs 
way in the event of an impending emergency. This DVC 
should not be widely publicized 

to Government decision makers to help increase their 
understanding of best practices. 


--We should avoid publicly chastising the GSL on this 
matter 

move by the Government 

another approach 

result of pressure from the opposition and the 

international community. It could be couched in a decision 
to apply best practices 
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of consultations with affected communities and the need to 
be sensitive to their needs. Such an approach could be 
pursued by the Ambassador and others at Post with key GSL 
officials 

by an effort to provide public support from key members of 
the international community for the decision. But any 

effort needs to be quiet and discreet devoid of public 
statements and chastising. We imagine the exclusive zone 
will be discussed considerably at the mid-May development 
forum. 


8. (U) Post appreciates Department\'s consideration of this 
idea and requests support in the development of an 
appropriate DVC program. 
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ABOUT THANKS TO FRANCO-AMERICAN PRESSURE. BUT IF FRANCE AN 
EUROPE WANT TO PLAY A ROLE IN THE MIDDLE EAST 

COHERENT IN THEIR APPROACH TO SYRIA AND HEZBOLLAH.\" LE FIGAI 
INTERVIEWS FORMER LEBANESE CULTURE MINISTER GHASSAN SALA 
THE ROLE PLAYED BY FRANCE IN SYRIAYS PULLOUT FROM LEBANON: 
VFRANCE WAS INSTRUMENTAL IN CREATING A DYNAMIC FOR THIS 
PULLOUT 

DIPLOMATIC SUCCESS FOR FRANCE. ALL THE MORE SO BECAUSE PAF 
DID NOT HAVE TO BALANCE IT WITH A QUID-PRO-QUO IN ITS 
RELATIONSHIP WITH WASHINGTON 

FRANCE MANAGED TO SEPARATE THE LEBANESE QUESTION FROM TH 
FIGHT AGAINST TERRORISM OR THE ISRAELI-PALESTINIAN CONFLICT. 
THIS COOPERATION BETWEEN WASHINGTON AND PARIS HAS LEFT ITS 
MARK. FRANCE WAS ABLE TO PROVE TO WASHINGTON THAT IN SPITE 
THEIR DISAGREEMENTS ON THE ARCHITECTURE OF THE WORLD 

OF CONVERGENCE CAN BE FOUND." 


ANTOINE BASBOUS 

COUNTRIES 

INTERVIEWED IN POPULAR RIGHT-OF-CENTER FRANCE SOIR 

SAYS: \"SYRIA\'S CAPACITY FOR HARM IS HUGE AS IT CONTINUES TO 
HAVE THE SUPPORT OF HEZBOLLAH." A POSITION SHARED BY JEAN- 
CHRISTOPHE PLOQUIN IN LA CROIX. (SEE PART C) 


VLADIMIR PUTINVS VISIT TO ISRAEL AND HIS \"AMBIVALENT\" ATTITUDE 
ON THE INTERNATIONAL SCENE AND AT HOME ARE ANALYZED BY PIEF 
ROUSSELIN IN LE FIGARO. (SEE PART C) 


LEFT-OF-CENTER LIBERATION DEVOTES A FULL-PAGE REPORT TO 
MOUSSAOUN'S GUILTY PLEA 

AUTHORITIES TO HAVE HIM TRIED IN FRANCE \"WHERE THE DEATH 
PENALTY HAS BEEN ABOLISHED\" AND HIS FRENCH LAWYERS\' 
ACCUSATIONS THAT \"THE FRENCH AUTHORITIES HELPED THE U.S. 
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PROSECUTOR.\" 


ON THE EUROPEAN AND DOMESTIC FRONT 

VISIT TO PARIS WTO AID CHIRAC IN HIS CAMPAIGN FOR THE "YESY IN 
SUPPORT OF THE EU CHARTER" IS WIDELY REPORTED. IN ITS 
EDITORIAL 

IMPACT OF A FRENCH "NOV VOTE WOULD BE TO BREAK ΤΗΕ FRANCO- 
GERMAN ENGINE WHICH HAS BEEN PULLING EUROPE TOGETHER. ON 
29 THE FRENCH WILL NOT BE VOTING SOLELY FOR THEMSELVES.\" 


THE AIRBUS A380\'S MAIDEN FLIGHT SCHEDULED FOR TODAY IS 
FEATURED PROMINENTLY ON THE FRONT PAGES OF ECONOMIC LES E 
AND LA TRIBUNE 

BOEINGYS PROGRAMMED ANNOUNCEMENTS ABOUT ITS SALES TO AIR 
CANADA AND AIR INDIA 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
LEBANON - SYRIAN PULLOUT 


\"A NEW FUTURE FOR LEBANON" 

JEAN-CHRISTOPHE PLOQUIN IN CATHOLIC LA CROIX (04/27): \"SYRIA\'S 
INFLUENCE IN LEBANON WILL REMAIN STRONG. ESPECIALLY THROUGI 
LEBANON'S INTELLIGENCE WHICH SYRIA HAS INFILTRATED. 
COMPETITION FOR DIRECTING THE COUNTRY\'S FUTURE WILL BE 
OPERATING BETWEEN ISRAEL 

ALSO FRANCE AND THE U.S. . THE CHALLENGE FACING LEBANON IS 
DAUNTING 

CIVILIZATIONS CAN STILL BE FOMENTED IN THE MIDDLE EAST.\" 
\"HEZBOLLAH\'S DILEMMA\" 

ANTOINE BASBOUS IN RIGHT-OF-CENTER LE FIGARO (04/27): \"FOR 
HEZBOLLAH 

DISMANTLING OF 'HEZBOLLAH- LAND 

LEBANON 

LEBANESE DARED NOT CALL FOR THE DISARMING OF HEZBOLLAH WH 
THEY ARDENTLY WANT. WITH THE PROGRAMMED FALL OF ITS NUMBE 
SUPPORTER 

ITS SURVIVAL. WHICH INCLUDES A RE-ASSESSMENT OF ITS IDEOLOGY 
AND THE DISARMING OF THE MOVEMENT IN ORDER TO ACCELERATE I 
POSITIONING AS A POLITICAL MOVEMENT. HEZBOLLAH WOULD BE WEI 
INSPIRED TO RE-ASSES THE NEW REGIONAL BALANCE OF POWER TO 
OPERATE ITS MUTATION AND JOIN THE LEBANESE CONSENSUS FOR 
NATIONAL UNITY AND INDEPENDENCE.\" 


RUSSIA - YUKOS TRIAL - PUTIN TO ISRAEL 


VPUTINVS AMBIGUITIES\" 

PIERRE ROUSSELIN IN RIGHT-OF-CENTER LE FIGARO (04/27): 
\"BECAUSE HE IS FACING HARSH DIFFICULTIES AT HOME 

GOING ABROAD. TOMORROW HE BEGINS A TOUR OF THE MIDDLE EAS’ 
PROVE THAT RUSSIA CAN STILL PLAY A ROLE IN THE AFFAIRS OF THE 
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WORLD. HIS VISIT TO ISRAEL WILL BE A HISTORIC MOMENT. WITH 
SHARON 

CONCESSION 

TERRORISM. AS A MEMBER OF THE QUARTET 

LEAST FORMALLY 

PEACE. BUT HIS SELLING GROUND-TO-AIR MISSILES TO SYRIA RAISES 
A LOT OF QUESTIONS. DOES THE KREMLIN WANT TO IMPOSE RUSSIA I 
THE MIDDLE EAST BY AWAKENING AN OLD ALLIANCE WITH SYRIA 
DATES BACK TO THE COLD WAR 

BECAUSE IT HAS BEEN DROPPED BY EUROPE AND THE U.S.? NUCLEAF 
COOPERATION BETWEEN MOSCOW AND TEHERAN IS ALREADY A SOU 
CONCERN FOR THE WEST. PUTIN\S AMBIGUITIES 

ABOUT THE FALL OF THE SOVIET UNION BEING A '"GEO-STRATEGIC 
CATASTROPHE\' ARE NOT LIMITED TO FOREIGN DIPLOMACY. TODAY\'S 
VERDICT IN THE YUKOS AFFAIR COULD SHED SOME LIGHT ON HIS 
INTENTIONS ABOUT RUSSIAN INDUSTRY AND FOREIGN INVESTMENT. || 
THE MIDDLE EAST AT LEAST HE CANNOT BOTH PRETEND TO SUPPORT 
PEACE PROCESS AND RE-AWAKEN FORMER ANTAGONISMS DATING T( 
SOVIET UNION.\" WOLFF 
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contributor to the city and region. They also 
expressed pride in the recent municipal natural gas 
contract - only partially implemented to date - to 
replace wide use of dirty coal. They also embraced 
plans for expanding Erzurum\'s skiing facilities 
including dreams of hosting a winter Olympics in the 
future. 


Non-performance of Sub-Contractors - Not Corruption 


8. (SBU) An April 14 story in the Radikal newspaper 
reported on a Prime Ministry inspection report that 
highlighted alleged overpayments by BOTAS to its sub- 
contractors 

that in TEPE-Nacap\'s scramble to retain its contract 
for LotA 

In addition 

high priced contract to Fernas Company to set up an 
\"emergency team\" to complete work 

of available construction equipment. Per Ref C 
Fernas Company is one of a number of firms (including 
BOTAS) under investigation under the current energy 
probe for payment irregularities 

so-called \"White Energy Scandal". BTC officials told 
Energy Officer that the consortium had approval 
authority over principal sub-contractors 

that BOTAS had acted on its own in apparently engaging 
Fernas. Officials also lamented that in general sub- 
contractors had bid too low 
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threatened to walk unless more money was paid. Or 

the same vein 

design (BOTAS and TEPE are engaged in such an argument 
related to both lot A and the pump stations contracts). 

An April 27 article in the Aksam newspaper reported 

that the Ministry of Energy had begun an inspection of 
alleged overpayments by former BOTAS officials to sub- 
contractors 

case. 


Comment - Glitches 


9. (SBU) Given the scope of the three-country project 
through rugged 

that there would be some delays and cost over-runs in 
the BTC pipeline. BOTAS has been forced to adopt 
international business standards 

the way there. According to BTC officials 

of a new BOTAS BTC manager 

months ago 

replacing the previous political bureaucrat mind-set. 
There may ultimately be more allegations of 
mismanagement among BOTAS and sub-contractors 
Embassy has not seen reason to believe that BTC 
management has engaged in any kind of corrupt practice. 
It is though unfortunate to see for the first time one 

of the BTC sub-contractors named specifically as 
allegedly involved with improper payments. In the 
confusion of attempting to deal with non-performance by 
some of its sub-contractors 

to appropriate procedures or good business practices 
and may be exposed to criticism of poor management by 
inspection audits. Unfortunately 

contracts 

connections 

the ultimate need for BOTAS to take over the contracts. 
The inability to adequately police sub-contractor 
performance may have contributed to excessive 
collateral damage 

BOTAS will have gained valuable lessons learned for 
managing large 

development. 

10. (SBU) In addition 

claims by some outside groups of alleged human rights 
abuses. For example 

group has alleged human rights violations in Turkey 
related to the pipeline 

such claims. Some of the outside claims incorrectly 
refer to Kurds living in the North-East 

Georgia. We notes the vigilance of both World Bank IFC 
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and the Caspian Development Advisory Panel providing 
regular oversight on human rights and community 
development issues 

some web-sites outside of Turkey. Ata meeting last 
fall with former State official Stuart Eizenstat and 

the Caspian Advisory Group 

training and controls related to human rights for the 
Jandarmarie Corps 

Turkey. Embassy observes that BTC appears to have a 
robust and detailed program for seeking \"buy-in\" from 
local populations by co-financing investment in 
cooperatives 

irrigation 

resolving construction-related complaints. 

Edelman 
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September 2005 U.S.-Brazil Common Agenda for the Environment 
(CAE) meeting. Missing that target may result in a 

Brazilian suggestion to postpone the CAE. Successful 

conclusion of these negotiations could pave the way for the 

many bilateral science and technology activities that may 

follow. 


2. Recent post communications with the Brazilian Foreign 
Ministry and Ministry for Science and Technology have all 
highlighted the GOB desire to conclude negotiations on the 
implementing arrangements for the Cooperation on 
Environmental Scientific Research in the Large Scale 
Biosphere-Atmosphere Experiment in Amazonia (LBA) covering 
NASA activities 

Research which covers Smithsonian Institution activities in 
Brazil. The unmistakable message was that these two 
negotiations should be concluded prior to the CAE 

now scheduled for September 29-30 

From the U.S. side 

the final texts of both arrangements would have to be 
finalized by June 2005 

and C-175 consultation process that follows. 


3. There are several likely motives for the GOB push. 

First 

In 2003 

Brazilian Congress review and accept all implementing 
arrangements under the 1984 U.S.-Brazil Agreement Relating 
to Cooperation in Science and Technology (umbrella 
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agreement). In addition 

those who are suspicious of a foreign governments operation 
in the Amazon - always a sensitive subject - by saying that 
U.S. activities are covered by an agreement. Finally 

Brazilian environmental entities and universities have 
benefited immensely from the exchange of technology and 
knowledge gained from partnering with NASA and the 
Smithsonian. The previous \"arrangements\" under which 
NASA/LBA and the Smithsonian Institution operated in Brazil 
expired in 2004. Without new \"arrangements\" these agencies 
may have difficulty initiating projects in the future. 


4. This post believes the U.S. has more riding on the 
successful conclusion of these negotiations than the 

possible postponement of the CAE. The language agreed upon 
may provide a model for other arrangements. This embassy has 
long-range plans to expand bilateral cooperation in science 

and technology 

successfully implemented if the LBA/NASA and SI arrangements 
were signed. For example 

expand the science and technology relationship. According to 
National Science Foundation figures 

in science and technology compared to other developing 
nations. Brazil ranks among the top twenty countries in 

terms of scientific articles published in international 

journals 

or Taiwan. The area of health is no exception. The HHS 
agencies accomplishments in Brazil are impressive. The CDC 
operation within the Brazilian Ministry of Health has been 
extraordinarily successful 

million in grants in the pipeline for the next two years to 

partner with Brazilian institutions in medical research 

(more than any other country in South America). The 
environmental partnership has recently expanded into areas 
such as cooperation with law enforcement to stop illegal 
trafficking in wildlife and is examining the possibility of 

a bilateral effort to reduce toxic gas emissions into the 

air through the development of alternative energy sources. 


5. Post appreciates efforts by State 

conclude subject arrangements and renews its offer of 
support to help them both reach a successful 
conclusion. 


DANILOVICH 
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reaffirmed the need for the GOI and USG to coordinate before 
making any major changes in their Nepal strategies 

admitted that there is pressure within the Indian system to 
resume military assistance to the RNA. Rae expressed 
interest in an exchange of views between US and Indian 
defense establishments on the military readiness of the RNA. 
End Summary. 


What Happened in Jakarta 


2. (C) Briefing PolCouns and Poloff on the April 22-23 
Jakarta meetings of PM Manmohan Singh and Foreign Minister 
Natwar Singh with King Gyanendra 

despite media reports of a resumption of arms supplies to the 
RNA 

King to demonstrate a commitment to multi-party democracy 
before it will relax the current suspension (Ref A). The 

King gave some \"assurances\" to the PM of this commitment 
said 

would be lifted in most areas of the country. The King also 
asserted that there was no media censorship (sic) 

the RGON was moving toward release of all political 
prisoners. Rae noted that the GOI has been pressing for an 
end to the ban on Indian TV broadcasts in Nepal 

other benchmarks. 


3. (C) Rae reported that King Gyanendra gave his standard 
justification to the PM and the FM 

performance of the Deuba government against the Maoist threat 
left him no choice but to take power. More worrisome in the 
Joint Secretary\'s view was the minimal importance Gyanendra 
accorded to political parties. Recalling the King\'s recent 
comments in Time Magazine that \"parties are merely a vehicle 
and you can always change vehicles 

that Gyanendra seemed to be refuting Indias emphasis on the 
two pillars of constitutional monarchy and multi-party 
democracy 

including anti-corruption measures and good governance. 


Steps in the Wrong Direction 


4. (C) Citing the arrests of former PM Deuba and other 
student leaders on April 26-27 as worrying steps in the wrong 
direction 

any positive actions now are true progress 

piecemeal steps to please outsiders devoid of any real 
commitment to multi-party democracy. The J/S said Indias 
next step is to wait for action in Nepal that demonstrates a 
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Vreasonable assurance of forward movement." Rae stressed 
that the GOI wants to see concrete developments on the 
ground 

palace. 


5. (C) Rae admitted that Deuba\'s arrest at the behest of a 
new anti-corruption commission set up following the February 
1 dismissal of government posed a challenge to the GOI. 

India has been concerned that the new panel would prosecute 
members of the former Deuba government for political reasons 
but the GOI also did not want to be seen trivializing the 
problem of corruption. Rae was uncertain whether the MEA 
would issue a statement of concern about Deuba\'s arrest 

was inclined in that direction. 


Press Reports to the Contrary 


6. (C) The Joint Secretary expressed amusement at media 
speculation about a GOI promise to resume arms supplies 
commenting that the press is V'always looking for a big 
story." He dismissed a V Times of India V' account that the 
\"arms pipeline\" would be restored within ten days 

referred back to Manmohan Singh\'s formulation that the GOI 
would consider resuming arms supplies V'in the proper 
perspective 

(see text of the PMVs press appearance in Jakarta para 11). 


7. (C) Rae admitted frankly that the GOI has not decided 
what benchmarks would be sufficient to resume the supply of 
Indian military assistance. He said he was personally 
pessimistic that the King would be willing to restore 
multi-party democracy 

up pressure on him until this goal was fully achieved. Short 
of this 

things to get the arms supply restored 

assurances to avoid restoration of democracy. He conceded 
however 

Indian government 

early. These debates will have to work themselves out within 
the GOI 


Military Situation of the RNA Uncertain 


8. (C) Rae repeated his assessment shared with A/S Rocca 
(Ref B) that the Maoists were militarily incapable of taking 

and holding ground or defeating the RNA 

the status of RNA supplies. Commenting that the truth must 

lie somewhere between expressions of anxiety over tight 
supplies made by the RNA to the Indian Army and the confident 
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official statements of the RNA\'s progress against the 
Maoists 

the RNAVs capabilities and supplies. He appreciated 
PolCounsVs suggestion that US and Indian military experts 
exchange views on the military situation in Nepal. 


9. (C) Asked about Gyanendra\'s visit to the Baoa Forum in 
China 

provide arms to Nepal. He noted that A/S Rocca had indicated 
US attention to this issue. However 

concern over possible military supplies from Israel and South 
Africa 

both countries in New Delhi that they would not provide arms. 


Comment 


10. (C) Although RaeVs statements confirm our earlier 

reporting that no fundamental shift has occurred in GOI 
conditionality for resuming military assistance to Nepal (Ref 

A) 

resume arms supplies and the unnamed sources quoted in media 
reports who speak favorably of an early resumption highlight 

the debate taking place within government circles over how 

much pressure to put on the King over democracy 

badly the RNA needs supplies. Rae emphasized that a decision 
to resume arms supplies should be based on a political 
calculation 

However 

on an assumption that the Maoists are not in a position to 
threaten RNA control. An exchange of assessments between our 
respective defense intelligence agencies might be useful for 
accurately gauging how much threat the Maoists pose to the 

RNA and the need for outside military assistance to preserve 
Army readiness. End Comment. 


Transcript of Prime Minister Singh\'s Comments on April 23 


11. (U) The following transcript was provided by the MEA. 
Questions (inaudible): On meeting with HM the King of Nepal. 


| met His Majesty the King 

being our close neighbour 

standing civilisational ties 

agree to meet His Majesty. He gave me an account of 
circumstances 

which he did take. | explained to him that as a close 
neighbour and friend of Nepal 

unique relationship 
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monarchy and multi-party democracy as the twin pillars of the 
Nepalese polity 

months our concern has been this recognition that these two 
twin pillars must work together in harmony. We discussed the 
situation and his perspective on the evolving situation. | 

did suggest to him that it is important to take effective 
measures to restart the political process and to work out a 
road map for this purpose. His Majesty was quite sensitive 
to these concerns 

meeting was constructive in terms of its outcome. 

Q: What about military supplies? 


His Majesty raised that issue with me and | said we will look 
at these things in proper perspective. 
BLAKE 
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1. As they did last year 

disappointment that President Bush did not use the term 
\"genocide\" in his April 24 \"Armenian Remembrance Day 
statement. Several newspapers focused on the 
Presidents Vfailure 

promise made while campaigning in 2000 to \"properly 
characterize the genocidal campaign against the 
Armenian people. Though the text of the President\'s 
statement appeared in all newspapers 

dailies led with regard to editorial comment. Only one 
prominent pro-government paper 

nationalist party 

the form of quotes from the head of the party\'s 
Armenian-American Diaspora arm. Despite the 
understandable emotionalism surrounding the 90th 
Anniversary of the 1915 events 

statement was not extreme by local standards. End 
Summary. 
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2. HAYKAKAN ZHAMANAK 

summed up media coverage of President Bush\'s April 24 
statement on Armenian Remembrance Day 

did not characterize the events of 1915-1918 as 
\"genocide 

Didn\'t Say lt Again.\" [Note: Newspapers are not 
published on Mondays in Armenia. There was no print 
coverage on April 25.] 


3. A1-Plus 

April 26 

evasive and euphemistic terminology to obscure the 
reality of Turkey\'s genocide against the Armenian 
people.\" 


4. ARAVOT 

article titled 

Feelings 

lack of the word \"genocide\" in the President\'s 
statement 

recognize it but they can\'t. There is something very 
important that hinders [them] from keeping their 
promises when the time for recognizing genocide 
comes...Recognition of the Armenian genocide is not in 
the U.S.\'s interests yet 

Armenian community in the U.S.\" 


5. YERKIR 

Revolutionary Faction Dashnak [part of the governing 
coalition 

IRAVUNK 

what they characterize as a broken campaign promise to 
\"American-Armenians.\" On April 26 

pro-government paper that has to date commented on the 
statement 

presidential candidate George W. Bush 

votes among Armenian voters in the Michigan Republican 
primary 

campaign against the Armenian people.\" The article 
continues 

President ignored the counsel of one-hundred and 
seventy-eight Representatives and thirty-two Senators.\" 
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6. IRAVUNK comments 

the word Vgenocidev...but for Bush\'s promise to the 
American-Armenians during his campaign 

be a surprise. It comes out that the leader of a 
superpower like the U.S. can win votes by giving false 
promises and then breaking them." 


7. ARF Dashnak affiliated YERKIR 

the Armenian National Committee of America (ANCA) 
widely quoted ANCA\'s Armenian-American Executive 
Director 

sadly 

the Turkish government's shameful campaign to deny a 
crime against humanityA" Hamparian goes on to state 
\"The AdministrationVs refusal to recognize the Armenian 
Genocide reflects a broader unwillingness to confront 
genocide - as evidenced by [its] failure to take 

decisive steps in Darfur.V 

EVANS 
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said the Bishop 

ecstatic about celebrating the event in Turkey 

had been away for years told our contacts they were heartened 
by last year\'s resolution of property disputes in the village 

of Sarikoy (reftels) 

being constructed by Syriacs in Elbegendi village 

of Midyat. 


3. (C) The Bishop himself did not attend the celebration as 
he was in Damascus at the time 

surprise) that the entire event had been organized in one 
weeks time. Apparently initiated by a member of the Syriac 
diaspora in Europe - who must have received the V'green light 
from the government first 

event was authorized and attended by the Mardin Governor. 
(Note: In a March 22 press release 

the government \"forcefully\" changed the name that had been 
proposed for the event 

claim 

the formulation they preferred - Syriac New Year - on a large 
banner at the event 

The Bishop stated that he had had some concerns 

about the event going forward so soon after the Mersin flag 
incident and the ensuing nationalist sentiments 

concerns proved to be unfounded. 
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Property Problems Remain 


4. (C) This positive development notwithstanding 

contacts are troubled about another property issue brewing in 
Bardakci village of Mardin province (Note: Bardacki is 

called \"Bote\" village by the Syriacs.) Contacts state that 
more than 85 Syriac Christian families lived in the village 

in 1978 

Istanbul) after the majority fled to Europe in the mid-1980s. 
Since 2000 

have been destroyed 

at the monastery offered us a photograph of the community 
taken when the houses still existed. (Note: The Syriac 
diaspora group claims the houses were destroyed by bulldozers 
\"with the order of the state\" but post cannot confirm that at 
this time. End note.) 


5. (C) Moreover 

one of the community\'s two churches in the village was 
confiscated by the government in 2000 

officials who conspired to change property records. Recently 
the land was reportedly offered for sale -- at a total price 

of approximately 100 

Treasury. (Note: Land registration is incomplete 

in this region; the absence of property deeds adds to the 
difficulty in solving such issues. End note.) Another dispute 

in the village involves the conversion of one of two Syriac 
churches into a mosque; monastery lay staff say this was done 
without consultation with the Syriac Community in Midyat. 


Headman Guards the Key to One Church... 


5. (C) Despite these issues 

monastery in Midyat regularly visit the village 

apparently little interference 

the larger of the two churches in the village (the one not 
converted into a mosque) since 2002 

members of the Syriac community in Europe. The current 
headman of the village safeguards the key to this church for 
the monastery lay staff members 

a polite relationship with monastery representatives 

his predecessor 

stable until being forced to leave the property by a previous 
Sub-Governor. 


... While Another is used as a mosque 
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6. (C) Poloff visited the large and impressive church being 
renovated (said to date back 1 

opportunity to see the other smaller church building 

which an aluminum minaret has been attached. We also saw 
traces of houses that were allegedly destroyed by bulldozers 
though post cannot confirm the circumstances of the houses 
destruction. Our contacts told us that in August 2003 

Syriac and Muslim (ethnic Kurdish) members of the community 
had met to search for an amicable resolution to some of the 
conflictive issues. Despite some initial agreement on how to 
move forward 

recent visits to the current Sub-Governor of Midyat 

said 


7. (C) Comment: Syriac contacts in Mardin - unlike more 
confrontational diaspora representatives - are reluctant to 
give the appearance to the government that they are 
Vcomplaining too much 

about the government's sincerity on issues relating to 
religious minoritiesY rights. They are savvy about using 
international interest to their advantage 

local channels of communication with officials quietly as 
they seek solutions to their issues 

of Sarikoy. 


8. (C) Comment 

residents of Bardakci 

guards 

assume the departure of the Syriac Christian families from 
the village 

recent notice of sale of the church lands seems to have been 
the straw that broke the camel\'s back 

plight more prominantly on the agenda of the Syriac 
community. The governments and StateVs approach to this 
dispute will be another important test of AnkaraYs commitment 
to supporting displaced persons return to southeast Turkey 
and 

diversity. 

EDELMAN 
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Majarral" are the liveliest and most comprehensive Arabic-language 
fora for political and social discourse in the country 

on issues and personalities rarely addressed in the conventional 
media. While not totally free 

public opinion 

worthwhile window into the hot topics and unvarnished views of 

the day. This edition of Oman Online contains the following 

topics: 
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-- The truth about U.S. visa applications and encouraging Omani 
students to study in the U.S. 


End summary. 


2. During her April 8-10 visit to Oman 

State for Consular Affairs Maura Harty responded to questions 
from al-Sablah members about educational opportunities in the 
United States as well as U.S. visa application procedures. In 

the process 

States no longer welcomes Arab visitors and that the visa process 
is beset by long delays. 


3. One al-Sablah member greeted A/S Harty stating 

you to al-Sablah and thank you for agreeing to talk with us 
frankly about visa issues and study in the U.S." A/S Harty 
responded 

It is just this type of freedom of expression that we value and 
treasure in the United States. We need not always agree. 
Indeed 

upsetting to us from time to time 

dialogue continue." 


4. A/S Harty\'s participation in the discussion generated a great 
deal of online interest. Although a fair number of members chose 
to use the Assistant Secretary\'s presence on the site to critique 
U.S. foreign policy 

visa procedures 

in the U.S. 

America. One al-Sablah participant asked 

are automatically considered suspect? Why are they susceptible 
to long detentions even if they are only suspected of being a 
threat? What guarantee is there that innocent Omani students 
will not be treated in this way?\" A/S Harty helped to calm the 
fears of al-Sablah members by providing factual information about 
the visa process and immigration procedures. She explained the 
safeguards that are in place to protect people suspected of 
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crimes 

protect not only Americans 

States 

countries were killed in the September 11 attacks. 


5. The following is a summary of representative questions and A/S 
Harty\'s responses to them: 


Does the U.S. Embassy offer scholarships for Omani postgraduate 
students wishing to further their studies in America? 


- Yes 

government scholarship programs for Omani students who want to 
study in the U.S. Under the programs 

Bachelors 

programs is available on the Embassy web site www.usa.gov.om. 
The names of two programs related closely with higher education 
opportunities in the United States are the following: 


- The Fulbright Foreign Student Program 
scholarships to individuals interested in pursuing graduate 
degrees in the United States; 


- The Partnerships for Learning Undergraduate Studies program 
(PLUS) 

pursue bachelor degrees in the liberal arts 

Social sciences. 


Do American universities offer scholarships for postgraduate 
study to foreign students? 


- Yes 

students for study at all levels. | recommend that you contact 
the universities directly regarding their policies. Should you 
require assistance 

at the U.S. Embassy. 

How can | apply for a scholarship? 


-- There are several ways to learn about scholarships. | 
recommend that you begin by reviewing the web sites of 
universities that interest you. These sites often list 

scholarship opportunities provided by the institutions 

eligibility requirements 

option is to contact or visit the U.S. Embassy\'s Educational 
Advisor to discuss scholarship opportunities for Omani nationals. 
The Educational Advisor can be reached at the following number: 
24-698-989 ext. 201 or www.usa.gov.om. 
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If | want to change my visa from a work visa to a study visa 
will | have to pay a fee? 15 it difficult to change one\'s visa 
status? 


-- The answer to these questions will depend on your particular 
circumstances. | suggest you contact the Consular Section at the 
U.S. Embassy and explain your situation to them. They will be 
able to advise you with more accuracy. You can contact the 
Consular Section at the following number: 24-698-989 ext. 
294/216. 


Will | be able to get a student visa? | hear the process takes a 
long time. 


-- More than 98 percent of Omani applicants for U.S. student 
visas obtain them and the vast majority of the visas are issued 
in 24 hours. 


Is it true that Arab and Muslim students are mistreated in the 
U.S. 


-- The U.S. continues to welcome Arab and Muslim students. Many 
colleges and universities have active Muslim student associations 
that provide members with social and religious networks. In 
addition 

cultural differences throughout U.S. society. It is unfortunate 

that media reports of a few isolated incidents of intolerance 
following September 11 have left an erroneous impression that 
Americans are hostile toward Arabs. Nothing could be further from 
the truth. 


6. A/S Harty concluded her dialogue with al-Sablah members 
stating 

understand us as a nation in the same way that | have come to 
Oman to better understand Oman 

much appreciate the hospitality of the many Omanis | was able to 
meet during this visit. | am eager to underscore the United 
StateVs strong desire to cement the very firm and enduring 
friendship we share with the good people of Oman.V 


7. The Embassy\'s Consular Section will continue to respond to 
questions raised as a result of A/S Harty\'s participation in the 


online forum. 


BALTIMORE 
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Majarral" are the liveliest and most comprehensive Arabic-language 
fora for political and social discourse in the country 

on issues and personalities rarely addressed in the conventional 
media. While not totally free 

public opinion 

worthwhile window into the hot topics and unvarnished views of 

the day. This edition of Oman Online contains the following 

topics: 


-- The controversy over the detainee trial continues 


End summary. 


2. Al-Sablah subscribers strongly condemned the ongoing trial of 
those accused of belonging to a secret 

threatened Oman\'s national security. The trial was by far the 
most discussed topic in al-Sablah this week. One participant 
wrote 

defendants 

compiled by the prosecution. So 

will be based on prosecution documents. How fair can the trial 
be?\" 


3. The publication in the principal dailies of photographs of 

the weapons cache seized from defendants did little to change the 
opinion of at least some al-Sablah subscribers. One commented 
VI do not understand why the government is so keen to enforce the 
1990 weapons law (forbidding private ownership of virtually all 
weapons) now. It has not been enforced before.\" Several 
subscribers pointed out that owning guns is a part of Omani 
culture. One stated 

Omani traditional market. You just have to visit Salalah to know 
that. Besides 

If they were trying to overthrow the government 

sell weapons? The logical thing would be for them to buy them." 
Another participant asked ironically 

protected by an army of forty thousand men be ousted by a few men 
with a few guns?\" Another subscriber speculated 

the court will issue a guilty verdict and sentence the men to 

death. Then the Sultan will promptly pardon them. This will 
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ensure that the government can stay in place for a few more 
years" 
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REF: A. CAIRO 2571 
B. STATE 63378 


1. PA Cairo is pleased to nominate Ms. Nora Ismail Mohamed 
YOUNIS 
(UNDP) 


2. Following is full EVDB nomination and DS-2019 information: 


START FIXED-FORMAT TEXT (PLEASE DO NOT EDIT): 
: The following data is in a fixed format which enables 

: automated processing in Washington and should not be 
: edited except by means of the Post-EVDB software. 
EXPORT-SOURCE: POST-EVDB 

VERSION: 3.0.5 

POST-EMAIL: exchangescairo@state.gov 
TRANSMITTING-POST: PAS Cairo 
TRANSMITTING-POST-ID: 2875 

EXPORT-TYPE: BIO DATA 

START NOMINATION: 

ECA-OFFICE: E/VM 

M 

PROG-AGENCY-NAME: 

POST-PROJ-ID: 209 

ECA-PROJ-NO: 

PROJ-NAME: Volunteerism and Community Service 
START MEMO PROJ-DESC: 


END MEMO PROJ-DESC: 
PROJ-TYPE: Multi-Regional 
PROG-TYPE: IV Group Projects 
FY: 2005 

DEPART-POST: 2/7/2006 
SESSION-DATE: 2/9/2006 
RETURN-POST: 3/10/2006 
NO-OF-PART: 1 
RANK-ORDER: 1 

START MEMO POST-OBJ: 


END MEMO POST-OBJ: 
START MEMO POST-RCMD: 


END MEMO POST-RCMD: 
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ECA-OFFICE-ID: 1027 
PROG-AGENCY-ID: 

PROJ-TYPE-ID: MRP 

PROG-TYPE-ID: 31 
NOMINATING-POST-ID: 2875 
FUNDING-CNTRY-ID: 

STATUS: N 

ORIGINATOR: P 

SUBJ-DISC: Community Development 
START BIO: 

PREFIX: Ms. 

F-NAME: Nora 

M-NAME: Ismail Mohamed 

L-NAME: Younis 

SUFFIX: 

POSITION-CODE: 320 

PRINCIPAL?: Yes 

GENDER: F 

DOB: 09/01/1977 

MAR-STAT: M 

BIRTH-CITY: Cairo 

BIRTH-CNTRY: Egypt 

CITIZ-CNTRY: Egypt 

RES-CNTRY: Egypt 

START MEMO POSITION: 

Project Coordinator 

Cairo 

END MEMO POSITION: 

START MEMO OTHER-POSITIONS: 
Aug 2004 - Present: Project Coordinator 
Development Program (UNDP) - Cairo 
END MEMO OTHER-POSITIONS: 
START MEMO PREV-POSITIONS: 
Sep 2003 - April 2004: Program Development Specialist 
of Cultural Affairs (ICA-MENA) - Cairo. 
July 2000 - Aug.2003 Program Assistant 
Organization (FAO) of the United Nations - Regional Office for the 
Near East 

Aug. 1999 - July 2000 Sales and Reservations Agent 
International Hotel 

July 1998 - July 1999 Administrative Assistant to the Director 
Futures American School 

END MEMO PREV-POSITIONS: 
START MEMO US-TRAVEL: 

None 

END MEMO US-TRAVEL: 

START MEMO OTHER-TRAVEL: 
Venezuela - three weeks for work 

END MEMO OTHER-TRAVEL: 

START MEMO EDUCATION: 

May 2000 Bachelor of Arts 
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English Literature 

May 1995 General Certificate of Secondary Education 
School 


END MEMO EDUCATION: 

START MEMO MEMBERSHIPS: 

August 2004 Present: Volunteer Coordinator 
Initiative 

May 2003 Present: Member 

Nov. 2002 Present: Founding Member and Volunteer 
NGO 

March 2001 Present: Active Volunteer 
Mokattam 

Dec. 2001 Present: Safarist 

Exploration 8 Nature Appreciation 

August 2002 Present: Member 

Appreciation and Cultural Promotion 


END MEMO MEMBERSHIPS: 
START MEMO PUBLICATIONS: 
none 

END MEMO PUBLICATIONS: 
START MEMO SPEC-CONSID: 
Ms. Younis would like to speak in public about Youth Participation 
in Volunteer Organizations in Egypt 
END MEMO SPEC-CONSID: 
FIRST-LANG: Arabic 
ENGL-READ: 4 

ENGL-SPEAK: 4 

ENGL-COMP: 4 

START OTHER-LANGS: 
OTHER-LANG: German 
OTHER-LANG-ID: GM 

READ: 2 

SPEAK: 2 

COMP: 2 

END OTHER-LANGS: 

START MEMO NOM-POST-OBJ: 


END MEMO NOM-POST-OBJ: 
START MEMO NOM-POST-RCMD: 


END MEMO NOM-POST-RCMD: 
START MEMO VIS-OBJ: 


END MEMO VIS-OBJ: 
START MEMO VIS-REC: 


END MEMO VIS-REC: 
REC: 
NOMINATING-OFFICER: Cultural Affairs Officer 
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START MEMO NOMINATING-JUSTIFICATION: 

Nora Younis is a dynamic young woman who very clearly will be a 
major figure in Egyptian civic society - that is 

already is. Nora is one of the leaders in the community of young 
Egyptians who are advocating for more volunteerism among Egyptian 
youth. Nora herself has been active in volunteer organizations 
for four years 

encourage volunteerism in Egypt. She recently spoke at a 
conference on the subject. After graduating from university 
tried political activism 

she discovered the world of social volunteerism 

niche. And she hasnVt looked back. Nora\'s involvement has only 
grown and it will continue to grow. Nora is an excellent example 
for young Egyptians. She has already 

inspire others to a sense of civic responsibility. Nora would 
benefit greatly from an exposure to U.S. volunteer organizations 
particularly those active in community development. As a rising 
leader in Egyptian society 

program would certainly blossom and create opportunities for 
Egyptian-American dialogue and exchange in the years to come. 
END MEMO NOMINATING-JUSTIFICATION: 

NOM-OFF: 

SPEAKER?: Yes 

NOTIFY-EMB: Yes 

MEDIA?: No 

HOME-STAY: No 

HOME-HOSP?: Yes 

E-I-TYPE: 

NOMINEE-ID: 513 

PERSON-ID: 474 

BIRTH-CNTRY-ID: EG 

CITIZ-CNTRY-ID: EG 

RES-CNTRY-ID: EG 

FIRST-LANG-ID: AR 

E-I-TYPE-ID: 

NOM-POST-ID: 2875 

NOM-FUNDING-CNTRY-ID: 0 

NOM-STATUS: N 

DS2019-ACTION: 1 

DS2019-SUBJECT: 33.0103 

SPONS-FUNDS: 0 

SPONS-AGENCY!1: 

USGOVT-AGENCY1: 

US-AGENCY-AMT 1: 0 

USGOVT-AGENCY2: 

US-AGENCY-AMT2: 0 

INTL-ORG!: 

INTL-ORG-AMOUNT1: 0 

INTL-ORG2: 

INTL-ORG-AMOUNT2: 0 

VIS-GOVT-AMT: 0 
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COMMISSION: 0 
OTHER-AMOUNT: 0 
VIS-AMOUNT: 0 

VIS-CAT: 5 

END BIO: 

END NOMINATION: 

END FIXED-FORMAT TEXT: 


3. Post appreciates ECA\'s assistance with this nomination. 
GRAY 
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17 DECEMBER 8 


REF: A. STATE 60374 
B. CAIRO 2571 


1. PA Cairo is pleased to nominate MR. Ashraf Amin 
Mohamed AMIN 
the subject MRP. 


2. Following is full EVDB nomination and DS-2019 
information: 


START FIXED-FORMAT TEXT (PLEASE DO NOT EDIT): 
: The following data is in a fixed format which enables 

: automated processing in Washington and should not be 
: edited except by means of the Post-EVDB software. 
EXPORT-SOURCE: POST-EVDB 

VERSION: 3.0.5 

POST-EMAIL: exchangescairo@state.gov 
TRANSMITTING-POST: PAS Cairo 
TRANSMITTING-POST-ID: 2875 

EXPORT-TYPE: BIO DATA 

START NOMINATION: 

ECA-OFFICE: E/VM 

PROG-AGENCY-NAME: 

POST-PROJ-ID: 207 

ECA-PROJ-NO: 


PROJ-NAME: Urban Environmental Issues 
START MEMO PROJ-DESC: 


END MEMO PROJ-DESC: 
PROJ-TYPE: Multi-Regional 
PROG-TYPE: IV Group Projects 
FY: 2005 

DEPART-POST: 11/15/2005 
SESSION-DATE: 11/17/2005 
RETURN-POST: 12/09/2005 
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NO-OF-PART: 1 
RANK-ORDER: 1 

START MEMO POST-OBJ: 


END MEMO POST-OBJ: 
START MEMO POST-RCMD: 


END MEMO POST-RCMD: 
ECA-OFFICE-ID: 1027 
PROG-AGENCY-ID: 
PROJ-TYPE-ID: MRP 
PROG-TYPE-ID: 31 
NOMINATING-POST-ID: 2875 
FUNDING-CNTRY-ID: 

STATUS: N 

ORIGINATOR: P 

SUBJ-DISC: Urban Planning 

START BIO: 

PREFIX: Mr. 

F-NAME: Ashraf 

M-NAME: Amin 

L-NAME: Mohamed Amin 

SUFFIX: 

POSITION-CODE: 622 
PRINCIPAL?: Yes 

GENDER: M 

DOB: 06/01/1976 

MAR-STAT: S 

BIRTH-CITY: Giza 

BIRTH-CNTRY: Egypt 
CITIZ-CNTRY: Egypt 

RES-CNTRY: Egypt 

START MEMO POSITION: 

Head 

END MEMO POSITION: 

START MEMO OTHER-POSITIONS: 
Scientific Reporter 1999- present 
END MEMO OTHER-POSITIONS: 
START MEMO PREV-POSITIONS: 
Freelance reporter in all Al-Ahram\'s IT and scientific 
publications 

2000-2001: Freelance reporter at Le Progress. 
1998 - 1999: TV Nile News reporter 
END MEMO PREV-POSITIONS: 
START MEMO US-TRAVEL: 

No. 

END MEMO US-TRAVEL: 

START MEMO OTHER-TRAVEL: 
1988- present: All Europe: Tourism and work to attend 
medical conferences 

2003: UK scientific workshop for scientific reporters 


Column 3 
worldwide. 
2004: Canada: Intl Conference for Scientific Journalism. 


END MEMO OTHER-TRAVEL: 

START MEMO EDUCATION: 

1998: BSc. Faculty of Science 

2000: Mass Communication Diploma with Paris VI University 
Faculty of Mass Communication 

UNESCO - Arab Union of Journalists workshop for scientific 
reporters. 

END MEMO EDUCATION: 

START MEMO MEMBERSHIPS: 

Press Syndicate 

Member of the International Association of Scientific 
Writers 2004 

RotarAct member. 

Member of the National Association for Diabetic Children 
Member of the Egyptian Association for Otist (mental) 
Patients 

END MEMO MEMBERSHIPS: 

START MEMO PUBLICATIONS: 

Short Storie LY Arbe du Chaplet\" published in French . 
END MEMO PUBLICATIONS: 

START MEMO SPEC-CONSID: 

Follow Islamic diet 

END MEMO SPEC-CONSID: 

FIRST-LANG: Arabic 

ENGL-READ: 3 

ENGL-SPEAK: 3 

ENGL-COMP: 3 

START OTHER-LANGS: 

OTHER-LANG: French 

OTHER-LANG-ID: FR 

READ: 3 

SPEAK: 3 

COMP: 3 

END OTHER-LANGS: 

START MEMO NOM-POST-OBJ: 


END MEMO NOM-POST-OBJ: 
START MEMO NOM-POST-RCMD: 


END MEMO NOM-POST-RCMD: 
START MEMO VIS-OBJ: 


END MEMO VIS-OBJ: 
START MEMO VIS-REC: 


END MEMO VIS-REC: 
NOMINATING-OFFICER: John Berry; Information Officer 
START MEMO NOMINATING-JUSTIFICATION: 


Column 3 

Mr. Ashraf Amin has been well known to the PA-Cairo for 
long years. He has cooperated to publish Washington File 
scientific stories 

interest 

environmental and medical developments and discoveries. He 
also published several stories about different U.S. Embassy 
cultural functions 

Guy!" due to its connection with science and environment. 
Ashraf\'s reputation as a diligent contributor to leading 
pro-government \"Al Ahram\" newspaper led to his recent 
promotion to be the head of its Scientific Section. 

Despite his long cooperation with the U.S. Embassy PA 
Section 

the U.S. will be an ideal first-hand opportunity to boost 
his knowledge of the U.S. 

developments 

END MEMO NOMINATING-JUSTIFICATION: 
NOM-OFF: 

SPEAKER?: No 

NOTIFY-EMB: Yes 

MEDIA?: No 

HOME-STAY: No 

HOME-HOSP?: Yes 

Е-І-ТҮРЕ: INTERPRETER 

NOMINEE-ID: 511 

PERSON-ID: 472 

BIRTH-CNTRY-ID: EG 

CITIZ-CNTRY-ID: EG 

RES-CNTRY-ID: EG 

FIRST-LANG-ID: AR 

E-I-TYPE-ID: | 

NOM-POST-ID: 2875 

NOM-FUNDING-CNTRY-ID: 0 

NOM-STATUS: N 

DS2019-ACTION: 1 

DS2019-SUBJECT: 45.1201 

SPONS-FUNDS: 0 

SPONS-AGENCY!1: 

USGOVT-AGENCY!: 

US-AGENCY-AMT1: 0 

USGOVT-AGENCY2: 

US-AGENCY-AMT2: 0 

INTL-ORG1: 

INTL-ORG-AMOUNT 1: 0 

INTL-ORG2: 

INTL-ORG-AMOUNT2: 0 

VIS-GOVT-AMT: 0 

COMMISSION: 0 

OTHER-AMOUNT: 0 

VIS-AMOUNT: 0 

VIS-CAT: 5 
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END BIO: 

END NOMINATION: 

END FIXED-FORMAT TEXT: 


3. Post appreciates ECA\'s assistance with this 
nomination. 


GRAY 


31575 
FEBRUARY 9 


REF: A. CAIRO 2571 
B. STATE 63354 


1. PA Cairo is pleased to nominate Ms. Shafky Halim Aly 
EL MONIERY 
to participate in the subject MRP. 


2. Following is full EVDB nomination and DS-2019 
information: 


START FIXED-FORMAT TEXT (PLEASE DO NOT EDIT): 
: The following data is in a fixed format which enables 
: automated processing in Washington and should not be 
: edited except by means of the Post-EVDB software. 
EXPORT-SOURCE: POST-EVDB 

VERSION: 3.0.5 

POST-EMAIL: exchangescairo@state.gov 
TRANSMITTING-POST: PAS Cairo 
TRANSMITTING-POST-ID: 2875 

EXPORT-TYPE: BIO DATA 

START NOMINATION: 

ECA-OFFICE: E/VM 

PROG-AGENCY-NAME: 

POST-PROJ-ID: 208 

ECA-PROJ-NO: 

PROJ-NAME: Grassroots Activism 

START MEMO PROJ-DESC: 

END MEMO PROJ-DESC: 

PROJ-TYPE: Multi-Regional 

PROG-TYPE: IV Group Projects 

FY: 2005 

DEPART-POST: 1/17/2006 

SESSION-DATE: 1/19/2006 

RETURN-POST: 2/10/2006 

NO-OF-PART: 1 

RANK-ORDER: 0 

START MEMO POST-OBJ: 


END MEMO POST-OBJ: 
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START MEMO POST-RCMD: 


END MEMO POST-RCMD: 

ECA-OFFICE-ID: 1027 

PROG-AGENCY-ID: 

PROJ-TYPE-ID: MRP 

PROG-TYPE-ID: 31 

NOMINATING-POST-ID: 2875 
FUNDING-CNTRY-ID: 

STATUS: N 

ORIGINATOR: P 

SUBJ-DISC: Grassroots Democracy 

START BIO: 

PREFIX: Ms. 

F-NAME: Shafky 

M-NAME: Halim Ali 

L-NAME: El Moniery 

SUFFIX: 

POSITION-CODE: 612 

PRINCIPAL?: Yes 

GENDER: F 

DOB: 06/26/1962 

MAR-STAT: M 

BIRTH-CITY: Cairo 

BIRTH-CNTRY: Egypt 

CITIZ-CNTRY: Egypt 

RES-CNTRY: Egypt 

START MEMO POSITION: 

Presenter and Producer - Egyptian Television 

END MEMO POSITION: 

START MEMO OTHER-POSITIONS: 

1997 present: Presenter and producer at Egyptian TV. 
She presents the weekly LIVE show \"MASPERO\*" which has 
tackled variety social and political issues 

END MEMO OTHER-POSITIONS: 

START MEMO PREV-POSITIONS: 

Presenter and a producer for Tohama Production Company 
1998 

Presenter and producer at Dubai Satellite Channel 1993-1998 
Reporter/journalist for \"Kollenass\" magazine 1993 
Presenter/reporter at MBC 

Presenter of various types of talks shows 
1986-1990 


END MEMO PREV-POSITIONS: 
START MEMO US-TRAVEL: 
Once for tourist 

END MEMO US-TRAVEL: 
START MEMO OTHER-TRAVEL: 
Most Europe 

END MEMO OTHER-TRAVEL: 
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START MEMO EDUCATION: 

B.A. in Spanish Literature and Linguistics 

University 

Radio and TV Diploma 

Communication. 1989 

A special training course in TV production from BBC 
A special training course in TV production from the 
satellite channel 


END MEMO EDUCATION: 
START MEMO MEMBERSHIPS: 


END MEMO MEMBERSHIPS: 

START MEMO PUBLICATIONS: 

none 

END MEMO PUBLICATIONS: 

START MEMO SPEC-CONSID: 

Best Children\'s program 

Best Presenter of Live Programs from MBC (for three 
successive years) 1994-1996 

Best program \"Mapero\" from the Egyptian and Radio TV 
Festival (for raising funds for children with cancer) 2000 
Best program for the UN office in Cairo for \"Maspero\'s\" 
special episode on Drug addiction. 


END MEMO SPEC-CONSID: 
FIRST-LANG: Arabic 
ENGL-READ: 3 

ENGL-SPEAK: 3 

ENGL-COMP: 3 

START MEMO NOM-POST-OBJ: 


END MEMO NOM-POST-OBJ: 
START MEMO NOM-POST-RCMD: 


END MEMO NOM-POST-RCMD: 
START MEMO VIS-OBJ: 


END MEMO VIS-OBJ: 
START MEMO VIS-REC: 


END MEMO VIS-REC: 

NOMINATING-OFFICER: information Officer 

START MEMO NOMINATING-JUSTIFICATION: 

Nominee is a model for empowering women through media and 
their contribution to the society in all aspects. She has 

a good chance to hold a position in one of the TVVs 

channels. Her participation in a program related to 
empowerment of women will help her understand the rights of 
women and the importance in their participation in the 

political process. She is considered a young 


Column 3 

Vsocial/politicalV" influential leader in her professional 
community. An IV program would educate her on new 
\"democracies\" and engage her in dialogues with American 
influential young leaders to encounter new ideas 

might be able to apply in her community. Program would 
also assist in addressing social and economic challenges 
facing women in general and means to face them. Since she 
is a media figure 

awareness of the impact of the media on the advancement of 
womenvs rights 

END MEMO NOMINATING-JUSTIFICATION: 
NOM-OFF: 

SPEAKER?: No 

NOTIFY-EMB: Yes 

MEDIA?: No 

HOME-STAY: No 

HOME-HOSP?: Yes 

Е-І-ТҮРЕ: INTERPRETER 

NOMINEE-ID: 512 

PERSON-ID: 473 

BIRTH-CNTRY-ID: EG 

CITIZ-CNTRY-ID: EG 

RES-CNTRY-ID: EG 

FIRST-LANG-ID: AR 

E-I-TYPE-ID: | 

NOM-POST-ID: 2875 

NOM-FUNDING-CNTRY-ID: 0 

NOM-STATUS: N 

DS2019-ACTION: 1 

DS2019-SUBJECT: 60.0220 

SPONS-FUNDS: 0 

SPONS-AGENCY1: 

USGOVT-AGENCY1: 

US-AGENCY-AMT1: 0 

USGOVT-AGENCY2: 

US-AGENCY-AMT2: 0 

INTL-ORG!: 

INTL-ORG-AMOUNT1: 0 

INTL-ORG2: 

INTL-ORG-AMOUNT2: 0 

VIS-GOVT-AMT: 0 

COMMISSION: 0 

OTHER-AMOUNT: 0 

VIS-AMOUNT: 0 

VIS-CAT: 5 

END BIO: 

END NOMINATION: 

END FIXED-FORMAT TEXT: 


3. Post appreciates ECA\'s assistance with this 
nomination. 


Column 3 
GRAY 
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among the countries." He raised again Turkey\'s frustration 
that Iraq had ignored an MFA request for water data. (Note: 
Turkey requested data in 2001 and repeated the request in 
2004. End Note.) Lawson informed Rende that recently 
Embassy Baghdad personnel had discussed this with Iraqi Water 
Minister al-Rashid 

promised to respond immediately. Rende said that once a 
reply was received 

consider Rashid\'s request for a bilateral technical meeting 
(ref a). Lawson added that the U.S. could play a helpful 

role in building cooperation if Turkey and Iraq are 

interested. Rende said Turkey would appreciate U.S. help as 
a facilitator of cooperation 

U.S. proposals for technical activities that could serve to 

build confidence among the parties. 


6. (SBU) Faruk Demir 

PM Erdogan 

foreign policy concern for Turkey. In the past 

viewed water (especially Turkey\'s control of the 
Tigris-Euphrates headwaters) as a weapon to deter hostile 
policies in Iraq and Syria 

Turkey\'s water resources commercially. According to Demir 
Turkey\'s water policy has not been successful in the past 
because of Turkey\'s insecurity -- the fear that any change to 
the status quo would open Turkey up to losing its current 
advantage. He was especially critical of the Erdogan 
government 

priority and has no clearly articulated policy. And the MFA 

is concerned mainly with preserving the status quo -- V'the 
MFA never says no 

Therefore 

have to come from the Prime Minister 


7. (SBU) In a lunch 

and academics Aysegul Kibarioglu and Huseyn Bagci from Middle 
East Technical University told us that conditions for 
cooperation on the Tigris-Euphrates are better than they have 
been in decades. During the Saddam regime 

10096 of its territory was suitable for irrigation and 

therefore Iraq had a right to a much larger share of the 
Tigris-Euphrates water. When Altinbilek was president of 
DSI 

issues and considered the MFA too soft. At one point 
Demirel asked Altinbilek if DSI could divert the Euphrates 
river to supply water to central Turkey and thereby 
demonstrate Turkey\'s ability to cut off water to Syria and 
Iraq. Altinbilek agreed that confidence-building steps were 


Column 3 

necessary before real cooperation and joint management of the 
basin could be accomplished. Once that happens 

countries can realize tremendous benefits and efficiencies 

from jointly managing their shared water resources 


Comment 


8. (SBU) Turkish officials understand the importance of 
cooperation among the riparian countries of the 
Tigris-Euphrates basin. However 

and the cautious approach of Turkish officials means that 
cooperation will have to start slowly. A prompt and detailed 
response by the Iraqi side to the Turkish request for Iraqi 
water data would be a first small step in a long process of 
easing suspicion and frustration. Both Iraq and Turkey have 
expressed their interest in cooperation 

indicated recently a desire to be more supportive of U.S. 
objectives in Iraq. It therefore appears to be a good time 

to test whether Turkey is serious about cooperation and 
propose one or two USG-funded confidence-building projects 
(see ref b). 

EDELMAN 
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has gone into rebellion against his own government 
use that governments resources to fight with?\" he 
added. 


5. (SBU) Presidential Advisor Allam-mi said that 
President Deby is quite concerned that this situation 
is being allowed to persist. The Government of Chad 
is asking that the Government of the United States 
take action 

to resolve a transgression of the inviolability of an 
official diplomatic residence. \"The point has come 
where we need you to take some action. We do not 
wish this issue to become a political crisis. 
President Deby wants our relations to keep moving 
ahead.\" 


6. (SBU) Sitting back and speaking more informally 
Allam-mi added that the GOC has formally advised the 
State Department that former Ambassador Soubiane has 
been recalled and Ambassador Bechir is Deby\'s 
diplomatic representative. Soubiane\'s diplomatic 
passport has been revoked and no new Chadian passport 
has been issued. The GOC wants a quiet solution to 

the problem 

Soubiane and his children turned out on the street. 

That would likely lead to a duel in the press 


Column 3 

which the GOC would be obliged to publicize evidence 

it holds showing malfeasance and misuse of GOC funds 
by Soubiane. No doubt it would also be necessary to 
explain the GOC\'s view that the State Department had 
been uncooperative in finding a solution 

continued. \"We prefer a less inelegant solution." 


7. (SBU) Growing more animated 

if Chad could send gendarmes to assure the security 

of GOC property. V'Should the GOC request Uniformed 
Secret Service intervention to eject an intruder?\" he 


SIPDIS 
said. 


8. (SBU) Ambassador Wall assured the Minister that 
U.S. respect for the Vienna Convention was not in 
question. Though he understood well the GOCVs 
concern with an unusual situation 

authorities were also concerned 

of law 

retained an attorney. The court action was the right 
way to proceed. It would not be possible for the 
State Department to instruct the police to evict the 
former Ambassador. Under U.S. law this was a civil 
matter that would have to be resolved in the courts. 
With regard to the official vehicle 

registered to the Embassy and Soubiane is 
demonstrably no longer a functionary of the embassy 
but rather a private citizen 

to be to seek a court order to seize the vehicle and 
return it to its owner. 


9. (SBU) Allam-mi replied that the GOC understood 
Soubiane had applied 

political asylum. V'Why not move him to wherever 
applicants for asylum are held?\" asked Allam-mi. \"Is 
he not in violation of his visa?\" Soubiane made 
political statements against his government and it 
was perfectly normal that he be recalled 

The issues regarding misuse of funds were the GOC\'s 
problem 

residence would best be handled in diplomatic 
channels 


10. (SBU) COMMENT: This was an unusually negative 
exchange 

clearly under orders to convey Presidential 

displeasure. They are certainly right that neither 

the U.S. nor the GOC would benefit from making this a 
politicized press case 


Column 3 

doubt seeking. In addition 

question that Embassy NYDjamena might well be subject 
to diplomatic harassment such as a slow-down in fuel 
tax exonerations 

Chancery 

of constantly improving cooperation 

unfortunate 


11. (SBU) We are not in a position to know the legal 
situation 

file with the police for eviction of an unauthorized 
tenant and recuperation of a stolen vehicle 

has not already done so. Our understanding is that 
acting in coordination with an agent from the DS 
Washington Field Office and perhaps an agent of the 
Secret Service Uniformed Division 


SIPDIS 

be able to carry out the action with no injury to the 
Vienna Convention. However Washington decides to 
proceed 

longer the situation is allowed to persist 

the issue will become a matter of face for the GOC 
(and by extension 

the less flexibility we can expect on the part of the 
GOC. 


12. (U) Action Request: Please provide guidance for 
replying to the Ministers questions on next steps to 
evict Soubiane. 


WALL 


NNNN 
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cultural 

that operate without all the necessary permits and technical 
specifications are subject to fines and other sanctions 
including removal of the billboards by municipal authorities. 


Pierce 
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Salgado went back on the anti-fat hustings April 26 

announced that her Ministry\'s just-released V'National Health 
Survey" had demonstrated that SpainVs obesity problem remains 
grave and was getting worse. Below are some of the numbers 
flung out by the Minister to help get the NAOS up and 


Column 3 

running. The survey was conducted between April 2003 and 
March 2004 and all figures below (unless otherwise noted) are 
pegged to calendar year 2003. 


-- 14 percent of Spanish adults are obese and 37 percent are 
overweight. The combined obese/overweight total is six 
percentage points higher than the 2001 total. Only seven 
percent of Spanish adults were considered obese in 1987 
first year in which the National Health Survey was conducted. 


-- Nine percent of Spanish children between two and 17 are 
obese and 18 percent are overweight. 


-- 55 percent of Spanish adults say they do not exercise at 
any time. This figure is five percentage points higher than 
in 2001. 


-- 90 percent of Spanish adults eat dairy products on a 
daily basis (up from 82 percent in 2001). 


-- 72 percent of Spanish adults eat meat three or more times 
a week (up from 62 percent in 2001). 


-- 46 percent of Spanish adults eat fish three or more times 
a week (down from 48 percent in 2001). 


-- 34 percent of Spanish adults and 45 percent of Spanish 
children eat \"sweets\" on a daily basis. 


-- 69 percent of Spanish adults say they eat fresh fruit 
every day and 41 percent claim to eat both fresh fruit and 
fresh vegetables on a daily basis. 


-- 57 percent of Spanish adults say they only eat fresh 
vegetables once or twice a week. 


-- Six percent of Spanish youths between one and 24 do not 
eat or drink anything for breakfast. 19 percent say they 
only have something to drink for breakfast. 


-- 89 percent of Spanish children between one and 15 watch 
television on a daily basis. 14 percent of these say they 

watch TV for less than one hour a day; 45 percent between one 
and two hours a day; 21 percent between two and three hours a 
day; and 


2. COMMENT: Salgado used the above figures to make a 
familiar argument -- Spaniards need to adopt a more healthy 
diet and drag themselves away from the TV and to the gym. 
Spain has developed rapidly in the last two decades and with 
that development has come many of the ills that plague other 


Column 3 

VrichW developed societies. The Spanish government point 
person on NAOS 

Neira Gonzales believes Spain could learn from USG efforts to 
\"fight fat" and is thus 

Madrid 

officials from HHS and its affiliated agencies. Madrid 

Emboffs are already coordinating with HHS/OS/OGHA. 
MANZANARES 
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Luxembourg April 26 with ICTY Prosecutor Carla Del Ponte and 
then with Croatian PM Sanader. Based оп Del Ponte\'s 
assessment that Croatia is still failing to fully cooperate 

with the ICTY 

Croatia\'s EU bid. Although the task force agreed it should 
not meet again until there were significant enough 
developments to merit such a meeting 

Presidency told EU ambassadors in Brussels (COREPER) the 
morning of April 27 that they expected Croatia would be back 
on the agenda at the June 13 GAERC. END SUMMARY. 


2. (SBU) The EU 

Relations Council (GAERC) 

negotiations with Croatia 

cooperate with the ICTY. On March 23 

agreed 

hoc task force to examine the issue and report back to the 
Council. The task force consists of the Luxembourg 
Austrian Foreign Ministers (current and next two EU 
presidencies) 

Commissioner Rehn. 


3. (C) The task force\'s first meeting was held April 26 in 
Luxembourg 

EU-Croatia Stabilization and Association (SA) Council 
follows the broader issues related to implementation of 
Croatia\'s SA Agreement with the EU. Mia Asenius 

advisor to Rehn on Croatia 

force meeting had gone \"much better than | feared it might. V 
Despite being attended at ministerial level by all sides 

was a \"мегу low-key\" event. ICTY Prosecutor Del Ponte gave a 
very straightforward report in which she said her assessment 
was basically unchanged. Del Ponte reportedly did make 
reference to some positive steps 

150 police officers and a crackdown on the issuance of false 
passports. With the press 

said 

Gotovina to ICTY or when Croatia informs about his 
whereabouts. \" 


4. (C) The task force then met with Croatian PM Ivo Sanader. 
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He handed over a list of achievements since March as well as 
an action plan to improve cooperation with ICTY. The 
Luxembourg Presidency has distributed the Croatian papers 
(but not Del Ponte\'s presentation) to the EU Member States. 
We have not seen a copy 

contained six parts: 1) a public relations campaign to inform 
the Croatian public about the importance of ICTY compliance; 
2) improving the credibility and effectiveness of Croatia\'s 
intelligence services 

reform and on protection of sensitive information; 3) 
addressing V'support networks\"; 4) coordinating efforts with 
foreign intelligence services; 5) working toward a 

multilateral network to fight organized crime; and 6) 

preparing domestic judicial capacity to try war-crimes cases 
particularly those that might be referred by ICTY. 


5. (C) Asenius said the task force told Sanader the EU would 
follow with interest the implementation of this action plan 

but what would matter were results. They also noted that 
several of the action plan\'s steps were clearly not short 

term projects. Sanader himself had acknowledged that the 
intelligence laws could not be adopted before June. 


6. (C) Asenius was particularly pleased that with both the 
Croatians and the press 

clear EU policy was unchanged 

unavoidable preconditionW before accession negotiations can 
begin 

Brussels. Asenius added that Austrian FM Plassnik had also 
behaved well during the task force 

pro-Croatian spin. Asenius noted that Commissioner Rehn had 
repeatedly stressed during the task forceVs private sessions 
the need for the EU to send a unified message to Zagreb. 
Plassnik claimed that the GoA was giving Croatia the same 
message in Zagreb as the rest of the EU 

homework. V 


7. (C) In a debriefing by the Luxembourg Presidency to 
COREPER on April 27 

force had decided not to set a date for any further meetings 
but to report orally to the Council 

with ICTY 

developments. But 

UK and Commission contacts a bit by surprise 

ambassador added that the Presidency judged it would be 
appropriate to return to the dossier at the June 13 GAERC. 
(NOTE: June 13 is also the date that Del Ponte is scheduled 
to make her next presentation to the UNSC in New York. Due 
to time differences 

place before Del PonteVs report. END NOTE.) 

8. (C) COMMENT: So far the EU is holding firm with Croatia 


Column 3 

that ICTY cooperation is a precondition. Just as important 
are the references 

cooperation means satisfying the Hague 

that message is that 

means Gotovina in the Hague 

will mean Gotovina in the Hague. Having been surprised at 
COREPER by the Luxembourg Presidency 

and the Commission will now seek to ensure that any June 13 
GAERC discussion of Croatian will be as banal as possible 
unless significant developments occur in the meantime. END 
COMMENT. 
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and transparent system between employers and banks to ensure 
workers are not denied their salaries and to protect them 

from abuse. He said that the Bangladeshi incident was 
discussed during the April 26 Cabinet meeting during which 
the Ministers asked themselves how the new policy could have 
gone wrong. (Note: Six busloads of Bangladeshi workers 
staged a protest April 24 outside the Bangladeshi Embassy 
demanding the Embassy intervene in alleged disputes about 
non-payment of salaries. A small group of them stormed the 
Embassy damaging furniture and equipment. The Ministry of 
Social Affairs and Labor said that the cleaning company that 
employed many of the protesters promised to pay the unpaid 
Bangladeshi laborers over the next three days. The Ministry 

is also filing a case against the cleaning company for 

violating the terms and conditions of its contract by not 

paying its employees. End Note.) 


4. (C) The Foreign Minister admitted that Kuwait still has 
TIP-related problems 

allowed groups such as the licensed NGO 

Rights Society 

the Government when things go wrong. He said the GOK doesn't 
mind discussing the issue 

and will work to prevent such abuses in Kuwait. He asked 

that Kuwait be treated fairly and insisted that the GOK has 

taken some V'enormous and forward-leaning actions" to counter 
trafficking. He also mentioned that some in the GOK would be 
discouraged if Kuwait were ranked as a Tier Three country 
decision that would send the message that no matter what 
efforts the GOK undertakes 

result. The Ambassador expressed appreciation for the GOKVs 
commitment to continue working with the U.S. on combating 
TIP. 
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Visit Embassy KuwaitVs Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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only the negative aspects of Turkey-US ties in his paper 
after a visitng the country for just 36 hours. Bagis 

slammed Pollock for not writing anything the Turks had said 
in favor of the United States. 


Dervis Appointed Head of UNDP: Turkey\'s former economic 
minister Kemal Dervis has been appointed as head of the UN 
Development Program. Papers say that Dervis 

over five other candidates 

does not come from a donor country but rather from a country 
where the UNDP has an active program. Dervis is expected to 
resign his seat in parliament to take up his UN position in 
coming days. 


US Releases Another Turk from Guantanamo: The repatriated 
two Belgian nationals 

citizen 

been held for three years. The dual national 

was arrested in Pakistan in December 2001 based on suspected 
links to Al-Qaeda. 


EDITORIAL OPINION: EU Enlargement; Pope Benedict XVI 


VI Hope It Happens to Turkey As Well" 

Sami Kohen observed in the mass appeal \"Milliyet\" (4/27): 

V Both Bulgaria and Romania had a speedy transition from 
communism to democracy 

difficult to meet EU standards. Their challenge was more on 
the economic side 

certain privileges on agricultural issues. Although 

Bulgaria and Romania are now at the point of integration 

into the EU 

them before they can become full members. The agreement 
between the two countries and the EU has a special provision 
which provides for the postponement of full membership to at 
least 2008 unless the reforms 

side 

so concerned about such a condition. The Bulgarian Foreign 
Minister has already expressed his satisfaction with the 
decision 

implement the reforms with a certain discipline.\ This 
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approach should present a lesson for others. These two 
neighbors of Turkey 

economically 

accession process. Let\'s hope that Turkey reaches the same 
point eventually. Yet in the meantime 

the secret of their success. V" 

VPope Benedict XVI and Turkey" 

Zafer Atay opined in the economic-political \"Dunya\" (4/27): 
\"The new Pope is 78 years old. He has an interesting past. 
He was a member of the Nazi Youth Organization. He joined 
the army toward the end of the Second World War. He worked 
at an antiaircraft battery. After all this 

to understand his claims that he never fought in the war. 
Benedict XVI disapproves of many things. He opposes 
feminism 

“expression of primitive passions." He doesn\'t want female 
priests. He rejects abortion and euthanasia. He harshly 
criticizes priests who favor homosexual marriage in the 
church. There are already many nicknames for him 

“the bogeymanY 

the Vatican" 

against Turkey\'s EU accession. Moreover 

the Vatican believe that Ratzinger\'s anti-Turkish remarks 

will have a negative impact on some member countries. The 
same circles urge Turkey to convince the Pope on the 
accession issue in order to avoid problems in the future. 

We will have to see how Ratzinger 

Pope 
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the hostages on April 26 has intensified pressure on the 
government and captivated a nation glued to television 
Screens. Basescu has told us he plans to stay the course and 
will not succumb to the terrorists\' demands. End Summary. 


Cynicism Becomes Horror 

2. (C) The March 28 kidnapping of three Romanian journalists 
and their American-lraqi guide 

Romanian news headlines in recent weeks. In the early days 
however 

convinced that the kidnapping was merely the work of wealthy 
Romanian-Syrian businessman Omar Hayssam. According to 
general media opinion 

business deals linked to prominent members of the opposition 
Social Democratic Party (PSD). He now sought to orchestrate 
a crisis that he could solve and thus win the favor of 
RomaniaVs new leadership. This view was also shared by some 
in government. Hayssam\'s arrest by the Romanian police on 


Column 3 

April 5 convinced many Romanians that the crisis would soon 
be resolved. This seemed to be confirmed by the fact that 

the initial videotape of the hostages on March 31 did not 
resemble the tapes released by known Iraqi terrorist groups. 
Perpetual rumors that the hostages had been freed and were 
being secretly detained by the Romanian or U.S. governments 
added to many Romanians\' misplaced optimism. 


3. (C) The release of a second tape on April 22 

marked the beginning of a new stage in the crisis 

public attention on the true plight of the hostages. With 

the terrorists holding guns against their heads 

distressed hostages in the tape stated the kidnappers planned 
to kill them if the Romanian government did not withdraw 
Romanian troops from Iraq within four days. A third 

videotape 

deadline of 17:00 

followed a telephone call earlier in the day in which 
kidnappers announced the same deadline to the news director 
of the Romanian television station employing two of the 
hostages. 


Wavering Public Resolve 

4. (C) In addition to the horror many have expressed in 
response to the crisis 

new calls for the government to reevaluate its troop 
commitment to Iraq. Covered extensively in the news have 
been public demonstrations in Bucharest and other major 
cities to show solidarity for the victims and to call for 

their release. Mixed with these messages have been emotional 
calls 

of Romanian troops. These sentiments have also drifted into 
political rhetoric 

politicians. Former Foreign Minister and new PSD leader 
Mircea Geoana April 25 urged President Basescu develop 
Vcorrect balance!" toward a calendar for troop withdrawal 
without giving the image that Romania has yielded to 
Vpolitical blackmail.V' (Comment: Geoana immediately called 
the Charge to \"explain\" his position 

troops 

the ground permitted. Charge also told Geoana that his 
rhetoric ran a risk - in that \"calls for a calendar could 
develop expectations for a near-term withrdrawal.\" End 
comment) Some PSD leaders have also criticized Basescu for 
not having an V'exit strategy" from Iraq. On April 26 

the victims father 

called upon the population to organize peaceful 
demonstrations so that troops could be withdrawn beginning 
immediately. He emotionally declared that the most recent 
videotape showed young people who looked like they did not 
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have much time to live. Late afternoon April 27 

thousand protesters marched peacefully down a major Bucharest 
thoroughfare calling for troops to depart. 

5. (SBU) Politicians from lesser parties have also joined the 
fray. The crisis has been a mainstay in publications of the 
extreme nationalst Greater Romania Popular Party (PPRM) 
PPRM leader Corneliu Tudor calling for an immediate withrawal 
of Romanian troops from Iraq and Afghanistan. Dan 
Voiculescu 

has similarly called for a withdrawal and even volunteered to 
travel to Iraq to exchange himself for the three journalists. 

PUR is a member of the center-right governing coalition. 

The Parliament is scheduled to debate the crisis further in a 
joint session the afternoon of April 27. 


6. (SBU) While most public voices recognize that ceding 
immediately to the terrorists" demand would be the equivalent 
of succumbing to blackmail 

greater discussion on RomaniaVs troop presence in Iraq than 
ever before. The evolution of this crisis has dovetailed 

with Romania\'s first combat death in Afghanistan since 
October 2003. Public polling on Romania\'s troop contribution 
-- which was scarce during the last two years of PSD 
government -- has now begun to appear more regularly in daily 
newspapers. A Center for Urban and Regional Sociology (CURS) 
blitz poll conducted April 23-24 asked respondents if Romania 
should withdraw its troops in response to the terrorist 
demands in order to save lives -- 70 percent said \"yes\" and 
18 percent \"no\" 

When asked whether or not troops should be withdrawn 
irrespective of the journalists fate 

57 percent said \"yes 

\"don 

before the crisis showed similar figures. (Note: The CURS 
poll was sponsored by PUR leader Voiculescu 

out in front in opposition to Romanian participation in Iraq.) 


Basescu/Tariceanu Stand Firm 

7. (С) The Governments public reaction has been to stress 
that it is doing everything possible to free the victims 

without yielding to the terrorists. Prime minister Calin 
Popescu-Tariceanu April 26 made a televised appeal for 
Romanians to trust the authorities and to refuse to endorse 
kidnappers 

increasing 

are acting responsibly 

will make every effort to release the hostages. Basescu -- 
who has been repeatedly criticized by the media for being too 
opaque about the crisis -- has relied largely on press 
statements released by his spokesperson. Some media analysts 
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have asserted that Basescu has micromanaged the crisis 
without consulting advisors 

political players. 


8. (U) Mid-afternoon April 27 Romania\'s top defense officials 
issued a press release urging the terrorists to extend the 
deadline. They also asked Sunni religious leaders to become 
involved in freeing the hostages 

negotiations. 


9. (C) Comment: In his conversations with Charge 

continues to emphasize that Romania will not succumb to 
blackmail and will stay the course in Iraq. Given his strong 
commitment over time to such a policy 

determination is steadfast. Nonetheless 

crisis has prompted the most intense debate yet over 
Romania\'s troop commitment to Iraq. It also marks the first 
real test of Basescu\'s presidency. We share the view of some 
in the media that Basescu has centralized decision-making on 
the hostage situation. Indeed 

several of his senior advisors to approach us requesting 
long-term assistance on crisis management and organization 
structure. We are now looking at options to provide such 
assistance. More fundamentally 

reassure Basescu that we are doing all we can -- at multiple 
levels -- to assist him and his government during this trying 
time. End Comment. 


10. (U) Amembassy Bucharest 
available on the Bucharest SIPRNET Website: 
www.state.sgov.gov/p/eur/bucharest . 


11. (U) Minimize considered. 
DELARE 
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one rich person amidst nine paupers 
And as incomes grow 


4. (U) Unemployment and underemployment may impact women more 
than men in Nigeria. According to FOS statistics 

of Nigeria\'s unemployed are female. The United Nations 
Development Programme (UNDP) figures show females make up of 
56 percent of Nigeria\'s economically active population. Yet 

female annual earned income in Nigeria is estimated to be USD 

562 compared to USD 1322 for males. The income disparity is 
partly due to the differing types of work females and males 
undertake in Nigeria. In rural areas 

roles have women working in non-cash producing activities 

such as caring for the family and home 

agricultural activities. In urban areas 
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likely than men to work in the informal economy as cooks 
market traders 

flexibility to take care of the family but generates less 

income than if working in the formal sector. Women working 
in the formal sector in Nigeria have less job mobility than 

men. In the banking sector 

banks only three have female Managing Directors -- two of 
those women have family connections to the banks\' executives 
or directors. Family demands on female income can be more 
than that of their male counterparts. Perception is that 

male family members provide for living expenses while female 
family member income is disposable. Since female income is 
not perceived to contribute to the sustainability of the 

family 


LOST RESOURCES - LOWER PRODUCTIVITY AND HIGHER CRIME 


5. (U) Each unemployed and underemployed Nigerian represents 
lost productivity and missed economic development. In the 

face of NigeriaWs low manufacturing and agricultural output 

few exported products 

are latent employment opportunities. The magnitude of lost 
take-home pay due to unemployment and underemployment has 
depressed Nigeria 's consumer market. 


6. (U) Illegal businesses look attractive to Nigerians who 
are at a loss for legitimate revenue-producing activities. 
Nigeria cultivates international financial fraud ("advanced 
fee fraud\" or \"419\") 

criminals. 419 criminals 

Internet to scam unsuspecting recipients out of billions of 
dollars each year 

for the skilled and technologically savvy. In 1999 alone 
victims reported losses of several hundred million dollars to 
advance fee frauds 

Secret Service has reported receiving approximately 100 calls 


SIPDIS 

and 300 to 500 pieces of correspondence per day from 
potential victims. Though no recent statistics are available 
on the magnitude of the drug trade through Nigeria 
U.S. Department of Justice report stated Nigerian drug 
traffickers dominate the African drug trade 

is a trafficking point for drugs to the U.S. Illegal oil 
bunkering estimates are not entirely verifiable 

to 100 

official exports per day. Violent crime 

idle 

two of the most dangerous cities in the world. 
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...AND POLITICAL INSTABILITY 


7. (C) In Nigeria the middle class is small 

income distributed between the masses of poor and unemployed 
and a handful of the wealthy elite. Nigeria s 2003 GDP per 
capita is estimated at only USD 900 

income disparity. According to UNDP 

percent control less than two percent of income 

poorest 20 percent hold less than five percent of income. 
Meanwhile 

control 56 percent of total income. Social inequality and 
income distribution disparities are sources of resentment 
that contribute to political instability. 


8. (U) Already the Niger Delta region\'s ongoing struggle 
between jobless local communities and wealthy oil companies 
shows the effects of economic striation in stark terms. The 
2.2 million barrels of oil pumped from the Delta region each 
day make up about 90 percent of NigeriaVs foreign income. 
Yet the region is mired in poverty. Seven of the nine Delta 
region states (Abia 

Imo 

top 10 states. Inter-communal violence is common and results 
from impoverished communities vying for scarce 

resources from the oil industry. The oil industry is an easy 
target of violence 

facilities 

suffer; from 2003 to 2005 estimated violent deaths in the 
region totaled well over several hundred. Unemployment is a 
destabilizing factor given the Delta\'s already poor social 
conditions and intercommunal tensions. 


GON UNEMPLOYMENT PROGRAMS SHOW MEAGER RESULTS 


9. (U) The National Directorate of Employment (NDE) 

agency with a modest budget of naira 566 million (USD 4.3 
million) in 2004 

unemployment such as the Small Scale Enterprises Programme 
and Rural Employment Promotion Programme. The National 
Manpower Board 

(NAPEP) 

National Poverty Eradication Council (NAPEC) 

Development Projects (ADP) 

women make up other GON unemployment programs. These 
programs have had little impact on the Nigerian unemployment 
problem. 


10. (SBU) During a recent visit to the Lagos liaison office 
of the NDE 
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regarding available employment-promotion programs or 
unemployment rates. He claimed the office was gutted by fire 
in early 2004; furniture and office supplies have yet to be 
replaced. Ata separate meeting with the Manpower Board 
office in the same building 

data 

office in Abuja. 


11. (SBU) Lagos State NDE offices look more business-like 
though also dilapidated. Workers attend to clients inquiring 
about programs. Though statistics were V'not available 
official said the Directorate has success stories 

through its Small and Medium Scale Industry Development 
program. Participants benefit from training in 
candle-making 

metal fabrication 

furniture and cabinetmaking. Under the GONV's job creation 
loan guarantee scheme 

for small loans ranging from 5 

to USD 376.00) 

fixed interest rate. 


12. (C) There are few figures on the results of the GONVs 
programs to combat unemployment. The NDE reported in January 
2005 it had \"engaged\" 2 million youth since its inception in 

1986. (Note: Youth under age 25 are estimated to be 32 

percent of the unemployed. End note.) According to the 

Federal Office of Statistics 

unemployment rates remained fairly consistent from 1999 to 

2003 

The GON programs to alleviate unemployment are relatively 
empty shells. The problem is enormous 

allocated to it. The NDE 

unemployment solution 

appears to create jobs only for the people who work for the 
Directorate itself. The scant funding programs do receive is 
further reduced by corruption. Mismanagement 

party and institutional rivalries 

for program sustainability 

implementation hurdles. End comment.) 

LABOR UNIONS BUSY WITH OTHER (IMPORTANT) THINGS; SME AND 
MICRO-CREDIT NGOS ACT 


13. (U) Nigeria\'s two influential labor umbrella 

organizations 

Congress (TUC) 

have the potential to lobby for stronger employment policies 
but they have not done so. The NLC acts more like a popular 
movement on wider social matters than like a labor union. 
For example 
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fuel price hikes that result as fuel price subsidies are 

reduced under President Obasanjo\'s economic and downstream 
oil sector reform initiatives. While the NLC has a stated 

ideology that unemployment should be low 

undertaken no activities to shape employment policies at the 
national or state level. 


14. (U) Small- and medium-sized enterprise (SME) 
non-governmental organizations (NGOs) and micro-credit NGOs 
in Nigeria are playing a positive role by creating jobs 

albeit on a small level compared to the potential impact of 
GON activities. The Growing Businesses Foundation (GBF) 
helps SMEs across twelve states by linking informal sector 
producers with formal sector markets 

opportunities 

training programs. One GBF program linked 30 women in rural 
Kwara state with Nigeria\'s largest mobile telecom services 
provider 

trained to operate MTN mobile phone kiosks in their 
communities where no phone service existed. The Lift Above 
Poverty Organization (LAPO) is another successful NGO 
focusing on microcredit financing for small projects. In 

2004 LAPO had about 30 

clients are poor farming women or tailors whom LAPO assists 
with loans equivalent to as little as USD 50. 


15. (U) The GON Small and Medium Industries Equity Investment 
Scheme (SMEIS) was established to provide microcredit and 
support. Part of the SMEIS plan is for Nigeria\'s banks to 

set aside 10 percent of their profits before tax for 

investment in SMEs. Thus far 

by accusations of misallocated funds. NGOs such as LAPO 
remain cautiously optimistic that SMEIS and other programs 

will eventually benefit Nigeria\'s unemployed. 


COMMENT 


16. (U) Comment. President Obasanjo has attempted to address 
unemployment systematically through his National Economic 
Empowerment and Development Strategy (NEEDS) and State 
Economic Epowerment and Development Strategy (SEEDS) 
initiatives; and the National Assembly through budgetary 

support of GON programs. Even in these policies 

urban unemployment tends to be overlooked as the GON supports 
mostly agricultural development. 


17. (C) Comment continued. NEEDS and SEEDS could put a dent 
in the country's unemployment rate if only they maintain 
momentum and muscle. Transparency & anti-corruption are the 
first steps to successful implementation and the current 


Column 3 

administration should be sure that is entrenched at the state 
and national levels. Success may rest on how much of this 
can be accomplished by the next GON administration 

case that the reforms lose clout with a new government. Both 
NEEDS and SEEDS endorse support for SMEs 

yet to translate into concrete results. The GON 

other hand 

Nigerian business environment an attractive one for foreign 
and national businesses to invest 

The NEEDS initiative also addresses this 

commitment to privatization 

infrastructure development. While we are seeing some 
progress towards NEEDS implementation 

serious effect on unemployment. 


18. (C) Comment continued. In the city streets 

unemployed youth loiter and congregate 

become more than numbers. Unemployment becomes the 
flashpoint for crime 

extremism. Unemployed youth in the Delta region are more apt 
to join or sympathize with militias there. Unemployed 
Northerners are more prone to listen to militant clerics. In 

the East 

empathy of the poor and unemployed in that densely populated 
section of the country. When it climbs above a certain rate 
unemployment may become more a social and political problem 
than a purely economic one. In most of the country's cities 
there is a strong undercurrent of dissatisfaction and much of 
these come from the legions of unemployed and underemployed 
persons who daily witness the gap between themselves and the 
country's super-elite. 

19. (C) Comment continued. Unemployment is not a primary 
focus of discussions about Nigeria\'s security 

one of the problems threatening Nigeria\'s core stability over 
the long haul. Oil-rich Nigeria is one of the world\'s 

poorest 20 countries per capita 

population living on less than one dollar per day. In paying 
inadequate attention to employment and job creation 

will stifle its growth and economic development 

allowing an element of instability to fester. End comment. 


(U) AmEmbassy Abuja contributed to and cleared this cable. 
BROWNE 
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the epicenter for Nigeria\'s pirated hardware and 
software products. Despite several raids by the NCC 
in the last year 

products remains undeterred. Recently 

launched a website (www.otigba.com) to showcase its 
products. 
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6. The GON is trying to improve its reputation as 

the country's largest abuser of IPR 

significantly reduced the number of government 
offices using pirated software. In 2002 President 
Obasanjo directed all ministries and parastatal 
companies to account for software and to regularize 
software usage. In 2003 the National Information 
Technology Development Agency (NITDA) 
coordination with NCC 

negotiated license agreements with software owners. 


7. Although Microsoft reports it has signed 

licensing agreements with most government parastatal 
companies and agencies 

has not paid for all the licenses and that some non- 
licensed government agencies continue to use 
software illegally. The use of pirated software by 

state and local government agencies and parastatal 
companies is common 

only with the federal government. 


8. Nigeria is a signatory to the Universal Copyright 
Convention and the Berne Convention. In 1993 
Nigeria became a member of the World Intellectual 
Property Organization (WIPO) and thereby became 
party to most international agreements on 
intellectual property rights. Nigeria\'s Patents and 
Design Decree of 1970 governs the registration of 
patents; and the Standards Organization of Nigeria 
(SON) is responsible for issuing patents 
trademarks 

conveys an exclusive right to make 

use the products or apply the process patented. 
Nigeria\'s Copyright Decree of 1988 

on WIPO standards and U.S. copyright law 

crime to export 

perform 

without the permission of the copyright owner. 


9. In 1999 
incorporate most trade-related intellectual property 
rights (TRIPS) protections for copyrights 
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provisions to protect geographical indications and 
undisclosed business information. The amendment also 
gave the NCC additional enforcement powers. 


10. Four TRIPS-related bills and amendments have 
been under consideration by the Ministry of Justice 
for two years 

National Assembly. According to the NCC 
Intellectual Property Organization (WIPO) reviewed 
the first three of the acts listed (all except the 

plant and animal variety legislation) and determined 
TRIPS enactment would bring Nigeria into full 
compliance. 


11. TRIPS-Related Bills/Amendments Pending: 


--The NCC and the Trademarks and Patents Registry 
(TPR) have prepared a bill to transform both 
agencies into an Intellectual Property Commission 
(IPCON). The draft law provides for the new 
commission to retain a part of the fees it would 
collect to fund operations and programs. 


-- The Ministry of Justice is reviewing an amendment 
to the Patents and Designs Act making comprehensive 
provisions for the registration and proprietorship 

of patents and designs. 


-- The Ministry of Justice is also reviewing an 
amendment to the Trademarks Act that would 
strengthen existing legislation relating to the 
recording 

trademarks. 


-- Various agencies have also discussed a draft bill 
to regulate plant varieties including genetically 
modified seeds 

has been reported. 


12. Piracy law enforcement remains weak 

attendant judicial process is slow and subject to 
corruption. Court cases can be dormant two years or 
more without a hearing. Prosecution of a typical 

IPR case may take as long as three years. According 
to an IPR contact 

prosecuting such cases on behalf of the government 
sometimes lack the will to see the cases through 
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unless they receive compensation. Pirates thus 
often escape punishment 

IPR infringements. 


13. The inadequate funding of law enforcement 
agencies 

obstacle to effective enforcement of IPR laws. The 
NCC 

monthly budget of USD5 

of insufficient funding 

major raids in 2004 

arrests 

pirating local and foreign CDs and VCDs (reftel). 
The police force and the courts fare no better; they 
lack everything from staff and computers to vehicles 
and office supplies. IPR-owners have had to provide 
administrative or logistical support to the 
enforcement agencies to conduct raids against 
pirates to protect the formerVs IPR rights; for 
example 

NCC to facilitate its work. 


14. Another key issue affecting IPR enforcement is 
the inadequate appreciation among regulatory 
officials 

the benefits of IPR protection. For instance 

Microsoft has difficulties encouraging corporate 
customers to comply with terms and conditions of use 
and sale of its software. (Comment. Microsoft 

would be well served if EXIM were to ensure that its 
Nigerian clients respect IPR before lending or 
guaranteeing funds to such clients. End comment.) 
Largely because of a culture of ignorance and the 
lack of interest 

Microsoft's customers often fail to ensure their 
companies adopt and implement sound software asset 
management policies. The top violators include 
banks and some telecom companies. 


15. This lack of interest and the enforcement of 

IPR regulations have led IPR-owners to adopt 
alternative means to ensure compliance or 
deterrence. In 2004 

Nigerian telecom industry regulator to compel a 
telecom company to stop its illegal use of Microsoft 
software. The press and the Economic and Financial 
Crimes Commission (EFCC) have raised awareness about 
the need for better IPR enforcement. The National 
Agency for Food and Drug Administration and Control 
(NAFDAC) and the Standards Organization of Nigeria 
which conduct anti-piracy raids with the Nigerian 
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police 
IPR infringements by industrial firms. 


15. In early 2005 

registration (TPR) office streamlined its 

registration process and cleared up a 5 - 10 year 
backlog. TPR now regularly publishes its trademark 
journal and highlights legitimate Nigerian right 
holders. The journals also provide revenue to TPR 
which helped update and speed up its applications 
processing system. 


16. Nigeria\'s Supreme Court recently ruled that 
state high courts can handle unregistered trademark 
cases. The court so ruled in response to complaints 
of violations against trademark registration 
applicants that had been pending for years in some 
instances. 


17. The NCC\'s new leadership initiated the 
Strategic Action Against Piracy (STRAP) initiative 
which is to be launched by President Obasanjo in 
early 2005. STRAP will attempt to ensure legitimate 
distribution of all copyrighted products in Nigeria. 
The NCC considers STRAP its guiding plan for the 
coming years; it will seek to promote IPR awareness 
and enforcement of IPR laws 

plans have yet to be released to the public. 


18. The GON is engaged in efforts to improve its 
regulatory and legal framework to tackle piracy. 
Much needs to be done. Significant progress will 
require more political will 

ultimately 
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and copied to ONERA\'s Head of Research 

Geoffrey said that he was happy to finally have a contact about 
this order 

updates was Bruel and Kjaer France 

Denmark 
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explain to him the delay in the progress of the export license 
approval. He then proceeded to answer our questions by 
confirming ONERA\'s order of two accelerometers 7270A-200K 
had been placed on May 14 

Bruel and Kjaer. He also confirmed that ONERA will be the final 
end-user of this equipment 

will be used as part of a research program (\"plan dVetude 
amont\") financed by the Defense Ministry and DGA (Delegation 
Generale pour lVArmament) 

procurement division of the French military establishment. This 
study (number 010704) is entitled \"Integrity of Naval Stuctures\" 
according to Onera\'s letter 

testing in a way that can be summarized 

license application 


Up to now 

yet familiar with these sorts of tests. Hence 

previous experience with Bruel and Kjaer as a supplier. Through 
our own research 

public research institute that often conducts research for 

various branches of the French military. Lastly 

confirmed that the intended end use is in conformity with the 
end-use certificate. 


4. Regarding application 05-943674: 


EADS Astrium was open and quite forthcoming when we contacted 
them. However 

response. Our EADS Astrium contact confided to us that much of 
the delay was due to the need to correct an improperly completed 
initial license application as well as a thorough review of 

their response by their legal counsel before it could be 

released. In the end we received a very complete response by 
overnight mail on April 26 from EADS Astrium\'s Export Compliance 
Manager Patrice Henacker. It reads as follows: 


Begin quote. 


This letter is in response to your queries related to DSP 5- 
943674 applied for by one of our suppliers. The hardware 
related to this DSP 5 is an amplifier (reference 2662M12G) 
manufactured by ENDEVCO of California. We hope that the 
following elements will answer your queries: 


(1) What is the end use of this hardware? 


These amplifiers are used to condition the signal of 
accelerometers which are part of the acoustic instrumentation of 
the ARIANE 5 launcher. ARIANE 5 is the European launcher 
developed under the control of the European Space Agency (ESA) 
and built by EADS Space Transportation for Arianespace. These 
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amplifiers are either used as ground instrumentation (i.e. only 
during integration and vibration tests) 

launcher equipment bay for telemetry during launch. 

(2) Who is the end user? 

When these amplifiers are used for flight (i.e. set onto the 
launcher and launched) 

the foreign consignees are EADS Space Transportation SA of 
France 

Germany 

integrator of the equipment bay in which these amplifiers are 
integrated. When these amplifiers are used for integration 
instrumentation only 

This is case of the part ordered under license 05-943674. 


(3) Was the foreseen use (of the 2661M12-G ordered under license 
05-943674) in accordance with the end user certificate? 


Yes 

accordance with the end user certificate provided by EADS 
Astrium SAS. This specific amplifier was ordered for 

integration instrumentation purposes only 

at EADS Astrium SAS premises. Therefore 

approved 

83 and the end user certification provided by EADS Astrium SAS. 
Eads Astrium SAS has in its stock several amplifiers of the same 
type previously delivered by ENDEVCO without traceability of 
associated DSP 5s. Because EADS Astrium SAS was aware that 
these devices were to be considered as ITAR controlled 

Astrium SAS had requested authorization from DTC to integrate 
these amplifiers in the Arian 5 launcher (GC 0649-04 approved 
August 30 

July 26 

duly covered by the above DTC authorizations 

embedded into the Ariane 5 launcher. 


(4) Did EADS Astrium SAS sign the end user certificate provided 
by the U.S. applicant with the license application? 


EADS Astrium SAS cannot warrant (attest to) which end user 
certificate was provided by the U.S. applicant with the license 
request. EADS Astrium SAS signed a DSP 83 and an end user 
certificate 

by EADS Astrium SAS to the Danish reseller Bruel and Kjaer for 
the purpose of the U.S. license application. EADS Astrium SAS 
recognizes that the V'end user statement military end user" 
provided 

might not have been clear 

the U.S. authorities (and not to the Danish authorities). To 
avoid this kind of confusion 

procurement chain an EADS V'end user statement" format. 
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(5) Indicate the delivery dates of all of these parts by EADS 
Astrium SAS 


The one amplifier associated with DSP 5-943674 was never 

delivered to EADS Astrium SAS (because the DSP 5 was RWAed). As 
mentioned 

previously delivered by ENDEVCO in 1999. EADS Astrium had 
obtained authorization from DTC to use these amplifiers for the 
instrumentation of the Ariane 5 launcher (GC 0628-04 and GC 0649- 
04). Four amplifiers covered by these two GCs were further 

shipped to KOUROU 


(6) Has EADS Astrium SAS already used Bruel and Kjaer as a 
supplier? 


Yes 

for all Endevco instrumentation (captors 

and plugs) and we understand that they are fully approved by 
Endevco of California as their distributor. Up to now 

Astrium SAS has not encountered difficulties with this supplier. 


End quote. 
5. Regarding application 05-943844: 


In early-April 

following reply letter from Patrick Bernard of MBDA Missile 
Systems Office for Management of Contracts. Our informal 
translation follows: 


Begin quote. 


In response to your letter 
following clarifications: 


Nine accelerometers 7270A-200K were ordered by MBDA France from 
our supplier: Bruel and Kjaer 
Mennecy Cedex France. 


The supplier requested a signature on a DSP 83 form 

returned in August 2004. This DSP 83 indicated that we are the 
end-user of these nine units 

incorporated into testing equipment used to take shock 
measurements and used for trials in France for the Scalp EG 
program. 


We reconfirm this end-use which was reported in August 2004 and 
we inform you that these materials have as yet not been 
delivered by our supplier. 


End quote. 
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protesting the Lagos State Governments seizure of some 
of their trucks which truckers normally parked 

alongside major roads overnight. The Lagos Government 
says it will not negotiate with the drivers until they 

comply with traffic regulations and relocate to 

alternative parking lots. The strike has resulted in 

long queues at gas filling stations and brisk business 

for black market fuel hawkers. End Summary 


2. The Lagos State zonal council of the Association of 
Petroleum Tanker drivers directed its members on April 
26 to stop lifting petroleum products until the Lagos 
State government released forty trucks seized for 
violating traffic regulations. Razak Akanbi 
association\'s treasurer 

government of Lagos was wholly responsible for this 
strike action 

promises to provide alternative parking for the 

truckers. 


3. The Lagos Government has 

release the trucks until relevant fines are paid and 
warned more impoundments were in the offing as part of 
the state\'s efforts to ease traffic congestion. Lagos 
Commissioner for Transportation characterized the 
government\'s decision as irreversible. \"We want to 
solve this problem once and for all\" 

said the government hopes to weather the labor action 
by providing incentives to strike-breakers. Drivers 
who do not participate in the strike will be provided 
police escorts 


4. COMMENT: The dispute between the Lagos government 
and petroleum truck drivers has antecedents. In 
November 2002 

parked trucks. The drivers retaliated with a strike 
resulting in significant fuel shortages. The truck 
drivers who routinely park their large haulers on major 
roads and bridges causing serious traffic delays claim 
they have no alternative parking space; the Lagos 
Government disputes the claim. While both sides 
exchange recriminations 

stations. A protracted strike would have a serious 
impact on the local economy; but this is only day two 
of the strike and neither side appears ready to 
concede. Meanwhile 

black market fuel hawkers. END COMMENT 
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Governance for Development for Arab States!" (GfD) Initiative 
to be hosted by the Ministry of Foreign Affairs. 


2. Embassy understands that no assistance is necessary. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general 

other large cities in Spain --including resort/convention 

areas such as Benidorm-- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passportVs 
photo page. Visitors can protect themselves against crime by 
being street-smart 

In the event you are victimized by crime 

security-related incident 

Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
StateVs website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas 

threat information through its Consular Information Program 
documents 

http://travel/state.gov. In addition to information on the 
Internet 

calling the Department of State in Washington 

202-647-5225 from their touch-tone telephone 

information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

MANZANARES 
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said. He explained that the unprecedented terrorist attacks 
that took place in Kuwait at the beginning of 2005 have 
awakened the GOK to the seriousness of the threat that 
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terrorism poses to the country. The removal of these charity 
boxes is a reactive step that the GOK is taking in an effort 
to curtail one source of support to the extremists in Kuwait 
al-Omar said. 


4. (C) The challenge 

one charity cash-box is taken down 

said that new methods of collections are being used. As 
examples 

using small fast-food type delivery trucks and (b) collecting 
clothing for charity 

the clothes to fund illegal activities. The Ministry of the 
Interior is currently working with the Charities Department 
to identify the owners of the trucks in an effort to trace 
the illegal collections 

been identified to stop the clothing collection. He 
explained that the goal is to identify the charities 
accepting illegal donations and to track them 

Vprovoke them into going underground 

initial actions against them. 


5. (C) Prior to the kiosk-removal crackdown on charities 
al-Omar said 

disbursements of charitable collections. Now 

channels have changed in response to the government's actions 
and it\'s \"impossible\" to track all the new routes. Once the 
money leaves Kuwait 

where it goes. (Note: During the MENA ΓΑΤΕ plenary attended 
by DAS Glaser in Bahrain prior to his visit to Kuwait 

Kuwaiti delegate and Head of Supervision at the Central Bank 
of Kuwait mentioned that Kuwait tries to follow the money 
through its embassies abroad. End Note). The Charities 
Department has little experience in detecting 
money-laundering 

could use more support from experienced sources to address 
this problem. 


6. (C) DAS Glaser also asked about three known charities of 
concern to the U.S Treasury Department that are registered in 
Kuwait: the Social Reform Society (SRS) 

Islamic Heritage Society (RIHS) 

Al-Najat 

Patients Helping Fund and the African Muslim Agency 

know as Direct Aid Society. End Note). Al-Omar replied that 
the Charities Department was also concerned about these 
charities and kept a close watch over their transactions. 

One of the main concerns about these charities 

that numerous unlicensed subcommittees are created under the 
original licensed charity\'s name and that these subcommittees 
are the source of much of the illegal activities with the 

charity. (Note: The U.S. Treasury Department has designated 
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two such subcommittees for supporting al Qaida - RIHS\' Afghan 
Support Committee and SRSY Lajnat αἱ Dawa al Islamiya. End 
Note). He clarified this by saying that no charities are 

allowed to transfer funds outside of Kuwait without the 
permission of the Ministry of Social Affairs and that they 

have not given these three charities that permission. In a 

very candid exchange 

be to \"dissolve\" one of these questionable charities to serve 
as an example to all. However 

dissolve a charity would be a political decision made at the 
Ministerial level. Al-Omar was not optimistic that the 

Charitable Oversight Committee would allow this to happen due 
to political pressures within the GOK. 
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unable to provide any specifics on when or how this change 
would take place. Given the shared border with Iraq and the 
involvement of some Kuwaitis in anti-Coalition attacks via 
Syria (Ref A) DAS Glaser pointed out that not enforcing 
declarations of cash leaving Kuwait created a vulnerability 

in anti-terrorist financing efforts in Kuwait. While 
acknowledging the points raised by DAS Glaser 

not seem overly concerned about immediately addressing the 
cash export declaration issue. Al-Ghanim asserted that a 
change in legislation was not/not required to start 
implementing mandatory declarations for outbound cash 
when pressed by DAS Glaser for the reason why Kuwait was not 
enforcing these declarations 

provide a sufficient answer. 


4. (C) DAS Glaser also asked about any increased use of cash 
couriers to Iraq to which Al-Ghanim responded that Customs 
had not seen an increase. However 

how Mohsin Al-Fadhli 

E.O. 13224 (Ref B) 

Al-Ghanim explained that people like Al-Fadhli distribute 

cash to many people who then smuggle it over into Iraq 
through the land borders away from the checkpoints. Often 

he added 

into Iraq overland from there. 


5. (C) DAS Glaser followed up to inquire about the nature of 
interagency cooperation in combating terrorist financing and 
money laundering. Al-Ghanim stated that Customs works 
closely with the Ministry of Interior (MOI) and Kuwait 
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Security Services (KSS) 

this cooperation. Khalid al-Moosa 
Customs 

together 

Laundering 

authority on the issue. 


5. (SBU) Turning the focus of the conversation to the new 
tactics that Customs is implementing to combat terrorist 
financing 

money-laundering office that is being created in Customs and 
said that he plans to oversee this new office himself. He 

also explained that a second US Customs Liaison Officer will 
soon be joining Kuwait Customs and that this officers main 
focus will be countering money-laundering and terrorist 
financing. 


6. (SBU) The meeting concluded with Al-Ghanim saying that 
Kuwait Customs 

needs technical assistance in setting up a new Anti-Terrorist 
Financing Department and training the staff. He also said 

that they are currently working on a \"train the trainer" type 
program and would appreciate any assistance with it from the 
USG. DAS Glaser assured Al-Ghanim that Treasury would be 
willing to work with Customs to assist them in setting up 

their new department and would work through the Embassy and 
the US Customs liaison office to provide that help. 


7. (C) COMMENT: Al-Ghanim\'s claim that Customs can enforce 
mandatory declarations for outbound cash without a change in 
legislation may be inaccurate. Embassy US Customs Liaison 
Officer (USCLO) believes that Al-Ghanim is referring to 
Customs ability to enforce outbound currency declarations 
through a Ministerial Decree. This would not require a 

change in actual legislation. However 

yet been written and Kuwaiti law currently does not/not have 
provisions giving Kuwait Customs the authority to require 
outbound cash declarations 

USCLO said that Kuwait Customs has not truly implemented the 
inbound cash declaration laws. Indeed 

are not even available at the airport or other ports of entry 

and most Customs agents are not familiar enough with the 
declarations law to properly handle a declarations case if 
presented with one. Some progress may soon be made with 
inbound cash declarations 

declaration forms was approved three months ago. 


8. (SBU) Embassy will continue to work with the Ministry of 
Finance and the Central Bank to encourage the establishment 
of a Ministerial Decree mandating declarations for outbound 
currency value over USD 10 
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report progress septel. A number of Embassy contacts have 
noted to us that they are unaware of similar U.S. regulations 
on outbound cash. END COMMENT. 
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undertaken by a host of Bangladeshi workers represented by 
gathering and demonstrating and running riot in their 
Embassy in Kuwait has not developed from a vacuum. lt was 
rather dictated by injustice and persecution practiced by 

the relevant workers\' employers by not paying regularly 

their monthly salaries. Some of these workers have not been 
paid their salaries for over six months. Such maltreatment 
by the employers negatively reflects on the services 
extended to the facilities of the Ministry of Health and 

the Ministry of Education 

have been contracted to work at these facilities. 


3. Writing in pro-government daily Al-Qabas on April 26 
Former Minister of Education and Higher Education and MP 
Dr. Ahmed Al-Rubae wrote 

Bangladeshi cleaning workers at their Embassy in Kuwait is 
natural in view of crimes committed by persons against this 
group of people and nobody has stirred a finger to stop 
these crimes. Needless to say we have among us what we can 
call Vghastly beasts 

multimillionaires and those who still believe in slavery by 
trafficking in visas and illicit trade | respect and trust 

First Deputy Prime Minister and Minister of the Interior 
Shaykh Nawaf Al-Ahmed and | also respect and trust the 
Minister of Social Affairs and Labor Faisal Al-Hajji. 

However 

catastrophe and appeal to them to move as swiftly as 
possible to counter this catastrophe based on their 
constitutional 

this slavery in our country. V" 


4. Writing in independent daily Al-Rai Al-Aam on April 26 
Islamist Dr. Wael Al-Hussawi wrote 

and poor living conditions allocated for this group of 

people is a big topic of discussion which must be handled 
by human rights organizations. Our country has a unique 
record in the files of human rights and although we have a 
society for human rights in addition to the National 
AssemblyYs Human Rights Committee which day and night 
boasts about human rights 

the contrary and this can be attributed to the fact that 

the \'hamours\' (influential people) in our country consider 
themselves above the law. In this case the best way to 
solve this problem is to put behind bars the \'hamours\' and 
close their establishments. If this happened 
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in the country can be reformed within a few days and the 
problem will vanish for good." 


5. An unsigned front-page editorial in pro-government daily 
Al-Qabas (note: unsigned editorials are used infrequently 
by Kuwaiti dailies to convey an opinion with more force and 
emphasis than that carried by a single 

this case 

editor-in-chief Walid Al-Nisf. End note.) on April 26 

entitled VLet Us Remove The Mark Of Disgrace Off Our 
Foreheads\" said 

workers on Sunday reminded us of the problems that face 
foreign workers 

surround their living conditions in our country. This is a 
reoccurring problem that affects hundred of thousands of 
foreign laborers who live among us 

this country through legal channels seeking lawful 
employmentThis is also a good time to mention the various 
mistreatment practices against foreign workers in the 
domestic help sector. It is unacceptable for the law to 

over look the inhumane employment conditions for many of 
these workers. The events on Sunday have affected our 
international reputation 

that we do not take law enforcement seriously. This is a 
violation of international accords that Kuwait has signed. 

It is our duty to use this incident to correct all past 
mistakes 

that we are responsible enough to deal with the problem. We 
must give the weak an assurance that the law protects his 
rights. 
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Financing of Terrorism: A Handbook for Legislative Drafting 
explaining that the book has good information on 
international standards for terrorist financing laws. He also 
offered Treasury assistance for drafting Kuwait\'s new 
terrorist financing legislation. 


7. (S) The Ambassador mentioned that a team from the 
Department of Justice would be coming to Kuwait soon and 
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offered to have them meet with the Central Bank to discuss 
any proposed terrorist financing that Kuwait is considering. 
The Governor readily accepted this offer and the Ambassador 
said that the Embassy would contact the Central Bank to 
schedule the meeting. 


Request from the U.S. Attorneys Office 


8. (S) The meeting concluded with a request for assistance 
from the U.S Attorney for the Eastern District of Virginia. 
Glaser provided the Governor with a copy of the U.S 
Attorney\'s written request 

Attorney\'s office is currently investigating individuals in 

the Northern Virginia area and that some of the suspicious 
transactions went through Kuwait. The U.S. Attorney's office 
is asking Kuwait to provide specific information on these 
transactions and the accounts involved. While expressing 
willingness to help 

Bank would have to receive permission from the Ministry of 
Justice prior to releasing any information. He suggested 
that a copy of the request be presented to KuwaitVs Attorney 
General. Any information provided by the Kuwaitis in 
response to this request will be reported septel. 


Meeting with the Attorney General 


9. (C) Also on April 17 DAS Glaser met with Riyadh 

Al-Hajri 

Department of the Ministry of Justice. When asked about his 
role in the drafting of new anti-money laundering/terrorist 
financing laws 

committee that is drafting the new legislation. (Note: this 

is a separate committee from the AML/CFT committee. Al-Hajri 
is a member of both committees. End Note). 


10. (U) DAS Glaser presented to Al-Hajri English and Arabic 
copies of the International Monetary Fund\'s \"Suppressing the 
Financing of Terrorism: A Handbook for Legislative Drafting 
explaining that the book has good information on 

international standards for terrorist financing laws. 

Al-Hajri admitted that he supports the idea of the Kuwaiti 

FIU taking part in the international community 

recognized that there are no laws to allow for such 
cooperation at the moment. 


11. (C) DAS Glaser also provided a copy of the written 
request from the U.S. Attorney for the Eastern District of 
Virginia to Al-Hajri 

office is currently investigating individuals in Northern 
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Virginia and that some suspicious transactions went through 
Kuwait. Al-Hajri agreed to review the request and would 
provide any releasable information to the Embassy. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


LEBARON 


31596 

customer\" practices 

checked against four separate databases prior to the bank 
allowing them to open new accounts 

RiskSecure system. The databases checked against include 
those maintained by: OFAC 

United Nations and WorldCompliance (Politically Exposed 
Persons). 
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responsibility for weakening France and its capacity to 
defend its interests and its value in Europe and the world of 
tomorrow.\" On security and defense issues 

Germany discussed the situation in Darfur with France 
expressing a preference for an EU mission (ESDP) 
appropriate AU request for assistance. END SUMMARY. 


2. (C) Almost 30 ministers accompanied Chirac and Schroeder 
to the meetings 

projects in industrial innovation. The co-presidents of a 

joint working group on economic cooperation 

Franco-German summit last October 

for cooperation (two in technology and two in health) 

the Council accepted. Most attention however 

Chirac\'s and Schroeder\'s efforts to boost the French 
government\'s campaign to persuade voters to vote \"yes\" on the 
constitutional treaty in the May 29th referendum. Early in 

the afternoon 

at the Elysee Palace 

the industrial cooperation front 

constitution. Chirac emphasized to his audience that the 
constitution was largely inspired by French ideas and would 
support the \"social model\" dear to the French public. The 
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constitutional treaty 
stronger in Europe 


3. (C) In both his press conference and Sorbonne remarks 
Chirac characterized the constitutional treaty as directly 

related to the French Revolution 

the daughter" of 1789. He emphasized in both instances that 
the relative weight of France and Germany within the Council 
will increase under the treatyVs rules 

influence European decision-making. 


4. (C) In neither remarks did Chirac single out the United 
States as a rival center of power that calls for 
counterbalancing by a more united Europe or as a country 
against which the treaty was directed. He did say in his 
press conference remarks that V'to vote yes is also to permit 
Europe to weigh more in the world to defend its interests 

but also its values 

that evolves like we see it evolving 

big poles of an international size like China 

tomorrow Brazil and Latin America 

United States." Towards the end of his prepared remarks at 
the press conference 


-- \"So 

\"no 

European construction 

democracy 

at the level of the totality of our continent. And we rest in 
the current situation that everyone recognizes as 
unsatisfactory. We also leave 

field free to the partisans of a liberal evolution for 
Europe. 


-- \"If we vote \"no 
weakening France and its capacity to defend its interests and 
its value in Europe and in the world of tomorrow.\" 


5. (C) Schroder took up the pro-EU banner as well 

that Chirac had clearly stated what was at stake. France and 
Germany 

the success of the constitutional treaty and the European 
project because of the lessons they had drawn from history. 
If the treaty is not ratified by all the European states 

said 

world club will not make itself be heard more 

its voice will be weakened 

that he remains confident that the \уеѕ\ will win in France. 
What\'s in play 

countries to make Europe progress 

to us.\" 
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6. (C) In his address at the Sorbonne 

celebrate the 50th anniversary of the Franco-German Chamber 
of Commerce and Industry 

the question of industrial cooperation before turning to the 
question of the constitutional treaty. Like Schroeder 

harkened back to the lessons learned from the V'murderous 
conflicts\" that long rent Europe. \"We learned from that the 
value of peace 

treaty consolidates in tying together our countries by new 
clauses of security and mutual assistance. . .in permitting 

us to go further in the defense of Europe. Thanks to the 
constitutional treaty 

backtracking possible regarding human rights. It would make 
the Europeans V'cross a historic step." WWe need this 
constitution 

based on values and not only on a market. We need it because 
it affirms the European model.\" He repeated a remark he had 
made in the press conference -- which Schroeder had seconded 
-- that he would not have signed the treaty if it had not 
delivered on these fronts. 


7. (C) Chirac closed his remarks by noting the unity of 
France and Germany on the issue 

reminding listeners that French and German weight would 
increase on the council under treaty rules 

more negative imagery: \"If Europe doesn't organize itself 
now 

renounces its political and social ambition 

ultra-liberal model will have the field free. And if France 
breaks the dynamic of the Union and puts itself in the gap 
it will be less listened to 

it has to defend its interests and values." 


8. (C) According to Florian Escudie 

following security issues 

Counselor 

also discussed defense and security concerns. They reviewed 
progress made to date on ESDP 

cell 

Luxembourg) by 2008 

Agency. Chirac and Schroeder expressed satisfaction with the 
way the Franco-German battalion had performed at ISAF. 


9. (C) In response to our queries 

Counselor Benedikt Haller (protect) confirmed that 
discussions on Darfur took place. The French reportedly 
pushed for an EU mission -- in preference to a NATO mission 
- assuming the AU eventually makes a request for 
assistance. Haller noted that that the French preference was 
linked to the constitutional campaign 
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had explained that the Elysee would like to point to a 
concrete and positive EU effort to demonstrate to voters the 
benefits of the EU. Haller did not provide the German 
reaction to this proposal 

follow its V'traditional instincts 

would seek a compromise position. 


10. (C) Jean-Pierre Dubois 

Franco-German unit underlined to us the emphasis on the 
constitution during the day\'s events. \"It will be a little 

while before we know!" if ChiracYs and Schroeder's remarks 
were successful in moving public opinion 

to the never-ending polling on the constitutional question 

here. The MFA was clearly pleased with the press coverage of 
the events 

of what he called ChiracVs \"well-argued\" points in favor of 

the constitution. If upcoming polls should reflect movement 

in public opinion towards more support for the proposed 
constitution 

complex range of factors are shaping the opinion of an uneasy 
and volatile electorate. Dubois also drew our attention to 

the cooperation agreements signed during the day 

enhance student and teacher exchanges 

mobility 

projects that the co-presidents of the working group had 
presented had been approved. 


11. (C) AFP interviewed Jean-Marie LePen 

extreme right-wing National Front party 

Schroeder reminded him of the V'blind and the crippled 

said the two had no hope of changing public opinion. LePen 
himself admitted he had so far taken a back seat in the \'no\' 
campaign so as not to turn off possible voters. V'WeVre going 
to kick off on May 1 at the Opera 

believe that will be the biggest meeting of the V'noY camp of 
the entire campaign. V 


WOLFF 


31599 

subject to 50 percent tax on items less than 250 cubic cm in 

size and 60 percent on items over 250 cubic cm. The 
amendment moves soft drinks and non-alcoholic beer to another 
table. Items on this table are subject to a single tax rate 

of 25 percent on finished products 

Producers manufacturing items on this table are also able to 
deduct from the 25% tax paid on finished products all of the 

tax paid on capital goods and inputs into the production 

process. 
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2. (SBU) Magdy Radwan 

April 27 that moving soft drinks off of Table A addresses 
most of the concerns of soft drink manufacturers. With the 
deduction noted above 

sales tax rate on soft drinks in Egypt closer to the 
international norm of 10 percent. Radwan stated that soft 
drink manufacturers have also negotiated an agreement with 
the GOE tax authority to allow companies to retain some of 
the tax breaks they enjoyed prior to passage of the 
amendment. Specifically 

the 22 percent deduction for distribution costs which the 
Ministry of Finance had authorized for the last several years 
to offset the high tax rate paid by soft drink producers. 
Companies will also be able to pay the three phases of the 
sales tax (production 

Radwan said that he planned to accompany the Chairman and CFO 
of Pepsico to meet with the Minister of Finance on April 28 
to sign the agreement. 


3. (U) Comment: If RawdanWs analysis is correct 

of Sales Tax Law No. 9 has resolved the sales tax issue on 
which the GOE has stalled for so long. Post is translating 
the text of the amendment 

issues іп Egypt\'s complicated sales tax system. Post will 
provide additional assessment after translating and 
conferring with RadwanVs counterparts at Coca-Cola. End 
Comment. 


Visit Embassy Cairo\'s Classified Website: 
http://www.state.sgov.gov/p/nea/cairo 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website. 
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review. 


2. PostVs unofficial translation of the note follows. 

3. Begin Text: 

Tunis 

The Ministry of Foreign Affairs of the Republic of Tunisia 
presents its compliments to the Embassy of the United States 
of America in Tunis and following the meeting between the 


U.S. Ambassador to Tunis and the Minister of Public Heath on 
April 7 
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Exclusivity\" non-paper 

the honor to inform the Embassy of the upcoming developments 
regarding pharmaceutical issues within the TRIPS Agreements: 


(1) The Ministry of Public Health Circular No.78 dated 
October 9 

will include Article 39.3 of TRIPS. Also 

protection is for five (5) years regardless of the country of 
origin\'s period of protection. Lastly 

that this measure applies to all products 

imported or produced locally. 


(2) Regarding the \"Correlation\" system 

system does not affect the V'Pharmacie Centrale Vs system of 
tenders 

origin 

market studies show that the \"Correlation\" system has a 
positive psychological impact on the local drug producing 
market. Nonetheless 

request 

end of next year (2006). This period of time is necessary in 
order to avoid a negative psychological impact on investments 
in the national pharmaceutical industry. 


End Text. 


4. Original text is on file and is available upon request if 
required. 
HUDSON 
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2. (C) Richards mentioned that one possible scenario for the 
sale of EAB is purchase by a regional bank from the Gulf. He 
suggested an offer might be received from one of the banks 
owned by the Government of Abu Dhabi 

interest in investing $1 billion in Egypt. When asked 

whether the current management of the bank would stay on 
hedged a bit 

to remove the banks current management 

one of the top performing bank in the Egyptian banking sector. 


3. (SBU) Comment: In addition to the sale of EAB 

other deals have recently been concluded by joint venture 
banks. The Arab African International Bank announced plans 
to merge with Misr America International Bank and the 
National Bank of Egypt announced plans to acquire Mohandes 
Bank. The investment firm handling the sale of the 28.696 
public share of Misr International Bank also recently 
announced that it would be soliciting offers for the shares 

from Arab and international financial institutions. The 
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banking sector appears to be acting quickly to meet the 
directives of the CBE regarding divesting public shares in 
joint venture banks. The outcome of EAB\'s sale will provide 
a good indication of international investorsV assessment of 
the future potential of Egypt s banking sector. 


Visit Embassy Cairo\'s Classified Website: 
http://www.state.sgov.gov/p/nea/cairo 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website. 
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personnel at the port of Le Havre 
affected import privileges 
understand it. 


3. (SBU) While we have little control over how quickly EU 
governments arrive at a joint decision 

request guidance for an approach to the GOF on the immediate 
issue of the GOF status Vfreeze 

facto withdrawal of some benefits of A&T status for CSI 
personnel. We also request guidance on how the Embassy might 
respond to an eventual request for reciprocity of status for 
European customs officials whose countries wish to post them 

in the U.S. as part a reciprocal CSI program. END SUMMARY 
AND ACTION REQUEST. 


4. (SBU) Embassy Econ MinCouns delivered Ref A demarche to 
Foreign Ministry DAS-equivalent for transportation 
infrastructure and energy policy Jean-Claude Nolla on April 
21 accompanied by Embassy ICE Attache 

econoff. In response 

and understood U.S. concern regarding the need to move 
quickly to decide on appropriate status for CSI personnel. 
However 

and continued to consult with its EU partners in Brussels 
where the debate on CSI status continued largely via 
\"corridor\" discussions. 


5. (SBU) Nolla expects member state representatives to 
establish a calendar within the next month targeting a date 

for consensus. He agreed that each member state possessed 
the authority to grant appropriate diplomatic status itself 

and that the EU had no legal imperative to form a common 


Column 3 

position on the issue. However 

(although not France 

approach because of a realization that the status of CSI 
personnel could in the future have an broad impact on 
European Community customs issues. This realization lent the 
movement a political impetus 

that lacking any legal basis for an official Council 
decision 

enshrined in an informal and V'hopefully very flexible" 
agreement. 


6. (SBU) As for the involvement of the European Commission 
Nolla reiterated that the Commission was not behind the 

effort to harmonize CSI status. However 

the Commission had responded to questions about its 
competence in the matter put to it by the U.K. and Germany in 
a way that indicated it may have a role in the debate. Its 
responses indicated 

of the use of personal data and confidential business 
information in the EU -- which CSI personnel may have access 
to -- has provided a basis in the past for weighing in on 

other community questions. Drawing on this example 
suggested that the Commission should not be counted out as a 
player in this issue and reminded that it was the Commission 
that had initially issued infringement proceedings against EU 
members which had concluded bilaterals with U.S. Customs 
because of the potential commercial impact of what the 
Commission perceived to be inevitable trade distortions" 
introduced by CSI. 


7. (SBU) Nolla confirmed information the Embassy HR Section 
received via telephone from the Foreign Ministry protocol 

office on March 29 

Administrative and Technical (A&T) status of CSI personnel 
currently in Le Havre pending the outcome of the GOFVs 
reconsideration of the status question. So far the only 
concrete result of the \"freeze\" is that duty-free importation 

of privately-owned vehicles for three CSI employees in Le 
Havre has been suspended. The two other employees imported 
their vehicles before the \"freeze\" took effect. Nolla 

stressed that France supported the objectives and the 
operation of the CSI programs in Le Havre and Marseille 

that the GOF\'s \"freezing\" of A&T status was not because the 
GOF had any problems with U.S./French cooperation regarding 
the CSI counterterrorism program or because of any concerns 
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about individual CSI personnel. Rather it resulted from the 
necessity of maintaining a \"snapshot\" of the current status 
while a common CSI status policy was worked out among EU 
partners. Nolla did not raise the issue of immunity and it 

is our understanding that CSI employees retain the immunities 
granted with A&T status. 


8. (SBU) We responded that 

benefits 

same as withdrawing status and that the \"freeze\" in Le Havre 
as well as any future decision to grant less than the 

equivalent of A&T status to all CSI personnel 

detrimental to USG efforts to recruit 

the CSI program. Nolla said he understood and wanted to 
continue to work with the U.S. for an acceptable outcome. 
When we cited examples of several member states that had 
already granted A&T status to CSI personnel (the Netherlands 
Italy 

despite what might appear to be a growing EU member consensus 
to grant A&T status 

governments were saying in Brussels that the issue was open 
for debate and that 

done so (in particular in the case of Sweden) on a temporary 
basis only. 


9. (SBU) As in our March 24 meeting (Ref B) Nolla raised 
again the option of V'En Mission\" status as a possible 
alternative to A&T status. He acknowledged that \"En Mission" 
grants little more than official entry and exit privileges 

but thought that additional benefits could be added on an ad 
hoc basis. Nevertheless 

ad hoc enhancements 

to the equivalent of A&T status. Despite this dire 

prognosis 

option under consideration it may not be the alternative 
eventually accepted by CSI host governments after all. They 
could as easily reach an informal and flexible consensus that 
would simply limit how far member states can go in granting 
status. 


10. (SBU) Although Nolla insists that no decision has been 

made 

is toward something less than the equivalent of A&T status. 

In addition 

breaking away from what has now become a CSI host government 
momentum in the EU to harmonize status for CSI personnel. In 
addition to the longer term question of what EU member 
governments will eventually decide 
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with the more immediate problem of the de facto loss of 
certain benefits for CSI personnel in Le Havre resulting from 
the GOFVs \"freeze.\" 


11. (SBU) We request Department\'s guidance for a formal 
approach to the GOF asking that it separate the issue of 
reconsideration of status with the EU from the \"freezing\" of 
status of the Le Havre personnel. We may want to consider 
pointing out that in \"freezing\" status 

to its previous decision to grant A&T status 

written explanation -- has in effect withdrawn it in certain 
respects. 


12. (SBU) We also request guidance on how the Embassy should 
eventually respond to a request for reciprocity in the 

granting of status to European customs officials whose 
countries wish to take advantage of CBP\'s offer of CSI as a 
reciprocal program. The GOF has not raised the issue of 
reciprocity of status but we expect the question to surface 

if not here 

to the issue of status granted to CSI personnel in the EU. 
What privileges and immunities would the U.S. be prepared to 
extend to European customs personnel 

similar to those performed by CSI personnel 

ports? END COMMENT AND ACTION REQUEST. 

WOLFF 
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treaty shows other nations that it is possible to resolve 
conflicts in a peaceful manner and at the same time respect 
international law.\" He also stated that this accord would 
improve the two countries\' ability to combat new threats 
within the region 


2. This treaty signing came at a time of strong Honduran 
support of FM DerbezVs bid for the OAS Secretary General 
position. 


3. The treaty 

maritime limits and the exclusive economic zone of both 
countries 

It sets up a commission that will handle mutual cooperation 
plans in the areas of common interest. The agreement 
promises cooperation to protect and preserve the marine 
environment 

scientific research. If petroleum deposits were one day 
found in the area 

scientific and industry standards and then share the profits 
and production. 


4. The signing of this treaty opens doors for Honduras to 
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complete several other pending maritime treaties with 
Guatemala 

has already signed maritime border treaties with the UK 
regards to the area near the Grand Caimans 

Colombia. It currently has a maritime dispute in The Hague 
with Nicaragua over whether their maritime borders delineate 
on the 15th or 17th parallels. lts maritime negotiations with 
Cuba seem to hinge on HondurasY vote on the UNCHR Cuban Human 
Rights issue; however 

agreement with Mexico 

maritime frontier 

Honduras-Cuba agreement. 


5. Post has not reviewed the text of this treaty 

published descriptions it appears that the treaty includes 
provisions for \"unitization\" of any maritime oil fields. 
Such provisions are increasingly common in the oil sector 
and stem from a recognition that oil fields frequently cross 
maritime borders 

on both sides of the border can actually damage the field and 
reduce production. It 

develop the field according to responsible scientific and 
industry standards 

the production or the profits. 


6. Comment: To our knowledge 

one currently being explored or developed for petroleum 
production. Moreover 

drilled in Honduras since 1920 

hydrocarbons 

quantities. Recent speculation in the Honduran press aside 
Post sees no indication of significant oil sector interest in 
Honduras as a potential frontier oil province. End comment. 
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providing remittance services to Hondurans resident in the 
U.S. The Fed approval will in no way change the Ficohsa 
Express operations 

services. 


2. According to International Vice President Max Contag 
the capitalization of the new office is yet to be 

determined but will likely be the minimum capitalization 
required by U.S. law. According to Contag 

Honduran newspaper of record El Heraldo 

will remain 100 percent Honduran capital. Contag said the 
new office would seek new business opportunities for the 
bank 

clients 
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trade and investment opportunities. Under the agreement 
with the Fed 

engage in banking activities. 


3. President of the Honduran Central Bank 

Mondragon 

calling it beneficial for Honduras. She went on to note 
that this decision not only highlights the solidity of 

Banco Ficohsa but also is an indication of Fed confidence 
in Honduran prudential oversight of the banking sector. 


4. While Honduran bank regulation has made significant 
strides in the last year 

what the Fed actually said. In its decision 

wrote 

standard has been met where it determines that the 
applicant bank is subject to a supervisory framework that 

is consistent with the activities of the proposed 
representative office 

such activities. This is a lesser standard than the 
comprehensive 

to applications to establish branch or agency offices of a 
foreign bank. The Board considers the lesser standard 
sufficient for approval of representative office 

applications because representative offices may not engage 
in banking activities." Indeed 

to state 

are in need of strengthening. The NCBI [Honduran National 
Commission on Banking and Insurance] continues to work to 
obtain additional legislation that would allow it to 

supervise banks on a fully consolidated basis." (Full text 

of the Fed decision is available on the Internet at 
www.federalreserve.gov/boarddocs/press/orders /2005/20050420/ 
attachment.pdf) 
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NEGOTIATIONS" 


1. Summary: In our first meeting new Ecuadorian Minister 
of Trade Oswaldo Molestina stated that Ecuador would 
continue to pursue free trade negotiations with the U.S. He 
said that 

technical rather than political in nature 

make no changes in the team for the time being. The same 
was true of the ministry as a whole 

the government may have different views of Ecuadorian 
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national interests 

he said. Molestina is leaning toward hosting the 
negotiating round in June 

decision. End Summary. 


2. Econcouns requested the meeting with Molestina in order 
to establish a relationship and gather initial impressions. 

After exchanging pleasantries 

enjoyed good relations with the U.S. He was a good friend 

of one former ambassador and has an apartment in New York 
where his wife has family. 


3. Molestina said the GOE will continue to negotiate an 
FTA 

the Ecuadorian negotiating team. Of course 

new government may have different views of Ecuadorian 
interests and thus may take different positions in the 
negotiations than the previous government did. 


4. Econcouns took advantage of the very positive atmosphere 
to mention the need to work together on labor reform and 
resolution of commercial disputes 

problem. Molestina agreed 

report on the Oxy issue in order to bring himself up to 

speed. 


5. As Econcouns waited outside the MinisterVs office 
Ecuadorian Chief negotiator Cristian Espinosa and his close 
advisors came out of the office. They said Molestina had 

just told them they would continue in their positions. They 
seemed quite upbeat. Espinosa told USAID later in the day 
that he considered himself Won a trial basis\" with the 
government. The government would be looking hard at whether 
it wanted to keep him on 

whether it was worth staying 

would take. 


6. We are not so sanguine. Molestina\'s statements to the 
press certainly raise concern. He is saying that Ecuador 
may wish to open issues which have already been closed in 
the negotiations 

products to compete with Ecuadorian products without tariff 
that the U.S. will have to show more flexibility on IPR 

that Ecuador may wish to delay negotiations or put them on 
hold 

ATPDEA renewal if it doesn\'t sign a FTA. Minister of 
Finance Rafael Correa 
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announced that any FTA will be submitted to the people for a 
vote (an idea most people believe would kill the FTA). 


7. Of course 

than that. Further 

his positions as he becomes more familiar with them. 
Nonetheless 

committed to free trade than was the Gutierrez government. 
We are concerned that Ecuador will now adopt untenable 
positions in the negotiations and then be unable or 

unwilling to move back from them. Some are even expressing 
the opinion that that may be the plan -- to take impossible 
positions and then bl 


2. (C) The Ambassador met with the leading international 
financial institutions (World Bank 

Development Bank 

Ecuador President on April 26 to discuss the rhetoric and 
proposed fiscal policies of the new Minister of Finance 
Rafael Correa. The IFls had met with Correa earlier that day 
and expressed genuine concern about his approach. Correa 
grudgingly acknowledged the error of his initial rash and 
hasty commentary 

Gutierrez governmenti\'s fiscal policies 

unemployment from 8% to 12% and persistent poverty. He 
advocated a more \"activist\" fiscal policy to stimulate and 
protect job growth 

public bank loans. He told the IFIs that the GOE would pay 
its international debts if it Whas the liquidity\". 


3. (C) The IFIs heard Correa out 

that Ecuador\'s historically low inflation is good for all 

sectors of the economy 

proven more effective than protectionism 

discipline was necessary to attract investment. The World 
Bank was particularly cautious because of its pending USD 100 
million disbursement to Ecuador to promote fiscal 
consolidation and competitiveness. The World Bank is coming 
under increasing pressure to review and reconsider this 
disbursement aimed at rewarding past government fiscal 
behavior and 

future discipline he told the Ambassador. Correa 

to have abandoned the possibility of changing the currency 

did not raise the issue of dollarization. 


4. (C) The Citigroup President 
some calming factors. First 
banks. He confessed that investors are nervous 
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is pulling out yet 

commented that the GOE is financially in good shape. lt has 
nine to ten months of cash reserves and is not facing tough 
imminent spending choices - thanks to high oil prices. 


5. (C) The Ambassador held a separate meeting with the 
American Chamber of Commerce Steering Committee about what 
they perceive as the governmentVs anti-U.S. sentiment. The 
Ambassador calmed these fears 

political drama 

security incidents. She felt 

that commercial disputes would be set back 

our GOE interlocutors 

with the disputes and moving on them. The reality 

noted 

all must begin to engage and educate the new players. 


6. (C) The financial players all agreed that the three \"P\"s 
should govern their approach to the new administration. By 
engaging relevant Ministers early and often and promoting 
productive and informative dialogue in a spirit of 
cooperation 

policy and avoiding rash decisions. The Merck Pharmaceutical 
representative had concerns about President Palacio 
predilection for socialized medicine 

already knows President Palacio (a cardiologist) and the 
Minister of Health well and will engage them to help inform 
them about the pitfalls of this approach. 


7. (C) The fact of the matter is that we and the IFIs must 

deal with the new administration 

members to the risks of ill-considered policy options. We 
have advised the IFIs and the private sector to be as 
proactive as they can and to keep us abreast of progress or 
shortcomings. We will continue to follow commercial disputes 
closely. Although President Palacio struck a balanced tone 

in his meeting with the Ambassador on bilateral issues 

others in his administration might not have found the 

religion yet. We will do our best to convert them. 
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4. Purpose of the Program: Post seeks a speaker to address 
ethics issues in journalism. Topics of particular relevance 

to Jamaica are: reporting on scandal 

rumor; objectivity and personal agendas; editorial page 
ethics; ethics and the Internet; special interests buying 
coverage; plagiarism and deception; ethics in reporting 
crime and violence (including photojournalism/visual 
presentation); and boundaries and guidelines. 


Jamaica is a small society. Rumor and speculation 
(presented as fact) circulate fast 

personal opinions of radio talk show hosts and newspaper 
columnists 

interest abound; media figures generally have affiliations 
crossing public and private sectors. Journalists 

old alike 

and distracted by rumor and innuendo. In an increasingly 
competitive media landscape 

pressure to break stories at any cost. Factual and 
objective reporting is often a casualty of all these 
pressures. 


Jamaica will benefit from accurate and fair reporting 

on clear analysis of the facts and with high professional 
standards. While some media houses 

newspaper 

ethics 

speaking CaribbeanVs only journalism training school. The 
proposed speaker program will address this issue and 
sensitize younger journalists and journalism students about 
the importance of ethical considerations. 


5. Audience: Practicing journalists and editors (print and 
broadcast media); youth reporters; students and lecturers in 
journalism and communications. 


6. Proposed topics and nature of events: Workshop 
(consisting of two morning sessions) for practicing 
journalists; lunch with the Media Association of Jamaica 
(influential media bosses); Editors Forum at the Gleaner 
newspaper; meeting with lecturers at the Caribbean Institute 
of Media and Communication (CARIMAC) at the University of 
the West Indies; presentation to a CARIMAC undergraduate 
class; after-school discussion session with teenage 
journalists. 


7. Type of specialist required: An academic from a 
journalism school such as Columbia University Graduate 
School of Journalism 
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Communication at the University of Oregon or the College of 
Communications at California State University 


8. Language: English. 
9. Funding specifics: | Bucks. 


10. Post program officer: Glenn Guimond 

6053; fax: (876) 929-3637; email:guimondg@state.gov. Back- 
up program officer: Emma Lewis 

fax: (876) 929-3637; email: lewisec@state.gov. 


Regards 
Tighe 
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about what happens to the children afterwards 
underscoring the importance of compassionate repatriation. 
UNICEF is concerned that if children are simply repatriated 
without the appropriate social support network 

easily find themselves back in the hands of traffickers. 


Rescue and Repatriation Activity 


4. (C) The number of rescues and repatriations of young camel 
jockeys from Pakistan and Bangladesh increased only slightly 
over the figures reported reftel last week 

of Sudanese children being repatriated to Sudan increased 
significantly. The embassies of the two countries commonly 
believed to have the most underage camel jockeys in the UAE 
) Pakistan and Bangladesh ) reported 10 and zero cases 
respectively. \"The numbers are not what they should be 
Pakistani Embassy source told Pol Chief on April 27. The 
Pakistani Embassy 

jockeys of Pakistani origin 

for about 50 children 

been repatriated to Pakistan. Of the latest batch 

four were over 17 years of age but were trafficked to the UAE 
when they were minors. Bangladeshi Ambassador Mirza 
Shamsuzzaman told Pol Chief that neither his Embassy nor his 
Consulate in Dubai has received a single new case within the 
past week. However 

reported a significant increase in Sudanese children being 
repatriated to Sudan. From an average of 10 children a day 
before the new law banning child camel jockeys went into 
effect March 31 

since March 31 has increased to 26 boys per day 
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of whom are actually returning home (see ConGen Dubai 
Septel). 
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(SAFE) 

of States Bureau of Diplomatic Security that the employee 
has undergone equivalent security training. The contact 
for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for 
any traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates 
the threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat 
mail have occasionally targeted U.S. diplomatic missions 

in New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of Auckland 
Christchurch and Wellington 

especially aware that street crime 

pickpockets 

Common sense precautions should be taken 

night 


e. (SBU) Generally 
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significant role in the world drug situation; however 

evidence indicates that New Zealand has been utilized as a 
transit point for shipments of Ecstasy 

to Australia. The most abused drugs in New Zealand are 
locally produced methamphetamine and cannabis. There have 
been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally 

safe at all times of the day; however 

should use common sense precautions so as not to become a 
target of opportunity. 


ϱ. (U) The traffic situation in Auckland can be difficult 
with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. (SBU) Travelers intending to bring and use any USG 
provided electronic or photographic equipment must contact 
the RSO prior to introducing that equipment into the 
Chancery. Personal electronic or photographic equipment 
is not permitted in the Chancery. Only in severely 

limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular telephones 
and to securely safeguard classified or sensitive 
information at the Chancery and not at hotels or 
residences. 


j. (U) Visitors should also be aware of the State 
DepartmentVs Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


k. (U) In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 
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meeting will be at the May 21-23 World Economic Forum Dead 
Sea 

project itself will begin. End summary. 


\"No Onevs Interests Harmed\" By Final Language 

2. Jordan Red-Dead lead negotiator Zafer Alem 

General of the Jordan Valley Authority 

April 20 that the long-stalled TOR had been signed late on 
the 19th after \"compromises\" were made to break the 
deadlock. The sticking point had been on referring to the 
Palestinian Authority as a \"party\" or a Vbeneficiary party. V" 
Alem said that the final agreement makes an initial 
reference to all three parties as \"beneficiary parties 

uses looser terms such as \"stakeholders\" at other parts of 
the agreement. Alem added that \"no one\'s interests are 
harmed\" by the language used in the final version. 


3. The Israeli concern has been that referring to the 
Palestinian Authority as a \"party\" to Red-Dead might be seen 
as expanding Palestinian Authority rights on other water 
issues between Israel and the Palestinians. On their part 

the Palestinians wanted to participate in Red-Dead only as a 
full partner. Until the compromise language was agreed to 
this sticking point was enough to create a logjam 

Jordan\'s strong interest in seeing the Red-Dead project move 
forward. 


Next Step is Presentation at WEF 

4. With the deal signed and V'each page initialed 

according to Secretary General Alem 

Red-Dead coming-out party at the May 21-23 World Economic 
Forum (WEF) Dead Sea 

on the schedule. With the deal set 

in attendance at the WEF 

especially Jordan 

pitch for financing for the multi-billion dollar project. 


Cost/Benefit and Environmental Impact Uncertain 


5. The feasibility study is intended to produce the 
necessary economic and scientific data on the engineering 
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environmental impacts and cost of the mammoth project. \"Red- 
Dead\" would be a canal and pipeline that would draw in 
seawater from the Gulf of Aqaba and pump it up to a height 
of slightly over 300 feet above sea level. From that point 

the water would flow downhill by gravity across Wadi 
Araba/Arava Valley towards the Dead Sea. At roughly 1200 
feet below sea level 

pass through a hydropower station where electricity would be 
generated by the downward-flowing water. The water itself 
would then enter a desalination plant 

desalinate hundreds of millions of cubic meters of water for 
domestic 

brine produced as a by-product of the desalination process 
would be piped into the Dead Sea to arrest the Dead Sea\'s 
rapid fall. 


6. Comment: Jordan\'s enthusiasm for the project is driven 
less by а concern for the water level of the Dead Sea than 
for the valuable desalinated water that would be produced. 
Both the economics of this massive infrastructure project 
and its environmental impact 

chemistry of the Dead Sea itself 
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what the GOI had done to respond to the Secretary\'s request 
to ease the everyday life for Palestinians. Mofaz replied 
that he had received a paper from President Abbas listing 
desired steps 

or most of them.\" He claimed that COGAT (the MOD\'s 
Coordinator for Government Activities in the Territories) has 
been responsive to recent Palestinian requests 

extending hours and beginning night operations at crossing 
points 

providing freedom of movement for Palestinians VIPs 
easing border-crossing procedures in Gaza. Mofaz insisted 
that the GOI is \"ready to do more\" in these areas. 


3. (C) Mofaz stressed that the GOI wants to see the PA take 
parallel moves on the \"main issue\" of security 

believe the Palestinians V'have the courage or the power to 
deal with Hamas or the heads of the terrorist organizations.\" 
In Mofaz\'s assessment 

services consists of \"lots of planning but no results.\" 
Deputy NSA Abrams agreed that progress has been slow 
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noted the significance of President Abbas\'s intention to 
retire many senior PA commanders. Mofaz cautioned that 
terrorist groups have gained strength since the IDF pulled 
back from Palestinian towns. He said that the PA is not 
moving quickly enough to implement the Sharm al-Shaykh 
agreement and build trust 

of the 271 Palestinian attacks that took place following the 
Sharm al-Shaykh summit. He also noted what he called the 
PA\'s inability 

the firing of over 100 mortar rounds at Gush Katif on April 
9. Mofaz warned that a repetition of these attacks or 
similar major event V'could stop all of the dialogue between 
us and the Palestinians 

necessitate IDF action in Gaza. 


4. (C) In response to a question by Deputy NSA Abrams 
said the GOI had provided threat information and names of 
terrorists to the Palestinians 

resulted in any action. He claimed that when Israel 
identified the individual responsible for smuggling four 
surface-to-air missiles into Gaza 

suspect but made no arrest. According to Mofaz 

security force uncovers smuggling tunnels while another 
(military intelligence) does the smuggling. 


5. (C) A/S Welch told Mofaz that during a meeting on April 20 
President Abbas had listed three steps that would assist him 
to consolidate political support: equipping the PA security 
services with weapons 

deploying the Badr brigade from Jordan; and -- most 
importantly - releasing additional prisoners from Israeli 

jails. Mofaz replied that all three issues could only be 
addressed by the cabinet. He stressed that he would not 
recommend allowing the PA to import new weapons 

his belief that the Palestinians suffer from structural 
logistical 

appear to be stuck іп a V'do loop" construct 

circle 

until the PA action on security and the Palestinians claim 
they cannot take action until they receive assistance. 


6. (C) Mofaz insisted that the Badr brigade would become 

V part of the anarchy\" if removed from direct control of the 
Jordanian forces. He said that he had asked the Jordanians 
to consider training PA personnel instead 

outside interference would merely relieve the PAVs security 
forces from responsibility and further complicate the reform 
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process. On prisoners 

900 releases in two stages. He expressed confidence that the 
last 400 of these prisoners would eventually be released 
noted that the problems with fugitives and the recent barrage 
of mortar attacks made it difficult for the GOI to make 
concessions. 


7. (C) A/S Welch asked Mofaz whether it would be accurate to 
say that the GOI has already taken certain steps 

others 

Admitting that VI! hope we have better news in the next 
meeting 

GOI continues to take new steps to ease restrictions on the 
Palestinians. He added that he still believes that V'there is 

a chance to move forward with the Palestinians 

the PA\'s willingness to coordinate disengagement the V'main 
test." 


8. (C) A/S Welch categorized security reform and coordination 
of disengagement as the two key tests facing the PA. He 
noted that on April 20 PA officials had discussed their plans 
for security reform and for assuming responsibility for Gaza 
settlements and for the four West Bank settlements that will 
be vacated by Israel as part of the disengagement plan. The 
Palestinians also appeared more organized in their other 
plans for disengagement than they earlier appeared 

A/S Welch and Deputy NSA Abrams mentioned that Special Envoy 
for Gaza Disengagement James Wolfensohn would arrive in 
Israel on May 2 to coordinate non-security aspects of the 
process. 


9. (C) Mofaz acknowledged that the Palestinians now 
understand that they should coordinate disengagement. He 
said that he would discuss security issues with PA Minister 

of Civil Affairs Muhammad Dahlan late on April 21 

PM Shimon Peres would meet with PM Ahmad Qurayav on civil 
issues. General Ward and Deputy NSA Abrams urged the GOI to 
also work with Interior Minister Nasir Yusif 

failure to deal with the MOI might undermine Yusif. Mofaz 
demurred 

the coordinator 

to on his team 

the individuals capable of producing results. Mofaz claimed 
that Yusif has never produced results and does not command 
the allegiance of security personnel in Gaza. 
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Fugitive Issue Key to Progress on Handover of Cities 


10. (C) Mofaz stressed the importance of dealing with 
Palestinian fugitives 

over control of additional towns if this issue is resolved. 

He insisted that first Dahlan 

Yusif 

terrorist activity 

and remain in their current locations. Mofaz complained that 
the PA is integrating the fugitives into the Palestinian 
Security services 

terrorists of yesterday to be in charge of security today. 

He cautioned that if the fugitives continue to be involved 
with terrorist activities 

Ward asked about the status of joint Palestinian and Israeli 
efforts to resolve this issue. Mofaz replied that he and 
Dahlan would address the issue on April 21. 


11. (U) A/S Welch and Deputy NSA Abrams have cleared this 
message. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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on its front page: \"Hu Jintao will meet with Lien Chan 
and will propose to offer a Closer Economic Partnership 
Arrangement [with Taiwan]. The centrist \"China Times!" 
carried a banner headline on its page four that read: 
\"Lien will fly to Beijing today and will meet with Hu 

Jintao tomorrow.\" The sub-headline added: \"Peace and 
trade will be the focus of [Lien-Hu] meeting. Itis 
expected that Hu will offer a concrete response to the 
idea of [establishing] a "common market across the 
Taiwan StraitV and will agree to Taiwan\'s bid to join 

the WHO in a private capacity. TaiwanVs biggest 

daily 

meantime carried a news story on its second page that 
quoted President Chen Shui-bian as saying that he hopes 
Beijing will take TaiwanVs existence seriously and 
believes that Taiwan and China will move further apart 

if China seeks to play a dual role as both a \"mediator\" 
and a \"punisher.\" 
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2. A VLiberty Times! editorial continued its strong 
criticism of LienVs trip and said Lien 

with Hu 

all its missiles aimed at Taiwan and abolish the Anti- 
Secession Law. It would be a true journey of peace and 
Lien would be a true follower of Sun Yat-sen if he does 
that 

said 

\"United Daily News!" editorial 

called the meeting between Lien and Hu tomorrow a 
critical opportunity that happens only once in a 

lifetime. The editorial called on both Lien and Hu to 
work and create a common prospect" for both sides of 
the Taiwan Strait. An op-ed in the centrist China 
Times\" discussed the U.S. role in cross-Strait 

relations and concluded that the U.S. influence on both 
sides is increasing rather than diminishing. End 
summary. 


A) \"[If] Lien Chan Fails to Accomplish [His] Historical 
Achievement 
People on Both Sides of the Taiwan Strait" 


The pro-independence V'Liberty Times" [circulation: 
800 


V. Lien\'s mentioning about [KMT founder] Sun Yat-sen\'s 
will of "peace 

China trip] was not only a result of confusion of time 
and place but also of values. Today 

are two separate countries. Regardless of the question 
whether China needs to be "saved 

nothing to do with the Taiwan people even if China 
needs to be saved. In particular 

chief offender that has created the severe situation 
across the Taiwan Strait 

Taiwanv rather than "save China.V In other words 

to save Taiwan from being intimidated by China\'s 
dictatorship; how to save Taiwan\'s economy from being 
dried out by China; how to save Taiwan people\'s 
democratic and free lives from being sabotaged by 
China 

from being violated by China are the issues that need 

to be resolved as a top priority. Since Lien touted 

his China trip as a ‘journey of peace\' and he was 
promoting the peaceful will of Sun Yat-sen 

then justly and fearlessly protest to Chinese leader Hu 
Jintao about [Taiwan peopleVs displeasure] 

that China destroy all the missiles that it deployed 

and aimed at Taiwan and abolish the Anti-Secession Law 
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which authorized it to use force against Taiwan. Only 
by doing that can Lien can his trip a real journey of 
peace and himself a true believer of Sun Yat-sen 

is simply a political liar. .\" 


B) Tomorrow" Lien-Hu Meeting: Not to Miss this 
Critical Opportunity Once in a Lifetime! V 


The pro-unification V'United Daily News!" [circulation: 
600 


V. Therefore 

Strait who have a mind to [improve cross-Strait 
relations] 

of [KMT Chairman] Lien Chan\'s China trip despite its 
seemingly glorious appearance. The difficult part of 
the issue lies in: Taiwan cannot possibly find a way 

out for the island by neglecting mainland China 

China cannot resolve the Taiwan issue by adopting the 
measure that would destroy both sides indiscriminately. 
Lien said he hopes he could find a prospect for people 
on both sides of the Taiwan Strait. What he meant was 
that it must be a prospect for Taiwan and for mainland 
China 

people of both sides of the Taiwan Strait.V 


\"During his first two dayVs trip 

started a very cautious probe. The Beijing 
authorities 

positive leeway and response. . 


\"In an attempt to resolve the “severe impasseY across 
the Taiwan Strait as referred to by Lien 

should have greater tolerance while Taiwan should learn 
to be more coherent. Only this way can both sides of 
the Taiwan Strait build a peaceful and stable framework 
for interactive development. Lien\'s probe may be 
implicit but his intention is very clear. Now it all 

depends how [Chinese President] Hu Jintao will respond 
at his meeting with Lien tomorrow. HuVs response is 
not addressed to Lien alone 

common prospect for both sides of the Taiwan Strait. V 


C) \"U.S. Role Remains in Cross-Strait Relations V" 
Chen Chung-chih 
Prospect Foundation 


\"China Times" [circulation: 600 


V. Forthe United States 
signals since last year-end hoping that both sides 
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could resume dialogue. In the face of the stalemated 
cross-Strait relations 

best way is to have both sides of the Taiwan Strait 
engage directly in a dialogue. Thus 

United States is playing the role as an invisible but 
solid mediator that proactively pushes both sides to 
resume talks. 


VBut such a role played by the United States started to 
change early this year; namely 

party [of Taiwan] strongly criticized the opposition 
leadersY trips to China 

clearly indicated a supportive attitude 

that some Taiwan individuals recent trips to China are 
a positive step. In other words 

Washington's attention lies in how to make Beijing and 
Taipei maintain a channel for dialogue and adopt 
measures that are acceptable for both sides and 
effective for alleviating tensions across the Taiwan 
Strait. 


\"Thus 

dialogue 

front line and will return to its original role of the 
mediator behind the scene. Washington\'s gradual hands- 
off attitude was evident in its response to former 
President Lee Teng-huiVs recent remarks. The United 
States clearly turned down an offer by Lee that said 
“the appropriate venue for negotiating cross-Strait 

ties lies is the United States 

addition 

resolve cross-Strait tension is to resume dialogue 
directly and that the United States welcomes any steps 
that would help achieve such an objective. Moreover 
Washington said that it does not rely on the United 
States to solve all these problems. . 


Y. If our government mishandles the opposition leadersV 
trip to China 

opportunity to be able to take the initiative in 

improving cross-Strait ties but will also likely spoil 
Washington\'s hard efforts in pushing for both sides of 
the Taiwan Strait to resume dialogue. From this 

can say] the United States\' influence on both sides of 
the Taiwan Strait is increasing rather than 

diminishing. How can Taiwan not act carefully [with 
regard to the U.S. role and cross-Strait relations] ?V" 
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well as popular talk show host and Taiwan Solidarity Union 
(TSU) supporter Wang Ben-hu that their activities on April 26 
were under investigation. Police have charged Democratic 
Progressive Party (DPP) legislator Wang Shih-chien with 
instigating the violence and DPP legislator Hsu Kuo-yung and 
TSU Caucus Leader Lo Chih-ming with fueling the clashes. Lo 


SIPDIS 

Chih-ming resigned as TSU Caucus Leader and Minister of 
Interior Su Jia-chyuan offered his resignation 

refused by Premier Hsieh. Both ruling DPP and TSU leaders 
formally apologized for the violent actions of their 

supporters. In his apology 

vowed to discipline any party members or public office 
holders found to have engaged in unlawful activities. 


3. (SBU) Several members of the ethnic Mainlander Bamboo 
United Gang caught on camera violently beating Pan-Green 
demonstrators were also detained. Leaders of the 
pro-unification KMT New Party faction 

demonstrators to the airport 

Bamboo United Gang 

anti-DPP clashes after the March 20 

election. New Party Chairman Yok Mu-ming 

publicly embarrassed when a photograph of him at the airport 
with well-known Bamboo Gang leader Wang Lan surfaced in the 
press. 


4. (SBU) Comment: The violence that erupted over LienVs 
visit is particularly damaging to the DPP government 

has tried in recent days to portray the Lien visit in a 

positive light 

over the violence in Taiwan has overshadowed the local 
coverage of the early stages of the Lien visit 

protests could stoke additional animosity between Pan-Green 
and Pan-Blue camps in the LY. Images of the CKS airport 
violence broadcast worldwide on April 26 also handed the PRC 
a propaganda coup 

unstable. The CKS scenes 

reinforce pressure from a public tired of unification and 
independence extremes to move to the pragmatic middle ground 
in support of the status quo. President ChenVs quick 
condemnation of the clashes suggests he might try to use 
public revulsion to claim he is seeking moderation and 
cooperation with the opposition after Lien returns from 

Beijing. 
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emergency ordinance fulfilling its campaign promise to 
implement flat personal and corporate tax rates effective 
January 1 

tax as a method of attracting foreign investment 

job growth and remaining competitive as Romania approaches 
EU membership in 2007. Excluding Georgia (12 percent) 

flat tax on corporate profits is the regionVs lowest. 


6. (U) According to common economic wisdom 

of a flat tax should cause a dip in income tax revenues for 
a time before showing a rise. The data from the first 
quarter of 2005 show glimmers of this. For example 
expected decrease in revenues from individual tax payers was 
evident 

considering the ten percentage-point average drop in 
personal tax rates due to the flat tax. The possibility 
however 

being paid into the GOR\'s coffers in 2005 make the picture 
too uncertain to make any explicit linkages to the flat tax 

at this point. 


Government Clamp-Down on Tax Dodgers 

7. (U) A third element in increased 2005 revenues is 

probably the \"fear factor.\" President Basescu has made the 
fight against corruption a matter of national security and 

the GOR has initiated a flurry of investigations against 
high-profile \"businessmen.\" Pragmatism also drives the anti- 
corruption strategy 

spending requirements in preparation for EU membership in 
2007 and lower tax rates must necessarily go hand-in-hand 
with increased tax enforcement. 


8. (U) To this end 

making tax evasion equivalent to a felony crime. This 
legislation 

Legal Commissions 

a clear sliding scale 

court interpretation. Penalties increase based upon the 
amount owed. Three to ten years of prison is prescribed for 
those owing at least EURO 10 

owing at least 100 

owning at least 500 

at least EURO 1 million; and 3 to 15 years for those making 
illegal VAT reimbursements. Persons barring fiscal 
authorities from inspecting corporate property would be 
punished though jail terms ranging from six months to three 
years. 


9. (U) When the Senate Commissions complete their debates 
the draft law will arrive in the two houses of Parliament 
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for further debates and revisions. Once the law is passed 
it would normally come into force within thirty days 

the Parliament decides upon a longer transition period. 


U.S. Department of the Treasury Advisors Propose Changes 
10. (SBU) Romania welcomes USG ideas on how to move from the 
theory of tax collection to practical methods of 

enforcement. Members of the U.S. Department of the 
Treasury\'s Office of Technical Assistance from March 28 to 
April 8 

of collecting tax revenues. The team identified ways to 
increase tax receipts quickly by improving the collection 
process. Suggestions included sending letters to delinquent 
tax payers threatening seizure of property for nonpayment 
focusing GOR resources on the highest monetary value cases 
expanding the use of installment agreements and ceasing to 
waste efforts on unsalvageable cases. More ambitious ideas 
include legislative changes to limit taxpayer ability to 

contest minor government errors and the augmentation of MOF 
authority to seize assets and proceed against managers 
responsible for non-payment of taxes of a legal entity. 


11. (SBU) MOF Secretary of State Sebastian Bodu who heads up 
the Agency for Fiscal Administration (AFA) concluded that 
the GOR could implement some of the recommendations 
although he rejects installment payments in a nod to the 
IMF\'s more conservative fiscal policies. Mr. Bodu is most 
concerned 

that persist throughout the fiscal administration agency 
and is frustrated with his inability to clean house due to 
restrictions on firing civil servants. He hopes to create 

an internal investigation unit 

enforcement officers 

employee malfeasance. If created 

authority to arrest those suspected of corruption. 


Comment 

12. (SBU) Post is encouraged by the preliminary three-month 
tax collection data 

necessary to formulate a solid opinion on sustainability and 
the true full effect of the imposition of the flat tax. In 
addition 

March which raised taxes on banking interest 

and real estate gains beginning in the second quarter. A 
number of excise taxes also increased on April first. Thus 
three to six months of additional data are needed to come to 
meaningful conclusion. Nonetheless 

optimistic that revenues will continue to climb since 
Romania seems to be in a solid growth mode. 
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13. (SBU) An even larger problem looming for the GOR 
however 

corruption within the AFA. This will continue to impede tax 
collection efforts until Mr. Bodu is given the necessary 

tools for reform. Post recently held an interagency brain 
storming session to identify ways to assist the AFA and 
offer training and suggestions; several ideas were proposed 
and their feasibility is currently being investigated. 
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and promise not to associate with human rights activists 
after their release from prison. Ha said that she has 
discussed this offer with her husband 

accept it. She reported that Toan\'s family indicated to her 
that Toan has agreed to distance himself from other 
activists. As a result 

reduction\" of his sentence is likely soon 

may be possible in the next amnesty on VietnamVs National 
Day 


2. (C) Ha reported that Son continues to have a skin tumor 
developing on his nose. Prison authorities recently 
transferred Son to a hospital in Hanoi for treatment of the 
tumor. He requested that his family be allowed to visit him 
in the hospital before the treatment. When authorities 
refused 

Ha said that 

does not believe it is dangerous. 


3. (C) Ha also reported that she has been in contact with the 
family of imprisoned activist Nguyen Vu Binh. Binh\'s family 
has not been contact by authorities with an offer of 

leniency 

likely soon. 

Marine 
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over the upcoming V'May Day weekend. Moreover 
allies in her coalition are harshly critical of the joint 
mechanism. For their part 

wants to sign but will not publicly V'say yes\" if there is a 
chance the GSL will publicly \"ѕау пол” Brattskar 
underlined that all of the substantive and textual 
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differences have been resolved. What remains is the 

political question of whether to sign. Even if both sides 

agree to go forward 

\"signing\" will be problematic. The document would likely 

be signed by the LTTE Peace Secretariat. On the government 
side 

Secretariat chief Jayantha Dhanapala would not sign. 
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Rather 

have some responsibility for implementing the mechanism. 
Brattskar said he doubts there would be an actual joint 
ceremony. Rather 

Kilinochchi for a signature and then bring it back 

down for the same in Colombo. 


4. (C) Brattskar agreed with the ChargeVs assessment that 
the public campaign against the mechanism and against the 
Norwegian facilitators had become extremely ugly in recent 
days (although knocked off the April 28 front pages by 
coverage of a serious rail accident); the local press was 
becoming subsumed in the issue of who first came up with 
the idea of a mechanism. (Examples: A number of editorials 
have cast the mechanism as something being imposed by the 
Norwegians 

negotiations facilitated by Norwegians 

must accede if it wants to receive donor assistance. The 
Patriotic National Movement (a JVP front) plastered city 
streets with a particularly gruesome image - the photo of a 
slain public servant 

lunch 

tiger terrorists who murdered Mr. Kallanathan (who was then 
a Director in the Ministry of Vocational Training for the 

North and East) while having his meal 

The right-wing Buddhist Monk party 

(JHU) 

criminal and terrorist." During an April 27 meeting with 
Polchief 

having seen the draft of the joint mechanism agreement 
would confer status and legitimacy on the LTTE and provide 
a means for direct payments to the LTTE 

use to purchase weapons.) 

5. (C) Brattskar said that Norwegian Deputy Foreign 
Minister Helgesen probably would be interviewed on BBC 
April 28 from Oslo and would make the point that the GSL 
and the LTTE both had 

recognized the need for some sort of joint arrangement and 
that Norway had been facilitating a Sri Lankan initiative 

not imposing its own ideas. Brattskar said Helgesen also 
might make the point (as Brattskar has been doing) that 
much of the criticism of the mechanism is misguided since 
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it implies that 

will be initiating a process of consultation with and 
outreach to the Tigers. “Тһе government crossed that 
bridge with the cease-fire agreement 

the joint mechanism founders 

be time for the Norwegians to seriously reconsider whether 
they should continue the facilitation effort since 

a mechanism 

the peace table. Brattskar said the early June timeframe 
for a co-chairs meeting in Washington would be perfect 
since V'we may have to have some serious discussions." 
ENTWISTLE 


31633 

31634 

31635 

international pressure 

in Vietnam." Kiet acknowledged that his own elevation to 
Archbishop required approval by the GVN 


3. (SBU) Addressing to Vietnam\'s new Ordinance on Religion 
and its implementing Decree (Refs. A and B) 

said that opportunities for religious organizations appear 

to be V'more open 

any activities that would test the new legal framework. The 
Ordinance provides enhanced opportunities for the Church to 
conduct charitable activities. In a meeting with Prime 

Minister Phan Van Khai shortly after being named Archbishop 
Kiet had \"insisted\" on the engagement of the Church in 
education and healthcare activities. Currently 

allowed to operate kindergartens and small \"health 

stations" The PM responded that the Church is now approved 
to engage in healthcare activities. However 

Kiet 

permission to open a charity clinic 

two weeks ago. The Ambassador commented 

Kiet agreed 

officials moving more slowly than Hanoi. The Ambassador 
pledged to raise this matter with the Minister of Health. 


4. (SBU) Archbishop Kiet discussed positive developments in 
the Church\'s ability to train seminarians. The Hanoi 
Seminary will for the first time begin classes yearly this 
September 

expand at a new site near Hanoi. Previously it had been 
restricted to new classes every other year. No other 
seminaries have been authorized to hold yearly classes 
however. The Hanoi Seminary now has 240 students enrolled 
in its seven-year course 

year. The Church hopes to open two new seminaries: first in 
the south 
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been set. 


5. (SBU) Despite the improvements 

frustration about Government controls creating an imbalance 
of priests. The Hanoi Seminary must train students from 
eight dioceses 

Vinh 

larger 

priests per diocese each year 

Obtaining GVN approval for priests to be ordained after 
their graduation is now \"rather easy 

has not yet requested moving priests from the south to the 
north 

to allow this 

year.\" Kiet also noted the Church has a number of 
outstanding disputes over property seized by the State 
said these will be \"very difficult to resolve. V 


6. (SBU) Turning to Vietnam\'s relations with the Vatican 
Archbishop Kiet said that the Holy See V'would like to 
establish official relations\" (Ref C). In the Church\'s 

view 

gestures by offering condolences upon the death of Pope John 
Paul Il and congratulations on the appointment of Benedict 
XVI. The VaticanVs annual delegation to Vietnam has been 
delayed by events in Rome 

The Church hopes that Cardinal Sepe 

Evangelization of Peoples 

delegation. (Note: Previous delegations have been headed by 
Vatican Deputy Foreign Minister Pietro Parolin - Ref D. End 
Note.) Furthermore 

Religious Affairs intends to send a delegation to Rome for 
discussions. Nonetheless 

the formal establishment of ties would depend on V'the 
international situation 

and the situation of the Church in China. 


7. (SBU) In a separate meeting on April 19 

Europe Deputy Director Ngo Tien Dzung told Poloff that the 
GVN has \"received warmly\" twelve delegations from the 
Vatican since the V principles of their interaction" were 
defined in a 1990 agreement. The Vatican has V'sometimes 
respected these principles 

Specifically 

with the GVN before naming bishops and archbishops. For 
example 

Minh City to be a Cardinal in 2004 without consulting with 
the GVN first. (Note: Archbishop KietVs appointment was 
approved in advance with the GVN 

than ManVs that did not receive GVN approval. In the past 
the Vatican and GVN had disputes over some nominations 
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however 

years. End Note.) Dzung explained that the GVN has a 
\"difficult history" with the Vatican 

our independence." The establishment of formal relations 
was not raised during a recent meeting between National 
Assembly Foreign Relations Committee Chairman Vu Mao and 
Vatican officials in Rome 

(Note: President Tran Duc Luong was quoted in media reports 
earlier this year as saying that 

timing to officially establish diplomatic relations between 
Vietnam and the Vatican" - Ref E. End Note.) 
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with Israel and the U.S. 


HaVaretz reported that the Quartet\'s special envoy to 

the disengagement plan 

James Wolfensohn 

weekend for his first visit in his new role. 

Wolfensohn will meet with Vice Premier Shimon Peres to 
discuss coordination of various civilian aspects of the 
planned withdrawal from Gaza and the northern West 
Bank. The newspaper reported that Vice Premier Shimon 
Peres met Wednesday with A/S David Welch. According to 
HaVaretz 

sector investments in the territories 

the economic and security problems raised by the 
opening of the Palestinian port in Gaza. Peres 
emphasized the importance of preserving the unified 
customs umbrella over Israel and the PA. HaVaretz and 
Jerusalem Post say that Peres told Welch about his 
efforts to get the Netherlands to market flowers grown 

by farmers in Gaza. 


HaVaretz reported that the PA will set up special 
courts that will determine the ownership of land to be 
evacuated by Israel. 


Maariv reported that the IDF has recently decided to 
set up a wall in Hebron to divide between the 
Palestinian and Jewish residents of the city. 


Leading media cited a Rand Corporation study that 
proposes to lay the groundwork for long-term 
development of a Palestinian state. The study 
recommends linking major Palestinian cities in the West 
Bank and Gaza 

line. The estimated cost for the first 10 years of 
operation is about USD 33 billion 
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of that amount to build the rail and roads. 


Yediot cited a Washington Post report as saying that 
Syrian intelligence agents in Lebanon have moved to 
other addresses and continue to intervene in that 
country's economic and political matters. 


HaVaretz reported that the Anti-Defamation League (ADL) 
has come out against Haifa University Prof. David 
Bukay 


Military correspondent Amir Rappaport wrote in popular 
pluralist Maariv: V'The ... message [of the United 
States\' forthcoming sale of bombs to Israel] is 

directed thousands of kilometers eastwards -- at Iran." 


Block Quotes: 


VA Clear Message to Tehran!" 


Military correspondent Amir Rappaport wrote in popular 
pluralist Maariv (April 28): V The Pentagon\'s 
announcement Wednesday that it has decided to sell 
Israel Vbunker-bustingY bombs is meant for Congress 
which is supposed to approve the sale. The real 
message is directed thousands of kilometers eastwards - 
- at Iran.... The Iranians are supposed to understand 
those are bombs that can indeed hit underground 
commands and nuclear installations. But they also 
know 

whether they will grant Israel a military option to 
eliminate their nuclear program in a preemptive 
strike.... Fascinating moves will undoubtedly occur in 
the chess game that will end either with an Iranian 
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renouncement of the bomb 

nuclear bomb that will threaten Israel. Meanwhile 
another important lesson can be drawn from the present 
U.S. move: security and strategic interests between the 
two countries remain strong 

relations between the Pentagon and the Israeli Defense 
Ministry.... In this case 

prevailed over poor relations at the personal level." 


Independent 

if there is some logic in the American position 

asks that Israel not save the shaky Damascus regime 
through negotiations 

initiatives.\" 


Block Quotes: 


\"Withdrawal From Occupied Territory\" 


Independent 

28): \"The Syrian evacuation [of troops from Lebanon] is 
the victory of a surprising and rare awakening of 

public opinion in the region 

the reverberations being felt for the last two years in 

the region 

launched a war that toppled Saddam Hussein\'s regime in 
Iraq.... Lebanon will now face a triple challenge: 

electing a president 

will not be a Syrian puppet; putting an end to the 
military character of the Hizbullah and turning it into 

a political movement; and sending troops to the 
Lebanese-Israeli border to foil terror. If Lebanon 
succeeds in these challenges 

character of the northern arena. If indeed the 

Hizbullah threat is removed and the policies -- in 

effect 

have to prepare for negotiations with Syria on the 

basis of UN Security Council Resolution 242 for the 
return of the Golan Heights. Even if there is some 


Column 3 

logic in the American position 

not save the shaky Damascus regime through 
negotiations 

initiatives. When there is a new regime in Damascus 
Israel will be one country closer to completing the 
ring of peace around it -- an external ring that will 
also require an end to the conflict with the 
Palestinians. The spirit of the times sweeps aside all 
those who try to hold onto occupied territories. V" 


Diplomatic correspondent Ben Caspit wrote in popular 
pluralist Maariv: “Тһе Russian presidents visit to 
Israel is indeed historic 

itis also dangerous. V 


Correspondent Ilya Krichevsky wrote in conservative 
Russian-language Vesty: V'Relations between the Russian 
President and the Israeli Prime Minister will obviously 
remain cordial 
their countries will probably not improve after this 
historic visit. V 

Block Quotes: 


1. Doctor Vladimir and Mr. Putin!" 


Diplomatic correspondent Ben Caspit wrote in popular 
pluralist Maariv (April 28): \"Outwardly Ariel Sharon 

will show a great deal of respect for Doctor Vladimir 
but inwardly he is very critical of Mr. Putin. The 
Russian president\'s visit to Israel is indeed historic 
dramatic and important 

Perhaps history will indeed repeat itself and Russia 
will soon revert to what it once was: the official arms 
supplier for the Arab and Muslim world 

Israel's benefit. On the other hand 

relations between Israel and Russia are the best that 
the two states have ever had. The missile deal with 
Syria was changed under pressure from Israel and the 
shoulder-fired missile deal was cancelled. There is 
considerable chemistry in the relationship between 
Putin and Sharon. In general 

Israel\'s struggle against terrorism. Economic 
cooperation between the two countries is growing apace 
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so the cup is also half-full 

Apart from that everything is as usual. Behind the 
scenes a drama has been unfolding. It is not simple 
and it is much more interesting than the official 
ceremonies. A quarter of the population of Israel 
speaks Russian. Recently Putin has been leading an 
effort to stop Russian immigration to Israel by 
improving the conditions of the Jews in Russia 
creating the semblance of freedom 

flourishing of Jewish culture and a war on anti- 
Semitism.\" 


Il. \"A Friendship Without Conferences\" 


Correspondent Ilya Krichevsky wrote in conservative 
Russian-language Vesty (April 28): \"Relations with 
Russia are very important to Israel. ... PutinVs visit 
has been called historic ... without ... exaggerating 

the significance of the event. This is the first 

official visit of a Russian leader to Israel... 

However 

Israel does not hide its disappointment with Russia\'s 
foreign policy -- arms sales to Syria and the ongoing 
participation of Russian experts and facilities in 
executing Iran\'s \peaceful\' nuclear program. Should 
Ariel Sharon succeed in using his exceptionally cordial 
relations with Vladimir Putin in order to balance this 
policy 

dubbed historic from two aspects -- from the point of 
view of protocol as well as the improvement of the 
situation in the region. But ... there are not many 
chances for such a development.... Putin\'s image and 
relations with Americans and Europeans аге ... rather 
a secondary issue for the Israelis; it's much more 
important to explain Israels position to [Russia] as 
one of the Middle East peace process\'s co-sponsors and 
to neutralize activities which might harm IsraelVs 
security. A personal friendship may not suffice to 
achieve this goal. ... Relations between the Russian 
President and the Israeli Prime Minister will obviously 
remain cordial 

their countries will probably not improve after this 
historic visit.\" 
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TITLED \"A TECHNOLOGICAL JEWEL UNDER HIGH SURVEILLANCE\" REA 
LEARN: \"INDUSTRIAL SPYING EXISTS 

INTELLIGENCE. WHOSE BRANCH IN TOULOUSE IS MAINLY PREOCCUPII 
WITH THE JOB OF IDENTIFYING "ECONOMIC INTELLIGENCE AGENTS\' М 
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HAVE INFILTRATED TOULOUSE. THE AMERICAN CONSULATE HAS FOR 
LONG TIME BEEN A TARGETY OF FRENCH INTELLIGENCE." LE FIGARO 
HEADLINES \"THE WINGS OF EUROPE 

THE A380 IS \"A JUMBO FOR JOBS.\" LIBERATION WHICH HEADLINES 
\"EUROPE FLYING HIGH\" ALSO POINTS OUT THAT POLITICIANS ARE 
USING THE TECHNOLOGICAL SUCCESS OF THE A380 TO BOOST THE 
CAMPAIGN FOR THE YES VOTE ON THE EU CONSTITUTION. (SEE PART 


THE ELECTIONS IN TOGO 
AFRICAN POLICY ARE THE SUBJECTS OF VARIOUS EDITORIALS AND 
COMMENTARIES. (SEE PART C) 


THE CONTROVERSY SURROUNDING THE NOMINATION AND CONFIRMA 
HEARINGS OF JOHN BOLTON AS AMBASSADOR TO THE UN IS VERY MU 
IN THE NEWS TODAY. IN RIGHT-OF-CENTER LE FIGARO CORRESPONDE 
PHILIPPE GELIE TITLES HIS REPORT: \"BUSH UNABLE TO IMPOSE HIS 
CHOICE 

STATE.\" GELIE ENDS ON A SARCASTIC NOTE: \"THE STORY HAS 
UNLEASHED A WAVE OF MEDIA COMMENTARIES IN THE U.S. 
EDITORIALIST SUGGESTING ANOTHER POSITION FOR BOLTON: 
AMBASSADOR TO FRANCE.\" 

IN LEFT-OF-CENTER WEEKLY LE NOUVEL OBSERVATEUR BOLTON'S 
PORTRAIT BY THEIR U.S. CORRESPONDENT IS TITLED \"HIS MASTER\'S 
VOICE\" AND INTRODUCED WITH THE FOLLOWING: WACERBIC 

AND A FANATIC 

THE UN DESPISES THAT ORGANIZATION. A CHOICE TO BRING THE HOL 
DOWN?" 

IN LEFT-OF-CENTER LIBERATION EDITORIALIST JACQUES AMALRIC 
WRITES: WTHE BATTLE IN CONGRESS OVER BOLTON'S NOMINATION 
ILLUSTRATES THE GROWING DISSENSION AMONG REPUBLICANS.\" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
EU - U.S. TRADE RELATIONS - AIRBUS A380 - BOEING 


VWHEN EUROPE HAS A PLAN\" 

PHILIPPE RECLUS IN RIGHT-OF-CENTER LE FIGARO (04/28): 

VAIRBUSVS PLAN WAS TO COUNTER BOEING ON ITS OWN TURF. THE 
SUCCESS OF THE A380 IS INDISPUTABLE AND IS MORE THAN JUST A 
SUCCESS FOR THE AEROSPACE SECTOR. IT HAS BECOME A POLITICAI 
DECLARATION OF FAITH. BUT NOW THE TECHNOLOGICAL SUCCESS MI 
BE TURNED INTO A COMMERCIAL SUCCESS. THIS IS THE NUMBER ONE 
CHALLENGE IN THE OPEN BATTLE WITH BOEING 

PROVE THAT THE FUTURE LIES WITH SMALLER AIRCRAFT. THE SECON 
CHALLENGE LIES IN EUROPE\'S ABILITY TO IMPOSE THE FINANCING 
SYSTEM USED АТ AIRBUS ON OTHER COMMERCIAL VENTURES. HERE , 
THE CONTROVERSY IS PITTING AIRBUS AGAINST BOEING 

RUNS ON PUBLIC FUNDING. THIS BATTLE OF INFLUENCE WILL BE A 
DETERMINING FACTOR FOR THE FUTURE OF THE A380 

OUTCOME WILL ALSO DEPEND ON THE ABILITY FOR EUROPEAN 
POLITICIANS TO SPEAK WITH ONE VOICE ON THE WORLD TRADE SCEN 
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INORDER TO BE HEARD. THE EXAMPLE OF CHINESE TEXTILE EXPORT: 
IS PROVING THEY STILL HAVE A WAY TO GO." 


\"THE SKY\'S THE LIMIT 

PATRICK SABATIER IN LEFT-OF-CENTER LIBERATION (04/28): “ТНЕ 
A380 SUCCESS STORY IS INDEED THE SUCCESS STORY OF A EUROPE; 
ENTERPRISE 

AMBITION OF KEEPING THE U.S. FROM HAVING A MONOPOLY ON THE 
SKIES. STILL 

TECHNOLOGICAL AND COMMERCIAL SUCCESS OF EUROPE CAN ONLY 
OFF IF THE POLITICAL ENGINES OF THE EU ARE FIRED OFF. AIRBUS\'S 
SUCCESS TELLS US WE MUST GO TOWARDS MORE EUROPE 

EU CONSTITUTION CAN DO FOR US. THE A380 WILL BE FACING OTHER 
KINDS OF TURBULENCE 

BOEING. IT IS A TRADE BATTLE 

THIS REGARD 

AN AIRCRAFT WITHOUT WINGS.\" 


AFRICA - TOGO ELECTIONS 


\"IN TOGO 

LEFT-OF-CENTER LE MONDE IN ITS EDITORIAL (04/28): \"THE PEOPLE 
OF TOGO ARE CONVINCED THEY HAVE BEEN SHORT-CHANGED. AS IN 
ABIDJAN 

SPITE OF FRANCE\'S ATTEMPTS TO REMAIN NEUTRAL. THE PRESENCE 
FRENCH ADVISERS DURING THE CAMPAIGN WAS NOTED BY THE PEOP 
TOGO. MORE SERIOUS EVEN WAS THE FRENCH FOREIGN MINISTER\'S 
REMARK THAT THE ELECTION RESULTS WERE “GLOBALLY SATISFACT( 
BARNIER WOULD HAVE BEEN BETTER ADVISED TO FOLLOW THE EXAM 
OF THE AMERICANS AND THE EUROPEANS AND NOT TAKE SIDES.\" 


\"FRANCE\'S COMPLACENCY\" 

GERARD DUPUY IN LEFT-OF-CENTER LIBERATION (04/28): \"CAN THERE 
BE A DOMINO EFFECT IN FRANCE\'S AFRICAN TURF? TOGO 

DVIVOIRE HAVE 

"GREAT FRIENDS OF PARIS.Y FRANCE IS FACING THE SAME IMPOSSIBL 
SITUATION WITH TOGO IT FACED IN COTE DVIVOIRE. NOT INTERVENIN( 
WOULD HAVE BEEN CATASTROPHIC 

DISASTROUS.\" WOLFF 
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of the Hoa Hao faith. They also were fined 26 million Dong (USD 
1 

leader of the unrecognized Hoa Hao Central Buddhist Church 
(HHCBC). (Per reftel 

25 

containing the teachings of Huynh Phu So 

Buddhism 

Vietnamese law 

products is classified as a V'business activity 

licensed by GVN authorities. The brothers had no such license. 
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With time already served 
release in August and November 


2. (SBU) Late on April 27 

of Tran Van Thang (strictly protect) 

was notified of the trial 4 days in advance. She and other family 
members attended the four-hour trial. The family did not have a 
lawyer. Twelve witnesses testified they had bought recordings 
from the brothers. The two brothers did not make any comments 
other than to appeal for clemency in the spirit of the upcoming 
30th anniversary of the reunification of Vietnam. The family will 
not appeal the ruling. 


3. (SBU) According to Em 

outside the courtroom 

PA system. Em said police set up checkpoints around the 
courthouse to block a group of Hoa Hao believers from neighboring 
Dong Thap province from attending the trial. 


4. (SBU) On April 28 

An Giang Committee for Religious Affairs. While DVD piracy is 
rampant in An Giang 

no other cases in 2005 of individuals prosecuted in the province 
for illegal distribution of recorded material. We expressed our 
concern to him that it appeared that the brothers were being 
singled out. Chau did not answer directly 

District Peoples Committee and Ministry of Public Security had 
decided to prosecute the two brothers and that he had no influence 
over the process. We also contacted representatives of the GVN- 
recognized Executive Committee of Hoahaoism who refused to discuss 
the case. 


WINNICK 
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leave Cambodia. The UNHCR believes that the return of these 
individuals to Vietnam would not constitute refoulement. 
However 

refuseniks about family members remaining in Vietnam 

making clear that a return home is the likely outcome if 

they continue to refuse resettlement. The UNHCR hopes this 
will be enough to convince the refuseniks to make a decision 
to go abroad or return to Vietnam. The GVN continues to 
reject a monitoring trip to previous returnees and has not 
agreed to UNHCR requests to place an expatriate staff member 
in Hanoi. End Summary. 
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2. (SBU) Utkan began the April 26 meeting by briefing the 
Ambassador on the breakdown of Central Highlands ethnic 
minority migrants being processed in Phnom Penh. According 
to the UNHCR\'s figures 

protection divided among four sites in Phnom Penh. Of 
these 

have first instance rejections 

have been identified as humanitarian cases" due largely to 
family ties in the United States and 104 have had their 
asylum claims rejected. Among the 498 given recognition 
137 are the so-called refuseniks. In addition 

MOU was signed 

repatriated to Vietnam 

18 have been identified to be Cambodian. Utkan noted that 
there have been forty-two new arrivals since the signing of 
the MOU 

the border and were hiding in the Cambodian jungle when the 
MOU was signed. (Post will fax to BCLTV UNHCRvs fact 
sheet.) 


3. (SBU) In all of 2004 there were only 78 individuals 
settled abroad 

months shows that the MOU process is effective 
claimed. Looking ahead 

Montagnards to Finland and nine to Canada in May 
undetermined number to Finland and the United States in 
June. lt is also seeking to expand resettlement to other 
countries. New Zealand will send a mission to Phnom Penh to 
view processing 

The United Kingdom considered accepting cases 
determined that the UNHCRv' criteria for resettlement of 
Montagnards were Wa bit low. V 


4. (SBU) The 137 refuseniks pose the biggest problem to the 
UNHCR 

but the remaining 137 are V'hard core." Furthermore 
discrepancies between their stories of oppression and their 
personal histories lead the UNHCR to believe that many of 
them are being coached. The refuseniks V'do not believe that 
anything will happen to them" as a result of their refusal 

to go abroad or return to Vietnam. However 

hopeful that beginning the repatriation of some of the 
individuals whose asylum claims were rejected will show the 
refusenicks that the possibility of return is real 

will Vbreak the logjam.\" 


5. (SBU) There is no precedent for individuals being offered 
asylum but refusing to depart to a host country while still 
expressing fear of returning home. Currently 

view is that 

refused it 
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impact of refusing asylum but still continued to refuse it 
then they have effectively declined the assistance of the 
UNHCR in their cases. Therefore 

returning them to Vietnam would not constitute refoulement. 
The UNHCR is a \"highly legalistic organization 

explained 

internal debate over whether it can withdraw refugee status 
bestowed on an individual without evidence of 
misrepresentation. 


6. (SBU) The UNHCR is sensitive to criticisms of human 
rights groups that allege that individuals returned to 

Vietnam have suffered repercussions. The Special 
Representative of the Secretary General for Human Rights in 
Cambodia has suggested that failure to protect the 
refuseniks after having granted them refugee status would 
amount to the acceptance of refoulement. Some human rights 
groups have suggested that Cambodia is obliged to provide 
asylum to the refuseniks if they reject resettlement to 

third countries. Utkan argued that this is not the case 

and that resettlement in Cambodia is undesirable due to the 
inability of that country to provide for them financially. 
Vietnam has indicated to the UNHCR that it would not object 
to the refuseniksY staying in Cambodia so long as they are 
not put in camps. Utkan theorized that Vietnam has put 
forth this position to distance itself from criticism if 

Cambodia begins forcible repatriations. 


7. (SBU) Utkan noted that some of the refuseniks appeared 
reluctant to resettle in a distant country while their 

relatives remained in Vietnam. The UNHCR raised this at the 
April 11 technical meeting in Phnom Penh (Ref B) 

assured by the GVN that there are V'no barriers to 

individuals leaving Vietnam." UNHCR hopes to use some 
family reunification cases for individuals being settled in 
Finland to test this 

will help to reduce the number of refuseniks. The 
Ambassador recounted the difficulties the USG is having with 
follow-to-join cases from the Central Highlands being able 

to acquire personal documents. 


8. (SBU) Utkan acknowledged that the UNHCR has exceeded the 
original one-month period defined in the MOU during which 

the refuseniks had to make a decision to settle abroad or 

return to Vietnam. The GVN is not pressuring the UNHCR on 
this 

note on April 25 stating they planned to repatriate this 

group 

and the Cambodians would hold off. 


9. (SBU) The 104 individuals with rejected cases have all 
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had V'several reviews\" of their situation and the threshold 
for asylum is V'very low 

them to be controversial. The UNHCR is discouraging 
Cambodia from returning them to Vietnam until after it can 
conduct a monitoring visit to the Central Highlands 
however. 


10. (SBU) During his current trip to Hanoi 

ranking Vice Minister of Foreign Affairs Le Cong Phung. He 
described this high-level reception as a significant sign of 
how the tone of UNHCR-GVN relations has improved. The UNHCR 
is still seeking approval for a monitoring visit to the 

first returnees (Ref C). VFM Phung told Utkan he had Vtaken 
a positive stance" on the trip 

happen soon. The UNHCR also believes a midterm review 
originally scheduled take place April 27 and 28 in Geneva 

will get back on track 

writing to attend. The GVN has expressed a willingness to 
participate. Utkan expressed frustration over the continued 
lack of approval for the placing of an expatriate staff 

member at UNHCR\'s offices in Hanoi. In January 

had been given assurances by the GVN that approval would 
come soon. The UNHCR had selected a candidate with 
experience in Vietnam and embarked on the process of 
agrement. The Ambassador noted that the delay likely had 
nothing to do with the individual selected 

the concept of the UNHCR having expatriate staff in Vietnam. 
Utkan closed by saying that \"international presence and 
international monitoring" were the two issues he had 
stressed with VFM Phung. The GVN must end its \"monopoly of 
information on the Central Highlands.\" 
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Experts Support Al-Wafd Party Chairman\'s Call.V In the 
same edition 

[political] parties\" kicking an Uncle Sam-like figure with 

a cowboy hat and moneybag 

The newspaper highlighted calls by Al-Wafd party Chairman 
Dr. No\man Gomaa for the GOE to refuse further USAID 
assistance 

brings disgrace to Egypt\'s sovereignty and independence." 
Articles and commentaries published in Al-Wafd later that 
week also alleged: 


-- The majority of USAID assistance V'reverts back to 
America 


-- VU.S. assistance promotes negative attitudes and imports 
foreign concepts that promote America\'s regional 
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ambitions\"; and 


-- VThe ruling National Democratic Party [NDP] cannot live 
without this humiliating VassistanceW' While the NDP 
claims mutual interests 

personal interests.\" 


3. (U) On April 10 

Television (ART) aired a two-hour program 

(\"You\'re Cornered\") 

Egypt. (Note: This program is produced and hosted by Iman 
NoYman Gomaa 

End note.) Two speakers critical of USG assistance 
appeared 

pro-USAID speaker highlighted specific examples where it 
has improved the lives of ordinary Egyptians 

host incorrectly represented USAID\'s work. For example 
she stated that 26 

consultants are hired in Egypt to work on USAID projects. 
She also gave air time to several callers arguing that USG 
assistance is a \"ргеѕѕиге toolV and Va threat to EgyptVs 
sovereignty.\" 


4. (U) Commentaries critical of USG assistance have also 
appeared in independent papers Al-Masri Al-Youm 
(circulation: 20 

20 

20 

MEPI grants in the nationalist magazine Rose El-Youssef 
(circulation: 70 

saying: Vt is no secret that the grant process will open 
the door to suspicious organizations and imposters. These 
funds could then be used to influence the will of Egyptian 
voters and cast a long shadow on the funding of EgyptVs 
election campaigns. V' 


5. (SBU) Comment: While the recent Egyptian media 
criticism of USAID assistance has often pointed to then- 
Ambassador Welch\'s March 3 grant signing ceremony at the 
Embassy (ref C) 

President Mubarak took away the opposition\'s thunder by 
supporting an amendment to Article 76 of the constitution 
allowing political parties to take part in this yearVs 
presidential election 

issue and found it by portraying the GOE as beholden to USG 
assistance. (Note: The GOE itself may have recently 
employed similar tactics against the Muslim Brotherhood 
seeking to discredit it by accusing it of being in dialogue 

with the USG -- refs A and B. End note.) The recent media 
criticism appears mainly to serve the opposition as a means 
to discredit the Mubarak regime and probably does not 
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reflect major popular support against USG assistance. End 
comment. 
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mayors are retired military officers). 


9. (U) Those with personal ties to Chavez through the 
Venezuela Military Academy are particularly well represented. 
More than a quarter (45) of known military officers in 
positions of power in the Venezuelan government and state 
companies graduated from the Academy either in 1975 or 
between 1982-1989. (Note: Since post\'s information 
concerning graduation years is incomplete 

could be even higher.) President Chavez graduated from the 
Academy in 1975 and taught at the four-year academy from 1980 
through 1984. In addition 

supporters have worked with him since he began to plan the 
overthrow the GOV back in the 1980s 

the coup attempts in February and November of 1992. 


10. (U) An instructive example of the power of personal ties 
to Chavez is General (active duty) Carlos Martinez. Martinez 
graduated with Chavez in 1975 

the President of Corpozulia 

External Director of PDVSA 

the state of Zulia. Prior to this 

Palace as Secretary to the Presidency. Others from the class 
of V75 include the Minister of Defense 

Foreign Affairs 

the Secretary of the National Defense and Security Council 
(CODENA). 


11. (C) The preponderance of the military in the Chavez 
administration reflects his dependence on the one institution 
that formed him professionally 

closest personal relationships 

his 1992 coup attempts. It also fits in with his concept of a 
new Bolviarian revolution. In the six years he has been in 
power 

commitments to his revolution. Giving trusted allies 
authority 
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environment almost void of fiscal oversight 

loyalists are on the front lines of the Bolivarian Revolution 
with resources that can be used at their discretion. It also 
makes it more difficult for the military to boot Chavez out. 
There is even the added benefit of political enforcement as 
with the tax service SENIAT - whose president 

was a student of Chavez at the Military Academy - which has 
been accused of selectively targeting investigations 

including charges by the NGO Sumate of raiding companies as 
retribution for their support of Sumate (reftel). 


12. (C) The military presence in government also fuels 
speculation about differences among Chavez supporters. The 
civilian-military split was more pronounced some two or three 
years ago 

Movement were known by the civilians as the \"vampires.\" 
That 

of the MVR\'s central committee favoring civilians in early 


2003. The military side 

upon to run for office in October 2004 

appointed administrative offices. For his part 

not shy about calling on the military to participate 

their role as part of his civic-military vision for the 

Bolivarian Revolution. This V'civil-military alliance!" 

reflects the influence of Peru\'s Velasco Alvarado as well as 
Cuba\'s Castro. 


13. (C) The Venezuelan military has never had a reputation 
for administrative efficiency 

was plagued by corruption and favoritism. Corpovargas 

five military officers now in top positions 

illustrates the potential for corruption. Created following 

40 days of rain and devastating flooding in the state of 
Vargas in 1999 

billion. However 

of this year caused yet more flooding in Vargas 

revealed that the state company has completed only four of 23 
canal projects to date (their ostensible priority) 

finished a key road and changed many of the original 
construction plans to use cheaper 

No accounting of the funds has yet been brought forth. 
Brownfield 
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(http://www.satribune.com/archives/200504/P1 arun9.htm) and 
the V'Hindustan Times. Mohta reiterated that: 
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-- The GOI will continue work on Baglihar 

costly lesson when it agreed in 1987 to halt construction of 
the Wullar Barrage/Tulbul Navigation Project. Eight rounds 
of bilateral talks since then have produced no results for 
that dispute 


-- seeking a neutral expert is \"premature 

governments have not exhausted their bilateral efforts. Both 
sides should return to the table and discuss their concerns 
in good faith; 


-- Baglihar is IWT compliant 

neutral expert has the potential to exacerbate ill will and 
impede Indo-Pak rapprochement without achieving anything for 
Islamabad; and 


-- IndiaWs Salal Dam 

Baglihar 

or V'excessive withholding" water from Pakistan (reftel) 
Islamabad reportedly fears. 


Delhi Reportedly Made Concessions 


3. (C) Mohta also claimed that prior to President 

Musharraf\'s visit to India 

\"two-and-a-half\" of Islamabad\'s six technical objections by 
agreeing to dispense with low-level intakes for turbines that 
would have shortened the project's timeline by eight weeks 

and replacing a \"sluice spillway\" with a V'shoot spillway.\" 

She added that during the Musharraf visit 

had reiterated the GOI position on Baglihar 

concessions. The Pakistani High Commission in New Delhi was 
unable to confirm these concessions to us. 


World Bank Moves Forward but Prefers Bilateral Solution 


4. (C) The World Bank on April 27 reportedly asked both 
governments to select a neutral expert from a list of three 
internationally renowned authorities on water issues that was 
sent to the two capitals. If the GOI and GOP cannot agree on 
an expert 

forward. At the same time 

official told D/PolCouns that the Bank would still prefer a 
bilateral solution to the impasse. 

Labor Obstacles 


5. (U) A Jammu-based journalist for the \"Hindu\" reported 
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recently that labor agitation at the Baglihar site has 
already set back the completion date for the first of two 
construction phases from the original 2004 target to early 
2006. 


Comment 


6. (C) We are struck by the stark contrast in the media 
reporting Baglihar receives from Pakistani and Indian press 
outlets. We see in Pakistani media daily 

coverage 

press. This disparity is no doubt a reflection of the GOIVs 
long-standing view (reftel and previous) that this is a 
technical dispute to be resolved through technical 
consultations 

intervention at the political level. 


7. (C) Although New Delhi is maintaining its stance on 
Baglihar firmly and confidently 

in this confidence as the IWT dispute resolution process 
unfolds. The GOI\'s historical allergy to \"third-party 
intervention may yet drive them to accommodation; if not 
the neutral expert would provide a face-saving solution to an 
impasse that is the currently the most visible dispute 
between two countries. 
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states undercutting their treaty obligations by noncompliance 
with the basic NPT obligations under Article 1 and Ill 

of Article IV (peaceful nuclear cooperation) as a cover for 
weapons programs 

weapons technologies to non-state networks. In this regard 
A/S Rademaker emphasized the importance of a high standard 
for safeguards among supplier states as a condition of 

supply 

Additional Protocol by Brazil. Similarly 

importance of broad endorsement of UNSCR 1540 and encouraged 
Brazilian participation in the Proliferation Security 

Initiative. 


3. (C) A/S Rademaker characterized the situation with Iran as 
Vvery seriousW and said the USG and Europeans will support 
referral of the matter to the UNSC if Iran breaks with any 
aspect of the current IAEA suspension. A/S Rademaker 
provided a detailed presentation of the USG record on 
disarmament under Article VI 

by President Bush that the U.S. nuclear posture is that of 
achieving a credible deterrent with the lowest possible 
number of nuclear weapons consistent with national security 
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needs 

positions on stockpile reductions 

cooperation with Russia 

Russia for nuclear security efforts 

G-8 allies 

comments by Guerrerio on new U.S. nuclear arms programs and 
the lack of U.S. adherence to the CTBT 

emphasized that the robust nuclear earth penetrator is only a 
conceptual design study -- there are no active R and D 
efforts on these systems. The U.S. Senate has not ratified 
the CTBT principally because of concerns relating to the 
verifiability of the treaty. For the United States 

important to be assured that all other countries have given 
up nuclear testing if they are to do so 

nuclear weapons states it would be useful to retain the 

right 

weapons. Nuclear weapons are man-made devices that 
deteriorate over time like all other man-made devices. He 
also noted that the U.S. has unilaterally observed a 10 year 
moratorium on testing and has no testing planned now or in 
the future. 


GOB REACTIONS: 


4. (C) Guerreio provided the following comments in response 
(organized below thematically): 


--Brazil 

various times over the past several months by FM Amorim and 
other GOB officials 

would not adhere to the AP 

sign the protocol this year 

May Revcon. Brazil and the IAEA have also successfully 
completed their agreement on agency inspections of Brazil\'s 
Rezende facility 

technical questions are still being resolved. 

--lran: Guerrerio said the GOB had sternly and repeatedly 
told Iranian delegations that Iran had V'messed things up V 
(for other non-weapons nuclear states) and that Iran must 
cooperate fully with IAEA 

impeccable credentials under all articles of the treaty in 
order to challenge weapons states on disarmament issues. He 
added that the statutes of the IAEA required that the Board 
of Governors refer IranVs case to the UNSC if the agency 
exhausts all of its authorities and resources but achieves no 
resolution with Iran 

then have to \"live up to its obligations.\" Guerreiro and A/S 
Rademaker agreed on the necessity of taking a V'graduated 
approach!" -- i.e. 

in the event lran is referred to the council. 
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--NPT Revcon: Noting that Brazilian Revcon President Duarte 
has \"a tough job ahead of him 

thinks there should be a strong effort at an agreed agenda at 
the meetingVs outset 

effort. He also noted GOB agreement with an emphasis on 
compliance but said the Revcon should aim at producing a 
Vbalanced agreement" that addresses all pillars of the treaty 
(i.e. 

not oppose consecration of adherence to the Additional 
Protocol as a condition of supply 

only proposal 

be important during the conference 

that Israel will come up in the Middle East-Iran context 
Guerreiro opined. In other potential problem areas 

Guerreiro saw little prospect for a robust agreement on 
restrictions on enrichment and processing technologies. 
Guerreiro expected the Revcon would endorse UNSCR 1540 as Va 
good step" in stemming technology flows to non-state actors. 


--Proliferation: While agreeing that compliance is a major 
challenge for the NPT 

statement that the treaty is V'under siege" -- rather he 

posited rather that the NPT has been a success 

fact that the number of weapons states is still fairly small 
despite the worried predictions of John F. Kennedy and others 
that as many as thirty countries would some day have nuclear 
arms. However 

believes it is critical that the NPT Revcon not inadvertently 
give recognized weapons state status to non-treaty-party 
countries with declared or suspected arms programs. This is 
Va highly sensitive issue V" for Brazil 

countries that have voluntarily renounced nuclear weapons 
programs only to see others who have flouted 
non-proliferation principles achieve de facto status 

(bordering on acceptance) as military nuclear powers. 


--PSI: Guerrerio called the Proliferation Security 

Initiative a Vfair exercise 

studied in depth or considered joining until now. However 
Brazil will send a military observer to an upcoming PSI 
exercise in Portugal 

possibility of participation. 


ARTICLE 98: 


5. (C) A/S Rademaker outlined USG motives for seeking Article 
98 agreements to provide protection for American citizens 

from extradition to face trial at the International Criminal 

Court. He explained how U.S. national experience with 
independent prosecutors had left negative views in American 
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society about unaccountable prosecutors with broad mandates 
and related fears that Americans -- given the U.S. leadership 
role in international affairs -- could be frequent targets 

for specious and politically-driven indictments. The U.S. 
wants to find a way to be a \"good neighbor" to the ICC 
perhaps in time able to offer some degree support that 
approximates the critical legal 

assistance offered by the USG to the ICTY and ICTR over the 
years. But that can only come about if the U.S. has a 
comfort level" with the direction and activities undertaken 
by the court 

98 agreements with a wide range of states. 


6. (C) Guerreiro politely but unequivocally stated that 

Brazil would not sign an Article 98 agreement with the U.S. 
and views the idea as a \"non-starter.\" Brazil is a strong 
supporter of the ICC and believes the necessary checks and 
balances are in place to deter the kinds of concerns outlined 
by A/S Rademaker. Brazil remains convinced that it is better 
to have a permanent criminal court than ad hoc tribunals. 
Noting the abstention by Brazil on 31 March on the UN 
resolution that indicated the ICC for accountability and 
investigations into the Sudan-Darfur atrocity allegations 

but with special protections carved out at U.S. insistence 
Guerreiro said FM Amorim himself had issued instructions for 
abstention and considered a resolution with special 
protections from ICC authorities to be a V'dangerous 
precedent. V" 


7. (C) Comment. A/S Rademaker\'s visit provided a valuable 
opportunity to consult at a senior level with the GOB on a 
wide range of issues. Guerreiro\'s comments on likely 
Brazilian adherence to the Additional Protocol this year and 
support for the AP as a condition of supply at the May Revcon 
are encouraging. Less promising was Guerreiro\'s categorical 
rejection of discussing an Article 98 agreement with the U.S. 


8. (U) The Assistant Secretary cleared this cable. 
DANILOVICH 


8. (C) There are strong arguments against restarting the 
water pipeline project. In spite of intense USG efforts to 
convince the PA to bring the perpetrators of the murder of 
our colleagues to justice 

date in this effort. Restarting water projects now 
inherently reduces the USG\'s leverage over the PA to 
resolve the case 

USG personnel in the future. Although the pipeline 
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can be constructed without direct USG oversight 

oversight will eventually be necessary to oversee 

construction of associated pumping stations necessary to make 
the pipeline fully functional. In a March meeting 

Palestinian Preventive Security Organization representative 
told LegAtt and RSO that he believed USG personnel would not 
be safe in Gaza until the murderers of the DynaCorps 
personnel were brought to justice. As it is 

security situation in Gaza remains highly volatile 

President Abbas and Interior Minister Nasir Yusif have not 

yet been able to consolidate their control over the security 
forces 

been responsible for the attack. 


9. (C) In spite of the valid concerns relating to restarting 
the water projects 

forward that can answer these concerns. If we decide to 
restart work on the USAID projects 

be designed to meet the twin goals of quick progress while 
maintaining leverage on the Gaza investigation. USAID 
could restart the pipeline project -- the initial stages of 
which can be implemented without American direct-hires or 
American citizen contract personnel needing to do 
on-the-ground oversight -- while holding the desalination 
plant project in abeyance. As the pipeline contract award to 
an American firm was merely suspended 

restart it 

end of June. Once it starts 

lead to the employment of hundreds of local Gazan workers 
through Gazan companies. 


10. (C) While the desalination plant will provide a 
much-needed independent potable water source for 
Palestinians 

until there is follow-through on the Gaza investigation. 

In addition 

the north-south water carrier 

oversight presence from the start. This 

require a much-improved overall security climate in Gaza. 


11. (C) We will also need to devise a carefully balanced 
public diplomacy approach that highlights American generosity 
and helps Mahmoud Abbas along with a private approach that 
takes a firm look at the need for investigation progress 

before any other project is contemplated. 


12. (C) Action Request. Posts request Washington 
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concurrence to restart immediately construction of the 
north-south water carrier. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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REF: A. STATE 75462 
B. 00 AMMAN 4833 


1. (U) This message is sensitive but unclassified -- 
please protect accordingly. 


2. (SBU) Refcoord delivered on April 28 ref A demarche 

Dr. Khalid Takhayneh of the Foreign Ministry\'s 

International Organizations Department. The demarche 
supported Jordan\'s application for membership in UNHCR\'s 
Executive Committee (EXCOM) 

GOJ views of the 1951 Convention on the Status of 

Refugees. While welcoming USG support for Jordan's EXCOM 
bid 

legislation to ratify the 1951 Convention at this time 

given the strong opposition that exists within Parliament 

to admitting any additional Iraqi or Palestinian refugees. 
Takhayneh added that relations between the GOJ and UNHCR 
were strained 

UNHCR had \"violated\" articles in its 1998 Memorandum of 
Understanding (MOU) which require it to find durable 

solutions for refugees within six months of their arrival 

in Jordan. 


3. (SBU) Asked about the inter-ministerial committee Jordan 
established in 2000 to consider accession to the 1951 
Convention (ref B) 

been charged with reviewing several international 
protocols 

currently \"frozen 

a higher priority. When the 1951 Convention was under 
active consideration 

Ministry had raised objections to provisions that grant 
refugees the right to work 

that Palestinians who have been granted Jordanian 
nationality 

refugee status. Takayneh promised to convey the USG 
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request to consider signing the convention to senior 
Foreign Ministry officials 

already failed to persuade other ministries to consider 
signing on to the 1967 Protocol as an intermediate step. 
However 

USG could provide on implementing legislation other 
signatories from the region have adopted as potential future 
fodder. 


4. (SBU) At an April 26 farewell event hosted by post 
Jordan Rep Sten Bronee told refcoord that UNHCR had 
abandoned its efforts to press Jordan to ratify the 1951 
Convention in favor of \"more realistic" options. He 
explained that UNHCR calculates that the best commitment it 
can secure from Jordan at this time is new domestic 
legislation that would replicate the protection and 

procedural principles contained in the 1951 Convention and 
1967 Protocol 

return by being Vless specific on Article 1.C 

signing on to Article 1.D altogether." (NOTE: At the field 
level 

that Article 1.D does not apply to persons who are 

receiving protection or assistance from UNRWA. In an April 
28 telcon 

Jacqueline Parleveliet argued that UNRWA does not/not 
currently provide protection to Palestinian refugees in the 
region. END NOTE.) 
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border" framework as a roadmap 

MusharrafVs decision in Delhi to read a stern message to the 
most pro-Pakistan separatist 

moderate faction of the All-Parties Hurriyat Conference 
(APHO) has reshuffled the separatist deck. The moderate APHC 
is pleased with the trends 

has a strategy to deal with Kashmiri alienation 

leaders received what appears to have been a hamhanded 
invitation to talks from the PMO prior to MusharrafVs visit. 
Journalists in the Valley tell us the changed Indo-Pak 
template -- from V'Kashmir FirstV to \"Kashmiris First" -- has 
triggered new hopes 


2. (C) Demonstrating statesmanship 

PM Manmohan Singh and President Musharraf broke major new 
ground on Kashmir during their April 16-18 meetings in New 
Delhi 

time since bilateral differences degenerated into insurgency 

in 1988. Prior to the visit 

speculation in India about how soon New DelhiVs refusal to 
accede to Islamabad\'s demand to recognize Kashmir as a 
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WdisputeW and the \"соге issue\" would cause the Composite 
Dialogue to peter out. While we predicted (reftel) that the 

two leaders would finesse their differences 

strong undercurrent of concern among Pakistan watchers that 
the two sides would -- sooner rather than later -- run up 
against the hard reality that their respective positions on 
Kashmir were mutually exclusive. 


Breaking the Impasse: Soft Borders 


3. (C) The two countries\' positions on Kashmir remain very 
different 

Indians and Kashmiris are talking about and dealing with the 
issue. A consensus is emerging in the Indian political class 
that the two sides have broken the impasse that has 
surrounded the Kashmir issue for so long and that Manmohan 
Singh and Pervez Musharraf have found a way to show concrete 
movement that also produces concrete results for Kashmiris 
long a major priority for residents in the Valley and for 
Pakistan. The visit also sidelined the question of Kashmir 

as the V'core issue 

understands that it is a \"dispute\" that has to be addressed 
(although has never admitted as such). 


4. (C) The general formula agreed to -- which both sides 
refer to as V'soft borders" and encouraging people-to-people 
ties and trade -- is still necessarily very vague about the 
outlines of a final settlement 

roadmap that both sides can live with for the short- to 
medium-term that is both realistic and people-oriented 
waiting for conditions to ripen to the point where the more 
difficult territorial issues can be addressed. In India 
Musharraf also referred to the V'soft borders\" option as \"not 
a solution 


5. (C) From the Delhi perspective 

Musharraf has not rejected the PM\'s two cardinal principles 

-- no second partition of J&K along religious lines 

redrawing of existing borders -- and that this V'Cricket 
Summit" roadmap also takes into account the Pakistani 
Presidents inability to accept the LOC as a border. The 
PM\'s approach is to work towards a situation in which borders 
become irrelevant 

linguistic linkages are restored. Whether these are the 

Vhazy contours of a solution 

correspondent V. Sudarshan recently put it 

seen 

leaders have signed off 

mentioned during Indo-Pak Track 2 seminars and at academic 
conferences. 
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6. (C) The PM\'s approach involves a progressive softening of 
the LOC and international border and removing consular and 
other barriers between Kashmiris. India-based Pakistan 
watchers are concluding that Musharraf has accepted this 
well as the PM\'s point that the process will lead to an 
outcome 

problem. Jammu University Professor Siddiq Wahid 

chaired an April 22-23 Pugwash seminar on Kashmir in 
Srinagar 

\"territorial disputes are very difficult to resolve and take 

a long time\" was widely noted in India. The PM had also said 
that \"if Kashmiris from both sides are free to meet and talk 

to each other 

at 

would take 

that V'each step we complete will unfold new possibilities 

that we cannot see at this time. V" 


Other Developments 


7. (C) We draw attention to a number of additional 
Kashmir-related developments that affect the calculus 
surrounding this issue: 


-- With the primary exception of the Hindu nationalists 
Kashmiri Pandits 

services 

widely perceives Musharraf as a changed man 

realistic\" about Kashmir. His visit is widely perceived to 
have delivered the most important Kashmir-specific results at 
least since Shimla (1972) 


-- Particularly notable are changes we have observed among 
perennial anti-Pakistan hawks (such as the Observer Research 
Foundations Wilson John and the Insititute for Conflict 
Management\'s Ajay Sahni) 

verify\" view of Musharraf in place of their former intense 

distrust of the Pakistani President. Those hawks whose 
problems with Pakistan are more intellectual than ideological 
have taken serious note of Musharraf\'s repeated comments that 
\"Kashmir is a difficult issue 

longer talks in terms of deadlines.\" 


-- There is also a widespread understanding (and 
appreciation) in India that Musharraf took major risks to 
\"de-link\" Kashmir from the rest of the Indo-Pak relationship 
and a growing sense that India will eventually have to \"do 
something\" to help him fend off his domestic critics for 
taking this step. Musharraf\'s decision to move ahead on the 
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larger bilateral agenda without holding it hostage to Kashmir 
is viewed in India as a major step forward. 


-- Indian analysts point out that the entire tenor of the 
conversation on Kashmir was people-centric rather than 
territory-centric 

the Hurriyat is the sole representative of the Kashmiri 
people (although he still clearly prefers them to mainstream 
politicians like Chief Minister Mufti Mohammad Sayeed 
President Mehbooba Mufti 

Omar Abdullah 

time ever). 


-- Musharraf also praised Omar 

Vthe future leaders of J&K\" during his meeting with the PM 
according to several media sources 

legendary 

pro-India Kashmiri politician has received such an 
endorsement from Pakistan. 


-- Moderate APHC leader Mirwaiz Umar Farooq told Kashmiris 
during Friday prayers on April 22 that India has V'accepted 

the disupted nature of the Kashmir issue.\" (Note: Νο GOI 
official has said this explicitly 

limited to reiterating that he is sincere about working 

towards a final settlement 

interpret as acknowledgement of the problem. End Note) 


-- The Indian press has given prominent coverage to April 27 
remarks by Pakistani Information Minister Sheikh Rashid 
advised the Hurriyat that they should take cognisance of 
\"changed world realities" and consider accepting a solution 
to the Kashmir problem that does not necessarily meet their 
aspirations 

Palestinians 

offered to them and rejected by them in the past. 


-- For the first time in more than 50 years 
Pakistan have agreed to open trade across the LOC. 


-- Indian observers have picked up on the fact that Musharraf 
also referred publicly to Jammu and Kashmir" while in India 
rather than V'Kashmir V" -- a semantic difference with 
significant political implications. 


-- There was no VresilingW during or after the Musharraf 

visit 

recently noted 

India and Pakistan in the past as diplomatic nuance has been 
used to wriggle out of commitments. 
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Reshuffling the Separatist Deck 


8. (C) During his visit to Delhi 

the heirarchy of separatist leaders 

to the Kashmiris that his preferances and priorities have 
changed. In recent meetings 

confirmed to D/Polcouns that: 


-- they were surprised by the stern message Musharraf read to 
SAS Geelani 

pro-Pakistan of the Kashmiri politicians still operating 

above ground in the Valley. The Pakistani President 
reportedly told Geelani that he did not understand the logic 
behind his opposition to the Srinagar-Muzaffarabad bus 

that he should V'use his brain\" with regard to developments in 
J&K. Musharraf was also clearly angry that Geelani had been 
criticizing him on Islamabad\'s policy towards its western 

tribal areas 

APHC leader Prof AG Bhat put it. Geelani responded by 
telling the Kashmiri press that the meeting with Musharraf 
had been a \"failure 

\"caught in DelhiVs trap 

contained \"nothing for us. V 


-- Musharraf displayed continuing coolness towards the 
pro-independence JKLF 

amazement at how unceremoniously Geelani had been dumped as 
Islamabad\'s favorite Kashmiri. Malik was sufficiently 

annoyed at the turn of events that he did not rule out a 

non-violent agitation campaign against India to force New 

Delhi to accord him a role in the peace process 

that the sidelining of Geelani could radicalize rejectionist 

milieux in the Valley and in Pakistani Kashmir. 


-- Musharraf clearly annointed the moderates (led by the 
Mirwaiz 

as IslamabadWs new favorites 

Commission continues its contacts with the Geelani group and 
several of the other four groups into which the former unite 
APHC split in August 2003. We assume that Pakistani agents 
continue to subsidize all the groups 

Delhi. While the moderates still harbor resentment against 
Pakistan for its role in breaking up the Hurriyat (which 

shows no sign of being overcome) 

that Musharraf had sidelined Geelani 

barely disguised contempt. In the meantime 

positive about the Indo-Pak peace process 

proviso that it be broadened to include the them. 


Hamhanded GOI Approach? 
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9. (C) Moderate APHC leaders also told D/Polcouns about an 
approach a senior PMO official made to them prior to 
MusharrafVs visit 

resumption of dialogue. Lone (protect) said NSA MK Narayanan 
had called the Mirwaiz to offer a meeting with the PM on 

April 15 or 16 

brusque manner in which they had been V'ordered to Delhi." 
The Mirwaiz reportedly replied that a meeting on those days 
would not be possible 

Narayanan responded along the lines that \"then the PM will 
not be available for the next six months." 


Ceasefire? 


10. (C) The shifting plates in the Indo-Pak relationship 

over Kashmir have renewed speculation in India that the GOI 
may offer a ceasefire in J&K to offer a respite to the 
Kashmiris and with a view to bringing the Hizbul Mujahideen 
(HM) into a dialogue. After press reports that the 
Muzaffarabad-based United Jihad Council (UJC) might be 
interested in such a scenario 

public speculation has largely ceased. 


11. (C) Unlike the Vajpayee PMO 

senior interlocutor with broad contacts and credibility among 
the Kashmiris. The Home Ministry -- from the little we can 
discern based on their embargo against Kashmir discussions 
with the Embassy -- appears to be completely disengaged from 
Kashmiri politics 

security mission. Under these circumstances 

emergence of a trusted interlocutor akin to VajpayeeYs AS 
Dulat 

practically implement a ceasefire initiative 

inclined to do so. 


Comment 


12. (C) Embassy Islamabad will have its own perspectives on 
these developments 

while Kashmir remains on the table 

changed significantly. What used to read V'Kashmir First 

now reads \"Kashmiris First.\" This subtle change from a 
terrority- to a people-based approach has triggered new hopes 
among Valley residents 

very happy with developments -- but want more. The UPA 
government has not made internal New Delhi-Srinagar dialogue 
a priority 
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addressing alienation against India that continues to plague 
the Valley. Until that dialogue begins 

leaders worked out in New Delhi provides a set of actions 
that address Kashmir seriously and realistically 

setting the stage for more ambitious GOI initiatives. 
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proliferation and an attempt to deflect attention from 
PakistanA" Rajamony dismissed the article 

did not know to whom the articles author had spoken about 
the case. 


3. (U) In an April 21 press briefing by MEA Spokesperson 

the government specifically denied any linkages between this 
case and the Indian civilian space program 

GOI have found no evidence of any procurement as reported in 
the press. Full text follows: 


Question: There have been some reports in the US media that 
an Israeli has been arrested for supplying some nuclear 
equipment to India? 


Answer: We have seen those reports which are regarding 
prosecution of Asher Karni 

There is a reference in these reports that Asher Karni may 
have sold advanced electronic equipment to government 
agencies in India. It has also been mentioned that one 
Humtek Communications of Bangalore had sought to buy 
electrical components for the Space Applications Center 
through Asher Karni. 


We have examined these reports and have found no evidence of 
any procurement as reported in these news reports. Space 
Applications Center has confirmed that no item has been 
procured from Humtek Communications. Furthermore 
Applications Center is responsible for civilian space 

applications and does not work on rockets as mentioned in 
these reports. 


| may also reiterate that Indias indigenous 
multi-dimensional space program has been developed in a 
transparent manner in order to utilize various space 
applications such as satellite communications 

broadcasting 

resources as well as disasters 

overall social and economic development of India. End GOI 
text. 
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Ongoing Investigations 


4. (C) Stressing that the US and India have a shared 

interest in preventing proliferation 

Rajamony that Indian investigators work with Missions Export 
Control Attache to facilitate their investigation about the 
matter. According to the Export Control Attache 

still an ongoing investigation of the parties involved. 

BLAKE 
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Gyms are rare and tend to be under-equipped compared to gyms 
in the U.S. However 

world 

Tunisia. Soccer 

Large numbers of young Tunisian males play on weekends and 
during the weekday after school 

rocks serving as the goalposts. Tarek Dhiab 

Tunisian World Cup star 

a sports television channel and has not ruled out a future in 
politics. (NB: We plan to report more on the political 

aspects of sports in Tunisia septel.) 


3. One of the reasons for this popularity seems to be the 
apparent freedom of speech that exists for Tunisian 
journalists who cover sports. Some Tunisians say this is the 
only freedom of expression in Tunisia. A Tunisian contact 
commented 

found is in the sports section and the obituaries 

is garbage." Sports can be one of the only real outlets for 
Tunisians to express themselves. Tunisians can yell at the 
coach and hold rallies for their sports teams; on game days 
roads are often blocked off near the stadiums and cars with 
screaming fans in team colors cruise around town. 


4. Tunisia recently has played host to several world-class 
athletic championships. In 2004 Tunisia hosted and won the 
Africa Cup 

continents rising stars to Tunis. In February 2005 Tunisia 
hosted the World Championship for the country's second most 
popular sport 

narrowly losing to France in the consolation match. This 

July 

Federation) WomenVs Under-19 (U19) World Championship in the 
beach resorts of Nabeul and Hammamet. This is TunisiaVs 
first U19 World Championship berth in a sport that has become 
increasingly popular in Tunisia. The Public Affairs section 
recently took advantage of this by sponsoring a visit by 
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cultural envoys and former Georgetown basketball players 
Omari Faulkner and Courtland Freeman. The players 
coordination with the Tunisian Basketball Federation 
conducted intensive basketball clinics in cities throughout 
Tunisia that were extremely popular. 


A (Sometimes Crowded) Golfers\' Paradise 


5. Blessed with early spring weather 

destination for European golfers who like to get a jump on 

the summer golfing season. Although one can golf year-round 
in Tunisia 

European golfers arriving to enjoy weather in the 70s to 80s 
(F) 

hotel accomodations on the Mediterrean coast. A typical 
traveler 

week in at a 4 star hotel with 4 rounds of golf included. 


6. Unfortunately 

are pushing the regular locals off their home turf. Resident 
golfers 

mornings are being forced to relocate to less crowded 
courses 

their preferred courses. \"This is totally outrageous and 
against typical course management which normally favors 
annual club members with preferred tee times 

local golfer. 


7. Not surprisingly 

golf course managers to favor the foreign invaders. They are 
happy to pack the courses during the high season 

ill effects on the resident community. Some claim that the 
local regularsY purchasing power pales in comparison to the 
droves of package travelers who pack a typical course with 
550 players on a weekend day 

contrast 

and caddies extra) runs a mere 350 to 500 USD in Tunisia 
although some courses are beginning to push rates up. TunisV 
La Soukra Golf Club 

capitals metropolitan area 

for an annual membership -- still a bargain by international 
standards. 


8. Pressure creates resistance and all of this has created a 
bit of a storm against the management at one of the more 
popular golf courses in Hammamet (a hotel-laden town on the 
Mediterranean geared for tourists less than an hour\'s drive 
from Tunis) 

better customer service elsewhere. Thankfully 

other courses to play on. With daylight lasting until 9 p.m. 
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during the summer months and practically empty courses after 
the spring droves have flown north for the summer 

only hope that all will be soon forgotten and Tunisia\'s 

relaxed pace of play will resume. 


9. Not surprisingly 

permeates even Tunisia\'s golfing culture: A son-in-law to 
President Ben Ali recently became President of the Tunisian 
Golfing Federation. However 

territory 

brought golf to Tunisia by building the first courses. 


Artificial Rosewater And Heart-Friendly Eggs 


10. The modernization of Tunisian consumer taste continues 
apace. Omo 

advertising new rose and jasmine-scented versions. This ina 
country famous for its artisanal distilled essence industry 
whose products 

perfume laundry and in cooking. A traditional Tunisian 
household is not complete without an ample supply of these 
perfumed waters 

changing? While the annual handicrafts festival is still a 
major draw for Tunisians 

displays of rose water distilleries 

decided that Tunisian consumer tastes have reached the point 
where offering an artificial \'modern\" version of a readily 
available traditional product makes sense. 


11. In another sign of evolving tastes 

are flocking to buy the new Omega-3 eggs offered by a local 
agribusiness. These \"heart-friendly\" eggs 

advertised as low in cholesterol and high in Omega-3 oils 
are produced by feeding chickens a strict linseed feed-only 
diet. Omega-3 mutton is said to not be far behind. 


High Technology But Uneven Care 
In Country\'s Best Private Clinics 


12. Because of their high cost compared to public hospitals 
private clinics in Tunisia are available only to the well off 

-- or well connected. However 

relative bargain for the level of care they can provide 

so medical tourism is a growing source of income for the 
Tunisian economy. The clinicsY parking lots are full of cars 
from Libya 

flying in from the UK to seek quicker and cheaper treatment 
than they can get at home. Apparently 

Health Service also has contracted with some clinics to 
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provide non-elective surgery in order to relieve long waits 
for the procedures in the UK. 


13. A good example is the new private La Soukra clinic (just 
down the road from the golf course mentioned in Para 7) 
which emboff underwent knee surgery. Its operating room 
appears to be a sterile environment. The clinic has a modern 
x-ray machine that creates 3-D images of the bones in the 
knee 

with the level of technology it represented. Other high tech 
equipment monitored the patient 

trained in France 

complications. 


14. However 

Like elsewhere in Tunisia 

anti-slip coating 

easily in unexpected directions. Nor do the x-ray 
technicians bring patients a lead apron when taking x-rays 
nor even appreciate the need for one. The physical therapist 
does not have a suitable wheelchair 

walk on crutches the length of two buildings soon after 
surgery. The technician who changed the dressings on the 
wound had a sneezy cold and did not wear gloves or clean her 
hands after wiping her nose. The ambulance technician that 
carried the patient to the hospital did not strap her to the 
gurney. The nurses would not bring ice for the swelling 
knee. (NB: The real problem 

threefold: there are virtually no trained nurses in private 

or public establishments; there is very little pre-hospital 

care 

lots of great technology 

technicians to use it -- especially radiologists. The 

general lack of liability and accountability in this and 

other sectors of the economy also contribute.) 


Buck Up Washington -- We Are Winning 
The Public Diplomacy War In The Middle East 
One Head 


15. Anti-Americanism in Tunisia has diminished greatly in the 
last two years 

country continues to recover from its former dismal levels. 
This country was hardly the only one in which the recent war 

in Iraq and the second Intifada excited powerful emotions -- 
like other Arabs 

the gore they viewed on pan-Arab satellite channels. In 

2003 

elevated. Even pro-American Tunisians would turn purple with 
anger when discussing these issues. However 
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longer the case 

improvement. While we are not out of the woods yet 
signs indicate that we are winning some public diplomacy 
battles 


16. Only when not lecturing emboffs on the V'double standards" 
inherent in U.S. foreign policy would Tunisian contacts 
half-jokingly explain their hyperbolic devotion to the 

problems of other Arab countries by describing themselves as 
V more Palestinian than the Palestinians.\" Memories of the 
Israeli raids on the PLO when it was headquartered here 
1982-94 probably boosted their anger over more recent events. 
However 

hundreds of years has been based on balancing two great 
powers against each other to preserve the country's autonomy 
and/or independence. First it was the Ottomans versus the 
Spanish 

2 

been replaced -- if only in many Tunisians\' view -- by the 

EU. The country lost its independence and became a French 
\"protectorate\" approximately 120 years ago when the Ottomans 
(specifically 

rulers 

power. According to our records 

Tunisian contacts lamented the dissolution of the Soviet 

Union for fear the U.S. soon would act as France had less 

than a century before. Tunisia is an ancient country but the 
Tunisian Republic is not even fifty years old. Locked into a 
Vbalance of power" mindset 

remains weak and vulnerable. It is; however 

are wrong to think that history will repeat itself. 


17. Nevertheless 

that American civilization has to offer this country -- which 
admittedly continued to permeate this society even during the 
worst days of the last few years -- is beginning to crowd out 
Tunisians\' fears. The Carthage Jazz Festival brought in a 
variety of American Jazz groups this year. Although they 

were not top names 

played to packed large venues. Meanwhile 

American DVDs have grown steadily after access to French 
satellite TV was briefly interrupted (see reftel). Some 
restaurants have re-adopted American themes 

American flag stickers are seen on the backs of a few mopeds. 
Human rights NGOs are beginning to reach out to the U.S. We 
think the elections in Iraq and recent progress on the Gaza 
Disengagement and the Roadmap have been hugely beneficial in 
contributing to the new detente. 


18. Although 
increasing use of the Muslim veil (aka Hijab) as proof that 
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the U.S. is losing the battle for Muslim heads (and minds) 
we beg to differ and note the following. 


- Starting in 2004 

Yankees baseball caps in ever greater numbers 

believe this hat is the single most common piece of headgear 
in the capital and other major cities like Sfax 

mention the country\'s more westernized tourist-infested 
eastern coast running from Nabeul to Mahdia. The caps let 
wearers identify with America -- or New York -- without 
appearing to support the U.S. Government. (NB: Tunisians are 
generally unfamiliar with baseball.) 


- Starting in late 2004 

Tunisian adults 

began wearing clothes (hats and tshirts) on which the U.S. 
flag was printed. 


- Visit Tunisian universities (where as previously reported 
women outnumber men) or cafes open to both sexes and you will 
see the number of young women dying their hair blond has gone 
up. Henna has been used to give Tunisian women's hair a 
reddish tint for years 

Tunisian women is a new phenomenon. This is a style of the 
rich most of all 

too 

new trend 

of the use of blond hair dye in Tunisia is higher than the 

rate of growth of wearing the hijab. That\'s hard 

(impossible?) to quantify 

first. 


19. Admittedly 

about more than just attitudes towards the U.S. In 
particular 

West as much as it does America. For that matter 

is inherently neither \"anti-\" nor \"un-\" American. Our 
argument is only that (mostly young) Tunisians appear to be 
adopting fashions that other Tunisians can interpret as being 
pro-American after a few years during which these fashions 
were conspicuously missing. Like wearing bluejeans in 
Eastern Europe during the Cold War 

people can show dissatisfaction with the status quo 

make a fashion statement 

Regardless 
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emergency ordinance fulfilling its campaign promise to 
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implement flat personal and corporate tax rates effective 
January 1 

tax as a method of attracting foreign investment 

job growth and remaining competitive as Romania approaches 
EU membership in 2007. Excluding Georgia (12 percent) 

flat tax on corporate profits is the regionVs lowest. 


6. (U) According to common economic wisdom 

of a flat tax should cause a dip in income tax revenues for 
a time before showing a rise. The data from the first 
quarter of 2005 show glimmers of this. For example 
expected decrease in revenues from individual tax payers was 
evident 

considering the ten percentage-point average drop in 
personal tax rates due to the flat tax. The possibility 
however 

being paid into the GOR\'s coffers in 2005 make the picture 
too uncertain to make any explicit linkages to the flat tax 

at this point. 


Government Clamp-Down on Tax Dodgers 

7. (U) A third element in increased 2005 revenues is 

probably the \"fear factor.\" President Basescu has made the 
fight against corruption a matter of national security and 

the GOR has initiated a flurry of investigations against 
high-profile \"businessmen.\" Pragmatism also drives the anti- 
corruption strategy 

spending requirements in preparation for EU membership in 
2007 and lower tax rates must necessarily go hand-in-hand 
with increased tax enforcement. 


8. (U) To this end 

making tax evasion equivalent to a felony crime. This 
legislation 

Legal Commissions 

a clear sliding scale 

court interpretation. Penalties increase based upon the 
amount owed. Three to ten years of prison is prescribed for 
those owing at least EURO 10 

owing at least EURO 100 

owning at least EURO 500 

those at least EURO 1 million; and 3 to 15 years for those 
making illegal VAT reimbursements. Persons barring fiscal 
authorities from inspecting corporate property would be 
punished though jail terms ranging from six months to three 
years. 


9. (U) When the Senate Commissions complete their debates 
the draft law will arrive in the two houses of Parliament 
for further debates and revisions. Once the law is passed 
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it would normally come into force within thirty days 
the Parliament decides upon a longer transition period. 


U.S. Department of the Treasury Advisors Propose Changes 
10. (SBU) Romania welcomes USG ideas on how to move from the 
theory of tax collection to practical methods of 

enforcement. Members of the U.S. Department of the 
Treasury\'s Office of Technical Assistance from March 28 to 
April 8 

of collecting tax revenues. The team identified ways to 
increase tax receipts quickly by improving the collection 
process. Suggestions included sending letters to delinquent 
tax payers threatening seizure of property for nonpayment 
focusing GOR resources on the highest monetary value cases 
expanding the use of installment agreements and ceasing to 
waste efforts on unsalvageable cases. More ambitious ideas 
include legislative changes to limit taxpayer ability to 

contest minor government errors and the augmentation of MOF 
authority to seize assets and proceed against managers 
responsible for non-payment of taxes of a legal entity. 


11. (SBU) MOF Secretary of State Sebastian Bodu who heads up 
the Agency for Fiscal Administration (AFA) concluded that 
the GOR could implement some of the recommendations 
although he rejects installment payments in a nod to the 
IMF\'s more conservative fiscal policies. Mr. Bodu is most 
concerned 

that persist throughout the fiscal administration agency 
and is frustrated with his inability to clean house due to 
restrictions on firing civil servants. He hopes to create 

an internal investigation unit 

enforcement officers 

employee malfeasance. If created 

authority to arrest those suspected of corruption. 


Comment 

12. (SBU) Post is encouraged by the preliminary three-month 
tax collection data 

necessary to formulate a solid opinion on sustainability and 
the true full effect of the imposition of the flat tax. In 
addition 

March which raised taxes on banking interest 

and real estate gains beginning in the second quarter. A 
number of excise taxes also increased on April first. Thus 
three to six months of additional data are needed to come to 
meaningful conclusion. Nonetheless 

optimistic that revenues will continue to climb since 
Romania seems to be in a solid growth mode. 
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13. (SBU) An even larger problem looming for the GOR 
however 

corruption within the AFA. This will continue to impede tax 
collection efforts until Mr. Bodu is given the necessary 

tools for reform. Post recently held an interagency brain 
storming session to identify ways to assist the AFA and 
offer training and suggestions; several ideas were proposed 
and their feasibility is currently being investigated. 
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very strong interests here in Israel" to move forward with 

the approval process (see septel) 

the message" from the USG on MaVale Adumim. Recent Israeli 
press reports on April 26 support this: two architectural 

firms are currently making technical alterations to the plan 
before it is deposited for public review. MaVale Adumim 
Mayor Benny Kashriel told Consulate poloff that \"E1 must be 
built 

sees MaVale Adumim as an integral part of Israel and greater 
Jerusalem." End summary. 


Moving Forward on the 
Approval Process 


2. (S) The approval process for planning of the E1 region in 
MaVale Adumim is progressing despite USG objections. 
Brigadier General (res) Baruch Spiegel (strictly protect) 
Ministry of Defense (MOD) Advisor 

on April 20 that the GOI \"has heard the message" from the 
U.S. on Ma\'ale Adumim 

interests here in Israel" to continue with planning and 
construction. Lawyer and community activist Danny Seidemann 
(please protect) told Consulate poloff and Embassy econoff 
that 

town-planning office 

along and it could be a matter of a few weeks or months 
before it is deposited for public review. 


3. (U) Israeli press has recently reported that work is 
continuing on the approval process for E1. Ha\'aretz on April 
26 indicated that the subcommittees of the Higher Planning 
Council (ref A) are reportedly seeking technical alterations 

to the plan 

architectural firms 

mayor of MaVale Adumim 

refer to items such as access roads and parking lots. 
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According to press 

Ministry of Construction and Housing (MOCH) is allegedly 
asking for completion of the alterations. The director of 

the MOCH Jerusalem District office said that since he had not 
received instructions to the contrary 

the plan. 


4. (C) There have been various allegations since the 
announcement in late March of plans for E1 that Prime 
Minister Ariel Sharon is actively promoting the E1 plan. On 
April 4 

Foreign Affairs and Defense Committees that Israel should 
move forward with E1 despite U.S. and Palestinian objections. 
Per ref B 

VE1 must be built 

Minister Sharon sees MaVale Adumim as an integral part of 
Israel and greater Jerusalem. Seidemann told Consulate 
poloff and Embassy econoff on April 26 that an unnamed source 
in the senior political echelon of the GOI said that there is 

Va lot of pressure to get it done quickly" from the Prime 
Minister's Office and the MOD. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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3. Previous workshops in this series in Cyprus 
Amsterdam and Barcelona covered a variety of topics on 
hazardous waste and wastewater reuse. The genesis of 
biosolids as a topic came from suggestions made at prior 
workshops. Biosolids are a processed form of the sludge 
that results from wastewater treatment. Currently handled 
as a waste product in Jordan and the West Bank 
processed into biosolids can serve as a fertilizer when 
processed and applied properly. Termed \"beneficial use 
the use of biosolids in agriculture has twin benefits: 
reducing environmental damage from dumping sludge in 
landfills or in the ocean 

soil quality. 
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Public Acceptance is Crucial 

4. There is science to using biosolids appropriately 

there are major management challenges as well. Scientific 
issues include eliminating pathogens 

and determining appropriate application methods and 
quantities. The key issue 

Participants recognized that the best science would be 
useless if the public opinion turns against biosolids. 
Educating the public about the actual risks from pathogens 
and chemical contaminants in biosolids is critical. 
Paradoxically 

same as human biosolids 

biosolids for historical reasons and is perceived as a 
\"natural\" and organic substance. Chemical fertilizers are 
also lightly regulated and do not arouse strong public 
views. Biosolids 

negative public reaction in the form of consumer rejection 
of crops grown with biosolids. 


Israel has Experience; All Parties Cautious 

5. Of the three core parties participating in the workshop 
only Israel is currently using biosolids in agriculture on a 
large scale. As a measure of Israels concern over public 
opinion 

production and application of biosolids. Israel plans to 
move by 2007 to producing solely V'Class AY' biosolids that 
although they contain fewer nutrients than V'Class B 
virtually no pathogens. Current regulations include 
restrictions on transportation 

amounts of a long list of potential contaminants 

labels 

can be applied. Many of the restrictions focus on limiting 
human exposure to biosolids 

use in parks and gardens 

directly consumed by people. Israel has adopted a go-slow 
approach that promotes biosolids for less sensitive 
applications such as growing animal fodder 

rangeland and growing trees. The V beneficial иѕе\" of 
biosolids as fertilizer is prohibited in Jordan 

is moving cautiously towards legalization 

USAID-funded research by the International Arid Lands 
Consortium. The Palestinian Authority is also researching 
biosolids with an eye towards permitting its use in 
agriculture. 


Benefits to Agriculture are Clear 


6. Results of scientific studies presented at the workshop 
demonstrated the agronomic benefits to the farmer of using 
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biosolids instead of conventional fertilizer. Test plots in 
long-term studies showed distinct improvement in both crop 
quality and quantity when using biosolids in place of 
chemical fertilizers 

until after the first year. Side-by-side test plots showed 

that plants treated with biosolids were larger 

color 

(e.g. more protein) than conventionally farmed crops. These 
benefits stem from the natural condition of the principal 
nutrients (nitrogen 

of iron 


Participants Want More Focused 

7. Atthe wrap-up session and in follow-up comments 

overall reaction of participants was that the workshop was 
excellent and highly appreciated. One participant wanted to 
see more presentations from the United States and other 
international experts 

This was because the U.S. and international experts 
generally are seen as having more experience and knowledge 
and because there was significant overlap between the 
participants presentations. Several participants felt that 

a more focused and practical event with more depth on fewer 
topics would serve their needs better than the format used 

in this workshop. They also suggested that the next 

activity could take place in the Middle East. Several 
participants asked about funding for similar activities in 

the future. 


8. The atmosphere at the workshop was focused 
participatory and professional 

humor that remarkably included references to some of the 
touchiest aspects of Israeli-Palestinian relations. In the 
wrap-up session 

additional workshops 

discussion that goes beyond theory. They also offered 
unvarnished comments on the workshop and the field trip 
which provided useful feedback to workshop organizers. 


9. Comment: These workshops clearly advance U.S. interests 
on several fronts 

building capacity 

region 

the Middle East. The productivity of these workshops has 
been increasing over the years 

to undertake practical projects in the region as a 

supplement to the more theoretical workshops. 


10. This message was cleared by Dr. Li from USDA/FAS. 
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SYNDROME) (AIM) PIVOTAL TRIAL WITH RECOMMENDATION 


REF: (A) 04 BRASILIA 01922 


1. On April 18 

Ministry of Foreign Affairs 

Technology 

dated April 15 

entitled "ASSESSMENT OF IDURONATE-2-SULFATASE IN MPS II 
(HUNTER SYNDROME) (AIM) PIVOTAL TRIAL 

2004-1) 

Hospital das Clinicas de Porto Alegre 

informal translation of the approval notice follows: 


2. Begin text: 
Dear Ms. Norman 


| hereby inform you that the Brazilian government has 
reviewed the project entitled Assessment of Iduronate-2- 
Sulfatase in MPS II (Hunter syndrome) (AIM) Pivotal Trial\" to 
be developed by Dr. Roberto Giugliani from Hospital das 
Clinicas de Porto Alegre 

the Food and Drug Administration (FDA). 


2) The aforesaid protocol was approved with a recommendation. 
Please see National Commission on Ethics in Research (CONEP) 
considerations below: 


a)\"requests in referred opinion have been duly complied with. 
However 


1 - the sentence “оғ until sponsor decides to discontinue the 
study\" in subclause \"Continued Protein Supply\" be removed. 


2 - researchers file a report with CEP assessing 
advantages/needs for continued drug use. 


b) the project generally meets the basic requirements in 
Resolutions CNS 196/96 and 292/99 on Guidelines and 
Regulations for Research Involving Human Beings; 


c) the project was approved by the Committee of Ethics in 
Research (CEP) of the aforementioned institution. 

In consideration of the above information 

authority from Resolution CNS 196/96 

of the proposed research project which will also include CEP 


Column 3 
monitoring of recommendations set forth in a) above." 


3) The Ministry of Science and Technology (MCT) has reviewed 
and approved the above mentioned protocol 

Brazilian researchers that under the legislation in force 

they must request the required authorization from the Council 
for Scientific and Technological Development (ΟΝΡα) prior to 
shipping collected data and/or biological material to foreign 
countries. 


Yours truly 


Vergniaud Elyseu Filho 

(Signature) 

Head of the Division of Science and Technology 
Ministry of Foreign Affairs 


End text of translation. 


3. The Embassy sees no adverse foreign policy implications 
with respect to this research project. We reiterate the 
importance of complying with Brazilian law on the export of 
data and biological material and medical research involving 
human beings. 


4. Embassy Science and Health Counselor Patricia Norman would 
like to establish contact with the International Officer at 

FDA responsible for this grant. Please send email to 
normanpd@state.gov 

DANILOVICH 
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Edogan\'s remarks as an effort to secure more US support in 
dealing with growing pressure for concenssions on Cyprus 
the PKK and the Armenian issue. While praising the United 
States 

the EU has not kept promises on breaking the isolation of 
the Turkish Cypriots. 


US-Turkey to Launch Technical Talks After Presidential 
Approval of Incirlik Decree: Technical negotiations between 
Turkish and US officials regarding the use of Incirlik 
Airbase as a logistical cargo hub for US operations in Iraq 
and Afghanistan will begin following the approval of a 
related cabinet decree by President Sezer 

reports. The talks will clarify the number of planes 

arriving at Incirlik 

military cargo planes 

logistical personnel for the flights 

inspection of cargo material by the Turks. \"Cumhuriyet\" 
reports that the technical discussions are already underway 
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and that the US side has received verbal assurances that a 
positive response to the cargo hub request will be given 
soon. 


Turkish Military Advises Against Reopening of Halki 
Seminary: The Turkish General Staff (TGS) has prepared a 
document recommending changes to the national security 
document drafted by the National Security Council (NSC) 
papers report. The TGS document highlights fundamentalist 
and separatist activities as ‘internal security threats 

facing the country. The document advises Turkey not to sign 
international accords that legitimize separatist activities 

and indicates that economic imbalances between different 
regions in the country should be resolved. The document 
also warns against the spread of "Pontic-Greek propaganda 
and recommends that the Greek Orthodox Patriarchate in 
Istanbul not be allowed to 'upgradeY its status. The report 
also advises that Ankara reject requests for the reopening 

of Halki Seminary. 


DAS Kennedy to Visit Cyprus: Deputy Assistant Secretary of 
State Laura Kennedy will travel to Ankara 

Brussels and London from May 1 

Agency reports. State Department Spokesman Adam Ereli said 
that Kennedy\'s visit to Cyprus is an extension of current US 
efforts aimed at reaching a solution on the divided island 

within the framework of the Annan Plan. 


Turkey Protests Polish 

"GenocideY: The Turkish Parliament protested on Wednesday a 
decision by the Polish assembly to recognize the mass 

killing of Armenians by Ottoman Turks during World War | as 
а genocide.\' To express its displeasure 

some meetings between Turkish and Polish lawmakers that had 
been scheduled for May. Russia\'s State Duma also reiterated 
its support for the Armenian claims. The Turkish Foreign 
Ministry (MFA) said it would send a note of protest to 

Russia over its position on the 'genocideY issue. Prime 
Minister Tayyip Erdogan repeated his call on Wednesday to 
Armenia to open up its archives and allow historians from 

the two to establish historical facts. Erdogan reacted 
cautiously to a proposal from Armenian President Robert 
Kocharyan that the two countries first work to establish 
diplomatic relations. "Before we move on to improve ties 
there is are historic issues that need to be resolved 

Erdogan said. Meanwhile 

\"Zaman\" reports that Foreign Minister Gul said Turkey will 
receive this year some 40 

the United States thanks to a joint tourism initiative 

launched with Armenian priests in the US three years ago. A 
recent poll conducted by Turks showed that 73 percent of 
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Armenians want to spend holidays in Turkey 


Turkey to Build Schools 

Minister Tayyip Erdogan told his AKP group Wednesday that 
Turkey will build seven schools and a hospital in Kabul 
Afghanistan. Erdogan described the situation in Afghanistan 
as “heart-wrenching 

left that seems "like a city Y He said that Turkey\'s aid 
efforts in Afghanistan will be carried out by the Turkish 
International Development Agency (TIKA). 


Dervis 

Turkey\'s former economy minister Kemal Dervis 

appointed head of the UN Development Program (UNDP) 

the tough task of halving by 2015 the number of people who 

live with extreme hunger 

notes that the UNDP has allotted 8 million USD for projects 

to reduce poverty in eastern and southeastern Turkey. 

Foreign Ministry Spokesman Namik Tan congratulated Dervis on 
his election to the UN post. 


EDITORIAL OPINION: 
Putin to Israel; Incirlik Airbase/US-Turkish Military 
Cooperation 


\"Putin in Israel\" 

Fikret Ertan observed in the Islamist-intellectual \"Zaman\" 
(4/28): \"Putin\'s visit to Israel will be overshadowed by the 
deal on SA-18 anti-aircraft missiles. Despite US and 
Israeli pressure 

20 SA-18 missiles to Syria. In other words 

balance between Israel and Syria will be altered to Syria\'s 
benefit to a certain degree. . Yet the visit of the Russian 
leader Israel will be a breakthrough in bilateral ties. 
Whether this will be a positive development 

remains to be seen. Ignoring the US and Israel and deciding 
to sell missiles to Syria is a decision that stems from 
Moscow\'s power. Russia is sure of its strong position on 
this matter 

cooperation with Moscow." 


\"The Return of Russia to the Middle East" 

Akif Emre wrote in the Islamist-opinion maker \"Yeni Safak\" 
(4/28): Recent developments might be interpreted as the 
return of Russia to the Middle East 

this situation with the utmost caution. First of all 

Russia does not have a good record on the question of 
Israel's expansionist policy in the region. Even during 
Soviet times 

Israel 


Column 3 

military 

Soviet Union produced the human resources 

of thousands of Soviet Jews to settle in Palestine. . During 
Putin\'s visit to Israel 

the agenda than Israeli-Palestinian relations. Israel is 
worried about Russian-lranian cooperation to develop Iran\'s 
nuclear capacity. Giving Moscow\'s close strategic 
cooperation with Iran and Syria 

emerge as both a key regional players and a balancing 
factor. V" 


\"What Will Happen in Incirlik?\" 

Zafer Atay opined in the economic-political \"Dunya\" (4/28): 
\"While Turkish officials remain silent on the Incirlik 

issue 

statements about the US request. Some unidentified 
officials in Washington are also making remarks on the 
issue. According to some reports 

wanted. Incirlik will be used as a logistics hub. The 
meaning of this is not very clear. Foreign Minister 

Abdullah Gul said that the rules of permission given to the 
US for the use of the base have not changed. According to 
Gul 

updated the prevailing practice.\' | would like to know the 
details of this 'updatingY. There are some claims that 
neither arms nor troops will be transferred through 

Incirlik. That is fine. But some others are saying that 

"no lethal weapons will be allowed.Y Can someone tell me 
which weapons are not lethal? It was said right from the 
beginning that Incirlik would be used only for cargo planes. 
Right after that 

Incirlik for operations in Iran and Syria. According to US 
sources 

limited to Iraq and Afghanistan 

humanitarian assistance. These rights at Incirlik will be 
valid for the UK as well 

the coalition. . Reportedly 

fact that the issue took so long to be resolved. They were 
also angry that the issue was linked with US Congressional 
action on the so-called Armenian Genocide issue. They were 
also upset that the announcement of the agreement came just 
before April 24. How sensitive the Americans are! . 
Apparently 

is not very important for the US 

alternatives. Former Deputy Defense Secretary Richard Perle 
had already expressed such a view. He said that the 
Incirlik issue was kept on the agenda as a symbol of the 
friendship and closeness of the two countries. | don\'t know 
about you all 

changes on the issue 

before 
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-- not an American internet site. Maybe then we will 
understand the issue better 

comfortable." 


EDELMAN 
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the National Assembly. The amendment would place tighter 
restrictions on inter-party movements of elected 

officials. END SUMMARY. 


2. A proposed amendment to the Constitution will likely 

be brought to Parliament for a vote at its next meeting 
scheduled for May. The controversial legislation follows 

a dramatic party realignment of elected officials and 

would prohibit further inter-party realignments within 
Parliament. Passage of the bill would mean that an MP 
would be required to vacate his or her seat in the 

National Assembly upon allying with a different party or 
declaring independent status; independent MPs would also 
vacate their seats upon joining any political party. 


3. The motion to amend Section 65 of the Constitution 

was made by John Tembo 

President of the Malawi Congress Party (MCP) 

acceptance is an initial step in passing the law. At 

this point 

can be brought to the floor for a vote at a future 

sitting. Amendment of the Constitution requires a two- 
thirds majority; for this reason 

amendment is not certain. TemboYs own MCP has only sixty 
seats in the 193-member National Assembly and the motion 
to introduce the bill passed because only a simple 

majority vote is required for motions. 


4. COMMENT. By sponsoring this amendment 

trying to save his party from rumored defections in the 
near future. The main backers of the bill are MCP and 
United Democratic Front (UDF) loyalists 

archrivals now united under threat of losses to President 
Mutharika\'s new Democratic Progressive Party (DPP). 
Clearly 

quo in order to preserve their ability to declare 

political independence (or 

declared independents 

National Assembly without having to resign. The 
amendment would place tight restrictions on MPVs 
political realignments 

specifically at preventing the DPP from increasing its MP 
membership. 
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the AVC has defended this policy by arguing that news is more 
popular 

effect has been to maintain so far the government 

on domestic radio news broadcasts. (Note: the GOJ does 
license foreign news broadcasters such as Radio Sawa 

Radio Montecarlo. End Note.) 


3. (SBU) The current state of affairs may be tested soon 
however 

focusing on local affairs was granted an FM radio license in 
early 2005 after a long delay. Ammanet is a non-profit media 
venture targeting and staffed by young Jordanians and was 
founded with financial support from the Open Society 

Institute and the European Community. Ammannet 
application languished for months at the AVC while other 
licenses (some filed subsequent to theirs) were promptly 
approved 

wherein the AVC Director lobbied against issuance while 
prominent Cabinet reformists -- reportedly Spokesperson Asma 
Khader and Deputy Prime Minister Muasher among them -- argued 
persuasively in favor. Like other new licensees 

received approval for an \"entertainment\" license 

Ammannet 

\"loosely\" by the station 

cultural programming that impacts local issues. Kuttab also 
told ΙΟ he had been advised not to seek a pure \"news\" 
license 

He speculated that licensing authorities are not likely 

worried about the activities of a mainstream NGO such as his 
but rather the precedent that could thereafter be exploited 

by other potential applicants 

which already operates a highly successful weekly newspaper 
in Jordan. 


4. (SBU) Perhaps more important is the GOJ 

decision to license private television broadcasts. Media 
mogul Mohammad Alayyan 

(launched in 2004 riding the same ongoing ad revenue boom) 
applied for and received a license from the AVC 

purchased the rights to broadcast over one of the 
government 

Jordanian Dinars (USD 2.8 million). He has brought in set 
designers and newsroom consultants with prior experience at 
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the UK 

Arabiya and plans a high-production value station that will 
produce local news and compete with Jordan Television for a 
local audience 

told ΙΟ he believes Jordan 

has been left almost completely undeveloped by Jordan TV and 
has strong profit potential given the current rapid growth in 
advertising revenue. Alayyan is close to the palace (he was 
the only journalist appointed to the Palace-formed committee 
preparing a new V'National Agenda") and is said to be 
operating with the support of the King 

dissatisfied with the performance of JTV as it has steadily 
lost viewers to Al Jazeera and other outlets that do not 
represent his own thinking. 


5. (U) Driving this new activity is dramatic growth in 
advertising revenue. Total V'media spend!" (print 

television 

according to the Jordan office of international market 
research firm IPSOS 

into 2005. Much of the increase has come from economic 
sectors recently liberalized as a result of government 
reforms 

Telecom and related industry advertising accounted for $17 
million of media spend in 2004 

$11 million. The next highest sector was automobile 
manufacturers and dealers at $4 million. Soft drink 
manufacturers 

according to analysts 

that has remained steady for many years. The GOJ opened the 
mobile phone market to competition in the late 1990 

last year gave up its monopoly on fixed line services 
decisions that have led to fierce competition among telecom 
companies. Similarly 

a half to license several new foreign retail-oriented banks 
as a means to encourage improved service and business 
activity 

for retail and business customers. These facts bear out the 
analysis of many in Jordan who say that GOJ decisions to 
reform and deregulate the economy are driving multiple 
changes through the culture and society. Among other 
manifestations of the boom are a slew of high society glossy 
magazines (many in English) built on ads for luxury goods 
travel destinatinos 

recipes aimed at a growing and consumer driven elite 
audience. 
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6. (C) While the business side of media seems to be taking 
hold in Jordan 

a dramatic change in content. Restrictive laws remain on the 
books that prevent criticism of the King and Royal family 
the army or security services 

to Jordan 

services are said to be heavily infiltrated into most media 
organizations and to intimidate journalists and editors into 
avoiding discussion of sensitive topics 

domestic issues. Al Ghad 

established in 2004 has featured some groundbreaking 
reporting on controversial subjects 

articles on radical and Salafist Islamist movements in 
Jordan 

according to a number of journalists who work there. The 
paper was forced in late 2004 to stop reporting information 
it uncovered detailing abuse within Jordan 

for example. A report released recently by the 
government-appointed Higher Media Council showed that many 
reporters and editors complain of undue government 
interference in their work 

the security services. GOJ officials have cited release of 
the report as evidence the government is prepared to 
acknowledge the current poor situation and is determined to 
improve it. Encouraging greater access to information and 
media freedom was cited specifically in the King 

letter of designation to Prime Minister Adnan Badran. Al 
Ghad\'s Alayyan told Charge the King advised him simply to 
ignore security services requests -- and if need be 

him directly of any persistent pressure. 


7. (C) The ongoing media expansion in Jordan is a positive 
sign 

be added content and a press that begins to contribute more 
meaningfully to Jordanian society. As it is 

remains stifled by a security apparatus that continues to 
view media openness as a threat or at least with great 
suspicion 

was used as a propaganda tool by rival governments and 
political movements. Given that the recent expansion is due 
largely to GOJ decisions to open the media sector to new 
independent ventures 

disagreement or a good deal of ambivalence within the GOJ as 
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to how free and independent the media ought to become. At 
the very least 

basis for financially-independent media 

step that could make a positive contribution to Jordan 

reform process. 
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2. (C) Annecchino said that efforts to improve Libya 

structure and practices with regard to international 

protection are part of a comprehensive framework discussion 
between the European Union (EU) and Libya. Currently 
relations between the EU and Libya are in a state of limbo; 
Libya is not a partner of the EU 

unites the Mediterranean rim countries. Concerns over the 
treatment of refugees and asylum seekers are part of a 
broader migration agenda that also covers illegal immigration 
and trafficking in persons. Given the unabated flow of 
clandestine migrants through Libya 

put on the EU 

keenly aware of and interested in reaching a comprehensive 
agreement with Libya on migration and asylum issues. 


3. (C) In November 2004 

Libya that included fourteen experts from Member States 

well as EUROPOL 

land and sea borders and camps for asylum seekers and other 
migrants. The GoL was cooperative and seemed willing to work 
with the EU on what might be done collectively to improve 
conditions. Following the assessment mission 

Commissioner Frattini sent a report to the European Council. 
Currently 

authorize technical cooperation with Libya in the area of 
asylum and migration. One complication 

green light 

facing the death sentence in Libya. 


4. (C) Annecchino said the EC is not quite certain how to 
approach Libya if the green light should come from the 
Council. He characterized Libya as a very strange place 
where one mercurial person calls the shots. He also noted 
that Libyan government concerns and social tension caused by 
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the influx of sub-Saharans may prevent genuine action on the 
part of Libyans even if an agreement is reached. Demographic 
trends indicate that within five years Arabs in Libya may be 
outnumbered by sub-Saharans. Furthermore 

country 

other problematic neighbors 

have been). The EU 

international acceptance. Annecchino said the EU would 
consider enhancing its bilateral and regional relationships 
(such as the current 5 plus 5 group in the 
trans-Mediterranean region) to gain Libyan cooperation in the 
area of asylum and migration. 


5. (C) The EC has met with UNHCR regarding an effective way 
to approach Libya. Both share the concern that convincing 

the GoL to sign the Geneva Refugee Convention may simply 
provide them with a \"fig leaf" to gain international approval 
without any true commitment to manage migration in a humane 
manner and/or offer genuine international protection. (Note. 
UNHCR regional representative Judith Kumin confirmed this to 
PRMOff in a separate meeting on April 26. End Note.) For 
this reason 

convince Libya to act on commitments that it already has 
subscribed to 

Palermo convention on trafficking. 


6. (C) When asked about Libya 

its borders 

border 

used by migrants 

could easily stop migration if it decided to 

reinstating a visa regime with African countries would be 
difficult politically. With regard to the clandestine 
maritime crossings 

authorities could open and close the tap at will. 


7. (C) The whole situation in Libya with regard to asylum and 
migration is seriously complicated within the EU because of 
the actions undertaken in southern Italy 

island of Lampedusa 

between Italy and Libya. Annecchino noted that the European 
Parliament had issued a statement on April 14 calling on 

Italy to stop the collective expulsions of asylum seekers and 
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irregular migrants to Libya 

there and possibility of refoulment for true refugees. The 
statement argued that V'the Italian authorities failed in 
their international obligations by not making sure that the 
lives of the people they expelled were not threatened in 
their countries of origin. V 


8. (C) Annecchino said that UNHCR had raised these same 
concerns with the EC. However 

it conducts individual assessments of arrivals and does not 
engage in collective deportations. Annecchino said the EC 
stands ready to provide technical support to Italy in 
handling the migration crisis should they request it. 


9. (C) Annecchino said that the EC wished to continue sharing 
information with the U.S. regarding the situation within 

Libya 

issues. He noted the particular interest of Commissioner 
Frattini (an Italian citizen) with regard to this sensitive 

issue and highlighted the public statements Frattini has made 
urging Libya to extend international protection to those in 
need. 


The fact that many of the EC officials working on the Libyan 
dimension of migration and asylum 

on down 

importance of the Italian dimension as the EC handles Libya. 
That migration and asylum in Italy 

countries 

sensitivity. USEU recommends taking the EC up on its 
suggestion to share information about conditions for asylum 
seekers and other migrants in Libya 

meeting of the EURASIL group. 
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troop withdrawal 

Muallim reportedly told assembled Arab Ambassadors April 27 
that all Syrian forces (\"kuwwat\") had departed Lebanon and 
that a \"full withdrawal had been completed. Sherbiny said 
that Muallim reportedly said that Syria was \"thinking about 
establishing diplomatic relations with Lebanon 

Special Envoy Larsen had urged during his latest regional 
tour. Responding to poloffVs assertion that militias in 

Lebanon would need to be disarmed 


Column 3 
difficult task would take time and would need to be addressed 
by the Lebanese themselves after elections. 
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but also would not stand in the way of their supporters who wish 
to participate as candidates or voters. This announcement 
removes the threat of a full-fledged boycott by the opposition. 


2. The eleven parties involved are: Basotho National Party 

(BNP) (note: the biggest opposition party); Lesotho PeopleVs 
Congress (LPC); National Progressive Party (NPP); Basotholand 
African Congress (BAC); Lesotho Workers Party (LWP); Basotholand 
Congress Party (BCP); Marematlou Freedom Party (MFP);United 
Party (UP); Social Democratic Party (SDP) and the National 
Democratic Party (NDP) 


3. At the press conference 

stance regarding the elections is as a result of the following 
claimed shortcomings and irregularities which 

not fully been addressed by the Independent Electoral Commission 
(IEC) and government: 


-- Absence of regulations needed to implement the Local 
Government Act of 1997 would lead to confusion and conflict 
between the local government structures and central government; 


-- IECVs demarcation of electoral divisions violates sections 
of the Local Elections Act and the Constitution which provide 
for equal and universal suffrage. (In some cases 

of voters varies greatly among nearby electoral divisions.); 


-- Reservation of one-third of the electoral divisions for women 
candidates is unconstitutional and discriminatory as it violates 
the right to participate in government regardless of gender 

race or creed. (Note: An independent candidate had filed suit 
against the government on this issue; but the case was 
dismissed by the High Court on Wednesday April 27. End Note.); 


-- Electoral model of first past the post is not suitable for 
Lesotho because lack of inclusiveness and the expense of 
replacing legislators; 
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-- Inadequate and slow sensitization campaign 
most of the electorate;. 


-- Outdated voters lists that contain discrepancies;. 


-- Alleged disenfranchisement of individuals who turned eighteen 
by January 


-- Lack of clarity for the role of chiefs in relation to the new 
local government structures; 


3. The opposition parties also sought clarification on the 
credentials of the four-person Commonwealth Observer Group 
which has arrived in Lesotho. Note: it has since been verified 
that the views expressed by the group will be their own and not 
those of their respective governments 

Secretariat or of the Commonwealth Local Government Forum 


SIPDIS 
(CLGF). End note. 


4. COMMENT. The absence of a formal boycott should be a boost 
to voter participation. The opposition\'s complaints were 

nothing new (Reftel). On April 19 

requested the government to delay the elections based on lack or 
adequate preparation and some of the \"irregularities\" described 
above. The GOL rejected the opposition\'s arguments. This 
response and the failure of the court case should remove any 
lingering doubts about whether the elections will take place on 
April 30. At this point 

significant security concerns regarding the voting 

diplomatic and donor community 

observers and closely monitor election day activities. 
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\"healthy tension.\" While envoys were pleased to hear his 
reassurances 

the police and army to respond calmly and hopeful that events 
would proceed smoothly. The GOL appeared to feel in control of 
the situation despite the continuing public airing of grievances 
expressed by the opposition. Two days following a late April 26 
meeting with the Diplomatic Corps 

declared their members are free to vote 

will not participate. Limited though it may be 

sign that donor pressure for the democratic process appears to 
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have yielded results. End Summary 


2. (C) At the request of the Diplomatic and donor communities 

the DPM 

April 28. Attendees were the U.S. and EU Ambassadors 

U.K.\'s High Commissioner 

Representative as well as the South African Missions Counselor 
and the U.K.\'s Deputy High Commissioner. The U.K.Vs 
Commissioner 

of nine major life-threatening gang attacks on donor countriesV 
personnel 

citizen and similar attacks on German and Indian citizens as 

well as muggings of British citizens. The UN Resident 
Representative advised new security procedures at UN House and 
residences had been taken. The group queried the DPM about the 
effectiveness (or lack thereof) of LesothoVs police force to 

handle these attacks and the electoral crowds expected around 
the country on April 30. 


3. (C) Concerning the capabilities of the local forces 

Minister acknowledged serious deficiencies in both rapid 
reaction and investigatory techniques. He pleaded for donor 
assistance. Both we and the British reminded the GOL of our 
successful law enforcement education programs (specifically 
ILEA) which had helped to professionalize Basotho officers. On 
the issue of peacefully handling any election related protests 

the DPM said the Lesotho Defense Force 

Intelligence personnel would effectively intervene should there 
be any disruptions. He went so far as to say potentially 

difficult opposition members who had called for postponement of 
the elections would be followed 

want V'another 1998" period of violence. (Note: We obtained а 
copy of the Prime Minister's letter to the opposition dated 

April 28 refusing postponement of elections which would be an 
impediment to V'deepening democracy.) 
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4. (C) The GOL\'s security task has become 

less daunting. After much prodding by the diplomatic corps and 
other donors (including during a rather contentious late April 

26 meeting) 

held an April 28 press conference giving their party members 
\"permission\" to vote on Saturday. However 

themselves would not participate. The continued to air 
grievances primarily about the demarcation and other matters 
(see septel) but backed off their earlier calls for total 

boycott and postponement. 


5. (C) Toward the end of our discussion 

DPM how he would characterize the country's mood. After 
reflection 

tension." We were reminded of comments by several small 
grassroots rural party leaders who have told us their people 
want \"freedom\" and for V'the elections to be done. Informal 
polling of citizens in the capital suggests some degree of 

apathy by under 30 voters who say they prefer V'music stations V" 
to call-in election radio debates. Thus 

predictions very widely. 


6. (C) The Opposition\'s grudging acceptance of the fact that 
the train has left the station at least sets the stage for one 
more step in the institutionalization of democracy 

perfect. End Comment. 
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support entrepreneurs and businesspeople.\" 


4. The presentations by the three African entrepreneurs were 
received with considerable attention. The CEO of the Zambia 
Export Growers Association (ZEGA) presented a thorough 
account of the production and export of fresh 
horticultural/floricultural products from Lusaka to markets 

in Europe 

ZEGA example demonstrated the success of an association 
buying from hundreds of local producers. In addition 
succeeded because it was able to lobby the Zambian government 
for improved commercial policies and coordinate logistical 
arrangements for the packaging and exportation of vegetables 
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fruit 

Ghanaian presenter 

energized participant at the Forum 

selling maize in the evenings after his day job with 

Unilever 

business 

supplies big name breweries such as Heineken 

Brewing Company (SABCO) 

Food Program has recently become one of YedentVs biggest 
clients. The third and final non-Mozambican entrepreneur to 
present made his start processing yogurt in Senegal. Taking 
advantage of locally procured ingredients 

Yaourtjaboot 

the Senegalese market. 


5. Following these three entrepreneurs 

Mozambican business leaders shared stories of their 
successful operations. One spoke of the resurgence of the 
cashew sector through the help of technical and financial 
assistance provided by several NGOs 

Technoserve. He reported that Mozambique growers recently 
have agreed to a brand name for all of their cashew nuts 
VZambique 

their product in Europe and the U.S. Zambique cashews are 
sold in the U.S. through a distributor in the Netherlands. 
Similarly 

Mozambique\'s shrimp aquaculture industry. In January 2005 
the first boxed 

arrived in the U.S. By the end of February 75 tons had 
entered the American market for distribution to Tasty Choice 
Wal-Mart and other food companies (septel). 


6. The Forum also featured speakers from the Corporate 
Council on Africa 

Southern Africa Trade Hub. They all highlighted 
opportunities for U.S. financial and technical support 
market opportunities 

events. On the second day 

hands-on presentation on creating a sound business plan 
choosing a competitive product 

customers. 
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7. To maintain the enthusiasm and strong interest generated 
by the Forum 

steps 

--Establishing a Business Plan Competition." The 
competition would involve inviting business students to 
participate in a USD 25 

best business plan. The plans would be judged by an 
independent group of business consultants 

would receive the money to implement his/her plan. 
--Identifying a group of Mozambican farmers to visit ZEGA 
facilities in Zambia. Post would call on the U.S. NGO 
Technoserve to identify Mozambican agricultural producers 
most likely to benefit from a visit to ZEGA facilities. ZEGA 
officials would show them how they achieved high quality 
standards and now successfully export to world markets. 
--Working more closely with the Southern Africa Global 
Competitiveness Hub. As a follow-on to the Forum 

has agreed to provide technical assistance to the seafood 
industry in Mozambique so that fishermen are able to comply 
with environmental and phytosanitary requirements to export 
prawns 

considering how to assist in increasing demand for Zambique 
cashews in the U.S. and Europe. Post will continue to liaise 
with the Hub on visits by U.S. companies. Recently GE 
Transportation and Rail and Anadarko (oil and gas) sent 
exploratory delegations to Mozambique 

visit by the bridge building company 


8. Post is already working alongside the Mozambican 
government on organizing a government/private sector 
delegation to the Corporate Council on Africa\'s U.S.-African 
Business Summit in Baltimore this June. President Armando 
Guebuza will lead the delegation and is scheduled to address 
the Summit on agribusiness issues. To date 

of Mozambican businesses in agribusiness 

manufacturing 

their attendance. 
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Lebanese society might become a major source of inspiration 
for the sorely tried region. V" 


3. (C) Silhavy said the Czech MFA would provide one official 
for the EU election monitoring team 

would continue to push for Hizballah designation in the EU 
Clearinghouse. 
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timetable being discussed was too ambitious. Geneva\'s 
hosting of a diplomatic conference on the Third Protocol in 
October 

states. Similarly 

expressed sympathy for solving the problem but revealed 
concerns over the timing of the Swiss efforts. It would be 
difficult for Arab governments to make conciliatory gestures 
to Israel such as this one 

better news regarding cessation of settlement and security 
barrier construction by Israel and the improvement of the 
humanitarian situation for Palestinians in the territories. 
Red Crescent Secretary General Gabr was sympathetic to 
resolving the MDA issue but recognized that state parties 
alone would determine the success or failure of these efforts. 


4. (C) While Egyptian caution on the MDA issue was entirely 
expected 

the pressure. Post will do the same 

upcoming meetings with senior GOE officials to make clear 
that the MDA issue is a high priority to the USG. 
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essential speech which decisively indicated end-of-term 
objectives and took in our requests to focus our attention 
on the south 

of months." UDC leader Marco Follini 

unenthusiastic reply on behalf of his party 

cannot coast toward 2006 as if everything were already 
decided -- the structure of the coalition 

perhaps 

constructive if | said VeverythingVs fine 

made the needed changes 

it is 

leader in the Chamber 

his coalition partners saying 
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north 

not the Lega\'s aggressiveness that made you lose your 
electors.\" 


5. (SBU) The opposition 

creation of the new Government as expected. Democrats of the 
Left (DS) leader Piero Fassino addressed Berlusconi 

directly 

elections) because you knew you would have lost them. Your 
allies decided not to call elections so they can wait a bit 

to see who can lead the coalition in 2006. Italy is a great 
country and deserves a great government; instead 

being led by a very small government.\" Calling the center- 
right \"deeply divided 

charged that PM Berlusconi failed over the past four years 

to enact his program. Opposition leader Romano Prodi 
commented that Berlusconi only repeated proposals already 
presented over the past four years. 


6. (SBU) COMMENT: Imminent national elections will either 
exacerbate the strains within the center-right coalition or 
force the partners to work more closely together. If they 

fail to deliver something to voters 

economic arena 

win re-election. Nonetheless 

disintegration seems stronger thus far then that of hanging 
together to avoid hanging separately. 

SEMBLER 
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topics\" for the website. Second 

given tag and/or term appear on the website in the order in 
which they were posted. Post believes it would be more 
useful for them to appear by cable date 

cables for each tag or term first. Third 

into quotation marks in uploaded cables. The only way post 
can fix this problem at present is to manually edit each 
cable. 


3. With the streamlined CableCapture function (and the 
expected release of SIPDIS) 
primary time-consumer for website management. The biggest 
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obstacle to increasing and expanding our web-content is the 
upload function of PortalXVs daily report. Post currently 
uploads the daily report as a word document and adds the 
pictures within PortalX. The uploading process drops most of 
the documents formatting 

consuming to upload. Post suggests that the daily report 
uploading feature be modified to enable a word document that 
is fully formatted and that includes pictures to be uploaded 

as an html page. We are currently able to do this in other 
portlets 

considered simply changing the daily report portlet into a 
content portlet 

archive feature. 


4. Post also experiences difficulties with PortalXVs search 
engine. For example 

CODEL 

subject line of each cable) only returned two results instead 
of the expected four. 


5. Post appreciates the support of the PortalX and 
Net-Centric Diplomacy teams. We look forward to 
participating in the SIPDIS pilot in the near future. End 
comment. 
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April 25 

under V'satisfactory conditions" with \"isolated incidents 
Barbier (protect) said that the French response had been too 
quick 


2. (C) Asked whether the MFA statement had been driven by the 
Presidency 

the MFA. She would not be drawn out when we suggested that 
it had been approved either by Nathalie Delapalme 

Barnier\'s Africa advisor 

unprompted 
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call the elections a success. 


3. (U) Several French papers published April 28 have 
criticized the MFA\'s characterization of the Togolese 
elections as a success. Le Figaro 

MFA statement on legal mechanisms for recourse as be on the 
\"borders of reality.\" Liberation 

with deceased President Eyadema asserts that Paris clearly 
aligned France with the regime 

as the best candidate to assure stability in Togo. Le Monde 
says that for decades Paris supported a regime which has 
ruined Togo 

of describing the elections as satisfactory 

better to follow the EU and the U.S. responses. 


4. (C) Queried about the security situation 

expressed concern to Africa watcher about the attacks on 
French nationals following the election 

France was not planning to conduct an evacuation. 
WOLFF 
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UNRWA reported that two of the mortars aimed at Neve Dekalim 
fell short and landed in a Palestinian area. Two houses were 
damaged 


-- Mortars/Rockets: The IDF reported that Palestinian 
militants fired a total of nine mortar shells and at least 
one Qassam rocket at IDF and Israeli settler targets in the 
Gaza Strip April 27-28. 


-- Shootings: The IDF reported that Palestinians launched two 
shooting attacks in Gaza April 27-28. 


7. (SBU) BORDER CROSSINGS: 

-- Route Four (Salahadeen Road) 

artery 

re-opening for two hours in the morning. Gaza remained 


divided into two parts for the second day. 


-- Erez Crossing was open for internationals but not for 
Palestinian laborers April 27. 


-- The Erez Industrial Zone was closed April 27. 
-- Sufa Crossing was closed for Palestinian laborers April 
28 


construction. 


-- Karni Terminal was open 
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-- Rafah Terminal was open for arrivals and departures April 
28. 


-- Tel al-Sultan checkpoint was closed April 28. Toufah 
checkpoint was open for residents of al-Mowassi 
aged 16-30. 


8. (SBU) POLITICAL DEVELOPMENTS: 


-- Israeli media reported that the Yesha Settlers Council 
organized an influx of disengagement opponents April 27 to 
the Gaza Strip to participate in a mass march in Gush Katif 
and through the al-Mowassi Palestinian area to protest the 
Israeli withdrawal from Gaza. Although the Council claimed 
that some 100 

the purpose 

than 30 

buses arriving and leaving Gaza along the main settler access 
point at Kissufim. Shrapnel injured one IDF soldier when 
Palestinian militants fired a mortar at the demonstration 
when it passed near Neve Dekalim (see \"Injuries\" and 
\"Mortars/Rockets\"). 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www. state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


KURTZER 


31684 

31685 

message.\" Ferrari asked 

object if Mantica continued on to Damascus 

would be threefold: 1) the need for Syrian intelligence also 

to vacate Lebanon; 2) the need for transparent parliamentary 
elections in Lebanon free from Syrian interference; and 3) 

the lack of any hope of signing the EU Association Agreement 
in the near future if Syria does not address the issues under 
UNSC 1559. 


4. (C) Pol MC responded that we would get a definitive answer 
from the Department 

concerned about a visit at this level 

accompanied by the strong message in our demarche. Ferrari 
who was about to depart for Paris where he will participate 

in a meeting with Special Envoy Wolfensohn and other 
Department officials on Gaza withdrawal 


Column 3 

revisit the issue upon his return next week. Post will send 
septel with further details. In the meantime 

Department provide Washington\'s reaction to the proposed 
visit 


SEMBLER 
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article notes somewhat cynically that politicians on both 
sides of the aisle are scrambling to take credit for the 
success of the V'super jumbo" 

proposed European Constitution. \"Airbus\' success commands us 
to advance towards the Europe of which this constitution 

lays the foundations V 

Figaro\'s (right-of-center daily) headlines read \"Europe\'s 
Wings" and calls the Airbus A380 project a \"political leap 

of faith\". Only \"Le Monde" Vs front-page cartoon showed the 
Airbus flying through the sky 

European Union 


PRAISE FOR INDUSTRIAL POLICY 


3. (U) But the French media focused also on the 
transatlantic rivalry between Airbus and Boeing 

opportunity to take potshots at Boeing and the United 
States. Le FigaroVs April 27 editorial hails Airbus\'s 

success with the A380 as managing to V'challenge 

territory 

other dailies noted that Airbus now has the more challenging 
task of selling the A380 and making it a commercial success 
as well. Many news stories also pointed to Boeing\'s 
announcement of good news on sales of aircraft to Air Canada 
and Air India as the American company's attempt to rain on 
Airbus parade. 


4. (U) The Figaro editorial goes on to praise Airbus\'s 

public V'financing model" and echoing President Jacques 
Chirac\'s frequent comments 

\"European projects in other areas such as communications 
health care or biotechnology\". Le Figaro charges Boeing 
with hypocrisy for accusing Airbus of receiving public funds 
for its projects 

functions 

Liberation expressed its approval that the A380 project and 
its financing are \"running counter to . free market 


Column 3 
ideology\". 


ECONOMIC INTELLIGENCE AGENTS 


5. (SBU) The tabloid Le Parisien\'s headlines were blunter 
proclaiming V'Airbus scores one against Boeing". The populist 
daily 

Airbus\'s success might have for \"economic intelligence 
agents\" in Toulouse 

intelligence agencies have often targeted the U.S. Consulate 
in Toulouse. Indeed 

the popular regional press to the American Presence Post 
(APP) in Toulouse and its implied role in 'economic 
intelligence\" gathering 

(The Embassy is asking for the journal in question 

Depeche du Midi 

clarifying the APP\'s real role in the region.) 


6. COMMENT. As with the Euro 

A380 is a point of great pride among ordinary French 
citizens as well as politicians. It is easy to understand 

the desire to emphasize such a positive \"European\" 
development 

the disenchantment of voters over a proposed EU 
constitution 

10 new countries 

other difficult dossiers. But while a justifiable source of 
pride 

wrongheaded (but populist) notion that the EU is always best 
defined in opposition to the United States. We need to 
watch carefully to ensure that this doesn\'t get out of hand. 
END COMMENT. 
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HOWEVER 

UNDER THIS LINE ITEM (2001 - $1.569 BILLION 

BILLION 

AND 1998 - $.910094 BILLION) 

U.S. EXPORTS DECLINED AS COMPARED TO THE YEAR BEFORE. 


8. (SBU) THE DIFFICULTY OF DOING BUSINESS IN BRAZIL MAY BE 

ONE REASON BEHIND THE SPOTTY PERFORMANCE OF U.S. EXPORTS. 
FOR INSTANCE 

DEVELOPMENT 

PORTS ARE OPERATING AT VERY NEAR THE SATURATION POINT. 
EVEN AT BRAZIL\'S MOST EFFICIENT PORTS 

CARGO ARE SIGNIFICANTLY HIGHER THAN THOSE IN MANY 
INDUSTRIAL COUNTRIES. MEANWHILE 
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TAXES 

CASCADING 

BASE) CAN MAKE FINAL PORT COSTS UP TO 70 PERCENT HIGHER 
THAN FREE ON BOARD PRICES. SOMETIMES IT TAKES LOCAL LEGAL 
REPRESENTATION TO MANEUVER THROUGH THE INTRICATE MAZE OF 
REGULATIONS 

EVEN MORE. NOTWITHSTANDING THE DIFFICULTIES INHERENT IN 
EXPORTING TO BRAZIL 

U.S. EXPORTS - AFTER ALL 

THESE SAME PROBLEMS AND THEIR SALES TO THE BRAZILIAN MARKE 
ARE INCREASING. 


9. (U) THE SILVER LINING TO THIS CLOUD IS THE PERFORMANCE 
OF U.S. EXPORTS FROM SMALL AND MEDIUM-SIZED ENTERPRISES 
(SME) 

SOLID GROWTH. SPECIFICALLY: 


-- U.S SME EXPORTS TO BRAZIL INCREASED IN VALUE BY 242 
PERCENT FROM 1992 TO 2001. IN US DOLLAR TERMS 
INCREASE VALUE WAS NEARLY US$2.65 BILLION. 


- OVER THIS SAME TIME-PERIOD 

MADE BRAZIL THE FASTEST GROWING MARKET FOR U.S. SME EXPORT 
IN THE WORLD. MEASURED BY THE US DOLLAR GAIN (US$2.65 
BILLION) 


- MEANWHILE 
BRAZIL CAME FROM SMES. 


THE EFFORTS EXERTED BY THE U.S. COMMERCIAL SERVICE OF THE 
DEPARTMENT OF COMMERCE ON BEHALF OF U.S. SMES ARE ONE OF 
THE CHIEF REASONS BEHIND THIS INCREASE IN SME EXPORTS TO 
BRAZIL. IT IS ESTIMATED THAT THE U.S. COMMERCIAL SERVICE 
HAS ASSISTED OVER 200 COMPANIES PER YEAR FOR THE LAST TEN 
YEARS IN ENTERING THE BRAZILIAN MARKET (INCLUDING 281 IN 
2003 AND 171 IN 2004.) THIS IS IN ADDITION TO HELPING 
COMPANIES ALREADY EXPORTING TO BRAZIL TO INCREASE THEIR 
SALES (І.Е. 

COME TO MARKET THEIR WARES AT THE DOZENS OF REPUTABLE 
INTERNATIONAL SHOWS IN SAO PAULO AND OTHER BRAZILIAN 
BUSINESS CENTERS. 


10. (SBU) RECENTLY PRESIDENT LULA HAS THREATENED TO 
ENCOURAGE GREATER IMPORTS IF LOCAL BUSINESS DOES NOT HOLE 
THE LINE ON PRICE INCREASES. WHILE 

IS PRINCIPALLY USING THE PRESIDENTYS STATEMENTS AS A DEVICE 
TO JAWBONE THE BUSINESS COMMUNITY INTO HELPING HOLD THE 
LINE ON INFLATION 

WILL NOT ACT IF HE HAS TO. INDEED 

MINISTER ΡΑΙ ΟΟΟΝ5 REQUEST 

IMPORTS OF 15 TYPES OF STEEL PRODUCTS 


Column 3 
SERIES OF PRICE INCREASES SPARKED BY SURGING WELL DEMAND. 
(REFTEL A). 


11. (SBU) HAVING MADE CLEAR THAT 

NECESSARY 

FREE TO RELENT ON THE IDEA OF SLASHING TARIFFS ACROSS-THE- 
BOARD -- ESPECIALLY SINCE DOING SO MIGHT ERODE THE BALANCE 
OF TRADE AND CURRENT ACCOUNTS SURPLUSES THAT THE GOB HAS 
WORKED SO HARD TO ACHIEVE. THE 2004 CURRENT ACCOUNT (US$1: 
BILLION) AND TRADE (US$33.6 BILLION) SURPLUSES HAVE HELPED 
IMPROVE BRAZILYS REPUTATION WITH BOTH INTERNATIONAL MARKET 
AND THE CREDIT RATING AGENCIES 

SOURCE FOR FINANCING DOLLAR-BASED LOANS. IT IS UNLIKELY 
THAT THE GOB WILL END UP BITING THE HAND THAT FEEDS IT. 
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component was a USDA-funded feeding program for border 
residents. 


5. Espinosa didn't bite 

border and the threats Ecuador faced there from Colombian 
narcoterrorism. Instead 

forces must regain the confidence of the populace and adhere 
always to constitutional precepts. It was police 

military 

to depose peacefully former President Gutierrez. 
Nevertheless 

boys in blue. Responding to the Ambassadors inquiry 
Espinosa revealed he did not know new Police Commander 
General Jose Vinueza. Ecuadorian military and police would 
cooperate 


6. COMMENT: The Ambassador chose not to push substance hard 
in their first encounter 

military affairs and management 

mode (and will remain there awhile). The Defense Attache and 
Milgroup Commander are preparing correspondence that details 

our the U.S. military assistance program in Ecuador 

brief the Defmin personally in the coming weeks. END COMMENT. 


7. ADDITIONAL BIO DATA: Unlike other Palacio Administration 
appointees we have engaged this week 

bash the Gutierrez team 

stateman-like bent. He mentioned he had studied at the 
Inter-American Defense College (we imagine in the 1960s). 
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strike by newly graduated police officers that brought 
Abidjan traffic to a standstill for three hours. They were 
protesting non?payment of war bonuses and because they 
continue to receive student or recruit pay instead of full 
pay as police officers. 


7. (SBU) COMMENT. The large number of bonuses and allowances 
that are not being paid indicates how shaky the 2005 budget 
is. The government is already unable to pay allowances to 
teachers 

revenues dry up much further the government may not be able 
to meet its basic salary payments as well. 

The 2005 budget bill assumes a normalized political 

situation. The political situation is improving 

could help revenues and eliminate war-related premium pay. 
Meanwhile 

growing 

present problems for President Gbagbo and his FPI party in 
this Fall\'s elections. Should the peace process grind once 
again to a halt 

into more serious social unrest. END COMMENT. 
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Bijami 

Zulia 

praised the Municipal Law under consideration for promoting 
decentralization 

Flores also said the pro-GOV block was committed to passing 
this law prior to the August 7 municipal elections. 


6. (C) National Assembly Vice President Ricardo Gutierrez 
(Podemos) 

Assembly would approve the Land Law by April 26. MVR Deputy 
Eddy Rios April 4 also predicted early passage of the Organic 
Law of the Armed Forces. Rios asserted that there was 
opposition agreement on many aspects of this law 
acknowledging that articles on the reserves and national 
mobilization would generate debate. Movimiento Al Socialismo 
(MAS) Deputy Pedro Antonio Castillo told poloff April 12 that 

if the pro-GOV block could not get the two thirds majority 
needed to pass the law on the military as an organic law 

they would simply turn it into an ordinary law. Ortega said 

the Foreign Exchange Crimes Law would be pushed hard 
insisting that it was aimed at punishing money laundering 

not legitimate business. 


Column 3 


7. (C) Ortega said the Anti-Terrorism Law would probably 

not be passed in this session. He asserted that the law was 
potentially dangerous to Venezuelan democracy 

be rushed. Ortega said he was worried about passing an 
abusive law 

Anti-Terrorism Law as models to avoid. Ortega also mentioned 
the Social Security Law as a major priority 

would require serious study to evaluate its economic impact 

on the State and private business 

probably push it beyond this session. 


8. (C) The pro-government legislators have set an ambitious 
agenda. With their majority 

per week 

than in the past. The complexity of some of the legislation 
especially the bills on the national police and the military 

may prove an insurmountable impediment for the time being. 
These are also bills with significant ramifications which the 
opposition 
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leaders who had led protests against candidates nominated by 
appointment rather than through the primaries. 


6. (U) Accusations of fraud levied against local and regional 
MVR electoral officials plagued the primary process. In 

Zulia State April 6 

denounced preferential treatment for some candidates and 
accused local MVR officials of changing voting centers and 
deleting more than 4 

the candidates they supported won. In Barinas State 

MVR election official accused members of the MVR 
themselves the Dignity Team 

on April 18. Another MVR official accused the same group of 
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burning down the Barinas MVR headquarters on April 19. In 
Nueva Esparta 

a member of the regional electoral commission for 
partisanship and \"wrongdoing.\" 


7. (C) Carabobo State\'s regional coordinator Luis Medina told 
PolOff April 21 that the experience was difficult because it 
was a first. However 

\"democratization\" (the primary process) 

patient and less likely to jump to conclusions 

or protests. Archbishop Baltazar Porras told PolCouns that 

in Merida 

him that the state's MVR governor “Пас taken\" all the 
nominations 


8. (C) While not trouble-free 

\"first\" which Chavez supporters will tout as credentials of 
their commitment to democracy in contrast to whatever process 
the opposition parties have used to pick their candidates. 

For some Chavez supporters 

end to Chavez\'s hand-picked candidates 

fraud 

the process. The primaries follow Chavez\'s Road Map for the 
Revolution 

organization and participation of his grassroots supporters. 
The National Electoral Council 

the supervision of all election related matters 

noticeably absent from the process in contrast to its 

assertion that it must watch over the Venezeulan Workers\' 
Confederation elections. 

Brownfield 
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the Ambassador earlier this month. 


7. (C) Clearly affected by a lack of sleep 

tired and unfocused 

through some policy proposals. We will continue to promote 
US priorities with the Minister 

anti-US bias and the need to handle him gently. 

KENNEY 
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they met the girls in bars 

sex with one or more of them. Cornejo detained the other 
officer for statutory rape because the victim was under 12 
years old. The PNP officers are not from indigenous 
communities. 


4. (C) While Prosecutor Cornejo told PolOff she could not 
disclose the names of the accused 

involvement of the following individuals identified by the 
press: Major Javier Arauz 

Julio Aizprua 


Civilian Woman Acted as Madam 

5. (C) Prosecutor Cornejo also charged a 24-year-old 
civilian woman for pimping. The woman allegedly paid the 
girls to have sex with Darien teachers 

others. The Attorney GeneralVs office did not charge any of 
these offenders as part of the immediate case. 


Indigenous Leaders\' Cut? 

6. (C) While Prosecutor Cornejo denied having evidence 
against indigenous leaders 

that Darien indigenous leaders commonly offer minor girls for 
sex for $100. Aleman said that the initial complaints in 

this case came after local indigenous leaders did not receive 
their expected pay-offs from the PNP. 


7. (C) Other Darien contacts claim indigenous families see 
minor girls as a means to generate income for the family 
through marriage or sexual encounters. However 

Cornejo denied that her case involved parents offering their 
daughters for sex. 

Full MOGJ Cooperation 

8. (C) Prosecutor Cornejo told Embassy that the MOGJ 
cooperated fully with the Attorney GeneralVs office in the 
lead-up to the arrests. MOGJ Minister Aleman told EmbOff 
that Attorney General Gomez initially had planned to fly to 
the Darien for high-profile arrests but called off her plans 
when MOGJ convinced her to let it pursue its own 
investigation first. That would allow MOGJ to take a 
proactive stance against PNP corruption. 


9. (SBU) Aleman noted that he immediately sent a National 
Maritime Service (SMN) Intelligence Unit to the Darien to 
investigate. Subsequently 

(DIIP) detained the officers and insured that they arrived at 
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the Attorney GeneralVs Office to provide Cornejo with their 
initial statements on March 28. In the end 

first GOP agency to inform the press 

on March 29. PNP Internal Affairs (DRP) handed over its own 
case against the officers to the PNP Disciplinary Board on 
March 31. 


Embassy Commends Attorney General 

10. (SBU) Once the case became public on March 29 

took swift action. EmbOffs personally congratulated Attorney 
General Gomez and her staff on the arrests. Ambassador Watt 
also commended the Attorney General in a formal letter. The 
Ambassador publicly highlighted the GOPVs work in combating 
TIP at Embassy\'s April 7 Women\'s Day event 

Attorney General attended. 


Embassy Encourages MOGJ 

11. (SBU) In addition 

MOGJ Secretary General Danilo Toro 

Presidency Security Council Director Javier Martinez Acha 
and PNP Subdirector Cerezo that the U.S. views the charges 
against the PNP officers as extremely serious 

the importance of the PNP\'s full cooperation at all stages of 
the prosecution 

assistance in implementing prevention measures. 


Embassy Support for Prevention Activities 

12. (SBU) To that end 

agreed to fund a MOGJ pamphlet designed to put all PNP 
officers on notice that sexual abuse of and corruption of 
minors will be swiftly and severely punished. The pamphlet 
will be attached to the paycheck of every PNP officer 

will be required to sign a statement acknowledging they 
understand the pamphlet\'s contents. 


19. (SBU) MOGJ Secretary General Toro also told Embassy 
that MOGJ will place notices in all PNP barracks warning that 
committing sex crimes against minors will be punished to the 
fullest extent of the law. 


COMMENT 

14. (C) Thus far 

sensitive case. The Attorney GeneralVs Office has vigorously 
investigated and prosecuted the accused. Similarly 

and PNP leadership has supported the Attorney GeneralVs 
Office and taken steps to prevent any recurrences of PNP 
abuse. So far 
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as the press and public seem to recognize the GOP\'s 
initiative. Embassy will continue to follow up to ensure 

that GOP commitment to the case does not wane over time. 
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7. (C) The three U.S. contractors captured by the FARC in 
February 2003 are now the longest U.S. terror captives in the 
world. Their safe release continues to be one of our top 
priorities. The Colombians are providing full assistance. 

Plan Patriota operations have increased the likelihood that 

we will receive more information about the hostages 

that an unintended encounter between Colombian forces and the 
hostage holders will result in their execution. Uribe has 

assured us that the U.S. hostages will be included in any 
possible &humanitarian exchange.8 


8. (C) The Uribe Administration continues to make progress in 
human rights 

strengthen the military justice system 

to paramilitary groups 

has a difficult but active dialogue with NGOs 

Nations 

mandatory for all members of the military and police. The 
GOC claims to have trained 100 

and a half. Less than two percent of human rights violations 
are attributable to government security forces 

GOC statistics. Homicides fell by 16 percent 

42 percent 

building on 2003\'s trends. 


9. (C) Constitutional reform to permit Presidential 

re-election was approved by Congress and is facing a review 
by the Constitutional Court. Executive-legislative relations 
have been tense over the last two years. In addition to the 
demobilization law 

pension and tax reform 
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face tough sledding. Elections for Congress and President 
will be held in March and May 2006 

current Congressional session began March 16 and runs until 
June 20. 


10. (U) While the tremendous gains in security have helped 
the economy 

pension reforms have not yet passed through Congress. 
Without these important structural changes 

outlook is less clear. In 2004 

product (GDP) increased by 4 percent to nearly USD 90.8 
billion. Colombian exports grew 26 percent in 200 to USD 16 
billion. Exports to the U.S. grew by USD 1 billion. 
Unemployment remains high at 12.1 percent 

been declining since the beginning of the Uribe 
administration. 


11. (U) The ninth round of free trade talks was in Lima 

on April 18 to 22. President Uribe remains a strong 
proponent. The Colombians are concerned that their 
congressional and national elections in 2006 will block 
approval if agreement waits too long. Agriculture continues 
to be a major issue. Our goal of conclusion by early summer 
2005 is uncertain. 


12. (C) On March 30 

U.S. military plane that left Colombia for Fort Bliss. Three 
U.S. military personnel temporarily stationed in Colombia 
who had immunity 

transporting drugs to the U.S. on military aircraft. One has 
been released 

others. We are working closely with Colombian authorities to 
ensure that the case is fully investigated and that those 

guilty are held accountable. 


WOOD 


31697 

of \"Participacion Ciudadana 

Menino of the Corporation for Latin American Development 
Transparency International representative 

Defense under former President Jamil Mahuad 
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Gallardo. The delegation met separately with each of the 
major political party (except the PRE and PSP) 
indigenous groups including CONAIE 

Kichwa de Sarayacu 

organization. 


4. (SBU) On April 28 

and former Supreme Court magistrates; ex-president Gutierrez! 
legal advisor; representatives of Gutierrez\' Patriotic 

Society party (PSP) and (separately) Bucaram\'s Ecuadorian 
Roldosista Party (PRE); human rights groups; and former 
presidents Hurtado 

Roldos. The OAS mission will meet on April 29 with media 
representatives 

international organizations. They will not travel to 

Guayaquil. 


5. (C) Ambassador Dunn told PolChief that the noted jurists 
(Ramiro Borja 

and one other) concurred that the dismissal of Congress was 
constitutional and justified by the unconstitutional acts of 

the Gutierrez government. Asked how the OAS could help 
Moeller 

requested that the OAS apply the Charter to support Ecuador\'s 
democratic institutions. Others requested international 
assistance to oversee the selection process for new 
magistrates 

GOE officials. 


6. (C) Carlos Larrea 

that the Gutierrez governmentVs actions were constitutional 
and Congress\' dismissal of Gutierrez was illegal. By rights 
Gutierrez should be restored to the presidency; Larrea 
acknowledged that this would not be practical in the current 
political environment. Gilmar Gutierrez of the PSP described 
a conspiracy of the oligarchy against his brotherVs 
government 

the oligarchy manipulated a tiny fraction of the population 
to destabilize the Gutierrez government through street 
protests. He requested OAS protection 

slanderous charges being made against him. 


7. (C) PRE leaders Adolfo Bucaram (brother of Abdala) 
Quintana 

conspiracy allegations. PSC leader Leon Febres Cordero was 
to blame 

Bucaram was deposed. His party was recouping positions of 
power lost during Gutierrez tenure. They criticized the OAS 
for not acting in 1997 to sanction the undemocratic removal 

of a president. Not acting now would condone impunity and 
lead to future overthrows. 
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SA Foreign Ministers Arriving April 29 


8. (C) Brazil DCM Jose Fiuza told us that the South American 
Community troika 

from Santiago April 29 and depart April 30. Amorim will be 
accompanied by Ecuadorian FM Parra and the Peruvian FM 
returning from the Community of Democracy meeting in 
Santiago. They will be joined here by the Bolivian FM 

have a meeting confirmed with President Palacio. The troika 
hopes for additional meetings at the MFA 

Mayor Moncayo 

Democratic Left leader Guillermo Landazuri. The troika visit 
is conceived of as complementary to the OAS mission 
according to Fiuza. We later heard from an MFA source that 
the Peruvian FM would not be coming to Ecuador 

reasons 


Congress Slows its Pace 


9. (U) Congress met briefly on April 27 and discussed a 
resolution urging the government to investigate the damages 

to the CIESPAL building 

session on April 20. Protesters had prevented Congress and 
President Palacio 

time 

Palacio was sworn in. Several congress members were attacked 
by hostile crowds demanding their ouster as they tried to 

leave the building. On April 28 

investigation into the events at CIESPAL on April 20. PSC 
congressman Luis Fernando Torres accused military elements of 
trying to take political control during this period. Due to 

a bomb threat 

one-hour session. 


Government Initiatives 


10. (U) President Palacio announced on April 26 that 
dialogue tables (\"mesas de dialogo\") and regional assemblies 
were necessary to get citizen input on possible structural 
reforms. He did not specify the mechanism he would use 
except to say that the government would seek support from 
international organizations to organize the meetings. The 
goal would be to discuss social 

topics in a Jeffersonian model of direct democracy. The 
meetings could help develop the agenda for a national 
referendum and possibly a constitutional assembly. Palacio 
said he would meet with national and international 
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organizations to discuss the matter in further detail. 


11. (U) Minister of Economy and Finance Rafael Correa 
announced that the President will submit legislation to 

Congress to change the allocation of money from oil revenues 

in the Fund for Stability 

Public Debt (FEIREP). Currently 70% of the money is used to 
pay public debt and 10% goes to social programs; Correa\'s 
proposal would allocate 4096 to generate economic development 
15% to education 

science and technology research. Correa said he expected 
\"total support V" from Congress for the proposal. 


Cabinet: Four More Ministers Named 


12. (U) Palacio named four additional ministers on April 27: 
Minister of Public Works Derliz Palacios 

Welfare Alberto Rigail 

and Minister of Housing Armando Bravo. The ministers of 
labor 


Moves Against Former Government Officials 


13. (U) President Palacio announced on April 26 that Ecuador 
would \"shortly\" request extradition of former president 
Gutierrez from Brazil. Media reports noted commentary from 
legal experts that Brazil had before never granted 

extradition requests for individuals given political asylum. 


14. (U) On April 27 

Guillermo Castro was detained for four hours on charges of 
attempted bribery. Castro reportedly offered a $1 

to immigration officials for a false Andean travel document. 
He was released after a habeas corpus petition by the mayor 
of Santa Rosa (a fellow PRE member) in El Oro province. 


Security Situation Still Calm 


15. (U) The situation in Quito remains calm. A peaceful 
anti-OAS protest of approximately 60 people took place 
outside the hotel where the OAS delegation is conducting its 
meetings. Most of the protesters are Afro-Ecuadorians from 
Esmeraldas province 

Democratic Movement political party (MPD). Small groups of 
pro-Gutierrez protesters blocked roads in Tena and Los Rios 
provinces on April 27. 
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the BTA Joint Committee 

Attorney-Advisor 

Policy Planning Advisor Steven Tepp 

from Hanoi and HCMC 

of BTA implementation. (Note: The BTA JC meetings will be 
reported septel. End Note.) The tone of the meeting was 
very upbeat 

impact the BTA has had on bilateral relations. In 

particular 

bilateral trade over the past year 

Vhundreds of U.S. companies" operating in Vietnam and the 
surplus in U.S. services exports to Vietnam as examples of 
positive developments. 


Vietnam: Progress on BTA Implementation 


3. (SBU) VM Tu specifically highlighted the progress the GVN 
has made in implementing BTA obligations in the areas of 
transparency and the protection of intellectual property 

rights (IPR). With respect to transparency 

out that GVN drafters of laws and regulations regularly seek 
out opinions from stakeholders 

He also explained that National Assembly discussions are 
open to the public and the GVN publishes its legislation in 

the Official Gazette 

websites. Improving transparency is part of VietnamVs 
reform process 

committee responsible for reviewing all documents and 
simplifying legislative procedures. Vietnam has made 
significant progress in bringing its procedures in line with 
BTA and WTO transparency standards 

VM Tu noted that Vietnam has joined the Berne Convention and 
promulgated regulations to bring Vietnam into compliance 
with Berne requirements. However 

has V'some problems in the area of IPR.\" 


4. (SBU) VM Tu also cited improvements Vietnam has made in 
increasing market access opportunities for U.S. companies 

in some cases ahead of the BTA implementation schedule. The 
GVN provided MFN tariff treatment to U.S. goods two years 
before the BTA took effect 

are more than seventy 100 percent U.S. companies operating 

in Vietnam now. In insurance services 

one 100 percent investment license to an American insurance 
company and has committed to issue two more licenses to U.S. 
companies soon. Finally 


Column 3 

implemented its BTA obligations in the banking sector 
although only two U.S. banks have a presence in Vietnam. 
(Note: The VM attributed the small number of U.S. banks to 
the lack of strong OPIC presence in Vietnam. However 

has been active in Vietnam since 1998. End Note.) The Vice 
Minister added that the GVN would like the USG to V'create 
favorable conditions for Vietnamese companies to do business 
in the United States.\" \"I have received criticisms from 
Vietnamese banks that have been unable to get approval to 
set up representative offices in the United States 

complained. 


5. (U) DAUSTR Bryan responded that the United States has 
also taken efforts to facilitate bilateral economic 

relations. The USG applied MFN and national treatment to 
Vietnam in all areas except tariffs well before the BTA came 
into effect. With respect to U.S. investment in Vietnam 
DAUSTR Bryan explained 

that investment conditions are good before investing in a 
new market like Vietnam. U.S. companies have become more 
comfortable investing in Vietnam in the last few years 

partly because of the BTA. However 

for signals that the investment climate is improving - 
including better IPR protection 

investment and a court system that enforces contracts. As 
Vietnam continues to implement its international obligations 
and bolster its judicial system 

increase in U.S. investment 


6. (SBU) On insurance 

pending insurance licenses will send a positive signal to 

the world financial community and help to encourage other 
investment in Vietnam. However 

perception in the United States that Vietnam applies 
different rules to companies from different countries and 
that the GVN trades market access in one sector for access 
in another. In the United States 

requirements; Vietnamese companies are free to invest and 
face the same regulatory rules as all other companies 
stated. 


7. (SBU) With respect to banking 

that after September 11 

requiring the home countries of banks to have anti money- 
laundering regulations in place before they could establish 
representative offices in the United States. These rules 

apply to banks from all countries on an MFN basis 

noted. The VM immediately expressed strong support for U.S. 
efforts to combat terrorism and money laundering and 
reported that the GVN has submitted a draft anti money- 
laundering decree to the Prime Minister for approval. 
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DAUSTR Bryan asked the Vie Minister to provide a copy of the 
draft regulation as soon as possible. (Note: the Embassy 

has repeatedly requested a copy of the draft decree on money- 
laundering from the GVN without success for over a year. 

End Note.) 


8. (SBU) The Vice Minister suggested the two sides hold the 
Chairman (Vice Minister) level meeting of the BTA JC in May 
(Note: VM Tu was anticipating WTO bilaterals in Washington 
in May. End Note.) DAUSTR Bryan responded that 

VM be in Washington for other reasons 

possible 

appropriate Deputy USTR. 


WTO Accession 


9. (SBU) Turning to Vietnam\'s WTO accession 

was aware that the USG is concerned about Vietnam\'s ability 
to complete the legislative requirements for WTO. The GVN 
has decided it needs to speed up the legislative process 
assured her. The Government has identified ten existing 
laws and ordinances that need to be revised and fourteen new 
laws and ordinances that need to be drafted in order to meet 
WTO requirements. This legislation was included in the 
legislative action plan the GVN sent to the WTO Secretariat 
and the USG for review last week (Reftel В). The VM added 
that the National Assembly (NA) has agreed to work to 
approve all of this legislation in 2005 and will extend the 
length of its two regularly schedule sessions this year 

and/or add an additional session if necessary t complete the 
task at hand. 


10. (SBU) DAUSTR Bryan pointed out that although the WTO 
Working Party has made it very clear that it wants to see 
drafts of all laws 

before they are approved 

drafts to the WTO for review. In fact 

submission to the WTO Secretariat contained only two laws: 
the Law on Minerals and the Anti-Dumping Law. (Note: Both 
of these laws were final versions. End Note.) The VM noted 
that the Prime Minister recently issued instructions on 
preparing draft legislation 

submitting them to the WTO (reftel C). The GVN is very 
focused on translating draft legislation at this time 

said. As soon as the drafts are ready 

submitting them to the WTO. 


Next Round of Bilats 
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11. (SBU) VM Tu then reiterated the written request he had 
sent to the Ambassador (reftel B) for the United States to 
host another round of WTO bilateral market access 
negotiations in Washington at the end of April. DAUSTR 
Bryan expressed appreciation for the work the GVN has done 
and for the constructive round of talks held in Washington 

in March. However 

tariff offer 

will not begin to consider scheduling another round of 
bilaterals until Vietnam provides a revised services offer 

in writing. Once the offer is received 

least four weeks to review it and consult with U.S. 

industry. Given that 

realistic time frame for the next round of negotiations 
DAUSTR Bryan concluded. The Vice Minister responded that 
the GVN will send the services offer \"this week." Conceding 
the point on the April timeframe 

bilats be held \"sometime\" before the next WTO Working Party 
scheduled for late May. DAUSTR Bryan committed to convey 
this information to AUSTR Dorothy Dwoskin. 


Textile Quotas 


12. (SBU) VM Tu also requested the USG consider increasing 
the size of U.S. quotas on VietnamVs exports of textiles and 
apparel. Both Vietnamese and U.S. companies have complained 
that Vietnam is disadvantaged because its textile and 

garment exports to the Unites States are still subject to 

quota 

States is not in a position to remove the quotas until 

Vietnam accedes to the WTO. 


13. (U) DAUSTR Bryan cleared this cable. 
MARINE 
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Alliance V' with private sector partners. Nevertheless 
real economic potential of RFID is still not clear. 


Options for Taiwan Business - Two Systems... 


3. (SBU) There are numerous potential applications for RFID 
technology. Many Taiwan entrepreneurs break down potential 
business opportunities into two types of systems -- open and 
closed. Open systems include the type of broad 
logistics/supply chain management systems that are required 
to implement Wal-Mart's new mandates. This kind of system 
has two crucial features. First 
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universal standards so that many different firms can access 
information recorded on RFID tags. This has caused some 
international concern 

establish its own proprietary standards. However 

RFID industry executives and analysts express few concerns 
about PRC efforts to develop unique standards. Most 
believe that the EPCglobal standard 

industry 

chain management globally. TaiwanVs ITRI is a member of 
the EPCglobal Inc. 

developed the standard. (Note: EPC stands for electronic 
produce code. End note.) 


4. (SBU) In addition 

management system will require low-cost 

tags. Otherwise the savings offered by more efficient 
supply chain management will be eaten up by the cost of 
implementing the system. Industry insiders frequently cite 

a cost of USD 0.05 per tag or less as the break even point 
for an overall cost savings system. David Wang 

Chairman of Avisotech and a businessman who is active in 
Taiwan government and industry association efforts develop 
the RFID industry in Taiwan 

will permit production of economically efficient RFID tags 

in the near future. However 

engineering professor at Taiwan\'s Tatung University 

works on the development of RFID tag antennas 

that the costs have already dropped below USD 0.25 per tag 
and would fall to USD 0.05 within two years. 


5. (U) Closed systems 

unique standards and less concern about the tag costs. 
This kind of system includes medical records and supply 
management in hospitals and other healthcare facilities; 
security systems 

mobile payment systems for toll roads 

transportation and similar services. Tags can frequently 
be reused in these types of closed systems and are 
generally used in more limited quantities. Because the 
costs of the tags are less important 

already making money by providing components for this kind 
of system. 


...and Three Products 


6. (U) Any kind of RFID system has three basic components 
-- tags 

identified the manufacture of tags and to a lesser extent 
readers as the areas where they can compete 
internationally. Because the tags basically consist of a 
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chip attached to an antenna 

semiconductor manufacturing industry gives it an advantage 
in that area. However 

ambitions to provide integrated systems. Although Taiwan 
firms might manufacture the computers and servers that are 
key components 

and HP will dominate the industry in designing and 
marketing integrated systems. 


Future Potential 


7. (U) Taiwan already has a good start in the RFID tag 
market. ΙΤΗΙ predicted last year that 2004 production of 
tags and readers by Taiwan firms would reach NT$ 5 billion 
(over USD 150 million). According to a study by the 
International Data Corporation 

the RFID industry will reach 73 percent for the next four 
years. In 2008 

5.6 billion with as much as half produced by Taiwan firms. 
The study predicts the market for readers will total USD 
4.8 billion and USD 9.6 billion for integrated systems. 
However 

of the systems market. 


8. (SBU) Taiwan\'s lack of competitiveness in the systems 
market is already apparent in the domestic market. The key 
players in the emerging RFID systems market are local firms 
acting as the agents for U.S. companies. Fortune 
Information Systems Co. 

more than NT$ 100 billion (USD 3.2 billion) in sales 

provides systems produced by SSA Global 

Ascent Technology is an agent of the U.S. firm Savi 
Technology Inc. 

technology to Kaohsiung Harbor. 


Comment - Moving Beyond Tags 


9. (SBU) Taiwan firms are well placed to capture a large 
share of the global RFID tag market and will probably also 
be quite competitive in reader production as the RFID 
industry expands. The island\'s expertise in using original 
equipment manufacturing (OEM) and original design 
manufacturing (ODM) manufacturing models to reduce costs as 
well as its strong foundation in information technology 
communications equipment 

will be a key advantage. However 

manufacturing may not offer Taiwan much in stimulating 
sustained economic growth. Price pressures will keep RFID 
tag manufacturing margins razor thin. This is exactly the 
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kind of low margin production that is already moving 
wholesale to Mainland China causing fears of \"hollowing- 
out" and V'marginalizationV of the Taiwan economy. Taiwan 
businesses and economic policy makers should seek to expand 
TaiwanVs potential to capture more of the systems 
integration market for the RFID industry. This is the kind 

of \"knowledge-based\" industry that Taiwan seeks to 
encourage and that will allow it to advance economically as 
manufacturing moves increasingly to low wage countries like 
the PRC. End comment. 
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development -- all actions contrary to the 1980s reforms 

that were based on the belief that unfettered competition 
would strengthen the economy. Labour''s actions partly 
reflect its desire 

reaffirm links with its traditional allies 

labor unions 

have been left behind by their country's recent robust 
economy. lronically 

strong growth and low unemployment -- was spawned largely 
by the dramatic structural reforms undertaken by the Labor 
government in the mid-1980s. In the short term 

turnaround in some government policies is unlikely to 
dampen the current economic expansion 

slow over the next year for other reasons. However 

changes could have long-term consequences and hamper the 
governments longstanding quest to return New Zealand to 
the top half of the OECD. End summary. 


A late harvest 


2. (U) By the mid-1980s 

most regulated and protected economies in the OECD -- was 
saddled with rising inflation 

government spending. Its decade-old economic policies of 
smoothing out problems with government spending were 
unsustainable. The New Zealand currencyVs fixed exchange 
rate was under pressure 

Beginning in 1984 

transformed the economy 

tariffs; floating the exchange rate; abolishing controls on 
interest rates 

privatizing many state-owned enterprises. The reforms 
boosted competition in the private sector and placed New 
Zealand among the world\'s most open economies. 


3. (U) Two decades later 
of economic expansion. New Zealand\'s economy has grown αἱ 
or above the OECD average 
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at nearly 4 percent since the last recession in 1998. In 

2004 

at 3.6 percent 

the government has a budget surplus equivalent to 4 percent 
of GDP. Inflation has remained within the central bankVs 
target band of 1 to 3 percent. 


4. (U) However 

over. With a forecast fall in the terms of trade 
declining net migration 

lagged effects of high interest rates and a high New 
Zealand dollar 

2005 or early 2006. 


5. (SBU) While the current Labour government has left the 
1980s reforms largely in place 

the details. Motivated by a philosophical desire to 

protect domestic interests and to redistribute the 

country's wealth 

that have decreased competition in the marketplace. Those 
decisions complicate the governments goal of returning New 
Zealand to the top half of OECD countries in terms of GDP 
per capita. 


Energy: Un-level playing field 


6. (SBU) The long-term security of New Zealand\'s energy 
supply remains uncertain 

to run out by 2007; limitations on its ability to expand 

its principal source of electricity 

its commitment to the Kyoto Protocol (ref A). The 
government has mapped for itself a larger role in securing 
New Zealand\'s energy future. When the industry failed to 
agree on rules for self-regulation 

September 2003 set up a regulator 

Commission 

and reserve generation. So far 

appeared to be evenhanded in its oversight of industry 

its most difficult decisions lie ahead. 

7. (SBU) In the meantime 

other ways to favor certain energy companies -- 
particularly 

Energy announced in August that it would proceed with plans 
for a new gas-fired power station after the government 
agreed to share the risks if it were unable to obtain 
sufficient gas supplies. 


8. (SBU) Private companies complained that they had not 
been allowed to compete for similar government assistance. 
Roy Hemmingway 

that favoring a state-owned company over private 
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competitors would distort the market and risk driving new 
private investment out of the sector. W' Investors are keen 
to know the government will not intervene on the side of 
the state-owned enterprises 

provided that assurance 

enterprises supply about 60 percent of the country's 
generation capacity; three private companies provide about 
40 percent. 


Telecom: A local company favored 


9. (SBU) In May 2004 

would not order Telecom Corp. 

monopoly 

competition (ref A). The decision was politically 

motivated and contrary to the advice of Ministry of 

Economic Development studies that showed economic benefits 
would result from unbundling the local loop. Official 

papers also revealed that the decision 

regulatory boardWs recommendations against unbundling 
been opposed initially by Minister of Communications Swain. 
But 

decision to accept the board\'s recommendations. 


10. (SBU) TelstraClear 

Australia 

the primary beneficiary of a decision to unbundle the local 
loop. As an official from the Ministry of Foreign Affairs 
and Trade said 

an Australian company at the expense of (New ZealandVs) 
Telecom? The governments go-slow approach to 
deregulating the sector thus has abetted Telecom. 


11. (SBU) Greater competition in the marketplace was 
expected to spur lower prices for telephone services and 
increase broadband access in the country 

the lowest in the OECD at 2.7 percent of households. 

Prices for mobile 

services in New Zealand are significantly higher than the 
average for other OECD countries. Following the decision 
to not unbundle 

announced they would reduce their investment plans in New 
Zealand. 


Banking: Creating a state-owned rival 


12. (U) With the acquisition of New Zealand\'s major banks 
by larger Australian institutions 

proved amenable to the desire of its coalition partner to 
create a locally owned bank. In 2002 

bankrolled NZ $78.2 million (US $56.6 million) to establish 
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a new retail bank called Kiwibank that operates out of the 
state-owned postal outlets. Since then 

added NZ $40 million (US $29 million) to support the bankVs 
capital base. 


13. (SBU) The bank 

country's banking assets 

growth. It competes largely with other small banks and 
offers no services not already provided by its rivals. It 
did report its first profitable period (unaudited) 

six months to December 31. But KiwibankVs long-term 
viability remains untested. For example 

provide business services 

infusion of government cash. The top four of New Zealand\'s 
16 registered banks are owned by Australian institutions 
and account for about 85 percent of banking industry 
assets. 


Picking winners: The government bets 


14. (U) As part of a concerted economic-growth strategy and 
to wean New Zealand from dependence on agricultural 
exports 

plan to focus government assistance on three particular 
sectors: biotechnology 

technology 

production. With this program 

the end of what she called \"hands off" economic management 
and the start of V'smart interventions to facilitate 

economic growth." The government contended that it was 
compensating for a market failure by providing investment 

in areas where private financing was unavailable or scarce. 


15. (U) The program 

Framework 

education 

promotion in each of the three sectors. A system of 
subsidies for large-budget film and television productions 
was added in July 2003. For both local and overseas 
projects that meet certain criteria 

12.5 percent of a projects New Zealand-based production 
costs. Essentially 

and services tax. 


16. (SBU) This V'picking winners" scheme is criticized by a 
number of New Zealand economists 

government assistance constrains the workings of an open 
and competitive market. In an economic survey 

said the film production subsidies set V'an unhelpful 
precedent.V It added 

not only misallocate resources but would also create 
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incentives for wasteful rent-seeking.\" 


17. (SBU) New Zealand's auditor-general in December raised 
concerns over how the government has administered the 
Growth and Innovation Framework. The auditor-general noted 
that basic information for some grants was not available 
criteria were not adequately considered when decisions were 
made and little effort was undertaken to analyze the risks 

of the governmentVs investment. The auditor-general\'s 
conclusions demonstrate that governments may not be best 
equipped to decide which sectors would best deliver growth 
for their economies. 


Labor: Currying favor 


18. (SBU) Current government leaders do share some goals 
with their predecessors of two decades ago 

desire to protect labor. Through legislation enacted in 

2000 and 2004 

benefits to organized labor that were stripped away by the 
National government in 1991. It has given workers the 

right to strike in pursuit of multi-employer contracts 

required that parties bargain in good faith in a labor 

dispute and provided protective measures for workers in the 
event of ownership changes. It also has increased workers\' 
annual leave and holidays. Critics contend that these 
measures have raised the cost of doing business in New 
Zealand 


19. (SBU) LaborYs bargaining power also has been 
strengthened by a surge in public sector employment -- a 14 
percent rise in the last five years -- that has crowded out 
private hiring in a tight labor market. 


Comment: A reputation frayed? 


20. (SBU) The government's spirited interventions in the 
economy arise from a political desire to cement the support 
of its bread-and-butter constituency -- unions and the 
working class. The interventions also reflect a 
philosophical belief in redistributing the country's wealth 
in a quest to create a fairer society. We do not know 
whether Labour will continue in this direction if it wins 

as expected 

elections 

Green Party (a strong possibility) 

is likely. One economist noted that 

interventions 

responsible fiscal and monetary policies that have 
controlled government spending 

surplus and decreased net government indebtedness 
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holding inflation in a low targeted range. 


21. (SBU) Meanwhile 

likely contribute little to its goal of boosting New 
ZealandWs long-term growth. Certainly 

run counter to New ZealandVs reputation for its cutting- 
edge liberalizing economic reforms. They also do not 
create a conducive environment for business to expand 
create new jobs and improve labor productivity 

ZealandVs central bank and local economists say is key to 
expanding the economy. 
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(SAFE) 

of State\'s Bureau of Diplomatic Security that the employee 
has undergone equivalent security training. The contact 
for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for 
any traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates 
the threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat 
mail have occasionally targeted U.S. diplomatic missions 

in New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 

they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of Auckland 
Christchurch and Wellington 
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especially aware that street crime 
pickpockets 

Common sense precautions should be taken 
night 


e. (SBU) Generally 

significant role in the world drug situation; however 

evidence indicates that New Zealand has been utilized as a 
transit point for shipments of Ecstasy 

to Australia. The most abused drugs in New Zealand are 
locally produced methamphetamine and cannabis. There have 
been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally 

safe at all times of the day; however 

should use common sense precautions so as not to become a 
target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult 
with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. (SBU) Travelers intending to bring and use any USG 
provided electronic or photographic equipment must contact 
the RSO prior to introducing that equipment into the 
Chancery. Personal electronic or photographic equipment 
is not permitted in the Chancery. Only in severely 

limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular telephones 
and to securely safeguard classified or sensitive 
information at the Chancery and not at hotels or 
residences. 


j. (U) Visitors should also be aware of the State 
DepartmentVs Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 
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k. (U) In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 


Burnett 


13. LithuaniaVs accession to the European Union апа NATO 
opened new opportunities for the GOL to engage with its 
neighbors to the east 

EU\'s (New Neighborhood!" policy. Leveraging its historical 
experience as part of the Soviet Union 

assist former Soviet states transition to democracy and 
integrate into European institutions such as the EU and NATO. 
In Belarus 

organizations work with nascent democratic forces both 
bilaterally and through regional organizations such as 

e-PINE. President Adamkus was instrumental in mediating the 
election crisis in Ukraine 

vocal advocates for Ukraine\'s bid to become a member of the 
EU and NATO. Lithuania supports Moldovavs aspiration to join 
the EU and encourages the countries of the South Caucasus to 
pursue European integration. 


14. Lithuania works hard to maintain good relations with 
Russia. Though rumblings are sometimes heard from Moscow 
regarding ΝΑΤΟΝς air-policing mission and transit to 
Kaliningrad 

and multilaterally to assuage Russian concerns across a 
myriad of issues. Russian attempts to establish May 9 as an 
internationally recognized day to commemorate the end of 
World War II disturbed Lithuanians 

the beginning of the Soviet occupation of the Baltics. 
President Adamkus 

accept Russian President Vladimir Putin\'s invitation to 
participate in the May 9 celebrations in Moscow. 


15. Starting in the 19th century 


Column 3 

poverty and oppression in their homeland and immigrated to 
the United States. These longstanding ties of family and 
culture remain strong. After World War Il 

received decisive moral support from the United States 
refused to recognize the Soviet annexation of Lithuania. 
After regaining their independence 

continued to view the U.S. more favorably that most Western 
Europeans. This reflects longstanding goodwill toward the 
United States as well as the widely held view that the United 
States is a necessary balance against lingering domination 
from the east. 


16. We are working to confirm meetings with the President and 
Speaker of Parliament during your visit to Lithuania. Both 

will be keen to discuss LithuaniaVs hopes to promote 
democracy throughout the region 

Lithuanian-American relationship. Ambassador Mull will host 
a reception in your honor on the evening of May 9. All of us 
here at Embassy Vilnius very much look forward to your visit. 
Kelly 
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obtained in searches following the killing of two alleged 
terrorists during an April 17-18 military operation reportedly 
revealed the connection of these six people to an outlawed 
group. 


OZGUR GUNDEM: Cukurca district in Hakkari has reportedly 
turned into a military headquarters again after years of being 
free of military presence. Villagers who had returned to their 
homes in Cukurca say they fear that they will face another era 
of conflict and insecurity 

once again. Disturbed about the alleged deployment of Bolu 
Commando Brigade in Cukurca 

that this very Brigade oppressed them during 1994 and 1995. 


BOLGE: Jandarma did not allow the members of the 
left-leaning group Halkevleri to stage a demonstration against 
the U.S. in front of the gate of the Incirlik Airbase in Adana. 
Tradesmen of Incirlik district 

livelihood through trade with the staff of the base 

threw stones at the group. 


OZGUR GUNDEM: Twenty-seven V'human shields V" that came from 
Cukurova region (Gaziantep 


Column 3 

the military operations on Cudi Mountain were released. The 
attorney of the human shields said that the court 

legal basis for pressing charges against them 

drop the case. 


ZAMAN: In January 2005 German police and caught and 

arrested Remzi Kartal 

Party) deputy and a PKK/Kongra-gel member who had been sought by 
Interpol. Turkish authorities at the Ministry of Internal 

Affairs reportedly initiated a process to extradite Kartal. 

Zaman reports that the extradition process was started when it 

was determined that Kartal had the right to Belgian citizenship. 

Upon his arrest it was discovered that his belongings included a 
Belgium passport and a Belgium ID. 


ZAMAN: AKP Istanbul deputy Egemen Bagis reportedly said 

that the negative atmosphere in Turkey regarding U.S. government 
policies would V'instantly change in a day" should the U.S. take 

a stance against the PKK in northern Iraq. 


OZGUR GUNDEM: A 12-year-old boy was found dead under a 
bridge in Kiziltepe district of Mardin. The police is 

investigating the event and trying to discover the identity of 

the child. 


OZGUR GUNDEM: Forty village headmen from Bingol set off for 
Ankara to voice their objection to Ankara officials\' reports 

which contradict reports of the Bingol Public Works Directorate 
(BPWD) in terms of the number of houses damaged after two 
earthquakes in March (see 3/15 press summ). BPWD report the 
number of damaged houses as 570 whereas the Ankara officials 
report the number as 347. 


ECONOMIC DEVELOPMENTS 


1. ZAMAN / EKSPRES / BOLGE: Chairman of Adana\'s Chamber 
of Commerce Saban Bas said that AdanaWs target for exports in 
2005 is 2 billion dollars. 


REID 


31707 

31708 

31709 

delegates to unite and give new momentum to the party. 
Returning to tried-and-true Freedom Party themes 
stressed that this FPO stood for opposition to 
immigration and to Turkish EU membership 

monitoring of Islamic fundamentalism and an V'Austria 
first" patriotism. He advocated a more assertive stand 
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toward the EU and stressed the importance of upholding 
AustriaVs official neutrality. Strache also roundly 
rejected the still controversial 2002 decision (by the 

first OVP-FPO cabinet) to purchase Eurofighter 
interceptors for the Austrian army. 


4. (SBU) Only 4 out of the 18 members of the FPO caucus 
attended the convention 

Strache would not gather enough support to call the 
governments majority in Parliament into question. This 
majority now depends on support from Chancellor 
SchuesselVs People\'s Party (OVP) 

declared \"independent\" FPO legislators. The latter have 
stated they will support legislation introduced by the 
OVP-BZO coalition on a case-by-case basis. In fact 
appear largely willing to vote with the government 

rather than bring it down by siding with the Social 
Democrats and Greens. On April 27 all but one of the FPO- 
loyal MPs voted against an opposition motion to start a 
parliamentary investigation of the Eurofighter deal. 


5. (SBU) Meanwhile 

uproar with recent statements that seriously dented the 
image of both parties. Siegfried Kampl of the Carinthian 
BZO called 1945 Wehrmacht deserters \"murderers of their 
comrades\" and complained of \"persecutions\" of Nazi Party 
members in the postwar period. The BZO leadership 
announced his resignation from the upper house on April 
28. John Gudenus 

another firestorm when he cast doubt on the existence of 
Nazi gas chambers. Strache forced him to quit the FPO 
but Gudenus has yet to surrender his Upper House seat. 


6. (SBU) COMMENT: Judging from his convention speech 
FPO leader Strache is seeking to re-position his party 
firmly on the right of Austria\'s political spectrum. 

Strache faces a dual challenge in uniting the party and 
asserting his own leadership 

chapters (Vorarlberg and Upper Austria) have so far 
declared themselves \"independent\" of the national party 
one FPO chapter (Vienna) has split between FPO and BZO 
sympathizers 

Carinthia 

Joerg HaiderYs new BZO. Moreover 

by FPO-loyal MPs -- expressing outrage over the new OVP- 
BZO coalition arrangement while continuing to vote with 
the center-right government -- has already undercut FPO 
credibility. Clearly 

wing parties is in shape to contest elections now 

their parliamentary representatives every reason to work 
together 
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subsidies and debts continue to drive them apart. 
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front of a Colombo restaurant (and across the street from a 
police station) by unidentified assailants late April 28. 
According to reports 

trade union activists and a journalist for a Sinhala-language 
publication atthe restaurant--one of Sivaram\'s favorite 
haunts--when he received a call on his cell phone and went 
outside. According to eyewitnesses 

gray SUV by four assailants. His body was found early April 
29 in a lake behind the Parliament building. He had 
reportedly been shot in the face and/or severely beaten 
around the head. As of mid-day April 29 

post-mortem were still pending. 


2. (SBU) Well known to the Embassy 

journalist and military analyst for the English-language 
VDaily Mirror 

of TamilNet 

website. A former member of the anti-LTTE paramilitary 
People\'s Liberation Organization of Tamil Eelam (PLOTE) 
began his career as a freelance journalist reporting on the 
Tamil nationalist struggle in 1986 and regularly wrote 
political affairs columns for the Daily Mirror 

Virakesari 

Sivaram\'s sympathies began to swing toward the LTTE 
Sinhalese nationalists and other anti-LTTE groups regularly 
criticized him for LTTE partiality. On May 3 

(ironically 

Sivaram\'s home 

search yielded nothing.) In 2001 a grenade was thrown at his 
office in Batticaloa. 


3. (SBU) Sivaram\'s killing has sparked a fury of 

speculation about possible motives. In the past two weeks 

he has published articles critical both of the LTTE\'s 

dissident Karuna faction as well as government coalition 

partner Janatha Vimukthi Peramuna (JVP). His April 20 

article entitled \"Sleeping Tiger and Hidden Agendas\" claimed 
that LTTE moles had infiltrated much of the Karuna faction. 

An April 13 piece blasted the JVP campaign against the 

proposed joint mechanism between the Government and LTTE for 
tsunami aid distribution as calculated to split its coalition 


SIPDIS 

partner 

\"terminal calamity.\" His opinion piece that appeared in the 
Daily Mirror just the day before his murder was even more 
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pointed 

South Asian Affairs Christina Rocca during her April 19-20 
visit to Sri Lanka (Ref B) expressly in order V'to stop the 
SLFP from agreeing to the proposed joint mechanism for 
tsunami aid.V The article went on to detail anti-US 


SIPDIS 

sentiment within the JVP 

between the journalist and a JVP ideologue 

accused the U.S. of neocolonialist designs (allegedly 
perpetrated through USAID 

relief) against Sri Lanka. The current JVP campaign against 
NGOs is an attempt to thwart these purported efforts 

article concluded. 


4. (C) Comment: Sivaram is the most prominent Tamil 
targeted since the LTTEVs abortive attempt to assassinate 
Government Minister Douglas Devananda in July 2004. The 
murder will not only instill fear among journalists; it is 

also a scary reminder that perhaps the ghosts of the 
pre-ceasefire past--when such assassinations in Colombo were 
commonplace--are not yet safely behind us. It is too early 

to say with any authority who killed Sivaram; he was too well 
known and had too many enemies to limit the field of possible 
suspects. The ongoing tit-for-tat violence between the LTTE 
and its Karuna opponents makes the dissident faction a 
probable suspect. Pro-LTTE commentators are likely to posit 
based on the site of his abduction (in front of a police 

station) and the discovery of his corpse close to the heavily 
guarded Parliament building 

complicity from government security forces. Given Sivaram\'s 
recent columns on the joint mechanism--and mounting 
speculation that the Government will sign within the next two 
weeks--his assassination appears to be a direct attempt to 
derail prospects for the agreement. 

ENTWISTLE 


3. (C) PRC Embassy DCM Xiao Qian characterized the highlight 
of the Hu visit as agreement on a \"new definition" of the 
bilateral relationship 

Vpartnership 

focused on a \"long-term 

relationship 

but did not refer specifically to a defense or military 
relationship. He claimed that no defense officials had been 
part of the Hu delegation and that there had been no separate 
talks on this issue during the visit 

admitted that the PRC Deputy Chief of the General Staff 
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General Xiong Guang Kai 

Manila in May for the first round of a V'defense and security 
dialogue 

focused primarily on resolving disputes in the South China 
Seas 

agreement on new efforts at military training and exchanges 
including senior defense officials 

other\'s National Defense Academies and additional navy ship 
visits. Separately 

Senior Military Advisor Colonel Carlos Holganza emphasized to 
pol/miloff that RP-China defense talks remained only 
\"exploratory in nature. V 


4. (C) Xiao Qian added that the PRC had been pushing for 
this new conceptual designation for some years 

had been V'reluctant 

impact on US ties. He admitted that the GRP had pushed 
instead to describe bilateral ties as a V'golden age of 
partnership 

(Note: In President Arroyo\'s public comments and in banners 
throughout Manila 

age of the relationship 

that the new definition of the relationship was V'not aimed at 
a third country 

that the PRC had been satisfied that President Arroyo 
reiterated the GRP\'s \"One China!" policy 

continued PRC unhappiness at relatively senior visits to 
Taiwan by GRP officials 


ECONOMIC AND TRADE DEALS 


5. (C) Xiao Qian emphasized that the most important 
substantive aspect of the visit was on the economic and trade 
side 

press) on various investment and trade deals. Most 
significant were approximately $800 million to reopen an 
existing nickel mine 

interest credits worth $500 million for the Northern Railway 
project (in addition to an existing $400 credit that has not 

yet been touched). One of the \"major concessions" the PRC 
had made 

in which the PRC will now allow Philippine agricultural 

exports similarly concessional status as it already affords 
Cambodia 

countries would likely be unhappy with the inclusion of the 
more developed Philippines 

on this. (See septel for an in-depth review of RP-PRC 
economic and trade ties.) 


NEW CONSULATE IN LAOAG 
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6. (C) The two sides exchanged notes regarding the 
establishment of a Chinese Consulate in Laoag in northern 
Luzon 

possible. The PRC is now scouting for suitable housing and 
office space and identifying a suitable Consul from its 
Consular Department. Xiao Qian explained the rationale as 
taking care of a growing number of Chinese tourists 
(approximately 30 

\"gaming\" (i.e. gambling) on one of the three direct routes 
(from Guangzhou 

Philippine Air charter flights. He dismissed the validity of 
speculation that the PRC wanted this site in order to watch 
Taiwan 

currently plaguing the Chinese Embassy in Manila. The PRC 
already has a Consulate General in Cebu 

plans to open any other consular establishments. There had 
been an ROC Consulate in Davao before the establishment of 
relations with the PRC 30 years ago 

retains this property 

that it too small for construction of a new Chancery. (The 
Philippines has consulates in Shanghai 

and Hong Kong.) 


BRIEF DISCUSSION OF COUNTERTERRORISM AND COUNTERNARCOTK 


7. (C) Counterterrorism and counternarcotics came up 
\"briefly\" during the Hu-Arroyo discussions in the context of 
bilateral cooperation 

cooperation 

long-awaiting assignment of a PRC police official at the 
Embassy in Manila 

according to Xiao Qian. He indicated that this official 
would work to combat all V'illegal trafficking 

indicated might also refer to trafficking in persons as well 
as narcotics. Hu also referred to the GWOT in talks with 
Senate President Franklin Drilon and Speaker of the House Joe 
De Venecia 

against Wextremists 


UN REFORM 


8. (C) Chinese Foreign Minister Li Zhaoxing and Philippine 
Foreign Secretary Alberto Romulo separately discussed UN 
reform 

these decisions and emphasizing the importance of consensus 
according to Xiao Qian. He claimed that the two sides did 

not discuss a possible Japanese seat on the UNSC. They 
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touched upon the upcoming East Asia Summit without going into 
detail 


OBSERVERS DISCOUNT ANY QUICK WARMING OF DEFENSE RELATION: 


9. (C) Other observers discounted the possibility of any 
quick warming of RP-China military-to-military relations. 
According to De La Salle University Professor Renato De 
Castro 

Forces of the Philippines (AFP) are wary of jeopardizing 
defense ties with the United States 

and AFP are engaged in the beginning stages of the 
comprehensive Philippine Defense Reform (PDR) effort -- a 
view offered separately by Singapore Political Counselor 
Raymond Chow. De Castro noted that while China is 
\"impatiently\" pushing for military exercises 

adopted a \"go-slow\" approach. De Castro 

Alex Magno 

AFP 

Council are leery of getting too close to China 

the Department of Foreign Affairs (DFA) are pushing for 
better ties. Magno noted Philippine strategic thinking was 
largely nonexistent 

of our noses.\" 


10. (C) An unknown factor in Philippine government thinking 
is the role of the V'taipans 

Filipino-Chinese business community. Lucio Tan 

Philippine Airlines and reportedly a leading financier of 
President Arroyo\'s 2004 presidential campaign 

delegation greeting Hu Jintao when he arrived 

Chinese leader stayed in TanVs Century Park hotel (not one of 
Manila\'s leading establishments) during his visit. Magno 
Castro 

Miguel Corporation chairman and one-time presidential 
aspirant (and Marcos crony) 

were among those positioning themselves to benefit from 
greater Philippine trade ties with China. 


COMMENT 


11. (C) Hu Jintao\'s charm offensive in Manila appears little 
different than his stops in other ASEAN capitals. We believe 
the Philippine defense establishment has taken aboard US 
concerns about closer RP-PRC military or intelligence ties 

and will do little to jeopardize the close relationship with 

the United States. We will continue to monitor closely 

Chinese overtures here 

Deputy Secretary and Foreign Secretary Romulo\'s subsequent 
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trip to Washington offer opportunities for us to remind the 
Philippines not to get too close to its northern neighbor. 


Visit Embassy Manila\'s Classified website: 
http://www. state.sgov.gov/p/eap/manila/index. cfm 
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and a new bust of Chou Enlai for a Chinese-built conference 
center in Colombo. For the Sri Lankans 

trade deficit and skyrocketing competition in the export 
garment sector from the Chinese 

this high-level visit--including a noncommittal statement of 
support for an Asian UN Secretary General and an invitation 
to the President for a visit to Beijing in September--seem 
primarily of symbolic significance. End summary. 


\"SINCERE MUTUAL SUPPORT AND 
EVERLASTING FRIENDSHIP\" 


2. (U) The April 8-9 official visit to Sri Lanka of Chinese 
premier Wen Jiabao produced--in addition to a flowery 
24-point joint communique proclaiming an \"All Round 
Cooperation Partnership Featuring Sincere Mutual Support and 
Everlasting Friendship\"--about USD 6 million in grant aid for 
as-yet unidentified projects 

for \"cooperatioin between Chinese and Sri Lankan 
enterprises 

according to Anura Rajakaruna 

Pacific at the Ministry of Foreign Affairs. The two 
governments signed a total of six agreements during the 
visit 

trade relations 

Project of Making Sculptures of the Late Leaders\" to adorn a 
Chinese-built conference center here. (The first such 
bust--of Chou Enlai--was unveiled during the visit.) Besides 
discussions with President Chandrika Kumaratunga 

premier 

with Prime Minister Mahinda Rajapakse 

Ranil Wickeremesinghe 

fishing town about 25 km south of Colombo. The Premier\'s 
visit 

foreign dignitaries who have visited Sri Lanka since the 
December 26 tsunami 
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3. (SBU) From Rajakaruna\'s sparse description of the 
framework Agreement on the Further Development of Bilateral 
Economic and Trade Relationship signed by the two leaders 
does not appear that addressing trade disparities between Sri 
Lanka and China is an element of the V'Sincere Mutual Support" 
announced in the communique. Much of the economic 
cooperation envisioned 

Chinese enterprises\' participation in large infrastructure 
projects. During the visit an MOU for one such project--the 
development of fuel bunkers for Hambantota Port in 
southeastern Sri Lanka--was signed. Other possible 
initiatives still under discussion include a sewerage system 

for a Colombo suburb; a phosphate mining/fertilizer venture; 

a coal power project; and the construction of an expressway 
between the capital and the international airport. (Note: In 
2004 Sri Lanka imported USD 554 million from China 
exporting only USD 21 million. The most significant economic 
threat China poses lies in its greater competitiveness in the 
garment sector 

also attempting to encourage tourism from China 

noted 

reported. (Note: China accounted for less than 2 percent of 
all tourist arrivals in 2004. Sri Lankavs national airline 

is expected to begin flights to Beijing in June.) 


TSUNAMI AID 


SIPDIS 


4. (SBU) The Chinese government is committed to providing 
Vurgent relief work\" related to the tsunami 

Chief of the Political Section 

Work has already begun to rehabilitate the fishing harbor in 
Panadura in Kalutara District 

be identified later. (According to Rajakaruna 

had pledged approximately USD 18 million in relief for Sri 
Lanka at the tsunami conference in Jakarta.) The premier was 
personally touched by seeing V'the common people\" who were 
victimized by the tsunami in Panadura 

Panadura is a relatively small fishing harbor on the 

outskirts of Colombo that suffered comparatively moderate 
damage during the tsunami. Of the eight districts identified 

as V'tsunami-affected 

accounts for only about 1 percent of the total fatalities 
island-wide. Neither the MFA nor the Chinese Embassy could 
give us an estimate of how much money the Chinese would spend 
to rehabilitate the harbor 

be very much. End note.) In addition 

will build a China-Sri Lanka Friendship Village in an 
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undesignated location. 


5. (SBU) The premier\'s visit was part of a Chinese campaign 
to define our relations with friendly countries 

offset V'some suspicions\" of Chinese aims and objectives among 
its neighbors. Among South Asian countries in particular 
bilateral economic relations were relatively backward 
compared to the political status of relations 

Although the official line is that the Chinese government 
regards Government of Sri Lanka (GSL) efforts toward a 
negotiated settlement with the Liberation Tigers of Tamil 

Eelam (LTTE) as Van internal matter 

condemned the V'evils of terrorism 

and reiterated Chinese support for Sri Lankan \"sovereignty 
national unity and territorial integrity.\" When poloff asked 

if one could infer from that statement Chinese opposition to 

the TigersV proposal for an Interim Self-Governing Authority 
(ISGA) 

communique. The Tigers have made no effort to contact the 
Chinese 

anti-LTTE 

The Embassy enjoys warm relations with the JVP 

expressed surprise when poloff told him the Indians had 
sponsored a JVP delegation to visit West Bengal recently. A 
separate paragraph in the communique reaffirms the GSLVs 
specific support for the One China policy and China\'s 
Anti-Secession Law 

\"Taiwan independence of whatever form. (Government media in 
the run-up to the visit was effusive in its support of the 
Anti-Secession Law.) 


6. (U) Although Rajakaruna confirmed that GSL Peace 
Secretariat Head Jayantha DhanapalaVs candidacy for UN 


SIPDIS 
Secretary General was raised during the visit 


SIPDIS 

apparently able to extract little more from the Chinese than 

an anodyne agreement that \"the next Secretary General should 
be from the Asian region." The premier also extended a 
formal invitation to President Kumaratunga to make a state 

visit after attending the Women\'s Conference in Beijing in 
September. 


ENTWISTLE 
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REF: A. 04 ANKARA 7042 
B. BAGHDAD 1637 


Classified By: Acting Counselor for Political-Military Affairs Maggie N 
ardi for reasons 1.4 (b) and (d). 


1. (C) On April 27 

Botsali provided PolMilOff with a brief readout of the visit 

to Ankara by a delegation of the Iraqi Muslim Ulema Council. 
The delegation 

al-Dhari 

then continued on to Istanbul for a conference. Botsali 
described the delegation\'s mood as \"very bitter.\" According 
to Botsali 

willingness to participate in the political process \"if the 
Americans let us" The delegation complained that CF are 
showing no flexibility on releasing detainees 

ISF are \"even harsher\" than CF. 


2. (C) The MUC delegation complained that Sunnis are not 
being allowed to participate in a genuine way 

that the Iraqi Shias were Vcleaning up! (i.e. 

non-Shias) in every government office they control. The 
delegation further claimed that in the KRA and Kirkuk 
province 

from purchasing land. 


3. (C) Botsali reported that while FonMin Gul listened 
sympathetically to the delegation s complaints 

urged the MUC and the Sunni Arab community writ large to 
participate in the political process in Iraq. Not to 

participate would only guarantee a lack of influence over the 
process 


4. (C) Botsali repeated the Turkish position that the GOT 
wants to continue its outreach to Iraq's Sunni community and 
wants our support to bolster its credibility with the Sunnis. 
According to Botsali 

few Sunni detainees 

leverage this to persuade the Sunnis that there is merit in 
participation (see ref a). 


5. (U) Iraq posts minimize considered. 
EDELMAN 
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5. (SBU) BG Fridovich stressed that a small JSOTF team would 
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conduct their assessment transparently and in a short time. 
They would come only if and when they are welcomed by the 
local communities. They would seek an open exchange of ideas 
and intentions with all players 

projects that supplement the University of the Philippines 
water survey 

work with AFP counterparts 

assessments and any resulting civil affairs projects. BG 
Fridovich acknowledged Governor Loong\'s assertion that 
potable water was a priority 

projects as a distinct possibility for US cooperation with 

AFP engineers. He was careful to repeat that JSOTF-P could 
make no promises for specific projects in advance of the 
survey 

expectations. 


6. (SBU) At a later roundtable with local Muslim clerics 
one 80-year old imam appeared thrilled at the prospect of 
foreign -- particularly US -- assistance. Speaking in front 
of a room full of fellow Muslims and national media at the 
Jolo Islamic Library 

products of American teachers of decades ago 

trying to pass on to our young people here what Americans 
taught us 

We tell them to support the good and reject the bad. 
welcome Americans here. You bring only good things. Manila 
gives us nothing 


Comment: A Neglected Outpost Welcomes US Attention 


7. (SBU) Sulu is one of the Philippines\' poorest provinces. 
USAID projects there have already made some headway in 
addressing some of the areaVs basic needs 

established a strong popular welcome for more such US 
assistance. Through our development assistance projects 
have come to know many local leaders who have made a choice 
in favor of peace and stability. US military support to 

improve AFP civil affairs programs could help move relations 
between government and people toward normalcy in this 
conflict-affected area. At the national level 

woman 

security 

of greater US assistance and visibility in Jolo 

including a careful JSOTF-P assessment of community civil 
affairs needs as related to the security situation. 


8. (SBU) Brigadier General Fridovich did not have the 
opportunity to clear this message. 


Visit Embassy ManilaVs Classified SIPRNET website: 
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http://www state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website: 

http://www state.sgov.gov/ 
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and principles of the revolution 

incite differences among citizens 

state and society" or goes against V' morality. V" 


5. (C) Journalists have expressed overwhelming disdain for 
the draft. On April 19 several representatives of the YJS 
expressed to poloff their shock that the draft law was 
completed before the ROYG sought their consultation 

had promised. YJS Board member Ali Jaradi 

\"Annas\" newspaper and Director of Information and Media at 
the Ministry of Justice 

Jammal recently told the YJS that the government would seek 
the syndicateVs input on the draft before it goes to the 

Shura Council level. By then 

too late." 


6. (C) Sami Ghalib 

founder of the \"Al-Nidaa\" newspaper 

to a Ministry of Information source 

Vrushed through" by Minister of Information Awadi when YJS 
plans to counter the draft press law became known. V'They 
will make sure that there are no new newspapers established" 
warned Ghalib 

drafting of this law.\" 


7. (C) Journalists also express frustration over a proposed 
increase in subject matter redlines. V'The new law has more 
restrictions when you read it in its entirety 

Jaradi. Thabet also took exception to provisions that would 
allow the ROYG to regulate electronic media. This 
predicted would be a precursor to what will happen to 
broadcast media. (Note: State-owned Yemen Television is 
currently the only licensed television outlet in Yemen. End 
Note). V'Instead of privatizing 

only restrict us more. V 


8. (C) Momentum on the bill is moving quickly. The YJS 
called an emergency meeting for April 28 to issue a 
proclamation and formulate a stand on the new law. \"We will 
most likely oppose 

poloff that Human Rights Minister Amat al-Alim al-Soswa 
requested a meeting with him on April 27 to ask for his 
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initial impressions. (Note: Post cannot confirm if the 

meeting in fact occurred. End Note). Obaid al-Obaid 

advisor to the MHR told poloff that the Ministry of Human 
Rights (MHR) will invite foreign embassies to discuss the 
proposed law. He furthered that the purpose of the meeting 
was to give Soswa more perspective on the law as President 
Saleh has requested her feedback. 


9. (C) Amid the controversy 

Minister Awadi on April 25 that 

very closely 

pressing him to consult thoroughly with journalists and civil 
society on the important law. Awadi promised Ambassador that 
the process would be transparent and that civil society would 

be fully consulted. We will keep discussing the law until a 
certain point of agreement is reached 

Pointing to his staff present in the room 

are journalists 

will be under the same law one day." When Ambassador warned 
that 

provisions of the law 

change it. V 


10. (C) Awadi confirmed that the new law was designed to be 
\"more open!" at the behest of Saleh. Contrary to Ghaleb\'s 
claim 

but that it never responded. Awadi attributed restrictions 

in the law to national security requirements and ROYG 
concerns about libelous reporting (which does indeed run 
rampant in the Yemeni press). Showing little confidence in 
the public 

to violence over the rule of law if the new law did not 
preemptively address these issues.\" 


11. (C) When Ambassador pressed Awadi on the need to license 
non-government broadcast media 

saying that the ROYG did intend to move forward on this 

that 

given Yemen\'s security situation 

could buy their own stations to instigate rebellion. 


12. (C) Against the backdrop of inclusion of press issues in 
Yemen\'s MCA Threshold proposal and the Khaiwani fiasco 
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(reftel) 

will continue to be closely watched by USG and international 
observers. Until fully dissected 

evaluate all the draft lawYs implications. Yemeni 

journalists and civil society organizations 

clearly oppose the bill. Before it becomes law 

ROYG (which lacks a perspective on how citizens and press 
exercise the right to free speech in other countries) 

the YJS and Civil Society (which possess neither the 
organizational maturity nor useful expertise to provide 
substantive input) 

Post has already offered to bring Press law experts from the 
U.S. to help set the stage for a productive dialogue and will 
continue to work with both sides to bring about a just law 
that allows for improved freedom of speech in Yemen. End 
Comment. 

Krajeski 
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(GAP) and references to the \"expected nutritional value" 
of food. COAG endorsed a Brazilian proposal to host in 
2006 an International Conference on Agrarian Reform and 
Rural Development (the USG was skeptical 

concept became unstoppable we secured modifications to 
the proposal that made it less problematic). The new 
shorter COAG session back-to-back with the Committee on 
Commodity Problems (CCP) proved to be an effective 
format. The side events included a presentation on the 
USDA-supported international Internet-based portal on 
food safety. We objected 

-- Information 

implicit link to a vague V'ethical framework 

assured that henceforth the trade-facilitation aspect of 

this project would be emphasized by FAO 

references deleted. End summary. 


2. The USDA delegation was headed by Adela Backiel 
Director of Sustainable Development 

Economist 

Officer 

was represented by David Hegwood (Agriculture) and Willem 
Brakel (State). Canada represented the North American 
Region on the drafting committee. The official report of 
COAG will be posted on the FAO web site shortly; this 

cable outlines issues of greatest interest to USG 

audiences. 


Program Implementation Report (PIR) 2002-03 


3. The Committee reviewed the PIR (the prime 
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accountability document submitted to FAO governing 
bodies) -- or at least the sections pertaining to food 

and agriculture. Members welcomed the new format and its 
evolution to a more results-based document. 


Medium Term Plan 2006-11 and the Preliminary Program of 
Work Proposals for 2006-11 


4. COAG members expressed support for the main program 
thrusts of the MTP. Informed of the SecretariatVs effort 
to apply the criteria for priority setting approved in 

1999 

improvements in the prioritization of programs. 
Notwithstanding the foregoing 

interventions tended to highlight very different programs 
as being the most important 

difficulty of agreeing on priorities. Among the 

activities highlighted by delegates were: the 

International Plant Protection Convention (IPPC) and 
Codex Alimentarius; water management and land- and water- 
quality improvements; control of pests and animal 
diseases; funding for the International Treaty on Plant 
Genetic Resources; capacity building for WTO trade 
negotiations and for national agricultural statistical 
systems; the Food Insecurity and Vulnerability 
Information and Mapping System (FIVIMS); the Global 
Information and Early Warning System (GIEWS); work on 
SARD 

research 

Food Security. Many expressed support for further FAO 
work to implement the V'Voluntary Guidelines on the Right 
to Adequate Food in the Context of National Food 
Security. V 


5. A number of delegates reminded the Secretariat of 


membersY prior requests for inclusion of several budget 
scenarios 

Members were assured that these scenarios would be 
presented in the Summary Program of Work and Budget for 
2006-07 

this year. There were also requests for additional 
information in the MTP on extra-budgetary resources 

the Secretariat responded that such contributions are 

hard to predict with certainty. 


Sustainable Agriculture and Rural Development (SARD) and 
Good Agricultural Practices (GAP) 
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6. On this primary agenda item for COAG 

40 interventions 

interdisciplinary work on SARD 

program thrusts that were identified to guide future 
direction 

Initiative 

oriented partnership. 


7. Two issues in the SARD paper proved to be the most 
contentious of the entire COAG meeting: Good Agricultural 
Practices (GAP) and the proposal for Brazil to host an 
international conference on agrarian reform in 2006. 
Ironically 

agenda items 

paper on SARD 

difficult. 


8. While most countries supported the idea of GAP 
countries 

Canada 

those raised in the 2003 COAG on this issue. Although 
FAO had reiterated 

that GAP would not create any new regulatory-type 
frameworks 

IPPC and Codex) 

would be voluntary and non-prescriptive 

ambiguity in the remaining paragraphs that made countries 
question these assertions and exactly what was meant by 
such phrases as \"global GAP principles" and \"required GAP 
protocols." 


9. In the drafting committee 

difficult to negotiate on these points. The final text 
showed an inconsistency between paragraphs 22 and 23 
which it was acknowledged that some countries called for 
further clarification of GAP 

Committee recommended further development of GAP. 
Responding to efforts led by Australia and supported by 
the U.S. 

inconsistency and that \"further clarification would be 
provided in a timely manner.\" It was understood that 
further work on GAP would not be done unless there was 
agreement on GAP from the information provided. 


10. Many countries intervened only to endorse Brazil\'s 
proposal for an international conference on agrarian 
reform. While all agreed on the importance of issues to 
be taken up by such a conference 

about the potential expense 

support 
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for FAO to keep member countries apprised of conference 
budget estimates. After the report was accepted by the 
Committee 

cover conference expenses. The USG was skeptical of 
BrazilVs initial call for a \"world\" conference and the 
associated costs and possible calls for new international 
instruments. When 

proposal was unstoppable 

with the Brazilian delegation to downgrade the \"world\" 
conference to an \"international\" conference 

specify that the conference would provide V'a forum for 
discussion and exchange of information on national 
policies" and international cooperation. 


11. The Report also took on the U.S. suggestion that the 
COAG meeting in 2009 (which will be the next time that 
the Committee will review SARD) be used as a foundation 
for that year\'s discussion on agriculture 

development at the 17th session of the UN Commission on 


Sustainable Development. 


FAO\'s Strategy for a Safe and Nutritious Food Supply 


12. At the seventeenth session of COAG in April 2003 
members had agreed that the agenda item \"FAO\'s Strategy 
Towards a Food Chain Approach for Food Safety and 
Quality" needed to be revised. The revision presented 

this year was generally supported as an improved proposed 
FAO strategy. The Committee endorsed the development of 
a strategic food chain approach and requested support for 
the implementation and allocation of funds from the 

regular budget. During interventions 

the need for more funding to the Codex Trust Fund. The 
U.S. statement reflected a concern on FAOVs introduction 

of the concept of V'expected nutritional value 

particularly if Codex were to take up tis concept in its 
standard setting. We added that 

more fully what is encompassed within the concept 

should move very cautiously into this area. 


The Globalizing Livestock Sector: Impact of Changing 
Markets 


13. Many members agreed that the livestock sector has an 
important role to play in economic development and food 
security. They endorsed the need for an enhanced FAO 
capacity building program to assist developing countries 
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plan and implement their national strategies in order to 

take advantage of trade opportunities. Several members 
also expressed concern over transboundary animal 
diseases. The U.S. commented that FAO had a role to play 
in improving small-scale livestock producers 

processors. 


Bioenergy 


14. Although not discussed at great length 

bioenergy to help diversify agricultural and forestry 
activities and to improve food security while 
contributing to sustainable development was seen as 
important FAO work. It was agreed that a Priority Area 
for Inter-disciplinary Action (PAIA) would be formed on 
this topic. 


Side Events 


15. Six side events were held in conjunction with the 
Session: SARD and Civil Society; Water for Food and 
Ecosystems; Information 

Bioenergy and Agriculture; the Impact of HIV/AIDS and 
other Diseases on Nutrition 

Livelihoods; and the New Partnership for African 
Development (NEPAD). Ten U.S. civil-society 
organizations (CSOs) came to Rome to participate in the 
SARD side event and other related CSO activities. The 
United States objected to FAO\'s introducing the USDA- 
funded Internet-based portal on food security as part of 
a vague ethical framework tied to the Millennium 
Development Goals. After a private meeting with the 
Assistant Director-General of the Economic and Social 
Department 

would present this web site strictly as an information 
portal to facilitate trade 

the latest information on standards and international 
regulations and protect animal and plant health. 


Other Matters 


16. The EU proposal to combine COAG and the Committee on 
Commodity Problems raised a lively discussion among 
members 

an assessment on such a proposal for presentation to the 

joint Program and Finance Committee in September and the 
Council in November. 
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17. The Twentieth Session is scheduled to take place in 
Rome during April 2007. 
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change" operate entirely informally. 


12. (C) The BCC has granted certain agencies 
Western Union and MoneyGram 

nominally under BCC regulation and can do limited 
transactions with the BCC. 


13. (C) Given the presence of a major diamond market 
banking system 

and customs services 

through customs fraud 

BCC recognizes the dangers unregulated money transfer 
agencies and bureaus de change pose for criminal activity 
but is at present incapable of effectively bringing the 
agencies under its surveillance. 


Fighting Terrorist Finance 


14. (C) The GDRC has established an interagency 
counterterrorism task force. The BCC leads the terrorist 

finance commission and maintains lists of terrorists 

including UNSCR 1267 and 1373 lists. Up to now 

neither seized any assets under UNSCR 1267 or 1373 nor has it 
filed the necessary reports to the 1267 and 1373 commissions. 
The BCC explained that the Foreign Ministry and the National 
Security Advisor still need to clear the reports. 


Comment 


15. (C) The BCC is making strides with the IMF to liquidate 
insolvent banks 

modernize BCC operations. In spite of the BCC\'s relatively 
successful reforms 

weak and will continue to be so until economic confidence 
returns. The BCC\'s ability to manage the money supply will 
continue to be severely restricted due to the lack of savings 
in the economy and intra-governmental pressure to make 
disbursals outside of the traceable electronic network. That 
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most commercial financial transactions occur informally will 
also hinder the BCC\'s ability to monitor money laundering and 
terrorist finance. End comment. 

DOUGHERTY 
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upcoming annual Shangri-La Dialogue in Singapore. We 
recommend the senior US officials set aside time in Singapore 
to engage Cruz on PDR and other strategic defense issues. 
END SUMMARY. 


PDR A CORNERSTONE IN US-RP DEFENSE RELATIONSHIP 


2. (SBU) Secretary of National Defense Cruz meet at length 
on April 28 with the US Executive Steering Committee before 
the start of the PDR progress review later that day. The US 
delegation was composed of Defense Security Cooperation 
Agency (DSCA) Director for Middle East 

Africa Ed Ross 

Defense/International Security Affairs Principal Director for 
Asian Pacific Affairs Brigadier General John Allen 

Staff Deputy Director for Asia Brigadier General Jeff 
Remington 

General James Kennon. In the pre-brief with Cruz 
Ambassador Ricciardone stressed the importance of PDR to the 
US-Philippine defense relationship. He urged the Philippine 
Defense Secretary and the Armed Forces of the Philippines 
(AFP) leadership to err on the side of boldness in pursuing 
reform. The AFP and Department of National Defense (DND) 
were the only key institutions in the Philippines with an 

action plan for reform. If they succeeded 

a path for other institutions 

National Police (PNP) and the judiciary 


3. (SBU) Cruz expressed appreciation for US support 

he believed the effort was achievable 

overdue. DSCA Director Ed Ross 

Executive Steering Committee 

good start 

to ensure reforms in the AFP penetrated down to the common 
soldier. Responding to this point 

General Efren Abu emphasized his commitment to implement PDR 
and ensure individual soldiers understood \"what меуге doing 

апа why. 


4. (C) Secretary Cruz said that he was achieving success by 
moving systematically to reach out to other elements of the 
Philippine government. The Department of Management and 
Budget (DMB) had previously been reluctant to approve 
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disbursement of even appropriated funds. Reassured by the 
seriousness of the PDR effort 

its purse strings and had started to allocate P460 million 
(roughly $7.9 million) each month to the Modernization Trust 
Fund 

important bureaucratically to get DMB and the National 
Economic Development Agency (NEDA) involved in the process 
Cruz stated. 


POTENTIAL AUSTRALIAN ROLE 


5. (C) Noting Secretary Cruz\'s discussions on PDR with the 
Australian defense staff during his April 9-16 visit to 
Canberra 

development to have the Australians involved. (Note: The 
Australian Defense Attache and a Political Officer of the 
Australian Embassy attended the general discussions 

met earlier with the US team. End note.) It was important 
to pursue PDR efficiently and to deconflict assistance 
added. Potentially 

model for other countries seeking to transform their 
militaries. (Note: Allen later observed similar processes 
could benefit Indonesia and Mongolia. End note.) 


PROGRESS REVIEW INDICATES 
CLEAR TRANSITION FROM PLANNING TO IMPLEMENTATION 


6. (SBU) The subsequent PDR progress review discussions 
involved Cruz 

leadership 

Affairs 

PDR\'s ten different plans of action and milestones (POA&Ms). 
Secretary Cruz in his opening remarks stated the USGVs steady 


SIPDIS 

support had been invaluable in helping the PDR overcome some 
birth pains. While great strides had been made so far 

key to success 

implementation. Ambassador Ricciardone reiterated to the 
general audience that PDR is one of the most important 
elements of USG engagement with the Philippines. Real 
resources from both governments were devoted to the effort. 
Each meeting of the Executive Steering Committee had broken 
new ground; this time with the involvement of the 

Australians. Improvements in field operations by the AFP 

such as recent engagements involving night helicopter 
insertions 

evacuations 

doing 
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be in your corner 
reforms.\" 


7. (SBU) The Philippine PDR briefings discussed how to 
implement PDR effectively. Internally 

establish two new Assistant Secretary positions under 
Undersecretary for Philippine Defense Reform Carolina 
dealing with program management and the other focused on 
program evaluation 

strategic communications 

Each DND Undersecretary 

Finance 

implementing one or more POA&Ms in cooperation with 
corresponding program managers on the AFP \"J\" staff. 
Subordinate project managers would ensure buy-in at all 
levels. 


REQUEST FOR THREE NEW US EXPERTS 


8. (SBU) The DND also proposed creation of a Joint RP-US 
group that could quickly resolve issues 

establishment of performance measures 

US Subject Matter Experts (SMEs) 

Management Service (DRMS) support with PDR 

budgets. SMEs would be fully integrated. They would advise 
on policy 

solutions to implementing PDR; and transfer their skills to 
their Philippine counterparts. The AFP requested three more 
SMEs in the areas of military education 

development 

nine member team already on the ground. 


AUSTRALIA COULD PROVIDE \"NICHE\" EXPERTISE 


9. (SBU) DND officials described Australian involvement in 
PDR as complementary to the ongoing US-RP bilateral effort. 
They noted that Australia\'s military 

closer to that of the Philippines 

\"niche\" expertise in such areas as strategic planning 
doctrine 

education 

project management. For example 

a common vision between DND and AFP counterparts 

in setting up a short 

designated project managers. Assistance in this regard could 
come from either the US or Australia 

provide a SME to assist with development of a DND and AFP 
strategic planning cadre. 
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\"SELLING\" PDR 


10. (С) The AFP\'s and DND\'s plans їо \"sell\" PDR call for 
\"embedding\" DND/AFP advocates on legislative staffs and 
networking with the Cabinet and other key government 
institutions to gain support for the reform effort. Well 

developed budgets and plans focused on realistic objectives 
would be used to develop 

multi-year defense budget. Pointing to the successes already 
achieved with the Department of Management and Budget (DMB) 
Cruz noted the DMB had not previously comprehended the DND\'s 
and AFP\'s situation and problems. Now 

making an effort \"to understand our predicament and 

appreciate we are proposing realistic solutions to real 

problems.\" Thanks to the PDR plan 

notoriously \"married to her job\" and \"stingy\" in releasing 

funds to GRP agencies 

the merits of the PDR budget requirements 

had released funds more readily. 


VONE BUDGET СОМСЕРТ\" 


11. (SBU) Under the \"One Budget Concept 

would be allocated where they are needed most 

hostage by individual services. The comptroller function 
would be institutionalized 

centrally-administered acquisition system and a professional 
acquisition force established. Supporting these and other 
functions would be a defense-wide information management 
infrastructure with integrated software applications. 


PRACTICAL OPERATIONAL AND LOGISTICS FOCUS 


12. (SBU) AFP operational aspirations for PDR are practical 
with the immediate focus on developing combat life saving 
skills and deploying a forward surgical support unit. Under 
review are efforts to determine the optimum period for 
pre-deployment training 

operations. Training for enlisted personnel 

officers 

developed 

civil military operations into AFP doctrine 

ability to conduct medical civic action programs (medcaps) 
dental civic action programs (dencaps) 

action programs 


13. (SBU) Logistics concerns include weapons and ammunition 
management 
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and reorganization of the logistics structure to minimize 

cost while retaining operational readiness. Procurement 
efforts under the Capability Upgrade Program would address 
immediate shortfalls to support overall defense strategies 
and PDR priorities. The PDR Logistics Team effort needs to 
transition fully into the PDR program 

boosting operational readiness rates for key platforms. The 
UH-1H overall readiness rate stood at 80-percent 

of MG-520s stood at 74.5-percent. The goal was to establish 
effective maintenance and sustainment for all systems and 
platforms that increased or enhanced mission capability. 


PLANNING MEETING SET FOR JUNE 2005 


14. (SBU) The Executive Steering Committee decided to defer 
discussion of payment mechanisms 

Sales 

provide recommendations on a system for making spending 
decisions that complied with US and Philippine law. Both 
sides concurred on the need to synchronize the US Defense 
Resource Management Service (DRMS) and Defense Acquisition 
Service (DAS) support effort with PDR. A planning meeting 
was set for June to examine the way ahead on the 2005 and 
2006 effort 

planning on current priorities. 


COMMENT 


15. (C) The detailed nature of the PDR progress review is 
convincing evidence that a full transition from planning to 
implementation is now underway. Cruz\'s presence and that of 
his senior staff throughout the day-long discussions are 

testimony to hands-on involvement and personal commitments to 
see the effort through. Cruz plans to attend the June 3-5 
Shangri-La Dialogue in Singapore. We recommend the senior US 
participants seize the opportunity to engage Cruz on PDR and 
other strategic mutual defense issues. 


16. (U) Mr. Ross and BG Allen have reviewed this message. 
Visit Embassy Manila\'s Classified website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 
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(over-dominant) Google (para 11) 


2. France Telecom\'s debt on the rise: France Telecom (FT) 
has seen its debt rise by 6 billion Euros to 49.9 billion 
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Euros (one euro equals 0.77 dollars) 

International Financial Reporting Standards (IFRS) 
accounting rules. The aim of the new rules is to harmonize 
the global presentation of financial results 

easier to compare companies across borders. Under the new 
IFRS rules 

9.3 billion Euros from 10.8 billion Euros previously. FT 

said the move to International Financial Reporting Standards 
would not impact its ongoing operating performance. FT is 
in the third and final year of a recovery plan to reduce its 
debts to less than 40 billion Euros by 2006. The firm built 
up its vast debts due to an ambitious expansion plan in the 
late 1990s. Its debt peaked at nearly 70 billion euros in 
2002. 


3. GOF technology and information society office merged 
with regional and small business administration: A 
Government order published earlier this year provided 
details on the on-going reorganization of the French 
Ministry of Economy 

effort 

Industrie des Technologies de Information et des Posts") 
and its Office of Technology and Information Society 
(WService des Technologies et de la Societe de 

NW Information" - STSI) have been merged with the office for 
regional business and small and medium-sized industrial 
enterprises. Since the merger 

General Enterprise Directorate (\"Direction General des 
Entreprises V") in charge of business policy 

advocacy of innovation and entrepreneurship. STSI is still 
responsible for electronic components 

and audiovisual equipment 

information society and space. Also 

STSI remains the same with four separate bureaus or V'sub- 
directorates\": 1) networks 

communications; 2) components 

electronics; 3) regulation of electronic communications and 
forecast and analysis; 4) institutional relations. STSI is 

not located within the main Ministerial offices 

before in a close by annex. 


4. France\'s antitrust watchdog wants more open mobile 
market: Arguing that France\'s mobile phone market remained 
dominated by three companies (France Telecom\'s Orange 
SFR/Cegetel 

watchdog 

French telecoms regulator ART to intervene. The Competition 
Council reportedly sees elements of collusion by the three 
mobile phone operators 

market. In an effort to break this collective dominant 

position 


Column 3 

virtual network operators (MVNOs). These operators have no 
mobile networks of their own 

wholesale from the network operators and sell them to 
consumers at a lower cost 

offer on the market. This opens up the possibility of 

further liberalization of the French mobile phone market 
lowering costs for consumers but eroding the profit margin 

of operators. 


5. Tele2 France to launch mobile telephony offering: 
Telephone operator Tele2 France announced in early April 
that it had signed a mobile virtual network operator 
agreement of the enhanced service provider type with Orange 
France. No financial details were disclosed. Tele2 France 
will launch the mobile telephony offering before the end of 
2005. 


6. FT\'s Orange EDGEs way to business community: France 
Telecom subsidiary Orange will invest 200 million Euros in 
France to shift its lower quality 

capabilities to high-speed data technology known as EDGE 
(Enhanced Data for Global Evolution). The two-year 
investment plan 

operator to sell EDGE technology 

Oranges offering of high-speed data services 

Internet access and television programming via internet 

9096 of businesses with over 50 employees 

individual subscribers. EDGE does not carry as much data as 
third generation 

operators less and provides data at a speed close to that of 
3G quality. The launch of EDGE will reduce Orange\'s 
dependency on 3G mobile technology. It also brings the 
number of Orange customers using Orange high-speed services 
(via EDGE 

million. 


7. Cegetel resumes merger talks with Neuf Telecom: French 
fixed telecom operator Cegetel 

negotiations with rival Neuf Telecom. Talks originally fell 
through last year over price and management issues. (See 
our April 2004 edition for more details.) If successful 

the merger would signal further consolidation in the French 
telecoms market 

broadband offerings. In mid-April 2005 

Telecom Italia acquired Tiscali\'s French internet subsidiary 
Liberty Surf 

its number of ADSL subscribers. The merged company would 
become the largest broadband internet provider after the 
market leader 

for broadband services 

been intense and operators have been slashing prices. 
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8. Alcatel tests WiMax in France: In early April 

telecoms equipment manufacturer Alcatel signed a partnership 
agreement with Paris airports service provider ADP Telecom 
for a trial of WiMAX technology. ADP is to manage the pilot 
networks 

in France. ADP said it would use the fixed and nomadic 
aspects of WiMAX as a complementary technology to its 
existing WiFi offerings 

mobile applications across a greater distance. The news 
follows an announcement last month that French telecoms 
regulator ART has been preparing the means of allocating new 
frequencies in the 3.4-3.8GHz band for the deployment of WLL 
networks to allow for the development of WiMAX technologies. 
The regulator said that the auctioning of such spectrum was 
one possible option 

a date for the tender of the licenses. 


9. ART launches public consultations on professional mobile 
networks: On April 12 

launched consultations on the introduction of broadband 
terrestrial mobile service networks 

such as independent Private Mobile Radio or PMR networks 
which include alternating voice services (push to talk) 

group calls 

Public Access Mobile Radio or PAMR networks 

to the public and carry PMR functions. This consultation is 
part of the move to shift mobility to high speeds. Although 

it covers both independent PMR and PAMR networks 
question of whether to introduce open to the public PAMR 
networks (in the 450-470 MHz band) is the primary subject of 
the consultations. Based on responses 

establish the method and means of allocating available 
frequencies for broadband PMR/PAMR networks in autumn 2005 
and launch an allocation procedure by wintertime. 


10. FT to select single global advertising firm: France 
Telecom will soon appoint a single advertising agency to 
globally market all of its communications brands 

Orange and Wanadoo. Company executives have said that they 
will meet with some 30 contenders in Paris 

will be announced this summer. The successful agency will 
develop a global ad strategy that sources have described as 
V France TelecomVs grand plan V' and could involve a 
rebranding. There is ongoing speculation that Orange and 
Wanadoo are considering merging their businesses in the UK 
following talks that began in 2004. 


11. French resistance to (what they see as a) 
\"hyperpuissant\" (over- dominant) Google: In a replay of his 
stillborn efforts two years ago to create a French version 
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of CNN 

on the Head of France\'s National Library to create а 
homegrown effort to scan and digitize French texts so that 
they can be viewed on the Internet. This move follows 
Google\'s announcement last December to scan millions of 
books and periodicals into its search engine over the next 
few years. In an unrelated development 

with another type of French resistance 

travel companies 

successfully challenged Google's practice of selling 
Internet advertising from rivals designed to appear with Web 
searches for the trademarked Web site name \"Bourse des 
Vols 

Appeals found Google guilty of \"trade counterfeiting.\" This 
is an important precedent in a country where 15 similar 
cases are still pending. 
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not limited to\" in the Atomic Energy Act and SCOMET lists to 
capture the idea of a catch-all control. However 

unaware of any enforcement actions taken on any entity based on 
these grounds. The Indian system lacks the commitment and 
resources to enforce the spirit of catch-all controls. 


5. Does the legal basis authorize imposition of Controls on 
activities 


No 


6. Is there authority to control transfers of technical data 
and technical assistance 


Not under SCOMET 


7. Are there legal authorities to impose criminal penalties on 
individuals and legal persons for violations of export control 
requirements? What are the criminal penalties? 


-- Explosive substances: 3 years imprisonment and/or Rs 5 

fine for an export violation. 

- Munitions: З years imprisonment and/or undetermined fine for 
an export violation. 

-- GOI officials state that criminal penalties for dual use 

items are possible but undefined. 


8. Are there legal authorities to impose civil or 
administrative penalties for violations? What are the civil or 
administrative penalties? 
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The typical infraction is revenue-related 

fine of Rs 1 

in question 

result in GOI seizure of the goods 

company\'s/individual\'s loss of the Import/Export number (which 
means a loss of the right to import and export). 


According to a DGFT representative 

cases to export controlled items without a license 
company would do so \"without government support 

it would not get export subsidies or duty drawbacks for 
exporting the unlicensed item. The conditions for this 
situation are unclear. 


9. Are there sufficient executive orders 
agreements 
What do such orders cover? 


Yes - described in section | B 1. 


10. Have decrees 
promulgated to implement the legal authority? 


Yes. 


11. Do they fully implement the authorities provided for? If 
not 
implemented? 


Insufficient implementation is a problem: 

-- Export lists lack clarity for most potential dual-use items. 
There are only about 100 applications for export licenses per 
year. 

-- Embassy is unaware of the denial of any export license. In 
previous exchanges (Ref B) 

any during the previous calendar year. 

-- Indian Customs does not 

export containers. 


12. Are there legal safeguards against the improper use or 
disclosure of information obtained in the export control 
process? 


Unknown. 


13. Are there legal features that routinely interfere with the 
implementation of effective export controls (e.g. 

or property rights 

Describe them. 
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-- Indian Customs has limited powers of law enforcement. 
Evidence of criminal wrongdoing outside of the port area must be 
turned over to the police; 

-- There is confusion about what needs a license - SCOMET 
includes few specifics besides chemicals. 


C. Membership or adherence (in terms of policy) to 
Nonproliferation regimes and international nonproliferation 
norms: 


1. Wassenaar Arrangement? 


India does not participate in the Wassenaar Arrangement 
made efforts to informally halt the transfer of Wassenaar- 
controlled items 

control list 

Equipments and Technologies (SCOMET). 


2. Nuclear SuppliersY Group? 


No. The Nuclear Suppliers Group (NSG) was formed following 
Indias nuclear test in 1974. Although the NSG continues to 
pursue outreach to key non-member states 

GOI considers the NSG to an obstacle to India\'s pursuit of 
nuclear fuel for civilian purposes 

prevent Russian nuclear supply to India. As part of its NSSP 
obligations 


3. Missile Technology Control Regime? 


No. The GOI believes that the MTCR infringes on their right to 
develop their defensive weapons capabilities 

investigates and may prosecute cases when proliferation of MTCR- 
controlled items are brought to its attention. As part of its 

NSSP obligations 

date to be determined. 


4. Australia Group? 


No 
proliferation of AG-controlled items are brought to its 
attention. 


5. Are there laws/regs/guidelines concerning adherence to 
international nonproliferation norms 
UN embargoes? 


-- India is a party to the CWC and lists restricted chemicals 
clearly on SCOMET (see VII 1 b). 

-- India has signed the BWC (see VII 1 c). 

-- India has also 
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Il. Process for controlling items and evaluating transfer 
requests 


A. Control Lists 


1. Are there legal authorities to establish and modify control 
lists? 


SCOMET is the primary control list 

following laws: 

-- The Explosives Substances Act 

-- The Narcotics Drugs and Psychotropic Substances Act 
-- The Environment Protection Act 

-- The Customs Act 

-- The Arms Act 

-- The Foreign Trade (Development and Regulation) Act 
22 of 1992 


2. Are the control lists made available to the public? 


Yes 
3. Are there agencies/personnel in place who are responsible 
for maintaining and regularly updating control lists? 


DGFT is responsible for maintaining most of the list 
nuclear-related items 

munitions. SCOMET categories are broad 

specific items besides chemicals 


4. Do the control lists conform with multilateral 
nonproliferation regime/arrangement control lists? 


Conforms only with CWC. 


. Wassenaar Arrangement? 
. Nuclear Suppliers Group? 
MTCR? 

. Australia Group? 


оо сш 


5. Are the regulations for catch-all controls public? 


Тһе GOI uses specific language like \"used\" or V'intended to be 
used" and \"including but not limited toV in the Atomic Energy 

Act and SCOMET lists to capture the idea of a catch-all control. 
However 

enforcement actions taken against any entity based on these 
grounds. The Indian system lacks the commitment and resources 
to enforce the spirit of catch-all controls. 


a. Are catch-all controls used effectively? 
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No. 


b. Is there sufficient industry outreach to explain catch-all 
provisions for all types of export control regulations? 


No. The GOI is planning industry outreach programs 

yet done so. Confusion within the GOI as to what non-chemical 
items would require licensing may limit the effectiveness of 
outreach. 


B. Authorization Requirements 


1. Is registration of munitions exporters 
brokers required? 


Yes. All exporters must register with DGFT 
licensing for munitions exports. 


2. Is there a requirement for registrants to Disclose foreign 
ownership/control? 


-- Dual-use items: No. 

-- Munitions: Unknown. The GOI limits foreign ownership of 
munitions manufacturers to a maximum of 26% 

munitions manufacturers are government-owned. 

3. Are the regulations/licensing requirements public? 


Yes 


4. Do the license applications require information sufficient 
for an informed review and decision? 


a. Quantity and description of items? 


Yes. 
b. Intended end-use? 


Yes. 
c. Valid needs of the end-user? 
Yes. 


d. Identification of all parties to the transaction 
address and destination to include intermediate consignees? 


No - exporter and end-user only. 


5. Are licenses/authorizations required for exports? Which 
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exports (e.g. 

control lists V)? 

Yes - for dual use 

other products require export licenses 
ones. 


6. Are licenses/authorizations required for imports? Which 
imports? 


Yes - U.S. companies have reported the need for an import 
license for some items subject to U.S. export licenses 


is unclear which ones. 


7. Are licenses/authorizations required for transshipment 
(involves off-loading of cargo)? 


No 


8. Are licenses/authorizations required for transit (no off- 
loading of cargo)? 


No 


a. What authorization is required for transit? For 
transshipment? 


-- Transit: None 
not review transit vessel manifests or search transit goods. 


-- Transshipment: None 

Nepal and Bhutan for duty-free transit of goods to those 
countries. By Indian law 

transshipped without authorization. Indian Customs does not in 
practice examine these shipments. 


9. Are licenses required for reexport (controlled item leaves 
country)? 


Yes 


10. Are licenses required for retransfer (change of end-use or 
end-user within country)? 


Yes 


11. Is there authority to require end-user certificates as 
conditions of license approval? 


Yes. 


12. Are the requirements for end-user certificates imposed 
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regularly and effectively? 


Regularly 


13. Is there legal authority for passing information regarding 
bad actors 
governments? 


No. 
C. Screening 


1. Are license applications screened to identify suspected bad 
actors? 


Yes. 


2. Is there a database drawing on inter-ministerial sources of 
persons/entities who are debarred or suspected of illicit 
activity (i.e. watch list)? 


Yes. The GOI maintains a list of companies and individuals with 
prior import/export violations 

(DEL). Conditions for being placed on the list could be both 
from revenue infractions or other violations. 

3. Are there end-use/end-user verification procedures in place? 


Unknown. The GOI claims there are 

verify their use. 

4. Are end-use/end-user verification checks conducted routinely 
and frequently? 


Unknown. 

5. Are there pre-license checks? 

Unknown. 

6. Are there post-shipment verifications? 

The GOI has legal provisions that authorize an official to 

perform end use verifications on SCOMET exports. We are unaware 
if they have ever done so. 

The GOI requires a copy of the bill of entry for a SCOMET item 

filed by the importer in the destination country 

submitted to DGFT. This is the GON's primary method of 


verifying delivery and end-use of the item. 


7. Is there international cooperation in identifying and 
preventing transfers of proliferation concern? 
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The GOI has intervened on several occasions to prevent shipments 
brought to its attention by the USG. In some of these cases 

the GOI intervened even though the export was not illegal under 
GOI law. 


D. Decision-making 
1. Does the country have responsible transfer policies? 
2. Are there decision-making criteria for approving transfers? 


Unclear. The lack of specifics in export control regulations 
has limited license applications to about 100 per year. To our 
knowledge 


3. Are these criteria reflected in written guidelines 
standards and procedures? 


Unclear - would be internal GOI procedures. 


4. Are there policies with respect to specific countries 
country groups 


Unknown. 


5. Are these guidelines comparable to policy/practice under 
U.S. Conventional Arms Transfer policy and dual-use export 
policy? 


No. 


6. Are there adequate referral mechanisms 
tracking and the forwarding of cases to other agencies for 
review before disposition? 


Yes. License applications must be approved by an Inter- 
Ministerial Working Group (IMWG) composed of ten members that 
meets once per quarter. Each ministry on the working group 
reviews each application before the committee meets to approve 
the license. 


7. Are policy and national security concerns given sufficient 
weight in decision making (e.g. 

Unknown. In recent years 

importance. 


8. Are the licensing process and verification procedures being 
enforced? 


Licensing for 100 items per year only. Verification unknown. 
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9. Do agencies involved in license processing have the ability 
to deny license applications and to escalate decisions to 
national-level authorities? 


Yes 

ever done so. 

10. Are there clear authorities to deny a license 
for foreign policy and national security reasons? 


Reason to deny a license is unclear. 


11. Are there regulations providing for suspension and 
revocation of export licenses/authorizations? 


The Foreign Trade (Development and Regulation) Act of 1992 
authorizes DGFT to suspend an Exporter-importer Code Number 
(authority to export and import) 

export or import in a manner gravely prejudicial to the trade 
relations of India with any foreign country or to the interests 

of other persons engaged in imports or exports or has brought 
disrepute to the credit or the goods of the country." There is 

no specific language for national security. 


12. Do licensing officials have access to the (intelligence) 
information necessary to make informed decisions during license 
processing? 

Unknown. 


E. Training 


1. Are licensing officials adequately trained 
technical expertise 


Unknown. 


III. An enforcement mechanism that provides authority for 
trained enforcement officers to investigate and prevent illegal 
export 


A. Effective enforcement 


1. Are there law enforcement officials with clear lines of 
authority responsible for conducting investigations 
arrests 

regulations? 


The lines are not clear in practice 
commodity in question. 
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2. Are there legal authorities to enforce trade in controlled 
items at all borders (land 

in-transit cargo? 


Not for in-transit cargo. They cannot examine it to determine 
whether it is a licensable commodity without having probable 
cause\" indicating a violation has occurred. Legal precedent has 
not been well established here 

about this issue within GOI customs. 


3. Do export control enforcement officials possess authority to 
search 
warrant? 


Legally Customs is allowed to search and detain without a 
warrant 

can detain an item scheduled for export for only five days in 
order to get a licensing determination from licensing 
authorities. Lower level officials cannot search without 
approval from superiors. 


4. Are there limitations imposed on export enforcement 
officials that hinder the effectiveness of their work? What are 
they? 


Yes 

revenue fraud. Other limitations include: the short amount of 
time allowed for a licensing determination (5 days) 

inability for lower level officials to order examinations 

of training in examination and inspection of goods 

and containers for contraband. Widespread corruption also 
hinders the ability of officers to examine and seize goods. 

5. Are inspectors adequately trained to identify controlled 
items? 


No 
job training takes place 


6. Are inspectors adequately trained in customs inspection 
techniques and procedures? 


No 

have little experience examining for contraband in commercial 
cargo. When examinations take place 

instruction of outside agencies. 


7. Does the consignee have to be present during a search of 
goods? 


Yes 
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8. Are customs and law enforcement officials held liable for 
damage occurring during a search? 


They claim they are. There certainly is a fear of retribution 
for holding up or examining goods. This may tie into 
integrity/corruption issues. 


9. Does a frontline inspector have the authority to conduct a 
search on his own 
supervisor. If yes 


No. Higher level supervisors must approve in practice. 


10. Is corruption a problem within customs/law enforcement 
organizations? 


The corruption problem is well documented and widespread within 
Indian government 
(police that provide port security). 


11. Are there sufficient personnel devoted to export 
enforcement 
trained? 


No. There is a large number of persons dedicated to detecting 
export fraud in their government drawback schemes. They are not 
looking for contraband or controlled items. Lack of manpower is 
not an issue. 


12. Is there sufficient 

resources devoted to interdicting unauthorized transfers of 
controlled items? 

No 

truck dock to unload cargo for inspection. Most Seaports have 
no inspection facilities. 


13. Are there regulations published on customs/border control 
procedures and requirements? 


Unknown. 


14. Are there standard operating procedures at all border 
locations? 


Unknown. 


15. Are there actual checks being made at national borders 
transit points and ports? 


Border control authorities check licenses to make sure they are 


Column 3 
valid and in order. They do not routinely search for smuggled 
or non-revenue generating items. 


16. Are there effective transshipment controls at national 
borders 


No 
revenue. Customs export official repeated that this was V'not 
Indias problem". 


17. What investigative activities are being carried out? 
Only if info is provided by another agency 


a. Undercover operations? 

None 

b. Stings? 

None that we are aware of 

c. Paid informants? 

Not in the export field to our knowledge 

d. Electronic surveillance? 

They have the technical capability to do so. 

18. Are the penalties being enforced with actual prosecution? 
There are between 3 and 13 prosecutions for export control 
violations (presumably in a 1-year period). Most of the 
offenses are revenue violations 


convictions. 


19. Have they conducted any criminal investigations? What were 
their outcomes? 


500 arrests per year for import/export violations 

revenue violations 

specific number for exports. Most cases are settled with fines 
and payment of full customs duties. Embassy has received no 
examples of arrests or prosecutions for non-revenue issues. 


20. Are there sufficient civil and administrative penalties for 
export control violations? 


Fines for export control violations are between Rs 1 
five times the value of the duty that would have been imposed on 
the goods. Other civil penalties are the loss of the ability to 
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export 


21. Are criminal penalties used for export control violations? 


Between 3 and 13 cases (presumably in a year) face prosecutions 
for export violations. Court cases in India can be drawn out 

over years 

Courts 

that illegal activity (or allegedly illegal activity) can be 

stopped pending prosecution and conviction. Post is unaware of 
non-revenue related prosecutions or convictions. 


22. Are there customs assistance agreements with U.S. and other 
multilateral regime partners? 


There are customs bilateral agreements between India and the US 
Iran 
Maldives. 


23. Are there extradition treaties with these partners? 
No 


24. Does customs have sufficient equipment to detect WMD and 
related items? Sufficient training? 


No 

use of technology 

which would lessen their ability to focus on revenue loss. This 
is an area that EXBS could assist in at the major seaports and 
airports. 

25. Are there procedures in place to ensure proper handling of 
detected WMD materials? 


No 
for the storage of seized or detained property. 


a. What are they (e.g. seizure 


IV. Procedures for the coordination and exchange of information 
A. Interagency coordination and exchange of information 
concerning export (transfer) control procedures 

parties 


1. Provisions for gathering information on controlled trade 


The GOI is developing a database on targeting import and export 
irregularities at major seaports. Officials have stated that 

the main target is revenue violations and detection of 

corruption. 
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a. Is the information being gathered effectively? 


The system is not yet in place. 


b. Is the information being analyzed with the intent to affect 
policy? 


No. 


ο. Are there adequate personnel and other resources devoted to 
gathering information on controlled trade? 


No. 


2. Are there mechanisms for timely and discreet information 
exchange among concerned agencies and governments? 


Yes 
timely. 


3. Do the interdiction officials exchange information with the 
investigatory and prosecutory authorities and vice versa? 


Unknown 
and they must turn over to the police any investigation that 
must be conducted outside of a port area. 


4. Is there an adequate role for intelligence agencies? 
Unknown. 


5. Is the intelligence community providing the necessary 
information? 


Unknown. 


6. Do border control officials have good working relations with 
their neighboring counterparts at border crossings? 


They do appear to have a good relationship with the Bangladeshi 
customs and immigration departments at the Indian-Bangladesh 
border. The relationships at the Indo-Pakistan and Indo-Nepal 
borders are unknown. They do not have good relation with other 
Indian border officials at their own ports (CISF 

especially immigration). 


B. Industry 
and law enforcement) 


1. Provisions for sharing information with industry and the 
public on export control policy 
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GOI is arranging an outreach program in conjunction with two of 
the largest trade and industry organizations in the country. 


a. Is the information being shared? 
Not yet. 


b. Do the authorities inform industries of export 
licensing/authorization requirements? 


Some information is available on official export license 
applications 


2. Does an industry out-reach program exist? 
No 


a. Are there meetings 
Not yet. 


b. What means of dissemination exist for the distribution of 
educational materials to industry? 

The major trade and industry organizations have export control 
specialists. 


3. Does industry have an opportunity to appeal 
license/authorization decisions? 


Yes. 


4. Do authorities induce companies to adopt internal compliance 
programs? 


No. 


5. Is the government committed to protection of proprietary 
information of businesses that comply with the law? 


Unknown. 


6. Are there authorities and procedures for industry to make 
voluntary disclosures? 


Unknown. 
C. Bilateral Cooperation 
1. Does subject country exchange policy 


enforcement and intelligence information with the U.S. on a 
bilateral basis as needed and periodically? 
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Law enforcement information is shared as needed 


2. Is subject country willing to establish arrangements to do 
so? 


The GOI has signed a Customs Mutual Assistance Agreement with 
the U.S. and other trade partners 


information in this area. 


3. Will the law enforcement authorities work cases with foreign 
law enforcement authorities? 


Yes 

V. Program Administration and System Automation 
A. Infrastructure 

1. Are there sufficient infrastructure 

capabilities 


and data-processing systems)? 


No. Automated information systems and equipment are generally 
lacking. 


a. Is the equipment 
No. 


2. Are there agencies/personnel responsible for this component 
of the export control system? 


The GOI has an informatics center that is responsible for 
information systems government-wide 
developing the targeting system described in IV A 1. 


3. Are they adequately trained 
automation equipment? 


No 


4. Are there enough licensing officers to process license 
applications in a timely fashion? 


All license processing is done by the IMWG 
With the low number of applications 

handle all of the pending licenses at one sitting. 
B. Administrative Structure 


1. Are there procedures to govern the filing 
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forwarding and tracking of cases and support information? 
Yes. 

2. Do mechanisms exist for interagency and international 
exchange of classified information? 

Unknown. 

3. Is training available for information handlers? 

Unknown. 

4. 15 there a projected timetable and cost for development and 
implementation of the administrative structure 

already? 

VI. Additional WStandards Questions on Training and Procedures 


A. Licensing Officials 


1. Are licensing officials required to undergo professional 
training with regular updates? 


Unknown. Licensing decisions are made by inter-ministerial 
committee. 


2. Are adequate institutions or procedures in place for 
delivering this training? 


Unknown. 


3. Are institutions/procedures in place to control re- 
exports/transits/transshipments? 


Legally yes 
procedural systems of effective control for transit and 
transshipment. It is also not a priority for Customs. 


4. Are institutions/procedures in place to control technical 
data and assistance (intangible technology or \"deemed\" exports)? 


Not under SCOMET 


5. Are institutions/procedures in place to control brokering of 
exports extending to persons beyond national borders? 


Unknown. 


6. Do laws 
into the decision-making process on export controls? 


Unknown 
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7. Does the country have procedures for participating or 
unilaterally adhering to the four regimes - including procedures 
for updating national control lists to capture additional items? 


See sections | C and VII for formal and informal adherence to 
control regimes. 


B. Enforcement Officials 

1. Are enforcement officials required to undergo professional 
training on nonproliferation policies or WMD awareness with 
regular updates? 

No 

2. Are adequate institutions or procedures in place for 
delivering this training? 

Yes 

3. Do laws 

agencies with authority to ascertain actual delivery of licensed 


goods (Delivery Verification)? 


No. End use delivery certificates are delivered to licensing 
agencies. 


4. Do laws 

agencies with authority to conduct post-shipment checks? 
Unknown. The law authorizes post-shipment checks 
unclear who performs them. 


5. Are institutions/procedures in place to perform 
delivery/post-shipment verifications? 


Unknown. 

6. Do laws 

agencies with authority to gather information on end-users and 
foreign entities of proliferation concern? 

Unknown. 

VII. Broad Political Commitment 

1. Is the country a member of/subscribe to the following: 


a. Nonproliferation Treaty (NPT) 


No. As a de facto nuclear weapons state 
the NPT 
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encourages signatory countries to uphold their obligations under 
the treaty. 


b. Chemical Weapons Convention (CWC) 


India was one of the original signatories of the CWC in 1993 and 
ratified the Convention in September 1996. In 1997 

admitted that it has produced and stockpiled chemical munitions 
but only for V'defensive purposes." Under the terms of the CWC 
India should have destroyed 45 percent of its stockpile by 2004 
and the remaining stockpile by 2007. 


c. Biological Weapons Convention (BWC) 


India signed the BWC in 1973 and ratified it the following year. 
In 2003 

is believed to have an active biological defense research 
program as well as the necessary infrastructure to develop a 
variant of biological agents." 


d. Comprehensive Test Ban Treaty (CTBT) 


India is not a signatory to the CTBT. India objected to the 

lack of provision for universal nuclear disarmament V'within a 
time-bound framework." India also demanded that the treaty ban 
laboratory simulations. In addition 

in Article XIV of the CTBT that requires Indias ratification 

for the treaty to enter into force 

violation of its sovereign right to choose whether it would sign 

the treaty. 


e. International Code of Conduct against Ballistic Missile 
Proliferation (ICOC) 


India is not a signatory to the ICOC on the grounds that it is 
discriminatory and interferes with the peaceful uses of space 
technology. 


2. Does the country accept the IAEA safeguards? 


India is a member of the IAEA 
reactors are subject to ΙΑΕΑ safeguards. 


3. Does the country accept the IAEA Additional Protocol 
(IAEA/AP)? 


India has not signed the Additional Protocol. 


4. Does the country participate in the UN Register of 
Conventional Weapons? 
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Yes. 


5. Does the country participate in the G-8 Global Partnership? 
No 
special guest 


6. Does the country participate in other nonproliferation 
and/or export control arrangements (outside those previously 
listed) or provide bilateral export control-related 
training/assistance? 


No. 


7. Is the country a member of a nuclear weapons (or WMD) free 
zone (including but not limited to Tlatelolco 
Pelindaba 


No. 
BLAKE 
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Program (UNDP) with briefings by World Health Organization 
(WHO) and United Nations Food and Agriculture Organization 
(FAO) officials. The meeting focused on coordinating 
international assistance for Al response. One of a team of 
influenza experts from Australia 

States 

Centers for Disease Control and Prevention (CDC) 

Fukuda briefed the DCM and Health Attache separately. 
Finally 

Agricultural Attache met with the Minister of Agriculture 

and Rural Development (MARD). 


Vietnam\'s Response 


3. (SBU) An important development is that the Government 
every level 

problem. Al is now included in regular briefings to the 

Prime Minister 

to focus on economic costs while downplaying the social 
health threat. But since Deputy Prime Minister (DPM) Nguyen 
Tan Dzung publicly estimated that Al has shaved a half point 
off this year\'s annual GDP growth rate 

to the issue has been more readily forthcoming and seems to 
be energizing discussions of response strategies. While DPM 
Dzung has asserted publicly that the situation is contained 

he had acknowledged privately to WHO and FAO representatives 
that that is not true. Moreover 
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officials appear to recognize the clear consequences of not 
taking action. 


4. (SBU) Minister of Agriculture and Rural Development 
(MARD) Cao Duc Phat called for urgent action and assistance 
in meetings with the DCM as well as with WHO and FAO 
officials. To remove the threat of a human Al pandemic 
Vietnam must change its poultry industry 

services at the grassroots level and strengthen its capacity 
to remove the virus 

implementing all three activities. To do so 

must strengthen surveillance to know where the virus is and 
its characteristics. Minister Phat requested international 
assistance to strengthen surveillance and diagnostic 
laboratory capability. He asked for the immediate 
assistance of laboratory experts for virus isolation and 
characterization and for developing a suitable surveillance 
program. 


5. (U) MARD has a plan to compensate farmers 

calls a Vfarmer support plan." The Government is 
uncomfortable with the term \"compensation\" because it 
implies 100 percent compensation. The \"farmer support plan" 
has recently been augmented to provide 50 percent 
reimbursement for poultry culled. To be effective 

Country Representative Anton Rychner states that 
reimbursement must be at least 75-80 percent 

percent reimbursement will not be fully effective. Rychner 
believes it may be difficult to translate this to action 

since MARD is a weak Ministry especially at the provincial 
and local levels. For drastic action to take place in the 
provinces 

significant initiatives 

senior political leadership in Hanoi 


6. (SBU) The WHO 

GVN needs to define and prioritize its needs and focus on 
developing response plans. Fukuda and the WHO both note 
that the Ministry of Health (MOH) seems to be more fully 
engaging recently and are hopeful that the MOH will be more 
responsive in the coming weeks. The MOH has improved its 
information sharing on human cases and research 
contributions to the plan for coordinated response and 
assistance developed jointly by FAO 

875) are still minimal and slow. The MOH has yet to 

identify its overall priorities for resources relative to 

Al. MOH\'s National Institute of Hygiene and Epidemiology 
(NIHE) seems more prepared and responsive. NIHE Director 
Dr. Nguyen Tran Hien has outlined priorities and has made 
requests to the Department of Health and Human Services to 
meet NIHEVs needs. The result is that the current plan is 
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reasonably informative on the poultry and agricultural steps 
that MARD plans 

Fukuda reported that his discussions appear to have 
convinced MOH hardliners that the situation needs rapid and 
sustained attention 

and MARD at the technical level remains weak. 


7. (SBU) WHO Country Representative Hans Troedsson noted 
that the lack of a Pandemic Emergency Response Plan is 
critical. He explained that should a human pandemic occur 
there would be a one to two week window of opportunity 

the number of cases would jump from tens to hundreds of 
cases 

of the pandemic. Beyond this window 

cases gets into the thousands and spreads geographically 
the pandemic will be out of control and cannot be contained. 
He stressed the need for the GVN to develop a plan that can 
be quickly enacted in this brief window of opportunity 

limit travel 

to contain a pandemic. 


8. (U) The WHO experts noted the risk that the GovernmentVs 
attention may dwindle as the weather warms and the number of 
new human cases and poultry outbreaks drops. The lack of 
new cases would be purely a seasonal trend. The virus is 

fully entrenched in Vietnam and the threat of pandemic is 

not gone. WHO asked all governments to raise the issue at 
high-level visits and meetings and to urge the GVN to 

maintain momentum and focus on the issue. 


Possible Change in Virus 


10. (SBU) Fukuda and the team of international experts 
believe that they are seeing a change in the virus in the 
north of Vietnam 

laboratory tests and is purely theoretical at this point. 

They point to various factors including: a divergence in 
epidemiology between the north and south of Vietnam 
change in the age groups affected 

range among those infected (in the north three children 
under the age of one were infected) 

rate 

number of mild or non-symptomatic cases 

of clusters in the north 

onset of disease between cases in clusters 

that the disease is lasting longer this year. There may be 
other explanations 

reporting 

these factors may indicate that the virus has changed in the 
north. WHO concurs with this assessment and now believes 
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the cases surrounding the Thai Binh cluster may indeed be 
considered to be a fourth outbreak in humans. (Note: By 

this definition 

to March 2004. The second occurred in July 2004. The third 
began in December 2004 in the south of Vietnam and has not 
yet concluded. End Note.) 


11. (U) Based on Fukuda and his team\'s observations 

will arrange a second 

data by international influenza experts 

epidemiologists and virologists in Manila. The meeting is 
tentatively scheduled for the week of May 2 and there are 
plans to include representatives from Cambodia and Thailand. 


12. (SBU) If this change in the virus proves to be true 
could mean an increased risk of a human pandemic. The 
increased numbers of clusters may indicate improved 
transmissibility. The decreased fatality rate and increased 
number of mild or non-symptomatic cases may reduce detection 
and containment. Finally 

could be the first of more dramatic changes to come. 
According to WHOVs Hans Troedsson 

changed in the northern Vietnam 

highest risk to be the source and epicenter of any global 
pandemic. 


13. (U) In an alternate explanation for the longer lasting 
season this year 

pointed out that seasonality may not simply be tied to the 
weather and the environment. There are market seasons 
holiday seasons 

go just as the seasons do. 


Other Information on the Disease 


14. (SBU) Fukuda provided some additional information. For 
example 

contact with birds but 30 percent have not had contact with 
birds; this pattern does not have seemed to have changed 
since last year. Further 

physicians at Bach Mai Hospital 

approximately 40 Al patients 

treat successfully than SARS patients. Also 

note that antivirals (such as Oseltamivir) are not the 
panacea. The consultation team asked the Bach Mai team to 
organize their data as soon as possible. Finally 

mortality difference between ducks and chickens - infected 
chickens are dying rapidly while infected ducks appear 
assymptomatic - is disconcerting. Ducks can spread Al virus 
more widely into the environment over a long period of time. 
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15. (SBU) Minister Phat told the DCM that 

and virus isolation 

pattern of the disease in poultry 

experts need to reassess. Observed changes include a drop in 
the mortality rate in chickens from more than a 99 percent 

in 2004 to identifying living 

and 

birds 

suggested the observations might be real or also an artifact 

of sampling errors and laboratory limitations. 


Vaccination 


16. (U) Poultry Vaccine: Itis unclear whether the GVN has 
decided to begin officially a poultry vaccination campaign. 

On April 26 

on an official policy. However 

said that MARD requested financial assistance for an 

official vaccination campaign on April 22. Minister Phat 

noted that MARD is still testing vaccine effectiveness 

would like to begin vaccinating before next winter. He said 
that they would be using imported vaccines because VietnamVs 
capacity to develop a vaccine is limited. He requested the 
assistance of U.S. animal vaccine experts to work with MARD 
to help in planning for roll out of their vaccination 

program. 


17. (U) Human Vaccine: WHO\'s Troedsson reported that U.S. 
development of a human vaccine is proceeding well. If there 
are no glitches 

this year. Production capacity and a delivery schedule were 
not discussed. He expressed concern that the GVN does not 
have a plan for who will receive the vaccine or how to 
distribute it. Vietnam is also developing a human vaccine 

but its development is slower and Vietnam does not have 
sufficient capacity for mass production. 


18. (SBU) Comment: The Vietnam Mission shares the view of 
WHO and FAO that the next six months will be critical to 
VietnamVs efforts to devise and implement an effective 

strategy to control Al in poultry and prevent a more serious 
outbreak in humans. Post recommends that the USG speed up 
its consideration of a positive response to WHO and FAO\'s 

call for donor assistance. End Comment. 
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needs materials and assistance to improve its teaching 
methods. The Ambassador stressed heightened bilateral 
cooperation in multiple fields and highlighted the successes 

of the Fulbright Program 

Libraries and American Studies Collection. The Ambassador 
also raised the issue of raising education levels for ethnic 
minorities and asked that the Government of Vietnam consider 
allowing religious institutions to operate in areas where 
schools are lacking. END SUMMARY. 


ENGLISH LANGUAGE AND DIPLOMATIC VOCABULARY 


2. On April 26 

ECON officer (notetaker) made a courtesy call on Minister of 
Education and Training (MOET) Nguyen Minh Hien. The 
Ambassador highlighted the successes of the Fulbright 
Program 

American Studies Collection (Note: Vietnam does not approve 
of the word \"corner\" as in American Corners. Therefore 
we call them ASCs.) Noting that the Fulbright Program is 
the highlight of the U.S.-Vietnamese education relationship 
he asked MOET to encourage applicants from second tier 
universities rather than strictly limiting access to the 

program to those from Hanoi and Ho Chi Minh City. The 
Ambassador also stressed the growing importance of English 
as the world\'s second language and the need to develop 
further the English curriculum and to expose educators to 
new teaching techniques. The Minister concurred that 
English is \"imperative\" for integration into the world 
economy 

assistance to improve its teaching methods. Many U.S. 
educators and programs are willing to provide such 
resources 

Collections around the country 

resistance to the idea 

requested the Minister's help placing an American Studies 
Collection in a university in northern Vietnam to provide 
English materials and internet connectivity for students 
seeking to study American culture. 


PLACEMENT OF STUDENTS 


3. Expressing confidence that Vietnam would fully develop 
its national educational system 

that Vietnam would require additional resources to raise its 
teaching standards and to send more Vietnamese students 
overseas. The Ambassador noted that the U.S. Fulbright 
Program in Vietnam is the largest in the world and that the 
Vietnam Educational Foundation was also a great source for 
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scholarships for Vietnamese post-graduate students in the 
sciences and engineering. Noting that most scholarships in 
the United States come from private sources 

Minister that his Vietnam Mission Staff would help the 
Ministry give guidance to students interested in pursuing 
private scholarships. The Ambassador added that the U.S. 
Government is working with the Ministry of Science and 
Technology on how to establish Centers for Excellence that 
would provide Vietnamese scholars with the tools and 
resources to continue their technical education and research 
in Vietnam. 


LOOKING TOWARD THE FUTURE 


4. One way to improve Vietnam\'s educational system would be 
to allow private education in schools and universities 
Ambassador noted. While capable U.S. firms are willing to 
teach English or computer science to Vietnamese students 
these firms cannot act until the Government has set clear 
guidelines on how such enterprises should operate. The 
Minister welcomed the Ambassador\'s suggestions and said that 
Win coming years V" 

competition. The Ambassador encouraged the MOET to take an 
active role in educating Vietnamese young people about 
HIV/AIDs and to continue collaborating with UNICEF and the 
Ministry of Health on including a clear message about 

HIV/AIDS in school curriculum. The Minister stated that 

MOET takes HIV/AIDs education seriously and noted that MOET 
has produced HIV/AIDs awareness pamphlets and other 
literature for distribution in schools. 


5. Commending Vietnam for its efforts at poverty 

alleviation 

resources for Vietnam\'s minorities in the Central Highlands. 
He suggested that the Ministry consider allowing religious 
institutions to operate in these areas. The Minister 
explained that the Government allows students to attend 
classes in churches and pagodas as long as these 
institutions follow the Vietnamese educational curriculum. 
Hien added that the development of education in remote areas 
was a \"big policy initiative V" for Vietnam and that the 
Government was currently focused on both the quality of 
education and quantity of educational institutions. Hien 

said that the Government 

approval 

education system. 


6. Commenting on the Ambassador\'s statement that the current 
practice of having Vietnamese students only attend primary 
school for half a day would have a long-term negative impact 
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on Vietnam 

change to a full day\'s teaching in the future. The 
Ambassador stressed the importance of further education for 
all Vietnamese students and said that human resources 
training would be the \"decisive factor in predicting 
VietnamVs future success". The Minister ended the meeting 
by agreeing that it would be a V'good ideal" to celebrate the 
10 year normalization between the two countries by hosting 
an essay contest for Vietnamese students to further U.S.- 
Vietnamese relations. Hien also said that he hopes that 
education will be an issue that the Prime Minister would 
discuss with U.S. government officials during his upcoming 
trip to the United States. 
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text in Para 4). Sema has engineered an angry unsigned 
letter faxed to USAID\'s largest contractor in Mindanao on 

April 28 

City on April 29. The mayor had responded positively when we 
had raised such reports with him in the past. We are keeping 
communication channels open to the mayor 

space to retreat and once again address our concerns at the 
ability of terrorists and terrorist financiers to transit 

Cotabato with his apparent connivance. USAID maintains many 
other projects in Cotabato and throughout Mindanao. We 
continue to stress that communities and leaders willing to 

work against terrorism will reap the benefits of peace and US 
assistance 

international development assistance to improve the quality 

of life in their jurisdictions. We consider the current 

travel warning as sufficient but will continue to monitor the 
Cotabato security situation throughout the weekend. End 
Summary. 


Background To the Case 


2. (SBU) Cotabato City 

southeast of Manila. The city lies on a river delta on 
Mindanao\'s western mainland edge. The city\'s inhabitants are 
roughly half Muslim and half Christian. USAID has several 
successful projects 

Equity in Mindanao (GEM) and other programs in Cotabato. 
Mission has offered a particular incentive to Cotabato Mayor 
Muslimin Sema over the past year to deny Cotabato City as a 
transit and logistics hub for transnational terrorists. At 

times 

and military authorities. Several terrorists have been 
arrested in Cotabato City 
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Liguasan Marsh -- home base of several troublesome Moro 
Islamic Liberation Front base commands\" and a preferred 
sanctuary of Jemmah Islamiyah and Abu Sayyaf Group 
terrorists. 


3. (SBU) As reported in reftel 

transparent and no-nonsense relationship with Mayor Sema 
regarding USAID development assistance 

understood that projects can not be approved and implemented 
where terrorists are allowed to operate. Immediately at 

issue is a USD 1 million grant for a bypass road 

desperately needed thoroughfare for traffic-plagued Cotabato. 
This is a handsome political plum for the mayor who could 
use the project to help legitimize his contested election. 

Upon confronting the mayor over alleged terror suspects 
operating in Cotabato last October 

calling local security authorities to pursue and deny 

Cotabato City as a welcoming place for terrorism. 


4. (SBU) In February 

improved cooperation and the improved security climate 
Ambassador publicly announced in Cotabato 

side 

classified reporting indicates 

with suspected foreign terrorist financiers. As a result 
USAID Mission Director -- in a private letter dated April 25 
-- stressed to Mayor Sema... 


Begin Full Text: 

| very much regret that we continue to receive information 
that international financiers 

elements 

knowledge and support. 

Given these developments 

suspend all work on the Cotabato bypass road 
immediately. 

Ambassador Ricciardone and | will be in Cotabato City briefly 
this week and would be available to discuss this matter with 
you personally 

Cordially 


Michael Yates 


End Full Text. 


While visiting Cotabato to open more USAID education projects 
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in the area on April 28 

telephone to discuss the same concerns spelled out in the 
letter. 


Recent Flare Up 


5. (SBU) Sema immediately went public with the substance of 
the letter and has been attempting to stoke public resentment 
against the Ambassador 

Several local radio and TV outlets have interviewed Mayor 
Sema 

have reportedly broadcast anti-US diatribes. The local GEM 
office received via fax an unsigned V'open letter" addressed 
to Ambassador and Wall USAID officers and employees. The 
document condemned USAID and Ambassador for V'devilish 
insinuations\" against Cotabato City and the mayor. The 

letter characterizes the Ambassador and \"his flocks of 
employees as \"lackeys 

projects in this homeland. (Note: We have not received апу 
direct threats of physical harm against US citizens or 

interests 

of late on April 29. End Note.) 


6. (SBU) There are reports on April 29 of a small-scale 
public protest in Cotabato City of up to 2 

So far there are no signs of public reaction outside SemaVs 
jurisdiction. We are in close touch with Secretary Jesus 
Dureza 

following the situation. GEM\'s host-national staff are 
monitoring the situation throughout Mindanao. They currently 
plan to continue normal business operations 

staff located in Cotabato closed the office early on April 29. 


Sema Wants Apology and Disclosure 


7. (SBU) Poloff contacted Mayor Sema to suggest that he can 
best resolve our concerns through direct communication 
appropriate cooperation on his part with GRP authorities when 
any foreigners transit Cotabato for less than transparently 
legitimate purposes -- as the Ambassador had recommended on 
April 28. Sema said he had taken offense at the allegations 
and that meeting people is part of his job as mayor. He said 
the police and the \"national intelligence authorities" should 
have informed him of such allegations. He claimed it is not 
his responsibility to report details of his foreign contacts 

to national authorities. Sema is pushing for disclosure of 

the suspected terrorists names to clear the issue once and 
for all. He also is demanding an apology. 
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Mission Reaction And Comment: 


8. (SBU) It is not yet clear whether Semavs agitation is 
producing the support he evidently seeks. For now 

public backlash appears limited and Sema does not seem to be 
interested in a quieter 

issue. The road suspension 

small percentage of the entire scope of USAID assistance in 
Mindanao. Other GEM projects remain ongoing in Cotabato and 
elsewhere in Mindanao. Sema has proven to be a useful 
partner in the past. We are keeping lines open to him and 
leaving him room to retreat. His posturing to the media is a 
standard political tool in Mindanao and throughout the 
Philippines. We continue to reiterate publicly and privately 

that our assistance programs will benefit only those who are 
committed to peace 

9. (SBU) Mission considers the current national travel 

warning as sufficient but will continue to monitor the 

security situation in Cotabato throughout the weekend. 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website: 

http://www.state.sgov.gov/ 

Ricciardone 
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Russians on the issue of vehicle-mounted weaponry to 
Syria. We didn\'t appreciate that 

ourselves clear. As to Iran 

do is to send highly enriched uranium to a nuclear 
civilian power plant 

after it\'s used for electricity -- power purposes. 

That\'s what they\'ve decided to do.\" 


HaVaretz reported that Israel has rejected a proposal 

by the U.S. to supply the Palestinians police officers 

in the West Bank with weapons that would assist them in 
performing their duties. The newspaper reported that 
Israeli officials told U.S. officials: VLet them first 

take the weapons from the terrorists.\" HaVaretz 

further reported that Israel has flatly rejected plans 

by PA Chairman [President] Mahmoud Abbas to absorb 
wanted Palestinians and their weapons into the PAYs 
security mechanisms and thus \"launder\" their possession 
of arms in the future. Instead 

five conditions for reaching an agreement concerning 
wanted me who have been involved in terror activities 
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so as to facilitate the continuation of the IDFVs 
withdrawal from the Palestinian cities 

next on the list. 


Maariv reported that next week the IDF will send draft 
orders to thousands of reservists ahead of the 
disengagement. This is the most important call-up 
since Operation Defensive Shield in 2002. All media 
reported that 15 

disengagement rally in the northern West Bank Thursday. 
Yediot reported that the state has acquired 300 dunams 
(around 67 acres) of land next to Nitzan 

Ashdod and Ashkelon 

built for the Neve Dekalim (Gaza Strip) settlers 

cost of 31.5 million shekels (around USD 7.2 million). 


All media reported that Russian President Vladimir 
Putin reassured Israel 

Moshe Katsav and PM Sharon 

sale to Syria and Russian assistance to the Iranian 
nuclear program. Yediot quoted Putin as saying that 
the U.S. attempt to impose democracy in the Middle East 
destabilizes the region 

encourages the Muslim Brotherhood in Egypt 

the U.S. is holding secret talks with the Taliban 
leaders in Afghanistan. Israel Radio cited a 
clarification by visiting Russian FM Sergey Lavrov that 
his country has not proposed an international 
conference on the Middle East 

meeting. 


IDF Intelligence chief Aharon Zeevi-Farkash was quoted 
as saying in an interview with Yediot that the Mossad 
and Shin Bet have thwarted over 10 terrorist attacks 
against Israel abroad in that past two months. 


Israel Radio reported that a mortar shell was fired at 
an Israeli target. The radio cited an Al Jazeera-TV 
report that the PAVs Preventative Security has arrested 
two members of Fatah\'s Al-Aqsa Martyrs Brigades on 
suspicion of involvement in firing mortar shells at 
Israeli settlements. In protest 

the Brigades in Gaza demonstrated opposite Abbas\'s 
home 

immediately. 


Leading media reported that MK Mohammed Barakeh 
(Hadash) was among 10 left-wing activists and a press 
photographer who were lightly injured Thursday when 
security forces dispersed a demonstration against the 
separation fence close to the West Bank village of 
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Bil'in. 


All media reported that two residents of the village of 
Ghajar 

kidnapped to Lebanon by Hizbullah in early April and 
released after four days. 


Jerusalem Post quoted Secretary of State Condoleezza 
Rice as saying in an interview with NBC that Syria must 
cease all \"covert activity\" in Lebanon. 


HaVaretz quoted former U.S. mediator Aaron David Miller 
as saying that the U.S. policy adopted a distinct pro- 
Israeli policy during the 2000 Camp David talks that 
together with other mistakes 

negotiations between Ehud Barak and Yasser Arafat. 


Leading media reported that Stanley Fischer 
Governor of the Bank of Israel 
Sunday. 


Senior columnist and longtime dove Yoel Marcus wrote in 
independent 

duo ... must take the irreversible step that will 

compel the future leaders of this country to keep going 

... until Israel's establishment is complete and the 

state has permanent 


Extreme right-wing columnist Caroline B. Glick wrote in 
conservative 

of Israelis is probably indifferent to the 
[disengagement] plan 

confused with support. V 


Block Quotes: 


|. “Тһе End of a Generation!" 


Senior columnist and longtime dove Yoel Marcus wrote in 
independent 

VDisengagement from Gaza will happen. Even if Sharon 
denies that there will be another round of 

disengagement in the West Bank 

the U.S. administration will push for Stage B and Stage 
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C. Because the alternative is a bloody Intifada the 
likes of which we haven\'t seen yet. In the same way 
that Ben-Gurion took the irreversible step of declaring 
the establishment of the state 

irreversible step of signing a peace agreement with 
Egypt 

endorsing the Oslo Accord 

their combined age of 159 

step that will compel the future leaders of this 

country to keep going -- no matter what the extremists 
and crazies say -- until Israel\'s establishment is 
complete and the state has permanent 

borders.\" 


II. \"How Will Israel Speak ?\" 


Extreme right-wing columnist Caroline B. Glick wrote in 
conservative 

\"The Prime Minister's supporters claim that a majority 
of Israelis support the [disengagement] plan. But the 
truth is probably different. A majority of Israelis is 
probably indifferent to the plan 

cannot be confused with support.... In the absence of a 
referendum -- and assuming that the government will not 
fall before the withdrawal because the Labor 

(Meretz) and Arab parties will protect Sharon to ensure 
that elections are out of the question -- what is the 
vehicle through which Israelis will be able to voice 

their opposition to a plan adopted without their 

consent with which they are becoming increasingly 
disenchanted?\" 


Conservative 
\"For the first time in decades 
its own to shape.\" 


Block Quotes: 


\"Good Morning Lebanon\" 


Conservative 

(April 29): \"Now 

most of its American and French backing 

time unleashing its famous economic zest. However 
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even the morning after its upcoming election 
will not be able to immediately restore its role as a 
regional economic engine. To accomplish that 
will have to dispose of its invaders not only from 
without 

decades 

Plainly put 

reaction and progress 

life and death. Hopefully 

choice 

Middle East to follow in their footsteps.\" 


Columnist Doron Rosenblum wrote in independent 
leaning HaVaretz: V'Political-security-minded Israel ... 
wavers between striking a blow and whining 

of perpetual childhood. V" 


Block Quotes: 


V The Parable of Putin\'s Visit" 


Columnist Doron Rosenblum wrote in independent 
leaning HaVaretz (April 29): VIn response to the deep 
bombings in the [1967-70] War of Attrition the Russians 
came to defend Egypt with a crowded network of 
missiles 

of the Yom Kippur War; in response to the destruction 
of the PA infrastructure 

terror; in response to the showcase flights over 
Lebanon 

hostage of the Hizbullah rockets; in response to the 
flights over Assad\'s palace 

When the long-term results become evident 

to the other extreme: the arrogance turns into 
Vastonishment 

panic cry of] Voy gevaltV: thats when we run to the 
apron strings of our American nursemaid. That is the 
nature of political-security-minded Israel: it wavers 
between striking a blow and whining 

perpetual childhood. For decades 

and no lesson has been learned 

demonstrated by the mini-parable called Putin\'s visit. 
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(But wait a minute 

achievements" of the visit 

condemnation of anti-Semitism and a rejection of the 
despicable attempt by the guest to propose a peace 
plan.)\" 


KURTZER 
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under the auspices of the Export Control and Related Border 
Assistance (EXBS) program 

expects 20-30 Thai participants at the workshop 

participants from the Thai Department of Commerce (DOC) 
Thai Ministry of Foreign Affairs 

Defense 

of the conference have not yet been confirmed as the Thai DOC 
has expressed a preference to hold the conference over three 
days (May 18-20) 

Reftel. FCS-Bangkok is also exploring the possibility of an 
additional day for private-sector \"outreach\". Post POC: 
Anthony Tranchina- (66)-2-205-4599 

BOYCE 
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that have stalled his main initiatives.\" 


The dailies front-paged reports 

as saying that the U.S. is planning to sell Israel 100 
bunker-busting bombs. Al-Quds reported that the Arab 
countries are concerned that Israel may carry out a military 
strike against the Iranian nuclear weapons program. 


Al-Ayyam and Al-Hayat Al-Jadida published a public opinion 
poll conducted by Birzeit University showing that 33 percent 
of those surveyed believe that President Abbas has delivered 
on one third of his election campaign promises and that 84 
percent of the respondents support holding the legislative 
elections in July as scheduled. 


COMMENTARIES AND POLITICAL CARTOON: 


Rajab Abu Sariya commented in Al-Ayyam that after 100 days 
in office 

will remain the political process and IsraelVs failure to 

fulfill its obligations. 


Al-Quds ran a political cartoon depicting President Bush 
dressed as a Roman solider 

in a chariot being pulled by a blindfolded horse 
representing the world. 
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SELECTED HEADLINES AND PHOTO CAPTIONS 
AL-QUDS 


\"Putin sees an opportunity to end the Palestinian-Israeli 
conflict. His suggestion to hold an international 
conference on peace turns into a ‘meeting of experts." 


“Washington plans to sell Israel bunker-busting bombs.\" 


Main photo caption: \"A picture from the archive showing two 
soldiers mounting a laser-guided missile onto a fighter 

plane 

Israel. V 


AL-AYYAM 


\"Israeli plan to build a wall in the middle of Hebron that 
will confiscate 7 


\"Hundreds of radical Jews storm Al-Aqsa.\" 
\"Putin discusses political developments with Abbas." 


Main photo caption: \"Israeli soldiers and undercover agents 
arrest a man in BelVin (north west of Jerusalem).\" 


AL-HAYAT AL-JADIDA 


\"Elderly woman dies as a result of x-ray security checking 
equipment used at Rafah entry point. V 


Main photo caption: \"Israeli soldiers and undercover agents 
drag a man during an anti-wall demonstration in BelVin 
yesterday. V 


BLOCK QUOTES: 


Rajab Abu Sariya commented in independent Al-Ayyam under the 
headline 

facing a long road" (4/29): V'Not many people have bothered 
to take the time to evaluate what Mahmud Abbas 

president 

There are many reasons for that 

probably the fact that these people have realized that 
Abbas\'s duties are extremely complex and involve both the 
political and internal levels. [.] Obviously 

challenge facing the Palestinian Authority in the past 100 
days of AbbasVs term 
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months. 

of any accomplishments achieved at the internal level 
failure to achieve tangible and specific progress in 
accordance with the national program will certainly not be 
enough to pressure the Israeli side into recognizing our 
national rights. V 


PEARCE 
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Describing King Gyanendra\'s April 23 \"assurances\" to him and 
PM Manmohan Singh publicly for the first time 

Minister reported that the monarch had promised that he would 
\"unwind\" the state of emergency and press restrictions 
(including the ban on Indian TV channels) and release the 
remaining political prisoners 

spell out that the King expected Indian arms supplies to 
resume as a result. Additionally 

Minister and Foreign Minister had stressed for the King the 
need to \"restart the political process 

political party leaders 

are held and Parliament is recalled and the Government is 
formed.\" 


2. (C) Calling Deuba\'s arrest Wa matter of very deep 
regret 

months the situation deteriorated rapidly.\" However 
\"unique relationship\" poses a \"difficulty\" in formulating 
policy. While reiterating the GOIVs desire to assist in an 
\"amicable and friendly manner 

warned that \"India had all the leverages; we have not used 
any of them.\" While New Delhi press continue to report 
pressure from the Indian armed forces to resume the arms 
supply to Nepal 

Poloff on April 29 that the King\'s actions had \"set his cause 
back\" within the GOI. 


Comment 


3. (C) The arrest this week of the Nepalese oppositionist 
has significantly soured GOI attitudes toward the King 
dampening optimistic scenarios arising out of the April 22-23 
meetings in Jakarta which suggested a democracy-for-military 
assistance swap as a way out of the current impasse. The 
King\'s latest actions will make it more difficult for the GOI 

to accept future positive steps by the palace as sufficient 
progress to justify a resumption of arms supplies (something 
its leftist governing partners already strongly oppose). 

Press accounts of pressure from the military for a quick 
resumption of assistance support our earlier reporting (Ref 
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A) of disagreement between the MoD and the MEA on arms supply. 
BLAKE 


2. (C) In an April 27 meeting with Department of Foreign 
Affairs (DFA) Secretary General Dermot Gallagher 
Ambassador urged the GOI to join other Member States in 
opposing the proposed lifting of the EU arms embargo against 
China. The Ambassador noted that the White House and 
Congress viewed the embargo as a paramount concern and would 
take serious interest in IrelandVs position on the issue. He 
also said that lifting the embargo would be detrimental to 

East Asian security -- a view shared by Taiwan and Japan. He 
explained that 

hostilities in the Taiwan Strait could pit American forces 
against a Chinese military armed with advanced European 
weaponry. The Ambassador highlighted President Bush\'s 
intentions to maintain good relations with China 

cited the PresidentVs offer to conduct a strategic dialogue 

with European partners on Asian regional security issues. 


3. (C) Gallagher replied that Ireland had taken a \"subtle\" 
position on the arms embargo that sought 

acknowledge changes in China since 1989 and 

maintain the status quo on arms transfers. Repeating 
familiar Irish arguments 

in the same category of rogue states as Burma and North 
Korea 

had been improvements in China\'s overall human rights climate 
since the Tiananmen era 

far to go on that front. By the same token 

want to see no change 

qualitatively 

were lifted. To maintain the status quo 

would be necessary to make the Code of Conduct 

political tool relying on good will 

was as binding and effective as the embargo. He remarked 
that Irish and U.S. views on the arms embargo V'were not far 
apart 

take near-term action on the proposal to lift the embargo. 
He also noted that Prime Minister Ahern had had productive 
discussions with President Bush on the subject on St. 
Patrick\'s Day. 


The Code of Conduct 


4. (C) The Ambassador responded that the Code of Conduct did 


Column 3 

not reassure the USG on the EU\'s ability to restrain arms 
sales to China. He pointed out that Member States applying 
the Code had approved defense exports to China worth over 
Euro 400 million in 2003. He also said that more recent 
items approved for sale 

technology 

expressed surprise at this information 

suggest that the embargo itself had been ineffective. He 
noted that Ireland was not an arms exporter 

efforts within the EU to strengthen the Code of Conduct and 
its complementary \"tool box." 


5. (C) The Ambassador closed by saying that the USG would 
continue to press for an EU consensus opposing the embargo\'s 
removal. He also said that Congress 

Administration 

expect Ireland to come down on the right side of the issue. 
Gallagher replied that there was already consensus among 
Member States on the bottom line of reflecting current 
realities in their relations with China; there were only 

different approaches to achieving that goal. He added 
however 

mood among Member States 

be no movement on the issue for some time. 


Comment: Irish Not Pressing for Action 


6. (C) As in previous discussions with other Irish 

officials 

embargo lifted 

IrelandVs role in internal EU discussions. Ireland\'s 

position on the embargo reflects GOI interests in enhancing 
relations 

by reciprocal high-level visits since 2003 

Minister Ahern\'s high-profile trade-focused visit to China 
this past January (ref A). The positive news is that Ireland 
apparently sees no interest in bucking the trend among Member 
States toward deferring a decision on the embargo. As 
Gallagher mentioned at one point in the conversation 
\"won\'t be swinging from the chandeliers\" for action on the 
issue. 


7. (U) The Ambassador did not have an opportunity to clear 
this cable. 
BENTON 
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with the UNSC and more into being a global leader. The GOI 
publicly offered constitution-drafting assistance through the 
UN to the new Iraqi government 
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making a preliminary 

re-engaging on Iraq reconstruction. Annan also urged India 
to sign the CTBT and join negotiations on the FMCT. End 
Summary. 


The Patch 


2. (SBU) With no apparent lingering effects of the GOIVs 
tsunami \"snub 


SIPDIS 

who met with the Prime Minister 

President Kalam 

the Opposition LK Advani 

HIV/AIDS. Although the MEA had stated on January 11 that it 
had no specific request from Annan to visit affected areas in 
India 

request to include India in his tsunami tour (ref B). Annan 

did not visit any tsunami reconstruction sites in India 

during this trip. 


The Pitch 


3. (SBU) Undeterred by its inconclusive lobbying effort with 
Chinese Premier Wen (ref A) 

campaign with the Secretary General. In his lunchtime toast 
Foreign Minister Natwar Singh restated Indias case 
declaring that \"the architecture of the UN has remained 
frozen in time 

allowed to \"decisively influence the global agenda in all its 
aspects. Indeed 

that the GOI focus during Annan\'s visit was to Vreiterate 
India\'s claim to the Security Council 

Secretary General of IndiaVs efforts to that end. Congress 


SIPDIS 

spokesman Anand Sharma told PolCouns in the midst of the 
visit that India would underline its insistence on a UNSC 

seat including the veto. Anything less 

be unacceptable to the Indian people and politically 

untenable following the Parliamentary debate where the 
government affirmed its quest for membership including a veto. 


The Pinch 


4. (U) On April 28 
Freedom: the Changing Role of the UN 
Indian arguments for UNSC membership 
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based on contribution to peacekeeping and diplomatic efforts. 
But the Secretary General also squashed the GOIVs veto 
hopes. Responding to a question about the utility of an 
expanded Security Council without the veto 

audience not to be so focused on that detail 

enlarged Council even without the veto would be a V'step 
forward.V Later 

that are bidding for a permanent seat can expect veto power 
as well 

permanent members are not designed to have a veto." He added 
that it would be \"utopian\" to expect the P-5 to dilute their 
current rights. During his remarks Annan also expressed the 
hope that India would soon sign the CTBT and join the FMCT 
negotiations (which also ruffled some Indian feathers). 


Back to Reality 

5. (U) New Delhi-based policy watchers are increasingly 
calling for the GOI to \"get real" on India's UNSC prospects. 
Following AnnanVs April 28 speech 

editorial observed that India should accept membership 
without parity to the P-5 

the \"Hindu\" urged New Delhi to not \"tilt at windmills 

to consider how unlikely it is that UN member states will 
favor expanding the V'profoundly undemocratic\" veto. Even 
before Annan injected his dose of reality into IndiaVs 
campaign 

asserted that India 5 \"obsession\" with the UNSC was 
detracting from the more relevant deficiency in New DelhiVs 
foreign policy: insufficient international power. Arguing 

that \"in its obsession with Security Council membership 
India has contributed little to the new debates in the UN on 
the great global issues 

short cuts to great power status. \" 


Iraq Offer 


6. (U) Although the veto issue soon overtook it 

27 

continuing UN engagement in Iraq with a public offer of 
Indian support for the \"revival of the political process V" 
there. According to the MEA 

for the drafting of the Iraqi constitution 

providing a list of Indians who could be involved. We will 
encourage the Iraqi embassy here to follow up on this offer. 


Comment 


7. (C) With India\'s UNSC agenda -- and the considerable 
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domestic focus on this issue -- increasingly at odds with the 
political realities 

plans to regroup. The UNSC aside 

into focus the need for greater Indian action and involvement 
on global issues to back up their V'rising global power" 
argument. The GOIVs public offer of assistance through the 
UN to the new Iraqi government was significant as a 
preliminary 

in addressing global challenges. The upcoming visit to New 
Delhi of Ambassador Shirin Tahir-Kheli will provide an 
important opportunity to reinforce this argument about the 
need for India to continue stepping away from the GOIVs 
comfort zone as the GOI seeks to prove its readiness for a 
permanent place on the Security Council. 


8. (U) Minimize considered. 
BLAKE 
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MONDE ANNOUNCED YESTERDAY AFTERNOON: VJOSPIN TO DEFEND 1 
LEFTVS YES." LE MONDE ALSO CARRIES A FRONT-PAGE EDITORIAL BY 
JEAN-MARIE COLOMBANI WHICH ECHOES HIS V'WE ARE ALL AMERICAN 
EDITORIAL AFTER THE 9/11 ATTACKS. THIS ONE IS TITLED WWE ARE 
ALL EUROPEANS.\" COLOMBANI 

AND THE IMPORTANCE OF EUROPEVS WEIGHT ON THE INTERNATIONA 
SCENE: WHISTORY DOES NOT WAIT. TOMORROW 

NEGOTIATIONS 

IN TRADE 

NAME A FEW 

WILL BE THREE OR FOUR HEAVY DUTY PLAYERS AROUND THE TABLE: 
U.S. AND POSSIBLY A UNIT COMPRISED OF LATIN AMERICA 

INDIA; AND EUROPE IF IT DECIDES THAT IT WANTS TO. IN 
WASHINGTON 

ANSWER TO THE QUESTION: TOMORROW 

SITTING AT THE TABLE AMONG THE GREATS?\" 


CATHOLIC LA CROIX CARRIES A FULL-PAGE INTERVIEW WITH JEREMY 
RIFKIN ON THE EUROPEAN DREAM 

FROM THE U.S. DREAM OF INDIVIDUAL ACHIEVEMENT. IN EUROPE 
EMPHASIS IS ON CULTURAL DIVERSITY 

EXCLUSION 

RESPECTING THE PLANET." 


IRAQ\'S NEWLY-FORMED BUT INCOMPLETE GOVERNMENT IS ONE OF 
TODAY\S INTERNATIONAL STORIES. LE FIGARO DEVOTES ITS EDITORI, 
TO \"IRAQ\'S SLOWNESS.\" (SEE PART C) THE SYRIAN PULLOUT FROM 
LEBANON IS THE SUBJECT OF AN EDITORIAL IN RIGHT-OF-CENTER LES 
ECHOS TITLED ΤΗΕ LEBANESE PUZZLE" WHICH CONCLUDES: \"ТНЕ V 
WOULD BE WELL ADVISED TO PARTICIPATE IN THE LEBANESE 
RECONSTRUCTION. THE COST WOULD BE MINIMAL BUT THE GAINS IN 
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EQUILIBRIUM FOR PEACE WOULD BE GREAT. (SEE PART C) 


THE SITUATION IN TOGO IS THE BASIS FOR SEVERAL REPORTS 

LE FIGARO DEVOTES A STORY TO THE WORSENING CONDITIONS IN 
DARFUR AND NATO\'S DESIRE TO INTERVENE. IN HER REPORT 
ALEXANDRINE BOUILHET NOTES THE CONFLICTING POSITIONS OF THE 
U.S. AND FRANCE ON A NATO ROLE. (SEE PART C) 


SEVERAL REPORTS ARE DEVOTED TO PRESIDENT BUSHVS V'LOSS OF 
GRACE\" AFTER THE FIRST ONE HUNDRED DAYS IN OFFICE. FOR LES 
ECHOS \"THE PRESIDENT IS ON THE DEFENSIVE. HIS POPULARITY HAS 
FALLEN. HE IS FACING DIVIDED REPUBLICANS WHEREAS THE DEMOCF 
ARE UNITED. IF JOHN BOLTON IS NOT CONFIRMED 

FIRST OF HIS NOMINATIONS TO BE REJECTED.\" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
IRAQ - FORMATION OF NEW GOVERNMENT 


VIRAQVS SLOWNESS\" 

PIERRE ROUSSELIN IN RIGHT-OF-CENTER LE FIGARO (04/29): VIT 
TOOK THREE MONTHS FOR THE EXEMPLARY COURAGE OF THE IRAQIS 
VOTED IN JANUARY TO BEAR FRUIT. AND THE GOVERNMENT IS ONLY / 
TRANSITION GOVERNMENT. BECAUSE BRINGING TOGETHER THE THRI 
FACTIONS ON FIVE PORTFOLIOS HAS PROVEN TO BE IMPOSSIBLE. IF 
THE AMERICANS HAD NOT BANGED ON THE TABLE IT IS FAIR TO SAY 
THAT THE DISCUSSIONS WOULD STILL BE GOING ON. BUT THE TRUTH 
THAT THE TASK OF FOLDING IN THE SUNNI MINORITY WAS NOT BEEN ; 
EASY ONE. THE RESULT IS NOT GREAT. THE FACT THAT THE DEFENSE 
AND OIL MINISTERS COULD NOT BE NAMED PROVES THAT THE MOST 
DIFFICULT IS STILL AHEAD. MEANWHILE 

PENTAGON'S MAN 

THE LEGISLATIVE AGENDA COULD BE COMPROMISED 

UNFORTUNATE BECAUSE DURING THIS DELAY THE INSURRECTION 
CONTINUES WITHOUT WEAKENING. ON THE CONTRARY IT IS ENHANCE 
THE INSTITUTIONAL VACUUM. IF THERE ARE FEWER AMERICAN VICTIN 
IT IS BECAUSE IRAQI SECURITY FORCES ARE TAKING OVER FROM THE 
COALITION. CIVILIANS CONTINUE TO PAY A HEAVY PRICE IN THE 
DAILY VIOLENCE. TO EXTRICATE THE COUNTRY FROM CHAOS 
GOVERNMENT MUST GET TO WORK FAST. TOO MUCH TIME HAS ALRE/ 
BEEN WASTED IN IRAQ." 


AFRICA - DARFUR - NATO INVOLVEMENT 


VNATO WANTS ΤΟ INTERVENE IN DARFUR\" 

ALEXANDRINE BOUILHET IN RIGHT-OF-CENTER LE FIGARO (04/29): 
VTHE HUMANITARIAN CRISIS IN DARFUR COULD OFFER NATO A HISTOI 
OPPORTUNITY TO INTERVENE IN AFRICA. DESPITE FRANCE\'S 
RETICENCE. THE AFRICAN UNION TROOPS DEPLOYED NEED HELP. BU’ 
WHOSE? THE EUROPEAN UNIONYS OR NATOVS? ONCE AGAIN THE TWC 
ORGANIZATIONS ARE IN COMPETITION. WITH THE DARFUR TRAGEDY / 
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BACKDROP 

THOSE OF THE U.S. 

WASHINGTON IS PUSHING FOR A NATO INTERVENTION IN SUDAN. ROB 
ZOELLICK WAS THE FIRST TO SUGGEST IT. TO WHICH FM BARNIER 
ANSWERED THAT ΝΑΤΟ MUST NOT BE THE SHERIFF OF THE WORLD. 
SPITE OF THE URGENT NEED TO DO SOMETHING 

GIVE THE LEAD TO THE EUROPEAN UNION TO RESOLVE THE CRISIS. 
FRANCEVS LACK OF TRUST IN NATO HAS ELICITED SARCASM ON THE 
PART OF SOME OF ITS EU PARTNERS. WHILE A FRENCH DIPLOMAT ASI 
"CAN THE U.S. NOT WORK WITH THE EU WITHOUT GOING THROUGH 
NATO?\' KOFI ANNAN MEANWHILE 

AND THE EU 

AN AGREEMENT." 


LEBANON - SYRIAN PULLOUT 


\"THE LEBANESE PUZZLE" 

FAVILLA IN RIGHT-OF-CENTER LES ECHOS (04/29): \"WHILE WE CAN 
BUT REJOICE IN THE FACT THAT THE LAST SYRIAN SOLDIER HAS JUST 
LEFT LEBANON 

FIRST IS THAT THE SYRIANS HAVE LEFT UNDER PROTEST. THEIR 
DEPARTURE IS DUE TO AN EVOLUTION OF WASHINGTONYS POLICY. 
BECAUSE THIS PULLOUT IS THE RESULT OF PRESSURE 

THAT IT WILL LAST ONLY AS LONG AS WASHINGTON\S PRESSURE 
CONTINUES. THE SECOND HAS TO DO WITH LEBANESE SOCIETY AND 
ECONOMY. THE COUNTRY IS WEAK 

FOUNDED ON RELIGIOUS COMMUNITIES. THE QUESTION IS HOW TO M. 
THE DIFFERENT PARTS OF THIS PUZZLE WORK OUT 

PIECES ARE BETWEEN THE SHIITE IRANIAN BIG BROTHER 

FOR THE PALESTINIAN CAUSE 

MEETING POINT FOR EAST AND WEST? THIS IS THE MAJOR CHALLENG 
OF THE LEBANESE ELECTIONS. THE WEST WOULD BE WELL ADVISED * 
HELP IN THE LEBANESE RECONSTRUCTION. THE COST WOULD BE MIN 
BUT THE GAINS IN THE EQUILIBRIUM FOR PEACE WOULD BE GREAT." 
WOLFF 
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officials expressed disappointment over LienVs remarks at 
Beijing University 

democracy and reference to a KMT-Chinese Communist Party 
(CCP) united front against Taiwan independence. Mainland 
Affairs Council (MAC) Chairman Joseph Wu told reporters he 
was \"surprised\" and \"disappointed\" at LienVs decision to 
deliver a speech in Communist China critical of TaiwanVs 
democratic achievements. Similar sentiments were expressed 
by Pan-Blue officials and media outlets. Several editorials 
warned that Lien\'s domestic political commentary could 
undermine the otherwise positive messages coming out of his 
visit. While Taiwan\'s National Security Council (NSC) has 
advised President Chen to avoid direct commentary 

senior officials plan to seek opportunities to portray LienVs 
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April 29 speech and V'five point" consensus in negative terms 
in order to influence the public and media environment in the 
immediate aftermath of the Lien visit. End Summary. 


Chen to Offer Moderate Response 


2. (C) President Chen Shui-bian did not offer an immediate 
public reaction to KMT Chairman Lien Chan\'s April 29 \"five 
point" consensus with PRC President Hu Jintao. NSC Deputy 
Secretary General Henry Ko told AIT shortly before the 


SIPDIS 

Lien-Hu meeting that Chen agreed with the NSC\'s assessment 
that Beijing would like nothing more than for Lien\'s Beijing 
meeting to provoke another round of internal tensions. Ko 

said that the President also indicated that 

Lien agrees to in Beijing 

to keep the door open to a Chen-Lien summit after LienVs 
return from the Mainland. 


3. (C) NSC Senior Advisor for cross-Strait relations Chen 
Chung-hsin provided AIT a readout of the April 29 evening NSC 
meeting convened to establish a formal response to the 
Lien-Hu \"five points.\" Chen said that the general consensus 
was that the PRC succeeded in giving Lien \"face\" without 
giving him anything of substance. He noted that four of the 

five points agreed upon began with the term V'promote 

the only \"deliverable\" an agreement to establish a 
party-to-party communications mechanism. According to Chen 
MAC Chair Wu argued that the \"five points\" amounted to a 
clear violation of TaiwanVs Cross-Strait Relations Statute. 
However 

Secretary General Ma Yung-chen in overturning WuVs suggestion 


SIPDIS 

of referring Lien to legal authorities. Instead 

instructed to simply offer a public criticism of Lien for 

failing to convey the Taiwan peopleVs support for the "ROC 
opposition to the Anti-Secession Law 

China to develop its own democratic institutions. 


CCP-KMT United Front Against Taiwan Independence 


4. (C) The NSC\'s Chen said the government also decided to 
have the Democratic Progressive Party (DPP) take the V'bad 
cop!" role in responding to Lien\'s Beijing University speech. 
Earlier in the day 

\"disappointment\" over Lien\'s criticism of Taiwan\'s democratic 
institutions during his address. DPP Chairman Su Tseng-chang 
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told reporters that Lien\'s endorsement of a KMT-CCP \"united 
front" against Taiwan independence amounted to a rejection of 
the islandVs pluralistic democracy. The party\'s spokesman 
criticized Lien for V'confusing the enemy country with his 
mother country." Premier Frank Hsieh told reporters that he 

is not overly concerned about Liens meeting. However 

said it would have been better if Lien had not criticized 

Taiwan during his public remarks on the Mainland. 


5. (SBU) Taiwan media and political commentary also focused 
on Lien\'s remark about a \"united front with the CCP to block 
Taiwan independence. The normally pro-Blue United Evening 
News criticized Lien\'s anti-independence statements in an 
April 29 editorial 

increase internal tensions in Taiwan but also embarrass KMT 
moderates like Taipei Mayor Ma Ying-jeou and Legislative 
Speaker Wang Jin-pyng. The centrist China Times also 
editorialized that Lien\'s public criticism of TaiwanVs 

democracy and President Chen threatened to obscure the more 
positive messages that emerged out of Lien\'s visit. 


Pan-Blue Offers Low-Key Response 


6. (C) There was little public commentary from senior KMT 
officials in Taipei 

praise LienVs visit as a chance to advance cross-Strait 
understanding. Chou Chih-wei 

National Policy Foundation 

itself is good for cross-Strait stability 

potential to usher in a new period of V'China Fever V with 
opportunities for further exchanges. However 
disappointment that Lien chose to use his Beijing University 
speech to criticize the DPP. Chou said that for Lien\'s trip 
to have any significance beyond mere symbolic reconciliation 
between the KMT and CCP 

it. This 

government on follow-on actions. Chou added that if the 
current KMT leadership mishandles the follow-up to the 
Beijing meetings 

politically. 


7. (C) The Beijing University speech and outcome of the 

Lien-Hu talks have boosted expectations among DPP and People 
First Party (PFP) officials for the early May visit of PFP 

Chairman James Soong. The NSCVs Chen told AIT that the PRC\'s 
decision to go light on substance with Lien might indicate a 
preference for dealing with Soong 

President Chen. PFP Policy Chief Vincent Chang offered a 

similar assessment. Chang asserted that Beijing would not 
\"waste\" substantive offers on Lien 
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Chairman would not convey any offer to the DPP government. 
In contrast 

with PRC counterparts specific policy initiatives 

ways to finesse the \"1992 consensus 

door to a real government-to-government dialogue (Septel). 


Comment: Symbolism 


8. (C) The atmospherics for LienVs visit were decidedly 
positive 

vague commitments for further consultations is likely to 

limit the bounce the KMT will get out of the visit. Other 

than his public agreement to the 11992 consensus\" as a basis 
for future party-to-party talks 

Lien-Hu \"five points V" that President Chen has not talked 
about himself in public speeches. However 

to criticize his domestic opponents is already tarnishing the 
otherwise constructive message in his Beijing University 
speech. With virtually all of Lien\'s aides (and both of his 
spokespersons) still at his side in Beijing 

likely to have the edge in shaping the weekend media message. 
The hard part will be to do so in a way that does not 
undermine the possibility for resuming contacts with the KMT 
after Lien returns on May 3. 

PAAL 
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energy base". The guiding principle was that subsidized coal 
production would be limited to the minimum necessary for 
energy security: maintaining access to coal reserves 
equipment in an operational state 

professional qualifications of a nucleus of coal miners 
safeguarding technological expertise. According to Ministry 
of Industry 

government considers it to be in their strategic energy 
interest to preserve coal production because it is a domestic 
energy source that is not subject to the price fluctuations 
common to the petroleum market. 


//EU SUBSIDIES FROZEN// 

7. In 2003 

USD) in public assistance from the EU 

percent of the Spanish GDP. Of that amount 

Euros (1.46 billion USD) was used to subsidize coal 
production. However 

investigation into Spanish coal-related activities 

allegations that the Spanish government was improperly using 
these funds. Between 2003-2005 

Euros (6.5 billion USD) in coal subsidies 

used towards the restructuring of the coal industry with two 
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goals: to help improve production efficiency and to decrease 
coal extraction activity. Some specific EU allegations 
include: that certain coal production centers were not closed 
by specific dates 

aid destined to cover the exceptional costs of transition to 
higher efficiency plants was used to aid coal extraction. An 
additional factor is that Spain allocates more than 60 
percent of coal aid to state-owned Hunosa 

claims that it can\'t cut production costs any further despite 
the fact that its coal is seven times the cost of imported 
coal. Hunosa is also not considered to be an operation that 
could successfully transition to higher efficiency plants. 

The EU claims that the Spanish authorities have failed to 
adequately respond to EU inquiries on this matter and have 
announced that it is freezing coal sector funds to Spain. 
This development may endanger future coal aid from the EU 
which Spain is scheduled to receive from 8-10 billion Euros 
(10.4-13 billion USD) between 2005-2012. 


//CO2 EMISSIONS// 

8. Spain is struggling to meet its EU and Kyoto Protocol 
obligations to reduce CO2 emissions. SpainVs emissions in 
2004 were 45 percent over 1990 levels 

MadridVs 2012 quota under the terms of the Kyoto Protocol. 
According to Ministry officials 

emissions in the first quarter of 2005 exceeded 10 million 
tons. In addition 

does not have the technological expertise to develop V'clean 
coal\" technology 

from Japan and Germany. A major factor that has prevented 
Spain from developing this technology is the country\'s 
traditionally low level of investment in research and 
development. In the past 

5 percent of aid money to research and development 

below the 14 percent average among EU countries. However 
approximately 10 percent of future coal sector aid 
(2005-2012) is earmarked for research and development. 
Ministry officials estimated that the Spanish government 
would have to spend the equivalent of 2 percent of GDP on 
emission credits in the future to meet its Kyoto Protocol 
obligation 

this area. 


9. In January 

emissions in coal fired plants 21 percent from 2005 to 2007. 
Under this plan 

to 55.4 million tons in 2005 

2007. Companies that exceed these emission levels would have 
the option of paying fines to the Spanish government or 

buying emission rights from other countries. At the same 

time 
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for combined-cycle natural gas plants from 48.8 million tons 
in 2005 to 76.8 million tons in 2007. This plan encountered 
stiff resistance from the countryVs leading coal power 
producer 

supported by Iberdrola 

producer. The Spanish government eventually altered the 
plan 

for the country's power generation industry from 89 million 
tons in 2005 to 87 million tons in 2007 

ratio between coal and natural gas powered facilities. The 
Spanish power industry expects to produce approximately 92 
million tons of CO2 a year 

to buy extra emission credits at an estimated cost of some 10 
Euros (13 USD) per ton 

in 2005. 


//COMMENTS// 

10. Coal remains a politically sensitive issue in Spain 
although to a lesser degree than in previous years. Despite 
the fact that only 18 

production industry 

the Asturias region. The Spanish government has introduced 
alternative plans for mining communities in conjunction with 
Sociedad Asturiana de Diversificacion Minera (Sadim) 
company that helps communities develop alternatives to coal 
mining. Their efforts in this field 

mandates to reduce coal production 

the political impact of job reductions. However 

difficult to completely phase out coal mining because of the 
region\'s continued dependence on the industry for employment. 
The Zapatero governments sensitivity to public opinion 
ensures that any such plan will receive careful attention 
before it is enacted. 


11. Financially 

the past years 

misuse of many of its EU subsidies 

has the potential to be one of the most damaging. Failure to 
reform the sector 

funds. Many sources have opined that the Spanish government 
would expend less money if it were to end domestic 
production 

rely solely on imported coal. With the conclusion of EU 
subsidies to Spain looming in the near future 

seem to be a more economically viable solution for the 
Spanish government 

imported coal is as low as one-seventh the price of certain 
types of domestic coal. 


12. The continued use of coal in Spain results in high 
pollution levels that will cause Spain to move further away 
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from its Kyoto Protocol obligations (reftel A). The Kyoto 
Protocol mandates that Spanish CO2 emission levels should be 
only 15 percent over 1990 levels by 2012. By the end of 
2004 

percent over 1990 levels. Spain\'s Socialist government views 
making serious efforts to implement Kyoto targets as a 
central part of the \"return to Europel" strategy. In part due 

to Kyoto-related pressure 

increased use of renewable energies 

power 

meet market demand (reftel B). Nuclear 

potentially sufficient for SpainVs energy needs 

politically untenable due to strong public opinion against 

its use (reftel C). The growing Spanish natural gas market 
already the fifth largest in the world 

will increasingly rely on natural gas for its energy needs 

(reftel D). Environmental factors 

political reorientation and the lack of economic viability of 

its domestic coal production sector 

pressure on the Zapatero government to introduce strong 
reform of the domestic coal industry. If coal is to have a 

role in SpainVs long-term energy mix 

government will need to commit itself to increased investment 
in research and development 

more efficient processes that will allow it to protect its 
strategic domestic coal production capability within the 
constraints of a more generalized EU move away from coal 
production for electricity generation. 

MANZANARES 
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potential international adoption. Berti doubts that such a 
commission would be needed 

solutions ) family reunification or domestic adoption ) for 
all the children. 


6. (U) Cther foreign embassies have withdrawn many cases 
pending international adoption since January 1 

and have followed up with lists of cases of exceptional 
humanitarian concern. CG declined to provide such a list of 
U.S. cases 

should determine the best interests of each child in a legal 
transparent process. 


7. (SBU) Asked whether there was any hope that cases 
registered during the moratorium could ever be processed for 
international adoption 

Romanian law and the philosophy the GOR has adopted preclude 
international adoption except by biological grandparents. 

The ROA will try to resolve cases that were registered during 

the moratorium if current law allows 
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recommending approval of Romanian residency for foreigners 
seeking both to become residents and adopt Romanian children. 
(Note: This same option was raised by Saftoiu with the 

Charge 

missing the point. End Note.) 

8. (SBU) COMMENT: Despite President BasescuVs commitment for 
positive action on the adoption issues 

the GOR towards processing the pending international adoption 
cases to conclusion. Rather 

embraced opposition to international adoption 

philosophical conviction and 

fear of EU criticism. Assistant Secretary Maura Harty 

upcoming May 10-11 visit to Bucharest will be an important 
opportunity to emphasize to the GOR leadership the importance 
the USG places on finding a legal 

processing to conclusion international adoption cases 

registered before the ban. 

DELARE 
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5. (C) Stanishev\'s use of the term \"comrade\" illustrates the 
bifurcated nature of the Bulgarian Socialist Party. Many of 

its core supporters are elderly pensioners who have lost 

ground economically since the fall of communism. Moreover 
unlike similar parties in Poland and other central European 
countries 

separate social democratic and communist organizations; it 
simply changed its name. While the social democrats appear 

to have the upper hand in the BSP 

party that must please its hard-line faction 

addressing them as \"comrades.\" An equally serious split 
exists between young technocrats and older professional 
politicians 

competency of the BSP to run a 21st-century government on the 
verge of EU membership. V'The BSP simply does not have enough 
trained personnel to govern alone 

refrain. 


6. (C) Bulgaria is firmly in NATO and on the path to 
membership in the European Union. The leadership of the BSP 
supports a U.S. military presence in Bulgaria in principle 
although negotiations of a U.S. presence will be much tougher 
with a BSP-led government. On the economic side 

Socialists have said they will stick to the IMF stand-by 
agreement and maintain the currency board. In short 
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BulgariaVs general strategic orientation toward the West is 
clear and unlikely to change. Yet within these broad 
confines 

more difficult for us to work with than the current 
government. The party's Jurassic minority will oppose U.S. 
interests 

influence on the current leadership and especially President 
Purvanov. Yet even the most reform-minded members of the 
leadership take their cues not from Washington or London 
from Brussels 

himself looks almost reflexively to the Socialist 

International and the Party of European Socialists for 
developing his party platform and drafting major policy 
speeches. There are 

the BSP. 


7. (C) On Iraq 

will pull Bulgarian troops out of Iraq as soon as the BSP 
takes power. However 

the party 

Stanishev\'s promise as pre-election hyperbole. They say that 
there will be no abrupt pullout after the election. Instead 
Purvanov\'s position -- and that of the current government -- 
that Bulgaria should withdraw its forces at the end of the 
year will prevail. According to these sources 

cannot afford to begin its mandate with an act that would be 
widely perceived as irresponsible. On the contrary 

needs to demonstrate that it is a responsible and predictable 
actor on the international stage. 


8. (C) RussiaVs influence over the BSP is hard to gauge. Out 
of habit 

Russians than with Americans. But this is as much due to the 
limited contact between the BSP and the U.S. prior to the 
reformistsV ascent than to any lingering ideological affinity 

for Russia. We now have excellent contacts within the BSP at 
all levels. Nevertheless 

reasons 

there are in 

the political level 

become warmer. 


9. (C) The one area where Russiavs influence is likely to 
grow if the BSP takes power is in the economy. Most 
Bulgarian companies with Russian business ties are aligned 
with the BSP 

subsidiary of LukOil -- which pays some 20 percent of all the 
taxes collected in Bulgaria -- is reportedly a BSP sponsor. 
Similarly 

the nuclear power sector 

business interests. Beyond this 
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VRed businesses whose owners became wealthy by stripping the 
assets of state-owned industries during the previous 

Socialist government 

to the BSP. 


10. (C) A Socialist government will not resolve corruption 
issues in Bulgaria and could make matters worse as old habits 
die hard. However 

almost certainly lead to some kind of judicial reform 

regardless of who wins the election. The Socialist have made 
judicial reform and the fight against organized crime a 
center-piece of their campaign 

their sincerity. In any case 

dramatic change in either direction under a BSP-led 
government. 


11. (C) The Socialists appear to have learned from the 
economic mistakes of the Videnov government 

protests drove the Socialists from power after they ran the 
economy into the ground. Under a BSP-led government 
would likely be a greater emphasis on social welfare and 
state-sector solutions to social problems 

the confines of stable fiscal and monetary policies. 
Privatization of the few remaining state-owned companies 
might slow 

-- the government simply cannot afford to keep money-losing 
companies on the books forever. Stanishev has emphasized to 
us that the BSP can not afford another failed government. 


12. (C) If the Socialists come to power 

the direction of the country is unlikely 

of U.S. policy in Bulgaria will become far more difficult 

with a BSP-led government. The U.S. can influence the 
outcome of the current election campaign only at the margins. 
We are funding a get-out-the-vote campaign by the National 
Democratic Institute (NDI) 

assist the center-right. We are also looking for ways to 
demonstrate that the current governmentVs close relations 
with the U.S. have paid off (reftel) 

improve its results on election day. Regardless of these 
efforts 

However 

government with the NMSS -- a scenario that many Bulgarians 
believe is likely -- the participation of the ex-king\'s 

party will have a moderating effect on the any BSP-led 
government. Beyond this 

moderates around Stanishev and the President and try 
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extent we can 
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*** LIBERATION 4/29/2005 
VMILITARY DO NOT ARREST PEOPLE 
correspondent in ANEHO (border with Benin) 


*** LE MONDE 4/29/2005 
- VOPPOSITION YOUNGSTERS CONFRONT TROOPS IN LOME STREE 
specia correspondent in Lome Philippe Bernard 
VFRANCE WILL NOT INTERFERE 


*** LIBERATION 4/28/2005 
VTOGOLESE CAPITAL SEES RED" 
Lome Thomas Hofnung 
VPARIS IS AGAIN LOOSING ITS FOOTING IN ITS FORMER PRESERVE 
by Christophe Ayad and T. Hofnung 


*** LE FIGARO 4/28/2005 
VDEADLY RIOTING IN LOME AFTER PRESIDENTIAL ELECTION" 
Reuters 
VAFRICA IS FRENCH WEARY\" 
VPARIS HAS LITTLE ECONOMIC WEIGHT IN TOGO\" 


*** LE MONDE 4/28/2005 
VVIOLENCE ERUPTS AS FAURE GNASSIMBE CLAIMS VICTORY" 
VFRENCH CITIZENS THREATENED 
- VNO TELEPHONE LINES SINCE ELECTION 
Philippe Bernard in Lome 
VHEIR IS IMPOSED BY EYADEMAVS CLAN AND THE ARMY" 
Pierre Tuquoi 


** LE FIGARO 4/27/2005 
VGENERAL EYADEMAVS SON CLAIMS VICTORY\" 
Exupery 


*** LIBERATION 4/27/2005 
VBALLOT BOX VERDICT SETS LOME STREET ON FIRE" 
correspondent in Lome Thomas Hofnung 


*** LA CROIX 4/27/2005 
V THE ELECTION WAS A JOKE\" 
Gilchrist Olympio by Laurent dVErsu 


*** LIBERATION 4/26/2005 
VHIGH RISK VOTE COUNTING IN TOGO\" 
*** LA CROIX 4/26/2005 
VIN THE BE DISTRICT OF LOME 
by special correspondent in Lome Stephane Auvray 
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*** LE MONDE 4/26/2005 
VTOGOLESE VOTE FOR POST-EYADEMA PRESIDENT" 
- VFAURE GNASSIMBE DREAMSOF A MORROCAN STYLE TRANSITION' 
articles by Philippe Bernard in Lome 


*** LE FIGARO 4/26/2005 
VPARIS SUPPORTS CONTESTED ELECTION 
Exupery 
*** LA CROIX 4/25/2005 
VFAURE EYADEMA SAYS HE IS SURE OF VICTORY" 
correspondent in Lome Stephane Auvray 
*** LIBERATION 4/25/2005 
\"EYADEMA\'S SUCCESSION MARRED BY VIOLENCE 
in Lome 


*** LE FIGARO 4/25/2005 
VELECTION UNDER TENSION FOR EYADEMAYS SUCCESSOR" 
de Saint Exupery 
- \"LE FIGARO\'S CORRESPONDENT TURNED BACK FROM TOGO\" unsit 


*** LE MONDE 4/24-25/2005 
\"ONE BEFORE POLLING 
\"TRHEE QUESTIONS PUT TO FRANCOIS BOKO\" 
\"THE YELLOW WAVE OF YOUNG OPONENTS WANT TO TURN THE P; 
AFER A 38 YEAR REIGN\" 


*** LIBERATION 4/23-24/2005 
VVOTING MAY LEAD TO IMPLOSION\" 


*** LE FIGARO 4/23-24/2005 
VTOGOLESE POLLING UNDER THREAT\" 


3. COTE D\IVOIRE 
*** LE MONDE 4/29/2005 
VMY BEING A CANDIDATE IS AN ACT OF NATIONAL RECONCILIATIO 
Intervew with former Prime Minister Alassane Ouattara by Jean- 
Pierre Tuquoi 


*** LE FIGARO 4/28/2005 
VMBEKI GREETS COTE DVIVOIREVS PROGRESS TOWARD PEACE" 
unsigned 


*** LIBERATION 4/28/2005 
VGBAGBO RELENTS ON OUATTARA\" 


*** LE MONDE 4/28/2005 
VGBAGBO ACCEPTS MBEKIVS PLAN FOR PRESIDENTIAL ELECTION 
signed J-P T. 


4. NIGER 
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*** LE MONDE 4/26/2005 

- VAREVA IS ACCUSED OF POLLUTING DRINKING WATER IN ARLIT\" 
Herve Kempf 


5. SOUTH AFRICA 
*** LE FIGARO 4/29/2005 
VCORRUPTION DAMAGES ANCYS IMAGE" 
Caroline Dumay 
VIMBROGLIO OVER MANDELAVS FAKE PAINTINGS" 
Capetown 


6. SUDAN 
*** LE FIGARO 4/29/2005 
VNATO SEEKS TO INTERVENE IN DARFUR\" 
Brussels Alexandrine Bouilhet 
VOUR VILLAGES HAVE TURNED INTO CEMETERIES" 
correspondent in Darfur Thierry Oberle 
- VDIALOGUE WITH CHAD GETTING MORE TENSE\" 
Abeche 
*** LE MONDE 4/29/2005 
VAFRICAN UNION WANTS NATO IN DARFUR 


7. NIGERIA 
*** LE MONDE 4/28/2005 
VNIGERIA THREATENS TO DEFAULT IF DEBT IS NOT REDUCED" 
Babette Stern 


8. ABDOU DIOUF 

*** LE FIGARO 4/23-24/2005 

- WWE WANT AN ENLIGHTENED 

Senegalese President Diouf by Frederic Fritscher and Alexis 
Lacroix as part of a sries of articles on Europe\'s future 


9. AMINATA TRAORE 
*** LIBERATION 4/23-24/2005 
VI OFTEN LIKEN KABILA FATHER-AND-SON TO BUSH FATHER-AND- 
SON\" 
latest book \"Letter to the French President.\" by Thomas Hofnung 


10. Minimize considered. 
(ARS) WHITE 
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export control bill giving the GOI far-reaching authority to 
investigate and enforce stricter controls on WMD-related 
items and technologies. Entitled \"The Weapons of Mass 
Destruction and their Delivery Systems (Prevention of 
Unlawful Activities) Bill 

proposes to regulate all manner of trade and transfer of 
sensitive dual-use goods and technology which is lacking in 
the current Foreign Trade and Development Regulation Act. 
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Fundamental questions arise regarding who will implement the 
legislation and whether adequate resources will be allocated 
for enforcement. GOI contacts have offered to brief the USG 
on the contents of the proposed law 

to provide us with a copy before it goes to Parliament. 


2. (C) Indicating broad GOI support 

(Americas) S. Jaishankar was optimistic that Parliament would 
pass the law quickly 

current fractious atmosphere among MPs may delay 
consideration until the next session (August-September). 
Former BJP FM Sinha and members of the Indo-US Parliamentary 
Forum told Charge the law should not encounter significant 
opposition. If the article is generally accurate and the 

text is not diluted during the comment process 

will be a major milestone toward greater cooperation on all 
aspects of our strategic relationship. End Summary. 


Outline of Pending Export Control Legislation 


3. (U) Authored by Shishir Gupta 

good access within the MEA 

jurisdiction 

legislation. The bill seeks to limit any transfer of WMDs or 
their delivery systems by trade 

transit 

technology to any state or non-state entities. The law would 
apply to any mode of transport in India 

Economic Zone (360 km from its coast) 

but located elsewhere. Indian citizens anywhere in the 
world 

within and beyond the country" as well as \"all associates 
branches or subsidiaries outside India of companies 
registered in India\" would be subject to the law. Finally 
Gupta lists penalties for violations ranging from a minimum 
fine of five lakh rupees (approx. $11 

imprisonment. (Full text of article in para 12.) 


4. (U) Preceding this report 

on April 19 briefly outlined some procedural aspects of the 
pending law. According to that article 

new bill has been delayed so that Commerce and Industry 
Minister Nath can discuss its provisions with the recently 
constituted Board of Trade. The article also states that a 
decision would soon be made on which ministry -- either MEA 
or the Ministry of Home Affairs -- would \"pilot\" the 

legislation. 


GOI Seeking Comments? 
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5. (SBU) The article states that comments are currently 
being sought from relevant GOI agencies 

before the draft bill goes to Parliament. Embassy\'s contacts 
at DRDO 

that they had not yet seen a copy of the proposed law. 


6. (SBU) In view of keen USG interest in the legislation 
Jaishankar told Charge in an April 27 meeting that he would 
suggest to MEA Additional Secretary for International 
Security 

did not guarantee that we would see a copy before it goes to 
Parliament. (Note: Although the GOI has sought public 
comment on a few recent pieces of pending legislation that 
have broad economic impact 

Standards Bill and the Patent Amendment Bill 

maintains a close hold on most pending legislation until 
passed by the Lok Sabha. End Note.) 


Initial Questions 


7. (SBU) Our reading of the article raises several initial 
questions 
we have requested: 


-- The article states 

regulatory authority to implement rules and regulations under 
this Act.\" Would the GOI create a new entity to implement 
this law or would a current body (e.g. 

Working Group that currently reviews export licenses) be 
given new authority? 


-- Will the proposed law include \"catch-all\" provisions and 
end-use monitoring? (Note: UK PolOff recounted to PolMilOff 
recent discussions by a Missile Technology Control Regime 
(MTCR) delegation with MEA Additional Secretary 
(International Security) Meera Shankar. Shankar asserted 
that India\'s current export control law is sufficient to 

regulate most sensitive dual-use items. When pressed by the 
MTCR delegation 

not consistently scrutinize the end-use of a controlled item 
according to UK PolOff. Embassy is unaware of any case where 
the GOI has denied a dual-use license application 

GOI end-use checks. End Note.) 


-- Would the law include product lists? (Note: Currently 
there is confusion among officials as to what items are 


considered \"dual-use\" and should require controls. End Note.) 


-- Would India begin end-use verifications checks? Would 
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pre-license checks of end-users also be required? (Note: 
The current law allows for end-use checks 

knowledge 

Indian end-use \"verification\" merely requires that both the 
supplier and user submit a certificate to the Director 
General for Foreign Trade stating that the item has been 
transferred and received. End Note.) 


-- Will adequate resources be allocated for effective 
implementation and enforcement? 


Broad Support 


8. (SBU) MEA contacts were hopeful that the legislation 
would be introduced in the current session of Parliament 
MEA Director Venu Rajamony noted in an April 26 meeting with 
PolCouns that this bill may not get through Parliament\'s 
agenda in the current session because of ongoing battles 
about domestic issues. The April 19 \"Business Standard\" 
article cited unnamed officials who speculated that the bill 
would not be tabled in the current budget session of 
Parliament. Despite discord among legislators on other 
issues 

pass quickly when it is introduced. \"Even the Left has 
figured out that it is to India\'s advantage to have a good 
reputation on export controls 

April 27. 


9. (C) So far 

resistance to this new legislation. Rather 

objections that MEA is facing appear to come from within 
elements of the Indian scientific establishment that are 
skeptical of US motives. In an April 26 meeting with the 
Charge 

Sinha emphasized that the BUP had no major differences with 
the Congress on foreign policy 

relations with the US. Indeed 

constraint on Congress foreign policy options was its 

reliance on the Left parties 

a Cold War mindset.\" He cited an ongoing debate over pension 
reform to argue that the Congress is unwilling to advance 
legislation with BJP support if that means parting ways with 
the Left. Referring to the NSSP 

that US-India initiatives launched by the BJP are now bearing 
fruit 

a broader framework for cooperation 

DepartmentVs March 25 South Asia Initiative. Pressed by 
PolCouns regarding the importance of speedy passage of an 
export control bill 

there should be no issue with the BJP.\" Regarding the US 
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Sinha said the BJPVs concerns for now focus on the Pakistan 
F-16Vs package 

and what configuration would be offered. 


IUPF Support 


10. (SBU) We received similar signals of support during an 

April 27 Charge-led briefing for members of the Indo-US 
Parliamentary Forum. The Charge walked through the March 25 
initiatives and the results of Natwar SinghVs follow-on 

meeting with the Secretary 

intention to take our bilateral relationship to an entirely 

new level. The Charge and other Country Team members placed 
considerable importance on the export control bill 

that progress on such legislation would allow the US to move 
forward more quickly on issues of importance to India such as 
defense technology transfer 

satellite collaboration. MPs from several different parties 
including Congress 

NDA-affiliated Biju Janata Dal welcomed the prospect of 

deeper US-India partnership in these areas and indicated that 
necessary export control legislation should move ahead 

quickly. Among this self-selecting 

whom were educated in America) there was none of the 
defensiveness about IndiaVs existing export control regime 

that we occasionally see among GOI officials. 


Comment 


11. (C) Comment: If the article is generally accurate and 

the text is not diluted during the comment process 

passage will be a major milestone toward greater cooperation 
on all aspects of our strategic relationship. End Comment. 


Text of Article 


12. (U) Begin text of April 26 \"Indian Express\" article: 


Government Ready with Law against Smuggling WMDs 
by Shishir Gupta 


Bill: Strict checks 
assures world of commitment to non-proliferation 


Seven years after India conducted the Shakti series of 
nuclear tests at Pokhran 

legislation that steel-clads the non-proliferation framework 
and imposes punishment 
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found involved in proliferating weapons of mass destruction 
and missile delivery systems to terrorists 

and other countries. 


Authoritative sources indicated that the legislation called 

VThe Weapons of Mass Destruction and Their Delivery Systems 
(Prevention of Unlawful Activities) Bill 

drafted and comments are being sought from the DRDO and other 
agencies to make it foolproof. 


Though Parliament goes into summer recess from May 13 * it 
was on this day in 1998 when India conducted the last two of 
the five detonations at Pokhran * efforts are being made to 
get the legislation introduced and cleared this session 

itself. 


The legislation has acquired urgency as private players will 
soon come into the civilian nuclear energy sector and thereVs 
greater emphasis on private involvement in the defense 
sector. 


This export control legislation will also help India convince 

the international community that its non-proliferation record 

is impeccable and provide impetus to countries such as US and 
Russia towards sharing of nuclear technology with New Delhi. 


The bill provides for cast-iron commitments by India 

nuclear weapons or other nuclear explosive devices and not to 
assist or encourage any other state to manufacture or acquire 
WMDs (sic). 


With the broader objective of global disarmament 
says that India is committed to prevent terrorists and 
non-state players from acquiring nuclear devices 
biological weapons and their delivery systems. 


If cleared 

existing non-proliferation rules already in force. This law 

will apply to the entire country 

Economic Zone which is 360 km (200 nautical miles) from the 
coast 


The bill will apply to any ship 

of transport registered in India 

jurisdiction will extend to all foreign persons residing in 
India and persons in Indian service 

country. 


All associates 
companies registered in India will also come under its ambit. 
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The draft apparently states that the Act will apply to trade 
transfers 

materials 

any description as identified by the government. 


The bill defines in details WMDs 

chemical weapons 

material 

that the government may set-up a regulatory authority to 
implement rules and regulations under this Act. 


It gives full powers to the Central government and protects 

the law enforcers of this Act from any counter-litigation 
prosecution or any other legal proceedings. The draft 

prohibits any person other than government to deal with WMDs 
bans any transfer of nuclear technology or radioactive 

material to terrorists. And imposes a ban on export of 

materials 

biological 


The stringent law imposes heavy penalties on violators as 
deterrence. Any person found dealing with WMDs or radioactive 
material will be sentenced to a minimum of five years in jail 

to a maximum of life imprisonment. 


Any person who is found with an intent to aid any terrorist 

or possesses a nuclear device can be punished for a minimum 
of five years to a maximum of life imprisonment with a hefty 
fine. 


The proposed law also bars Indians from exhibiting 

or supplying WMDs to any foreign national 

operating 

the territorial limits of the country including the EEZ and 
the airspace. 


Any contravention of this rule will invite a minimum penalty 
of five lakh rupees. The second or every subsequent offence 
will be punishable with an imprisonment not less than six 
months but can be extended to five years. End text. 
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dimension 

monopoly of any party 

accumulated and become entrenched over the past 
decades...must be corrected in a firm and bold manner.\" 
Fadil also reportedly told a group of Syrian expatriates in 
Dubai in March that 

Syria would need about a 100 years. There has also been the 
suggestion that Fadil\'s continued work as a private 
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consultant may have complicated his position as presidential 
advisor. (Note: Many Syrian public employees supplement 
their meager government salaries by working other jobs so 
principle 

been a problem 

badly on the President or other senior Syrian officials. One 
contact said Fadil had used Asad\'s name improperly to attract 
business in the Gulf for his consulting practice 

the President 

Citing current tensions in Syrian-French relations 

contact asserted that FadilVs close ties to France тау have 
been a contributing factor. 


5. (C) Comment: Fadil\'s post-dismissal remarks betray his 
frustration with having worked so hard on so much for so long 
but 

many as perhaps the most important advocate of reforms in the 
SARG with regular access to Asad. With the upcoming Ba\'th 
Party Congress 

harder on securing agreement on some or most of his 
proposals 

than twenty years outside of Syria 

base beyond his relationship with Asad to support him. The 
same had been true for former World Bank official and now 
former Minister of Economy Ghassan al-Rifai 

reform-minded shining light who quickly vanished from the 
scene 

another one of the best apples has been removed from the top 
of the crate 

enthusiasm from potential buyers. The lesson many reform 
supporters are drawing is that sticking oneVs neck out for 
reform in Syria 

professionally risky and sometimes dangerous 

reformers are close to Asad himself. 
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terrorist was hiding there." The fact that the operation was 
conducted with armored military vehicles and two helicopters 
disturbed local people and the DEHAP District Chairman in 
Hakkari said that close to ten houses were allegedly raided in 
the same fashion in a week. 


BOLGE / EKSPRES: Three Deputy Chairmen of the ANAP (Motherland 
Party) 

(Diyarbakir deputy) and Muharrem Dogan (Mardin deputy) 

three members of the Party\'s Main Executive Board 

Adana attend the address of their leader in an April 30 meeting 

in Adana. During a press meeting 

support for the new Political Parties Act 
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to rule out the delivery of Treasury funds to parties with 
smaller Parliamentary groups. 


OZGUR GUNDEM: Hacettepe University in Ankara is embarking 
upon an extensive project to conduct research on internal 
migration. The results obtained from the research will 

reportedly benefit the Chief of Staff and State Planning 

Institute as well. 


EKSPRES: At a conference in Tehran 
Durak delivered a speech about his Municipality\'s experiences 
regarding the operation of local administrations in Turkey. 


OZGUR GUNDEM: Kadriye Goren 

operated on four times in Dicle University\'s Research Hospital 
after being hit in the eye by a bullet during a military 

operation in Derik district of Mardin on March 25. Her family 
applied to the Human Rights Association 

authority has extended help to date. 


RADIKAL: Sahin Ayaz 

(Kurdish Association) and HAKPAR (Rights and Liberties Party) 
was reportedly taken into custody after participating in a 
television program. The Bursa Prosecutor\'s office allegedly 
detained Ayaz on the grounds that his talk aimed to incite 
hatred and hostility that would promote social class 

religious differences among people. Ayaz was released after 
submitting his statement to the Prosecutor. 


OZGUR GUNDEM: During the April 23 Sovereignty and Children\'s 
Day 

excluded from the ceremonial wreath-laying tribute paid to 

Ataturk\'s statue and from the parade held in the city stadium. 

This issue has been brought to the agenda of the Turkish 
Parliament with a question submitted by CHP Canakkale deputy 
Ismail Ozay. 


YENI SAFAK / HURRIYET / SABAH / EKSPRES / BOLGE / OZGUR GUNDEM 
State Minister Kursad Tuzmen stated that they would renovate the 

Cilvegozu Border Gate 

Syria. The renovation activities will governed under a 

Build-Operate- Transfer project. Tuzmen expressed that this 

effort will enhance and accelerate the trade relations with 

Syria. 


OZGUR GUNDEM: A three-person delegation assigned by 
Holland 

conduct studies at the Iskenderun Port 

M/V Ulla remains. M/V Ulla 

waste 

resources sector. 
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ECONOMIC DEVELOPMENTS 

1. ZAMAN / EKSPRES / BOLGE: Ali Kavak 
Antakya Chamber of Commerce and Industry 
investors 

such as labor and electricity 

investment opportunities in Syria. 


2. SABAH: TOBB (Turkish Union of Chambers and Commodity 
Exchange Offices) hosted a meeting with Israeli and Palestinian 
businessmen to promote joint projects and political ties through 

the aid of the trade partnerships. The delegations from Israel 

and Palestine showed interest in investment opportunities in the 
GAP region. 
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front campaign. However 

year 

economic and technical initiatives aimed at facilitating 
economic activities and stabilizing cross-Strait tensions. 


3. (C) Hong said his main interlocutor on April 17 was Xin 
Kuisan 

Hong Kong Liaison office. Hong noted that Xin has taken the 
lead on the TAO-New Tide channel almost since its inception 
in 1997 

Hong said that he engaged in discussions on the financial 
crimes initiative on behalf of TSEC Chairman Wu. Hong 
mentioned that former Mainland Affairs Council (MAC) Senior 
Vice Chairman Chiu Tai-san (also a New Tide member) was also 
engaged on the initiative 

participation after leaving MAC in late March to run for 
Taichung County Magistrate. 


4. (C) Hong said that his April visit was the second New Tide 
meeting with PRC officials this year. The first meeting was 
with a larger group of officials from Beijing 

and representatives from the Chinese Communist Party 
Secretariat. That meeting 


SIPDIS 

financial crimes initiative 

Taiwan reaction to the Anti-Secession Law (ASL). (Note: Hong 
had made an indirect reference to this exchange during a 
February meeting with AIT 


5. (C) Hong said he has specifically not informed NSC SecGen 
Chiou about the details of the latest initiative. While 
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Chiou has been a participant in past New Tide-TAO channel 
contacts 

the dark about the current plan. The main reason for this 
Hong continued 

inform President Chen Shui-bian. Hong assessed that Chen 
who deeply distrusts the New Tide 

plan if he learned of its existence. 


A Long Relationship 


6. (C) Hong said the New Tides contacts with the PRC began 
in 1997 

Mainland were approached by working level TAO officials about 
establishing a dialogue. The two sides have met regularly 
since that time 

to discuss specific substantive issues. Hong claimed that 

the 2003 Lunar New Year charter flight initiative was the 
outgrowth of New Tide-PRC discussions. Hong said that the 
New Tide faction seeks to serve as a bridge between the PRC 
and the rest of the DPP. Unlike many other elements of the 
DPP 

independence as the only final option for Taiwan\'s political 
future. In discussions with PRC counterparts 

continue to stress that Beijing needs to understand that the 
mainstream view in Taiwan is that the island is Chinese 
culturally 

Society 

bridged over time 

into a premature settlement will only provoke Taiwan to seek 
further political distance from the Mainland. Hong expressed 
concern that Beijing\'s regular Pan-Blue interlocutors fail to 
present a balanced picture of TaiwanVs society and 
inadvertently encourage the PRC to take counter-productive 
measures. While the New Tide shares the Pan-Blue\'s view on 
many cross-Strait economic initiatives 

opposition\'s constant attempts to explore final political 
formulas will only lead to false expectations in Beijing. 


Comment: Pan-Green Realists 


7. (C) Once the DPPYs most radicalized faction 

has transformed itself into the most centrist force in the 

party. The New Tide now forms the core of a moderate stream 

of thought within the DPP on cross-Strait policy 

members also include Premier Frank Hsieh and DPP Chairman Su 
Tseng-chang. However 


SIPDIS 
may not be completely altruistic. The faction has leveraged 
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its reputation for policy acumen and cross-Strait realism to 
attract major financial support from the business community 
especially the high-tech and financial sectors. The New 
TideVs ability to drive the governments policy agenda 
however 

President Chen and the faction. This friction has put NSC 
SecGen Chiou in a particularly difficult position. While 
Chiou continues to maintain regular contact with Hong and 
other faction leaders 

loyalty 

President. 


BioNotes 


8. (C) Hong told AIT last July that he stepped down from the 
DPPYs Central Standing Committee in order to allow more 
flexibility for interacting with PRC interlocutors. Hong 
remains the Chairman of the Taiwan Economy and Industry 
Association 

interaction with the business community. Hong noted that the 
PRC has issued him a multiple entry permit for Hong Kong to 
minimize the risk that his visits will be revealed. 


9. (C) In the past year 

contacts between PRC academic visitors and other influential 
New Tide members 

Magistrate Lin Hsi-yao who would not normally interact with 
Mainland cross-Strait specialists. In addition to Hong 

faction members Yen Wan-ching (currently DPP Deputy SecGen) 
Chung Chia-bing (Yen\'s predecessor as DPP Deputy SecGen) 
LY Defense Committee Co-Chair Lee Wen-chung 

Vice Chair Chiu are also engaged in the factions 

cross-Strait activities. The local media reported that Chung 
was seen by journalists at a conference in Beijing in late 

April. 

PAAL 


31748 
SYNDROME) (AIM) PIVOTAL TRIAL WITH RECOMMENDATION 


REF: (A) 04 BRASILIA 01922 
CORRECTED VERSION - PLEASE SEE SUBJECT LINE 


1. On April 18 

Ministry of Foreign Affairs 

Technology 

dated April 15 

entitled "ASSESSMENT OF IDURONATE-2-SULFATASE IN MPS II 
(HUNTER SYNDROME) (AIM) PIVOTAL TRIAL 
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2004-1) 

Hospital das Clinicas de Porto Alegre 

informal translation of the approval notice follows: 


2. Begin text: 
Dear Ms. Norman 


| hereby inform you that the Brazilian government has 
reviewed the project entitled Assessment of Iduronate-2- 
Sulfatase in MPS II (Hunter syndrome) (AIM) Pivotal Trial" to 
be developed by Dr. Roberto Giugliani from Hospital das 
Clinicas de Porto Alegre 

the Food and Drug Administration (FDA). 


2) The aforesaid protocol was approved with a recommendation. 
Please see National Commission on Ethics in Research (CONEP) 
considerations below: 


a)\"requests in referred opinion have been duly complied with. 
However 


1 - the sentence “оғ until sponsor decides to discontinue the 
study\" in subclause \"Continued Protein Supply\" be removed. 


2 - researchers file a report with CEP assessing 
advantages/needs for continued drug use. 


b) the project generally meets the basic requirements in 
Resolutions CNS 196/96 and 292/99 on Guidelines and 
Regulations for Research Involving Human Beings; 


c) the project was approved by the Committee of Ethics in 
Research (CEP) of the aforementioned institution. 

In consideration of the above information 

authority from Resolution CNS 196/96 

of the proposed research project which will also include CEP 
monitoring of recommendations set forth in a) above.\" 


3) The Ministry of Science and Technology (MCT) has reviewed 
and approved the above mentioned protocol 

Brazilian researchers that under the legislation in force 

they must request the required authorization from the Council 
for Scientific and Technological Development (CNPq) prior to 
shipping collected data and/or biological material to foreign 
countries. 


Yours truly 


Vergniaud Elyseu Filho 
(Signature) 
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Head of the Division of Science and Technology 
Ministry of Foreign Affairs 


End text of translation. 


3. The Embassy sees no adverse foreign policy implications 
with respect to this research project. We reiterate the 
importance of complying with Brazilian law on the export of 
data and biological material and medical research involving 
human beings. 


4. Embassy Science and Health Counselor Patricia Norman would 
like to establish contact with the International Officer at 

FDA responsible for this grant. Please send email to 
normanpd@state.gov 

DANILOVICH 
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that contrasts with Romania\'s support for a more robust NATO 
role in the region. End Summary. 


2. (SBU) President Basescu delivered the keynote address at 

an April 20 Bucharest conference on \"Black Sea Area and 
Euro-Atlantic Security: Strategic Opportunities 

by the Romanian Presidency\'s National Security Department and 
supported by the U.S. 

the George C. Marshall European Center for Security Studies. 

In his remarks 

needs \"a real Euro-Atlantic strategy designed to ensure 
democratic stability 

noted that three countries in the Black Sea area are NATO 
members while others are members of the Partnership for Peace 
or have developed special relationships with NATO. Basescu 
who has repeatedly referred to a \"Washington-London-Bucharest 
axis 

quarters that the GOR has moved too close to the U.S. and UK 
adding that both countries have a \"special interest\" in the 

Black Sea region and that Romania should take advantage of 

the region\'s strategic opportunities. 


3. (SBU) Basescu pointedly claimed that Romania had now 
completed its transition to democracy and had now entered 
into a period of \"normalcy\". He foreshadowed themes we 
expect to see in Romania 

namely * that Romania would no longer be merely a V'consumer 
of security\" 

idea a little differently 

strategy would be less reactive 

more anticipatory of possible threats. Looking at the Black 
Sea region 

noted that V'our region can no longer be considered on the 
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periphery of Europe 

geopolitical process. Noting that he is an V'optimist 
Basescu continued \"at the present time the Black Sea zone is 
first of all 

principal risk. . .is losing momentum\" in dealing with 
pressing issues. These include V'bad governance 
conflicts 

crime 

strategic risks for the security of the Euro-Atlantic 
community.\" 


4. (U) Charge dVAffaires also delivered a keynote address in 
which he stressed the importance of defining geographic 
parameters of the somewhat ambiguous \"Black Sea region 
given that there is no accepted definition oftheterm. He 
focused on the importance of adopting a holistic 

approach to security 

development. He further recommended incremental 

steps toward concrete goals 

existing multilateral institutions with proven track records 
particularly NATO. The Charge observed that policy makers 
are increasingly coming to recognize the importance of the 
Black Sea region 

War 

increased economic development have increased opportunities 
for constructive engagement in the region. He noted that 
these factors have contributed to a geopolitical reality in 
which the Black Sea region presents a historical opportunity 
for multilateral engagement and cooperation. 


5.(C) The British Ambassador to Bucharest outlined in 

general terms the risks facing the region 

trafficking in narcotics 

the \"Black Sea must not become a Black hole." The UK envoy 
also expressed support for extending an \"Operation Endeavor 
type program in the Black Sea.\" (Note: The British Defense 
Attache subsequently clarified to PolOff 

favors this extension if all littoral states are in accord. 

End Note.) 


A \"Euro-Centric\" View of Black Sea Security? 

6. (C) Two Western European speakers implicitly called into 
question a major NATO role in the Black Sea region 

instead a \"Euro-Centric\" vision. Norbert Baas 

of the German Federal Government for Eastern Europe 

and Central Asia 

primacy of European institutions and praised BLACKSEAFOR as a 
Vkey tool.\" Baas gave only a brief nod to NATO at the end of 

his remarks 

dialogue with Russia and Ukraine. One member of the audience 
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later remarked that Baas\' remarks contained пагу a hint that 
Romania and Germany are both members of the NATO Alliance. 


7. (C) Later in the conference (when two thirds of the 
participants had already departed) 

of Head of the European Commission in Bucharest 
Vprevailing tension between European models and non-European 
models\" in the Black Sea region. Simons outlined four EU 
priorities for the region: addressing hard security issues 
including frozen conflicts; solving soft security issues 

such as TIP and organized crime; giving proper attention to 
energy issues; creating a stable trade and investment 
climate. Simons added that Romania could make a 
\"contribution\" to development of an EU security policy 

did not address a NATO role in the region. Marshall Center 
Professor Detlef Puhl offered a more balanced V'European 
view 

\"inclusive 

compatible with EU issues. 


8. (SBU) Other speakers explicitly called for a more robust 

NATO role in the region (a view strongly endorsed by the 

GOR). Cristian Istrate 

Strategic Policy Division 

area should be WanchoredW to Euro-Atlantic institutions and 
praised the NATO Istanbul SummitVs evocation of Black Sea 
security issues 

cooperation should be \"a win-win instead of zero sum game.\" 
Bulgarian Ambassador to Romania Konstantin Andreev also 
evoked the Istanbul Summit Declaration and described the 

Black Sea region as an \"indispensable part of Euro-Atlantic 
security.\" Dr. Jeffrey Simon of the National Defense 

University expressed support for creation of a NATO Black 
Sea/Caucasus strategy and proposed creation of a NATO \"Black 
Sea Group.\" Chamber of Deputies Defense Commission President 
Mihai Stanisoara stated that EU and NATO should jointly 

create a \"strategic umbrella\" over the region. 


A Diversity of Regional Themes 

9. (C) The conference did not have a single focus 

explored in a general fashion a number of themes 

energy issues and the apparent lack of a Black Sea regional 
identity. It provided a forum for speakers 

in the question and answer sessions 

themes related to Black Sea security: 


- Common challenges: The speakers shared a broad consensus 
on the principal risks facing the region 

conflicts 

development 
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conventional weapons 

generally agreed that a shared commitment to democratic 
values (albeit in varying degrees throughout the area) bodes 
well for the development of multilateral solutions to 

regional challenges. 


- Energy: Senior Presidential Adviser and National Liberal 
Party (PNL) elder statesman Teodor Stolojan underscored early 
in the conference that V'energy security is the key" to the 

Black Sea Region 

speakers. Professor Roger Kangas of the Marshall Center 
stated that access to energy reserves to the east of the 

Black Sea littoral is an important element in the region\'s 
security. 

- Black Sea \"Identity\": Several speakers questioned whether a 
VBlack Sea identity" exists 

contrasting the historical presence of a Balkan identity" 

with the apparent lack of a Vregional identity" in the Black 

Sea area 

developing unity. Other speakers 

Kangas 

that its absence is not necessarily an impediment to regional 
thinking. 


- VLocally Owned" Solutions: Several speakers stressed the 
importance of Black Sea littoral states devising and 
executing solutions for regional problems that reflect a 
regional consensus - rather than solutions imposed from 
outside the region. A number of speakers similarly 
underscored that policy makers should work through existing 
institutions rather than creating new administrative 
structures. 


- Parliamentary Roles: Romanian Defense Commission President 
Stanisoara stressed that \"parliaments must play a role in 
contributing to democracy in the region 

that \"parliamentary dialogue will be necessary to develop a 

Black Sea identity." He suggested the creation of a V'Black 

Sea Parliamentary Assembly" modeled on the NATO Parliamentary 
Assembly and concentrating on V'confidence and consensus 
building.V' Stanisoara 

enthusiastically to PolMilOff that the area\'s parliaments 

could help build a regional identity. 


- BLACKSEAFOR: Several speakers gave a cautious \"nod\" to 
BLACKSEAFOR. Professor Puhl observed that BLACKSEAFOR has 
had a slow start 

\"met resistance\" to an observer role and that BLACKSEAFOR has 
been so far limited mostly to V'confidence building 

activities. The Foreign Ministry\'s Istrate repeated GOR 

support for BLACKSEAFOR confidence building mechanisms" and 
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Venhancement of soft security mechanisms. Underlying the 
discussions about BLACKSEAFOR was an implicit recognition - 
stated explicitly by some speakers - that Russia should be 

Vfully engaged" in developing regional security strategies. 
Bulgarian Ambassador Andreev articulated this sentiment when 
he observed V'we need to guarantee constructive engagement of 
Russia." Several speakers 

expressed general support for an activity in the Black Sea 
similar to Operation Active Endeavor." 


Comment: Romania Seeks to Define Its Regional Role 

10. (C) The conference received the full support of 

President Basescu and reflects the growing importance that 
Romania places on Black Sea regional security issues. 

Indeed 

private meeting the day of the conference with Marshall 

Center Director Dr. John Rose and Embassy ODC Chief. In the 
course of that meeting 

does not want Russia to perceive Romania as being V'too much 
of a leader" on Black Sea issues 

being 

role.\" During a coffee break at the conference 

presidential staffer (who took credit for drafting Basescu\'s 
keynote address) acknowledged to PolMilOff that the GOR has 
still failed to achieve a satisfactory level of high-level 
interagency dialogue and information sharing on Black Sea 
concerns. 


11. (C) While the conference reflected Romania\'s successful 
effort to keep the Black Sea on the front burner of NATO and 
EU discussions about regional security 

the divergence between U.S. and Romanian views on one hand 
and EU (including German) views on the other. As Basescu\'s 
speech 

conversations 

its strategic alliance with the U.S. and NATO as the lynchpin 
of its strategic security policy. At the same time 

policy makers 

a coherent Black Sea regional policy 

conference reflects this ongoing effort. It would be a 

mistake 

issues as an isolated phenomenon. Since taking office at the 
end of last year 

development of a regional foreign policy 

visit to Moldova (the first by a Romanian president in half a 
decade) and lengthy meeting in Bucharest this month with 
Ukrainian President Yushchenko. Basescu has demonstrated a 
willingness to \"engage\" on tough issues 

conflict in Transnistria 

for a larger Romanian role. Romania\'s emerging regional 
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policy is still a work in progress 

committed to developing a policy for the Black Sea region 
that binds Romania even more closely to NATO and the U.S. 
End Comment. 


12. (U) Amembassy Bucharest\'s reporting telegrams are 
available on the Bucharest SIPRNet website: 
www.state.sgov.gov/p/eur/bucharest. 
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else are jokers 

dialogue with the military and tried to engage Togolese 
Minister of Defense General Tidjani in the recent Abuja 
meeting with Faure Gnassingbe. However 

Vyou can\'t finger the army" 

no opening to engage the military. Olympio concluded that 
the army does not really want a dialogue. He said he would 
have to consult opposition colleagues about issuing a public 
statement 

thought it would only have meaning for the international 
community. The Togolese people would see it as hot 
air...they don\'t believe it\'s possible and won't follow." 

The opposition believes it won 85 percent of the total vote 
and is not willing to be a junior partner in a Gnassingbe-led 
government 


5. (C) PolChief forcefully stressed that the USG is looking 

to the opposition to make a public statement urging calm and 
discouraging violence. This would help the situation on the 
ground and give the opposition more credibility in the 
international community 

opposition has support from the international community which 
it stands to lose with the kind of statement recently made by 
opposition candidate Akatani Bob encouraging violence. 
Olympio said he had been urging calm in his numerous media 
interviews over the past week but it hasn\'t had much impact. 
When pressed about his message 

Vviolence won't lead anywhere 

solution." He offered that Akitani and senior army officers 
might consider issuing a joint statement that \"they wonVt 

kill anymore. However 

toll mounts people will pay attention 


6. (C) PolChief urged the opposition to channel protests 
through legal channels 

violence has not produced positive solutions for Togo in the 
past. \"All our institutions are blocked 

us to go?" 


constitutional court are packed with Gnassingbe supporters. 
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7. (C) Olympio wants the U.S. 

possibly the European Union 

opposition to a dialogue. Such a meeting should include 
Obasanjo and possibly some observers. Akatini-Bob doesnt 
want a civil war 

Olympio said. Olympio would participate in a such a 
dialogue 

\"Faure wants to speak to me 

draw the opposition into his government. The meeting could 
take place anywhere - Olympio would travel to Lome if 
necessary. His ideal outcome is an agreement to hold new 
elections in 4-6 months and support to reform the electoral 
institutions. 


8. (C) Olympio had strong words to say about France and 
ECOWAS. He believed that France has been behind the scenes 
encouraging Francophone African countries not to support the 
opposition. He saw a French hand influencing ECOWAS\' 
approach to the crisis. According to Olympio 

President (and ECOWAS Chair) Tanja was invited to the recent 
Abuja meeting with Obasanjo but said he couldnt come because 
of a meeting on the Sahel in Mali 

a poor excuse. Olympio was frustrated that Tanja\'s 

invitation to all the parties to come to Niamey did not give 
Akatani Bob enough time to attend because he was campaigning 
in the north. Tanja has never spoken with Olympio. V'Totally 

off the record" 

financially corrupt 

capability. When asked about the African Union\'s statement 

he thought it was weak. He was critical of the EUVs lack of 
effectiveness in Togo. 


9. (C) Ghana has the weight in the region and in ECOWAS to 
have an impact on the Togo situation 

helpful to the opposition 

President Kufuor as too closely linked to the Eyadema family. 
He recounted a disturbing meeting the previous night 
Ghana\'s Inspector General of Police and Director of 
Immigration called on him unannounced at his house. After a 
round-about discussion 

him to talk less to the media. Olympio responded that he 
doesn\'t seek out the media 

opined that the Director of Immigration came along because 
she hoped to intimidate him and look for a way to deport him 
(not realizing 
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Togolese-Ghanaian citizen.) 


10. (C) On April 29 

called on the Ambassador to compare notes on Togo. He was 
clear that he did not have guidance from Ottowa and could not 
offer a cleared official position 

Officer had been an election observer and that he had just 
met with Gilchrist Olympio in the morning. Ambassador said 
that since Bobiash is accredited to Togo 

touch with Charge Twining. 


11. (C) In his meeting with Bobiash today 

the same pitch for a U.S./Canadian-led dialogue. Olympio 

wants a dialogue 

transitional government to use him and the opposition. 

Bobiash\'s view is that the French 

of Ghana are doing nothing to promote democracy in Togo. 
Bobiash said ECOWAS Executive Director Chambas called Olympio 
during their meeting today and Olympio expressed his 
disappointment with ECOWASY approach. EU observers in Togo 
told Canadian PolOff that they saw significant fraud in the 
election and that they were reporting this to Brussels. 

However 

the Togo election in deference to French leadership in the 

region. He had no doubt the French were pressuring African 
states to support Gnassingbe. The key question 

said 

regime to compromise. We (the U.S. and Canada) have a 
special role as credible outsiders and a real opportunity to 

impact a key moment in the crossroads of history in Togo 
according to Bobiash. 


12. (C) Once again 

political plan 

lead an international dialogue. He could not offer much 
information about the internal dynamics in the Togolese 
military 

of Staff Bitenewe and ex-Interior Minister Boko. He made no 
promise that the opposition would issue a public statement 
about being prepared to enter into a dialogue. He clearly 
feels some frustration with international efforts to date. 

He was surprised by PolChiefVs statement that the opposition 
has the support of the international community. He notedthat ECOWAS Exec 
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utive Director Chambas had called im earlier 

this week suggesting a meeting with Fure and Obasanjo on a 
farm in Nigeria (which Olymio supported) but then he never 
eard back. As far as he knows 

(He reiterated this to Bobiash on April 29.) Olympio sees 
Obasanjo as important to any international effort 

again complained that the recent Abuja meeting was an 
Obasanjo \"monologue\" with very little opportunity for 
discussion. 


13. (C) Olympio\'s case for U.S./Canadian leadership in a 
dialogue was much more forceful and purposeful than in our 
meeting two days ago (reftel). He liked our April 27 press 
statement. He feels he has a good rapport with the Canadian 
High Commissioner in Accra and said Canada\'s Francophone 
background made it a good partner in an international effort. 
With the reopening of the border 

opposition leaders to come to Ghana in the next day or so for 
consultations. He received our talking points seriously 

taking notes 

colleagues. 


YATES 
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withdrawal of all Syrian troops and intelligence services 
personnel from Lebanon 

the United Nations Technical Verification Commission. In 
this connection 

the region in the coming days. 


The Government of Spain seeks to emphasize that the Syrian 
decision to withdraw its troops from Lebanon 

Resolution 1559 of the Security Council 

significant advance in the compliance with international 
legality by that country. V" 


end informal Embassy translation. 


4.(SBU) Moreno mentioned that MFA Director General for the 
Middle East (A/S equivalent) Alvaro Iranzo Gutierrez would be 
interested in visiting Washington in late Spring/early Summer 
to meet with appropriate NEA counterparts. 

MANZANARES 
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initiative - Strategy Targeting Organized Piracy. The 
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cooperation of the NPA in directing hundreds of South 

African prosecutors to attend the workshops demonstrates the 
willingness of South AfricaVs political will to attack 

intellectual property crime. The participation of so many 
prosecutors 

another sign of senior level engagement by public officials. 
Similarly 

prosecutors provided useful advice on how we can improve the 
training. 


8. After many years of merely discussing IPR issues 

finally got training off the ground this past year with the 

U.S. Embassy\'s support of these workshops with INL funding. 
We would like to continue the momentum we have achieved by 
extending these workshops to the magistrates in the coming 
year. In the longer term 

IPR enforcement training programs on an annual basis at 
appropriate target audiences. U.S. funding will allow IPACT 

to be able to build on the success of what we have started. 
FRAZER 
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as an organization fighting ‘to establish an independent 
democratic Kurdish state in southeastern Turkey 

Iraq and parts of Iran and Syria.\ Papers view the Turkey 
chapter of the report as ‘contradictory 

US has made a ‘gaffe\' in describing PKK aims. An MFA source 
regarded the mention of 'democraticV goals for a terrorist 
organization as `a contradiction 

paper blames the US for extending "covertV support to 
terrorism. \"Radikal\" focuses on parts of the report in 
which Turkey\'s support for the global war against terrorism 
is highlighted. 

Ankara Welcomes New lraqi Government: The Turkish Foreign 
Ministry (MFA) said in a statement on Thursday that "the 
formation of an elected Iraqi government constitutes a step 
forward to establish a democratic regime in Iraq.\ Ankara 
wished success to the new Iraqi government 

undertake important responsibilities in Iraqvs political 
transition process. The statement stressed that the time 
has come "to reach a national compromise 

and create a joint future for the Iraqi people.V 

Participation of all Iraqi groups in the writing of the new 
Iraqi constitution and acting in unity in solving problems 
Iraq may face in the future are very important 

said 

Iraq reach stability. 


Iraq\'s Neighbors to Meet in Istanbul Today: Iraq\'s neighbors 
are to gather in Istanbul Friday for their first meeting 
following the Iraqi general elections. Turkish prime 
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Minister Erdogan and Foreign Minister Gul 

of the Arab League and Organization of the Islamic 
Conference (OIC) 

Syria 

talks. 


Ankara Seeks a "New Егау With Yerevan: Prime Minister 
Tayyip Erdogan said on Thursday that a political 

relationship could be established with Armenia while 
historians from the two countries examine the archives on 
what Armenians claim to be the "genocide of their kin by 
Ottoman forces during World War I. MFA officials told 
\"Sabah\" that "positive elements! in a recent letter by 
Armenian President Robert Kocharian to Prime Minister Tayyip 
Erdogan are being taken into account 

decision will be conveyed to Yerevan. Ankara expects ‘firm 
statementsV from Yerevan indicating that Armenia has no 
territorial demands from Turkey. The border crossing 
between the two countries could be opened if Armenia stops 
pursuit of 'genocideV claims 

that they are seeking a "win-win\' situation for both sides. 


Turkey 

Cooperation: Turkey\'s Union of Chambers (TOBB) said that 
Israeli and Palestinian businessmen met for the first time 

in Ankara 

Chairman Rifat Hisarciklioglu held a joint press conference 
on Thursday with Shraga Brosh 

Manufacturers\' Association of Israel 

Zogheir 

and Industry 

formation of the “Ankara Forum for Economic Cooperation 
Among Palestine 

that Turkish Prime Minister Erdogan and Foreign Minister Gul 
supported the 'unionY among the three countries. The groups 
will meet again in Jerusalem in the first half of June to 
discuss cooperation in tourism 

Brosh said that some good proposals 

to Palestinians and facilitating their living conditions 

through trade with other countries 

June meetings. \"Milliyet\" expects Erdogan to raise the 
issues of restoration of the Al-Aqsa Mosque in Jerusalem by 
TOBB and a possible Turkish contribution to the construction 
of Gaza Airport in Palestine during his weekend visit to the 
region. 


"YarmulkeV Issue in Erdogan\'s Israel Visit: Israeli 

officials are concerned that Turkish Prime Minister Tayyip 
Erdogan may not cover his head during a visit to Yad Vashem 
in Jerusalem 

arrive in Israel on May 1 on a state visit. The Israelis 
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are concerned that he may not cover his head at the 
Holocaust museum 

seen in a yarmulke may anger his Islamic grassroots. Last 
month 

head during a visit to Yad Vashem. 


EDITORIAL OPINION: US-Turkey 


\"The Grave Situation in Turkish-US Relations\" 

Fatih Altayli argued in the mass appeal \"Hurriyet\" (4/29): 
VVisiting the US to check the pulse on Turkish-American ties 
led me to an important conclusion. The situation is more 
grave than widely believed in Turkey. The seriousness of 
the problem cannot be explained by reducing it to a few anti- 
Turkish articles in the American media or a few television 
shows that portray Turkey in a negative light. Criticism of 
Turkey is being expressed by all groups at every 
opportunity. Television channels watched by a predominantly 
Muslim audience are constantly talking about the lack of 
religious freedom in Turkey. Others are criticizing Turkey 
for more general violations of human rights. Even the man 
in the street is aware of Turkey 

sense. Robert Pollock 

on Turkey 

depiction\ of the country in V'The Wall Street Journal 
argues that ‘there is a problem that everybody was ignoring 
most particularly the Turkish side. | wanted to bring this 

up. | highlighted the problem and diagnosed it. Now it is 
time to correct the problem 

this process. . Nevertheless it seems that the healing 
process will not be that easy. Prime Minister Erdogan is 
planning a visit to the US in June 

apparently reluctant to give him an appointment. Turkish 
MFA Undersecretary Tuygan made a recent visit to Washington 
but failed to make progress on this issue -- another 
indication of Washington\'s disappointment. Here in the US 
everybody considers the upcoming Turkish PM\'s visit to 
Israel as an important step toward the normalization of 
bilateral ties. According to some influential names in the 
Washington administration 

ties is not only about the relationship 

broader international picture. They believe that Turkey has 
to redefine its ties with the US. They saythat Turkey 
should abandon the definition of strategic partnership that 
rests solely on Turkey\'s geo-strategic location. That 

factor is no longer very important. Turkey should have a 
different and deeper type of cooperation with the US. It 
seems that Turkish-American relations will have a different 
dimension in the period to come. Whether that change will 
be negative or positive will be for Turkey to decide.\" 
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VFrom Anti-Americanism to Official Americanism\" 

Cengiz Candar observed in the conservative-sensational 
VDunden Bugune Tercuman\" (4/29): \"I think it has been 
noticed by everyone that Ankara has turned its course more 
toward Washington an away from Brussels. The first signals 
of this came from thw Deputy Chief of Staff at a TGS press 
briefing in January. This course became clearer with the 
remarks of TGS Chief General Ozkok last week. On the same 
day General Ozkok spoke 

had been held up in the Prime Minister\'s office 

presented to the Council of Ministers for approval. It 

seems that the US got everything it requested from Turkey on 
the Incirlik issue. Then 

Erdogan praise for the US was the top item on the agenda. 
When Erdogan was received in the White House for the first 
time 

Until that time 

strategic partners of the US - the UK and Israel. 

Unfortunately 

instead chose to surf the growing wave of 'anti- 
Americanism.Y Now PM Erdogan 

to Washington. Will the doors of the White House be opened 
for him when he is there in May or June? He has been 
knocking on that door for quite some time now. The door 
that was opened for him in December 2002 with just a wave of 
the hand has not been opened even a crack so far this time. 
The likelihood of Erdogan eventually being received at the 
White House remain quite high. But the White House seems 
determined to make Prime Minister sweat a little bit before 
opening the door. V" 


EDELMAN 
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However 

serious divergence between Spanish and U.S. views regarding 
what would constitute ideal International Health Regulations 
(IHRs). 


3. (SBU) Yturriaga 

in Geneva as a GOS arms control and disarmament negotiator 
said that the U.S. positions 

threatened to \"contaminate\" the WHO with issues that have 
traditionally been addressed in arms control and disarmament 
fora. He said he understood the impetus for U.S. policy 

(e.g. 

WHO is an appropriate forum for such issues. Yturriaga noted 


Column 3 

that Spain found it somewhat ironic that the U.S. would be 
trying to expand the WHOVs mandates 

arguing in other WHO negotiations to cut the organizationVs 
overall budget. 


4. (SBU) Yturriaga said that the \"intentional/accidental\" 

release debate had already taken place in other Geneva 
disarmament negotiations (presumably the CWC and BWC) and 
that the consensus that emerged from these earlier debates 
could be applied to the WHOVs IHRs. 


5. (SBU) Regarding the issue of V'reservations 

strongly disagrees with the U.S. proposal to require at least 
a two-thirds threshold for rejection and believes it should 

be much lower. He said Spain believes countries should not 
sign international legal instruments if they plan to issue 
significant reservations. 


6. (SBU) Regarding \"Federal-State\" concerns 

that this was a domestic U.S. concern and that Washington 
should not bring this up during the negotiation of 
international legal instruments. He stressed that other 
states 

address them via domestic implementation law/regulation. 


7. (SBU) Finally 

forces 

instruments automatically apply to all 
forces. Any additional language 

the U.S. points 

requirements. 


8. (SBU) COMMENT: It was immediately clear that Yturriaga\'s 
views have been colored by his years as a Geneva arms 
control/disarmament negotiator. His mantra during the entire 
conversation was that virtually every point raised by ESTHOFF 
had already been thrashed over in several Geneva fora. It 
was also clear that Yturriaga is quite critical of what he 
perceives to be U.S. efforts to address its justified 
terrorism-related concerns in a variety of inappropriate 
multilateral fora. Finally 

MFA was in the inter-agency drivers seat and that what he 
was telling ESTHOFF would guide Spain\'s hand on May 12-3. 
Our bottom line. Don\'t look for much help from Spain. What 
was missing was the new (since Prime Minister Zapatero\'s 
March 2004 election victory) VEU consensus\" line we now 
generally hear from our GOS interlocutors. However 

stronger impetus to follow the EU consensus position may 
indeed be what is driving the GOS position on the WHO IHRs. 
MANZANARES 
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Committee of the Red Cross (ICRC) and the Tunisian 
authorities signed an agreement on 26 April governing 
the ICRC\'s humanitarian activities in Tunisia. 


“Under the agreement 

visit all places of detention in Tunisia in accordance 

with its customary working procedures. The purpose of 
the visits will be to assess the conditions of detention 
and the treatment of persons deprived of their freedom. 
The resulting reports will be submitted exclusively to 

the Tunisian authorities and will serve as the basis for 

a dialogue intended to ensure that those deprived of their 
freedom enjoy conditions and treatment in keeping with 
human dignity. 


V'The visits will begin in the near future and will be 
organized by the ICRC\'s regional delegation in Tunis.\" 


Background and Scoop 

3. (SBU) This agreement comes just over one year since the 
Minister of Justice announced April 20 

Vno objection to international organizations 

ICRC 

known for its impartiality and independence.\" 04 Tunis 707 
For months local ICRC representatives and GOT officials have 
each been expressing strong optimism that the agreement would 
be concluded. It is unclear when the first (and then 
subsequent) visits will take place 

begin soon. 


4. (C) Deputy ICRC representative in Tunis Marc Bouvier (in 
transit to Algiers) 

that the agreement had been reached and that it included not 
only prisons but also jails and other pre-trial detention 
facilities. (NB: Experts say the latter is where many of the 
biggest problems lie 

the facilities and treatment of prisoners. The Ministry of 
Justice and Human Rights run Tunisian prisons whereas the 
Ministry of Interior controls jails.) Bouvier previously 
indicated that Interior has been responsible for the longest 
delays in reaching an agreement 04 Tunis 1960 however 
confirmed that both Interior and Justice signed off on the 
final agreement 

modalities. Bouvier said the agreement allows ICRC to visit 
prisoners in solitary confinement and includes the goal of 
the eventual elimination of that practice. Overall 

summed up his feelings about the agreement with one word 
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\"Relief!\" 


Comment 

5. (SBU) The USG has raised the issue of aGOT/ICRC agreement 
intermittently since 1992 

an agreement during preparations for President Ben Ali\'s 
February 2004 visit to Washington. ICRC prison visits were 
one of a half dozen deliverables that former DRL A/S Craner 
asked the GOT to undertake in January 2004 (04Tunis208). 
Senior State Department officials raised it in February with 
President Ben Ali in Washington. One month after the 
President\'s return to Tunisia 

re-open talks. Ittook an entire year for the ever-cautious 
GOT to reach final agreement (again 

dragging at Interior). ICRC regional staff in Tunis have 
repeatedly thanked the USG for our assistance on this issue. 
Nevertheless 

how the GOT reacts to actual prison visits and the 
confidential dialogue with the ICRC that ensues. 


SIPDIS 


6. (U) These positive responses are extremely noteworthy. We 
believe this development is precisely the sort of progress 

for which the USG should praise the Tunisian government 
publicly. 

HUDSON 


31761 

decision on formal accession should not be taken at this 

time 

should be monitored. However 

importance of the Differentiated Engagement Strategy (DES) 
and the importance of engaging Russia within that framework. 
According to Montesino 

enlargement strategy 

continued participation in certain OECD working groups. 


2. (C) Comment: When questioned whether Spain had already 
engaged Russia on an informal basis 

after a long period of hesitation. Montesino again repeated 

that Russia should be considered for OECD membership “іп the 
future." End Comment. 

MANZANARES 
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release of the U.S. coca and poppy cultivation estimates in 
Washington 

not change significantly in 2004 in spite of record 
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fumigation levels. In fact 

nice if the hectarage numbers had also gone down 

and every year for the last four years 

effort has had great success in what really matters here: 
reducing the amount of cocaine and heroin produced in 
Colombia. 


When Plan Colombia began in 2001 

potential production of an estimated 700 tons of pure 
cocaine. Today that figure is 430 tons. lt declined by 
some 30 tons in 2004. Original goals for Plan Colombia 
included reducing the supply of Colombian cocaine by 50% 
over a five-year period 


We are also measuring more extensively. For the first time 
the estimates include coca grown in national parks. Drug 
growers are destroying Colombia\'s natural patrimony and will 
continue to do so until they can be stopped. Recent aerial 
footage shows wide spread deforestation in the Sierra 
Macarena 

drug cultivation. In just six national parks included in 

the study 

believe there is much more in the protected areas. Between 
parks and other reserved areas 

Colombia is off limits to spraying. And the drug growers 

are taking advantage of it. But we are on to them. 


We are making the drug producers work harder. Because of 
our successful spraying 

record quantities and 

production levels. Because newly planted fields do not yield 
the same production as mature fields 

dropped even though hectarage did not. This is expensive 
for the narcotraffickers and 

unsustainable. Drug eradication is a war of attrition 

against determined 

organizations; we do not expect a knock-out blow 

our opponent will get weaker and weaker until he disappears. 


Finally 

increased focus on heroin in 2004 

was reduced 52 percent 

cultivation fell steeply from an estimated 4 

2003 to 2 

largest producer of heroin in the hemisphere; that has not 
been true for two years thanks to our bilateral efforts. 


The cooperation between the United States and the military 
police 

will continue to work. Last year our combined efforts led 

to record seizures and fumigation 
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of both coca and opium poppy in years. This is making life 
harder for the drug traffickers who spread addiction in the 
U.S. 

here in Colombia. Together 


END ARTICLE. 
WOOD 
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(privatization is a bad word in Paraguay) remains to be seen 
and the motives behind the Senate action are unclear 
reform of the many state-owned enterprises is badly needed. 
A few international audits have been completed 

more are in the process of being awarded. Perhaps 
coincidentally this week 

the binational entity that controls the Yacyreta dam was 
suddenly replaced by Petropar\'s chief 

replaced by the Planning Director of the state-owned 
electricity company 

about the various machinations behind these moves. 


AG intervenes in probe of Health Minister\'s prior conduct 

3. Following President Duarte\'s public show of support last 
week for Health Minister Julio Cesar Velazquez 

inquiry into his administration of funds and projects as the 
former Mayor of Fernando de la Mora (reftels) 

Attorney GeneralVs Office intervened in the matter 

several of the complaints lodged against Velazquez. 
According to press reports 

pending further investigation and remain unresolved. (Note: 
As noted in ref A 

vying to become President of the Colorado party in upcoming 
internal elections. He is also head of a committee exploring 
the possibility of a Constitutional reform that would permit 
the President of the country to run for re-election. End 
Note.) 


Unconfirmed reports of FARC activity in Paraguay 

4. Various unconfirmed reports of FARC activity in Paraguay 
emerged in the local press this week. According to one 

report 

possibility that six FARC members entered Paraguay last year 
by way of Bolivia to assist with the kidnapping of former 
President Raul Cubas\' daughter 

also indicates that authorities received evidence that the 
Paraguayan \"mastermind\" behind the kidnapping 
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Martinez 

and FARC members residing in Argentina 

known contacts with FARC \"FM\" Rodrigo Granda. According to a 
separate report 

attempt to kidnap a relative of \"a well-known physician" by a 
group that purportedly included a Colombian national V'who 

could be a member of the FARC. Post will report any 
confirmation of these reports and additional details 

emerge 


U.S. cardiology team praised for its charity 

5. A team of cardiologists from a children\'s hospital in 
Connecticut traveled to Paraguay this week to perform 
life-saving surgical procedures on 10 indigent children. The 
visit received abundant praise in the local press. 


Paraguay mourns the death of writer Roa Bastos 


6. Novelist Augusto Roa Bastos 

Cervantes Prize for Literature in Spanish and arguably 
Paraguay\'s greatest author 

87. Roa Bastos\'s works often reflected the region\'s 

political and social realities 

exile 

from Argentina after a military junta seized power. He 
remained a literary hero in Paraguay throughout his life 

the country observed three days of official mourning upon his 
death. 
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REF: A. (A) PARIS 2863 
B. (B) PARIS 2825 
C. (C) PARIS 2663 
D. (D) BRUSSELS 1556 
E. (E) PARIS 2604 
F. (F) PARIS 2516 AND PREVIOUS 


SENSITIVE BUT UNCLASSIFIED -- PLEASE HANDLE ACCORDINGLY 


SUMMARY 

1. (SBU) Despite urgings from Jacques Chirac and most of 
FranceVs mainstream political leaders to cast ballots on the 
EU Constitutions merits in the May 29 referendum 

French voters remain focused on unemployment and other 
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pressing economic and social issues (reftel B). Diminished 
purchasing power 

lack of opportunity 

infrastructure are issues much closer to most French voters 
than EU institutional issues addressed in the constitution. 
Many blame an expanded Europe 

society/free market) ideas that is in turn part of a global 
competitive economy as threatening France\'s control over its 
national destiny and its much vaunted social model 

many in France remain deeply attached. For these voters a 
VnoY to the EU Constitution May 29 is a vote to protect a 
French way of life that many feel is under siege. END 
SUMMARY. 


FOCUSED ON DOMESTIC CONCERNS 

2. (SBU) Since March 18 

among voters who say they have decided how they will vote 
majority say they plan to vote VnoV in France\'s May 29 
referendum on the proposed EU constitution. Many of these 
ordinary Frenchmen and women are uncertain and apprehensive. 
They are focused on their ever more straitened economic 
prospects and declining quality of life. They are worried 

that the constitution and an enlarged Europe will make things 
worse for them 

dismantlement of the V'French social modelV (welfare state) 
that they look to for maintaining their well-being. 

President Chirac (see reftel A for his latest effort in 

tandem with Chancellor Schroeder) and the rest of FranceVs 
pro-\'yes\' establishment have so far made little headway in 
convincing these voters 

sympathies are left-of-center 

protects the French social model rather than undermines it. 


CONVERGENCE OF THE YES ARGUMENTS 

3. (SBU) The different VyesY camps have recognized that 
reassuring ordinary voters that FranceVs system of 
state-provided services is safe under the proposed 

constitution is key to turning the electorateVs attention 

away from domestic worries. Supporters of the proposed 
constitution are confident that 

focus on the merits of the proposed charter 

French public\'s traditional support for Europe will re-assert 
itself. Through the first month of the referendum debate 

(reftel F) (beginning March 4 when President Chirac announced 
the May 29 date for the referendum) 

three centrist political currents emphasized different 

reasons for voting Vyes 

how best to tackle the very same social and economic problems 
that are besetting ordinary citizens. This 
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domestic-political-bickering-as-usual added to voters\' 
dismissal of the political class and fueled in part the 
rising tide of VnoY (reftel C). 


4. (SBU) Following a TV appearance by President Chirac April 
14 (reftel E) that laid bare voters domestic concerns and 

their suspicion of the constitution\'s liberal bias 

spokespersons for all the VyesV camps іп TV appearances and 
press interviews began highlighting the proposed 
constitution\'s \"social\" dimension and its provisions for 
protecting V'states rightsW in maintaining social and public 
services. In sum 

right 

economy" (an operative phrase that appears a number of times 
in the proposed constitution). Those who advocate Vno 
stressing the \"market\" -- alleging that the \"ultra-liberal\" 
constitution would leave France helpless in a huge 

and \"savagely capitalist\" Europe 

social services and safety-nets that French citizens have 

long considered rights to be protected. 


COMMENT: TWO CONTENDING THEORIES 

5. (SBU) Among the chattering classes in Paris 

theories are making the rounds 

the significance of the confrontation between \'yes\' and \'no\' 
among the French: \"biting the bullet of Thatcherism\" and 
\"re-run of April 21.\" 


6. (SBU) For proponents of the first 

French on Мау 29 really is between a \"social\" versus a 
\"liberal\" socio-economic model 

no-longer-affordable \"European social model\" and a gentler 
version of the \"Anglo-Saxon economic model.\" Proponents of 
this theory stress that the proposed constitution does 

overall 

precisely why so many French people are against it. 
According to this view 

\"post-Thatcher countries\" (UK 

states that had been under Soviet domination) France remains 
a Vpre-Thatcher country" (along with Germany and Italy) 
voting \'yes\' to the proposed constitution signifies assenting 
to a deep shift in social and economic model for France. 
Voting Vno 

set of habits deeply ingrained in French society 

in fact incompatible with \"biting the bullet\" of necessary 
reform. The deep split on the French center-left is seen as 
between those who recognize the necessity of this shift (and 
believe social solidarity can be defended from within an 
open 
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7. (SBU) On April 21 

most recent presidential election 

stayed home 

\"protest\" candidates. Those who see the referendum as 
shaping up into a \"re-run of April 21V 

pattern evidence of massive alienation and disaffection among 
the majority of the electorate. In this view 

the voters cast votes V'against the system\" on April 21 
could well do so again on May 29. For proponents of this 
theory 

empowered and the disempowered 

and those who do not feel represented in Frances political 
system. This V'crisis of representation" in France\'s 
democracy 

doom a constitution that 

more democracy to EuropeVs governing institutions (reftel D 
para 13). END COMMENT. 
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states undercutting their treaty obligations by noncompliance 
with the basic NPT obligations under Article 1 and ΙΙΙ 

of Article IV (peaceful nuclear cooperation) as a cover for 
weapons programs 

weapons technologies to non-state networks. In this regard 
A/S Rademaker emphasized the importance of a high standard 
for safeguards among supplier states as a condition of 

supply 

Additional Protocol by Brazil. Similarly 

importance of broad endorsement of UNSCR 1540 and encouraged 
Brazilian participation in the Proliferation Security 

Initiative. 


3. (C) A/S Rademaker characterized the situation with Iran as 
Vvery seriousW and said the USG and Europeans will support 
referral of the matter to the UNSC if Iran breaks with any 
aspect of the current IAEA suspension. A/S Rademaker 
provided a detailed presentation of the USG record on 
disarmament under Article VI 

by President Bush that the U.S. nuclear posture is that of 
achieving a credible deterrent with the lowest possible 
number of nuclear weapons consistent with national security 
needs 

positions on stockpile reductions 

cooperation with Russia 

Russia for nuclear security efforts 

G-8 allies 

comments by Guerrerio on new U.S. nuclear arms programs and 
the lack of U.S. adherence to the CTBT 

emphasized that the robust nuclear earth penetrator is only a 
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conceptual design study -- there are no active R and D 
efforts on these systems. The U.S. Senate has not ratified 
the CTBT principally because of concerns relating to the 
verifiability of the treaty. For the United States 

important to be assured that all other countries have given 
up nuclear testing if they are to do so 

nuclear weapons states it would be useful to retain the 
right 

weapons. Nuclear weapons are man-made devices that 
deteriorate over time like all other man-made devices. He 
also noted that the U.S. has unilaterally observed a 10 year 
moratorium on testing and has no testing planned now or in 
the future. 


GOB REACTIONS: 


4. (C) Guerreio provided the following comments in response 
(organized below thematically): 


--Brazil 

various times over the past several months by FM Amorim and 
other GOB officials 

would not adhere to the AP 

sign the protocol this year 

May Revcon. Brazil and the IAEA have also successfully 
completed their agreement on agency inspections of Brazil\'s 
Rezende facility 

technical questions are still being resolved. 


--lran: Guerrerio said the GOB had sternly and repeatedly 
told Iranian delegations that Iran had V'messed things up V 
(for other non-weapons nuclear states) and that Iran must 
cooperate fully with IAEA 

impeccable credentials under all articles of the treaty in 
order to challenge weapons states on disarmament issues. He 
added that the statutes of the IAEA required that the Board 
of Governors refer IranVs case to the UNSC if the agency 
exhausts all of its authorities and resources but achieves no 
resolution with Iran 

then have to \"live up to its obligations. Guerreiro and A/S 
Rademaker agreed on the necessity of taking a V'graduated 
approach!" -- i.e. 

in the event lran is referred to the council. 


--NPT Revcon: Noting that Brazilian Revcon President Duarte 
has \"a tough job ahead of him 

thinks there should be a strong effort at an agreed agenda at 
the meetingVs outset 

effort. He also noted GOB agreement with an emphasis on 
compliance but said the Revcon should aim at producing a 
Vbalanced agreement" that addresses all pillars of the treaty 


Column 3 

(i.e. 

as nonproliferation). Brazil will not oppose consecration of 
adherence to the Additional Protocol as a condition of 

supply 

Discussion of regional issues will be important during the 
conference 

in the Middle East-lran context 

potential problem areas 

robust agreement on restrictions on enrichment and processing 
technologies. Guerreiro expected the Revcon would endorse 
UNSCR 1540 as Va good step" in stemming technology flows to 
non-state actors. 


--Proliferation: While agreeing that compliance is a major 
challenge for the NPT 

statement that the treaty is V'under siege" -- rather he 

posited rather that the NPT has been a success 

fact that the number of weapons states is still fairly small 
despite the worried predictions of John F. Kennedy and others 
that as many as thirty countries would some day have nuclear 
arms. However 

believes it is critical that the NPT Revcon not inadvertently 
give recognized weapons state status to non-treaty-party 
countries with declared or suspected arms programs. This is 
Va highly sensitive issue V" for Brazil 

countries that have voluntarily renounced nuclear weapons 
programs only to see others who have flouted 
non-proliferation principles achieve de facto status 

(bordering on acceptance) as military nuclear powers. 


--PSI: Guerrerio called the Proliferation Security 

Initiative a \"fair exercise 

studied in depth or considered joining until now. However 
Brazil will send a military observer to an upcoming PSI 
exercise in Portugal 

possibility of participation. 


ARTICLE 98: 


5. (C) A/S Rademaker outlined USG motives for seeking Article 
98 agreements to provide protection for American citizens 
from extradition to face trial at the International Criminal 

Court. He explained how U.S. national experience with 
independent prosecutors had left negative views in American 
Society about unaccountable prosecutors with broad mandates 
and related fears that Americans -- given the U.S. leadership 
role in international affairs -- could be frequent targets 

for specious and politically-driven indictments. The U.S. 
wants to find a way to be a V'good neighbor\" to the ICC 
perhaps in time able to offer some degree support that 
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approximates the critical legal 

assistance offered by the USG to the ICTY and ICTR over the 
years. But that can only come about if the U.S. has a 
comfort level" with the direction and activities undertaken 
by the court 

98 agreements with a wide range of states. 


6. (C) Guerreiro politely but unequivocally stated that 

Brazil would not sign an Article 98 agreement with the U.S. 
and views the idea as a \"non-starter.\" Brazil is a strong 
supporter of the ICC and believes the necessary checks and 
balances are in place to deter the kinds of concerns outlined 
by A/S Rademaker. Brazil remains convinced that it is better 
to have a permanent criminal court than ad hoc tribunals. 
Noting the abstention by Brazil on 31 March on the UN 
resolution that authorized the ICC to investigate and 
prosecute Sudan-Darfur atrocity allegations 

protections carved out at U.S. insistence 

Amorim himself had issued instructions for abstention and 
considered a resolution with special protections from ICC 
authorities to be a dangerous precedent. V 


7. (C) Comment. A/S Rademaker\'s visit provided a valuable 
opportunity to consult at a senior level with the GOB on a 
wide range of issues. Guerreiro\'s comments on likely 
Brazilian adherence to the Additional Protocol this year and 
support for the AP as a condition of supply at the May Revcon 
are encouraging. Less promising was Guerreiro\'s categorical 
rejection of discussing an Article 98 agreement with the U.S. 


8. (U) The Assistant Secretary cleared this cable. 
DANILOVICH 
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Ben Ali for inviting Israeli President Sharon to attend the 
November 2005 World Summit on the Information Society. Many 
in the dissident and diplomatic communities claim this is the 
biggest \"political\" trial since 2002 

irregularities 

There are reports that senior GOT officials ordered the judge 

to deliver a verdict April 28 \"no matter what.\" End Summary 


GOT Rushes One-Day Trial of Dissident Lawyer 

Mohamed Abbou 

2. (U) A Tunisian court sentenced dissident lawyer Mohamed 
Abbou to a prison term of three years and six months close to 
midnight following his one-day April 28 trial for two 

charges. Legal sources told us early in the afternoon of 

April 28 that the trial judge was under orders from the 
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Ministry of Justice and Human Rights to conclude the trial 
that day Vno matter what. V 


3. (U) Abbou was arrested in early March for publishing on 
the website/listserve \"Tunisnews\" an article attacking 
President Ben Ali for inviting Israeli President Sharon to 
attend the November 2005 World Summit on the Information 
Society 

that and for a subsequent charge of assault and battery on a 
female Tunisian lawyer that reportedly occurred some time 
ago. The female victim reportedly suffered a ten percent 
permanent physical incapacity 

said that medical records in the trial had been falsified. 
Observers cite another article that Abbou wrote 

published on Tunisnews in which Abbou urged readers to not 
focus on abuses at Abu Ghraib at the expense of abuses in 
Tunisian prisons. They say the real reason he was arrested 
was that he crossed several redlines by attacking President 
Ben Ali personally and so vituperatively over the invitation 

to Sharon. 


4. (U) Emboffs have had several interactions with the 
VDefenders of Abbou 

been working to publicize his detention and to secure his 
release. At Abbou\'s April 28 trial 

number of them approached him to thank him for the U.S. 
Embassy\'s support. The V'Defenders of Abbou\" had a 
translation committee which provided international observers 
with translation from the trial\'s Arabic proceedings into 
French. The pro-Government lawyers also whispered editorial 
comments into foreignersY ears 

simultaneous translations from the two sides on each ear. 
(NB: With a few minor exceptions 

to each other.) 


Recap of Trial: A Day At the Justice Palace 

5. (SBU) The Abbou trial took place in one of the smallest 
courtrooms in the Tunisian courts (V Palais de Justice V") 
building. It was one of several trials scheduled to take 
place in the 9 a.m. to 1:30 p.m. session. Abbou\'s trial took 
place last. The courtroom -- designed to hold around 100 
onlookers -- was packed with perhaps 500-600 people. The 
vast majority appeared to be in the room to attend the Abbou 
trial. Participants said approximately 90 per cent of those 
were pro-Abbou with about 10 per cent pro-ruling party. In 
addition approximately 15 per cent were women 

were foreigners 

the court room 

trial started a little after 11:00. When police brought him 

in 
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their national anthem loudly. (NB: This singing also 

happened in the 2002 trial of Hamma Hammami and presumably 
harkens back to the anti-colonial independence movement from 
the 1950s 

The three judges immediately ran out of courtroom. There 

was an hour delay as police tried to get the lawyers present 

to back up and calm down. The GOT brought in a retired chief 
of the judicial police (apparently highly respected by both 

sides) to mediate. 


6. (SBU) Eventually everyone calmed down 

began. Abbou supporters said the judge was known to be 
pro-ruling party. Early in the process Democratic 
Progressive Party SYG Nejib Chebbi filed a motion to change 
the trial to a larger courtroom. The judge responded with 
respect but declined the request. From there 

the trials civility got worse. Following the French-origin 
court procedure 

Discussion centered on whether the judge could combine the 
main charge against Abbou (related to publication of the 
scurrilous article) with the newer one related to the much 
older alleged assault. The judge wanted to issue one 
combined V'process verbale" for both charges. Lawyers invoked 
a number of technicalities to block the judge and the trial 

was left in limbo. Finally at around 1:30 p.m. the judge 
adjourned to chambers to deliberate and -- it was said -- 

call the Ministry of Justice for technical advice on a 

solution to the defenseVs technical strategem. 
Approximately two-thirds of participants staged a sit in 

(i.e. 

reportedly came around midnight. 

7. (SBU) Overall 

atmosphere. Police and court officials were pretty calm and 
in control except during the crowds initial outburst. 

However 

lawyersV technical motion to block the verdict. 


Trial Unifies EU ... Sort Of 

8. (SBU) A number of international NGO observers attended the 
trial 

Borders. In terms of diplomatic representation 

the French 

embassies also attended. Two representatives of the European 
Commission also attended. 


9. (C) EU diplomats said they planned a joint EU demarche on 
this issue. They described the demarche as unprecedented 
since southern European countries have traditionally been 
reluctant to engage the GOT on human rights issues. The EU 
presidency currently is held by the Dutch 
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Ambassador and DCM/Polcouns are both out of the country. 
Responsibility was passed to the British 

line for the presidency here. They confirmed the plans 

said that the demarche (urging the GOT to release Abbou) had 
not been finalized. 


Comment 

10. (С) Abbou\'s conviction is a disappointment though not a 
surprise; still 

-- he could have gotten more than a dozen years. We expect 
that he will serve two-thirds of his three and a half years 

and then receive a conditional pardon from President Ben Ali 
as this is the normal practice here. We will report septel 
further significant information we learn about the EU 
demarche. We think it interesting that the conviction 
coincided with the ICRC communique announcing its agreement 
with the GOT on prison visits. Many others believe this was 
an intentional effort to balance the human rights image of 
Tunisia. It is certainly the case that Abbou was arrested 

and convicted for two reasons more than any others: first 
violated publication red lines by attacking President Ben Ali 
personally and baldly stating in print the rumors of 

high-level corruption that everyone here talks about 

privately; second 

invitation to Sharon to attend the upcoming World Summit on 
the Information Society (WSIS) in November compelled the 
image conscious GOT to want to silence him. We think the 
chances of his release prior to WSIS are slim to none. 
HUDSON 
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organized crime and is upgrading its penal tools by enhancing 
the independence of its judicial system 

fair trials and protect the rule of law 

Morocco\'s official news agency 

He announced that Morocco was introducing legislation to 
bring the country into compliance with international 
conventions on terrorism 

laundering 

corruption. Bouzoubaa also reportedly met with counterparts 
from Indonesia 

Bangkok to discuss ways to enhance bilateral justice 
cooperation and information sharing. 


7. (U) Eight Tons Seized in Casablanca: Following 
Casablanca\'s record 16-ton drug seizure on April 7 (Ref B) 
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according to MAP 

8.5 tons of hashish on April 16 that was hidden among some 

22 

plaques on board a truck registered to "PRONATU Maroc\" in 
Kenitra (50 kilometers north of Rabat). Police are looking 

for the firm\'s Spanish owner who disappeared after the 

incident. The drugs reportedly have a street value of 80 

million Ditnams (USD 9.4 million). PRONATU Maroc specializes 
in the construction industry. 


8. (U) 2.8 Tons in Saadia: On April 22 

seized 2.8 tons of chira (a hashish derivative) in a midnight 
operation in the eastern Mediterranean area of Saadia 
according to MAP. The drugs were confiscated on board a 
small boat that was located six nautical miles off the 
Moroccan coast. The three passengers 

Spaniards and one Moroccan 


9. (U) Jet Ski Smuggling: Demonstrating the increasing 
creativity of Morocco\'s drug traffickers 

Guard arrested two Moroccans (one of whom was a minor) on 
April 28 near the Spanish port of Algesiras after they were 
intercepted aboard a jet ski in an attempt to smuggle 100 
kilos of hashish into Spain 

that captured the movement of a small-engined object 
traveling at high speeds in the middle of the night 

reportedly tipped off the Civil Guard to the shipment. The 

two suspects reportedly were found suffering from symptoms of 
hypothermia when stopped by the Civil Guard. 


10. (U) Cocaine Traffickers Arrested: On April 19 
according to MAP 

trafficking rings operating between the cities of Fez and 
Casablanca and northern Morocco. Six individuals were 
arrested and charged with possession 

trafficking in hard drugs. The police also reportedly seized 
over \"1 

14 individuals linked to the case. 


11. (U) Trafficker Arrested in Tetouan: The Moroccan police 
in Tetouan arrested on April 27 a suspected cocaine and 
heroine trafficker in Tetouan\'s Boujrah neighborhood 
according to MAP. MAP did not reveal the trafficker\'s 
identity 

follows that of several of his accomplices. Debana 
reportedly acquired the drugs in the nearby Spanish enclave 
of Ceuta (Sebta in Arabic). 
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12. (U) Spanish deputy prime minister Maria Teresa Fernandez 
de la Vega led a two-day V'working visit\" to Morocco on April 
25-26 

bilateral relations 

cooperation with PM Jettou 

Benabdellah 

the visit. Fernandez told reporters that Morocco represents 

a Vfundamental axis\" in Spanish foreign policy 

applauded the King\'s visit to Madrid on the occasion of the 
one-year anniversary of the March 11 bombings as a \"gesture 
of solidarity that the Spanish people will never forget. V' In 

an interview with Moroccan daily Le Matin 

that the Western Sahara is not a \"hindrance\" to 
Spanish-Morocco relations. \"We think we need not limit 
ourselves to making rhetorical statements about this issue 
she said 

Nations without bringing an active contribution...to solving 

a dispute that has lingered for many years." 


13. (U) Speaking at his weekly oral and written question 
session at parliament on April 27 

Mustapha Sahel said the Moroccan government dismantled 425 
human smuggling networks in 2004 

increase over its performance in 2003 

Sahel indicated that the GOM arrested 26 

illegal immigration last year 

17 

through the first quarter in 2005 

total of 7 

from Sub-Saharan countries. Additionally 

Interior Ministry 

in 2004 for migrant smuggling and human smuggling offenses 
including so-called \"organizers\" and \"facilitators.\" They 
received prison sentences from two to five years. 


14. (U) MAP reported that the Arab Maghreb Union\'s (AMU) 
pool of news agencies launched its joint web site on April 15 

in compliance with the recommendations of the 13th conference 
of the pool\'s general assembly 

Nouakchott. The web site can be found at www.pooluma.org. 
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MEPI IMPLEMENTERS 


15. (SBU) CRS Closes Its Doors: Following the visit this 
week of the organization\'s Beirut-based Regional Director 
Catholic Relief Services (CRS) has decided to scale back its 
activities in Morocco after 49 years of working in the rural 
areas in Morocco. CRS Director Suzanne Manzer told mission 
officers April 28 that CRS traditionally focuses on poor 
countries 

thinking. The only program CRS would try to continue 

said 

outside of Marrakech 

strengthening and effective local government. Manzer said 
that CRS planned to apply for a second year of funding from 
MEPI and bring a project manager from the CRS office in Cairo 
to continue the project. Manzer expects to depart Morocco 
this summer after three years as Country Director and will 

not be replaced. 


16. (SBU) IRI Organizing Turkish MP Event: In an April 27 
meeting with the Ambassador 

Institute (IRI) resident director for Morocco 

said its Ref B program to bring three Turkish 
parliamentarians from TurkeyVs ruling Islamist party to meet 
with Moroccan parties 

Justice and Development (PJD) 

Although the schedule has not yet been finalized 

informed the Ambassador that IRI is organizing a multi-party 
event at parliament on May 13 and that May 14 has been set 
aside for one-on-one meetings with the PJD. Johnson told 
Poloff separately that in a courtesy meeting with Turkish 

first secretary Turker Ari on April 28 

Turkish Embassy to play a prominent role in the event as it 
sought to win points in the area of democracy promotion. 
Johnson said Ari seemed to want to link the event to the G8\'s 
Broader Middle East and North Africa (BMENA) initiative and 
to take full credit on behalf of the Turkish government. He 
pressed her hand on IRIVs funding sources and wanted the 
Turkish Embassy to \"facilitate\" IRIVs official invitation to 

the event to the Moroccan parliament. Johnson informed him 
that IRI is an independent American NGO with a variety of 
funding sources 

the BMENA process. She respectfully declined AriVs offer to 
assist but said she would be interested in collaborating on 
other events in the future. 


17. (SBU) ABA Gets Down to Programming: The American Bar 
Association (ABA) office in Rabat 

September 2004 

office to establish a second human rights law clinic in 
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Morocco. Following this approval 

Law Faculty at Sale (RabatVs sister city) 

establish a human rights law clinic at the University of 
Mohammedia (near Casablanca) for this DRL-funded project. 
Meanwhile 

structure and operation of the judicial system in Morocco and 
reported to Poloff on April 17 

memorandum of understanding with the Ministry of Justice to 
begin program activities on its MEPI-funded programs in the 
areas of judicial education and training 

development 

women in the law. 


18. (SBU) Moroccan youth organization Reseau Maillage 
leader 

association was created in Temara (outside Rabat) on April 
28. The new association brings the total number of Maillage 
adherents in the 60 

100 youths. The new group 

18-year olds 

national association 

associations were planning another series of events to 
commemorate the third anniversary of the May 16 terrorist 
bombings in Casablanca. He indicated that Maillage hopes to 
assemble a group of young Americans 

-- corresponding to the V'common suffering" their countries 
were subjected to in the 9/11 

terrorist attacks in New York 

participate in the events. The program will kick off with 

the delivering of flowers to Hotel Farah (one of the May 16 
attack sites) in Casablanca 

youth art in May 16 Plaza with musical accompaniment. 
RILEY 
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Aoun\'s real influence or power base in Lebanon 
considered it weakened since his departure into exile from 
Lebanon 15 years ago. Most of the young Lebanese assembling 
on Martyr\'s Square 

Aoun as a political force in Lebanon. Thibault noted that 
Aoun\'s staff had told him 

meeting 

Lebanon 

recent elections in Lebanese universities. Thibault was 
Skeptical of the claim 

likely limited to a few 
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Lebanon. 


4. (C) In a conversation with poloff April 28 

DAS-equivalent for the Levant Christian Jouret described the 
Barnier decision to meet with Aoun as resulting from AounVs 
repeated requests for a meeting with President Chirac 

the GoF had turned down 

Aoun found that explanation unconvincing 

prior meetings with Walid Jumblatt 

Hariri. Jouret said Aoun was not enthusiastic about meeting 
Barnier 

made at the Elysee. The GoF wanted to keep the meeting 
discreet and insisted on having no journalists 

photographers 

meeting taking place. Jouret summed up that the GoF decided 
that it was only right to say farewell to Aoun after France 
saved his life 

for so long. In short 

although the GoF remained concerned about the potential for 
his return to undermine opposition unity. 


5. (C) Action request: Aoun\'s staff here in Paris contacted 

us recently to suggest another meeting with Aoun before his 
planned May 7 departure. We believe it could be useful to 
doubletrack the French message of moderation and the need to 
maintain opposition unity with Aoun before his arrival in 

Beirut. We would appreciate guidance from Washington on 
whether to seek another meeting with Aoun 

talking points for the discussion. End action request. 
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assisting specific sectors of Iraqi institutions. On the 
international conference 

between the U.S. and French approach was the GoF preference 
for limiting invitees to the P-5 

neighbors -- a smaller grouping than that envisioned by the 

U.S. As reported reftel 

raised in passing continued security concerns over access to 
the Baghdad airport road. End summary and comment. 


2. (C) Senior Advisor and Coordinator for Iraq Policy (5/1) 
Ambassador Richard Jones met with senior French MFA and 
Presidency officials April 25 to review his recent travel to 

Iraq and neighboring countries 

the coming year 

conference on Iraq. MFA A/S-equivalent for North 
Africa/Middle East Jean-Francois Thibault hosted Ambassador 
Jones for a 90-minute discussion followed by a working lunch 
which variously included MFA IO A/S-equivalent Jean-Maurice 
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Ripert 

Christophe Guilhou 

Reconstruction Philippe Coste 

Irag/Iran/Arabian Gulf Affairs Antoine Sivan 

DAS-equivalent for EU Common Security and Foreign Policy 
Pascal Le Deunff 

Jones later met separately with Presidential Technical 
Advisor on the Middle East/Americas Dominique Boche. Also 
attending S/I JonesY meetings on the U.S. side were Political 
M/C 

(notetaker). The tone of S/I JonesV discussions was 
uniformly cordial and constructive 

eager to solicit his views and general consensus emerging on 
issues of concern and the way forward for the coming year. 


MFA DISCUSSIONS: POLITICAL PROCESS 


3. (C) Ambassador Jones opened his MFA discussions by 
reviewing his recent travel to Baghdad and the region and 
U.S. priorities for the coming year 

from January elections and complete lraqvs political 
transition to an elected government under a permanent 
constitution by the end of 2005. In the meantime 

would continue efforts to strengthen rule of law in Iraq 
which included aid to police and civil security authorities 
as well as the judiciary and correctional system; continue 
efforts to provide essential services; promote economic 
security via job creation and conclusion of a new IMF 
agreement by year-end; and develop grassroots democracy 
particularly through support for IraqVs provincial 
governments. On the security front 

continue to fight the insurgency and work to transfer 
responsibilities to Iragis 

trained 

training to boost numbers and better function as units. 


4. (C) Responding to Ambassador Jones! points on U.S. 
priorities 

Presidency Council had been a positive sign 

in formation of the Iraqi Transitional Government (ITG) 
which the GoF hoped would be resolved in coming days. In the 
GOF view 

moderates 

to the presidency was important to the GoF 

confirmed the Kurds\' inscription into Iraqi political 
institutions. The GoF remained very worried about the 
potential threat of sectarianism 

separatism 

dispute 

to have veto-authority over the entry of the Iraqi army into 
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Kurdish territory as troubling examples. Thibault observed 
that Iraq\'s Shi'a community had shown commendable restraint 
in resisting attempts to sow sectarian strife 

killings of Iraqi ShiVa civilians at MadaVin. Thibault also 

raised familiar French concerns on the need to include Sunnis 
in Iraqvs political process 

constitution. In passing 

Iraqi governments credibility was undermined by its 
remaining in the Green Zone. When pressed by Ambassador 
Jones on this point 

making a recommendation 

image of the Iraqi government persisted in certain quarters 

of Iraq 

foreign forces." MFA DAS-equivalent Sivan added that it was 
important that the new ITG not be seen as a continuation of 
the defunct Governing Council. 


5. (C) Ambassador Jones observed that he saw near-total 
agreement between USG and GoF views 

regard for the Presidency Council and U.S. concerns about 
potential Kurdish overreach. Jones pointed out that Kurdish 
leaders had accepted the TAL principles that Kirkuk would not 
be settled until after the constitution 

for settling the issue must be acceptable to the Iraqi 

people. The U.S. consistently maintained that oil revenues 
were the property of the national government 

the U.S. did not support Kurdish efforts to block national 

army access to Kurdish territory. Jones stressed that the 
USG was pressing for a rapid breakthrough on ITG formation 
but noted that there was an inherent tension between the need 
for inclusivity -- a shared U.S. and French priority -- and 
speed with which a compromise could be reached. To achieve 
better Sunni representation in the Transitional Government 
either the United Iraqi Alliance (itself a coalition of some 

20 parties) 

and/or AllawiVs list would have to accept a ministerial 
apportionment lower than their share of the Transitional 
Assembly. Other reasons for the ITG delay were more 
procedural 

government could not begin until election results were 
certified 

appeared reassured by Jones" clarifications on Kurdish 
separatism and ITG formation 

President-designate Ghazi al-Yawer had legitimacy 

U.S. view. Jones responded that it was difficult to assess 
who represented the Sunni community because of their low 
turnout in the election. 


MFA ON IRAQ ASSISTANCE 
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6. (C) MFA IO A/S-equivalent Ripert briefed Ambassador Jones 
on French views on a new international donor mechanism for 
assistance to lraq institutions 

explore with European counterparts. He stressed that the GoF 
has not seeking to build a complicated new mechanism 
wanted to keep the Iraqi government in the lead role 

the UN functioning as a sort of \"clearinghouse.\" At the same 
time 

emphasis on the UN or give it an impossible mandate. That 
said 

and increasing its presence in Iraq 

concerns. The GoF also supported the idea of having specific 
countries or institutions (like the EU) take a lead role in 
specific sectors of institutional support 

VJUSTLEX program to offer rule of law training to Iraqi 

police and judges. Having such lead roles could improve 
donor coordination and burdensharing 

assistance from countries which did not have a presence on 
the ground in Iraq. MFA DAS-equivalent for ESDP Le Deunff 
providing further detail on the JUSTLEX program 

that France had topped the list of training pledges 

to train some 200 Iraqis (175 police and 30 judges) in 

France 

program. Le Deunff added that the estimated 10 million euro 
budget for the JUSTLEX program was for EU expenses only and 
did not include the costs for the bilateral training offers 

such as that from France. 


7. (C) Ambassador Jones noted that the U.S. agreed totally on 
the need for an Iraqi lead on international assistance. We 
similarly supported the UN playing a coordinating role 
though in many other countries this role was filled by the 
World Bank. We also agreed on the need for better 
coordination with Iraqis and among donors to avoid 
duplication and better meet IraqYs needs. Ambassador Jones 
stressed U.S. readiness to be helpful on donor coordination 
such as sharing lessons learned; for instance 

experience 

were generally more costly than initially planned 

due to security costs 

shortages in building supplies. Jones also noted that a lead 
nation framework in institutional assistance was acceptable 
as long as this did not suggest a monopoly. The French 
readily concurred. 

INTERNATIONAL CONFERENCE 

8. (C) On the planned U.S.-EU conference on Iraq 

Jones emphasized that his discussions in Baghdad 

capitals 

conference should be primarily political in nature 

the international community the chance to show unity behind 
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the democratically elected Iraqi government as it presents 
its program to the world. The conference agenda should focus 
on the three major areas of UNSCR 1546: the political 
security 

focus on the need to preserve established deadlines 

the constitutional drafting process 

communities to take part in government. On security 
conference should focus on rule of law efforts 

economic front 

mobilize existing offers of assistance 

the same time 

non-Paris club members 

would be important 

year-end. Jones stressed the U.S. view that the Paris Club 
Iraqi debt compromise was a floor 

reduction 

of IraqVs debt. 


9. (C) Thibault concurred with U.S. views on the conference 
agenda 

was clearly political 

Vput them at the center.\" On the economic front 

said the GoF would advocate a new mechanism for coordinating 
assistance 

important UN role. On security 

U.S.-proposed focus on rule of law 

straying into military issues could lead discussion to more 
problematic issues 

presence in Iraq. (Note: In a later comment over lunch 
Thibault remarked to Jones that \"giving a perspective" on the 
ending of the MNF-1 mission could help undermine the 
insurgency 

the \"softest way" possible. End note.) Further on the 
conference agenda 

adding a fourth pillar to the conference agenda 

human rights. (Note: The MFA Iraq desk later told us that 
the UK had floated the idea of a human rights agenda item 
during a UK-GoF brainstorming session on Iraq issues in 
London 4/22. End note.) Jones noted that human rights 
issues could be covered in the political or rule of 
law-related agenda items for the conference 

conference communique 


10. (C) Over lunch 

details on U.S. views on the potential scope of invitees to 
the conference 

gathering pragmatic and effective 

participant list. The GoF preference was for a V'Sharm 
al-Sheikh-type\" gathering 

Iraqvs neighbors represented. S/I Jones described the U.S. 
as in between the lraqi preference (expressed by FM Zebari) 
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for as large gathering as possible and the EU preference for 
a smaller event. A large show of international support was 
important 

could speak at the one-day event. S/I Jones noted that the 
U.S. and EU had decided to exchange notional participation 
lists to reach agreement on the issue 

the finalized 

draft U.S. list numbered about 80 potential invitees 

which 50 were EU and Coalition members -- V'must do\'s\" for the 
U.S. In response to questions from Thibault and others 
Jones clarified that the U.S. did not envision inviting every 
Arab League member 

on the list 

the NATO Secretary-General 

timing for the conference 

proposed June 22 date could be problematic for FM Barnier as 
it corresponded with the weekly GoF Council of Ministers 
meeting 

the separate meeting with him 

point. Thibault and his MFA counterparts also stressed hope 
that ample time would be given prior to the conference to 
negotiating the communique 

the one-day planned senior officials meeting to precede the 
conference. Other questions posed by Thibault and his MFA 
colleagues over lunch focused on U.S. views on Syrian and 
Iranian interference in Iraq 

of foreign versus lraqi fighters in the insurgency. 


PRESIDENCY RESPONSE 


11. (C) In a separate meeting 

advisor Boche offered strong support for U.S. objectives on 
the conference 

dimension. Boche echoed Thibault\'s comment on the need for 
inclusivity in the constitutional process 

Sunni lack of representation in the Transitional Assembly was 
the fault of Sunnis for not participating in elections. 

Boche also concurred with the U.S. emphasis on maintaining 
the calendar for lraq\'s political transition 

had been wise to resist calls late last year to postpone 

Iraqvs January elections. On security-related discussions at 
the conference 

was \"totally compatible\" with French views. Boche reaffirmed 
that the GoF was reflecting on a new coordination mechanism 
for institutional development aid 

the UN in a \"clearing house" role. He repeated the concept 
earlier raised by MFA officials 

certain sectors of institutional assistance 

EU should take advantage of the conference to increase its 
visibility on assisting Iraq 
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to now. Boche also repeated GoF concerns on the scope of 
invitees to the conference 

smaller grouping (P-5 

invitees proposed by the UK. 

12. (C) Boche also sought U.S. views on federalism in Iraq 
and the problem of Kurdish separatism 

repeating points made earlier to MFA officials. Further on 
federalism 

30 elections had missed the story that 20 elections took 
place that day 

of IraqVs governorates. Federalism was not a divisive factor 
so much as a way to bring the Iraqi government closer to the 
people and help keep Iraq together 

local ownership and control after one of the most brutal and 
centralized dictatorships in modern history. Boche also 
asked for U.S. views on Syrian and lranian interference in 
Iraq 

on access to the Baghdad airport road 

sensitivity of the issue to the GoF (reftel). 


COMMENT 


13. (C) S/I JonesY visit served a very useful purpose in that 

it gave the French the all-important sense of being consulted 
on Iraq 

mode and seeking U.S. views on the way forward and current 
state of play. The degree to which the French side expressed 
overwhelming agreement with U.S. objectives marks a 
sea-change from lraq discussions of last year 

French were focused on criticizing U.S. efforts for falling 
short or questioning the legitimacy of the Governing Council 
and IIG 

concrete assistance. Another shift in GoF thinking appears 
to have taken place 

taking precedence over the GoFVs earlier emphasis on Sunni 
inclusivity 

serious potential threat to Ігад\'ѕ territorial integrity. 

End comment. 


14. (U) Ambassador Jones cleared this message. Baghdad 
minimize considered. 
ROSENBLATT 
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sovereignty vice hostility to Syria 

maximize support in Lebanon and among Arab moderates. Elysee 
officials also counseled against raising issues such as a 

separate Lebanese peace with Israel 

difficult for the Lebanese opposition. MFA officials 
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confirmed French intent to participate in the EU election 
observer mission and French support for keeping the EU 
association agreement with Syria on long-term hold. End 
summary. 


ELYSEE VIEW: WHY WE CANVT ALIENATE HIZBALLAH 


2. (C) Visiting NEA DAS Elizabeth Dibble discussed reftel 
points on sustaining pressure on Syria and maintaining 
momentum towards free and fair Lebanese elections in separate 
meetings with Presidential Technical Advisor on the Middle 
East/Americas Dominique Boche and MFA A/S-equivalent Jean 
Francois Thibault April 29. Poloff also discussed reftel 

points with MFA DAS-equivalent for the Levant Christian 

Jouret April 28. Boche initially stressed that U.S.-French 
cooperation on Lebanon had achieved results unthinkable even 
a few months ago -- withdrawal of Syrian troops 

Lebanese government chosen by consensus 

to take place within constitutional deadlines. He emphasized 
that the reasons for this success were that we had been 

V careful" in presentation of our demarche 

were not seeking to destabilize the region or Syria 

focused our message on attaining a free 

Keeping our ambitions limited 

us to get the support of the Lebanese people and Arab 
moderates 


3. (C) Boche added that the U.S. and France had not achieved 
all our objectives in Lebanon 

vigilant to the covert Syrian security forces which stayed 
behind 

or the Palestinian camps 

control. There also remained forces hostile to the 
U.S.-French effort within the Lebanese government 
President Lahoud 

For this reason 

Lebanese as possible on our side 

antagonize Hizballah. The GoF had sought to make Hizballah 
understand that France accepts Hizballah as a political 
reality and representative of the ShiVa community 

populous grouping in Lebanon. The GoF had also advised 
Hizballah that it needed to choose the political track 
Vabandon ambiguities 

resistance or actions in Palestinian territories. The GoF 

had made clear to Hizballah that the door was open for them 
to become a normal political force in Lebanon 

proceed on a step-by-step basis. In the GoF view 
disarmament should not be the precondition of Hizballah\'s 
entry into politics 

consequence of its politicization. Boche asserted that we 
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had little alternative to the French approach 

no force or entity present which could disarm Hizballah 
alienating Hizballah ran the risk of pushing the ShiVa 
community into the pro-Syrian camp and undermining the 
current political dynamic in Lebanon. He added that there 
had been some positive evolution in Hizballah behavior 

it pronouncing in favor of elections 

parliamentary delegation voting for Mikati; he concluded that 
Hizballah appeared to be reflecting on its future. 


4. (C) Boche also advised that the U.S. and France should not 
undermine dialogue between communities in Lebanon 

Vour Lebanese friends," in a difficult situation by opening 

old differences. He cited specifically language in a draft 
U.S.-France joint statement on the Middle East which referred 
to a Lebanon V'at peace with its neighbors 

such a wording was an immediate V'red flag" to Lebanese 
recalling the May 17 

propelled Lebanon into civil war. Boche added that 

similarly 

moderate Arab allies 

not continue to play a constructive role unless we made clear 
that we were not seeking to antagonize Syria 

accepted that post-withdrawal Lebanon and Syria would have a 
strategic 

Iran had shown it could play a positive role on Lebanon and 
had passed messages of moderation to Hizballah. He noted 
that Iranian President Khatami had told Chirac earlier this 
month that Iran would support efforts to strengthen Lebanese 
sovereignty as long as these measures did not harm Lebanese 
or Syrian stability. 


5. (C) DAS Dibble responded by stressing we agreed on most 
but not all 

disarmament 

approach and address the issue after elections 

continued to view disarmament as a precondition of Lebanon\'s 
achieving full independence and sovereignty and did not 
accept that Hizballah could retain both armed and political 
roles . It remained essential 

international community to keep pressure on Syria 

President Asad against trying to use his covert agents 
loyalists or the Palestinian camps to stir up trouble. Boche 
fully agreed 

satisfaction to Syria for its troop withdrawal 

merely \"taken note\" of the move while calling for UN 
verification. He added that Syria\'s diplomatic isolation was 
made possible by the \"prudence\" of the U.S. and French 
demarche on Lebanon 

Russia 
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MFA ON HIZBALLAH DISARMAMENT 


6. (C) MFA A/S-equivalent Thibault 

with Dibble April 29 

French cooperation on Lebanon 

successes but was not yet complete. He noted that the U.S. 
and France were on the same page on Syria 

continue to isolate the Asad regime so it didn\'t slip V'slip 

into its old ways." On Hizballah 

GoF shared the objective of disarmament but differed with the 
U.S. on the means and timing. The GoF agreed with the USG 
that a free 

militias on its soil; then again 

world 

continued to view EU designation of Hizballah as 
counterproductive and potentially undermining Lebanon\'s 
stability. 


7. (C) Further on disarming and disbanding Hizballah 
stressed that the GoF agreed totally that there is no role 

for an armed Hizballah in the new Lebanon and that Hizballah 
must disappear as an armed force. The question remained how 
long would this process take 

Jouret added that the GoF was telling Hizballah directly that 
times were changing 

and behavior. At the same time 

having a popular base in Lebanon and was ready to help 
Hizballah find its place in Lebanese society. He added that 
although the GoF hadn\'t broached the issue to Hizballah 
there might be utility in a special economic development plan 
for southern Lebanon 

restructure the economy 

process. On EU designation of Hizballah 

remained opposed and viewed this as largely a U.S.-Israeli 
effort 

issue a few days earlier. 


8. (C) Jouret said France agreed that the EU should continue 
to keep the association agreement with Syria on hold. He 
commented that even if the accord made it to the next step of 
the procedural process 

countries 

necessary 

On election monitors 

French participation in the EU observer mission. He added 
that it remained likely that French parliamentarians 
particularly those maintaining a longtime interest in 

Lebanon 

and the GoF would not stop them. Such parliamentarians 
noted 
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Maronites as representative of all Lebanese. 


9. (U) This message was cleared by NEA DAS Dibble. 
ROSENBLATT 
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have so much money 

the final amount of his payment. 


3. (C) Zenon is the largest diesel marketer in Nigeria. For 
Odetola 

money to whomever in order to make it go away. Odetola said 
in his view 

influenced. Having been unable for almost a year now to 
secure the local government revenues owed Lagos by the 
Federal Government 

Vstill in charge.V If the muscle-flexing also results in 

extra revenue 


4. (SBU) The week-long strike has been a nightmare for 
commuters who are paying up to 50 percent more for 
transportation 

fuel hawkers are recording huge profits 

marketers tally equally astounding losses. Otedola said in 
five days 

incurred N250 million in demurrage charges on imported 
diesel. Grasping for any resolution 

finance the alternative parking lots needed. 


5. (SBU) Despite Zenon\'s largesse 

Peter Akpatason 

and Natural Gas Workers (NUPENG) 

is the StateVs insistence that drivers sign an agreement 
pledging to no longer park on the highways. Union members 
said they would only agree to such an undertaking 

state developed an alternative parking site. Akpatason 
hinted a compromise may be reached where parties jointly 
agree to V'find a lasting solution to the problem". 


6. (SBU) The Lagos government maintains signing the V'I 
wont do it again declaration is standard operating 
procedure before the release of any impounded vehicle. 
Transportation Commissioner Muiz Benire has vowed not to 
waive the stipulation 

against recidivism. Benire urged Lagosians to weather the 
difficulties as part of the stateVs efforts to improve road 
safety. Separately 

newly-wed coupleVs death was the catalyst for the state\'s 
crackdown. 
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7. (C) In spite the difficulties caused by the strike 

Lagosians seem to support the governmentVs actions for now. 
Holding the truck drivers responsible for scores of 

accidents 

state\'s measures justified. Many petroleum truck drivers 

hail from northern Nigeria and accordingly owe little fealty 

to the Lagos power-structure. Active involvement and 
\"lubrication\" from major fuel marketers such as Otedola will 
likely be what gets this strike resolved. 

BROWNE 
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decision to keep Canada on the Special 301 Watch List and 
institute an out of cycle review in 2005. They maintain that they 
are meeting all of their international agreements 

to recent progress on patent protection for medicines and the 
announcement in March of upcoming amendments to the Copyright Act 
as evidence of their commitment. June elections 

increasingly likely 

amendment legislation 

will continue as quickly as political developments allow. 
Canadian officials also defended their enforcement regime 
observed that the enforcement issue is receiving an increasing 
amount of high-level attention in the various stakeholder 
agencies. 


3. (SBU) While questioning (as always) the validity of the Special 
301 process 

on IPR issues. Mr. George reiterated Canadavs willingness to 
participate in the STOP initiative and argued for an early 

bilateral meeting on STOP 

address bilateral concerns. He also indicated willingness to 
consider an IPR working group under the aegis of the Security and 
Prosperity Partnership. He suggested 

will not be enthusiastic about an IPR working group explicitly 
linked to the Special 301 process 

cooperative approach under SPP or STOP would be more likely to 
engage other stakeholders in the Canadian government. 


4. (SBU) Post comment and recommendation: Much of the Canadian 
private sector shares US industry concern about IPR protection and 
enforcement in Canada; among others 

Canadian Manufacturers and Exporters Association have mentioned it 
to us as a priority issue for their members. We believe that 

folding this issue into another bilateral process may be the best 

way to produce results and potentially avoid an adversarial 

dialogue that would strengthen opponents by making it into another 
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US-Canada dispute. We recommend 

dialogue about the substance of Canadian copyright legislation as 
a WIPO ratification issue in the Business Facilitation working 
group of the Security and Prosperity Partnership 

bilateral subgroup of that group. We could also address 
enforcement issues either as part of a STOP partnership or under 
the aegis of the security agenda under SPP. 
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our first impressions of Parra 

contacts. Unfortunately 

staffed fit as well. Nonetheless 

voice of reason in the Cabinet. As such 

offensive\" seems in order 

in February 2003 to a visiting Gutierrez (which helped turn 
the then-populist U.S.-friendly). While we don\'t necessarily 
want to embrace a government whose manner of arrival was 
dubious 

members in the correct direction. Points to cover in 
high-level meetings with FM Parra might include: 


-- The United State remains a steadfast ally of Ecuador 
nations bound by social 


-- We never broke relations with Ecuador 
unexpected change in administrations; don\'t get caught up in 
\"recognition\" nonsense; 


-- Requesting and welcoming OAS assistance was the right 
move; the Mission\'s agenda was top-notch 

spanned the spectrum 

look forward to seeing the analysis and after-action report; 


-- A positive development from the recent crisis is the 
increased attention from your neighbors and friends; suggest 
you re-inforce ties with responsible governments in Colombia 
Chile 


-- You have the USG\'s support for measures designed to 
strengthen Ecuadorian democracy 

secure Ecuador from harmful spillover from the Colombian 
conflict. 


5. (C) As the \"adult\" in the Palacio Administration 

has a special responsibility to ensure that meeting the 
Ecuadorian public\'s short-term demands leaves intact 
heretofore good relations with the United States. We might 
make the following points: 
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-- We understand Palacio must distance himself from Gutierrez 
if he is to survive politically; be careful with populist 

turns 


-- A couple of Cabinet choices concern us 
determined to work with 


-- Government Minister Gandara is free to voice his anti-U.S. 
opinions 
bilateral law enforcement cooperation; 


-- Similarly 
anti-IMF stance has left investors 


-- As Ecuador''s pre-eminent foreign relations expert 
well-placed to rein both in. 


6. (C) Correa\'s comments have spiked fears that Ecuador will 
pull out of the Andean Free Trade Agreement negotiations or 
by demanding the accord be approved in a referendum 
strangle it slowly. Signing the FTA remains a USG regional 
priority 


-- We are hearing mixed signals on the FTA\'s future in 
Ecuador; 


-- Our ambassador in Quito reports that you see \"no other 
choice\" but to sign; how are you pushing to save the 
agreement? 


-- Resolving commercial disputes (Oxy 
reforming labor code necessary before any accord gets inked; 


7. (C) And why not push our pol-mil and law enforcement 
agenda? Gutierrez deserved credit for okaying deployment of 
Ecuadorian engineers to Haiti and for buttressing the 
Colombian border 


-- Kudos to Ecuador for contributing engineers to the UN-led 
Haiti peacekeeping mission; hope to see further Ecuadorian 
engagement in the hemisphere; 


-- Your troops there need protection from politically 
motivated persecution 

don\'t seek immunity or impunity 

faulty International Criminal Court; 


-- Colombian narcoterrorism poses great threats to Ecuador 
point shared by your armed forces and police. There is no 
\"neutrality\" between an elected government (UribeVs) and 
armed gangs; 
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-- Inflammatory media play to the contrary 

United States have done great work together from your base in 
Manta to prevent further Colombian narcotrafficking inroads 

in Ecuador; 


-- Money laundering can undermine an economy as surely as 
drug trafficking itself. We commend draft legislation 

pending in Congress that gives Ecuador the tools to combat 
it. 

KENNEY 
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Agreement--Andean Accord for Peace and Security; Limitation 
and Control of Expenditures Destined for External Defense 
written by the Foreign Affairs and Defense Ministries of the 
member countries of the Andean Community on 17 June 2002. 


3. Does the Colombian Government consider that this sale 
breaks the military balance between Colombia and Venezuela? 


The sales announced by the Venezuelan Government only add to 
the military imbalance with Colombia that was initiated with 
Venezuela\'s purchase of F-16 planes 

Spain 


4. Does the Colombian Government believe that Spain is 
maintaining its neutrality towards Colombia-Venezuela 
relations 

that the Venezuelan Government has already made? 


The Ministry of Foreign Affairs is exclusively responsible 
for this answer. 


5. What is Colombia\'s current military balance with Venezuela? 


(1) Marked aerial superiority of combat readiness. Venezuelan 
advantage of 2.3 to 1 when considering all functioning 
equipment. 47 Venezuelan planes 


(2) Relative Venezuelan superiority of combat support planes. 
46 planes versus 13 Colombian planes. Ratio of 3.5 to 1 


(3) Venezuela possesses a superior personnel transport 
capability of 1.936 to 1.399 pax with all available equipment 
functioning. Colombia possesses an actual available transport 
capacity of 700 pax. 
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-- 7 C-130 aircraft 

-- 10 C-295 aircraft 

-- 3 G-222 aircraft 

-- 23 M-28 aircraft 

-- Total troop capacity: 1 

(4) Venezuela possesses a superior unloading capacity of 
personnel and equipment that makes amphibious operations 
limited to 4 Marine Battalions possible. 

(b) Naval power is considered relatively superior 
Venezuelan advantage of two missile frigates and a capacity 
to arm submarines. 

(6) Venezuela possesses a marked superiority in armored 
combat vehicles that allows it to conduct offensive 
long-range operations with the support of self-propelled and 
aimed artillery 

initiating a move. Venezuela has 274 AMX30 

and M18 tanks 


(7) Colombia has a numerical superiority of men and combat 
experience in irregular warfare 
Venezuela has conducted combined 


(8) There is a greater concentration of Venezuelan troops on 
the border. 


6. Does the Colombian Government know the destination of the 
thousands of old weapons that will be replaced by the 
Venezuelan Government? If the answer is no 

for a response from Venezuela regarding this issue? 


The government of President Hugo Chavez intends to provide 
the guns that will be replaced to the national militias 

new reserve force created with an initial force of 100 

men. 


The Colombian Government is worried about the destination of 
the arms that will be replaced by the AK-103 arms. The 
Minister of Defense and the Minister of Foreign Affairs have 
both expressed this concern. 


7. Will the Colombian Government deliver a statement to the 
Venezuelan Government regarding the acquisition of arms? 


The National Government raised its concerns about the 
acquisition at the Summit of Presidents in Puerto Ordaz. 


8. What concrete results has the Government of Venezuela 
presented with respect to ColombiaVs denunciations of the 

presence of important guerrilla commanders in Venezuelan 
territory? 
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The Venezuelan Government has not presented concrete reports 
with respect to the denunciations 

that it does not support Colombian guerrillas and that it 

will conduct operations against illegal armed groups that 

enter Venezuelan territory. 


Cordially 


Jorge Alberto Uribe Echavarria 
Minister of National Defense 


End Text 
WOOD 
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select a new Supreme Court 

Speculation continues on the possible VP candidates. In 
public remarks at a military ceremony on April 29 

Palacio said April 20 would go down in history as the day he 
\"liberated\" Ecuador. Indigenous group CONAIE publicly 
supported the Palacio government as a \"transitional\" 
government. The situation in Quito remains calm. Unions 
will march to celebrate International Workers Day on May 1. 
End Summary. 


OAS Meetings 


2. (SBU) Human Rights Groups: Claimed that Gutierrez had 
been making dictatorial moves and was moving towards 
censorship. Thugs from the pro-Gutierrez Zero Corruption 
group had attacked Citizen Participation members and had 
instigated street violence. The \"forajidos\" (anti-Gutierrez 
protesters) were \"holy crusaders\" who wanted more direct 
democracy 


3. (SBU) Ex-Presidents: Former President Osvaldo Hurtado 
said that Ecuador\'s political problems were cultural 
institutional. Other countries have multiple political 

parties and similar institutions 

Palacio administration is leftist and nationalist 

Gutierrez during his campaign. The administration should 
finish the term and the Constitutional Assembly is not a good 
idea. The Ministry of Economy\'s policies were unworkable if 
oil prices dropped. Former President Rodrigo Borja thought 
the last ten years had become a vicious circle compounded by 
bad decisions made by voters. Former VP Leon Roldos thought 
Palacio was a dreamer 

realistic once he realized how weak his government was. 


4. (SBU) PSC Party Leaders: Gutierrez had turned 
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dictatorial and people wanted him out. He was incapable of 
leadership 

its support before Congress deposed Gutierrez 

Legislators and Palacio feared for their lives at CIESPAL 
while the military stood outside doing nothing. The military 
wanted to take over - a planned triumvirate - but they pulled 
back at last minute. PSC and others had sought OAS 
intervention to no avail. Congress now functioning again 
would act on the substantive backlog. 


5. (SBU) ID Party Leaders: The people want stronger 
institutions. Now the country is working again. Gutierrez 

was corrupt and took campaign monies from the Mexicans and 
Taiwanese 

military acted (withdrew support) out of necessity 

prevent a bloodbath. ID leaders also discussed their ideas 

on how to depoliticize the courts. 


6. (SBU) Media: Media owners were uniformly anti-Gutierrez 
claiming that he had been a corrupt President with 

dictatorial tendencies. Most were opposed to early 

elections. 


7. (SBU) Government Lawyers: The people had risen up to 
fight Gutierrez unconstitutional acts. The OAS should 
ensure Panama and Brazil held Bucaram and Gutierrez 
accountable as asylees. 


8. (SBU) Evangelical indigenous: FEINE leaders denied 
collaborations with Gutierrez 
reform. 


9. (SBU) Business: Chamber of Commerce and Industry 
representatives disagreed on whether early elections should 
be held. Ecuador needed stability and functional courts. 
Guayaquil business representatives called for more autonomy. 


Congress 


10. (U) On April 28 

the former pro-Gutierrez majority by removing (by a vote of 

72 in favor) four board members from the Central Bank 

by the pro-Gutierrez majority. In doing so 

the list of candidates for the board 

were chosen 

Congress Guillermo Landazuri on the day it was presented in 
December 2004. In order to replace the Central Bank board of 
directors 

to Congress. 
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11. (U) When Congress meets next on May 3 

to name the new members of the Supreme Electoral Tribunal. 
Candidates will be chosen from lists provided by the seven 
strongest political parties in the 2002 elections (as 

required by Article 209 of the Constitution). 


12. (U) Congress is also expected to convoke members of the 
previous and current military command to investigate a 
possible attempt to form a military dictatorship. They will 

ask about the five hours on April 20 that the recently named 
President Palacio was left without military protection at the 
CIESPAL building. 


Presidency 


13. (U) According to press reports 

believes that reforms to the judicial law 

Congress on April 26 

several inconsistencies which could justify a partial veto. 
One of the inconsistencies found is that the process to 
replace the 31 magistrates is not sufficiently depoliticized. 
The government has begun judicial and political 
consultations to help inform their decision on the matter. 


14. (SBU) At a military ceremony on April 29 

Palacio said that April 20 would mark the historic day that 

he \"liberated\" Ecuador. Embassy officials present found the 
remark odd and out of sync with other comments made at the 
event. Embassy will report on Palacio administration 
relations with the military (septel). 


Vice Presidential Candidates 


15. (SBU) A UN source told us that Diego Cordovez 

UN Undersecretary 

Vice Presidency. However 

Other leading candidates 

include Monsenor Luna Tobar 

prominent FTA-opponent 

former Foreign Minister. President Palacio is expected to 
send a list of three VP candidates to Congress during the 
week of May 2. 


Indigenous 


16. (U) Luis Macas 
largest indigenous group 
CONAIE recognized the Palacio government as a transition 
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government that should call for a referendum and popular 
assemblies. He also asked that CONAIE influence in 
indigenous government organizations be recovered. Macas 
called for an end to free trade agreement negotiations and 
the Manta agreement 

Colombia. Macas also said the Ministry of Social Welfare 
CODENPE (the government indigenous development agency) 
ECORAE (Institute for Eco-development in the Amazon Region) 
should be audited. The CONAIE has submitted to the GOE a 
list of those responsible for damaging these institutions for 
possible prosecution 

Antonio Vargas 

evangelical indigenous organization president Marco Murillo. 


Security 


17. (U) There were no protests in Quito on April 29 

however 

bomb caused no injuries or damage. Unions and other social 
groups are planning traditional marches in Quito and other 
cities on May 1 to celebrate International Workers Day. 
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note?\" or V'how should we inform other countries that we have 
endorsed PSI?" -- and we have been told privately that we 

will have V'good news!" soon. These are all positive signs 

that our campaign for final Thai endorsement is getting 
beyond the misunderstandings 

rituals 

leadership role. It appears that the Thai legal concerns 
related to PSI have been overcome. 


6. (C) Comment continued: The RTG has taken a year and a 
half to get to this point on PSI SOP endorsement despite 
regular engagement. Given typical Thai bureaucratic 
slowness 

to take the final step and move the decision memo up to the 
cabinet. A second challenge is that cabinet approval will 
subject the PSI SOP to the reality of the mercurial decision 
making style of Prime Minister Thaksin. At past cabinet 
meetings 

meetings expected to be approved as a formality 
recommendations of his ministers. So we cannot take 
endorsement for granted. We should continue to press the 
Thai for endorsement in order to ensure that the political 
leadership 

the importance we place on PSI. End Comment. 

BOYCE 
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the Exchange\'s Strategic Development Plan 

implementing. She spoke of the need for additional training 
in the U.S. for her staff and asked for Embassy assistance in 
communicating with U.S. training institutions. End Summary. 


KSE: Background and Overview 


2. (U) On April 27 

Technical Bureau Department Ms. Wafa Mohamed Al-Rasheed to 
learn more about the stock exchange 

environment and future directions of the KSE. The Kuwait 
Stock Exchange (KSE) 

on April 3 (reftel) 

gained over 30% so far this year. The modern Exchange was 
organized by Amiri Decree in 1983 and adopted an electronic 
trading system in 1995. The KSE makes money by charging 
brokerage houses 30% of their trading commissions 

for initial company listings and company membership fees. 
The KSE is currently listing 120 Kuwaiti companies 
non-Kuwaiti companies 

open for trading 3 hours a day 

Individuals can register to buy and sell shares on the 
exchange (there are currently over 70 

investors) 

can place orders at the KSE on behalf of individual 

investors. By an Amiri Decree passed in 2000 

own up to 49% of the shares of the Kuwaiti companies listed 
on the exchange. Al-Rasheed said that there are about 200 
foreign individuals with stock trading accounts 

corporations yet. She attributed the absence of foreign 
companies to the tax law 

corporation making profits in Kuwait to pay 50% taxes on 
those profits. 


The Soaring Market: \"It Makes No Sense" 


3. (U) When asked about specific reasons for the daily 
records set by the KSE 

sense" and could not be attributed to any specific market 
fundamentals. She explained that most of the trading 
actually takes place by the 14 licensed brokers 

orders over the phone from their clients. The hundreds of 
people sitting around at the market everyday represent 
individual traders who 

doing very little trading and are mostly just \"passing the 
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time. She noted that many of them are retired Kuwaitis and 
that their presence creates a V'herd mentality" which can 
drive stocks up or down very quickly. 


Technological Advancements 


4. (U) Al-Rasheed described how the KSE has evolved from a 
System based on an erasable whiteboard to one on par with the 
most technologically advanced stock exchanges of the world. 
Daktronics 

installation of the first phase 

integrated electronic display system in December 2004. In 
March 2004 

million contract for the second phase of the project. Two of 
the 14 licensed brokers are currently taking stock orders 

from their clients online 

others expected to follow soon. Al-Rasheed added that the 
KSE itself plans to implement direct online purchasing 

through its website (http://www.kuwaitse.com). Al-Rasheed 
also said that the KSE would soon create new sector 
classifications 

investments 


KSE Regulated \"More Than Other Markets!" 


5. (U) Al-Rasheed said that 

other stock markets 

more so than most others. She said that insider trading was 
prohibited 

request if they themselves wish to purchase stocks. Most 
supervision of companies is done through the Ministry of 
Commerce and Industry and through the bank lenders of the 
companies 

The KSE only provides supervision over actual trading 
activity 

exchange for various suspicious activities related to 

inflation of stock prices. Noting recent news reports about 
the over-subscription of a number of high-profile initial 

public offerings 

cut down on V'group buying\" of IPO shares and was going to 
limit individuals to buying just the shares allotted to a 

person and his or her immediate family. IPO shares of new 
companies have always been distributed on an individual 
basis 

or \"rent\" the Civil IDs of many people and purchase stocks on 
their behalf 


Women: They Can't Vote 
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6. (SBU) Al-Rasheed took great personal pride in the V'Ladies 
Trading HallV 

upper floor of the exchange. She said that even she 
high-ranking employee of the exchange 

going on to the main floor because there are so many men 
there. She said that women had complained to the KSE 
management that their husbands 

taking their money and playing the stock market 

women had no control over how the men invested the money. To 
rectify the situation 

at the exchange 

separate area. It is well-equipped and even has the new 
Daktronics display system before the men have it in the main 
trading area. On the day that we visited the KSE 

was quite active 

provides a female employee who can train the women traders. 
Al-Rasheed said that the Hall was doing very well. She 
described herself as a supporter of women\'s rights 

the right to vote and run for office. She said that she 

thinks the whole voting issue is really about money and the 
fact that the men \"just don\'t want to share the cake. V 


Seeking U.S. Training Opportunities 


7. (U) Al-Rasheed spoke of the need for more training for 
KSE employees and specifically mentioned her desire to get 
more employees to the U.S. for training. She asked for 
posts assistance in getting some of her staff to the NY 
Institute of Finance for training. (Comment: Post has 
contacted the appropriate person at the NYIF and put the two 
organizations in contact.) Al-Rasheed said that she 

regularly visits stock exchanges around the world to get new 
ideas and usually tries to keep the KSE ahead or on par with 
other exchanges. She and other KSE staff had attended a U.S. 
Securities and Exchange Commission workshop in the U.S. in 
the past 

colleagues was unable to secure his visa in time to attend. 


Bio Note 


8. (SBU) Al-Rasheed speaks excellent English and travels to 
the U.S. often. She is one of 15 children. One of her 
brothers is the recently appointed Minister of Information 
Annas Al-Rasheed. Another brother 

Manager of Kuwait Oil Companys Planning Group 

sister 
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The Foreign Minister also discussed his recent trip to Iran 
describing it as a successful effort to prevent Iran from 
unilaterally drilling in a disputed off-shore gas field (refs 

E and F). He said President Khatami 

invitation to visit Kuwait 

issue during his time as president. Shaykh Dr. Mohammed also 
raised concerns about the Iraqi insurgency and Iraqi military 
training and informed the Ambassador that the USD 78 million 
of frozen Iraqi assets to be transferred to the Development 
Fund for Iraq is still with Kuwait\'s UN Mission but opined 

that at least a portion could be passed to the GOI now (ref 

C). Regarding support for the Palestinians he stated that 
Kuwait announced the release of USD 40 million during the 
Algiers summit and is expecting Palestinian Authority 

President Mahmoud Abbas to visit Kuwait (ref D). Shaykh Dr. 
Mohammed mentioned an interest in traveling to Washington 
during May in advance of Prime Minister Shaykh Sabah Al-Ahmad 
Al-Sabah\'s anticipated visit. End Summary. 


Women\'s Rights Will Not Be Held Hostage By MPs\' Tricks 


2.(C) The Foreign Minister said the GOK is taking the issue 

of women\'s political rights “опе step at a time." He 

believes the GOK has successfully separated the religious 
argument from the political one. He remarked that no one can 
hide behind an obscure fatwa to oppose womenVs rights. He 
said that what is important is to get women voters 

registered 

change overnight. V 


3. (C) Regarding the second reading of the recently passed 
bill granting women political rights at the Municipal Council 
level 

are playing tricks with us (refs A and B).\" He seemed 
concerned that the Islamic Bloc would raise the issue of 
voting rights for police and military personnel to scuttle 

the current bill and the effort to grant women political 

rights. (Note: Currently Kuwaiti police and military 

personnel can neither vote in national elections nor run for 
political office. Many Islamists believe it would be an 

injustice if Kuwaiti women gained the right to vote while 

many adult male Kuwaitis remain legally prohibited from doing 
so. End Note.) The Foreign Minister also suspected that some 
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MPs may add to the existing bill the controversial issue of 
electoral redistricting to further reduce chances of support 
for the women\'s rights legislation. One such proposal would 
allow citizens to vote only in the district in which they 

reside 

this approach to redistricting without going through the 
legislative process. Remarking that it was a very contested 
issue 

election to the district of those they wish to support. The 
Foreign Minister said the GOK is willing to discuss all of 
these additional issues but that it would not be held hostage 
by them. He said he is confident that the GOK position has 
enough votes to pass the legislation. 


4. (C) Shaykh Dr. Mohammed said the GOK intention is to start 
registering women to vote as soon as the legislation passes. 
He explained that the registration process for the Municipal 
Council is the same as that for national Parliamentary 
elections. He stated that the issue would be \"sealed\" if the 
municipal bill passed. 


5. (C) He further outlined two possible GOK strategies to 
secure women\'s political rights at the national level. The 
first scenario is for the GOK to introduce a bill calling for 
women\'s national political rights during the Municipal 
Council elections. He said that no one would stand up and 
say women cannot vote in Parliamentary elections while they 
are queuing up to cast ballots in municipal elections. 
Another option is to dissolve Parliament once women are 
registered to vote and then call new Parliamentary elections 
allowing all registered women the right to vote and run as 
candidates. 


6. (C) The Foreign Minister remarked that most in the GOK and 
Parliament know that the Municipal Council bill is a prelude 

to Parliamentary voting rights for women. He also said that 
womenv's political rights introduces an element of uncertainty 
for most MPs. He remarked that it is a politically 

courageous position for an MP to support the measure because 
many will be voting against the will of their constituents 
especially MPs in rural areas 

MPs. 


Iran Drilling Threat Prompts FM\'s Trip 


7. (C) The Minister frankly admitted to recent problems with 
Iran. He said that he recently visited Iran to settle a 

dispute over the contested continental shelf 

that he mentioned has been ongoing since 1968. (Note: The 
Foreign Minister visited Iran April 20-22. End Note.) He 
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explained that discussions centered on the off-shore Al-Durra 
gas field of which about ten percent is in dispute. He said 
that the Iranians 

and began drilling into the northern tip of the gas field 
percent of which he stated is squarely in Kuwaiti territory. 


8. (C) He explained that he was \"dispatched\" to Iran because 
Iran in March declared its intent to begin re-drilling in the 
disputed region. He said the two sides managed to agree to 
three items: that a disputed area exists 

no unilateral activity in the disputed area 

technical committee should be formed to resolve the dispute. 
He said the reaction from the Iranian government to his trip 
was positive and that President Khatami told him that he 
wants to finalize the issue during his time as president. 

The Foreign Minister was hopeful but not overly optimistic 
that President Khatami would make efforts to resolve the gas 
field dispute. President Khatami accepted a GOK invitation 
to visit Kuwait but no date has been arranged for travel. 


9. (C) The FM also said that he conveyed to President Khatami 
Kuwaiti concerns about the potential environmental 
consequences of the Iranian nuclear plant. He stated that he 
told President Khatami that Iran was building the Bushehr 
nuclear reactor on unstable territory that was subject to 
earthquakes and that Kuwait\'s concern wasnt just about a 
possible Iranian nuclear weapons program but that the reactor 
in question was located in proximity to Kuwait. According to 
Shaykh Dr. Mohammed 

Germans chose the site years ago and that the technology 
being employed is not of the V'Chernobyl type\" and includes 
the latest Russian safeguards. 


Iraqi Insurgency And Military Training Levels Concern FM 


10. (C) The Foreign Minister said he was troubled to read a 
U.S. military statement that the level of insurgents 

operating in Iraq is unchanged from last year. Shaykh Dr. 
Mohammed said because there has been no change 
assumed that a \"professional\" group is operating in Iraq and 
not just Abu Musab Al-ZarqawiVs group. He also inquired 
about the recent downing of a U.S. helicopter in Iraq and 
whether the Iraqi militants had acquired a new military 
capability. The Ambassador assured the Foreign Minister that 
the attack did not appear to represent an increased insurgent 
military capability. 


11. (C) The Foreign Minister also inquired about the status 
of Iraqi Army training and whether it was behind schedule 
because he had heard that ShiVas and Kurds were trying to 
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move their own militias into the Sunni triangle to quell 

unrest. The Ambassador explained that training is 
progressing but problems such as a dearth of mid-level 
leadership and significant attempts by insurgents to 

infiltrate the military continued to hamper efforts. The 
Ambassador also made clear that the U.S. did not wish to see 
security units segregated by ethnic group 

to avoid this. 


12. (C) Shaykh Dr. Mohammed expressed his appreciation for 
the U.S. acceptance of the fuel proposal. He remarked that 
the next step was to begin the legal procedures with KPC and 
provide auditors with required information. 


Development Fund Money Tied Up In Legal Department 


13. (C) The Foreign Minister said that Iraqi Foreign Minister 
Zebari inquired about the USD 78 million of frozen Iraqi 
assets to be transferred to the Development Fund for Iraq 
(DFI) (ref C). Shaykh Dr. Mohammed said the MFA Legal 
Department was trying to determine whether these were active 
claims and that by law 

claim must be adjudicated before the GOK could release the 
funds to Iraq. The FM offered to provide a legal explanation 
to the Iragis on this issue. He also talked about the idea 

of releasing a portion of the money before the issue of 
pending claims is fully resolved. The Ambassador urged 
prompt resolution of the matter. 


Support To The Palestinians 


14. (C) Responding to the Ambassadors question about support 
for the Palestinians 

GOK announced the transfer of USD 40 million to the 
Palestinians during the Algiers summit in late March and 

pointed out that Palestinian Authority President Mahmoud 

Abbas accepted an invitation to visit Kuwait but that they 

were still waiting on a date (ref D). He then expressed 
frustration that Israel had not been helpful as of late. He 

said that Prime Minister Sharon was playing politics with 
humanitarian issues and raised concerns stemming from a press 
report that Israel is employing high-powered x-ray machines 

at checkpoints. He said the article claimed that the 

machines were the type used in hospitals and could cause 
overdoses of radiation and trigger miscarriages in pregnant 
women. He remarked that if the claims were true 

must be done. 


FM To Visit Washington Ahead Of Shaykh Sabah 
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15. (C) The Foreign Minister expressed an interest in 
traveling to the U.S. in the second half of May 

desired Prime Minister\'s visit later in the summer. He said 
he would be in Brazil during that period and would like to 

stop in the U.S. to meet with the Secretary. The Ambassador 
encouraged the Foreign Minister to visit even if the 

Secretary were unavailable. He remarked that there are 


SIPDIS 

others in Washington who would also appreciate meeting with 
him. Calling him a very good friend of Kuwait 

Mohammed remarked that perhaps a meeting with the Vice 
President would be useful. He added that the U.S. and Kuwait 
still need to address long-term issues such as a free-trade 
agreement (FTA) 

U.S. universities 


16. (C) Shaykh Dr. Mohammed mentioned that the GCC wanted to 
secure a multilateral FTA but that it was the U.S. that 

insisted on bilateral FTA agreements. He mentioned that the 

rest of the GCC did not appreciate the Saudi position 

vis-a-vis the U.S. FTA talks with Bahrain. The Foreign 

Minister said he was glad to see the Saudis moving forward on 
joining the WTO. 


17. (U) Baghdad minimize considered. 
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(including four foreign tourists) were injured. The GOE 
reports that the bomb detonated when the bomber jumped from 
an overpass onto Abdel Moneim Riyad Square near the Egypt 
Museum. In the second 

women were killed in a shooting. The details of the second 
incident near the Citadel remain vague; the two women 
(according to press reports the sister and fiance of the 

April 30 suicide bomber) may have fired on a tourist bus with 
a handgun. They were then shot by police or 

another account 

Reports indicate that both women died as a result of the 
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incident 

at a local hospital. Both events occurred near popular 
tourist sites in Cairo. 


4. (SBU) The RSO made clear that many details of the day\'s 
events 

under investigation by Egyptian authorities. There are 

strong indications that the April 30 incidents are related to 

the April 7 bombing at the Khan Al Khalili bazaar and that 

the individuals involved in both attacks are closely linked. 
Police are still reportedly searching for the brother of the 

April 30 bomber who has been identified as Mohamed Yousry 
Yassin Ali. Press reports have also referred to an 
accomplice driver 

There are also reports that another member of the cell 
captured earlier on April 30 

prepared other bombs. 


5. (SBU) According to the Egyptian Minister of Health 
Israelis 

wounded in the incident near the Egypt Museum 

The Italian Embassy reported that their citizen is in stable 
condition after initial surgery to remove schrapnel from the 
explosion. She is being transported to Italy in the coming 
day or two to undergo a more sensitive operation to remove 
debris from her neck. The presence of nails removed from the 
victims and the site of the April 30 attack indicate a 
similarly constructed device as that used April 7. There are 
no reports of American citizens involved in the April 30 
incidents. 


6. (U) Egyptian Prime Minister Ahmed Nazif sought to allay 
fears of a possible resurgence in Islamic extremist violence 

April 30 

attacks “Жа not represent a pattern.\" Nazif stated that he 

was V'positive our society and the security services are able 

to maintain security and safety." Later the same day 

the Sheikh of Al Azhar and the Egyptian Grand Mufti condemned 
the attacks 

The Muslim Brotherhood also issued a condemnatory statement 
April 30. 


7. (SBU) The Charge sought comments on the appropriate 
Embassy response following the April 30 attacks 

the April 7 attack as well as the experience of the 
mid-1990\'s in Egypt when tourists and tourist sites were 
specifically and repeatedly targeted by militant groups. 
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Consular noted that the Embassy switchboard and consular duty 
officer had not received an unusual level of calls or 

inquiries related to the April 30 incidents 

the absence of so many expatriates from Cairo over the local 
four-day holiday weekend. The EAC discussed the tenor and 
content of warning language for an updated Embassy warden 
notice. All agreed that repeated terror incidents in the 

space of a few weeks merited a clear warning to Americans 
considering travel to Cairo. 


8. (SBU) The EAC engaged in considerable discussion on the 
nature of the threat and the appropriate reaction. The group 
weighed the unsophisticated nature of the April 7 and April 

30 attacks against the uncertainty regarding how successful 
the GOE has been in eliminating the cell involved and the 
possibility of copycat attacks or attacks by members of this 
group who may remain at large. The EAC agreed that new 
travel advisory language should reference the regional Middle 
East travel warning already in place and that Aemricans 
should be warned to avoid crowds and tourist sites for the 
next four weeks. The group decided not to change the 
current 

official Embassy community. 


9. (SBU) The Embassy will review all sources of information 
on the threat to tourists and will convene additional EAC 
meetings as appropriate. The warden system will be reviewed 
for its effectiveness 

new travel advisory information. The Charge closed the 
meeting noting that the EAC would need to be vigilant in 
reviewing the security situation for upcoming visits of 
American officials and events involving the American 
community. 


10. (U) On May 1 
American citizens registered at the Embassy and also posted 
the notice on the U.S. Embassy website. Begin text of notice: 


Warden Notice: 
On Saturday afternoon 


attacks in Cairo that resulted in serious injury to tourists. 
One was a bombing just north of the Egyptian Museum and the 
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other a shooting near the Citadel. Seven people (including 
foreign tourists) were injured in the first attack 

three assailants in the two attacks are reported to have 
died. No Americans were injured in either of the two 
attacks 


The Government of Egypt believes that both attacks were 
linked to the April 7 bombing in the Khan EI Khalili bazaar 

that killed four 

Government further believes that the three incidents were 
carried out by one small and unsophisticated terror cell that 

has almost been eliminated. It is difficult for the U.S. 
Government to independently assess the Egyptian Government 
claim concerning the viability of this terror cell. 


All U.S. citizens are strongly advised to consider avoiding 
tourist areas in Cairo until the threat environment becomes 
clearer. U.S. citizens should not linger amidst crowds of 
tourists in public areas. In line with the Middle East and 

North African Public announcement 

to be exceedingly careful and maintain a heightened awareness 
of their surroundings. Any suspicious behavior should be 
reported to authorities. The Embassy intends to review 

this advice on May 15 

information becomes available. 


As the U.S. Government develops information on any potential 
security threats to U.S. citizens overseas 

credible threat information through its consular information 
program documents 

http://travel.state.gov. For further information 

citizens may call the Embassy 

Unit on 797-2301 during business hours 

from 8:00 a.m. until 4:30 p.m. For emergencies after 
business hours and on weekends 

Embassy Duty Officer via the Embassy switchboard on 797-3300. 
The Embassy is located at 5 Latin America Street 

City 

at the Embassy 

recent State Department Worldwide Caution Public 
Announcement 

Announcement contain additional security information. These 
documents can be found at www.travel.state.gov. 


Finally 

register their presence via the Internet 
athttps://travelregistration.state.gov/ibrs/h ome.asp to 
facilitate communications. 


End text of message. 
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Special Powers Act concerning sabotage to broaden their 
coverage and thereby their utility for counter-terrorism. A 
MHA lawyer told us that 

incidents the past year against political and religious 
targets 

their colonial-era focus on sedition. 


2. (C) The amendments are still in the drafting stage 

the drafters appear amenable to suggestions. When RLA noted 
that the V'waging or abetting war" language (which is 

primarily concerned with insurgency movements) could be 
strengthened by criminalizing financial aid to such 

movements 


3. (C) COMMENT: MHA is acting at the behest of the PMO and 
Bangladeshi intelligence services. We will provide whatever 
assistance we can to raise Bangladeshi law to international 
standards and promote the development of an effective 
anti-terrorist legal regime. The draft amendments make no 
specific reference to terrorism 

BDG\'s public stance that there is no international terrorism 

in Bangladesh. Bangladeshi laws do not appear to require 
substantial overhaul 

needed 

(AMLA). A draft of an amended AMLA law with substantial 
input by DOJ attorneys is 

review.\" RLA will continue to work through informal channels 
to push amendments to these and other laws to give 
prosecutors and investigators better laws to secure 
convictions in counter-terrorism cases. 

CHAMMAS 
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the V'Environmental Sustainability Index (ESI)\" published by 
Yale\'s Center for Environmental Law and Policy 

for International Earth Science Information Network (CIESIN) 
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at Columbia University 
According to the ESI Executive Summary 


“benchmarks the ability of nations to protect the 
environment over the next several decades. It does so by 
integrating 76 data sets tracking natural resource 
endowments 

management efforts 

its environmental performance - into 21 indicators of 
environmental sustainability.\" 


ESI then compares each \"nation\" and rank orders them. 
Taiwan was ranked only second to North Korea in terms of 
worst performances. 


3. (SBU) As soon as the report came out 

policy makers and academics in Taiwan expressed surprise and 
disbelief. The report defies common sense for anyone who is 
familiar with some of the notable improvements in Taiwan\'s 
environment over the past decade. Looking at TaipeiVs 
efforts with respect to solid waste alone explains why 
TaiwanVs environmental leaders find it hard to believe that 
Taiwan\'s \"ability to protect the environment" was ranked at 
the bottom of the ESI. In the early 1990s 

city Taipei was notorious for the trash heaps common to most 
street corners. Now 

stewardship spelled out below 

litter free. 


4. (SBU) In 1992 Taipei instituted a regular recycling 

program. Then in 1995 

collection service 

from TaipeiVs streets. In 2000 

program to charge consumers for the costs of trash disposal 

by charging for mandatory government garbage bags instead of 
incorporating the fee into their water bills. This has led 

to a 47.2 percent reduction in the annual amount of solid 

waste generated in Taipei. In 2003 

became mandatory for many products and each year new 
measures enhance the amount and range of materials that must 
be recycled. Beginning in 2005 

required to be separated and recycled. 


5. (SBU) Taiwan also boasts some of the world\'s strictest 
air emission regulations (and fines) and has similarly 
demonstrated significant progress in reducing air pollution 
over the past decade. For example 
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that Taiwan had a composite Pollutant Standards Index (PSI) 
level above the \"unhealthful\" level of 100 fell to 2.61 
percent in 2003 from 6.98 percent in 1994. (The PSI is an 
indicator that measures air pollution levels of five major 
pollutants - ozone 

nitrogen dioxide 

perspective 

called the V'Air Quality Index" (which in addition to the 

five pollutants in the PSI also measures lead levels) 

2003 

the unhealthful level of 100. 


6. (SBU) Though Taiwan has made progress in reducing its air 
pollution and solid waste generation in recent years 

still has plenty of room for improvement in its 

environmental stewardship. For instance Taiwan has been 
notably less effective in addressing water pollution than 

air and waste pollution. In fact 

percent of TaiwanVs wastewater is treated as compared to an 
average wastewater treatment level of approximately 59 
percent in OECD (Organization for Economic Cooperation and 
Development) countries. Taiwan also faces some other major 
environmental challenges. In addition to being highly 
industrialized 

population densities and vehicle per capita densities in the 
world. As a result 

reducing industrial air pollution 

pollution has increased. 


7. (SBU) Comment. While it might have been equally surprising to 
find Taiwan at the top of the ESI ranking 

notable progress over the past decade in reducing air 

pollution and solid waste 

is simply counterintuitive. End Comment. 


8. (U) Marc Levy 

ESI study (the Associate Director for Science Applications 
at ColumbiaVs Center for International Earth Science 
Information Network) met with Taiwan\'s Environmental 
Protection Agency (TEPA) on April 20 to discuss Taiwan\'s 
ranking. 


9. (SBU) Mr. Levy noted that the \"strong\" preference of the 
investigators on the project was not to use data from 
governments 

organizations. Levy recognized that 

collecting data was extremely difficult because Taiwan is 
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not a member of most of the international organizations from 
which the ESI project collects its data. Levy noted that 
Taiwan has been V'systematically excluded from the data 
collection systems upon which the ESI reliesW and that the 
ESI receives the largest proportion of TaiwanVs data through 
\"alternative\" routes. In fact 

5 percent of the data came from the national government 
TaiwanVs case over 40 percent of the data came from Taiwan 
government sources. Levy stated that 

the input data used for Taiwan have not gone through the 
same \"comparability tests\" as the data used for other 
economies. 


10. (SBU) During Levy\'s meeting with ТЕРА officials 
several flaws in the data used for Taiwan were illuminated. 
Most notably 

\"nations\" compared in the study was supposed not to have 
been applied to Taiwan. That indicator called 
\"participation in international collaborative efforts" ranks 
the \"nations\" on how well they cooperate with international 
organizations. According to Levy 

supposed to exclude this indicator from TaiwanVs ranking 
because of Taiwan\'s unique political situation. Upon a 
closer look 

was revealed. Instead of putting a blank for Taiwan on 
this indicator as intended (thereby nullifying the impact on 
its ranking) 

possible ranking for that category. 


11. (SBU) Further questions about the veracity of the input 
data used for Taiwan were raised during the meeting between 
TEPA and Levy. One TEPA official while flipping through 

the report noticed that Taiwan scored extremely low on the 
indicator called \"reducing waste and consumption pressures." 
TEPA looked at the input data used for Taiwan for that 
indicator and found that the figure the ESI used was 100 
times greater than the one published by TEPA. In fact 

figure ESI used suggests that Taiwan with a population of 
approximately 23 million generates the same amount of waste 
as the United States with a population of approximately 296 
million. 

12. (SBU) During the meeting between Levy and TEPA 
ESTOFF also noted that Taiwan appeared to have scored 
particularly low with respect to the indicators on \"land\" 

and \"biodiversity.\" While this makes intuitive sense with 
respect to the 29 percent of Taiwan\'s mostly flat and highly 
populated land in the northern and western coasts of Taiwan 
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it would not appear to account for the close to 70 percent 
of TaiwanVs land that is highly mountainous 

sparsely populated. Upon a closer look at the data used to 
calculate Taiwan\'s grade for \"land\" 

report qualified only .1 percent of Taiwan as \"wilderness.\" 


13. (SBU) Levy was most concerned about the outright 
mistake in putting down a \"zero\" instead of a blank for the 
indicator regarding cooperation with international 
organizations for Taiwan. With respect to the other 
apparent incongruencies discussed 

figures should be further researched. Levy 

clear that the report would not be repealed and that the 
best Taiwan could hope for was that a correction notice be 
sent out or posted on the Project\'s website. Levy\'s main 
goal was to improve the data collection for Taiwan in 
anticipation of the next ESI report in about two years. To 
that end 

representative to meet with the ESI collaborators at Yale 
and Columbia Universities and review in more detail the 
input data used for Taiwan. TEPA also invited the ESI 
collaborators to come to Taiwan to work with TEPA towards 
improving the project\'s data collection methods for Taiwan. 


14. (SBU) Based on the meeting between Levy and TEPA 
appears that the data used for Taiwan was flawed and that 
Taiwan\'s dismally low grade and ranking are unwarranted. 
As Levy noted 

Taiwan not being a member of the international organizations 
upon which the bulk of the data used is collected. This is 
also the first year in which Taiwan has been included in the 
index. Taiwan was not a part of the ESI pilot studies 
conducted іп 2001 and 2002. As a result 

difficulties in data collection for Taiwan may not have been 
realized until now. This is a clear case where Taiwan has 
been disadvantaged by its inability to participate in 
international organizations. However 

quite willing to work with Taiwan to improve data collection 
for the future. More reliable data collection methods 
should enable Taiwan to repair its likely undeserved 
exceptionally poor rating for environmental stewardship. 
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law enforcement authorities have expressed concerns over a 
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potential surge of telecom fraud in IP networks. End 
Summary. 


2. Since Taiwan opened its telecom market to VolP service 
providers in July 2001 

from the telecom regulator 

Telecom (CHT) and three private fixed-line operators have 
already begun to carry their international voice traffic 

over IP networks 

that this development was a result of its decision in 2000 

to award fixed-line licenses to companies willing to build 
advanced broadband networks. As of September 2004 
companies in Taiwan were providing VolP services to 270 
subscribers and generating total revenues of 250 million NT 
dollars (USD 7.9 million). 


3. DGT began to look into monitoring VoIP industry in 2004 
as IP technology and services improved. After two open 
public consultations in June and November of 2004 
announced April 15 

regulatory approach that will avoid unnecessary intervention 
in the market but promote V'social obligations 

assisting law enforcement authorities in combating online 
fraud. 


4. Based on these principles 

five-article regulation before inviting further public 
comments. Most likely 

be allocated to VoIP services and will consider number 
portability when it is technically feasible. DGT will 

propose that providers with paid-in capital exceeding one 
billion NT dollars (USD 32 million) may receive numbering 
directly from DGT; others may lease from the primary 
operators. Six of incumbent VoIP providers have capital 
investments exceeding two billion NT dollars (USD 63 
million) 

32-63 million) 

NT dollars (USD 3.2-32 million). Meanwhile 

existing telecom operators are capable of engaging in VoIP 
business - 21 have capital investments exceeding two billion 
NT dollars 

157 between 100 million and one billion NT dollars. DGT is 
also leaning toward mandating interconnectivity between VoIP 
providers and fixed-line and wireless operators and has no 
plans to set voice quality standards 

select between different voice quality services. 


5. Consumers appear to be embracing this IP technology. 
According to PChome Online 

nine months of its introduction to Taiwan last July 

has solicited 1.5 million subscribers from the island\'s 22 
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million population and will likely celebrate two million 
members on the first anniversary. In contrast to enthusiasm 
from DGT 

telecom operators are increasingly nervous about this new 
trend. Chunghwa Telecom relied on fixed-line services for 
38 percent of its 2004 revenues. In particular 

local call services accounted for 61 percent of its 2004 
fixed-line revenues 

percent and international call services for 22 percent. 

Some have speculated that CHT is actively seeking a way to 
degrade the quality of VoIP services 

carried over CHT networks in an attempt to protect its 
lucrative voice business. 


6. CHT ex-chairman and professor at National Chiao Tung 
University 

conference in March that VoIP will \"evaporate\" all voice 
income by traditional operators. This would come as a major 
setback for CHT 

through its control over the Vlast mile" - fixed-line access 

to business and residential buildings. However 

lingering consumer concerns over the effectiveness of 
network security measures 

immediate move from traditional telephone to VoIP services. 
Taiwan law enforcement authorities have also expressed 
uneasiness that a trend toward use of VolP communications 
would undermine recent efforts to combat telephone fraud. 
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several went so far as to suggest that the India-China 
agreement on border issues was of greater long-range 
strategic import than the US initiatives. They also insisted 

-- despite recent Administration statements -- that a 
perception of \"hyphenation\" continues to surround the popular 
Indian view of U.S. policy towards New Delhi and Islamabad. 
The MPs also did not understand the extent 

long-range impact of the proposed F-16/F-18 offer. The group 
urged that more be done to demonstrate the US-India 
transformation to the broad Indian public. The Mission will 
ramp up its outreach to MPs beyond the IUPF members to 
counter these misperceptions and explain the March 25 
initiatives. End Summary. 


2. (C) Opening the meeting with IUPF member MPs 
highlighted the new peak in US-India relations following Dr. 
RiceVs March 16 visit to New Delhi. Emphasizing the 
significance of the March 25 South Asia Initiative in terms 
of strategic 

cooperation 
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regarding how well this message had been received and 
understood in the Parliament and more broadly in India. 


3. (C) During the 2 hour freewheeling discussion that 

followed 

unanimous in the view that while they and other IUPF members 
were much more informed about the current state of US-India 
relations and recognized and appreciated the significant 
transformation that has taken place in the last several 

years 

public at large. 


4. (C) The MPs observed a tendency among their 
Parliamentarian colleagues and the broader Indian public to 
see progress on India-China 

recent progress achieved on Sikkim and the border principles 
agreement during the Wen visit 

foreign policy achievement in recent months. As one MP 
noted 

message remains \"flat\". Maintaining that the importance of 
the USG proposal to co-produce F-16/F-18s with India had also 
been lost on the Parliament and the Indian public because the 
\"reciprocal\" US offer of F-16s to Pakistan 

that the extensive benefits contained in the US offer were 
widely unrecognized and the offer was widely seen as just a 
\"30 year old airframe.\" The MPs complained about a lingering 
sense of \"hyphenation\" in the US approach to India and 
Pakistan 

have gotten a much more favorable response if they had not 
coincided with the Pakistan F-16 announcement. V'The 
government and strategic analysts are on your sidel" 

remarked 


5. (C) The Charge 

in considerable detail the ambitious nature of the F-16/F-18 
proposal and the other elements of the US South Asia 
Initiative. The MPs argued that the Mission needed to do 
more to demonstrate to other MPs and to the broader Indian 
public the full extent of the transformation that has taken 
place with bilateral relations. V'You (the US) need to drive 
home the message that Washington aims for an exclusive 
relationship with India 


6. (C) The Ambassador and other Mission elements already 
have conducted extensive outreach to the media and think 
tanks 

Nonetheless 

increasing efforts to reach out to other lawmakers 

intends to engage major US corporations 

contractors 

message out regarding the new US-India agenda and the 
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opportunity reflected in the March 25 initiatives. 


7. (C) IUPF Participants: 
Rajiv Shukla 

Sachin Pilot 

Robert Kharshiing 
Manvendra Singh 
Ajay Maken 

Madhu Goud Yaskhi 
BJ Panda 

Milind Deora 
Ramesh Chandran 
BLAKE 
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case file is titled \"State vs. Sao Hkam Hpa and Accomplices.\" 
Preliminary hearings are reported to be underway. 


3. (C) Legal sources say that Sao Hkam Hpa will likely be 

tried in absentia for treason and conspiracy against the 

state 

addition 

in Burma by Sao Hkam Hpa and the other Shan leaders in exile 
and strip them of Burmese citizenship. 


4. (U) In a similar instance in 1989 

against Sawbwa Sao Hkun Hkio for allegedly supporting an 
anti-GOB organization. The Sawbwa did not appear in court 
and he was prosecuted in absentia. The GOB confiscated all 
of his property 

ever visiting Burma. 


5. (U) On May 1 

insert to the official regime newspaper making the case 
against \"the renegade Sao Hkam Hpa and his cohorts." The 
pamphlet contained a transcript of the Home Affairs 
Ministers April 22 V'press conference\" (ref A) and some 30 
statements from political parties and cease-fire groups 
denouncing the separatist effort. Ironically 

statement was issued by the Shan Nationalities League for 
Democracy (SNLD) 

conspiring with Sao Hkam Hpa and others to secede from the 
Union. 


6. (C) Comment: As Sao Hkam Hpa has been living in Canada for 
decades 

or carries a Burmese passport. Trying him in absentia would 

thus have minimal impact on him personally. Such action 
however 

quixotic secession movements 

for the ongoing crackdown on Shan groups 
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SPDC\'s fatuous claim that continued military rule is 
necessary to preserve the Union. End Comment. 
Martinez 
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tends to exaggerate perceptions of the PRCVs economic 
engagement here. Many companies 

Filipinos with Chinese ancestry 

China 

commercial investments that will further strengthen ties. 

That said 

unions remain especially concerned about the future impact of 
China\'s export competitiveness and labor resources. 


2. (SBU) Over the weekend prior to the Hu visit 

crews have lined Roxas Boulevard 

streets 

and Philippine flags and the slogan &A New Golden Age of 
Partnership.8 The proximity of the two countries 

historical connections 

Filipinos of Chinese descent within Philippine society makes 
the development of a strong relationship between China and 
the Philippines a logical and pragmatic move. Last week 
visit of Chinese President Hu Jintao April 26-28 coincided 
with the 30th anniversary of the diplomatic relationship 
between the Philippines and China. Their economic 
relationship 

scholarship substantiates a significant 

continuous 

the seventh century. 


3. (SBU) Xiao Qian 

that the most important substantive aspect of the visit was 
on the economic and trade side. As China has emerged as a 
major economic power in Asia 

that it could stand to reap significant benefits from 
developing a closer trade relationship with China and 
attracting Chinese investments. At the same time 

of increasing Chinese competitiveness 

and unorganized labor it offers 

foreign direct investment causes many Filipinos to take a 
more cautious stance towards the possibility of closer 
engagement. 
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4. (SBU) Trade relations between China and the Philippines 
have been growing at a more rapid pace since China 
accession to the WTO. Data from the Philippine National 
Statistics Office (NSO) reveals that Philippine exports to 
China increased by 71% in 2002 

This growth is markedly higher than the growth experience by 
Philippine exports to the world as a whole (which increased 
only by 10% in 2002 

much higher than the growth rate of Philippine exports to 
China prior to 2001. A 2004 study conducted by the 
Philippine Institute for Development Studies reveals that 

total exports from the Philippines to China grew at an 
average of 13.5% over 1980-1996. China 

WTO in 2001 and its subsequent actions to liberalize its 
markets has been one of the driving forces behind this 
dramatic growth in Philippine exports. The PRC absorbs about 
7% of Philippine exports 

than that of the U.S. (1896) or Japan (1996). The Greater 
China market 

absorbs 21% of all Philippine exports 

have collectively become the country's largest export market 
so the V'China market!" for Filipinos is significantly much 
more than that of the PRC. The Greater China concept 
course 

here. Major Philippine exports to China include 
semi-conductor devices 

office equipment 


5. (SBU) Imports from China have also increased 

dramatically. Inbound shipments from China only reached $294 
million in 1994 

China accounted for $2.533 billion 

compared to the U.S. share of 1696. Philippine imports from 
China include semiconductors 

metal-based construction materials 

degree of intra-industry trade in this bilateral relationship 
threatens many Philippine manufacturers and exporters. 
Philippine businesses and labor unions remain concerned about 
China\'s growing export competitiveness and large labor 
market. Big business 

Chinese-Filipinos 

investments in China 

bulk of manufacturers here 

in the years ahead. 


6. (SBU) During Hu Jintao 
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of $20 billion in bilateral trade in the next two years and 

$30 billion by 2010. The trade numbers put out by the 
National Statistics Office of the Philippine Government 
however 

trade. Many of the goods from China entering the Philippines 
arrive in clandestine shipments and are not incorporated into 
the &official8 statistics. The Website of the Philippine 
Embassy in Beijing draws on data from China 

Administration of Customs to list the volume of 2004 

bilateral trade at $13.3 billion 

billion cited by the RP 

discrepancy between the data collected by the Chinese and 
Philippine governments suggests that a great deal of the 
trade between these two countries is happening &under the 
radar.8 The Philippine press has recently carried stories 
about local producers of shoes 

have been negatively affected by the large-scale smuggling of 
Chinese goods. China is the source of a number of 
IPR-infringing items such as DVDs and designer knock-offs 
that line the stalls of some of Metro Manila 

shopping districts. Not all pirated goods on the Philippine 
market need to be smuggled in from China to make their way 
onto store shelves. On April 1 

plant producing 300 

arrested 11 undocumented aliens (it remains unclear whether 
they are Taiwanese or PRC nationals) who had staffed the 
operation. 


7. (SBU) The Philippines enjoys a small trade surplus in its 
trade relationship with China 

$100 million in agricultural trade. But if anecdotal 

accounts of rampant smuggling of goods from China are 
accurate 

significant trade deficit. Agricultural issues have figured 
prominently in the bilateral trade relationship 

fact that agriculture represents an increasingly small 
proportion of their bilateral trade relationship (electronics 

now make up more than half of all goods exchanged.) One of 
the &major concessions8 the PRC had made during Hu Jintao 
visit 

a trading protocol between ASEAN Member States. The PRC will 
now allow Philippine agricultural exports similarly 
concessional status as it already affords Cambodia 

Vietnam. Qian indicated that these three countries would 
likely be unhappy with the inclusion of the more developed 
Philippines 


Column 3 

8. (SBU) The two governments also signed a Memorandum of 
Understanding that will allocate 

basis 

Philippines minimum access obligations under its WTO 
accession agreement. This MOU represents approval by China 
as one of nine challenging WTO member countries 

request by the Philippines for extension of its special 

treatment for rice under Annex 5 of the WTO Agreement on 
Agriculture. That is 

contained in this bilateral MOU 

GRP to continue to maintain quantitative restrictions on rice 

for an additional seven years. 


9. (SBU) Although Chinese merchants have long dominated the 
business community in the Philippines 

isolated from mainstream Filipino society and barred from 
obtaining Filipino citizenship. Most Chinese Filipinos 

migrated from the provinces of Fujian and Guangdong in 
Southern China 

with these two provinces. The emergence of a class of 
wealthy and powerful Chinese-Filipinos known as Taipans (most 
notably Lucio Tan and John Gokongwei) who exercise 
considerable influence over business has changed the role of 
the Chinese community within the Philippines. Although these 
families lack the bloodlines that would prime their children 

for entrance into politics 

significant power over political decisions through their 

hefty political contributions. These wealthy 

Chinese-Filipino families have recently begun to re-discover 
the potential gains associated with their connections to 

China 

These investors have historical ties to China 

and have 

business endeavors there. Their increasing focus on mainland 
China for their investments reflects an economic move away 
from Taiwan and towards the PRC. 


10. (U) Mr. Carlos Chan was one of the first Filipinos of 
Chinese origin to expand successfully into the Chinese 
market. Mr. Chan began operations for his company 
Food Enterprises 

million in yearly sales. Other Filipinos of Chinese origin 
have followed Mr. Chan 

the founder and chairman of Bench 

brand 

Lucio Tan who has recently purchased a 25 

plot of land to construct a hotel and department store. This 
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trend of Filipino-Chinese-owned businesses looking to China 
for investments is likely to continue and become even more 
significant. Filipinos of non-Chinese origins have also 
begun to recognize China as a business opportunity. Pacita 
Juan 

has set up its first franchises in China 

good translator was key to her success in her business 
endeavor. She responded to the allegation that Filipinos 
investing in China will abandon their home country 

&(we can be successful and repatriate the profits.8 


11. (SBU) China 

its companies to invest abroad 

the Philippines thus far remain limited (accounting for only 
0.1% of total approved FDIs in the Philippines in 2004 
according to a study released by the Economist Corporate 
Network in 2005) 

spark further Chinese investor interest in the area. 
According to Xiao Qian 

various trade and investment deals. One agreement commits 
approximately $800 million to reopen an existing nickel mine 
which would represent the largest foreign mining investment 
in the country since the Supreme Court 

open the mining industry to foreign investment. Another 
agreement offers a \"new tranche\" of long-term 

credit worth $500 million for the Northern Railway project 

(in addition to an existing $400 credit that has not yet been 
touched.) This project will build only 82 kilometers of 
railway 

and flyovers as a reason for the high cost. He also noted 
problems that GRP had faced in removing residents and 
squatters; so far the GRP had cleared only 7 kilometers of 
the route 

most complex stretch 

stated that the PRC planned to use mostly Chinese equipment 
in the new construction but indicated the &possibility8 of 
using local laborers. Another high profile deal will involve 
replacing an existing French-style cell phone system (which 
may be relocated in North Luzon) with a Chinese-build 
US-style system. 


12. (SBU) In the context of the Hu visit 

governments 

investments and economic assistance. The two sides 
highlighted the Luzon railway project during GMSVs fall 

visit to Beijing and the announcements appear to be recyled 
commitments for a project that has had a very slow start with 
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almost no disbursements of funds from these Chinese loan 
facilities. The mining sector investment in nickel appears 
significant on the surface but 

disbursed funds and mining investments here are still subject 
to many local government and other constraints. 


13. (SBU) Ambassador Jose Antonio 

to the People 

tourism 

represented areas for potential Chinese investment in the 
Philippines. Despite the positive tone of Antonio\'s remarks 
and the energy surrounding the visit of President Hu Jintao 
many Filipinos (especially those in the shoe 

agricultural businesses) remain apprehensive that Chinese 
success in drawing foreign investment will displace money 
that might have otherwise been invested in the Philippines. 
Ambassador Antonio dismissed these fears 

&fear of the unknown and fear of the Chinese as traders 
that would be alleviated once Filipinos recognized the 
benefits of closer engagement with China. 


14. As China continues to act as a growth-driver for the 
Asia-Pacific region 

transforms it into a consumer society in its own right 
Philippines is unlikely to step away from the closer 
relationship it has developed with its powerful neighbor. As 
China offers more foreign aid to the Philippines and becomes 
an increasingly large market for Philippine goods 
relationship between the two countries is likely to deepen 
economically and may extend to cooperation in other areas 
(reftel). Chinese influence in the Philippines is set to 

grow 

exports to the Philippines 

likely to grow. Filipinos 

competitor for market access opportunities as well as for FDI 
inflows 

important economic partner. 

Ricciardone 
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Ministry of Foreign Affairs" and V'after consulting the 
Ministry of Defense\" provided that such issuance is 
consistent with other obligations under international 
law. 

Lunacek\'s inquiry quotes the Austrian business weekly 
\"Wirtschaftsblatt\" to the effect that the 12.4 kilogram 
sniper rifle could be used against vehicles and 
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its ability to penetrate V'thumb-thick steel 

against tanks. The Green motion then reiterates the 
other stipulations of the War Materiel Act: 


-- The export 
run counter to obligations under international law or to 
Austrian foreign policy interests; 


-- Export or transit does not take place to a region in 
which there is armed conflict 

threatens to break out 

exist; 


-- Export or transit must not take place to a destination 
country where 

violations 

materiel will be used for the suppression of human 
rights; 


-- Proper consideration is given to embargo resolutions 
by the Security Council of the United Nations; 


-- Import 
concerns for public or military security; 


-- There are no other comparable 


2. (SBU) Below is a working translation of the questions 
submitted by the Green MPs with the corresponding answers 
provided by minister Plassnik April 26: 


Question 1: Prior to issuance of the export license 

your concurrence obtained? If so 

you agree to this license? 

Answer: My ministry was in agreement 

request did not run counter to the conditions to be 
assessed by the foreign ministry for issuance according 
to Article 3 of the War Materiel Act. 


Question 2: Who on the part of the Iranian government 
signed the end-user certificate? 

Question 3: What end use has been stated on this end-user 
certificate? 

Answer to questions 2 and 3: Providing answers to 
questions on concrete business transactions in connection 
with the Federal Law on the Import 

War Materiel does not fall within the purview of the 

Federal Ministry for Foreign Affairs. 


Question 4: Do you consider Iran a country where an armed 
conflict exists 
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out 
Answer: No. 


Question 5: Do you consider Iran a country where serious 
and repeated human rights violations have occurred and 
are occurring? 

Question 6: lf yes: do you think there is a danger that 

the supplied war materiel may be used against the Iranian 
population? 

Answer to questions 5 and 6: The human rights situation 
in Iran has been and remains problematic. It is being 
actively addressed by Austria and the EU both in 

bilateral and in international fora. There are no 
indications that the war materiel concerned could be used 
to suppress human rights along the lines of Article 3 
Paragraph 1 Numeral 3 of the War Materiel Act. 


Question 7: Since when has the Austrian government again 
been giving positive assessments to export license 
applications for Iran under the War Materiel Act? 

Answer: Export requests are not evaluated on the basis of 
countries 

domestic and international legal obligations. 


Question 8: How do other countries treat such requests by 
Iran? 

Answer: The annual EU report compiled on the basis of the 
EU Code of Conduct for weapons exports is published on 
the homepage of the EU Council and contains in its annex 
export statistics collected from the reports of EU member 
states. The 5th annual report (2002) shows that 99 

export requests to Iran were granted EU-wide for goods 
included in the Joint List of Military Equipment. 

According to the 6th annual report (2003) 

requests from EU partners were approved. 


Question 9: Is there a link between current diplomatic 
efforts by some EU countries to achieve compliance by the 
Iranian government in the area of nuclear weapons 
technology 

Answer: No. 


Question 10: In the event that the complete shipment of 
800 rifles has not yet taken place 

change your evaluation of this export 

Interior Ministry also to change its position so that it 
rescinds the license? 

Answer: Issuance 

export licenses in connection with the Federal Law on 
Import 

within the purview of the Ministry of Foreign Affairs. 
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3. (SBU) COMMENT: Perhaps unsurprisingly 

of Foreign Affairs has provided a minimal response to the 
inquiry. We consider it unlikely that there will be 
significant further repercussions of the sniper rifle 
transaction in Parliament. 


BROWN 
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environment enabling the Lebanese people to freely exercise 
their political will." 


3. (C) MFA Middle East Dept. Head Bozay said the MFA is 
awaiting a full UN report before coming to any conclusions 
about whether Syria\'s withdrawal from Lebanon is complete. 
He said this is reflected in the MFA\'s 27 April statementVs 
wording that Turkey \"hopes\" the UN will confirm Syrian 
withdrawal claims. 


4. (C) Bozay claims Turkey has the V'same understanding" as 
the U.S. on the importance of Syrian non-interference in 
upcoming Lebanese elections. He claimed to have met with 
Vother institutions (meaning core institutions of the State) 
and said they also share this understanding. 


No Mention of Hizbullah 


5. (C) We noted that the April 27 announcement did not 
mention Hizbullah 

Bozay tried to explain this away as Turkey not wanting to get 
into Lebanon\'s \"internal affairs\" and not wanting to give 
Hizbullah \"publicity.\" Asked about Syrian and Iranian 
support for Hizbullah 

Vnot happy" with Hizbullah 

should pressure Hizbullah. Bozay said that although Turkey 
always urges Syria to oppose terrorism 

mention Hizbullah because \"the Syrians will deny it. V" 


Turkey/Syria FTA on Hold 


6. (C) We again urged that Turkey not ratify the free trade 
agreement with Syria Erdogan agreed to during his December 
2004 visit to Damascus. Bozay said the agreement is on hold 
and that Turkey is watching what the EU does on its proposed 
association agreement with Syria as a guide on proceeding 
with the FTA. The agreement was to have been ratified 
immediately upon Erdogan\'s return 

to pressure from the U.S. and EU. 
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7. (C) Asked about media reports regarding efforts to expand 
Turkeyvs Cilvegozu border gate with Syria 

that \"technical and economic problems" would prevent it from 
proceeding. 

EDELMAN 
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contact declined to comment on the EU position 
concerning pending issues 
a meeting of main partners 
take place in Geneva on May 2 
13 final meeting 
\"harmonized\" EU position will likely be clarified 
at least somewhat 


3. Poloff also shared reftel points with MFA 
official 

Affairs Section 

information and promised to forward it to other 
relevant personnel in the MOD. 


ROSENBLATT 
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come before Parliament on May 6. According to JHU MPs 
influx of Christian missionaries 

providing tsunami relief 

more urgent than ever. The monksY push coincides with a May 
1 attack on a Christian church in the southern district of 

Galle. The monksY verbal assault on NGOs is finding common 
cause with efforts 

Vimukthi Peramuna (JVP) 

NGOs providing tsunami aid. Riven with its own internal 
organizational problems 

single issue it believes defines it. End summary. 


2. (SBU) On April 27 poloff met with Jathika Hela Urumaya 
(JHU) MPs Ven. Athureliye Ratana Thero and Ven. Omalpe 
Sobitha Thero 

a retired Deputy Inspector General of Police and current 
Deputy Secretary of the JHU. Ven. Ratana 

Parliamentary group leader 

leader 
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party. (Note: Two other JHU monk MPs have crossed the aisle 
to vote with the Government.) The MPs had requested the 
meeting in order to exchange views on anti-conversion 
legislation. 


3. (SBU) Ven. Ratana said that the JHU-sponsored 
anti-conversion bill is scheduled to be introduced in 
Parliament on May 6. The JHU had amended parts of an earlier 
draft of the bill that the Supreme Court had ruled were 
unconstitutional (Ref C) 

particular 

requirement that converts register with local government 
authorities 

investigate allegations of \"unethical\" conversion without the 
approval of the Attorney General. With these revisions made 
the two monks expressed confidence that the bill would pass. 
Its passage had been made more urgent by the influx of 
Christian missionaries 

come into Sri Lanka after the tsunami 

Many of these NGOs were passing out Bibles along with aid 
packets 


4. (SBU) When asked how many Buddhists had been lost to 
VunethicalV conversion during the past year 

replied 

claim 

the converts themselves had come forward to report having 
been coerced or hoodwinked into changing their religion. 
Most of the evidence the JHU has gathered comes from other 
concerned parties 

tales of Christians handing out Buddha-shaped cookies 
forcing converts to desecrate Buddhist images 

asked for specifics of such occurrences 

Catholic church in the southern district of Matara had 
videotaped two little girls dancing on the head of a Buddha 
image. He undertook to supply details of the date and place 
of the incident. (Note: When we checked with local 
authorities in Matara 

incident and expressed some doubt that the Catholic 
church--which has been in the district for more than a 
century--would engage in such activity.) 


5. (SBU) Poloff expressed concern that attempts to pass 
anti-conversion legislation could undermine Sri Lanka\'s long 
tradition of religious tolerance 

That tolerance is perceived as a weakness and is exploited by 
unscrupulous Christian missionaries 

People are so resentful of these missionaries\' activities 

that legislation is needed to mollify popular ire and avert 
possible communal violence in the future 

in this light 
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actually aimed at protecting religious harmony. Poloff 
disagreed 

violent ethnic and ideological upheavals Sri Lanka has 
experienced over the past 25 years. Instead 

relations among members of different religious communities in 
Sri Lanka had provided an example to other nations in the 
region. Anti-conversion legislation could provoke whatever 
latent tensions might exist; the U.S. has urged--and will 
continue to urge--political parties not to support this 

legislation 

vociferously with this view 

particular 

disputed that Sri Lanka had experienced any ethnic tension 
over the past few decades. The communal riots of 1983 were 
politically motivated 

instances of Tamils killing other Tamils. Second 

charged 

Tigers of Tamil Eelam (LTTE) 

plot to wear down Sinhalese Buddhist resistance to a separate 
Tamil state. (Note: The two monks said they did not share 
this last view 

theory. They did not 

version of the ethnic conflict.) 


6. (SBU) According to the National Christian Fellowship of 

Sri Lanka (NCFSL) 

attacked the pastor\'s wife and parishioners at Zion Prayer 
Center in Balapitiya 

wife reportedly had to be hospitalized after being kicked in 

the groin; a pregnant woman present at the center at the time 
of the attack was also assaulted. A United National Party 
(UNP) member of the Pradeshiya Sabha (local elected council) 
also participated in the attack 


7. (C) Complaints have been filed with local police 
authorities 

she fears V'they are dragging their feet" out of reluctance to 
arrest a Buddhist cleric. Her organization has also raised 
the matter with UNP Chief Opposition Whip Mahinda 
Samarasinghe 

local UNP leader''s participation in the attack. Weerasooriya 
attributed the attack to local disgruntlement at tsunami aid 
activities carried out by the church. 


8. (SBU) The Superintendent of Police (SP) for Balapitiya 
told us on May 2 that the confrontation began when local 
villagers asked church members to stop a prayer service on 
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May 1 out of respect for a local monk who had been cremated 
the day before. When the pastor refused to stop the service 
the villagers 

According to the police 

fall after being V'pushed away by some villagers.\" The UNP 
Pradeshiya Sabha member was not at the scene 

After conducting an impartial investigation 

had found no evidence of assault. 


9. (C) The JHU made its way into Parliament last year by 
claiming to safeguard the unique cultural heritage/existence 
of Sinhalese Buddhists. Beset by its own internal problems 
the JHU is now in danger of disintegrating and needs the 
specter of \"unethical\" conversions to ensure its political 
identity. The influx of money and foreigners into Sri Lanka 
in the aftermath of the tsunami may inadvertently help fuel 
the xenophobic 

anti-conversion movement. The JHU can be expected to try to 
capitalize on inevitable feelings of dissatisfaction with 
tsunami aid distribution by depicting NGO activities as part 
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of a Christian plot. Unfortunately 

cause with recent Janatha Vimukthi Peramuna (JVP) posturing 
against NGOsY Vhidden agenda\" in tsunami work (septel). We 
will continue to urge the political leadership not to support 
anti-conversion legislation. 


ENTWISTLE 
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transition government" to replace the current administration. 
Malacanang downplayed the move 

determine whether to charge Abat and others with sedition. 
Former president Fidel Ramos denied any links with the group 
and publicly reaffirmed his support for the administration. 
Opposition figures 

FPJVs widow Susan Roces 

AbatVs effort seriously and it has no discernible support in 
the military. Mission continues to underscore USG support 
for democracy and our total opposition to any form of 
extra-constitutional action. End Summary. 
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2. (SBU) Former Defense Secretary Fortunato Abat and other 
retired officials on April 30 called for a Wrevolutionary 
transition government" to replace the current administration. 
Abat 

President Ramos 1997-98 

Manila and unveiled a \"Program for National Salvation. He 
charged the GRP with failing to solve crucial national 
problems 

groups 14-page program called for a ¿Revolutionary 
Transition" to a \"new 

that would be managed by a V'Revolutionary Council" led by 
both a Chairman and CEO 

Justice 

and the AFP. The program also contained a \"Prayer for New 
Hope 

toward a new government 

Vauthoritative government derived from the culture of the 
Filipino family that is traditionally paternalistic.\" Abat 

insisted that his plan derived legitimacy from -- and was 
inspired by -- Section 1 

Constitution 

people and all government authority emanates from them. V 
Abat was quick to dismiss suggestions that his group -- the 
\"Coalition for National Salvation Movement" -- was 
spearheading a revolt 

Vour only intention is to present our proposal for a 
revolutionary transition in order to reform this government." 


3. (SBU) Abat\'s group reportedly also included: Gen. (retVd) 
Ismael Appari of the \"Soldier\'s Union Armed Forces 
Revolutionary Movement"; Atty. Louie Sison of Brother Eddie 
Villanueva\'s Bangon movement; Col. (retVd) Guillermo Cunanan 
of the Christian Nationalist Union; Hamil Lucman Alonto of 
the Muslim Democratic Union; and former Budget Secretary 
Salvador Enriquez. The April 30 meeting 

had a rushed 

considerable confusion as Abat stormed out 

reaction to protests from some attendees to a plan to 
participate in anti-Arroyo rallies to be held on May Day. 


4. (U) Malacanang downplayed AbatYs move. After hearing the 
news 

with nuisances and there are no real threats 

critics are addicted to airing destabilization talk.\" Arroyo 

then held a May 1 labor day mass and meeting with members of 
labor groups at Malacanang Palace. Presidential Sookesman 
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Secretary Ignacio Bunye issued several public comments 
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upholding Philippine democracy and the rule of law 
reaffirming the GRP\'s &routine8 efforts to ensure public 
safety and order. He also called AbatVs manifesto &the rant 
of a peddler of false hope.8 Prominent politicians 
disavowed the Abat group 

Joseph De Venecia 

&open8 meeting of political leaders to condemn talk of 
\"coup attempts.\" 


5. (U) The Philippine National Police 

Justice 

to charge Abat and others with sedition. Justice Secretary 
Raul Gonzalez criticized Abat for holding the April 30 press 
conference and \"making threats\" against the government. The 
PNP is investigating whether Abat or others actually took 
steps &to destabilize8 the government. Senior officials of 

the Armed Forces of the Philippines expressed support for the 
president and loyalty to the government. In a weekend radio 
message 

telephone calls to remind several area commanders that they 
must follow the chain of command. According to media 
reports 

Abat\'s group 


6. (SBU) Former president Ramos explicitly denied any links 
with Abat 

the administration. Ramos 

First Gentleman Mike Arroyo 

during which he denounced Abat\'s proposed solutions as being 
\"completely wrong.Y Sitting alongside Malacanang Executive 
Secretary Eduardo Ermita 
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harebrained scheme.\" Ramos added that the last time he had 
communicated with Abat was five to six months ago 

at that time he had had a falling out with Abat\'s \"radical\" 
proposals on how to improve the government. Ramos expressed 
full confidence in the Arroyo administration and its ability 

to solve the country\'s problems. 
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7. (SBU) Opposition figures also distanced themselves from 
Abat\'s announcement. Former President Estrada 

house arrest 

unsuccessfully tried to recruit him to join them as a member 
of the \"revolutionary council. Estrada said he belittled 

the effort and chided the group by suggesting that if they 
really wanted him to support them 

leader 

Pimentel called any call to establish a junta \"illegal\" and 
\"unacceptable.\" 


8. (C) Popular actress Susan Roces -- widow of 2004 
opposition presidential candidate Fernando Poe Jr. (FPJ) 
finished a close second to Arroyo -- met with Pol/C on April 
30 

insisted that she had nothing to do with Abat and manifested 
her contempt for him 

had used. She wondered whether he would face charges of 
sedition. Roces nonetheless also vented her frustration and 
bitterness with President Arroyo 

\"injustice\" of the May 2004 election 

disinclination to become personally involved in Philippine 
politics. 


9. (C) Few take Abat\'s effort seriously and it has no 
discernible support in the military. Some observers have 
labeled it tragic-comedic effort in light of its inept 

staging and the apparent tensions among members of the group. 
Many assert that Abat\'s major gripe with President Arroyo is 
personal -- Abat was not re-appointed to a commission 
involved in base conversion in 2004 and reportedly remains 
angry with Arroyo over that fact. Given the Philippines 

long history of coup attempts 

Malacanang nip any incipient coup effort firmly in the bud -- 
but not panic. So far 

right mix in its response 

in tone. Mission continues to underscore USG support for 
democracy and our total opposition to any form of 
extra-constitutional action. 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website: 
http://www.state.sgov.gov/ 
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Investment Framework Agreement (TIFA) and TunisiaVs 
preparedness for the next TIFA Council. TinawiVs visit 
reinforced our understanding that Tunisia is articulating its 
long-term desire to move ahead 

or be ready to undertake the magnitude of effort required to 
get there. TinawiVs visit assisted Post with conveying the 
scale of further TIFA negotiations and with highlighting what 
more could be done proactively to address TIFA issues and to 
raise public awareness in support for freer trade. USTR has 
tentatively agreed to convene a second TIFA Council in June 
2005. End Summary. 


General Support for TIFA 

2. (SBU) GOT interlocutors 

Lajimi from the Ministry of Development and International 
Cooperation (MDIC) 

possesses the necessary technical expertise and resources to 
handle major trade agreements. (MDIC is the lead Ministry on 
TIFA issues.) The GOT believes its Association Agreement 
with the European Union 

by 2008 

The EU Association Agreement 

sectors like \"agriculture\" and \"services\" 

anticipated to be major issues in further U.S. negotiations. 


3. (SBU) We delivered the message that U.S. trade 
negotiations are comprehensive 

WTO requirements 

bilateral trade agreements. Lajimi expressed a strong desire 
to see the U.S.-Tunisian dialogue jump-started and pointedly 
requested that the USG \"put an FTA on the table. V" 


Financial Services and the Banking Sector 

4. (U) According to Tinawi 

liberalization of Tunisia\'s financial services are strategic 
areas we can promote for advancing reform in Tunisia. 
Tunisia is engaged in significant 

modernize its economy and to integrate into international 
financial systems. A Ministry of Finance representative 
noted that helping banks handle international competition is 
a key prerequisite to further liberalization of the financial 
services sector; and clean-up of Tunisia\'s bad loans (See Ref 
A) is similarly a precondition to opening up the sector. 
Technical assistance in these and other areas is still 
required to upgrade Tunisia\'s economy and the GOT often 
requests such assistance of the Embassy to foster the TIFA 
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process. We are continuing to develop such programs under 
our Middle East Partnership Initiative agenda and appreciate 
the DepartmentVs support in this regard. 


5. (U) A representative from Tunisia\'s Central Bank 
reiterated these messages in another meeting: Tunisia Vs 
ongoing policy is to clear its bad loans and to privatize 
banks to encourage foreign investors 

Post notes these as encouraging signs that bode well for 
continued liberalization in the short-to-medium term and 
which acknowledge required reforms. End Comment.) The 
Central Bank representative also noted that TunisiaVs 
liberalization of exchange policy and movement toward 
convertibility of the dinar is similarly introducing 

competitive forces on a gradual basis. (See Ref B for more 
on Tunisia\'s preparations for currency convertibility.) 


6. (U) Representatives from MDIC also noted that 

the U.S. and GOT have agreed to move forward on TIFA issues 
no significant national debate or public/private sector 

dialogue has yet occurred and they recognized this as an area 
for further action. We also suggested that acceleration of 

the process might occur if the GOT were to articulate further 
concrete action plans to address specific USG concerns 

that progress on certain issues would serve as a signal to 
USTR that the GOT is committed to greater economic 
cooperation and trade relations with the U.S. 


7. (U) Customs officials in separate meetings additionally 

noted that they are working on the complete dismantling of 
tariffs with Europe under the EU Association Agreement 

well as ongoing administrative issues 

origin and customs valuations. Emboff raised a past issue 

with the GOTVs valuation mechanisms (essentially a mark-up of 
25 percent for valuations for certain imported goods). This 
issue has never been resolved (See Ref C) and will need 
addressing. Customs officials did seem willing to engage on 
this and other issues. (Comment: There is no doubt that 
Customs has the ability to accommodate and implement new 
rules and procedures when required. End Comment.) Customs 
officials again requested USG technical assistance for better 
education on U.S. standards and practices 


Intellectual Property Rights 

8. (U) IPR issues continue to complicate our commercial 
relationship and our commercial advocacy efforts here. 
According to representatives at OTPDA (Organisme Tunisien de 
Protection de Droits d\'Auteurs) 

copyright protection 

challenge 


Column 3 

issues. OTPDA clearly notes that the \"political will" exists 

to attack these problems because Tunisia wishes to create its 
own information society predicated on protection of 
intellectual wares. OTPDA is taking a proactive approach and 
is creating formulaic contracts for artists to better enable 

them to protect their rights. OTPDA has also taken the lead 
in establishing an interagency commission to undertake an 
Vevaluation designed to assess IPR compliance in Tunisia and 
to propose a responsive action plan. (Comment: We will 
follow such developments closely and report activity septel. 
End Comment.) 


The Non-official View: Very supportive 

9. (U) University of Tunis Professor of International Finance 
Ben Marzouka believes that a comprehensive liberalized trade 
regime with the U.S. is feasible and desirable 

positive experience of integration into the EU trading 

system. Ben Marzouka noted several challenges that will need 
to be addressed directly in the course of discussions with 
U.S. counterparts. Again 

modernization in the banking sector 

technical assistance to upgrade competitiveness. He also 
cited bad loans that will require V'structural adjustments V" 

and government buy-back of loans to resolve the \"Resolution 
Trust-like Corporations" that each Tunisian bank has created 
and into which bad loans have been shifted. Other barriers 
to progress in our trade negotiations with Tunisia will be 
resistance from some EU quarters to perceived U.S. 
competition 

which may spawn protectionist tendencies 
\"transition-implementation\" periods 

employment dislocation 

regarding foreign ownership of national interests. 


10. (U) In another meeting 

Commerce (TACC) representatives stated that TIFA (and an 
eventual Free Trade Agreement with the U.S.) are key 
priorities of their current membership. TACC is currently 
conducting a membership survey to cull information on current 
perceived obstacles to achievement of greater economic 
cooperation with the U.S. TACC has also recently submitted a 
small grant proposal under the Middle East Partnership 
Initiative (MEPI) to organize a conference and website 
dedicated to free trade with the U.S. 


11. (U) According to TACC 

benefits of freer trade with the U.S. do exist. A number of 
sectors clearly desire greater access to U.S. markets 
other elements note that the EU will likely jealously guard 
its vested interests in Tunisia. TACC also speculates that 
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if trade does not liberalize more significantly with the 
U.S. 

and exports 

the coming years. 


12. (SBU) Demographic Pressures. TACC also noted that with 
economic growth correlating directly with job growth 

Tunisia\'s growing demographic labor bubble will put strains 

on unemployment figures. Estimates range from 70 

80 

current 5 percent or higher. 


13. (U) Tunisian businesses are beginning to explore the U.S. 
market and many are doing so aggressively 

Nevertheless 

competitiveness hinder the effort. The intensely competitive 
U.S. corporate environment is also perceived as a threat to 
Tunisian companies 

which employs approximately 22 percent of TunisiaVs labor 
force and indirectly affects a majority of Tunisian 
households. Other barriers to a more advanced trade 
agreement with the U.S. are language 

culture 

especially those for U.S. Customs. Increased awareness of 
the TIFA process and the benefits of liberalized trade will 
help advance the cause in Tunisia. 


14. (U) Tunisia s employer's union (UTICA) 

80 per cent of Tunisia\'s industries numbering 200 
companies 

liberalization 

U.S. In fact 

Tunisia\'s recent FTA with Turkey with the submission of a 
white-paper on the topic 

Joint Commission organized to handle issues related to the 
FTA\'s negotiation and implementation. UTICA hopes to be an 
active participant at the next U.S.-Tunisia TIFA Council and 
Will likely be a key component in pushing any agreement 
through Tunisian approval and legislative processes. 


Comment 

15. (SBU) The Tunisians obviously desire the symbolic seal of 
approval of an FTA or at least to be seen as engaged with the 
U.S. on this level. We should capitalize on their enthusiasm 
to move forward on trade and investment 

broader reform agenda. If not 

regarding our commitment to reform. The creation of 
incentives for new high-value-added jobs in a population of 
only 10 million will support our agenda in the direction of 
greater economic opportunity. U.S. competitive advantages in 
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high-tech sectors are already being leveraged in our ΜΕΡΙ 
assistance programming to positive effect here. 

Additionally 

African/Middle Eastern countries could also be emphasized as 
part of a chain-reaction of reform in the Middle East. 

Morocco beating Tunisia to the punch in achieving an FTA with 
the U.S. has left the Tunisians consciously envious of 
Morocco\'s enhanced status and desiring to join the club. 


16. (SBU) Tinawi\'s visit reaffirmed Post\'s position that our 
TIFA dialogue with the Tunisians is a positive relationship 

that also sends a broader message of economic reform 
throughout the region. Tunisia has already embarked on an 
ambitious path of reform as part of its greater economic 
development plan in conjunction with the implementation of 

its Association Agreement with the European Union. We 
encourage USTR to continue its engagement on our TIFA process 
so as not to lose forward momentum. Open markets 
transparency 

the strongest reasons for using our TIFA agenda as incentives 
for bringing reform to the Arab world. Failing to move 

forward with our TIFA dialogue at this juncture will risk 
sending precisely the opposite message 

fortifying those in the Arab world who seek to diminish 
economic ties with the U.S. and reduce our ability to 

influence political reform in the region. We will need to 

guide them through further trade and investment negotiations 
in order to achieve our objectives. 

HUDSON 
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preserve the calm 

be patient and give PA Chairman [President] Mahmoud 
Abbas time to fulfill his security commitments. The 
media quoted PM Sharon as saying that Israel was 
interested in Turkish assistance in the economic 
development of the Gaza Strip after disengagement. 
Leading media reported that the two countries will set 
up a hotline in order to fight terrorism. On Sunday 
HaVaretz reported that Israel and Turkey would sign a 
new deal to upgrade about 30 F-4 Phantoms belonging to 
the Turkish air force 

million. 


On Sunday 
was among nine people wounded in terrorist attacks in 
Cairo on Saturday. 


Leading media reported that on Friday 
General Kofi Annan called for the disarming of 
Hizbullah. 
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Israel Radio reported that Diaspora and Jerusalem 
Affairs Minister Natan Sharansky tendered his 
resignation to PM Sharon this morning. In his 
resignation letter 

close to a terrible rift in the nation 

Sorrow | see no effort on the governments part to 
prevent it.\" Sharansky says that Israel refuses to 
understand that the key to creating peace in the Middle 
East is by encouraging democracy in the region. 


Leading media reported that settlers were arrested on 
Friday following the wounding of a senior IDF officer 
in the West Bank. 


Yediot reported that several weeks ago 

questioned former senior Mossad official Uzi Arad in 
the U.S. about his ties with alleged V'Pentagon mole" 
Larry Franklin 

information to Israel. The newspaper quoted Arad as 
saying he had been happy to assist the interrogators 
but that he is not suspected in any wrongdoing. 


All media (banner in Maariv) reported that on Sunday 
outgoing IDF C-o-S Moshe YaValon again voiced veiled 
grievances against Sharon and Defense Minister Shaul 
Mofaz. 


In economic news 

is included on the USTR blacklist of the fourteen 
leading countries in the area of IPR violations. 

Israel was absent from this list in the past two years 
because of its promises to pass appropriate laws to 
protect copyrights. In an unrelated development 
Israel Radio reported that two Israelis are suspected 
of defrauding the American pharmaceutical company 
Pfizer of USD 2 million. 


All media reported that Stanley Fischer was sworn in on 
Sunday as Governor of the Bank of Israel by President 
Moshe Katsav. 


Citing AP 

leader Bill Frist arrived in Israel Sunday as part of a 
fact-finding tour of the Middle East. He will meet 
with Vice Premier Shimon Peres 


Leading media reported that FM Silvan Shalom leaves 
today for his first visit to Mauritania 

member of the Arab League in North Africa that has 
maintained diplomatic relations with Israel throughout 
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the Intifada. Discussions will cover developing 

bilateral relations 

between Israel and Arab countries 

Islamic fundamentalism. 

Leading media reported that the government will today 
discuss upgrading the status of the Judea and Samaria 
College in Ariel (West Bank) and combining northern 
colleges into a Galilee university. Leading media 
quoted Education Minister Limor Livnat as saying: 
\"Upgrading the colleges into universities is designed 
to support the settlement vision 

interest of the State of Israel. Several media say 

that this was a reference to Britain's Association of 
University Teachers (AUT) boycott of two Israeli 
universities. The media quoted Construction and 
Housing Minister Yitzhak Herzog (Labor) as saying that 
establishing a university in a \"problematic\" area would 
\"take away precious resources that do not meet IsraelVs 
priorities 

Negev and Galilee. 


HaVaretz quoted Sheikh Mouaffac Tarif 

the Druze community in Israel 

Lebanese Druze leader Walid Joumblatt have recently met 
in Paris. HaVaretz quoted Likud MK Ayoub Kara as 
saying that Israel is active in Lebanon in efforts to 

allow the return of former South Lebanon Army fighters 

to their country 

moves in Lebanon. The newspaper reported that Kara is 
due to meet with U.S. Ambassador Daniel Kurtzer to 
advance the matter. 


The media highlighted First Lady Laura Bush\'s humorous 
remarks at the annual White House Correspondents\' 
Association dinner on Saturday. 


Senior op-ed writer Akiva Eldar opined in left-leaning 
independent HaVaretz: \"All [members of the Clinton 

peace team] agreed that if Bush prefers to concentrate 

on the democratization of the Middle East instead of 
restarting the peace process and helping Abu Mazen make 
real headway in the upcoming Palestinian elections 
President will end up with no peace and no democracy. 
And what about us? V 
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Arab affairs commentator Danny Rubinstein wrote in 
HaVaretz: \"[As far as the Palestinians are concerned] 
without Jerusalem there is no Palestinian state and no 
solution." 


Dr. Yoram Meital 

Herzog Center for Middle East Studies and Diplomacy 
wrote in popular 

struggle against [EgyptVs] extremist Islamic factions 

will continue to dominate the regime\'s agenda under the 
elected president.\" 


Block Quotes: 


|. VLearning From Past Mistakes" 


Senior op-ed writer Akiva Eldar opined in left-leaning 
independent HaVaretz (May 2): \"The self-criticism 
voiced by the four members of President Bill ClintonVs 
peace talks team at last week\'s seminar organized by 
the Middle East Institute in Washington competed with 
their criticism of President George W. BushVs peace 
policy. Dennis Ross 

Rob Malley took a large chunk of the responsibility for 
the collapse of the peace process on themselves. The 
majority of the mistakes and flaws that they pointed 
out are also true of the Bush administration today. 
Learning the lessons of the failure that ended in the 
outbreak of the second Intifada could perhaps 

now 

Bush of three Americans -- Henry Kissinger 

Carter and James Baker -- who exhibited resoluteness 
toward Israel 

produced agreements. All agreed that if Bush prefers 
to concentrate on the democratization of the Middle 
East instead of restarting the peace process and 
helping Abu Mazen make real headway in the upcoming 
Palestinian elections 

no peace and no democracy. And what about us? V" 


Il. WEliminating Any Chance of a State!" 
Arab affairs commentator Danny Rubinstein wrote in 


HaVaretz (May 2): V'From the PalestiniansV point of 
view 
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the city [of Jerusalem] and completing the separation 
wall means the perpetuation of the violent conflict. 

If the Israeli public agrees that recognizing the right 

of return means liquidating the Jewish state -- so it 

is universally acknowledged among the Palestinians that 
the VJudaization of Jerusalem 

eliminating the possibility of establishing a 

Palestinian state. In other words 

there is no Palestinian state and no solution.... It 

could ... be said with a large degree of certainty that 
Mahmoud AbbasY leadership would be capable of coping 
with internal and external difficulties in the near 

future. However 

surviving if Israel continues to establish Vfacts on 

the ground in East Jerusalem 

for negotiations over the city\'s future. V" 


III. "Egypt's Soft Belly" 


Dr. Yoram Meital 

Herzog Center for Middle East Studies and Diplomacy 
wrote in popular 

extremists do not enjoy wide support among the Egyptian 
public. The terrorist attacks are severely condemned 
and criticized. However 

much sympathy.... The relentless struggle against the 
extremist Islamic factions will continue to dominate 

the regime\'s agenda under the elected president. V" 


Senior columnist and chief defense commentator Zeev 
Schiff wrote in independent 

would be ridiculous to claim that Syrian intelligence 
has gone with the military units." 


Block Quotes: 


\"Syria\'s Still There\" 


Senior columnist and chief defense commentator Zeev 
Schiff wrote in independent 

1): VThe withdrawal of the Syrian army from Lebanon is 
seen by Israel as a first and important step 

behind the scenes Damascus will continue to control 
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intelligence 

Israel does not believe that with the withdrawal of its 
troops from Lebanon 

a country it controlled in almost every vital sphere. 

It would be ridiculous to claim that Syrian 

intelligence has gone with the military units. Israel 

is convinced that Syrian intelligence will continue to 
exert control in Lebanon\'s pro-Syrian government. The 
Lebanese army is thoroughly infiltrated with Syrian 
intelligence 

Lebanese officers. And Syrian intelligence penetration 
of Hezbollah runs deep. Some of Hezbollah\'s rocket 
array is manufactured in Syria and came ¡ts way after 
the Syrian general staff decided to view Hezbollah as 
an organic part of its deployment of forces. Only 

truly free elections can bring about internal change 
and for that Lebanon needs international observers. 
Only a free government could send the Lebanese army to 
take responsibility for security in the south of the 
country.... Israel's main concern is how to treat 
Hizbullah if it remains an armed militia that does not 
take orders from the Lebanese government. From 
Israel\'s point of view 

in the array of enemy forces.\" 


Conservative 

V'The fact that Erdogan decided to embark on a high- 
profile state-visit despite last years bitterness is а 
testament to his desire not to yield to Arab pressure 
and not to make vehement anti-Israeli rhetoric his 
administrationVs calling card. This can only be 
regarded as a hopeful development." 


Block Quotes: 


\"Erdogan\'s Well-Timed Visit\" 


Conservative 

(May 2): \"Israeli-Turkish relations rest on a bedrock 
of solid mutual interests 

for future cooperation.... Israel offers a 
sophisticated research-industrial infrastructure in 
spheres ranging from the vanguard of hi-tech to 
agriculture 
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member -- offers Israel its only strategic regional 

ally. Both already boast considerable cultural 
academic and commercial connections. Both are also 
threatened by extremists. If there can be 
understanding 

it\'s between Israel and Turkey. Turkey can become a 
beacon of progress 

region that cries out for reform. It\'s a historic 
opportunity that mustn\'t be missed. The fact that 
Erdogan decided to embark on a high-profile state-visit 
despite last yearVs bitterness is a testament to his 
desire not to yield to Arab pressure and not to make 
vehement anti-Israeli rhetoric his administration\'s 
calling card. This can only be regarded as a hopeful 
development. V 


KURTZER 
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their agency certify to the State Department Bureau of 
Diplomatic Security that the employee has undergone 
equivalent security training. The contact for this 
certification is Assistant Director of training 

telephone (703) 205-2617. Country clearance will not be 
granted for any traveler with planned TDY in excess of 30 
days if this information is not stated/certified. POC for 
additional information is DS RSOBangkok@state.gov. 


- (U) Crime is generally non-confrontational in nature. 
Criminal acts are usually crimes of opportunity such as 
purse-snatchings 

pocketing. Visitors should be especially alert in crowded 
buses 

should lock valuables in hotel safe deposit boxes not in 
their hotel rooms. 


- (U) Be aware of common scams and frauds (including credit 
cards 

at well-established and reputable businesses. Visitors 

should be careful when purchasing branded or copyrighted 
goods. There are many pirated counterfeit products in the 
marketplace; their purchase is against post regulations and 

it is illegal to import these products into the U.S. Be wary 

of common scams for jewelry 

antiquities. There are no Thai government-owned or sponsored 
gem stores. If victimized 

Police by dialing 1155. 
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- (U) Visitors are cautioned from visiting bars involved in 

the sex trade. Many of these operate illegally and clients 

can be subject to RTG law; they often charge exorbitant drink 
prices and cover charges. There are also many incidents of 
crime against patrons in these establishments. Drugging and 
robbing of unwary individuals is not uncommon. There are 
frequent reports of victims being drugged and robbed or 
beaten when visiting these bars. The drugs used can cause 
serious temporary memory impairment 

overdosed 


C. (U) TRAFFIC: 


- (U) The traffic situation in Bangkok can be difficult and 
dangerous for both pedestrians and vehicle occupants. All 
visitors should be alert to traffic patterns and unexpected 
motorcycle drivers. Traffic drives on the left-hand side 
opposite from the U.S. 

flows in the opposite direction. Pedestrians should use the 
overhead walkways for crossing busy streets. 


D. (SBU) TERRORISM: 


- (SBU) The threat from transnational terrorist groups to 

the U.S. Mission in Bangkok is currently ranked high. Despite 
stepped up RTG efforts to monitor its borders 

relatively porous and allow easy illegal access. 

Transnational terrorist groups 

Jemaah Islamiyah (Jl) 

point. 


- (SBU) The threat from indigenous terrorist groups is 
currently rated as low. There is no evidence to indicate 
that indigenous terrorist groups are planning acts against 
U.S. personnel or facilities. The far south of Thailand has 
experienced incidents of criminally and politically motivated 
violence 

Muslim separatist groups. Although Americans have not been 
specifically targeted in the past 

of past attacks by these groups - including bombings of 
public places - indicates a potential threat to American 
citizens. 


- (U) The State Department is concerned that there is an 
increased risk of terrorism in Southeast Asia 

Thailand. Travelers to Thailand should therefore exercise 
caution 

such as clubs 
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areas 


E. (U) OTHER SECURITY TIPS: 


- (U) Visitors should avoid making any pejorative comments 
about any members of the Thai Royal Family or engaging in 
disrespectful conduct within temples or toward religious 
objects. Such behavior can result in arrest and/or expulsion 
from Thailand. 


- (U) Precautions should also be taken not to discuss 
sensitive or classified matters outside secure environments 
or over unsecured and/or cellular telephones 

safeguard classified or sensitive materials atthe Chancery 
and not at hotels or residences. 


- (U) Visitors should also be aware of the State 

DepartmentVs Consular Information Sheet for Thailand and the 
most recent Worldwide Caution Public Announcements 
available via the Internet at http://travel.state.gov. DOD 
personnel must review the PACOM Force Protection Levels for 
Thailand found at http://131.84.1.218/staff/at/athome.shtml. 


- (U) In essence 

appropriate caution and be alert to their surroundings with 
regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Bangkok (Tel. 
02-205-4000 

we hope you have a safe and pleasant visit. 
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laws). Tens of thousands of CDs and DVDs were confiscated 
including hundreds of pornographic films 

instruments used to copy them. According to press reports 
the team acted after receiving credible information and 
obtaining the necessary inspection warrants from the Public 
Prosecutor. Several Asian nationals were reportedly 
arrested in the operation by the anti-piracy squad 
represented the largest joint raid since the advent of 

strict copyright legislation in Oman. The Ministry 
subsequently issued a statement calling on citizens to 
comply with copyright protection guidelines and work with 
the authorities in combating piracy. 


3. (SBU) Earlier in April 
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Control atthe Ministry of Heritage and Culture had revealed 
in a meeting with Econoff that officials were in preparation 
for this crackdown. According to official statistics for 

2004 

pornographic films 

that year. The Ministry also provided data on raids in the 
first quarter of 2005 (prior to the April 11 action) and 
quantities of confiscated materials as follows: 


- 8 companies using pirated computer software had their 
computers confiscated; 

- 91 pirated software applications were confiscated; 

- 42 companies using pirated software received warnings to 
obtain legal copies; 

- 19 tours in Muscat area were conducted to check on PC 
software piracy; 

- 11 visits to shops selling children games resulted in 500 
pirated game CDs being confiscated; 

- 715 pirated audiotapes were confiscated; 

- 241 pirated films were seized after being sold by licensed 
companies in violation of license; 

- 16 inspections of licensed media distribution companies 
were conducted; 

- 83 raids on street sellers of pirated films were carried 

out; 

- 12 

- 4 criminal cases pursued: 1 defendant was convicted and 
deported 


4. (SBU) The interagency committee ostensibly charged with 
overseeing OmanVs IPR regime is relatively inactive 
according to officials at the Ministries of Heritage & 

Culture and Commerce & Industry. Regional officials from 
the Business Software Alliance have complained to Econoff 
repeatedly about a lack of governmental accountability when 
it comes to IPR enforcement. Particularly troubling for BSA 
and others is the absence of cooperation among the 
ministries responsible for IPR enforcement 

failure to include the Royal Oman Police in a permanent task 
force that can respond to tip-offs and other time-sensitive 
information regarding piracy and IPR infringement. 

Moreover 

handful of criminal convictions for IPR violations to date 
another troubling sign for IPR proponents. A former Supreme 
Court justice now in private practice confided to Emboffs 

his firm belief that most Omani judges have little or no 
awareness of IPR issues. 
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5. (U) The Ministry of Commerce & Industry\'s Head of IP 
mentioned to Econoff in a recent meeting before Round Two of 
the free trade agreement negotiations that the Ministry has 
approved Oman\'s accession to the WIPO Internet Treaties (the 
WIPO Copyright Treaty and the WIPO Performances and 
Phonograms Treaty); the only remaining step is ratification 

of the treaties via Royal Decree. In addition 

Ministry\'s IP department is staying active in regional IPR 
meetings 

seminar on Geographical Indicators held in Abu Dhabi. 


6. (SBU) The April 11 crackdown marks one of the largest 
raids ever conducted in Oman 

Royal Oman Police is a positive step toward bolstering IPR 
enforcement in Oman. Given the prosecutions in this case 
the judiciary will now have another chance to apply Oman\'s 
IPR laws in a tangible case. Along with the news that Oman 
will soon accede to the WIPO Internet treaties 
development provides evidence that Oman is taking its IPR 
obligations seriously. The lack of cooperation between the 
Commerce and Heritage ministries 

problematic in defining clear lines of responsibility for 
overall IPR enforcement in Oman. 
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USG backing for his cross-Strait initiative 

reporters that the USG pressured the KMT to coordinate with 
the government ahead of Lien\'s visit to Beijing. 

Presidential advisors say Chen is citing USG and PFP support 
to reassure the public of his authority and to quiet 

criticism from his pro-independence fundamentalist base over 
his V'soft" stance towards the Lien trip. While downplaying 
the significance of Lien\'s meetings in Beijing 

comments over the weekend by officials in his government 
suggesting that the \"five point" consensus achieved on April 
29 violated the law. Chen publicly thanked Lien for sticking 

to his promise not to sign any formal documents with his PRC 
counterparts. End Summary. 


Chen Goes on the Offensive with 'Special Message" 


Column 3 


2. (C) President Chen offered a series of media interviews 

before and during his May 1 flight to the Marshall Islands to 
discuss recent cross-Strait developments. Chen reiterated 

his call for Beijing to engage in dialogue with his 

government and revealed that he has asked PFP Chairman James 
Soong to deliver a message to Hu Jintao during his upcoming 

trip to Beijing. Presidential Office contacts confirmed that 

Chen met Soong on April 20 at the official residence of 
Presidential Office Secretary General Yu Shyi-kun. PFP 

Secretary General Chin Ching-sheng told AIT that Soong was 


SIPDIS 

asked to pass a message 

contents. Lin You-chang 

Offices working group on contacts with the PFP 
that during the April 20 meeting 

from the main discussion 

defense procurement budget 

on Soong\'s upcoming visit. 


3. (C) NSC Senior Advisor for cross-Strait affairs Chen 
Chung-hsin told AIT that the contents of the Soong message 
have been kept extraordinarily close hold. However 
dismissed some of the wilder media speculation over the 
contents of the talks. Chen said that the President is aware 
that he can not use Soong\'s visit to achieve a major 
cross-Strait breakthrough. Instead 

that Soong will convey to Beijing that the President is 
serious in his desire to ease tensions and establish 
dialogue. PFP Policy Chief Vincent Chang (Hsien-yao) 
party's lead negotiator with Beijing 

that he has been instructed by Soong to press Beijing on the 
importance of engaging the Taipei government. Chang said 
that the PFP is walking a fine line between using its 
relationship with the President to enhance its cache in 
Beijing and avoiding the appearance of serving as a special 
envoy. Soong confidante and PFP Legislator Daniel Hwang 
(Yi-jiau) told AIT on May 2 that Chen\'s public revelations 
over recent Chen-Soong contacts caught the PFP off guard 
may put the party in a difficult position with Beijing. 


4. (C) Nevertheless 

Beijing on May 1 

his PRC interlocutors to find a more flexible formula to 

break the \"1992 consensus" logjam. Chang said that the PFP 
formally endorses the \"1992 consensus 

the Democratic Progressive Party\'s (DPP) stance on the issue. 
\"Technically speaking 

invented by the KMT in 2000 and so does Beijing 
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continued 

some formulation that will allow the two sides to finesse the 
issue and resume a formal dialogue." Chang bemoaned 
however 

facilitating contacts with the Chen administration. \"They 
keep insisting that Chen cannot be trusted and that they just 
want to wait his term of office out 

will continue to tell them that there will be no cross-Strait 
stability until they engage the Taiwan government.\" 


Influencing the Hearts and Minds 


5. (C) In addition to playing up the Soong visit 

used his May 1 press remarks to claim USG support for his 
governments position on cross-Strait contacts. Chen told 
reporters that the U.S. passed two messages to Lien Chen 
before his departure for the Mainland: the need for support 
over the special defense procurement budget and caution in 
dealing with Beijing. Chen added that the U.S. urged Lien to 
coordinate with the government before hand in order to avoid 
falling into the PRC\'s \"united front" traps. NSC and 
Mainland Affairs Council (MAC) officials told AIT that Chen\'s 
references to Washington\'s views were aimed at refuting KMT 
public claims that the USG had pressured Chen to endorse 
Liens mission. MAC Chief Secretary Jan Jyh-horng said that 
the KMT and Taiwan medias portrayal of the USG position 
threatened to leave the government appearing weak and 
isolated. NSC officials noted that by citing USG and PFP 
backing 

Green supporters angered over his soft line on Lien ChanVs 
visit. 


6. (C) Revelations over alleged USG support notwithstanding 
deep Green critics responded negatively to ChenVs May 1 
statement that Lien ChanYs meeting with Hu Jintao did not 
violate any Taiwan law. While stating that his government 

may not be able to accept the conclusions reached between the 
KMT and PRC 

promise not to sign any formal documents in Beijing. ChenVs 
comments directly contradicted statements by other officials 
especially MAC Chairman Joseph Wu 

of the Lien-Hu meeting. MACYs Jan acknowledged that Wu went 
beyond his instructions when he publicly asserted on April 29 
that LienVs \"five point" agreement may have violated Taiwan 
law (Reftel). The KMT\'s Spokesman Chang Jung-kung welcomed 
Chen\'s clarification 

and the DPP party headquarters as part of a \"good cop/bad cop 
routine.\" Chang also disputed Chen\'s characterization of the 
USG view on Lien\'s visit 

the U.S. endorsed the KMT for doing what the DPP has failed 
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to do.\" 


Strategy: Boost Soong 


7. (C) NSC officials say the President will continue to 
maintain a moderate tone towards Lien in order to keep the 
door open to a Chen-Lien meeting soon after the May 14 
National Assembly election. NSC Deputy SecGen Henry Ko told 
AIT that the strategy is to accept Lien\'s trip as a purely 

V personal visit" while focusing on the governments efforts 
to pursue a \"substantive\" dialogue with Beijing 

with conveying goodwill through Soong. Ko said that the 
government is considering convening a major conference on 
cross-Strait relations on May 7-8. The proposed meeting 
would provide a forum for the President to clearly articulate 
his cross-Strait agenda. Ko said that there is considerable 
confusion within the DPP over what the President is trying to 
achieve and whether he is in control of the agenda in the 
wake of the PRC\'s latest outreach to the opposition. Ko 
stated that Chen needed a venue to outline clearly that his 
second term administration would stay the centrist course he 
set out on earlier in the year. 


Comment: Taking the Initiative 


8. (C) With Lien\'s historic summit meeting coming to a close 
Chen is moving quickly to reassert control over the 
cross-Strait political agenda. Thus far 

cautiously optimistic that Beijing is willing to offer Soong 

more in substantive terms than Lien 

tacit support from the President. If this is the case 

Beijing\'s reaction to the PFP feelers does not suggest room 
for optimism 

into a major victory. However 

his own and Soong\'s expectations for a short-term 
breakthrough. Beijing may yet intentionally downgrade 
Soong\'s treatment in order to send a negative message to the 
President and help the KMT maintain momentum. If this 
happens 

supporters how he let Beijing and the KMT deprive the DPP of 
the cross-Strait agenda. 
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document possible for the PA. Peres called Israeli criticism 
of President Abbas\'s performance \"exaggerated 

Abbas has made no significant mistakes in trying to manage 
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the broken system he inherited. He said the GOI should do 
more to help Abbas 

remaining prisoners that it committed to release 

\"talking aboutV removing every remaining checkpoint and 
roadblock in the territories. On economic development in the 
territories 

QlZes 

developing greenhouses on 25 

addition to the 4 

built them. He said the PA now appears more open to letting 
an intermediary 

as a transitional caretaker for greenhouses. Peres said he 

is urging DefMin Mofaz to do more to open passages and remove 
checkpoints 

security and budget constraints facing Mofaz. Peres said he 
would ask Quartet envoy Wolfensohn to help find financing for 
a rail link between Gaza and Ashdod to help facilitate cargo 
traffic in and out of Gaza while the Gaza sea port is 
developed. On Galilee/Negev development 

is seeking U.S. financial support because time is short for 
creating jobs and infrastructure in these regions. END 
SUMMARY. 


2. (C) In comments about his April 21 meeting with PA Prime 
Minister QurayaV 

Welch and Charge April 27 that he had seen a clear 

change in Quraya\'s 

aspects of disengagement with the GOI. He speculated that 
Quraya\' might have moved toward a more accommodating position 
because disengagement coordination provides him opportunities 
to improve his cooperation with President Abbas and to exert 
leadership over leading PA figures such as Muhammad Dahlan 
and Ѕа\ер Erekat. Quraya\' might also see in disengagement 
coordination 

that it can deliver something. He said that he and Quraya\' 

had agreed to continue regular consultations 

joint working groups that the two established. 


3. (C) Peres recounted that he cautioned Quraya\' about trying 
to jump ahead to final status issues upon completion of 
disengagement. He said he told QurayaY that the roadmap 

a leap to final status 

roadmap is the best document that the Palestinians are bound 
to receive. With the roadmap 

from the whole world. Should the PA try to jump ahead to 
final status talks 

neither of which can be solved in the short run 
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to the fore. Peres said he therefore advised QurayaW to 

forget about final status issues for now 

PA insistence on jumping ahead to them would give the GOI an 
excuse not to move forward on the roadmap. 


4. (C) Peres said he also stressed to QurayaW the importance 
of PA action against terrorism for establishing the 

conditions for continued progress after disengagement. A 
failure to act against terrorism would undermine U.S. 
sympathy for Palestinian needs. Peres said he told QurayaV 
\"You have an open court in the United States. Use it. You 
may not have it forever. V" 


5. (C) Peres expressed concern about a divergence between 
current Palestinian/Arab expectations in the peace process 
and Israeli \"worries.\" Perhaps both sides 

guilty of overstating their positions. Preventing the 
divergence from widening is essential. 


6. (C) Peres called criticism of President Abbas\'s 
performance in the Israeli media V'exaggerated.Y No other PA 
figure could do better 

believe that Abbas has made any important mistakes. Rather 
he said he thought Abbas is struggling with a broken system 
not of his creation 


7. (C) Welch commented that Abbas 

inability so far to deliver security performance on the 

ground 

leadership that happens to coincide with the run-up to 
disengagement. He noted that he had asked DefMin Mofaz the 
previous week what the GOI could do to strengthen Abbas\'s 
position. Mofaz had replied that the GOI could not do more 
that it has already given GOI perceptions of PA inaction on 
security 

Pers whether this GOI position is sustainable. 


8. (C) Peres replied that the GOI needs to be more 
forthcoming. First 

Palestinian prisoners 

already to release 

to begin talking about how to remove every remaining 
roadblock and checkpoint within the West Bank and Gaza. 
These impediments to free movement have both an important 
economic and V psychological" cost 

United States should press Abbas to reorganize the PA 
security forces 
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also against internal chaos within Palestinian society. 


9. (C) Welch responded that the U.S. has already done much 
through the Ward mission to advance PA security reform. He 
noted that PA leaders have been telling U.S. officials that 
they need more lethal equipment to do their job 

takes the position that the PA security forces lack only 
assertiveness 

help build security force confidence 


10. (C) Peres said he stressed to Qurayav that Israel has an 
interest in seeing Gaza overcome its poverty. He held out 
Jordan 

economic model of V'quiet success" for the Palestinians. The 
PA 

and focus clearly on its target export markets. Israel would 
be undoubtedly remain a target export market for agricultural 
and other goods. Peres said he also advised Quraya\' to 
exploit the resort potential of Gaza beaches. Israeli Arabs 

-- 300 

and West Bank Palestinians would be likely visitors to Gaza 
resorts. 


11. (C) Peres identified one of the key economic priorities 

in Gaza during the run-up to disengagement as the handover 
and development of greenhouses. Up to 30 

7 

said 

Palestinians. (Note: Peres did not say how many greenhouses 
per dunam he was calculating. About 9 

currently employed in Gaza settlement greenhouses.) Of the 
30 

have settler-built greenhouses. Most employees in these 
greenhouses are Palestinians. The Peres center is willing to 
help build greenhouses on another 10 

additional 15 

development 


12. (C) The key greenhouse problem connected to 
disengagement 

already in place remain intact. He suggested as a 
transitional measure using an intermediary caretaker 
proposed 

already providing financial support to the Peres Center for 
an agricultural marketing program in Gaza 

Palestinians 


Column 3 

a transitional arrangement with a third party. Peres said he 
is discussing this proposal with the Dutch 

his general frustration in dealing with Europeans 

never 

recounted that he complained in his recent meeting with 
President Chirac that France pledged $60 million for the 
Palestinians 

sure the money is transferred. Peres acknowledged that it is 
not his job to represent Palestinian interests 

that the PA does not do enough for itself. 


13. (C) Another key immediate issue Peres identified 

for the West Bank and Gaza 

that passages into and out of the territories are V'not open 
enough" and that too many roadblocks within the territories 
still exist. He said he raises the issue regularly with 
DefMin Mofaz 

in it\" but is constrained by security threats and a shortage 
of budget resources. One key problem to resolve at all the 
passages 

inspection regime. Given a PA desire to remain within the 
Israeli customs envelope 

serve both a security and economic function. 


14. (C) Peres said he reminded Qurayav in their April 21 
meeting that the GOI had agreed to open a sea port 

an airport 

that the sea port will take about three years to build 

said he urged Qurayav to focus on rebuilding the rail link 
between Gaza and Ashdod 

60 million. He said he would raise the issue of financing 
the project with Quartet envoy Wolfensohn. 


15. (C) Welch asked Peres whether the sort of progress he 
envisages at the passage points would be possible on the 
Gaza-Egypt border if the IDF remains in the Philadelphi 

Strip. Peres said the IDF must withdraw from Philadelphi 
although it needs help from Egypt to do so. He characterized 
GOE performance so far in negotiations over the deployment of 
its border guards to the Gaza border as V'one step forward 

two steps back. In any case 

point 


16. (C) Peres said the GOI would not normally ask the U.S. 
for financial assistance in developing the Galilee and Negev 
regions 

now short 
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assistance is needed for job creation and infrastructure. He 
praised Israeli settlers 

as young 

Bank and Gaza 

out to be Y'a waste. He called them one of four waves of 
pioneering spirit in Israeli history 

early members of the kibbutzim and moshavim 

the IDF 


17. (U) A/S Welch cleared this message. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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immersion\" with its partners (the US 

that we are finally beginning to face a success story. We 
need now to look forward to identify issues where we can help 
to support the Iraqis to prepare for their future. We need 
engagement 


4. (C) Maccotta said that Italy strongly supports the 
planned international conference on Iraq 
demonstrate international solidarity. At dinner 
reminded Ambassador Jones that FM Fini 
Secretary Rice 


SIPDIS 

stressed the need for a clear sense of the conference\'s 
purpose and the need to involve regional actors. He warned 
that some may raise V'exit strategies" at the conference and 
that careful preparations are needed. Maccotta agreed 
noting that there were expectations that the conference would 
yield an announcement of MNF withdrawal. Italy\'s position 
said 

do not know how long we still stay 

not fix a date 

ground. 


5. (C) Sessa also stressed the role of regional actors 
including Syria and Iran 

issues like border controls. He repeated his by now familiar 
theme that the US should use partners like Italy to dialogue 
with these countries. He also supported Cairo\'s initiative 
to hold a PrepCom; the key 
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Arab world that the political process in Iraq is not another 

US effort to Wimpose its model." 

Diplomatic Advisor to PM Berlusconi Francesco Talo 

present at the dinner 

conference should be put in the framework of UNSCR 1546. A 
wider mandate 

Central European countries also could play a greater role 
suggested 


Supporting the Political Process 


6. (C) On the political process 

with the January 30 elections 

delay in signing a constitution is written into the TAL. 
That said 

accept such a delay up front 

pressure to stick to the current schedule. He opined that 


the current political stalemate was due to political 

maneuvering aimed at getting rid of al-Jafari. He stressed 

the need for the political process to be seen as a domestic 
effort 

request 

people 

help. He agreed with Ambassador Jones that the Iraqis needed 
to begin the constitutional process as soon as possible 

starting with a request for UN assistance. 


7. (C) Sessa echoed MaccottaWs statements on the need for the 
national reconciliation of all ethnic groups and for the 

inclusive nature of the constitutional process. To help the 
institution-building process 

more civilians to help with new ministries. Talo noted that 

Italy is currently offering a third training course in Italy 

for Iraqi journalists -- a double-edged sword 

wryly 


8. (C) On the EU rule of law initiative 

Italy will play a leading role 

penitentiary systems to Baghdad and offering two courses in 
Italy. Italy likes the idea of keeping things close to the 
people and empowering local government 

forces are in the Dhi Qar province 

Italy will focus. 


Providing Economic Assistance 


9. (C) Sticking with the integrated approach theme 
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stressed that job creation and improving governance capacity 
are necessary to improve the security situation. He 
commented that a lack of governance capacity in Iraq is one 
reason for the slow disbursement of reconstruction aid. 
Regarding debt relief 

the Iraqi government the text of an agreement to forgive 80 
percent of Ігад\'ѕ official debt to Italy ($3.4 billion 

including accumulated interest) in accordance with the Paris 
Club agreement. Maccotta noted that Iraq had requested a 
higher level of forgiveness 

the budget to forgive more. Italy has 

interest rate on the remaining balance. Once the official 
debt agreement is done 

resolve the issue of outstanding commercial debt 

totals approximately $3 billion 

largest commercial creditors. 


...and Doing Its Part on the Security Front 


10. (C) On security issues 

give back to the Iraqis the security aspects of stabilization 
efforts. He noted that 

Italy alone will provide trainers for three of four training 
modules in the NATO training mission 

providing money for the NTM-I trust fund (Note: 500 

300 

NATO 

trainers 

Paradoxically 

troublesome area of Iraq 

troops because of the slow pace of training Iraqi security 
forces. If we are unable to demonstrate that we can train 

the Iraqis in a relatively secure area 

convince anyone that we can do it in more dangerous areas? 
Finally 

by June 8 offered an opportunity to get a renewed blessing of 
the coalition\'s troop presence in Iraq. 


11. (C) Brauzzi lamented the fact that the portion of MNF 
protection devoted to the UN was so far dormant 

that an increased UN presence would make it necessary to 
implement this role. Finally 

of countries like Ukraine and Poland withdrawing their 
forces 

what Italy would do and stressing the need for close 
consultations with coalition partners. 


12. (C) Responding to the issues Brauzzi raised 
Jones said that if MNF-I forces were used for force 
protection 
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hire force protection services 

someone to fight insurgents. On the Polish and Ukrainian 
troop withdrawals 


take up the slack. He reiterated Secretary Rice\'s insistence 
that such decisions be done in consultation with partners 
and said that preferably any decrease in support in combat 
roles would be balanced by an increase in support for 
security training. Finally 

drafting the constitution would lead to progress on the 
security front. 


13. (U) Ambassador Jones has cleared this cable. 
BAGHDAD MINIMIZE CONSIDERED 


SEMBLER 
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are now bringing Bangladesh surely but relentlessly into their 
war on terror.\" He concluded that this could help the ULFA to 
recognize that it has to come for talks 

the drums of war is over.\" 


3. (U) Anandabazar Patrika 

Delhi will be more cautious in its approach to the talks 

proposal with the ULFA (conveyed via the Assamese author Indira 
Goswami) after Washington has labeled the outfit V'terrorist. V 
They claimed this is because New Delhi and Washington have an 
agreement to work jointly against any kind of terrorist 

activity. The television channel NDTV reported analysts views 
that incorporating ULFA (and others) on the terror list may have 

a negative impact by raising the prestige of the organization 

and giving it more status and bargaining power. Also 

suggested the move would have little or no direct impact on 
those groups. The Sentinel 

ULFA Chairman A. Rajkhowa said the initiative for peace talks is 
the Center\'s ploy prior to polls and that the U.S. tag is a move 

by vested interests. 


4. (SBU) The New Delhi-based Executive Editor of the South Asia 
Terrorism Portal 

Sahni 

as a means to keep the pressure on during political engagement; 
when asked 

the U.S. does care about terrorism even when Americans are not 
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directly threatened. Sahni 

Patterns of Global Terrorism report 
was likely to be more positive this year 
thanks to the inclusion of the ULFA. 


5. (SBU) Assam Police\'s Intelligence Chief Khagen Sharma told 
Post that this V'good thingW was expected 

clearly switched over from the insurgent to the terrorist mode 

in 2004. He emphasized that there would be no adverse reaction 
in India to the U.S. move - the ULFA is already a banned group 
and its inclusion in the terror list will not have any major 

impact in India. However he thought it could make a real 
difference internationally by making it difficult for the ULFA 

to garner support outside the country. Sharma said that ULFA 
Chief Paresh Barua had once claimed that he had support from the 
U.S. Another security official in Assam said that Barua may 

feel the pressure and even have to leave Bangladesh. However 
he suggested most Assamese people were confused about the U.S. 
step and a segment of Assamese society was unhappy about it. 


6. (SBU) Assam\'s Congress Chief Minister Tarun Gogoi ruled out 
the possibility of the inclusion affecting the process of 

negotiation for initiating talks with the ULFA. He said that 

the GOI has already established contact with the group and that 
the U.S. declaration is nothing major. Assam Congress 
spokesperson Bobeeta Sharma told Post that the timing of the tag 
is puzzling since it comes at a time the peace talks may be 
initiated. She also wondered what prompted the U.S. to take 

this step 

when the ULFA was more violent. 


7. (SBU) Retired Lt. Gen. S.K. Sinha 

Kashmir and until recently Governor of Assam 

decision was overdue and V'should have come ten years before;V he 
also criticized Bangladesh for supporting militancy in Northeast 
India. West Bengal BJP President Tathagata Roy told Post that 
the move is perfectly justified and should have been adopted 
earlier. He claimed the ULFA has acted against the public 
interest 

militant Islamic groups 

Bangladesh. Roy mentioned the arms haul at Chittagong port 
about a year ago as clearly indicating ULFAVs involvement in the 
arms trade. (Note: The consignee of these arms remains 
uncertain 

region.) 


8. (SBU) COMMENT: While security officials and critics of 
Bangladesh seem happy with the ULFANs inclusion in the list 
Congress Party in Assam sees the announcement and its timing as 
slightly inopportune. With state elections in Assam scheduled 

for 2006 
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issues 

the ULFA\'s aims remains 

means it has employed. While the ULFA is undoubtedly the 
biggest and best known terror group in the Northeast 

is riven by ethnic insurgencies 

against civilians as a tactic. The OSTO list will undoubtedly 

be scrutinized in future years to see which other groups may or 
may not be added and with what justification. END COMMENT. 


SIBLEY 


31826 

CONDUCTED FOR LE JOURNAL DU DIMANCHE INDICATES THE \"NO\" 
WINNING BY THE SAME 52 PERCENT. ANOTHER POLL IN LE FIGARO ON 
CHIRACYS POPULARITY INDICATES THAT 38 PERCENT OF THE FRENCH 
SUPPORT THE PRESIDENT 

THE CHANGING NATURE OF PUBLIC OPINION FOR FRENCH PRESIDENT 
POINT RAISED IN THE LE FIGARO EDITORIAL BY YVES THREARD. 


THE EUROPEAN CONSTITUTION IS ALSO DEBATED IN AN OP-ED IN LEF 
OF-CENTER LIBERATION WITH REGARD TO THE U.S. 

POSITION AS EITHER A \"VASSAL OR AN EQUAL\" OF THE U.S. (SEE 
PART C) 


ON THE INTERNATIONAL FRONT THE NEW FACE OF TERRORISM IN EG' 
IS ANALYZED 

CONFRONTATION BETWEEN ROME AND WASHINGTON OVER THE PEN 
CONCLUSIONS REGARDING THE CALIPARI ACCIDENTAL SHOOTING IN 
IRAQ. (SEE PART C) 


CATHOLIC LA CROIX CARRIES A PORTRAIT OF ANN VENEMAN 

U.S. AGRICULTURE SECRETARY AND NEW HEAD OF UNICEF: "НЕН 
NOMINATION CANNOT BE EXPLAINED BY HER EXPERIENCE THE PLIGH 
CHILDREN IN THE WORLD 

WHITE HOUSE 

BETWEEN THE WHITE HOUSE AND THE UN 

THE WAR IN IRAQ." 


THE CONFERENCE IN NEW YORK ON THE NUCLEAR PROLIFERATION TI 
IS REPORTED IN LE FIGARO. A SEPARATE REPORT INDICATES HOW 
IRAN 

FOREIGN INVESTORS." RIGHT-OF-CENTER WEEKLY LVEXPRESS IN ITS 
REPORT ON THE CONFERENCE COMMENTS: VIF THE NEGOTIATIONS 
UNDERWAY WITH IRAN FAIL 

THE ISSUE TO THE UNSC 

REVERTING TO FORCE." 


(C) SUPPORTING TEXT/BLOCK QUOTES: 


INTERNATIONAL TERRORISM: EGYPT 
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\"INNOVATIONS\" 

GERARD DUPUY IN LEFT-OF-CENTER LIBERATION (05/02): ΝΕ MUBARAI 
HAS ACCEPTED THE IDEA OF CHANGE FOR EGYPT 

CHANGE HAS COME TO EGYPT. MUBARAK\'S SUCCESSION REVEALS 
INTERNAL GENERATIONAL AND POLITICAL CONFRONTATIONS. THE NE 
GENERATIONS MARCHING IN THE STREETS ARE BETTING ON A 
CONSTITUTIONAL DEMOCRACY. UNFORTUNATELY ISLAMIC TERRORIS 
ALSO INNOVATING 

FOR DEADLY ATTACKS. IN A COUNTRY KNOWN FOR ITS POLITICAL 
IMMOBILITY 

IS GREAT. EGYPT 

DICTATORSHIP. MUBARAK IS FACING TWO CHOICES TYPICAL OF 
AUTHORITARIAN REGIMES: OPENING THE DOOR TO CHANGE 

RISKS INVOLVED 

EXPLOSION.\" 


\"A NEW GENERATION OF TERRORISTS\" 

PIERRE GARRETT IN RIGHT-OF-CENTER LE FIGARO (05/02): 
\"SPECIALISTS IN EGYPTYS ARMED ISLAMISM ARE CONCERNED ABOUT 
EMERGENCE OF A NEW GENERATION OF TERRORISTS 

DESPERATE AND LESS EASY TO CONTROL. THIS NEW FORM OF TERRC 
IS MORE INFORMAL 

TENSION 

IN IRAQ." 


VIN CAIRO 

RIGHT-OF-CENTER FRANCE SOIR (05/02): V'THIS IS THE FIRST TIME 
WOMEN TERRORISTS HAVE BEEN INVOLVED IN ATTACKS IN EGYPT. TF 
POSSIBILITY SEEMED SO UNLIKELY THAT LOCAL AUTHORITIES FIRST 
BELIEVED THE ATTACKERS WERE MEN DRESSED AS WOMEN. THIS TU 
EVENTS IS A WORRISOME SIGN OF THE CHANGES OPERATING IN EGYI 
TERRORISM. IT HAS EXPERTS CONCERNED ABOUT A NEW WAVE OF 
ATTACKS SIMILAR TO THE ONES IN THE 905. EGYPT IS FACING A NEW 
GENERATION OF FUNDAMENTALISTS WHO ARE PARTICULARLY OPPOS 
THE WEST. THEY FEED ON THE COUNTRY\'S DETERIORATING ECONON 
SITUATION AND ITS ABSENCE OF DEMOCRACY. THEY ARE ALSO ANNO 
WITH MUBARAK\'S RELATIONSHIP WITH WASHINGTON." 


IRAQ: NEW GOVERNMENT AND CALIPARI INVESTIGATION 


WA DIPLOMATIC INCIDENT BETWEEN ROME AND WASHINGTON\" 
RICHARD HEUZE IN RIGHT-OF-CENTER LE FIGARO (05/02): “ТНЕ 
OFFICIAL U.S. REPORT ON THE SHOOTING DEATH OF NICOLA CALIPAR 
APPEARED SO FAR FROM THE TRUTH THAT SYLVIO BERLUSCONIVS 
GOVERNMENT REFUSED TO CO-SIGN IT. ITALYVS OWN INVESTIGATION 
AND CONCLUSIONS DIFFER COMPLETELY FROM WASHINGTONVS. FOR 
AMERICANS 

INFORM THE U.S. THAT ITALIAN INTELLIGENCE WAS IN IRAQ. IF ONE 

IS TO BELIEVE THE OFFICIAL ITALIAN VERSION 

LIE. THIS AFFAIR IS PUTTING BERLUSCONI IN AN IMPOSSIBLE 
SITUATION. HE DOES NOT WANT TO PUT HIS RELATIONSHIP WITH THE 
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U.S. IN JEOPARDY. BUT SOMEHOW HE WILL NOT BE ABLE TO ELUDE Tt 
QUESTION OF ITALY\'S MILITARY PRESENCE IN IRAQ.\" 


VIT IS ROMEVS FAULT\" 

ERIC JOZSEF IN LEFT-OF-CENTER LIBERATION (05/02): VIT IS 

ITALY\'S FAULT. THE U.S. IMPLICITLY SUGGESTED THAT THE 
RESPONSIBILITY FOR THE FIRING SHOTS THAT KILLED CALIPARI LIES 
WITH THE ITALIANS FOR NOT INFORMING THEIR ALLIES OF THEIR 
OPERATION. THE MOST EMBARRASSING DIVERGENCE BETWEEN WAS 
AND ROME HAS TO DO WITH COMMUNICATIONS BETWEEN THE TWO A 
DID THE ITALIAN AUTHORITIES CHOOSE NOT TO INFORM THE 
AMERICANS? IT IS A FACT THAT WASHINGTON HAS NEVER ACCEPTED 
NEGOTIATE WITH HOSTAGE TAKERS.\" 


EU-U.S. RELATIONS - EU CONSTITUTION 


WA VASSAL EUROPE OR AN EQUAL EUROPE?" 

JUSTIN VAISSE IN LEFT-OF-CENTER LIBERATION (05/02): \"WHEN IT 
COMES TO EUROPE AND THE EU CONSTITUTION 

THE POSITION OF EUROPE\'S FOREIGN PARTNERS 

THAT OF THE U.S. LET US NOT MAKE ANY MISTAKE HERE: A REJECTIOI 
OF THE TREATY WOULD BE RECEIVED WITH A FEELING OF VICTORY B' 
WASHINGTON 'S NEO-CONSERVATIVES 

FRANCE\'S VOTE. FROM WOLFOWITZ TO BOLTON AND RUMSFELD 
REJECTION OF THE TREATY WOULD COMFORT THE UNILATERALIST Al 
WEAKEN THE MULTILATERALISTS IN THE INTERNAL U.S. DEBATE ABOL 
WHO DECIDES AMERICA\'S FOREIGN POLICY. THE DEBATE ON THE EU 
CONSTITUTION IS NOT ONLY TAKING PLACE IN EUROPE. IN 
WASHINGTON 

OPPOSITION. THE FIRST 

IN GREAT BRITAIN AND EASTERN EUROPE 

REPRESENTS A VISION OF THE WORLD DOMINATED BY THE U.S. 
BENEVOLENT EMPIREY WHICH MUST BE HELPED BY ITS ALLIES WITHO 
ASKING QUESTIONS. THE SECOND VISION 

DEMOCRATS AND A FEW REALISTS AMONG THE REPUBLICANS 

THAT UNILATERALISM IS DANGEROUS AND THAT THE U.S. MUST LISTE 
AND TAKE INTO ACCOUNT WHAT ITS ALLIES HAVE TO SAY. THIS 
VISION 

EUROPEAN UNION THAT CAN BE HEARD ON THE INTERNATIONAL ӘСЕР 
WEIGH IN ON U.S. DOMESTIC POLICY AND TO DIRECT AMERICA TOWAF 
COOPERATION RATHER THAN HEGEMONY. IN OTHER WORDS 
BALANCE OF POWER IN WASHINGTON REFLECTS THE STATUS OF THE 
INTERNATIONAL SYSTEM: A DIVIDED AND WEAKENED EUROPE DEPRIV 
THE MULTILATERALISTS OF SUPPORT AND PARTNERS. REJECTING TH 
CONSTITUTION WOULD STRENGTHEN THE UNILATERALISTS. WITH THE 
U.S. CONTINUING TO PROMOTE EUROPE\'S CONSTRUCTION ONLY WHI 
BENEFITS THEM: FREE TRADE 

DIVIDING EUROPE TO BETTER IMPOSE ITSELF WHERE ITS INTERESTS 
ARE. A COHERENT EUROPE CAN HELP TO BUILD A BETTER WORLD IN ; 
EQUAL PARTNERSHIP WITH THE U.S. A DIVIDED AND LESSER EUROPE 
CAN ONLY LEAD TO THE PASSIVE VINDICTIVENESS OF THE IMPOTENT: 
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that it only be considered together with the other eleven 

pending applications for observer status. Organizatin 

officials predict that the action will effectiely postpone a 

decision on the application for sx months 

they expect it to be appoved during the upcoming Moldavian 
Chairmanship. They also note the development underscores the 
ned for BSEC to move away from its current requiremnt that 

all decisions be made by consensus 

approach. End Summary. 


. (SBU) Nyet: In e-mails to State Department personel 

which they promise will soon be followed by n official 
diplomatic note 

Economic Cooperation indiate that the negative scenario they 
outlined in ef A had come to pass as a result of a Russian 
deision to insist that the U.S. application for obsever 

status be considered only in conjunction wit the other 

eleven pending observer applications. BSEC Secretary General 
Ambassador Tedo Japaridz indicated that the Russians are 
particularly comitted to observer status for Belorussia and 

the epublic of Cyprus 

application is not \"exceptional\" and should be cosidered in 
the same way. He expressed frustratin with the development 
noting that it is part ofa pattern of \"obstruction\" in a 

number of interntional fora 

that t did not indicate Wopposition to U.S. observer 

status. On the 

ntrary 

the application 

the total group. 


3. (SBU)Next Steps: Japaridze indicates that the 
Secretariat has already formally asked all pending candidates 


SIPDIS 

(some of which date from several years ago) to confirm that 
they remain interested in becoming a member of BSEC. Once 
this is done 

in the next senior officials\' meeting (during the Moldavian 
Chairmanship). Japaridze noted that a number of countries 
including Georgia 

signed a formal statement of support for the U.S.; others 
including Turkey 

the statement 


4. (SBU) BSEC Reform: Japaridze 
noted that he is talking to the Albanians about the need to 
rethink the rule of consensus. He predicted that this will 
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be difficult to do 

linkages in this regard. He noted that the Albanian Foreign 
Minister will be in touch with the American Ambassador next 
week in Tirana to discuss this issue. Japaridze indicated 

that he has heard from some \"BSEC insiders\" that the Russians 
also want to talk to the U.S. about the Black Sea and BSEC 
directly. This 

former Romanian Foreign Minister Segi Cheluk to Ron Asmus. 


5. (U) Comment: We will push the dialogue further when BSEC 
officials return to Istanbul from the Komotini meeting and 
their follow-on travels. End Comment. 
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has in recent months met with emboffs to discuss ideas for 
advancing democracy in the Middle East. In a May 2 morning 
meeting with Senate Majority Leader Bill Frist 

upbeat and said that he would continue his work. 


3. (C) Sharansky\'s resignation leaves temporarily vacant the 
minister-without-portfolio position that covers Jewish 

property restitution and anti-Semitism. The vacancy could 
lead the GOI to reexamine how it handles these matters. Mor 
who worked closely with Sharansky on restitution issues and 
who has returned to his former position in the Ministry of 
Finance 

be housed within a permanent ministry 
minister-without-portfolio 

month launched a five-year plan on restitution matters. Mor 
noted that restitution of Jewish property from Arab countries 
has a permanent structure within the Ministry of Justice 
advocated creating a similar structure for Holocaust-era 
restitution issues within the Finance Ministry. He said he 

is now a candidate to head the Finance Ministry\'s 
International Division 

promote the establishment of such a structure to handle 
property restitution. 


4. (C) MK Litzman 

Committee 

Jewish property restitution within the Finance Ministry 

would prefer that it be handled by the Prime Minister 

himself. Litzman said he expected the Prime Minister would 
handle restitution and the other areas left vacant by 
Sharansky until Sharon can shepherd through the Knesset the 
appointment of several additional ministers. 
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Visit Embassy Tel Aviv\'s Classified Website: 
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http://www state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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Saran reiterated GOI willingness to assist Iraq draft its 
constitution and to provide training in public 

administration. On Nepal 

while Narayanan said the Maoists had not been weakened at 
all. Narayanan professed to be more concerned about 
Bangladesh 

was even more desirable there because of the possibility of 
\"Talebanization.\" The PM was pleased about India\'s progress 
with Beijing 

border dispute. The UK PM 

will come on the heels of an unprecedented number of visits 
by almost every UK Cabinet Minister. The GOI noted 
continuing interest in transit rights though Pakistan to 
Afghanistan. See septel for Sheinwald\'s discussions on 
nuclear energy and proliferation. End Summary. 


Upbeat on Pakistan 


2. (C) Characterizing Sheinwald\'s discussions on Pakistan as 
&upbeat 

(protect) said the GOI was pleased that Musharraf had 
acknowledged the public\'s sentiment for peace in both 
countries. Sheinwald\'s interlocutors explained their 
\"people-centered8 approach to the Kashmir problem 
maintaining that middle class Indian tourists were causing 
\"dramatic changes in the Valley.\" The PM stressed India 
sincerity about making peace with Pakistan 

infiltration had been reduced 

test would come when the mountain passes open in May. New 
Delhi promised troop reductions if infiltration decreased. 
Sheinwald told the PM that HMG continues to press Pakistan to 
stop its support for terrorism 

Islamabad has begun to deliver. NSA Narayanan observed that 
the ISI had taken no steps regarding Lashkar-e-Tayyiba (LeT) 
while terrorist groups were using new infiltration routes via 
Nepal 

rights violations had decreased in Kashmir 

Sheinwald asked about prospects for a cease-fire in J&K 
Indian NSA replied that it was \"unlikely 

experiences. 


Interest in Assistance to Iraq 


Column 3 


3. (C) FS Saran reiterated GOI willingness to assist Iraq 

draft its constitution and to provide training in public 
administration. Sheinwald welcomed any help New Delhi could 
offer the UN and expressed the hope that India would become 
more involved 

situation was more secure. Sheinwald also emphasized the 
importance of sticking to the timetable for installing a 
permanent government as outlined in the Transitional 
Administrative Law (TAL). Saran responded that UNSYG Kofi 
Annan\'s comments during his concurrent visit to India had 
implied that the TAL timetable had already been superseded. 
UK PolCouns added that during a meeting with the High 
Commission earlier that week 

Garekhan had offered nothing new about Indias position in 
Iraq. 


UK Keen on Trilateral Consultations on Nepal 


4. (C) Sheinwald appreciated the manner in which India 

UK 

suggested to the GOI that further trilateral consultations 

would be desirable. Saran was in a wait-and-see mode as to 
whether the King would allow the State of Emergency to expire 
on April 30 

significant change in the security situation and predicted 

that even a strengthened RNA could do no more than hold the 
line. NSA Narayanan commented that the Maoists had not been 
weakened at all. Sheinwald reportedly stressed that the King 
must reverse his actions of February 1 

difficult for HMG to change its policy against military aid. 


Transit to Afghanistan 


5. (C) Sheinwald underlined to Saran the UK hope that India 
will attend the Wilton Park conference on Afghanistan 
encouraged IndiaWs presence at the June 22 donors conference 
and asked whether India might do more on counternarcotics. 
Saran asked the Brits to help India get transit rights 

through Pakistan to Afghanistan 

assistance-related items. He also indicated that India had 
raised this issue bilaterally with Musharraf. Saran was 
predictably skeptical on Taliban reintegration 

Pakistan was pushing for this in order to rebuild influence. 


Narayanan More Troubled by Bangladesh Than Nepal 
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6. (C) Narayanan reportedly told Sheinwald that a trilateral 
approach with the United States 

desirable regarding Bangladesh 

real possibility" and radical Islam could take root and 
become an \"epicenter of terrorism. Almost all Indian 
insurgent groups had links to Bangladesh 

asserted. New Delhi believes it has shown considerable 
restraint in the Tripura region after several recent 

incidents involving border forces 

commensurate response from Bangladesh. Sheinwald responded 
that HMG was monitoring the situation closely and welcomed 
specific information on terrorism 


Indians Pleased About China 


7. (C) Offering an upbeat account of New DelhiVs 
relationship with China 

formally recognized Sikkim as part of India during Premier 
Wenvs recent visit. The GOI believes it scored a victory 
when the PRC agreed not to disturb V'settled populations 
reference to the \"Guiding Principles" the two sides signed 
governing their approach to resolving the disputed border. 
The PM was also pleased with Indias progress with Beijing 
especially the parameters for resolving their border 
question. Asked for his assessment of U.S. policy 
remarked that the U.S. did not appear to be pursuing a 
containment strategy towards China 

China not playing by the rules. The PM evinced interest in 
China\'s friction with Japan. 


September Visit 


8. (C) Macaire noted that the British PM 

visit to New Delhi on September 7-8 will come on the heels of 
an unprecedented number of trips to India by almost every UK 
Cabinet Minister. He hoped that India could be convinced 
through the UK Presidency to view the EU as V'more than just a 
trading partner.\" In addition to leading the EU Summit 

UK Prime Minister\'s visit will include a full day of 

bilateral business in New Delhi. 


9. (U) Minimize considered. 
BLAKE 


31830 

31831 

of EU-Russia cooperation would conclude before the May 10 
Summit. 
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Visit of Armenian President 


2.(C) Armenian President Robert Kocharian visited France 
April 21-22 and met with President Chirac as well as members 
of the Armenian community 

two presidents laid wreaths at the statue of Komitas 

Armenian musician. The statue memorializes as well the 
victims of the Turkish massacres of Armenians in 1915 and 
Armenian soldiers killed fighting for France. During his 
speech Chirac did not use the word \"genocide\" to describe the 
1915 mass killings 

Turkey to V'examine its history with regards to the 1915 
massacres. This official reticence on Chirac\'s part 

contrasts with the French Parliament 

law containing only one article: \"France publicly recognizes 
the Armenian genocide of 1915.\" The law caused an abrupt 
downturn in Franco-Turkish relations and remains an irritant 

in today\'s somewhat improved ties between the two countries. 


3.(C) According to estimates by ethnic Armenian 
organizations 

Armenians in Europe with estimates of about 400 

in Paris 

those who fled the 1915 genocide to refuge in France. 
Smessow said that due to fears of Turkey entering the 
European Union the Armenian community is leaning towards 
voting \"no\" in the May 29 referendum on the EU Constitution 
and therefore 

convince the population that the constitution is not linked 

to Turkish accession. Smessow noted that Armenians in 
Armenia are in favor of Turkey\'s accession because Armenia 
would then have a border with the EU and in addition 

would be forced to resolve its border issues with Armenia. 
Smessow said the two presidents held a private meeting with 
no notetakers during which he assumed the conflict in 
Nagorno-Karabakh was discussed. 


\"4 SPACES\" NEARING CONCLUSION 


4.(C) When asked about the current status of the EU-Russia 
action plans on the \"four spaces 

negotiations are 95 percent complete. Currently 

only two questions remain: visa concerns and economic 
matters. Russia insists 

traveling on diplomatic passports be granted visa-free access 
to the EU. Given past abuses by Russia 

are hesitant 
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Russian reluctance to accept non-Russians who had entered the 
EU from Russia and who were subsequently deported from the EU 
is still a problem and a prerequisite for easing reciprocal 

visa requirements. On the economic front 

to hold fast to its position on Siberia overflight fees 

Smessow. 


5.(C) After the May 10 EU-Russia Summit 

the \"4 spaces" have been approved 

Russia were looking towards 2007 as the next marker for 
evaluating progress on implementing the \"4 spaces" and 
possibly working to negotiate new agreements for cooperation. 
Looking ahead to negotiating the last pieces of the V'4 
spaces" agreements 

blind" (Comment: This phrase 

Reagan\'s \"trust but verify\" direction 

over the fact that France and other like-minded EU countries 
prefer to focus on being open with Russia (especially in the 
economic and commercial sense) 

criticize Moscow for democratic shortcomings and human rights 
abuses. End comment.) 


Chirac in Moscow 


6.(C) Smessow confirmed that President Chirac will be in 

Moscow May 9 for the WWII commemorative events. Chirac does 
not plan any bilateral activities 

dedication of a Charles de Gaulle monument in front of the 
Cosmos hotel in Moscow. 

ROSENBLATT 
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seemed to \"take it for granted\" that they would win the 
contract because of the close relationship between Kuwait and 
the United States. Boodai added that Boeing only became 
engaged in the sales process when JA indicated that they were 
leaning towards Airbus. Boodai claimed that he would have 
preferred to purchase Boeing airplanes but that Boeing was 
unwilling to negotiate on the terms of the purchase contract. 


6. (U) Boodai went on to say that other U.S. companies are 
being used to provide some products and services to the new 
airline. Jazeera is out-sourcing many of its services 

including reservations 

service call center 

provide a solid investment to shareholders 

Boodai. He added that Jazeera Airways has only 40 employees 
excluding pilots and crew 

that Kuwait Airways employs. 


Column 3 


Kuwait Airways Moves Toward Privatization 


7. (U) On May 1 

Airways Chairman Shaykh Talal Al-Sabah had announced that the 
draft bill transferring KA into a commercial entity is 

expected to be approved soon. Al-Sabah said that indications 
point to the government approving a 240 million KD budget for 
restructuring 

mechanisms to change KA into a for-profit government-owned 
company. According to an earlier meeting with the chairman 

(Ref A) 

Airways. 


8. (U) In a bit of irony 

said that the hike in oil prices has become a burden for KA 
and that a reduction in airfares is not possible so long as 

oil prices remain high. However 

employees is being considered as a way to help KA cut costs 
he said. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www .state.sgov.gov/p/nea/kuwait/ 
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sophisticated crime network; the faster you respond 
the faster they change trends 
UNICEF anti-trafficking coordinator and one of the 
presenters who launched the report in Belgrade. END 
TEXT. 
7. (U) Reported by the Macedonian Press Agency on Saturday 
April 23 
TITLE: Komoutsakos on the Turkish Ambassador Visit to 
Thrace 
BEGIN TEXT: Athens 
to comment. It has nothing to say and nothing to hide. 
Equality before the law is a reality in Thrace and in 
accordance with the European standards 
values. Greece is a European country and law is 
applied equally on all Greek citizens 
Ministry spokesman Giorgos Koumoutsakos on the occasion 
of the visit of the Turkish ambassador to Athens to the 
Muslim villages in Thrace 
Referring to the 12th Black Sea Economic Cooperation 
Foreign MinistersY Council meeting to take place 
tomorrow 
meeting under Greek Presidency. In the meeting the 
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BSEC ministers will adopt the Komontini Agreement on 
actions concerning the sectors of energy 
governance 
illegal human trafficking 
economic cooperation and specifically 
sized businesses. 
He also underlined the BSEC Greek Presidency was marked 
in a way by the signing of the cooperation memorandum 
on the Burgas-Alexandroupolis oil pipeline. END TEXT. 
8. (U) Published by Sofia BTA on Thursday 
TITLE: Bulgaria: Further Arrests in Human 
Trafficking 
BEGIN FBIS TRANSCRIBED TEXT: Khaskovo 
(BTA)-Four more organizers of a ring trafficking people 
from Turkey through Bulgaria to the countries of the EU 
and counterfeiting IDs have been arrested 
Ministry Chief Secretary General Boyko Borisov said. 
He added that the four were arrested in the Pernik- 
Sofia region. 
The police confiscated computer configurations 
discs 
passport of a Romanian national. 
The operation called \"Spectrum\" is continuing 
Borisov said. Some 100 policemen are combing Kurdzhali 
region for the three remaining immigrants 
said. 
General Borisov said in Khaskovo Wednesday (20 April) 
that twelve organizers of the ring had been arrested in 
a specialized operation of the National Service for 
Combating organized Crime and the Regional Directorates 
of the Interior in Khashovo 
Kurdzhzali. The operation is conducted with the 
assistance of FBI offices. END TEXT. 
9. (U) Published by Reuters News on Sunday 
TITLE: Migrant women trapped in EuropeVs sex industry 
BEGIN TEXT: LONDON 
Rosa was earning in a Turkish shoe factory was not 
enough to support the three children she had left 
behind in Ukraine. 
Then her new friend in Turkey 
could earn $700 a month as a casino waitress in Bosnia 
and convinced Rosa to come home with her to Moldova and 
then make their way to Bosnia. 
VI began to think of all the things | could do to 
change my life to help my children 
As the time came to leave Moldova 
had a problem with her passport and would join Rosa in 
Bosnia a week later. At the station 
Rosa to a Romanian man who would accompany her. 
Rosa felt something was wrong when she said goodbye and 
Katerina just turned away. 
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VI pushed my feelings aside 
to give her real name. \"I don\'t usually trust anyone 
but | told myself that sometimes you have to have 
faith.V 
Rosa paid Katerina $300 to get her a job but a criminal 
gang had already paid Katerina $700 to make Rosa their 
slave. 
She was smuggled across Europe in cars and once in a 
fold-away bed on a train 
raped and forced to work in brothels. 
She was afraid to escape because her captors had kept 
her passport 
Rosa was freed months later in Britain when police 
raided a sauna she was working in. But her captors are 
still at large. 
Poverty 
prompting increasing numbers of people from eastern 
Europe and beyond to seek work in the wealthy West. 
With governments tightening limits on immigration 
women desperate for work in bars 
come to rely on crooks to spirit them across borders 
using false identities. 
V'The profits are huge and the money the traffickers 
wave in potential victims\' faces would certainly 
outweigh the salaries they can expect by staying at 
home 
trafficking unit of the International Organization for 
Migration in Geneva. 
On the wrong side of the law in a foreign land 
of the women find themselves forced into prostitution. 
They are powerless to resist their captors. Many have 
sex with up to 30 men a day for months on end. 
OUT OF SIGHT 
The trade in people for forced sex has mushroomed into 
a $12 billion industry to rival drug trafficking and 
gun-running. Because the victims are locked in rooms or 
moved around in secret 
trace them. 
It also makes quantifying the problem virtually 
impossible. Five years ago 
estimated that as few as 140 or as many as 1 
had been smuggled into the country and forced to work 
as prostitutes. 
Social workers say the problem has grown alongside 
lurid Internet sites and flyers plastered on the walls 
of phone booths fuelling a demand for unprotected and 
risky sex that few women would willingly supply. 
V'There is definitely too much work to deal with 
Anna Johansson of the London-based Poppy Project 
helps women trying to leave prostitution. \"We\'re 
getting referrals from Birmingham 
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Liverpool 
Many women contract chlamydia 
HIV because they are forced to have unprotected sex. 
They are often left with painful scars and some become 
sterile. Most suffer from post-traumatic stress 
disorder. 
\"Almost all those we work with have flashbacks and 
nightmares and cannot sleep 
be extremely frightened of strangers and find it hard 
to go out alone. V 
She said one woman had approached the Poppy Project 
after leaping to freedom from a second-storey window 
breaking bones in her foot. 
Another\'s hopes were raised when a client promised to 
help her and bought her from her captor 
her away in an apartment and visited her at night twice 
a week on the way home to his wife. 
FROM SOHO TO SUBURBIA 
Last month 
to 18 years under new British trafficking laws after 
they lured a 15-year-old Lithuanian girl to Britain on 
the promise of a summer job 
pounds ($7 
Three months later she turned up barefoot at a northern 
England police station after eluding her owner" in a 
nightclub. 
But renewed efforts to stamp out the trade may be 
pushing it further underground 
districts such as London\'s Soho to houses and 
apartments in the suburbs 
the police. 
VWomen here are not advertised. Access is gained by 
word of mouth 
as the authorities are not that likely to come across 
them. V 
Campaigners say anti-immigration policies could be 
making things worse. Sending victims straight home 
means they cannot testify against their owners in 
court 
them back where they were kidnapped. 
\"You can\'t break the problem of trafficking by sending 
people back to where they were trafficked from 
Mary Cunneen 
Last year a woman helped put her captors behind bars 
for nine years. Fearing reprisals if she returned to 
her small village in Moldova 
Britain. 
\"She applied in February last year but there has still 
been no response 
being re-trafficked is high 
recognised." END TEXT. 
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10. (U) Reported by the Anadolu Ajansi on Monday 
TITLE: 29 Illegal Immigrants Captured Near Samos 
Turk Arrested 
BEGIN TEXT: AA reporting from Athens. The 
Greek Coast Guard captured 29 illegal immigrants near 
Samos island and detained a Turk for trafficking these 
people. 


The Greek Maritime Commerce Ministry noted that the 
illegal immigrants were from Afghanistan and Iraq and 
the Turk who brought them to the island and who tried 
to flee was Mehmet Ulu (37). 


Ulu will be sent to the prosecutor. END TEXT. 


11. (U) Reported by the Anadolu Ajansi on Tuesday 
26: 
TITLE: Prostitution Operation in Istanbul 


BEGIN TEXT: During an operation in some hotels 
discothques and night clubs 

are allegedly involved in prostitution and four people 
who were serving as mediator were captured 


In an operation against some hotels 

discothques and nigh clubs in various sub-provinces 
of Istanbul in the past one week 

allegedly were involved in prostitution and four people 
who were mediating for prostitution were captured. 


According to information gathered by the AA 
correspondent 


Order Police Morals Department conducted operations in 
the hotels 
Silivri 


During these operations 132 foreign women from Russia 
the Ukraine 

allegedly involved in prostitution were captured and 

four Turks were detained for mediating for 

prostitution. 


While the women were sent to the ForeignersY Department 
for necessary (paper) work for their deportation the 

four (Turks) who were sent to the prosecutor were 

arrested and put in jail. END TEXT. 


12. (U) Published by CBC News Viewpoint on Wednesday 
April 


Column 3 
TITLE: False Hope and Shattered Dreams 


BEGIN TEXT: Lured by the promise of better prospects 
and quality of life 

left their homes and families only to become victims 

of human trafficking. 


While they\'re often promised work as waitresses 
stores 

forced into sexual exploitation 

cost of their \"migration.\" Stripped of their passports 
threatened and abused 


According to the International Organization for 
Migration (IOM) 

countries of origin for human trafficking for the 
purpose of forced prostitution. Although the exact 
number of victims is unclear 

since Ukraine\'s independence in 1991 

million Ukrainian citizens have crossed the border to 
work abroad 

people became victims of trafficking. 


While men are also trafficked into forced labour 
situations and make up about two-thirds of migrants 
women make up the overwhelming majority of those 
returning as victims of trafficking. 


IOM assisted nearly 1 

2000 and the end of 2004 

year alone. The number of people assisted increases 
each year. IOM statistics show that 289 trafficking 
cases were filed by the Anti-Trafficking Unit of the 
Ministry of Internal Affairs in 2003 and 169 cases were 
filed in 2002. 


Also in 2002 
from 30 countries concerning trafficking involving 
Ukrainian victims. 


With declining standards of living 

generally few employment prospects in Ukraine 

view work abroad as the best option available to them. 
The thought of sending money home to their families 
also gives them the extra push they need. 


For women 

many are looking to flee situations at home involving 
moral 

the IOM assessment 

infrastructure following the breakup of the Soviet 
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Union has created an extra burden for many Ukrainian 
women 
housework with no electricity or running water. 


Consequently 

unskilled 

on tables 

Although a few women know they are going abroad to be 
prostitutes 

destination country. 


Victims are usually recruited through a combination of 
acquaintances and intermediaries at nightclubs 
gatherings 

stations in regional city centres. Women - often mother 
and daughter teams - are the primary recruiters in 
Ukraine while men control recruitment abroad. 
Trafficking victims also act as recruiters - either 
forcibly or on their own upon their return to Ukraine 
knowing the profit that can be made. 


So where do victims end up? IOM has assisted Ukrainian 
trafficking victims from more than 40 countries 

including South Korea 

two-thirds of IOMVs caseload returned from Italy 

Greece 

of trafficking are also found in the United Arab 

Emirates 

Yugoslavia 

the Czech Republic and Romania. 


Counter-trafficking initiatives are high on the list of 
priorities for many non-governmental organizations 
(NGOs) in Ukraine. A great deal of effort is spent on 
prevention - specifically through awareness campaigns - 
and legislation has been made to combat trafficking. 
Anti-trafficking hotlines have been set up and a 

network of NGOs across Ukraine has been established to 
co-ordinate victim assistance and prevention 

initiatives. 


Organizations such as the ΙΟΜ 

La Strada International Women\'s Rights Centre and 
Faith 

reintegration 

assistance 

training. 


On an international level 
Schengen countries (a bloc of 15 European nations) in 
Kiev meet monthly to share information on the topic and 
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have created a blacklist of tourist agencies with whom 
they will no longer co-operate because of the agencies 
involvement in trafficking. As a result 
be issued to individuals who use these agencies as 
intermediaries. 


However 

for Ukrainian authorities and international 
organizations because of the irregularity of the 
migration process 


Many successful migrants get around work permit 
regulations by travelling to the country of destination 
independently as tourists and staying there 

illegally. Successful migrants usually have a higher 
education 

money to pay for the travel abroad. 


Many female victims 

abroad 

their experience because they are afraid to come 
forward lest they be stigmatized. Others 

are men 

trafficking. 


All of this makes collecting information useful for 
prevention and prosecuting traffickers a bigger 
challenge than it already is 

go on indefinitely. END TEXT. 


13. (U) Published by Armenialiberty 
on Wednesday 


TITLE: Journalist Inquiry Implicates Armenian 
Officials in Dubai Trafficking 


BEGIN TEXT: The Armenian authorities have done little 
to combat illegal trafficking of hundreds and possibly 
thousands of Armenian women abroad for sexual 
exploitation despite their persistent claims to the 
contrary 

long journalistic investigation. 


Edik Baghdasarian 

and Ara Manoogian 

suggested that senior law-enforcement officials in 
Yerevan are maintaining close ties with Armenian 
prostitution rings in the United Arab Emirates for 
personal gain. They allege in particular that some of 
those officials regularly visit Dubai to collect bribes 

from the local Armenian pimps and women trafficked by 
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them. 


“We have compelling evidence we collected there that 
suggests individuals within the Armenian government and 
in high-ranking positions are directly involved with 

this ring 


The two men have repeatedly visited the Gulf Arab 
nation over the past year 

Armenian prostitutes and secretly videotaping glitzy 
night clubs where they usually find clients. Their 
detailed accounts of the Dubai sex business were 
presented in a series of reports that appeared recently 
in the Hetq.am online publication of Baghdasarian\'s 
Association of Investigative Journalists. Baghdasarian 
has promised to make more scandalous revelations in a 
separate documentary which is expected to be aired by 
an Armenian TV channel next month. 


The Hetq.am reports suggest that there could be as many 
as 2 

other Gulf states at present. Virtually all of them are 

said to have traveled there with fake Russian passports 
provided by their traffickers in Moscow. UAE law 

forbids foreign single women below the age of 31 from 
entering the country. The documents overstating the 
womenv's age thus allow prostitution ringleaders to 

easily flout this restriction. 


Baghdasarian and Manoogian claim that the UAE 
authorities are well aware of that but turn a blind eye 
because they too have a share in the business involving 
tends of thousands of women from across the former 
Soviet Union. V'This is a well-organized business with a 
rigid chain of command 


Most of the trafficked women come from poor families 
and were lured into prostitution with a promise of 

quick money. ҮІ couldn't find a job [in Armenia] 

of them 

Armenia 

VWherever | went 

before they would offer me a job. We Armenians are like 
that - if you\'re divorced 

think anything about you.\" 


The prostitutes reportedly have to give the Armenian 
pimps in Dubai a large part of their income. According 
to the authors of the inquiry 

to have sex 10 or even more clients a day in order to 
secure the minimum daily sum required by their 
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\"employers.\" They say that the Armenian pimps are іп 
turn subordinated to a Syrian-born Arab known as Assad. 
He is said to have strong connections with officials at 

the UAEVs police and immigration departments. 


Scores of Armenian women are also thought to have been 
trafficked to other parts of the Middle East 

Turkey. The phenomenon dating back to the mid-1990s 
came under public spotlight in 2002 when the U.S. State 
Department placed Armenia in the so-called \"Tier3\" 
group of states which Washington believes are doing 

little to tackle illegal cross-border transport of 

human beings. 


The embarrassing criticism led the Armenian authorities 
to take what the State Department later described as 
\"significant efforts" to reduce the scale of human 
trafficking. They set up a special inter-ministerial 
commission tasked with tackling the problem. It also 
began to be publicly discussed by government officials 
and non-governmental organizations. 


Armenia was removed from the U.S. blacklist and 
upgraded to the \"Tier 21" category in 2003. \"The 
Government of Armenia does not fully comply with the 
minimum standards for the elimination of trafficking; 
however 

the State Department said in a report last year. 


Baghdasarian disagrees. V'The prosecutors say they are 
combating the problem 
Says. 


Armenia\'s Office Prosecutor-General rarely launch 
criminal investigations into suspected instances of 

human trafficking. Only two such cases were reported 

last year. Although Armenia\'s new Criminal Code enacted 
in 2003 raised the maximum jail term for trafficking 

from two to eight years 

individuals convicted of related charges have remained 
lenient. 


One such person 

arrested in the UAE on an Interpol warrant and 

extradited to Armenia in March 2004. She was sentenced 
to two years\' imprisonment by a Yerevan court last 
August only to be released less than two months later. 
Another reputed pimp 

to released soon 

sentence. 
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Baghdasarian says most of their \"colleagues\" remain at 
large and have little to worry about. As recently as 

last February he sent a young female journalist posing 
as a prospective prostitute to two women known to be 
involved in a Dubai prostitution ring. Their 

conversation in a Yerevan apartment was secretly 
recorded. 


\"\'ve sent more than a hundred people to the Emirates 
one of the women called Sirush told the undercover 
journalist. \"They were from 16 to 27. | don\'t take 
anyone older. V 


VItVII cost me $3 
You\'ll be met in Moscow and they'll get you a new 
passport. After that you\'ll go to Dubai 


\"If you go there 
the other pimp 


Andranik Mirzoyan 

department at the Prosecutor-GeneralVs Office 

on March 16 that most traffickers remain unpunished 
because they enjoy government protection in the UAE. 
V'There [in Dubai] a pimp is protected by the police and 
by the VauthoritiesY [criminal gangs]. They have their 
own laws 

after a meeting of senior prosecutors that discussed 
the problem. 


Mirzoyan also told reporters that a team of Armenian 
investigators traveled to Dubai in February to try to 
\"persuade\" Armenian prostitutes to return home. But 
Baghdasarian insists that the officials actions were 
less than altruistic. 


VWe have recordings of girls in Dubai saying that they 
gave thousands of dollars to a particular employee of 
the prosecutors office. We know their names 

when they meta" he says 

Yerevan have been regular. 


Citing unnamed Dubai prostitutes 

last month that one of those officials 

Yeremian 

The Prosecutor-GeneralVs Office has still not reacted 
to the allegation. 


But Yeremian 
enforcement agency 
\"Such a thing is impossible 
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admitted meeting several Armenian pimps in Dubai V'for 
questioningl but denied extorting any money from them 
through blackmail and arrest threats. 


Visiting Yerevan last July 

Rashid Nurgaliev announced the arrest a V'criminal 
group" of Armenians in Moscow who allegedly transported 
young women from Armenia to the UAE via Russia. The 
suspects were immediately extradited to the Armenian 
authorities to face prosecution 


V'They were flown to Yerevan and set free a month 
later 

official why they were released. He said they probably 
paid a lot of money.\" 


That there is lots of money involved is obvious from 
figures provided to Hetq by the Armenian Central Bank. 
They show that the total amount of cash remittances 
wired to Armenia from the UAE totaled almost $8.8 
million last year 

in 2001. With Armenian imports from the UAE by far 
exceeding exports in 2004 

may well have been generated by the prostitution 
networks. 


Manoogian 

Nagorno-Karabakh 

victims can be repatriated and reintegrated into 
Armenian society. He is currently lobbying 
international and Diaspora organizations to finance a 
special rehabilitation center for them. V'Right now we 
are in the process of putting together a rehabilitation 
program 


But Baghdasarian is skeptical about the effort: V'Ninety 
percent of those women knew what awaits them in Dubai 
and are earning much more than they could do here." 
END TEXT. 


14. (U) Published by Anadolu Ajansi 


TITLE: SECURITY FORCES INTERCEPT 25 ILLEGAL MIGRANTS 
IN ISTANBUL 


BEGIN TEXT: ISTANBUL (A.A) - 29.04.2005 - Turkish 
security forces intercepted 25 migrants in Istanbul 
who had entered Turkey illegally 

on Friday. 

The migrants of Pakistani origin who did not have 
passports and ID cards 
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proceedings are completed. 
Meanwhile 
human trafficking. END TEXT. 
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neutrality\" bill that would amend Botswanavs constitution 

to broaden representation in the House of Chiefs 

largely symbolic second chamber of parliament through which 
traditional leaders advise the National Assembly. Well over 

a decade in coming 

establish 

parity of status among various ethnic groups in that body. 
One controversial provision of the bill would empower the 
President to appoint five new members to the House of Chiefs. 


The amendment would also eliminate a clause that allowed the 
state to grant special access to V'defined areas!" for the San 
on which the First People of the Kalahari has based its 
challenge to the GOB of their relocation from the Central 
Kalahari Game Reserve. This bill reflects two hallmarks of 

the ruling Botswana Democratic Partys approach to 
governance: 

promoting Botswana as a modern democracy based in part on the 
assimilation of marginalized communities into the mainstream 
of society and preserving and extending the power of the 
executive. End Summary. 


2. (U) Botswana\'s National Assembly is considering a 
constitutional amendment nominally aimed at establishing 
\"tribal neutrality\" regarding representation of Botswana\'s 
various tribes in the House of Chiefs 

second chamber of parliament that advises the National 
Assembly. The context of the issue is the historical 

status of the Setswana-speaking clusters -- the Bamangwato 
the Bangwaketse 

the Bamalete 

British colonizers recognized as having paramount chiefs. 
First raised in Parliament in 1988 

constitution \"tribally neutral" was the subject of a 
Presidential (Balopi) Commission in 2000 

which generated a number of recommendations that inform the 
current amendment bill. Having completed a third reading in 
the National Assembly 


Column 3 

waiting period for the purpose of further consultation. 
After ninety days 

again 

voting on it. 


3. (U) The central provision of the bill would more than 
double the size of the House of Chiefs to 35 seats. The bill 
would retain the ex-officio seats for the eight so-called 
\"major\" Tswana tribes and four members from Chobe 
Kgalagadi and the Northeast who are elected by the 
traditional 

leaders in each area. It would add up to twenty members to 
be 

elected by an electoral college consisting of traditional 
leaders in each of twenty regions around the country and five 
members appointed by the President. 


4. (U) While this change is likely to increase 

representation 

of non-Tswana groups in the House of Chiefs 

not 

guaranteed. Each of the twenty regions includes communities 
with 

various tribal affiliations 

Currently 

when communities elect a headman 

paramount chief (a Tswana) over that area before he becomes 
eligible for a salary. These paid headmen would constitute 
the 

electoral college in each region 

government 

official appointed by the Minister responsible for local 
government" 

of 

Chiefs. In contrast 

dominant 

Tswana tribes are guaranteed seats in the House of Chiefs 


SIPDIS 
although 


their constituencies are also ethnically diverse. 
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5. (C) After deliberations on the amendment bill 


of 

Chiefs rejected the provision allowing the President to 
appoint 

five new members. In a conversation with PolOff 

the 


House of Chiefs Kgosi Seepapitso expressed his colleaguesV 
\"suspicion\" when they discovered the addition of this 
provision 

to the bill. (This provision was not in the previous 

incarnation 

of the bill which died when the President dissolved the 

eighth 

parliament in preparation for elections in October 2004.) 
Kgosi 

Seepapitso feared that the President would use this power to 
reward partisan cronies in the same way that he used 
nominations 

for specially elected Members of Parliament and appointments 
to 

local councils (REF A). 


6. (C) Kgosi Seepapitso admitted that the Government can 
\"take 

or leave\" the advice of the chiefs 

leave 

it Vat their peril.\" Chiefs 

constituents against politicians who have defied their 
wishes. 

If the amendment passes and the chiefs disapprove of the 
President\'s appointments to the House 

emerge 

in the foundation of the Botswana Democratic Party\'s power 
base 

alienating some traditional leaders from the ruling party. 


7. (U) One of the most controversial aspects of the 

constitutional 

amendment bill is its deletion of Section 14 

Paragraph C. This clause granted the Government the right to 
restrict entry to and residence within V'defined areas V' for 
\"persons 

who are not Bushmen\" in order to ensure \"the protection or 

well- 

being of the Bushmen.\" (Note: Many now consider \'Bushmen\' a 
pejorative term. The words “балу or VBasarwav are generally 
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used 

instead. End Note.) First People of the Kalahari 
organization 

Governments 

intention to amend the constitution by removing a clause upon 
which 

its legal challenge of their relocation from the Central 
Kalahari 

Game Reserve (CKGR) is based (REF B). The Government has 
been at pains 

to emphasize that the repeal of Section 14.3.C would not be 
retroactive 

and 

Furthermore 

defined 

areas in which only San could reside. (Note: Non-San 
particularly 

Bakgaladi 

limited 

access to the CKGR exclusively to the San. End Note.) 


8. (U) The Government interpreted Section 14.3.C as 
discriminatory and 

contrary to national unity. A contact at the Office of the 
President 

indicated that in addition to its objection to the term 
\"Bushmen\" 

GOB found the special treatment of a specific group 
discriminatory to 

all other Batswana. The Government cannot limit the access 
of San or 

any other citizens from any other region in order to 
safeguard the 

interests of its existing residents 


so for the 

San? By eliminating this clause 

intended to 

uphold the principle of tribal equality. According to the 
GOB 

14.3.C reflected a concept of protection contrary to its 
policy of 

integrating remote area dwellers into the rest of society. 


9. (U) Opposition politicians and human rights organizations 
have 
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denounced the bill as failing to address the problem of 
tribal 

inequality. RETENG 

rights of 

minority ethnic groups 

nothing to 

address the lack of mother-tongue education 

land 

rights 

minorities. An April 18 press release by Ditshwanelo 
Botswana 

Center for Human Rights 

the 

existence of racial discrimination against the San. The 
Chair of 

the UN Committee on the Elimination of Racial Discrimination 
expressed its view that the bill fails to accord equal 
representation 

for ethnic groups which are subordinate to a dominant tribe. 
Government Ministers have acknowledged that this bill is 
\"imperfect\" 

but describe it as a viable compromise that represents a step 
in the 

right direction. 


10. (SBU) Expansion of the House of Chiefs is a welcome 
development 

insofar as it is likely to increase representation of 
minorities in 

that body. The amendment bill does not change the fact 
however 

certain tribes (the eight Tswana tribes) are guaranteed a 
seat in the 

House and others (non-Tswana tribes) are not. 


11. (SBU) Contrary to allegations by Survival International 
the 

proposed amendment would not subvert or circumvent the 
judicial 

process with regard to the case of the First People of the 
Kalahari 

against the GOB. Since Section 14.3.C was part of the 
constitution 

when the relocation occurred 

whether that 

policy violated the constitution as it existed at that time. 
Moreover 
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CKGR. 

It did 

the 

interests of this marginalized minority by securing their 
access to 

land. Repealing this clause signifies the GovernmentVs 
rejection 

of the argument that preserving the rights of the San 

requires the 

recognition of the CKGR as a San homeland. Instead 
reflects the 

GovernmentVs proclaimed strategy of overcoming poverty among 
the San 

by assimilating them into the mainstream of Botswana society 
rather 

than insulating them geographically 

culturally. 

HUGGINS 
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by local police 
cooperate with them 
sources. Nonetheless 
action about the problem 
was formed in 2004 specifically to deal with child 
prostitution in Cheb. Since 1997 
sexual exploitation of children (child sex tourism) have 
been investigated in Cheb. 


3. Although the seven investigated cases involved seven 
separate criminals 
mentioned in the press. Sixty cases of Wendangering the 
morals of juveniles V" were investigated in 2004 
cases involved only three criminals 
twelve children to foreigners seeking child sex and then 
robbed them instead. These cases were investigated under 
the endangerment statute as there was found to be no 
evidence of actual sexual assault on the children involved. 


4. Police in Cheb claim that reports that child sex 
tourism is rampant in Cheb aggravate the existing problem in 
the town by associating the two in the minds of consumers 
most of whom are German. This sentiment is echoed by 
Interior Minister Frantisek Bublan 
anti-trafficking efforts in the Czech Republic. As per the 
cases mentioned in paragraph three 
Cheb\'s profile as a \"haven\" has instigated a new crime: 
child sex being used as bait to trap and rob foreign 


Column 3 
consumers 
crime to the authorities. This was also the fate of the 
reporter 
robbed of the 200 Euros he was going to be charged for the 
12 year old girl. 


5. Comment: As acknowledged in this year\'s TIP report 
the Czechs continue to take anti-trafficking efforts in 
their country very seriously. While they recognize the 
problems in Cheb and are working on them 
accounts by reporters unfamiliar with the issue do nothing 
to help combat TIP in Cheb and possibly augment the existing 
problem. Police 
are currently investigating these most recent claims. KARO 
likewise continues its work in Cheb 
hindered by financial woes that forced the NGO to downsize 
from six to two staff in January 2005. 
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declare a \"suspended\" vote. Some MPs claimed the lack of 33 
yes and no votes constituted a lack of quorum. Others 
asserted the proposal failed outright as there were more than 
33 total votes 

votes and abstentions resulting in a failed vote according to 
the Constitution. (Note and comment: There are currently 50 
MPs and 14 Ministers; however 

is also an elected MP 

for a total of 63. Reportedly 60 Assemblymen voted May 2 
while another four were absent for a total of 64 

conflicts with PostVs calculation. End note and comment.) 
Womenvs rights activist Rola Dashti told EmbOffs the GOK 
instructed pro-government MPs to abstain 

that either the GOK wasnt serious about passing the measure 
or that the GOK knew it would not have enough votes to pass 
and decided to scuttle the vote to avoid a defeat on the bill. 


3. (U) Two Ministers 

Affairs and Labor Minister Faisal Al-Hajji 

Issam Al-Dabbous and Walid Al-Osaimi 

Al-Hajji is out of the country on business 

is in a London hospital recovering from an apparent stroke in 
late April. Salafi Justice Minister Ahmed Bager 

openly opposes womenvs political rights 

his absence is unknown. Bager\'s absence could give the 
impression that the Prime Minister is allowing dissent in his 
cabinet and therefore may not be as serious as he claims 
about the issue of women's political rights or that Bager and 
the PM were avoiding an embarrassing public display of their 
differing vies on the issue. 
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4. (U) Female Kuwaiti observers were noticeably absent from 
the visitors gallery. Poloff counted approximately 20 women 
compared to the hundreds who attended the March 7 session 
requesting expedited consideration of granting women\'s 
suffrage (ref B). Dashti was the only one donning blue 

adopted color of the Kuwaiti women\'s rights movement 

the \"women are Kuwaiti too\" t-shirt. She mentioned that women 
had become frustrated with the process but requested updates 
via text message. The session opened in the morning with a 
GOK motion to allow discussion on the Municipal Law before 
that of a proposed public sector salary increase. The measure 
failed 26 to 32. Once the Municipal Law amendment vote 
approached in the early afternoon 

between MP Waleed Al-Jari and the Speaker who accused the MP 
of intentionally delaying the vote by repeatedly interrupting 

calls to initiate the roll call tally. After the Speaker 

announced that the measure had not passed 

in the chamber. 


GOK Officials Uncertain of Outcome 


5. (C) Chairman of the Assembly\'s Foreign Relations 
Committee 

Mohammed Al-Sager told the Ambassador in an initial call 
after the vote that he wasn\'t clear on exactly what had 
happened. He characterized the government\'s position as Wa 
boxer hit in the head and almost knocked out.\" He added 
don\'t think the Government did its homework. It\'s a draw.\" 
Al-Sager asked for an hour to collect more precise 
information and called back with the following: 


--The 29 abstentions don\'t figure in the final count 

result is that there was no quorum. The issue will be 

discussed again tomorrow 

pressure on the MPs 

two views of what happened May 2: 1) the measure failed and 
2) there was no quorum. There will be a very big debate about 
the procedural/constitutional issues stemming from the May 2 
vote. The Government wants to pass the amendment; they are 
eager to do it 

the \'pro-Government\' MPs are against them." Shaykh Sabah 
Valmost begged\" them to support the measure when he should be 
ordering them to vote in favor of the GOK position. 


6. (C) The Ambassador also queried Under Secretary of Foreign 
Affairs Khalid Jarallah about GOK views on the result. 

Jarallah asked for some time to consult and got back to the 
Ambassador two hours later with these observations: 
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-- The conclusion from today\'s vote was that the Government 
failed to pass the measure; there was no question about that. 

The Government succeeded in getting agreement from both sides 
that they would vote again later on 

maybe next week. The Prime Minister and the Foreign Minister 
left to attend a wedding in the UAE. (Note: Jarallah didn\'t 

say when they would return 

the vote would be postponed at least until next week.) 


When the Ambassador observed that the vote today seemed to be 
not a good sign for the future of the issue 

VI agree with you 

sign.\" 


7. (C) Shaykh Mohammed Al-Abdullah Al-Mubarak Al-Sabah 
eldest surviving grandson of late Amir Shaykh Mubarak the 
Great (ref C) 

one vote short of passing the amendment. Some MPs 
offered to vote in favor were the GOK to approve a pay raise 
for civil servants and cancel old electricity bills for 

citizens. This price 

Al-Abdullah 

attempt to postpone June\'s Municipal Council elections 
allowing women time to register to vote 

winning approval in the April 19 Assembly session. Shaykh 
Mohammed Al-Abdullah mentioned that he attended an event 
recently in Farwaniya 

which Kuwaiti women expressed a greater interest ina 
government salary increase and the right to own 
Government-granted property than in the right to vote. With 
respect to full political rights 

does not believe women will obtain them this year. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www .state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


LEBARON 


31840 

31841 

31842 

Droit\" (article 
International (book 
WAlgerieW (compilation 


2. (C) Initial domestic reactions among Embassy sources to 
Bedjaoui\'s appointment were overwhelmingly positive. 


Column 3 

Contacts called him a V'heavy-weight of diplomacy." Others 
said that he would bring a sense of \"refinement and culture!" 
to the MFA. A former Algerian Ambassador said 

time that the Algerian diplomatic establishment is headed by 
a real diplomat and not by a renegade from the FLN or the RND 
(Rassemblement National pour la Democratie).\" One 
parliamentarian did express reservations about appointing 
someone of BedjaouiVs elevated age. Presidential Chief of 
Staff Belkheir told Ambassador May 2 that Bedjaoui had been 
selected because of his considerable international experience 
and the excellent image he will project for Algeria. 


3. (C) Comment: At age 76 

stature and is well and favorably known to the Embassy. He 
is also a great admirer of the United States and has a copy 
of the U.S. Declaration of Independence on his study wall. 
As a trusted and long-time friend of President Bouteflika 
from the pre-independence period and as an elder statesman 
with no political ambition 

non-threatening relationship with Bouteflika 

expected to use him to help project an image of competence 
respectability 

international experience 

urbane -- or at least secular world view onto Algerian 

foreign affairs in contrast to his conservative Islamic 
nationalist predecessor 

ERDMAN 
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de Suivi\" as proposed in Rome (reftel A) and rejected by 
Rwanda 

to by the DRC and Rwanda at the Lubumbashi Tripartite 
ministerial on April 21 (reftel B). That said 

prepared to respond expeditiously in the event repatriations 
actually begin and the Tripartite is asked to supply 
observers. 


5. (C) After weeks of no movement whatsoever since the March 

31 FDLR declaration in Rome 

be viewed as an encouraging step. The real question is 

whether he can actually deliver FDLR combatants in the field 

and that is the reason for his trip to the Kivus later this 

week. From what we have heard about Murwanashyaka\'s meetings 
(and we do not intend to meet with him ourselves) 

no means clear at this point that the rank and file are 

necessarily prepared to line up behind him. 

DOUGHERTY 
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French position vis-a-vis Taiwan drew our interest 

headlines. The MFA tried to explain Raffarin\'s remarks by 
saying that the anti-secession law was consistent with the 
\"one-China\" policy that both the French and the United States 
espouse. As for the military measures foreseen by the law 

the MFA said that the V'non-pacific measures!" referred to in 
the law did not necessarily mean force 

construed as an embargo or a block on investment. Both 
Raffarin and our MFA colleagues also repeated the French line 
in favor of lifting the EUYs arms embargo 

by the end of June as decided by the December European 
Council. 

END SUMMARY. 


2. (C) Poloff spoke with MFA China desk officer Arnaud Roux 
-- who was on the delegation -- on April 28 to discuss the 
Prime MinisterVs trip to China. Roux noted that Raffarin 
visited Beijing 

24 

Agriculture Minister Dominique Bussereau 

for Research Francois dVAubert 

Muselier 

Goulard 

strong commercial focus of the visit. 


ANTI-SECESSION LAW 


3.(C) It was 

anti-secession law that caught our attention. Apparently 
seeking to delink Chinas March passage of the law from EU 
plans to lift the embargo 

described the law as V'completely compatible\" with the French 
position on Taiwan. Queried on this point 

what Raffarin meant was that the anti-secession law was 
consistent with the one-China policy espoused by France ever 
since it had opened diplomatic relations with the PRC. 
\"Raffarin only re-stated this position 

poloff pointed out the disturbing provision of the law that 
would allow the use of military force against Taiwan 

contested this 

mentioned in the law did not necessarily mean using force. 
China could employ 

goods or investment as a means to pressure Taiwan -- the law 
did not necessarily mean the Chinese would use force. Poloff 
responded that it appeared that the French had a different 
understanding of \"non-pacific measures\" than not only the 
U.S. but also than several of its European neighbors. 


4. (C) Roux also remarked that the French find the recent 
visit to Beijing by Taiwan KMT chairman Lien Chan to be a 
positive step 


Column 3 

with the oppositionW showed its goodwill (this conversation 
took place before the issuance of the joint communique from 
the PRC and Taiwan\'s KMT). 


EU ARMS EMBARGO 


5. (C) Raffarin 

Jiabao 

discriminatory 

state of the strategic partnership between Europe and China. V 
Raffarin repeated that V'France continues to request the 

lifting of the embargo and does not see what could lead the 
European Council to change its position 

December 2004 Council decision to lift the embargo by the end 
of June 2005. 


6. (C) Roux repeated the French line that the lifting would 

be a \"political step onlyV in recognition of Chinese 

progress. He pressed poloff 

recognized this when the USG declined to present a resolution 
condemning Chinese human rights abuses at this year's HRC. 
Poloff responded that indeed the U.S. had seen small steps of 
improvement 

refraining from bringing the human rights resolution 

that in no way had China made enough progress to merit 
lifting an embargo that would allow it to buy more arms. 

Roux responded with the repeated French line that the French 
have no intentions of selling arms to the Chinese. 


7. (C) Roux said that Chirac will continue to press for a 
decision on the arms embargo -- positive or negative -- by 

the end of the Luxembourg EU presidency. When poloff asked 
whether Chirac would press for such a decision even if he 
believed he might not get the answer he wanted 

8. (C) According to Roux 

recent tension between China and Japan. 


COMMERCIAL DEALS 


9. (U) According to press accounts 

Airbus planes (5 A319s for China Eastern and 5 A319/A320s for 
Shenzhen Airlines) 

and finalized the already announced contract for 5 Airbus 
A380s. The French delegation also announced that they would 
like to see 1 

2005. 


COMMENT 


10. (C) The French continue to press for the lifting of the 
embargo (reftels B and C) 
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coming from their EU colleagues 

March passage of the anti-secession law (refs D and E). 
While the French press conveyed RaffarinVs statement on the 
compatibility of the law with the French position on Taiwan 

it did not attract much attention. Editorialists did not 

seize on the issue 

commercial aspects of the trip. This illustrates the 
underlying theme we have seen in the French view of the 
French-Chinese relationship: strategic and commercial 
interests prevail. As Raffarin demonstrated 

continue to characterize U.S. security concerns in the region 
as overblown 

lift. They may calculate that being publicly outspoken in 
favor of lifting the embargo even if their EU partners are 

not persuade 

continues to cultivate that relationship in part because of 
the commercial opportunities it sees there 

Chirac believes that China is an essential element to the 
multipolar political arrangement that he envisions as optimal 
for French power projection. END COMMENT. 
ROSENBLATT 
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Borders" process which has transformed the bilateral 
relationship with respect to facilitating cross-border 
commerce while simultaneously enhancing security; they see 
the Smart Borders initiative 

institutional links between agencies (e.g. CBSA and CBP) 
with periodic meetings of high-level principals (e.g. 

Secretary Chertoff and Deputy Prime Minister McLellan) as a 


SIPDIS 
useful model to advance cooperation on the regulatory front. 


3. Comment: Embassy Ottawa has proposed establishing 
linkages between the two governmentsY organizations that are 
responsible for vetting regulation 

PCO/RAOIC as a starting point for what we are referring to 

as the Smart Markets\" regulatory harmonization effort 
(reftel); it is encouraging to see industry arriving at the 

same logical conclusion. End comment. 


4. Lloyd noted that the SPP should leverage the efforts of 

an existing institution that links the Canadian and American 
chemical industry and regulators. The CCPA and its American 
counterpart 

alongside USG (EPA) and GoC (Environment Canada and Health 
Canada) regulators in a forum called the V'Four Corners 
Arrangement" or \"4CA\" which is addressing 

things barriers to sharing confidential business 

information 


Column 3 
requirements 
\"4CA\" are at the Environment Canada website: 


http://www.ec.gc.ca/substances/nsb/download/4 cafinal e.pdf 


5. The CCPA see the SPP effort as providing the necessary 
political impetus to move the Four Corners effort ahead 
forcefully and expand the 4CA agenda to help industry 
achieve mutual recognition of safety assessments 

facilitate a joint Canada and United States effort on the 
\"Globally Harmonized System of Classification and Labeling 
of Chemicals". 


6. We at the embassy envisage that the technical work in the 
Four Corners effort would underpin the higher level 
coordination taking place between OMB and PCO and yield real 
strides in regulatory synchronization especially if that 

progress is firmly tied to a deliverable for annual 
ministerial-level meetings. 


Dickson 
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to the change of government. Uribe said President Lula had 
called to say he had agreed to grant Gutierrez asylum in 
Brazil. Uribe added that he had not taken a call from former 
president Gutierrez earlier in the day 

the former president after lunch with the delegation. Uribe 
said the situation appeared to be stable and that any new 
Ecuadorian government must begin with stability. Uribe said 
the U.S. should reach out to the new government on issues 
such as the FTA and the election of next OAS Secretary 
General. 


4. (C) President Uribe began the lunch by checking off a 
long list of his administration\'s accomplishments to improve 
national security throughout Colombia. Noting that he had 
been the target of two terrorist acts in Baranquilla during 
his presidential campaign 

declined 60 percent. He added that there have been no 
terrorist attacks in Bogot in over two years 

kidnappings in the capital over the same period of time. 
Uribe said homicides in Medellin declined 34 percent in his 
first year in office 

in his current third year. 


5. (C) Uribe told the delegation it is not easy to defeat 


Column 3 

50 

determination 

will win. He noted that under his administration 

combatants have been taken off the battlefield ) 6000 
deserters and 6000 demobilized from the AUC. He said his 
government is willing to negotiate with any group willing to 
commit to a cease-fire and talk peace. Uribe said the peace 
process with the ELN was suspended because the group would 
not agree to suspend kidnapping. 


6. (C) Uribe said Colombia 

framework for negotiations that will apply to all armed 
groups 

said the law must be balanced between justice and peace 
that it cannot be a law of impunity in the name of peace. 
Uribe added that the last peace process granted amnesty 
the new Colombian Constitution no longer allows the 
government to pardon crimes against humanity. Uribe declared 
that those who commit atrocities must go to jail 

added that the sentences cannot be long 

most. He said the criminals must forfeit their illicit 

wealth and that the government will use these seizures to 
provide reparations for the families of the victims of 
violence. Uribe said the government would not negotiate 
extradition as part of the peace process. 


7. (C) Representative Issa complimented Uribe on his peace 
process accomplishments 

demobilized paramilitary members. Issa noted that winning 
the hearts and minds of the combatants and the communities 
where they live is key to continued success. Uribe responded 
by describing the importance of developing a successful 
resettlement program. He said his administration wants to 
prepare the former combatants to quickly find legal jobs. He 
added that as a result of initial resistance from the private 
sector 

support of public works. Uribe stated that 30 

families that once worked in the drug trade now work for the 
government of Colombia 

sensitive rain forest areas. 


8. (C) President Uribe announced to the delegation that he 
had signed over 280 extradition cases 

bound for the United States. He added that his 
administration is working to resolve problems with the 
Supreme Court of Justice concerning the allowable length of 
sentences 
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Representative Weller thanked President Uribe for his 
government 

President 

in the region. 


9. (C) Uribe strongly promoted aerial eradication as a key 
tool in the war against drugs. He said opium production went 
down in 2004 

Uribe added that 

the coca plants that have been re-planted in fumigated areas 
are less mature and not as productive as the plants that were 
destroyed by aerial spraying. Uribe stated that during 
Secretary Ricevs upcoming trip to Colombia 


SIPDIS 

to look for ways to bring two new wings of spray aircraft to 
Colombia to increase Colombia 

Uribe said he also supported strengthening the manual 
eradication program in Colombia. He added that manual 
eradication is not a replacement for aerial spraying 

rather a compliment to the aerial eradication program. 


10. (C) Before lunch began 

press corps that aerial eradication was helping win the fight 
against drugs in Colombia. He went on to describe the 
importance to his administration of spraying coca 

cultivations in Colombia 

to Environment Minister Suarez and asked her when spraying in 
the parks could begin. Looking somewhat surprised 

Suarez talked briefly about awaiting a decision on this 

matter from the Consejo Nacional de Estupifacientes (CNE) and 
other legal entities. Uribe urged her to move quickly on the 
issue 


11. (C) President Uribe told the delegation that Colombia 
economic situation had improved considerably under his 
administration. He pointed to a reduced fiscal deficit 

reduced inflation targets (4.5-5 percent for 2005) 

increase of around 30 percent in private investment growth 
for 2004. Uribe said the constitutional amendment concerning 
pension reform had passed through 5 of 8 required 
congressional debates 

amendment would be passed by June 20 


12. (C) On trade issues 
debate in Colombia over the role of Colombia in a globalized 
economy. The debate 


Column 3 

issue of agriculture. Agriculture 

represents almost 20 percent of Colombia 

agriculture 

crops. Turing to the issue of agriculture subsidies 

said he understands U.S. agricultural policy 

would not ask the U.S. to abolish its subsidy program. 
Instead 

set up to subsidize Colombian production of five or six 
sensitive agricultural products (he mentioned wheat 

soy 

receiving domestic support. Uribe said supporting these 
products in Colombia is necessary to defeat terrorists and 
eliminate illegal drugs. 


13. (C) Representative Weller said the U.S. Congress 
understands the sensitivity of the agricultural sector. He 

told Uribe that the Congress is hopeful that the WTO will 

soon move forward on a comprehensive approach to reducing and 
eliminating agricultural subsides around the world 

from the U.S. 

cannot unilaterally eliminate subsidies and still hope to 

achieve a global WTO agreement on the issue. Representative 
Issa told Uribe that transition time for sectors affected by 

the FTA are important tools that can be used to ease 

sensitive sectors into free trade realities. Weller added 

that international education can strengthen trade 

relationships and could be a selling point for those working 

in sectors affected by the FTA. Uribe agreed and stated that 
his political &stump speech8 included support for programs 
that increased vocational education and used international 

PhD programs to targeted research needs and develop new 
curricula for Colombian academic institutions. 


14. Comment: The tone of the meeting was very positive. 
Representative Moran 

pulling the region together 

many as a model of mature democratic institutions. UribeVs 
rejection of totalitarian rule and his success on issues 
related to security and the peace process 

generated a high level of popularity for his policies. The 
bipartisan delegation expressed continued support for 
Colombia\'s progress. 

WOOD 
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May 16 

referendum on the EU Constitution May 29 (reftel B). END 
SUMMARY. 


ELIMINATION OF HOLIDAY 


Column 3 

2. (U) Legislation passed last year turned the Whit Monday 
holiday (the Monday after Pentecost) into a normal working 
day. The law called for 0.3% of an employee\'s yearly wages 
-- the equivalent of a dayYs work )- to be turned over to a 
National Solidarity Fund to improve health care for the 
elderly and handicapped. The fund is expected to collect 2.6 
billion USD (2 billion euros). Although initially passed 

with little opposition 

in recent weeks. One opinion poll shows that 74 percent of 
French workers are against the plan. 


ORGANIZED LABOR OBJECTS 

3. (SBU) France's major trade union federations have all 
objected to the project. France\'s highest court for 
administrative matters 

rule May 3 on a case brought by the French Confederation of 
Christian Workers (CFTC) 

the European Convention of Human Rights 

labor. The Force Ouvriere (FO) federation also plans legal 
action. 


MAY 16 -- NEURALGIC MOMENT IN RUN-UP TO MAY 29 


has already seen a wave of protest activity 

government has tried to turn off (reftel A). Whit Monday 
falls on May 16 this year 

referendum. A range of labor and activist organizations are 
calling for strikes and demonstrations that day 

to make May 16 the focal point for a second wave of street 
protests and demonstrations. The government fears these 
could have an unsettling effect on public opinion 
exacerbating widespread discontent with economic prospects 
just as many undecided voters are turning their attention to 
how they will vote on May 29 (reftels C and D). 


COMMENT 

5. (SBU) There is additional tension to the Whit Monday 
dispute between labor groups and the conservative government 
as unions attempt to use the governments need for calm on 
the social front in the run-up to the referendum to gain 
concessions 

sides could easily mismanage their conflict 

repercussions in public opinion that 

observers 

\'vote-no\' sentiment. END COMMENT. 

ROSENBLATT 
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the formation in Iraq of the transitional government based on 
the January 30 elections 

transition under way in that country. France congratulates 
Prime Minister Ibrahim Jaafari. It takes note of the 
continuing efforts to confer on the government the broadest 
possible representativity. It calls on the government to 
promote dialogue between all the communities. It hopes that 
the transitional government will be able to move toward the 
effective exercise by Iraq of its sovereignty within the 
framework traced by Resolution 1546." End Embassy 
translation. 


3. (U) Baghdad minimize considered. 
ROSENBLATT 
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Rodrigues added that he is aware that there are four US 
citizen nuns still in the area. However 

to the area on April 27 

project but did not address public security issues at all. 


3. (U) Brazil's Para state 

was the site of the February murder of US citizen nun Dorothy 
Stang (refs). Five suspects are now in custody for that 

killing 

alleged gunmen. Stang was long involved in activities on 
behalf of the landless and small farmers that drew the ire of 
large landowners 

Despite the presence of military troops 

the Federal Police in the wake of the Stang murder 

situation in Para\'s rural areas remains unsettled. 


4. (C) Jose Sales 

Para 

been concluded with the five arrested suspects (two gunmen 
two middlemen 

conspiracy). The Federal Police are no longer looking to 
expand the investigation to a possibly broader conspiracy of 
landowners. 


5. (U) Recently 

Para media outlets to impugn Sister Dorothy Stang. A 
magazine called \"Ноје\" (V Today) published last week in the 
interior town of Altamira (near to where Stang was gunned 
down) ran stinging criticisms of the nun 

left-of-center Workers\' Party officials. Federal Police 
supervisor Sales also told us that a number of clandestine 
radio stations in the area are running similar stories. 
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Federal Prosecutor Felicio Pontes has asked Sales to close 
down the pirate radio stations 

hurdles before he can do so. 


6. (C) Sales also shared with us his personal view that Stang 
had gone too far: she once approached Sales and asked him to 
Vremove the land poachers at all costs\". To Sales! reply 

that it would have to be done through legal means 

responded she would do it \"her own way". Sales recognizes 
that Stang\'s high-profile public image gave courage to the 
landless and environmental activists 

other religious figures will be willing to follow her 

tactics. 


7. (C) Sales estimates that only about 5096 of the 1 

troops assigned to support the GoBYs peacekeeping efforts in 
Para are still there --spread over an enormous and remote 
area. The military deployment 

particularly with the use of helicopters and with little 

support in terms of lodging and logistics. 


8. (C) Sales also commented on the role of Milton Nobre 
Chief Justice of the State Court of Justice. (Sales himself 
opposes the idea of \"federalization\" 

federal courts take over the Stang murder trial.) Milton 
Nobre has just recently been elected Chief Justice of the 
court by his peers. He is dynamic 

and is correcting mistakes of the past 

Nobre\'s ambition is to be a federal high court justice 

is eager to make his mark. Sales says that he knows no 
federal judge who would perform as well as Nobre. 


9. (C) Separately 

no undue delays in the Stang murder trial and guarantees that 
this case will be prosecuted in record time. He said that 
within 40 days 

can be appealed within 30 days 

federalization 

federal judges in Para state 

the state courts have a stronger structure for a complicated 
case. Nobre adds that the state courts have prosecuted major 
human rights cases in Para in the past (e.g. 

Fontelles 

signally did not comment on the quality of justice 

administered in those cases. 


10. (U) In late March 

Esteves 

federalizing Stang\'s murder case. Esteves invited the four 
defendants to file motions to federalize the case and 
expected to receive them soon. The STJ recently told us that 


Column 3 

the motions have not yet been filed because the prosecution 
is still gathering evidence. After the motions are filed 

the STJ will schedule a hearing to hear oral arguments and 
issue a decision. Theoretically 

federalize the case 

defendants could appeal. Judge Esteves noted that there are 
no written rules or criteria for this process 

been done before 

goes. If the case is federalized 

federal judge and a popular jury in Para. Whether the trial 
is ultimately handled by a state or federal court 

that the actual murder trial would begin no earlier than July 
2005. 


COMMENT -- FOUR NUNS NOT IN IMMEDIATE DANGER 
11. (C) The US Consular Agent in Belem 

state 

Dorothy Stang\'s order 

in the area. One of the Notre Dame nuns responded that they 
have not suffered death threats and are not unduly concerned 
for their safety. The nun noted that there are only four US 
citizen nuns in the area 

activist 

Dorothy Stang. Meanwhile 

on by a Brazilian novice to the order in the town of Anapu 
(where Stang was killed). The sisters report that the novice 

is recommitted to the work in the wake of Stang\'s death. 

Post will also review Consular Information Sheet with an eye 
to including language on rural Para. 


DANILOVICH 
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(at least) two 

perhaps the means to guarantee more in the future. While GOV 
officials 

that this will require a legislative solution 

should not be difficult. The questions are what form the 
control would take 

be. No matter the answers 

autonomy of the Central Bank is being further diminished 
that the GOV wants more cash. END SUMMARY. 


2. (U) The GOV's international reserves have grown USD З 
billion during 2005 
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USD 27 billion (including USD 715 million placed in the once 
almost empty in the Macroeconomic Stabilization Fund - FEM) 
on April 25. This is to be expected 

restricted by foreign exchange controls and income increased 
by record oil prices. (The Venezuelan oil basket has 
averaged USD 40.57 through April 22 

average price.) This increase 

that it will continue to grow 

should be considered \"excess\" reserves 

to have access to these funds. President Chavez said on 
April 10 that V There must be а сар on the reserves 


continue accumulating millions and millions of 
dollars...Venezuela with 18 or 20 billion dollars in reserves 
is plenty. That would be more than enough for the size of 
our economyA" Just three says later 

cap) should be between 15 and 18 billion dollars 

than 18 billion dollars 

billion dollars of \"excess\" reserves. (A year ago 

Chavez was asking for a \"mere billion" dollars 

that USD 14 billion in reserves was sufficient.) Finance 
Minister Nelson Merentes said on March 29 that V'all accounts 
say that Venezuela 

have a pretty healthy economy. V 


3. (C) Central Bank (BCV) Director Domingo Maza Zavala has 
cautioned publicly that the current amount of reserves was 
over-stated 

been approved for exchange by the Foreign Exchange 
Administration Commission (CADIVI) 

which he estimated at about USD five billion. He also 
recommended saving as much as possible to \"compensate for the 
possible unfavorable effects of a reduction in oil prices. V 
Asdrubal Oliveros and Milton Guzman 

Venezuela (owned by Spanish group Santander) told econoff 
April 22 the very idea of excess reserves was ridiculous 

since their purpose was to back the local currency in 
circulation. Guzman said that if you were to reduce the 
reserves 

bolivars out of circulation. Chavez tried to preempt these 
arguments in the April 10 speech 

economists who deny that there are excess (reserves) 

say that there is an excess and that the country has the 

right to use these excess reserves." 


4. (U) Observers suggest the GOV could use excess reserves 
for public spending 
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new 
(reftel A) 

GOV-owned Bank of Economic and Social Development. This 
could also be accomplished by modifying the FEM law to give 
BANDES 

BANDES is purportedly using the funds thus far allocated 
(USD 2 billion) for large development projects 

micro-loans 

converted to bolivars for local spending. 


5. (C) Salomon Centeno 

Accion Democratica (opposition) party and member of the 
National Assembly Finance Committee 

that the GOV V'will surely use (diverted reserves) for current 
spending." He noted that the GOV is already violating the 
current FEM law 

re-start on January 1 

expressed V'deep doubts about the way the PDVSA fund is being 
managed 

transparent 

Vrational use" of the funds less likely. Centeno expects 

that the solution will most likely come via modification of 

the BCV law. Jesus Caldera 

(FDIC-equivalent) 

modification was V'in the hands of Chavez and not the BCV.\" 


6. (C) Credit Suisse First Boston analyst Jan Dehn wrote in 
an April 14 newsletter that this proposal is two-pronged: \"to 
secure (Chavez\'s) re-election in 2006 

with the governments overall strategy of increasing control 
over institutions 

political sohere.\" We agree 

of these efforts to be several billion additional dollars 
available for spending 

pay down foreign debt. Should 

given the enormous commitments it has made for social 
spending 

reserves can melt away. 

Brownfield 
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Seguro.V This would be followed soon thereafter by a CHDS 
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visit to Paraguay to conduct an in-depth seminar with senior 
GOP officials to draft a national security strategy. 


3. (C) Castiglioni seized on the Ambassador 

saying it tracked exactly with his desire to see increased 
US-Paraguay cooperation in many areas 

Now is the time for Paraguay to act 

relatively manageable. He said his visit should concentrate 
on security issues and also symbolize broader USG-GOP 
collaboration 

added that he would love to see VP Cheney to discuss a range 
of issues. The Ambassador noted how few foreign visitors the 
VP sees 

interlocutor. Castiglioni readily agreed 

would like to see NSC WHA Director 

officials. The Ambassador added that a stop at SOUTHCOM 
would also be useful. Castiglioni suggested the first week 

in June for a visit 

follow a few weeks later. 


4. (C) Comment and Action Request: Unlike many Colorados 
VP Castiglioni is reflexively pro-U.S. and seeks to expand 
commercial and political ties with us 

upsetting nationalists 

pushing an Open Skies agreement (septel) and his close 
cooperation with Colombia on security show his skill and 
determination in areas of responsibility granted him by NDF. 
Helping him craft a national security strategy offers the 
opportunity to advance major USG priorities and to strengthen 
those within the GOP friendly to the U.S. Please advise if 

the early June dates are acceptable and the likely 

availability of the Secretary. 

KEANE 
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community integration activities 

preventing domestic violence. On behalf of the Mayor's 
office 

neighborhoods with the demobilized. According to the 
results 

beneficial to their neighborhood and 84 percent think the 
Mayor's office is effectively facilitating reinsertion. 
However 

have 


5. (U) Violence and crime are at all time lows in Medellin 
city of about 3.5 million people. In 2001 

murders compared to 3 

in 2004. Murder rates for the first three months of 2005 are 
about half of what they were the year before. These murder 
rates would leave Medellin on par with U.S. cities such as 
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Baltimore or Memphis. 


6. (U) Of the original 874 

are in jail for crimes committed before or after they 
demobilized 

ineligible because he had demobilized and received 
reinsertion benefits prior to 2003 

commanders are ineligible on the grounds of being BCN 
Vrepresentative leaders." 


7. (C) Some problems remain: 


-- Insufficient Time: Fajardo decided the original 18-month 
program was too short and extended it until the end of his 
term in 2007. He told poloffs that many former 
paramilitaries need intensive re-socialization to teach them 
to live under state control and not take the law into their 
own hands. Until this re-socialization is complete 

them in private sector jobs would be a liability. The 
extension will help ensure that the demobilized are trained 
and monitored for an additional two years 

large expense. 


-- Slow Judicial Processing: At least 630 members have been 
issued clearance from the Department of Administrative 
Security (DAS) certifying there are no warrants for their 

arrest. Upon demobilizing 

Of these 

members have been officially pardoned under Law 782. Local 
officials from the Prosecutor GeneralVs Office (Fiscalia) and 
judges have complained about a lack of guidance in 
determining which crimes are pardonable. According to Law 
782 

pardoned for the political crimes of rebellion 

conspiracy to commit a crime 

crimes. The local prosecutor is responsible for determining 
which crimes are connected based on general guidance from the 
criminal code. Another point of confusion is that 

to the criminal code 

political 


-- AUC Presence: AUC commander Diego Murrillo continues to 
dominate parts of the city despite being in the concentration 


Column 3 

zone in Santa Fe de Ralito. Fajardo told poloffs that he is 
aware that drug traffickers 

maintained a presence 

committed to driving them out of the region. 


-- Other Demobilized: There are several hundred 
paramilitaries 

Medellin and participating in the GOC\'s reinsertion program. 
The national program is less organized and does not offer as 
many services as the Mayor\'s program. Fajardo said the 
inconsistency has not caused problems thus far 

was watching it carefully. 


8. (C) The Medellin reinsertion program is well-structured 
and facilitates close monitoring of participants by requiring 
work and study in exchange for the stipend. The model would 
need to be adjusted to function in other areas with large 
concentrations of former paramilitaries. Medellin is a 
cosmopolitan metropolitan area with a relatively high per 
capita income (almost 20 percent higher than the national 
average) and a vigorous local economy. Medellin also has a 
localized group of demobilized 

municipal government 

infrastructure. Most of the other areas in which the 
demobilized would be rehabilitated are in relatively poor 

rural areas producing bananas or traditional crops for local 
production. They do not have sufficient local funds or 
infrastructure to provide the same reinsertion services. 
Finding qualified professionals to help integrate the 
demobilized or deserters will be a challenge. Resources and 
personnel would have to be brought in from national 
government agencies or other sources. Given the national 
priority placed on this effort 

found 

enormous and the Medellin experience implies that it will be 
a multi-year effort. 


9. (C) Medellin\'s program has advantages the national program 
does not 

homogenous sample. Even so 

program to really take hold. 

WOOD 
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had also issued an April 7 press release congratulating the 
newly-elected Iraqi President and Deputy Presidents.) Siely 
told us that Prime Minister John Howard 

Minister Mark Vaile would write to their counterparts in the 
Iraqi government to congratulate them on their 
selection/election. Siely also said that GOA Defense 
Minister Robert Hill would write to his counterpart once one 
was chosen. 


2. (U) Baghdad minimize considered. 
STANTON 
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bankers home!" platform 

return as quid pro quo for supporting U.S. policies. From 
south Florida the brothers recently spurred a bank run here 
hurting U.S. efforts to help foment Ecuadorian economic 
growth 


3. (C) The Immigration and Nationality ActVs Section 212 
(a)(3)(C) renders inadmissible any V'alien whose entry or 
proposed activities in the United States the Secretary of 
State has reasonable grounds to believe would have serious 
adverse foreign policy consequences for the United States 
Government. Understanding 3C can be utilized to deport 
aliens as well 

expeditiously expelling these individuals on foreign policy 
grounds. END SUMMARY. 


4. (C) Filanbanco 

experiencing severe liquidity problems in 1998 

poor quality of its loan portfolio. The Central Bank 
extended a $440 million liquidity support loan on the 
condition the bank undertake no new lending activity. As 
Filanbanco\'s health worsened 

Executive Vice President William Isaias orally instructed the 
bank\'s head accountant to begin a series of transfers to an 
offshore trust in the Caymans. On December 3 

Filanbanco perilously close to running out of liquidity 

GoE intervened in the bank\'s operation 

AGD 

Isaias brothers were removed as directors. Subsequent 
bailouts totaling over $1 billion were unable to restore 
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financial health 
Filanbanco 
process (Ref E). 


5. (C) Throughout 1999 

William and Roberto Isaias negligent 

management of Filanbanco. Feeling the heat 
Ecuador for Florida in late December 1999 

today. From Coral Gables 

administer a business empire which includes Ecuador\'s sole 
cable television operator 

television stations 

yogurt brand; not one firm is registered in their names. 
Among Ecuador\'s wealthiest expats 

power 

(center-right) and PRE (populist). 


6. (С) No records exist in Ecuador\'s migration system to 
document the brothers\' December 1999 exit. The Attorney 
General\'s Office began investigating the brothers shortly 
thereafter 

a report presented to Attorney General Mariana Yepez. Yepez 
whose PSC ties were widely known 

unannounced trip to Bogota where she allegedly met with PSC 
stalwart Xavier Neira (confidential Embassy sources claim 
Neira paid her a $2 million bribe). On her return from 
Colombia 

the financial crimes investigative unit. An indictment 
eventually came two months later 

earlier uncovered had disappeared. 


7. (C) A year passed between the indictment\'s issuance and 
its June 2001 delivery to the USG as part of a GoE 

extradition request. Upon receipt 

charging document and supporting files were insufficient to 
bring the Isaiases\' case before a U.S. extradition judge. 
Following up 

meetings with Embassy staff 

government officials (the latter refused to engage). They 
concluded that the lack of evidence showing the Isaias 
brothers had benefited personally from the illegal transfers 
would prevent the extradition case from progressing (we since 
learned the Isaises\' domestic employee 

signed for the $107 million wire transfer). Yepez 
subsequently insulated the brothers further 

fraud charges to civil fraud 

(Ecuador\'s then-Supreme Court president later overturned her 
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ruling 
the brothers. 


8. (C) The United States Government did not bankroll the 
Isaises 

funds 

evidence 

them. Yet by reading the press in Ecuador you would think it 
had. As news of the brothers thievery went public 
headlines like U.S. Lays Out Welcome Mat to Pension Fund 
Robbers\" and \"Bush\'s Words 

became commonplace. Local temperatures peaked in 2003 
Ecuadorian media carried Miami society pagesY coverage of 
Roberto\'s daughter\'s wedding 

the Versace Mansion. 


9. (C) Media indignation fed public discontent and 
eventually drove GoE policy. Lucio Gutierrez 

colonel and 2000 coup leader 

November 2002 by rallying the underclasses with a populist 
far-left platform; a key plank was his promise to Vbring the 
VcorruptosV home to face justice." In early meetings with 
USG officials 

he reiterated his interest in successful banker 
repatriations. Subsequently 

the Isaiases and others of their ilk to Ecuadorian support 
for key U.S. initiatives 

trade. 


10. (C) Physical separation from Ecuador has not blunted the 
IsaisesV influence nor their capacity to do harm. In 
September 2004 

financial rivals of the Isaiases 

reports on Ecuador\'s 1999-2000 bank collapse. One segment 
concerned Roberto Isaias and his activities during the 

period. TeleAmazonas officials claimed that Roberto 
contacted them before the show aired 

if it did. In retaliation 

a piece alleging the insolvency of Egas-owned Banco de 
Pichincha 

a dangerous bank run ensued 

financial system\'s solvency. Only after Church leaders 
brokered a \"truce\" did depositors begin to re-invest their 
savings in Banco de Pichincha 

financial institution. 
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USG Not Standing Still 


11. (C) In 2003 

brothers looked hopeless -- whether from intimidation or 
subornment 

to provide the necessary supporting documentation. A 
politically weak Gutierrez had turned for support to the PSC 
whose leaders 

fearing implication in future trials 

far from Ecuador as possible. Regardless of the president\'s 
overtures to his former political enemies and his 
administrations sub-par extradition performance 
commentary remained unchanged 

and earth in delivering the bankers to Ecuadorian courts. 


12. (C) Deportations require less GoE input than 
extradition. Convinced the brothers were involved in 
financial crimes but unable to gather sufficient information 
to prove they had personally benefited -- an imperative for a 
successful extradition -- DHS began working to establish 
both administrative (misrepresentation) and criminal (money 
laundering) grounds for the brothersY removal. Their 
investigations on the latter bore fruit 

2003 

Nationality Act (INA) Section 212 (a)(2)(l) 

all visas issued to or held by William and Roberto IsaiasW on 
money laundering grounds (Refs F 

Miami assumed responsibility for notifying the brothers. 


13. (C) Possessing a U.S. visa does not guarantee entry into 
the United States 

removal. Employing the finest attorneys their millions 

allow 

years 

visas. In December 2004 

(5304) of the 2004 Intelligence Reform/Terrorism law made 
prior revocation of an alien\'s nonimmigrant visa a grounds 
for removal (the Intel Reform law actually updated the INAVs 
\"Classes of Deportable Aliens V provisions). As States 2003 
revocation had covered V'any and allV visas 

appeared removable. 


14. (C) Subsequent DHS Miami inquiries revealed 

that immigration adjudicators had approved change-of-status 
applications for William and Roberto Isaias 

H-1b. It remains unclear whether the processing occurred 
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before or after the revocation 

appears that StateVs actions would trump the adjudicators\' 
(if the DHS changes occurred beforehand 

Vany/allV provision would take precedent; if the changes 
occurred afterward 

lacked access to system \"hits\" and feel justified in 
requesting review). Despite this 

valid H1-b status in the United States 

Center has not yet reconsidered the case. 


15. (C) In November 2004 remarks in San Antonio 

Permanent Representative to the OAS John Maisto asserted that 
corruption was the single biggest inhibitor to economic 

growth in the developing world. \"At the Monterrey Summit of 

the Americas 

United States included 

officials 

President Bush put force behind the anti-corruption mantra in 
Proclamation 7750 

persons into the United States. 


16. (C) The gravity of the IsaiasesV graft 

bilateral damage their U.S. domicile has caused 

case more than one of simple corruption 

deposed Gutierrez on April 20 

Vdictatorial bent and inability to govern 

In the post-mortem 

argued that Gutierrez\'s abandonment of his base and inability 
to meet campaign promises 

greatly to his downfall. 


17. (C) \"Deepening Democracy\'s Roots!" and \"Promoting 
Economic Growth\" rank one-two on the Embassy Mission 
Performance Plan\'s list of strategic goals (which effectively 
translate into U.S. foreign policy objectives in Ecuador). 

Тһе Isiases\' corruption and influence-peddling compromise our 
efforts to reach both. Further 

the U.S. provides grist to Ecuador\'s yankee-bashers who seek 
to drive our nations apart. Despite early 

pandering to these ultra-nationalists 

president 

relations with the United States. Expelling the Isaias 

brothers might provide Palacio a useful deliverable and quiet 
the restive left 

moment 
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18. (C) We therefore seek Department support in 
expeditiously removing these individuals on foreign policy 
grounds. 
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the pro-unification V'United Daily News\" and a page-two 
news story of the pro-independence V'Liberty Times 
Taiwan\'s biggest daily 

asked Soong to act as his messenger and deliver certain 
messages to Chinese leaders. Several newspapers 
focused on the part of ChenVs remarks about the United 
States! attitude toward LienVs trip. The pro- 
independence \"Taiwan Daily" ran a banner headline оп 
its front page that read: V'Bian: United States 

criticizes Lien Chan\'s China trip [as an attempt to] 

divide Taiwan. The \"United Daily News" also carried a 
news story on page four that said: \"Bian: United States 
placed pressure [prior to Lien\'s China trip]; Lien Chan 
acted within the boundary and did not cross the line." 
Another news story on page four of the V'United Daily 
News also quoted a high-ranking DPP official as saying 
that Washington has indeed helped the Taipei government 
to stabilize Taiwan\'s political situation by urging 

Beijing to reach out to the elected leaders of Taiwan. 


2. In terms of editorials and commentaries 

Times editorial continued its strong criticism against 
LienVs China trip 

disastrous journey for Taiwan. A V'China Times 

editorial commented on ChenVs remarks prior to his 
departure for the Marshall Islands 

can treat the opposition leaders trip to China as an 
opportunity that might finally lead to a dialogue 

between the DPP and the Chinese Communist Party (CCP). 
A V'United Daily News commentary and a V'China Times\" 
news analysis discussed the role of the United States 
behind LienVs trip. The V'United Daily News\" commentary 
said Washington is very concerned about the fact that 

the KMT and CCP started talks without Washington. The 
\"China Times news analysis noted that President Chen 
sought to regain his leadership of cross-Strait issues 

by dragging Washington into the game. End summary. 


A) VLien Chan\'s China Trip Must Be Stopped from Turning 
into a Disastrous Journey for Taiwan\" 


The pro-independence V'Liberty Times" [circulation: 
800 


V. Taiwan is facing a life-and-death crisis in the face 
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of China\'s attempt to annex the island. [KMT Chairman] 
Lien Chan\'s China trip 

island\'s internal struggles to the level of conflicts 
between Taiwan and its enemy. LienVs attempt is to 
join hands with the rival country to attack his own 
government and political competitors. .LienYs China 
trip took place at the time of the 30th anniversary of 
Saigon\'s fall into the hands of the Communist Party. 
As a result 

from turning into a tragedy for Taiwan.\" 


B) VPresident Chen Should Stand Firm on His Strategic 
Commanding Elevation!" 


The centrist 
[circulation: 600 


\"Prior to his departure for a visit to Taiwan\'s allies 

in the South Pacific 

initial response to [KMT Chairman] Lien ChanYs China\'s 
trip. . If Chen\'s remarks will become his keynote 
response to the meeting between Lien and [Chinese 
President] Hu Jintao and even to the future meeting 
between [PFP Chairman] James Soong and Hu 

say that Chen has already taken control of the 

strategic commanding elevation that he should be 
standing on [as a president.] . 


VAt the current stage 

clearly sort out the current situation. Their real 

rival is neither the KMT or the PFP but the Chinese 
Communist Party in Beijing. Yes 

effects of China\'s Anti-Secession Law 

consistent efforts 

is favorable for China. As TaiwanWs ruling party 

DPP must not just proactively "smear\' the opposition 
parties. If viewed from a different perspective 
cannot the DPP treat the opposition leadersV China 
trips . as an 'opportunity?Y Maybe the necessary 
process for cross-Strait dialogue should start from the 
KMT 

aware that the future dialogue between the DPP 
Taiwanvs ruling party 

will be the real show. Before that really happens 
ruling party should spend its efforts in communicating 
with the deep Green supports.. Likewise 

needs time to get to know the DPP better 

it has already changed its previously stereotyped 
impression about the KMT. It is definitely a must for 
the DPP to create a non-hostile atmosphere if it wants 
to sit down and talk with Beijing. \" 
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C) WKMT and CCP Talk without Washington; the United 
States Is Concerned" 


Washington correspondent Vincent Chang noted in the 
VObservation from Washington" column of the pro- 
unification \"United Daily News!" [circulation: 600 

(5/1): 


V. Since Washington has failed to pay attention to the 
possible impact that exchanges between the KMT and CCP 
might produce in the beginning and as a result 

to proactively contact the KMT 

into a passive position as an observer when the formal 
KMT-CCP talks began. Washington is now in a rare and 
embarrassing position because it has no part in the 
cross-Strait interaction. . 


VOver the past few years 

shortest distance from Beijing to Taipei is to go 

through Washington\' has become an unspoken but widely 
known consensus for many cross-Strait relations 
specialists and even the governments on both sides of 
the Taiwan Strait. . But given the successful meeting 
between leaders of the KMT and CCP 

between James Soong and Chinese President Hu Jintao 
that will soon take place 

silently gotten rid of Washington 

mechanism 

TaiwanVs opposition parties to pass over President Chen 
Shui-bian and gradually take over the leading role in 

the cross-Strait issues 

controlled by Washington. Beijing seems to have 
managed to work on its own to develop a new road to 
Taipei 


\"Such a development has astounded Washington. 
Therefore 

repeatedly urged Beijing to communicate with "President 
Chen and his Cabinet‘ after its contact with Taiwan\'s 
opposition leaders. Washington also began to emphasize 
the justified role of the Chen Shui-bian administration 

in the hope that Beijing and the KMT and PFP 

certain extent 

Chen Shui-bian administration and thereby try to take 
back its territory with regard to the cross-Strait 

issues.V 


D) VBian Strives to Save His Leading Role in Cross- 
Strait Issues by Dragging the United States into the 
Game" 
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Journalist Lin Shu-ling said in the centrist 
status quo China Times!" [circulation: 600 


\". Sources said President Chen did not consult with the 
high-ranking officials in the Cabinet or the DPP before 
he made the remarks about [KMT Chairman] Lien ChanVs 
trip to China [prior to his departure to South Pacific 
Sunday]. Only a few core staff within the Presidential 
Office joined in drafting ChenYs remarks 

policy-making process was very hasty. The reason was 
because the United States was very concerned that the 
development of cross-Strait relations would get out of 
its control following LienVs trip to China and that it 

does not want to see China leading the development of 
cross-Strait ties. Even though Chen mentioned Lien 
Soong and arms sales in his remarks Sunday 

purpose was to demonstrate his ability to control the 
cross-Strait issue and to stabilize the whole situation 
together with the United States. 


\"The United States has its global strategic need to 
lead the development of cross-Strait issues 

interests match those of the Chen Shui-bian 
administration. When the United States saw from the 
Lien-Hu meeting China\'s attempt to talk with TaiwanVs 
opposition parties in order to isolate the Chen Shui- 
bian administration and get rid of the United States 
Washington started Saturday to urge Beijing to engage 
in a dialogue with the Chen administration. 
Washington\'s move and the card played by Chen can be 
viewed as concerted attacks aiming at the same target. 
A 
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an editorial entitled \"Peace in the Middle East": 


VAs a powerful country 

responsibility to seek the best possible solutions for regional 
political problems and pressures. When people are suffering from 
social and economic ills 

armed resistance is often the only alternative. The U.S. must 
recognize the danger represented by the existence of Israel in 

the Middle East 

invaders. All necessary political and economic means must be 
employed to implement the United Nations resolutions. V 


Reductions 
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2. The privately-owned Arabic daily \"Al-Watan\" ran an editorial 
on April 30 entitled \"Dialogue In The Gulf": 


\"Since the events of September 11 

its economic and investment sectors. In order to protect the 
region from terrorism and improve the economic situation 
countries need a strategic 

reform and change without resorting to violence. Dialogue must 
be encouraged between the governments of the region and their 
people. With all its vital resources 

valuable basis for the entire industrial world. V 


3. \"Al-Watan\" also published an editorial on May 2 under the 
headline \"Two Faces for Erdogan\'s Visit\": 


\"Turkish Prime Minister Recep Tayyip Erdogan visited Israel to 
downplay the effects of his recent remarks that described Israeli 
practices against Palestinians as ‘state terrorism.V This is his 
right as a democratically elected leader who wants to improve 
relations with other countries. However 

asking Turkey to sever its relations with Israel; rather 

are asking Turkey to use its important regional position to push 
for the protection of Palestinian rights. Prime Minister Erdogan 
ought to hew to a consistent definition of terrorism 

does not include resisting invaders.\" 
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he would like to present the program at the next MSEC meeting 
scheduled for May. South African port stakeholders hold monthly 
port security meetings (PSEC) and national stakeholders meet 
every other month (MSEC). 


4. (SBU) SAPO Senior Manager for Security Vusi Khumalo and NPA 
Durban Port Manager for Security Justice Blose were excited about 
prospects for bilateral collaboration on port and maritime 

security issues. These officials and others openly discussed 

South AfricaVs efforts to implement the ISPS Code as well as 
challenges they have faced. 
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5. (SBU) South Africa has created a V' master security plan" to 
serve as the basis for all port and port facility security plans. 
(NOTE: Unlike the United States where the entire port is a port 
facility 

port to be port facilities. END NOTE). In addition 

observed noticeable improvements since last July at Durban Port\'s 
Maydon Wharf. Security officers now conduct thorough screenings 
at temporary booms stationed at every road throughout Maydon 
Wharf where the water can be accessed from public roads. 
Officials also confirmed that South Africa requires a 96-hour 
notification and manifest prior to arrival at port. 


6. (SBU) NPA officials told Econoff that the Authority is 
developing a web-based portal system to receive and disseminate 
pre-arrival documentation to the various national agencies and 
will begin rolling it out at the East London port in September 

2005. Officials also said that South African Police Services 
(SAPS) plan to launch a harbor police unit consisting of 900 
officers later this year. Officials and industry representatives 

at the Durban and Cape Town ports said they have struggled to 
find a balance between the need for security and restricting 
access to areas that historically have been open to the public. 


7. (SBU) South Africa's Department of Transport (DOT) issues 
policies and regulation pertaining to sea ports 

National Ports Authority (NPA) implements them. In June 2004 
the DOT amended the Merchant Shipping Act of 1951 to include 
Maritime Security Regulations. The regulations incorporate the 
International Ship and Port Facility Security (ISPS) Code. South 
Africa declared its ports to be in compliance with the ISPS Code 
in July 2004 (Reftel B). DOT Director-General Mpumi Mpofu has 
direct responsibilities for maritime security and should be the 
recipient of the Coast Guards follow-up letter to formalize the 
program. 


8. (SBU) The South African government values a multilateral 
approach on most issues. Gilda\'s emphasis on the reciprocal 
visit aspect of the International Port Security Program resonated 
with South African officials. His depiction of the program as an 
opportunity to share best practices in the interest of effective 
ISPS implementation was also well-received. This strategy and 
focus should be pursued during future interactions with the SAG 
to ensure maximum cooperation on the program. 
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9. (U) This cable was cleared by USCG Officer Brian Gilda. 
FRAZER 
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have been installed on 3 
Iraq. 


CUMHURIYET / OZGUR GUNDEM: The people of Dicle district in 
Diyarbakir collected 6000 signatures in a bid to name a newly 

built street in Dicle after President Ahmet Necdet Sezer 

served his first judgeship there. Sezer 

not accepted having places named after him 

this proposal. 


OZGUR GUNDEM: Thirty-eight organizations that formed the 
Religious Freedom and Freedom of Expression Initiative in 
Sanliurfa held a press announcement to protest the head scarf 
ban and restrictions on freedom of expression. 


CUMHURIYET / HURRIYET / OZGUR GUNDEM: Thirty members of the 
Christian community celebrated Easter in Diyarbakir\'s Virgin 

Mary Church. Red eggs 

were distributed during the ceremony. Separately 

reportedly participated in Syriac Easter celebrations in Kirklar 

Church of Mardin. Easter celebrations are being held in Antakya 
Orthodox Church as well. The celebrations are due to last three 

days. 


CUMHURIYET: | CHP's \"Commission for Assessing the GAP ProjectVs 
Current Situation and its Future\" is looking into the issue of 

fields that have been mined in Nusaybin district of Mardin. The 

Deputy Chairperson of CHPVs Parliamentary Group suggested that 

after de-mining activities along the Syrian border are 

completed 

cooperatives or distributed to low-income villagers for 

cultivation. 


HURRIYET: The police reportedly apprehended 35-year-old 
Nazmiye Erkal 

five kilograms of \"RDX-type\" explosives. Erkal reportedly served 
a prison sentence previously for membership in a terrorist 
organization 

the new Penal Code allowed her an amnesty. 


HURRIYET: Runway maintenance will be conducted on the 
three-kilometer runway of Incirlik Airbase. Flights at the base 
have been cancelled for two weeks for this reason. 


BOLGE: In a party meeting in Adana 
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Chairperson Ali Isiklar reportedly stated that an alliance 

formed by \"circles (note: later specified as mostly EU) that 
have problems with Turkey!" is politically oppressing Turkey and 
imposing psychological pressure. He also reportedly noted in the 
meeting that Christian missionary activities are as jeopardizing 
to Turkey\'s unity and solidarity as the activities of the 

terrorist organization 


EKSPRES: A columnist writes about Erkan Mumcu\'s trip to Adana 
for his April 30 political rally 

Party) leader. According to this columnist 

(Justice and Development Party) members 

ANAP previously 

likely are dissatisfied with the policies of their current 

party 

create. 


EKSPRES: Another columnist from Ekspres states that Mumcu has 
come to Adana after taking many risks. First 

which has been governing Turkey with 34.5 percent of the votes; 
second 

his political public debut as the ANAP leader; third 

to plan rallies although no election period is likely in the 

near future; lastly 

Unfortunately heavy rainfall ended just a few hours before the 

rally. 


ECONOMIC DEVELOPMENTS 


1. | HURRIYET / YENI SAFAK: The conditions of the sale 
of 51 percent of TUPRAS (Turkish Petroleum Refineries 
Corporation) have been settled. The buyer will reportedly have 

to pay half of the price immediately and will have the option to 
pay the other half in two years with a 7 percent interest rate. 

The buyer will not be allowed to shut down the Batman refinery 
according to these reports. 
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planned response to the water crisis. 


4. (U) In light of this challenge 

Minerals 

connecting to boreholes in areas now served by the NSC. One 
proposal would tap into a well field south of Gaborone that 

had been decommissioned in 1989 after ground water became 
contaminated by pit latrines used in the nearby village. 
According to Permanent Secretary Tombale 

attract assistance from its international partners to help 
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implement this idea. 


5. (SBU) Although rapid population growth -- Gaborone 
proudly proclaims itself the fastest growing city in Africa 

-- and lower-than-average rains contributed to this crisis 

the primary cause was the lack of proper water conservation 
measures. Permanent Secretary Tombale conceded that 
Botswana has not behaved as a water-scarce country in the 
past 

subsidized and unaccountable delivery of water in rural 
areas contributes to this problem 

institutions appear to be the worst offenders. A contact 
within the Water Affairs Department has documented numerous 
instances in which Government institutions lose around 50 
percent of their water to wastage; in some cases this 
proportion was as high as 90 percent. Leaking fixtures 
automatic flushing urinals 

capacity accounted for much of this loss. The local press 
has also decried the verdant hue of lawns at government 
offices amidst the imposition of water restrictions. 


6. (U) Botswana\'s Ninth National Development Plan (covering 
2003-2009) called for the construction of four new dams. 

One of these 

already under construction. Word that the diamond mine in 
Orapa is beginning to run out of water prompted the GOB to 
advance its timetable for building the 400 million cubic 

meter Lower Shashe Dam. The GOB encountered such setbacks 
with the Ntimbale project that it hopes to hire a consultant 

to oversee the USD 175 million Lower Shashe project 

with the construction of two other dams (one of 35 million 

cubic meters and another of 100 million cubic meters). 
Depending on how long it takes to resolve concerns 

reportedly raised by South Africa about the impact on its 
downstream water supply 

on Lower Shashe Dam in 2006. The Government estimates that 
it will take three years to finish this project. 


7. (U) Although contacts inside and outside the Government 
have criticized its tendency to ignore demand reduction 

has taken some initial steps in this direction. The 

Ministry of Minerals 

operated water dispensers in four villages and distributed 
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tokens to enable families to obtain a basic amount of water 
for free 

suggest a significant decrease in water use in the pilot 
villages 

in other areas of the country. The Ministry has introduced 
this technology slowly 

capacity to keep the units in proper working order. 
Permanent Secretary Tombale told PolOff that he intends to 
take advantage of this crisis to promote water conservation 
measures 

purposes like construction. 


8. (SBU) Water is a political commodity in Botswana. The 
Government is reluctant to eliminate substantial subsidies 

in rural areas where the ruling Botswana Democratic Party is 
strongest 

opposition parties into the countryside. Conversely 

urban neighborhoods that tend to support opposition parties 
frequently endure water cuts that last for days 

inconvenience that up market residential areas are spared. 


9. (SBU) Gaborone\'s water crisis offers opportunities to 
strengthen the US-Botswana partnership. The Mission hosted 
a digital videoconference on the subject of water 

conservation to help energize local discussions of how to 

deal with this challenge. The GOB hopes to obtain 

assistance from the US or other international partners to 
finance and implement its planned water infrastructure 
projects. This presents an opportunity to support 

Botswana\'s continued economic growth while potentially 
assisting US exporters. 


HUGGINS 
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without disruption to the substantive business of the Doha 
Development Agenda." She said that all Members 
candidates 

is the successful conclusion of the upcoming Ministerial 
Conference in Hong Kong. 


2. The chair then presented the results of round two 

that candidate from Mauritius 

least likely candidate of the three to attract consensus. She 
further added that 

round 
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level of support among Members 

in breadth of support. 144 of the 148 Members provided views in 
this round; of these 

resident delegations. Of the four Members that did not express 
views 


3. The chair then announced that the third and final round of 
consultations will begin during the week of 9 May 

be based on a revised slate of the two remaining candidates - 
Pascal Lamy of France and Carlos Perez del Castillo of Uruguay. 
She reminded Members that views expressed during the first two 
rounds of consultations will not be used in the final round 

she urged all Members to come forward and express the views of 
their respective authorities regarding the question 

your preferences?\" She explained that she hoped to conclude the 
third and final round of consultations as soon as possible 

keeping in mind that a final decision is to be taken by May 31 at 
the latest. 


4. At the end of her prepared statement 

that Cuttaree has withdrawn his candidacy. She paid tribute to 
Cuttaree and his government for being gracious in accepting the 
results of the process and \"leading by example. There were no 
comments or statements from the floor. Deily 
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League) for creating the view that international terrorism 
exists in Bangladesh. Reacting to the Department\'s 2004 
Country Reports on Terrorism 

sees no sign of activities by the group 

ul-Jihad-I-Islami Bangladesh (HUJI-B) 

He attributed the HUJI-B reference to unconfirmed 
speculation 

Bangladesh apply to any country in the world. 


2. (SBU) There has never been an international terrorist 

attack in Bangladesh 

been arrested as a member of an alleged terrorist 

organization. He also noted the BDG\'s February 23 banning of 
Jagrata Muslim Janata Bangladesh (JMJB) and Jamaatul 
Mujahideen Bangladesh (JMB) as proof of BangladeshVs 
commitment to the war on terrorism. 


3. (C) COMMENT: Our Terrorism report will fan the fears of 
those Bangladeshis who think the USG and India are working 
together to pressure Bangladesh. The BDG insists Bangladesh 
is free of terrorism to avoid complicating the ruling BNPVs 
alliance with two Islamist parties and BangladeshWs relations 
with India. Terrorism is not the only troublesome issue the 
BDG tries to ignore. BDG officials have publicly denied the 
existence here of cholera 
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most recently (according to the Finance Minister) 
unemployment. 
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within the MILF might be. Ambassador confirmed that the MILF 
leadership was at least aware of the support to the ASG and 

Jl some of its factions were providing. 


3. (S) Action request: In ref a (repeated to GCC) 

urged that we impress more fully on the Saudi government the 
importance of information-sharing with governments in the 
region 

and unofficial Saudis in aiding suspected terrorists here in 
the Philippines. We reported that there have been no 
discernible Saudi efforts to guard against private Saudi 
funding to extremist Islamic groups here. We recommend 
greater attention to this issue across intra-USG regional 
bureaucratic lines and a serious and candid discussion with 
the Saudis and other Gulf Arabs about countering terrorist 
financing from the Gulf to Mindanao 

generally 

region. 

Ricciardone 
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approach to the Lien visit. However 
Secretary General Cho Po-yuan told reporters on April 30 that 


SIPDIS 

Liens agreement with PRC leader Hu Jintao to seek an easing 
of cross-Strait military tensions would not impact on the 

KMT''s willingness to support defense procurement. Cho said 
that the KMT has concerns over the Special Defense Budget as 
currently structured 

DPP on ways to modify the package. 


4. (C) On May 2 

committed the LY to early action 

facing growing pressure from the U.S. Wang stated that he 
believed a budget priced in the 360 to 370 billion NTD range 
would stand a good chance for passage 

further inter-party talks on the details. Wang noted that if 

the LY does not have time to complete the budget by the May 
31 recess 

August to complete action. Ranking DPP Legislator Hong 
Chi-chang expressed skepticism that the LY could finish the 
bill in the late May time frame 

parties committed to convening a summer session specifically 
to act on the Special Defense Budget 
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assured that the package would pass in some form. 


Devils Still in the Details? 


5. (C) Taiwan NSC officials tell AIT they are still 

contending with variables in the LY Defense Committee 
especially continued demands by PFP Co-Chair Lin Yu-fang to 
move the PAC-III Anti-Missile system to the regular budget 
cycle. NSC officials say they fully understand the USG\'s 
negative views on this proposal and would convey to the LY 
that this is not a viable option. NSC and Ministry of 

National Defense (MND) officials are also grappling with the 
proposal to lease 

aircraft. A number of LY Defense Committee members have 
raised this option in the past in the belief that Taiwan will 

be able to procure the Multi-Mission Maritime Aircraft (MMA) 
within the next ten years. While Chen administration 

officials are skeptical of TaiwanVs ability to secure MMA 

until well beyond ten years 

on May 2 that he would look into options for leasing the P-3C. 


Comment: Light at the End of the Tunnel 


6. (C) If relations between the President and the two 
opposition leaders 

friction over cross-Strait relations 

optimistic that the LY will finally start taking concrete 

action on the Special Defense Budget. With the LY scheduled 
to go out of session on May 31 

National Assembly to meet in early June 

to secure final passage during the current session. However 
a firm commitment to act on the budget during a special 
session would be a major step forward 

parties to address the budget in a timely manner. AIT will 
continue to urge all parties to resist the temptation to 

posture over the budget and recent cross-Strait contacts 
especially in the lead-up to May 17. 

PAAL 
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on its front page that read \"Bian: both sides of the 

Strait should establish confidence-building measures." 
Other major Chinese-language dailies also carried the 
same news story in their inside pages. The centrist 
pro-status quo V'China Times" reported on page two that 
VBoth sides of the Taiwan Strait have for the first 

time shared the same view with regard to a military 
mutual trust mechanism.\" The pro-unification V'United 
Daily News!" also printed a banner headline on page 
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three that read: V'Lien: confidence-building measures 
are auxiliary to a peace agreement." 


2. In terms of editorials and commentaries 

Times!" editorial strongly criticized President Chen 
with regard to his changed attitude toward Liens visit 
to China. A \"Taiwan Daily" editorial blasted LienVs 
trip as helping China to succeed with its "united front 
strategy\' toward Taiwan. A \"United Daily News" 
editorial 

preliminary success in his visit to China 

Lien has brought a win-win idea into the plan of a 
cross-Strait common market. A V'China Times\" news 
analysis noted that the opposition party leadersV 
visits to China has forced Chen to re-focus his 
attention to China and thus regained his leadership in 
the cross-Strait issues. А \"United Daily News 
commentary discussed the change in ChinaVs policy 
toward Taiwan and urged the Taiwan government to 
respond to it with care. WChina Times\" Washington 
correspondent Norman Fu discussed the U.S. role in 
cross-Strait relations 

not lost control over cross-Strait issues because China 
still relies on the United States to solve the Taiwan 
issue. End summary. 


A) \"What Exactly Does President Chen Shui-bian Have in 
Mind?" 


The pro-independence V'Liberty Times" [circulation: 
800 


V. President Chen Shui-bian gave his blessings to the 
visits conducted by the opposition leaders to China. 

Chen regarded positively KMT Chairman Lien Chan\'s talks 
and behaviors in China and asked PFP Chairman James 
Soong to be his envoy to China. Hence 

that ChenVs "China fever\' is as serious as that of 

Liens and Soong\'s. The fact that Lien and Soong 
concurred with the 1992 consensus\ in China is already 
[powerful] enough to enable the Beijing authorities to 
display fully its united front strategy and to divide 

the Taiwan people. If Chen also dreams about a meeting 
with ChinaVs President Hu Jintao 

happy to act as an arbitrator between Taiwan\'s ruling 
party and opposition parties. As a result 

lose in the game [toward its struggle with China] for 

sure. High-ranking DPP officials recently warned 

Taiwan people not to show [positive] emotions toward 
China 

here is the most important thing. The officials also 
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said Taiwan should not shake hands with China in haste 
and it is more important for the ruling party to work 

on domestic affairs in collaboration with the 

opposition parties. Based on such comments 

the government and the DPP should have consistent and 
not divided opinions. V 


B) VLien ChanVs Talks and Behaviors in China Have Made 
Taiwan Businessmen Assume That Both Sides of the Taiwan 
Strait Belong to One Country and Have Enabled China\'s 
United Front Strategy That Seeks to "Force the 

Government through Businesses\' to Succeed\" 


The pro-independence V'Taiwan Daily" editorialized 
(5/3): 


V. Шп fact 

the establishment of a military mutual trust mechanism 
will have to be built on the foundation that both sides 
of the Taiwan Strait are standing on an equal footing. 
How can there be a peace treaty between the two sides 
of the Taiwan Strait if China still insists that [cross- 
Strait talks] be conducted under the “опе ChinaV 
principle 

the 1992 consensus 

ChinaV principle? How can China establish a military 
mutual trust mechanism with Taiwan if it does not 
remove the 700 missiles aimed at the island 

that it will not use force against Taiwan 

the Anti-Secession Law? During his China trip 

Chan failed to talk about all these issues that are 
directly related to Taiwan\'s interest. Instead 

still believes that it is of major significance that he 

has obtained a "positive response\' from the Chinese 
authorities. We 

[in China\'s response]. V" 


C) \"The Win-Win Concept and a Common Market across the 
Taiwan Strait\" 


The pro-unification V'United Daily News!" [circulation: 
600 


VKMT Chairman Lien Chan will return to Taiwan today 
and the long-term effects of his "journey of peaceV 

still remain to be seen. But overall 

certain extent 

idea [for both sides of the Taiwan Strait]. . 


VWhen the Taiwan authorities still have doubts about 
"opening upY and “exchanges\' [across the Taiwan 
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Strait] 

comparatively more possible way to cooperate [with 
China]. . 


\"The precondition for any type of economic integration 

is to seek a win-win situation. It is more and more 

evident that Taiwan needs to integrate with China in 

terms of economic resources 

result will benefit Taiwan. Otherwise 

Mei Group Founder Hsu Wen-lung would write such an open 
letter before China\'s passage of the Anti-Secession 

Law? 


VWhen several countries in Asia are proposing to form 
the 'ASEAN plus 3 

Free Trade Area 

agreements 

being marginalized if it does not come to some kind of 
understanding or agreement with China with regard to 
TaiwanVs space in the international community. .\" 


D) VBian Wins back His Bargaining Chips [with Regard to 
Cross-Strait Issues] by Refocusing His Attention to 
China" 


Journalist Hsiao Hsu-chen noted in the “Му Views!" 
column of the centrist 
[circulation: 600 


VDespite the People First Partys attempt to clarify 

for its chairman 

public 'envoyY across the Taiwan Strait is basically 
settled following President Chen Shui-bianVs 
announcement Sunday. ChenWs decision to take the first 
formal step in breaking the ice between the two sides 

of the Taiwan Strait is evident to show that he has 
gradually deviated from the tune about China set by 
former President Lee Teng-hui and is willing to re- 
evaluate the new Chinese regime headed by Hu Jintao or 
at least to try some new approaches [in dealing with 
China.] . 


\"Judged from this perspective 

both a crisis and a turning point for President Chen. 

Chen has come to a point where he has to face the cross- 
Strait issues directly 

opportunity to take a close look at the new approaches 
adopted by HuVs regime toward Taiwan. . 


V'lt is a top priority for Taiwan to re-evaluate China 
and to set a strategic tune on China and on the cross- 
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Strait relations in the new era. Over the past few 
years 

power and running around for its campaigns. Some of 
these efforts may be helpful in building the Taiwan 
consciousness 

negligence of the evolvement of China 

has also missed the chances to take advantage of some 
of strategic situations. [KMT Chairman] Lien Chan\'s 
trip to China 

finally forced the government to face the issue 

directly. . The re-positioning of cross-Strait 

relations and Chen\'s [willingness] to step out of the 
frame set up by former President Lee and to try to 
start a new round of talks with the Chinese leaders . 
will create a new opportunity for the happiness and 
peace of the Taiwan people." 


E) "Change in Beijing\'s Strategic Thinking toward 
Taiwan" 


Journalist Sun Yang-ming observed in the \"United Notes!" 
column of the pro-unification V'United Daily News!" 
[circulation: 600 


V'The results of the meeting between [KMT Chairman] Lien 
Chan and [Chinese President] Hu Jintao revealed that 
Beijing has changed its strategic thinking toward 

Taiwan. The Chen Shui-bian administration will be put 

in a passive position if it fails to deal with the 

change appropriately. 


V During the period of [former Chinese President] Jiang 
Zemin 

that "both sides could talk about anything under the 
one China principle." Such a dogma-like approach has 
put Beijing in a passive and reactive position when 
dealing with the Taiwan issue because Taipei distrusts 
Beijing and Taiwan people has seen no ‘concrete 
goodwill gestures from Beijing. As a result 

President Lee Teng-hui and the Chen Shui-bian 
administration could easily control Taiwan people\'s 
attitude toward China. 


VFundamental change happened to Beijing\'s attitude 
since [Chinese President] Hu Jintao came to power. He 
no longer talked about empty principles but directly 
appeals to the Taiwanese people with substantive 
interests in order to obtain strategic preemptiveness. 


V'The so-called strategic preemptiveness means that 
Beijing will observe what Taiwan people want 
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package it in a way that is acceptable for Beijing and 
throw it back to the Chen Shui-bian administration and 
Taipei to worry about what to do. Take Taiwan\'s bid to 
join the WHO as an example. It is said that Beijing is 
very likely to allow Taiwan to join the WHO or attend 
the WHA in the name of "Taipei China.\' . 


\"The KMT\'s landing on China has enabled Beijing to tell 
Taiwan people its requests directly 

Shui-bian unable to interpret Beijing\'s policy the way 
itlikes. Such a channel of communication will become 
systemized as the KMT and Chinese Communist Party 
started talking. The Chen Shui-bian administration 

a result 

Strait strategy. V 


F) \"Is the United StatesV Cross-Strait Policy out of 
Control?" 


Washington correspondent Norman Fu said in the 
VWashington Outlook" column of the centrist 
quo \"China Times" [circulation: 600 


Y. In general 

stand in a critical leading position with regard to 
cross-Strait relations. Washington\'s leadership does 
not change because of the direct talks between Taiwan\'s 
opposition leaders and Beijing because it will be 
impossible for Beijing to resolve the Taiwan issue 
without Washington\'s consent or [tacit consent]. That 

is why Beijing has been trying to befriend Washington 
over the past few years 

will help it stop Taiwan from moving toward 
independence. As for the roles of the KMT and the PFP 
in the cross-Strait relations 

BeijingVs strategies and they are not strong enough to 
diminish or change Washington's significant position. 
The United States of course hopes that Beijing could 
talk to the Chen Shui-bian administration directly 

it still depends on whether Beijing has confidence in 
Chen and the future prospects of the DPP government.\" 
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private conversations and from KMT efforts to portray KMT 
Chairman Lien Chan\'s visit to the PRC as enjoying the backing 
of the United States. While Soong is personally comfortable 
with the often unpredictable Chen 

fear their Chairman is being \"duped.\" One of them requested 
the U.S. to temper its public support of Lien and offer 
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similar gestures of support for Soong before he departs May 5 
forthe PRC. The PFP reportedly intends to plant a question 

with a sympathetic Taiwan reporter at the May 3 State 
Department press briefing and hopes the Department Spokesman 
will respond positively. End Summary. 


PFP Panics 


2. (C) People First Party (PFP) Legislator Daniel Hwang 
(Yih-jiau) told AIT that President Chen Shui-bian\'s May 1 
revelation of his recent contacts with PFP Chairman James 
Soong has complicated and even marred Soong\'s impending PRC 
visit. Hwang surmised that Chen\'s unilateral revelation was 
probably motivated by fear of being sidelined by the 
international and domestic attention on LienYs PRC visit 

well as a product of ChenWs efforts to drive a wedge between 
the KMT and PFP and to siphon off Pan-Blue voters from the 
PFP in the May 14 National Assembly election. Hwang noted 
that Soong had told him of his private telephone conversation 
with Chen but did not reveal the substance of that 
conversation. Describing the setting of their conversation 
Hwang told AIT that when he accompanied Soong on a trip to 
Yunlin County to visit the incarcerated former magistrate 
Chang Jung-wei 

pocket and told Hwang that it contained a tiny note with a 

direct hotline phone number to President Chen. Hwang said he 
was bemused by Soong\'s \"cuteness.\" 


3. (C) Hwang told AIT that Chen had advised Soong that he 
intended to make public their recent conversations 

Soong opposed this but did not think he could stop Chen. 
Despite Chen\'s forewarning 

when the news broke on May 2 and gave instructions for the 
PFP to downplay the contacts. Accordingly 

General Chin Ching-sheng stressed to AIT that the reported 
April 20 Chen-Soong meeting was totally unplanned. Chin 
explained that he had been in a meeting in the home of 
Presidential Office Secretary General Yu Shyi-kun discussing 
details of Soong\'s PRC trip when they came to a question 
requiring Chen\'s decision. Yu telephoned Chen for an answer 
but Chen responded that the issue could best be resolved if 
he and Soong met personally at Yu\'s home. 


4. (C) Hwang told AIT that while Soong personally feels 
comfortable working with Chen 

leaders find it nerve wracking 

\"duped\" by Chen. Given both Chen and Soong\'s volatile 
personalities 

unpredictable situation 

without knowing the depth. For this reason 
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to control media coverage of Soong\'s PRC trip in order to 
avoid having the trip backfire on the PFP. 


5. (C) Hwang noted that to the layman Lien Chanvs trip to 
Mainland China might appear successful 

observers do not see that Lien achieved anything concrete. 
Hwang noted that both he and James Soong assessed LienVs 
performance in his Beijing University speech 

Jintao 


Plea for U.S. Support 


6. (C) On April 25 

AIT to protest the KMT leak of the AIT Directors April 21 
meeting with Lien Chan 

pointed out that the KMT had \"spun\" a United Daily News story 
that intimated the U.S. might publicly criticize Chen 
Shui-bian if Chen did not sanction LienYs PRC trip. On the 
other hand 

on Soong and himself to confirm the Director's meeting with 
Soong 

April 22 China Times story that reported the Director-Soong 
meeting ran without PFPYs consent 

that the newspaper reported the wrong date for the meeting. 


7. (C) Hwang further characterized the State Department 
Spokesman\'s April 18 response to a press question on Lien\'s 
PRC visit as tantamount to U.S support and blessing for Lien. 
It is in the USG interest to be more \"even-handed\" in its 
support for Lien and Soong 

USG could gave \"similar\" support for Soong\'s May 5-12 PRC 
visit. 


8. (C) Hwang was truly surprised when AIT pointed out that 

the exchange between the journalist and Spokesman was 
spontaneous 

responded that he had assumed the Department planted the 
question in order to raise Lien\'s profile. Thus 

of his requested meeting with AIT was to ask if the 

Department could provide Soong with the same support. \"The 
question really was spontaneous and coincidental?\" he asked 
once again. When AIT replied affirmatively 

relay that to Soong. After a moment of thought 

whether the Spokesman would voice similar support for Soong 
if the PFP were to ask a sympathetic journalist to raise a 
question about Soong\'s PRC trip. Without waiting for a 

reply 

and to please inform the Department to expect such a question 
on May 3. 
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Comment: Pre-Travel Jitters 


9. (C) Despite PFP discomfort over Chen\'s May 1 claim that he 
had entrusted Soong to deliver a \"special messageW to Hu 
Jintao 

messenger 

reporting that Hu Jintao would welcome Soong\'s explanation of 
the Chen administration\'s cross-Strait policy direction. 
Regarding a possible PFP media plant at Department press 
briefings 

balanced public formulations in support of dialogue that 
facilitates resolution of cross-Strait differences and that 

leads to dialogue with representative of the duly elected 
leadership in Taiwan. 
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Star" expressed concern over the presence of extremists 
groups and urged the government to act with greater 
determination to eliminate their challenge. 


\"State Dept lauds B\'desh: Serious concerns remain in some 
areas V" 

Independent English language newspaper V Daily Stan" 
editorially comments (5/3): 


The US State Department has lauded the role of Bangladesh in 
the war against terror. That is indeed good news for a 
country that came under a barrage of criticism by the 
western media in recent times and even got branded as the 
Vbreeding center" of religious fundamentalism. The report 
reflects the concern that Bangladesh has always shared with 
the international community over international terrorism. 

But the report has also claimed that the Harakatul-Ul-Jihad- 

| 

of grave concern is that the group is reported to be linked 

to the al-Qaeda network. Now 

whole thing in the right perspective. The appreciation of 

our role vis--vis terrorism should not blur our vision when 

it comes to handling the tricky question of the presence of 
militant outfits in the country. Nor will outright denial of 

any such irritant being present here help us. In fact 

no longer a secret that the activities of some organizations 
operating in the name of religion are being viewed with 

great suspicion by the international community. The recent 
crackdown on the suspected militants was proof enough that 
the government itself had deemed it necessary to act against 
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them. But the move has fizzled out for inexplicable reasons. 
Then do we have to believe that the whole exercise was for 
public consumption only? Either it has been abandoned under 
the pressure from the rightist groups or it lacked the 
substance that could have made it a worthwhile attempt to 
wipe out the militants. 

The State Department report says that the Harakat has six 
camps in Bangladesh and is suspected to have links to the 
attempt in July 2000 on the life of the then Prime Minister 
Sheikh Hasina. So the danger that such organizations pose 
needs no elaboration. 

There is little doubt that the militant outfits are the 

principal beneficiaries of the governments failure to catch 
the criminals responsible for the recent bomb attacks and 
killings. It is time the government acted with greater 
determination to neutralize the fundamentalist challenge. 
Chammas 
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its few major initiatives in office. 


3. (C) Economically 

from poverty to infrastructure 

macro-economic climate allows the BDG 

PMO 

Foreign investment is up 

growth is a respectable five percent. There\'s been no 
perceptible pain from the end of textile quotas 

expect it within the year as small 

start to close. For Dhaka elites 

with new shopping centers 

a standard unseen in Bangladesh (ref A). The replacement in 
April of the retiring reformer who led the central bank with 
a civil servant without private sector experience reinforces 
BDG disinterest in new 

reforms (ref B). 


4. (C) Internationally 

breadth of its political and commercial ties shields it from 
diplomatic pressure (ref C). Western political \"meddling\" 
annoys it but can shame the BDG into action if the outcome 
like jailing human traffickers 

PMO interest. The optics and utility of a good relationship 
with the U.S. are important to the BDG 

wants USG goodwill during times of trouble with India. The 
abortive Singapore conference suggested to the BDG that key 
Western and Asian countries will not challenge it on 
political matters. 


Positive Developments Since KibriaWs Murder 
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5. (C) In the aftermath of the shocking January 27 murder of 
AL leader Shah Kibria 
positive BDG actions: 


A) The banning on February 23 of two extremist Islamist 

groups and the arrest of about a dozen militants charged with 
non-lethal bomb attacks on cultural events and two social 
development NGOs (ref D). Since then 

notable lull in extremist and high-profile political 

violence. DGFIVs investigation of these groups began in 

mid-2004 

BDG embarrassment over the Bangladesh World Bank conference 
in Washington and the alarming \"Bangla Bhai\" article in the 

New York Times. 


B) The arrest and charging of nine BNP persons for the murder 
of Shah Kibria. After a very slow start 

provided good cooperation during A/LEGATT\'s consultations on 
the case (ref E). We have concerns about the integrity of 

the confessions extracted under apparent duress from all the 
suspects except the ringleader 

the suspects are in fact involved in the murder. 

C) The sentencing to death of 22 mostly BNP-linked persons 

for the May 2004 murder of AL MP Ahsanullah Master (ref F). 


D) Cabinet approval of all but one of the remaining UN 
counter-terrorism conventions; prompt parliamentary 
ratification is promised (ref G). 


E) BDG drafting of legal changes to facilitate the 
investigation and prosecution of anti-terrorism cases (ref H). 
F) A 62 percent drop in police \"crossfire\" deaths from 
January to March (ref l) 

revival. 


G) Virtual agreement on a Trade and Investment Framework 
Agreement. 


H) Continued high prosecution and conviction rates for human 
traffickers. 


l) The ΒΡΩ ultimately decided against appointing the 
controversial and politically provocative Home Secretary 

Omar Farooq 

pro-Jamaat retired civil servant instead to run the 

Bangladesh Telecommunications Regulatory Commission. The 
appointment of the CEC in May and the presentation of the BDG 
budget in June effectively kick off an 18-month campaign for 

the next general election. 
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The Flip Side 


6. (C) There has also been a series of backwards steps and 
reminders of persisting core problems: 


A) Despite assurances 

politically problematic \"Bangla BhaiW or Abdhur Rahman 
group's military commander. Officials suggest they fled to 
India. Critics blame lack of political will and note RAB\'s 
success in tracking down hundreds of major criminals in all 
parts of Bangladesh. 


B) Тһе ΒΡΩ refuses to pursue \"masterminds\" (presumably senior 
BNP officials) in the Kibria and other AL attacks. lts 

obstruction of the August 21 attack on Hasina fuels 

speculation the BDG directs or protects the perpetrators. 


C) The BDG 
complicity 


D) The BNP and the AL refuse to give each other an inch 
the AL calling the BNP V'killersV' and \"traitors\" to the 
principles of Independence 

anti-Bangladesh and treasonably pro-India. 


E) The Anti-Corruption Commission continues to flounder under 
bad leadership and BDG interference 

evolve into a credible body. Instead 

evidence 

run-up to the next election. 


The Bilateral Balance 


7. (C) Many of the positive BDG actions noted above were 
unexpected 

extremist violence will be constrained by the BDG\'s 
unwillingness to acknowledge the extent of the problem or to 
attack it frontally. Oddly enough 

already told us that the USG should be appreciative of the 
banning of the two Islamist groups and the BDG\'s \"solving\" of 
the Master and Kibria murders. The appreciation they have in 
mind is a PM Zia-POTUS meeting in New York or Washington. 


8. (C) The BDG continues to be responsive to USG 
interventions 

journalist Shoaib Chowdhury. However 

concern that PM Zia 

minister 

weeks later 
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Bangladesh TV USAIDYs new Bengali production of \"Seasame 
Street 

It is unclear if her unavailability was a diplomatic snub. 


Suggested Points 

9. (C) For BDG: 

-- Condolences on the Savar factory collapse. Happy that 
USAID-trained personnel and (training) equipment could lead 
the relief efforts. Admiral Fallon had hoped to discuss with 
PM other ways the U.S. military could build disaster response 
capabilities in Bangladesh. 


-- Appreciate your cooperation with the FBI in the Kibria 
case 

arrest and charging of the Kibria suspects 
banning/investigation of the two extremist groups. 


-- Look forward to the transparent and credible prosecution 
of the Kibria and other suspects. 


-- Also appreciate DGFIVs briefings on its investigation of 
Bangla Bhai and colleagues. Capturing Bangla Bhai would send 
a strong rebuttal to the points in the January New York Times 
article. 


-- Appreciate the relative lull in political violence since 

late February 

such crimes and the application of vigorous law enforcement 
to avert a perceived climate of impunity for violence. 


-- Concerned by the renewed attacks on Ahmadiyas and police 
facilitation of extremist demonstrators and the erection of 
provocative signboards at Ahmadiya mosques. We appreciate 
that after attacks against Ahmadiyas in late 2003 

stated the BDG would not declare them non-Muslims. We also 
note that the ban on Ahmadiya publications is still under 
judicial review and mostly not enforced. What can you do to 
show your support for the rights of all Bangladeshis? 


-- Appreciate the cabinetVs approval of eight UN CT 
conventions 

key. When do you expect Parliament to ratify the UN 
conventions? 


-- Know that Ambassador Thomas has raised Leahy amendment 
concerns with you. This is serious. We noted the sharp drop 

in VcrossfiresV in February and March 

since late April they appear to be on the rise. 


-- Like you 
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Bangladesh\'s right to organize its elections and make 
official appointments. Our focus is on how the entire 
political process operates 

campaigning and voting. We believe the focus should be on 
the process 

should be exercised and defended 


-- Disappointed by the Anti-Corruption Commission\'s very slow 
start. 


10. (C) For Sheikh Hasina: 


-- Saddened that you've lost full hearing in one year and 
partially in the other 
help. 


-- (Notional) Congratulations on your candidateVs Мау 9 
re-election as mayor of Chittagong. | know heVs been very 
critical of the U.S. in the past 

vindication of Bangladeshi democracy. 


-- | know you\'re contemplating proposed changes to the 
electoral and caretaker systems 

way key leaders during that period are appointed. We believe 
this issue is the sole domain of the Bangladeshi people. 


-- We understand the importance of the next elections. We 
will watch closely how the entire political process operates 
in Bangladesh. We believe the focus should be on the 
process 

be exercised and defended 


-- In that context 
boycotting the by-election created by Kibria\'s murder. 


-- In December 2003 

Ahmadiyas. Now that they are under renewed attack 
considering making another statement? 

CHAMMAS 
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the Chen administration sees pressure on Taiwan businessmen 
operating in China as a major threat to the DPP. Combined 
with efforts to reach out to opposition parties and isolate 
Taiwan diplomatically 

PRC\'s actions as what one Presidential Office official 
described as a \"non-violent full-scale attack.\" This 
perception drives the DPP\'s campaign strategy in recent 
elections to answer a perceived successful economic 
cooption of Taiwan\'s businesses by the PRC with Taiwan 
nationalism. The Chen Administration views the Taiwan 
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business community on the Mainland as generally supporting 
the Kuomintang (KMT) and its Pan-Blue allies. 


(C) However 

businessmen may be diminishing slightly. Mainland Affairs 
Council (MAC) Chief Secretary Jan Jyh-horng told AIT/T that 
MAC perceives a less heavy-handed approach toward Taiwan 
investors. He reported that in the weeks following the 
publication of the Hsu Wen-lung letter local officials in 

Fuzhou and Guangzhou had asked Taiwan businesses to sign a 
letter in support of the ASL. MAC denounced these efforts 

and later the request was withdrawn. Jan speculated that 

PRC officials had assessed that the publication of Hsu Wen- 
lung\'s letter had hurt their cause because discussion in 

Taiwan had focused on the PRC pressure behind the statement 
instead of the statementVs contents. Jan told us that MAC 
would see attendance at the next MAC-hosted meeting of 
Taiwan investors as an indication of the current level and 

tenor of PRC pressure on Taiwan businesses. The next 
meeting will be held around the Dragon Boat Festival in 

early June. 


D. (U) AIT defers to PRC posts on BeijingVs view of the 
Taiwan business community. 


E. (C) In general 

discuss political problems they may face in the Mainland 
because they fear it will exacerbate those problems and 
depress stock prices. Examples of the problems that 
businessmen have faced in the PRC due to their political 
activities include repeated questioning by PRC authorities 
excessive auditing 

unusually zealous or arbitrary enforcement of regulations 
such as environmental regulations. (Note: Taiwan local and 
national officials sometimes employ similar means to apply 
political pressure on Taiwan firms. End note.) 
Businessmen and other observers have not described to us 
any positive economic incentives offered by the PRC for 
political reasons -- except for the elimination of 
unnecessary difficulties. 


F. (U) According to press reports that identify a DPP 

source in the Legislative Yuan 

Ho Mei-yueh\'s husband works in Guangzhou for a Mitsubishi 
affiliate in the chemicals industry. Ho has not publicly 
identified her husband\'s employer but told the press that 

he was assigned to work in Guangzhou directly from Japan 
not through the Taiwan affiliate. 


G. (C) AIT will forward by e-mail to EAP/TC confidential 
information provided by the Ministry of Economic Affairs 
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Investment Commission on firms that have applied to the 
Taiwan government to invest in the Mainland. 


H. (C) Within the ASL or the PRC\'s consensus with KMT Vice 
Chairman P.K. Chiang 

target specific sectors in Taiwan. Agriculture stands out 
because it would benefit economic interests in southern 
Taiwan that have traditionally supported the DPP and 
President Chen Shui-bian. Other sectors that would benefit 
from these proposals include the fishing industry 

and transportation 

Mainland. Comment: However 

increasingly depends on its economic links with the 
Mainland. Even modest steps to improve cross-Strait 
economic relations will appeal broadly across the entire 
Taiwan business community. End comment. 


Examples of Political Pressure... 


3. (C) The following are four examples of Taiwan businesses 
(Chi Mei 

problems in their Mainland operations due to the political 
views of the firmsY chairmen/founders. 


Chi Mei 


4. (C) In early April 

confirmed to AIT/K that the text of Chi Mei Founder Hsu 
Wen-lung\'s March 26 statement in support of V'one ChinaW had 
been dictated in full by Beijing authorities and Hsu had 

not requested nor negotiated any changes to the text 
(reported ref B). Mainland authorities had \"harassed\" Chi 
MeiVs China operations for over a year with tax audits 
pressure on Chi Mei customers in China to change suppliers 
and other disruptive measures. However 

executives 

came only after Beijing signaled that China was prepared 
substantially to step up its campaign against Chi Mei 

no further Chi Mei investments in China would be allowed 
and that there was a possibility that Chi Mei employees in 
China might be arrested. Chi Mei executives noted that 
once Hsu had decided to issue his statement 

signaled its approval with confirmation that Hsu had been 
approved for a visa to visit Hong Kong. Chi Mei now plans 
to expand its operations in the Mainland with a TFT-LCD 
assembly plant. 


Acer 
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5. (C) In March 

Operations T.Y. Lay told AIT/T (reported ref C) that Acer 

had previously experienced difficulty in its Mainland 
operations due to the politics of its founder Stan Shih. 

Lay recalled that after Taiwan President Chen Shui-bian 
named former Acer Chairman Stan Shih a presidential advisor 
at the beginning of Chen\'s first term 

the Mainland were \"disrupted\" on several occasions. The 
PRC also rejected one of ShihVs visa applications. As a 
result 

appearances of political activity. As noted above 

announced in late March that he would resign the post of 
presidential advisor to underscore his political 

neutrality. Currently 

operations in the Mainland and aims to double its revenue 
from China this year. (Note: Lay now heads AcerVs Mainland 
operations out of Beijing. End note.) 


Quanta 


6. (C) Jason Lin 

manufacturer Quanta 

Quanta had been the target of some political pressure from 
the PRC. Lin said that in early 2004 before Taiwan\'s 
presidential election QuantaVs founder and chairman Barry 
Lam had publicly said that he hoped Chen Shui-bian would be 
re-elected. According to Lin 

preferences tend toward support of the Pan-Blue camp 

he had misspoken while trying to be courteous to President 
Chen at a public event. As a result of these comments 

said that Quanta was subjected to excessive questioning by 
PRC officials 

Quanta explained the circumstances of Lam\'s comments to PRC 
officials 

this explanation. Lin reported that Quanta still 

occasionally encounters difficulties with PRC central and 
local government officials depending on the current state 

of cross-Strait relations and other local factors. 

However 

are specifically aimed at Quanta for any domestic Taiwan 
political affiliation. Quanta now assembles nearly all of 

its notebook computers in the PRC. 


Evergreen 


7. (C) Evergreen Group 
that includes Evergreen Marine Transport and EVA Air has 
also reportedly faced difficulty in its Mainland 
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operations. Evergreen has long had connections with Chen 
Shui-bian 

a few years ago the group publicly cut off political 

support їо the DPP. In November 2003 

Yung-fa criticized President Chen for not supporting direct 
shipping links with the Mainland. In March 2004 Chang 
publicly supported the KMT\'s Lien Chan in the presidential 
election and urged Evergreen employees to vote for him. In 
May 2004 

Since then the group has been successful at dramatically 
expanding its Mainland operations. In June 2004 

Chang visited the PRC and toured harbors in Dalian and 
Pudong 

approved to invest in two berths in Ningbo Harbor near 
Shanghai. In addition 

subsidiary to open a branch office in Shenzhen 

for a Taiwan shipping firm. 


Other Problems 


8. (C) Many observers point out that Taiwan firms operating 
in the Mainland frequently encounter difficulties with PRC 
officials that are not related to Taiwan political 

affiliation. Tsai Horng-ming 

the Chinese National Federation of Industries (CNFI) noted 
that the problems many Taiwan firms encounter in the 
Mainland are the result of local PRC political issues 

central government pressure to oppose pro-independence 
forces in Taiwan. Quanta\'s Lin noted that many of the 
difficulties Quanta had faced seemed to have been caused by 
local government efforts to improve their fiscal situation. 

He also commented that some pressure is directed at Taiwan 
firms in general depending on the state of cross-Strait 
relations with no bearing on whether the firm is perceived 

to be a Pan-Blue or Pan-Green supporter. 


Limited Action 

9. (C) It appears that the case of PRC pressure applied to 
Chi MeiVs Hsu Wen-lung is the extreme in PRC treatment of 
Taiwan investors in the Mainland in that the firm was 
subjected to real economic consequences. Micky M.C. Chen 
Chairman of the Taiwan Businessman Consulting Group 

us that Hsu was targeted as an example because of Chi MeiVs 
size and his vocal support of Chen. CNFIVs Tsai cited the 
Chinese proverb V'kill the rooster 

explain the PRC\'s strategy of using Chi Mei as a high 

profile example. Both believe that the PRC has rarely used 
real economic sanctions like those used against Chi Mei to 
pressure Taiwan businesses because of Taiwan political 
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affiliation. 


10. (C) Nevertheless 

the PRC authorities regularly question Taiwan firms on 
their political activities 

of supporting Taiwan independence 

publicly reject independence. As Chinese National 
Association of Industry and Commerce Deputy Secretary 
General George T. Lin described 

\"knock on the door" of all Taiwan investors in the Mainland 
to secure support for their political agenda. As noted 
above 

asking large groups of Taiwan businessmen to sign an 
endorsement of the ASL. 


Comment - Big Impact 


11. (C) With limited use of real sanctions 

application of pressure 

many of its aims. Taiwan firms are now very reluctant to 
advertise any political affiliation 

the Pan-Green camp. The PRC has managed to force high- 
profile Taiwan businessmen to actively distance themselves 
from the Chen administration. Many Taiwan businessmen feel 
they must compete in the Mainland market to survive and are 
willing to sacrifice political principles to do so. PRC 
authorities are aware of this. Hsu Wen-lung\'s letter shows 
that they are willing to use this leverage. However 

the observations of MAC\'s Jan prove correct 

have come to realize that it cannot push to far. We expect 

a continuation of this measured application of pressure on 
Taiwan businesses. We also expect Taiwan firms to comply 
with very minimal public protest as they continue to expand 
their presence in the PRC. End comment. 

PAAL 
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insufficient. 


7. (SBU) Shaykha Amthal from the Kuwait Voluntary Work 
Center also agreed that Kuwait 

protection rules pose the greatest challenge. (Note. Shaykha 
Amthal is also the EmirVs sister. End Note.) She added 
however 

importance of the environment. Her organization is trying to 
rectify the latter by carrying out public awareness campaigns 
and working directly with schools 

be easier to sensitize children than to reach adults. 
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Impact of the Petroleum Industry 


8. (SBU) The oil industry is without a doubt the most 
important player in Kuwait\'s economy; it also has arguably 
the most significant impact on the environment. KEPA\'s 
Beshara noted that because of Gulf statesY economic 
dependence on oil 

politicized issue. Beshara 

petroleum sector 

analysis studies uniformly identify the same source: 
hydrocarbons. The industry is the primary source of three 
types of pollution: air emissions (sulfur oxides 

oxides 

solid wastes 


9. (SBU) Since the GCC states must produce and sell oil 
Beshara said 

doing so. He believes that with proper legislation and 
standards 

cleaner technologies. He added that there must also be 
increased awareness of environmental issues and a cultural 
change within the industry 

Beshara commented that the GOK has started to push for these 
changes 

the motivation within the government is there 

requisite will among petroleum decisionmakers (indeed 
Saeed said his company is investing hundreds of millions of 
dollars to bring its facilities into compliance with the 

stricter KEPA standards that were imposed after the 2001 fish 
kill). But 

will always be efficiency. 


10. (SBU) To help mitigate the effects of any oil spill 

Kuwait Petroleum Corporation (KPC) has created a division 
within its subsidiary 

responsible for developing and maintaining a national oil 
spill response plan that includes stakeholders from 
throughout the government and industry. Although the plan 
covers both land and maritime spills 

Coordinator Saeed focuses primarily on spills at sea. In 
addition to adversely affecting the marine environment 
spills could potentially have a negative impact on KuwaitVs 
drinking water supply 

seawater. KPC also works closely with ROPME\'s marine 
emergency office in Bahrain (called MEMAC) 

the U.S. Navy 

coordinated plan for coping with oil spills resulting from 
collisions or other accidents throughout the Arabian Gulf. 


Water 
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11. (SBU) The other primary environmental concern in arid 
Kuwait is water. According to the Ministry of Energy\'s 
Al-Zaid 

imperial gallons per day (roughly 109 gallons/day of fresh 
water use per capita). Unlike Arab countries in the Levant 
and Maghreb 

resources for agriculture (about 12-14 million gallons/day 
total; the vast majority of fresh water consumption (70 
percent) is for household use. While some drinking water 
comes from aquifers 

used for irrigation comes from desalination plants. 


12. (SBU) To reduce pressure on fresh water supplies 
has developed two separate water systems 

delivers fresh water and another for brackish water. The 
ministry estimates that it delivers about 100 million 
gallons/day of brackish water 

part of its strategy for increasing water supplies 
described a recently completely 

treatment facility 

wastewater each day (ref C). The government distributes most 
of this water to farms in northern and southern Kuwait for 
irrigation 


13. (SBU) Al-Zaid complained 

using fresh water inappropriately for purposes like filling 
swimming pools 

(Note. Part of the blame for this lies with the Ministry 
which only bills consumers annually for fresh water -- and 
often fails to collect even these annual bills -- and which 
does not meter brackish water use at all. End Note.) As is 
the case elsewhere in the Gulf 

non-drought resistant landscaping and the reinjection of 
water into oil fields (creating artificial lift that pushes 

the oil to the surface) has raised the water table 

in pools of water that stagnate year-round and undermine 
surface stability (leading to sinkholes and higher 
construction costs). 


Land Issues 


14. (SBU) The overall scarcity of water -- and the Kuwaiti 
penchant for camping in the desert -- have accelerated the 
process of desertification. According to KISR remote sensing 
expert Al-Dousari 

southern Kuwait 

As he pointed out 

under the best conditions 


Column 3 

their vehicles. Al-Dousari pointed out that desertification 

could also have serious implications for the oil industry: 

KPC and its subsidiaries have a number of facilities in the 
desert that could become choked with sand if natural 
windbreaks were destroyed and sandstorms became worse and 
more frequent. 


15. (SBU) Shayka Amthal described efforts that her 
organization has undertaken to protect the desert 
environment 

meter nature reserve in northern Kuwait and a bird sanctuary. 
She has also worked closely with the U.S. military to 
rehabilitate land that the military used during Operation 

Iraqi Freedom (ref B). 


16. (SBU) Finally 

depleted uranium (DU) is alive and well in Kuwait. Embassy 
officials told Whittlesey that the Kuwaitis are quite 

sensitive about DU 

on ranges where the U.S. military works. The Kuwaiti 
military is also currently engaged in negotiations to get rid 

of all tank ammunition containing depleted uranium. Finally 
the Kuwaitis are looking to enter into a commercial contract 
to remove soil with low-level radiation contamination from 
Kuwait for disposal elsewhere. 


Regional Concerns 

17. (SBU) During Whittlesey\'s discussions 

that regional issues have a great impact on KuwaitVs 
environment. (Note. Much of KuwaitVs environment was 
severely damaged after the Iraqi invasion 

retreating forces set fire to the oil wells; the Kuwaitis are 
particularly sensitive to the environmental threats posed by 
their neighbors. End Note.) This was most apparent in 
discussions about southern IraqYs marshes 

by Saddam Hussein and are gradually being restored. KISR\'s 
Al-Otaibi described likened the marshes to a comb that 

before they were drained 

into the northern Gulf. At the same time 

marshes flowed south into the Gulf and provided food for the 
fish in the fragile ecosystem near Bubiyan island. Draining 

the marshes had a doubly damaging effect: insecticides began 
leaching freely into the water supply 

rise in the northern Gulf as the marshes fresh water output 
diminished. Al-Ghadban added that reflooding the marshes has 
resulted in pollutants 

the Gulf. 


18. (SBU) KISRVs Al-Ghadban is also worried about the effects 
of Turkey\'s Anatolia dam scheme (which 
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partially financed by the Kuwait Fund for Arab Economic 
Development). The remnants of this river water eventually 
flow into the northern Gulf after passing through Iraq. If 
the supply is severely reduced or terminated 

contends 

jeopardized by an increase in salinity. Al-Ghadban said he 
had raised this concern with the National Assembly 
UNDP. 


19. (SBU) Several interlocutors expressed concern about 
Iran\'s nuclear program. Al-Ghadban said that he had spoken 
to the National Assembly about the threat posed by possible 
leakage of nuclear waste materials 

contamination resulting from illegal dumping of nuclear waste 
in the Gulf. In Al-Ghadban\'s opinion 

for regional cooperation to deal with such matters 

he noted that there is a certain amount of mistrust among the 
partners. (Note. One organization that is helping facilitate 
such regional cooperation is ROPME. End Note.) 


Areas for Cooperation with the U.S. 


20. (SBU) Whittlesey\'s interlocutors identified several areas 
for possible future cooperation with the U.S. Shaykha Amthal 
requested U.S. assistance in strengthening environmental laws 
and improving enforcement. KEPA\'s Beshara said his 
organization could use American expertise for workshops and 
training on issues like environmental impact studies 

industrial waste 

the training take place in Kuwait 

capacity. 


21. (SBU) Another common suggestion was the need for 
information on new environmental technologies. The Ministry 
of Energy asked to learn more about new water production and 
conservation technologies and techniques 

Al-Otaibi said Kuwait would benefit from U.S. experience in 
cleaning large quantities of hydrocarbons from soil 
desertification 

treating wastewater 

KISRVs Al-Qabazard made a plea for U.S. help in promoting 
transparency and encouraging the community to demand its 
Vright to know" what the government is doing 

environmental issues but also more generally. KPC\'s Saeed 
noting that British companies are more actively promoting 
their environmental technologies than American ones 
innovative suggestion that U.S. companies consider hosting a 
trade show in conjunction with a conference by U.S. experts 
on environmental standards 


Column 3 

22. (SBU) Finally 

increase in ESTH exchanges. KISR\'s Qabazard was emphatic 
about the importance of this 

American ideas and Americans 

1-2 percent (of that) here 

asserted. He added that money is not a problem for KISR or 
Kuwaitis generally 

in initiating contacts. 


23. (U) Regional ESTH Hub Officer Jock Whittlesey cleared 
this cable. 
LEBARON 
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a person cannot be removed from a corporate board even if he 
or she is imprisoned. Thus 

the beleaguered former chairman and give or sell the firm to 
someone more politically reliable. According to one Bagan 
investor 

resolve the situation without giving in to the suspected GOB 
wish of nationalization or giving control to a top regime 
crony. 


3. (C) In the midst of this confusion 

Burma has declined precipitously. According to an IT sector 
leader in Rangoon 

bandwidth via MPTVs gateway (satellite and submarine cable) 
down from 16 MBs in January. As noted in ref A 

Computer Federation (MCF) tells us it needs at least 45 MBs 
to offer T-1 access. The GOB has cut off access to non-MPT 
satellite gateways. With such technical problems 

GOB barriers to importing needed spare parts 

is attracting few if any new customers 

customers are very frustrated with their slow Internet 

access. We have not heard how many of Bagan CybertechVs 
estimated 30 

service since the bandwidth crunch began. 


4. (C) In the meantime 

trying to creep back into relevance as an ISP. MPT was among 
the first email and ISP in Burma in the late 1990s 

easily scooped by the more efficient 

powerful Bagan Cybertech in 2000. According to the sources 
MPT has announced it will start offering ADSL Internet and 
satellite (Ku and C bands) access starting in May or June." 
Such services would directly compete with Bagan 

of broadband and wireless in Burma 

competitor 

voice and data communications in remote regions of the 
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country (ref D). ItVs not clear if MPT has the technical 
capacity 

expansion of its now moribund Internet services. However 
this is the GOB solution to the Bagan problem 

be implemented whether itVs efficient and popular or not. 
Likewise 

customers will have little choice but to switch to MPT as it 
resumes its monopoly. 


Private Sector Frozen Out 


5. (C) The apparent squeezing of Bagan may be only one 
example of the GOB\'s broader loss of trust in private IT 
firms. According to one senior MCF official 

is no longer asking many private sector actors to join in 
official delegations to ASEAN and other international IT 
meetings. During Khin Nyunt\'s reign 

usually made up primarily of private IT champions. Likewise 
firms previously closely involved with various GOB-supported 
IT projects reported that they have received no guidance or 
requests from the Computer Science Development Council (the 
steering committee chaired previously by Khin Nyunt and now 
by current Secretary One Lt. Gen. Thein Sein) since Khin 
Nyunt\'s departure. 


6. (C) The MCF official also complained that the private 

sector was apparently being frozen out of a multi-million 

dollar loan from the Korean government ostensibly for 
assistance in Burma\'s \"e-government\" efforts. During 2003-04 
this loan was being negotiated with MPT and several private 
entrepreneurs involved in Khin Nyunt\'s e-government 
development campaign. However 

after Khin Nyunt\'s removal 

then the original private sector participants (including our 
source) had heard nothing about the loan other than the rumor 
that MPT had received the funds and was using them without 
any private sector cooperation. 


Comment: SPDC Trimming Excesses of Khin Nyunt Era? 


7. (C) There is growing circumstantial evidence that the GOB 
wishes to squeeze out the private sector from serious 
participation in the IT sector. Though the regime is not 
opposing the growth of companies providing software 
development 

solutions 

policymaking and out of more sensitive areas such as Internet 
service and e-government projects. One reason is likely the 
industry\'s 

association with the disgraced Khin Nyunt. GOB policymakers 
may feel they need to cut out all previous private sector 
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participants in these areas to ensure there is no remaining 
taint from the former PM. Also 

about a sophisticated industry 

international focus 

the private sector\'s hands. As the GOB did with private 
banks 

banking crisis (ref B) 

tighten government control over this sensitive and 
potentially politically dangerous industry without actually 
destroying it. End comment. 

Martinez 
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MONDE DEVOTES A REPORT TO LEBANON\'S POLITICAL DIVISIONS 

IN AN INTERVIEW 

SAYS 

FIRST TRIP SHOULD BE TO DAMASCUS. IN THE INTEREST OF LEBANON 
OUR RELATIONS WITH SYRIA MUST BE THE BEST POSSIBLE RELATION 
ON HEZBOLLAH HE ALSO ADDED: ΤΗΕ DISARMING OF HEZBOLLAH IS ; 
STRICTLY DOMESTIC ISSUE." 


THE EUROPEAN CONSTITUTION AND THE REFERENDUM CONTINUE TO 
ELICIT ATTENTION. THE THREE LATEST POLLS SHOW THE V'YESY IS 
GAINING GROUND. THE ISPOS POLL FOR LE FIGARO AND EUROPE 1 
RADIO SHOWS THAT 53 PERCENT OF RESPONDENTS WOULD VOTE \"Y 
THIS IS THE FIRST POLL WHICH PUTS THE \"YES\" AHEAD 
TWENTY-THREE SUCH POLLS SINCE MID-MARCH. ACCORDING TO POP 
RIGHT-OF-CENTER LE PARISIEN 51 PERCENT OF RESPONDENTS WOUL 
VOTE \"YES.\" BUT FOR LIBERATION 

(IN MID-APRIL) TO 49 PERCENT 

LEAD 

HAS SHIFTED IN FAVOR OF THE "YESY FOR THE FIRST TIME. THIS 
EVENING PRESIDENT CHIRAC WILL BE INTERVIEWED ON FRANCE 2 
TELEVISION DURING THE 8PM EVENING NEWS BROADCAST. 


IN LEFT-OF-CENTER LIBERATION CORRESPONDENT PASCAL RICHE NC 
THAT V THE U.S. PRESS IS IGNORING THE DEBATE ON THE EU 
CONSTITUTION 

TANKERS.\" HE QUOTES SECRETARY RICE: \"THE U.S. 

BEGINNING 


FM BARNIERVS VISIT TO WASHINGTON 

PRESIDENT BUSH AND IMPROVED FRANCO-AMERICAN RELATIONS ARE 
BASIS FOR TWO REPORTS IN LE FIGARO AND LIBERATION 

A QUOTE FROM FORMER AMBASSADOR LEACH IN ITS HEADLINE: \"BET 
FRANCE AND THE U.S. 

ARTICLE MENTIONS THE NOMINATION OF AMBASSADOR-DESIGNATE C 
STAPLETON. (SEE PART C) 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
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FRANCO-AMERICAN RELATIONS: FM BARNIER TO WASHINGTON 


VBARNIER TO WASHINGTON IN А PEACEFUL ATMOSPHERE 

PHILIPPE GELIE IN RIGHT-OF-CENTER LE FIGARO (05/03): "BETWEEN 
FRANCE AND THE U.S. THE RETURN TO ROUTINE VISITS IS IN ITSELF 
A SIGN OF DIPLOMATIC SUCCESS. FM BARNIERYS QUICK STOP IN 
WASHINGTON STANDS WITNESS TO CALMER BILATERAL RELATIONS. 
BARNIER ALSO MET WITH THE PRESIDENT IN AN IMPROMPTU VISIT FO 
ABOUT A HALF HOUR. BARNIER\'S ARRIVAL IN WASHINGTON DID NOT 
MAKE NEWS IN THE LOCAL PRESS. AFTER TWO YEARS OF HARSH 
RELATIONS THIS IS 

THE VISIT WAS ONE OF HARMONY AND COOPERATION. EVEN IF THERE 
ARE NUANCES OF APPROACH TO CERTAIN ISSUES 

DISSENSION BETWEEN THE TWO CAPITALS. WASHINGTON SUPPORTS 
FRANCE\'S DIPLOMATIC EFFORTS WITH IRAN 

CONVINCED THE DIALOGUE WITH TEHERAN IS VOWED TO FAIL 
EUROPE NO ALTERNATIVE AS TO THE IDEA OF SANCTIONS. EVEN OVE 
LEBANON THERE ARE DISAGREEMENTS. BUT ALLIANCES EXIST TO 
OVERCOME THESE SMALL DISAGREEMENTS. RELATIONS WITH WASHII 
ARE IMPORTANT ENOUGH FOR THE FOREIGN MINISTER TO HAVE TAKE 
TIME OUT FROM THE CAMPAIGN FOR THE REFERENDUM. ON THIS ISSL 
SECRETARY RICE EXPRESSED "AMERICAYS SUPPORT FOR EUROPE\'S 


SIPDIS 
INTEGRATIONY AND EXPRESSED THE HOPE THAT THE EUROPEAN PR( 
WILL SUCCEED." 


“МО MORE "BROKEN CHINAY BETWEEN FRANCE AND ΤΗΕ U.S." 
PASCAL RICHE IN LEFT-OF-CENTER LIBERATION (05/03): “АҒТЕН 
BEING ΤΗΕ IMPOSSIBLE ALLYV OF THE U.S. 

BECOMING "THE INDISPENSABLE PARTNER.Y WHILE LUNCHING WITH 
SECRETARY RICE 
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MEET WITH PRESIDENT BUSH FOR A HALF-HOUR. SEVERAL FRENCH 
DIPLOMATS ARE ALREADY GLOATING: "IN THE END 

TO TAKE THE PLACE BLAIR WAS DREAMING OF. THAT OF A PRIVILEGE! 
PARTNER OF THE U.S. .V FOR MONTHS NOW FRANCE AND ΤΗΕ U.S. HA 
TRIED TO RESOLVE 

COUNTRIES HAVE REACHED COMPROMISES ON SENSITIVE ISSUES 

AS THE TRIALS OF SUDANESE FOR MASSACRES IN DARFUR. IN EXCHA 
THE FRENCH DID NOT OPPOSE THE NOMINATION OF PAUL WOLFOWIT 
THE WORLD BANK. TO QUOTE FORMER U.S. AMBASSADOR LEACH 
COUNTRIES ARE TRYING TO AVOID "BROKEN CHINA. WITH LEACH\'S 
DEPARTURE 

STAPLETON TO REPLACE HIM. A WEALTHY BUSINESSMAN FROM 
CONNECTICUT 

CAMPAIGN EVEN IF HE IS STILL A REGISTERED DEMOCRAT. HE WAS 
AMBASSADOR TO PRAGUE FROM 2000 TO 2004 

CAUTIOUSNESS WAS NOT WHAT HE WAS BEST KNOWN FOR." ROSENI 
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Aristide government 

Director General Lesly Lucien (see below) as head of the 

BLTS 

actively involved in protecting drug shipments. Brillant was 
arrested in May 2004 on U.S. drug charges emanating from the 
Southern District of Florida 

April 2005. 


-- Flourel CELESTIN: Celestin was a Fanmi Lavalas politician 
and Senate President until the Parliament ceased to function 
in January 2004. He was connected to several drug trafficking 
investigations 

cocaine seized by the Haitian National Police in June 2002. 
He remains in jail in the U.S. awaiting trial. 


-- Oriel JEAN: Jean was President AristideVs closest advisor 
on security matters 

chief of the Presidential Security Unit (PSU). He often 
communicated orders for the President and distributed money 
to armed gangs and political supporters. Press reports have 
suggested that millions of dollars in unexplained checks were 
made out to Jean from a Presidential account during 
Aristide\'s administration. Jean remains in a Miami jail 
awaiting trial. 


- Jacques KETANT: Ketant was one of the largest Haitian 
cocaine traffickers at the time of his arrest and expulsion 

to the U.S. in 2003. He regularly received security and other 
assistance from other individuals connected to the Aristide 
government who were also recently arrested 

Lestin 

Airlines) 

and was sentenced to 27 years in prison. 


-- Romaine LESTIN: Lestin was a Lavalas party loyalist and 
thoroughly corrupt police officer suspected of involvement in 
drug trafficking 

He illegally held concurrent positions as the Municipal 
Commissaire for Tabarre 

Commandant of the SWAT unit of the HNP 

airport employees into participating in criminal activity. 

Lestin had been previously fired from the Preval government 
for drug trafficking but was reinstated by President Aristide 
as a commissaire. He 


-- Jean Nesly LUCIEN: Lucien is the former Director General 
of the Haitian National Police (i.e. chief of police) under 
Aristide who was arrested during travel to the United States 
for cocaine trafficking. Earlier 
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Aristides chauffeur. Lucien pleaded guilty to money 
laundering in April 2005 and 

will cooperate with authorities. 


-- Rudy THERASSAN: Therassan is a former National Police 
Commander of the SWAT unit 

DEA as part of the same conspiracy as Lucien and Brillant. He 
plead guilty on April 20 

cocaine into the United States as well as one count of money 
laundering. 


3. (U) In addition to those already arrested under U.S. 
indictment 

investigation by Haiti\'s own Financial Intelligence Unit 

(FIU). The government announced in March 

9 billion Haitian Gourdes and 110 million dollars were 
embezzled from the government treasury during the last three 
years of the Aristide government. The FIU claims it is close 
to releasing indictments for these allegations. 


Some arrested in Haiti 


4. (SBU) We would also note that some of the officials 
identified in reftel as being connected to drug trafficking 
and/or government-sponsored political violence under Aristide 
are under arrest in Haiti. Anthony Nazaire 

Palace motor pool under Aristide who provided Palace vehicles 
and security guards for drug shipments 

2004 on suspicion of involvement in the December 5 

attack on a university by pro-Aristide hoodlums. His case is 
awaiting trial. Aristide\'s former Minister of Interior 
Jocelerme Privert 

involvement in a series of killings against Aristide foes and 
civilians that took place in Saint Marc in February 2004. 
The U.S. revoked his nonimmigrant visa in the fall of 2003 
due to his narcotrafficking ties 

of involvement in Aristide government death squads 

the sale of Haitian passports to Middle Easterners. In a 
separate category 

Minister Yvon Neptune 

connection to the Saint Marc events. He 

key role assisting U.S. authorities in the rendition to the 
U.S. of drug traffickers Ketant and Eliobert Jasme -- the 
latter at some risk to himself given EliobertVs ties to the 
police. 


Comment 


5. (U) The picture that emerges from the trials 
continuing investigations of members of AristideVs inner 
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circle is that of an intricate network of drug traffickers 

and protection all closely connected to the Presidential 
Palace. The Haitian National Police in particular were 
hijacked by the government via a flagrant disregard of proper 
police promotion procedures. The selective promotion of 
Lavalas loyalists politicized the government security 
apparatus from the top and converted it into the principal 
arm of the Presidential Palace for the control of drug 
trafficking throughout the country. Aristide further 
undermined the police from below by placing criminal gang 
members directly into their ranks. As described last year in 
reftel 

Mafia-like or criminal syndicate in which corruption 
drug-trafficking 
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POLICE CHIEF 


REF: ASUNCION 557 


Classified By: Political Chief James P. Merz for reasons 1.4 (b) and (d 
). 


1.(C) On 4/21 

resigned and was replaced by Fidel Isasa Palacios 

fourth officer to lead the police since Duarte became 
President in August 2003. According to SENAD Director 
Ibarra 

internal police affairs by Interior Minister Benitez. On 

4/19 

and observed several off-duty police officers drinking beer. 
Instead of taking up the matter directly with Zelaya 
however 

called Zelaya to ask 

the job?" Zelaya could only reply 

are talking about.\" Zelaya was embarrassed and furious. Two 
days later 

2. (U) Ibarra maintains this experience speaks volumes 
about the institutional culture disconnect between the Chief 
of Police and the Minister of Interior. While the latter 
retains some administrative authority over the Police Chief 
the Chief is ultimately responsible to the President who can 
hire and fire him. Ibarra flags as equally important the 

fact that senior police officials do not respect the 

authority of a civilian with no military/police experience as 
is the case with Benitez. To that end 

selection of Mario Agustin Sapriza Nunez as the Interior 
Ministry\'s new deputy minister for internal security a wise 
one. Sapriza Nunez is a former Police Chief himself and will 
serve as liaison between the Interior Minister and the 
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Police. Given his experience and rank as a police official 
Sapriza should likely command far greater respect and 
authority than Benitez in his relations with the Police. 

3. (U) On a broader scale 

police and military officials have exercising authority over 
their peers. Police and military officials come in together 
as a class and are promoted through the ranks together as a 
class. When one of them becomes the Chief of Police 

not unusual that he has working under him many of the 
classmates with whom he has passed through the ranks over the 
past 25 years. While his title would suggest he exercises 
authority over them 

culture dictates he treat them as his friends rather than his 
subordinates. Such a relationship undercuts his authority. 
The conclusion Ibarra draws is that it is better that your 
subordinates fear you than like you and as such that senior 
ranking officials should not hire their friends. Ibarra 

retired from the military as a colonel and many of the folks 
with whom he served in the military have asked him for a job. 
As a rule 

hire them out of concern his friendship with them would 
undercut his authority. 

4. (С) Comment: The Paraguayan National Police have a 
well-deserved reputation for being incompetent and corrupt. 
Benitez 

green to politics on the national scale and under pressure 
from the President to improve the reputation of the police 
has adopted an aggressive stance in his dealings with the 
police issuing high-handed directives and outing bad 
practices such as drinking on the job. In so doing 

up against what is perceived as the institutional culture and 
domain of the National Police. He is also vulnerable to 
accusations of seeking photo-op opportunities by addressing 
relatively small police sins while deeper problems remain. 
Isasa Palacios spoke vaguely to this issue when 

office 

morale\" of the police corps. Isasa may have found himself 
swimming against the tide of public opinion as well as the 
President 

far more concerned about the state of public security than 
the morale of the police. Several days later 

affirmed it was essential the police take measures to 
reestablish a sense of public security as its leading 
responsibility. 

KEANE 
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Rodriguez publicly criticized Walkers comments as 
interference in Peru\'s internal politics (Ref A). 
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4. (U) On 4/29 

that Peru would be sending a diplomatic note to Chile 
registering its V protest and surprise" over the incident. 
Concurrently 

Defense Ministries provided a summary of all the information 
that has been released publicly about the 1995 arms 
shipments 

of the Guarantors of the 1942 Rio Protocol 

maintained a stance of absolute neutrality during the 1995 
Cenepa conflict. The communique noted that the Chilean 
Defense Ministry had informed its Peruvian counterpart that 
only one arms shipment had been made to Ecuador pursuant to a 
sale of munitions on 9/12/94 

not/not sent while the border war was underway. The GOP 
communique continued 

\"insufficient 

that there were at least two 

of munitions were supplied by Chile to Ecuador during the 
conflict. The full text of the communique can be viewed at 
www.rree.gob.pe under \"Ultimas Noticias." 


5. (C) Chilean Political Officer Fernando Velasco told 

D/Polcoun on 5/1 that Peruvian Foreign Ministry Political 
Undersecretary Oscar Maurtua had contacted Chilean Ambassador 
Juan Pablo Lira late on 4/29 to advise on the content of the 
communique. Since the document referred to a note of protest 

and surprise 

so that his government could formulate a response 

not provided with a copy until late the next evening. 


6. (C) Foreign Minister Rodriguez told the Ambassador on 
4/29 

block consensus on Insulza\'s election as OAS SecGen. He 
subsequently contacted the Ambassador that he had made this 
recommendation before the latest round of controversy over 
Chile 

support Insulza. (NOTE: Peru joined Bolivia in demanding a 
vote at the OAS 

voted in blank. END NOTE.) 


7. (C) COMMENT: There do not/not appear to be any new 
allegations in the Peruvian communique regarding the Chilean 
arms shipments to Ecuador in 1995. The GOP\'s decision to 
make an official protest at this time may well have been 
aimed at providing domestic political cover in response to 
Insulza\'s pending election as OAS SecGen 

justifying to fellow OAS members its decision not/not to join 
consensus on that vote. END COMMENT. 
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protect Israeli goods from \"political discrimination.\" 
However 

program involved decisions by consumers or governments to 
unilaterally boycott Israeli products. In this case 

has negotiated an agreement regarding settlement goods. 
Director of International Affairs 

Uri Bruck denied that customs is participating in any way 
with the GOI committee examining compensation options. 


5. (C) Responding to the GOI intention to \"insure\" goods 
from the settlements 

Political and Economic Chief 

program was intended to circumvent the agreement reached with 
the European Union (EU). Internally 

raising the V'insurance program!" as an illegal trade subsidy 
but is unlikely to pursue this option because the EU does not 
formally recognize the settlements as Israeli territory. The 
compensation would go to producers outside the territorial 
bounds of Israel 

qualify under WTO rules. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www. state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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reshuffle\" of the Algerian government. Six ministers changed 
portfolios; four ministers left the cabinet; and six new 

ministers were appointed to the GoA. Prime Minister Ahmed 
Ouyahia remains as Prime Minister. The Cabinet contains 16 
ministers from the FLN party 

from the (moderate islamic) MSP party. The President created 
a \"Minister-Delegate\" (Deputy Minister) of Defense 
maintaining the Defense Minister portfolio for himself. 

Foreign Minister Belkhadem was replaced with Mohamed 
Bedjaoui 

Belkhadem becomes Minister of State and Special Envoy of the 
President. Bougerra Soltani 

appointed Minister of State without portfolio. (Note: We are 
reporting the full Cabinet by Septel as well as a detailed 
biography of Foreign Minister Bedjaoui.) 


2. (C) President Bouteflika dismissed the Ministers of 

Finance 

the Ministers in charge of Participation (i.e. 

Privatization) and Tourism. Finance Minister Benachenhou was 
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dismissed because he was abrasive and created discord within 
the Cabinet. He was replaced by Mourad Medelci 

previously served as Minister of Finance between 1999 and 
2001. According to Embassy contacts 

to be a competent technocrat 

and is more politically adept than the brusquely outspoken 
Benachenou 

Medelci served as an economic advisor to the President. The 
other important move on the economic front was the 
apppointment of Abdelhamid Temmar as Minister for 
Privatization and Investment Promotion. Temmar\'s appointment 
is seen as a signal that the President is serious about 

moving forward with privatization. However 

Temmar has recently played a key behind-the-scenes role in 
Algeria\'s WTO accession negotiation negotiations 

coordinating Algeria\'s positions and energizing the Algerian 
WTO team in a way dismissed Commerce Minister Boukrouh was 
never able to do. It is unclear if Temmar will retain this 

WTO role in which he became a close Embassy interlocutor and 
led an important delegation to Washington. The new Minister 

of Commerce 

Industry and is an MSP party stalwart. 


3. (C) Bouteflika appointed retired general Abdelmalek 
Guenaizia as Minister Delegate (Deputy Minister) for Defense. 
Guenaizia comes from eastern Algeria. He was Chief of Staff 
prior to Mohamed Lamari and retired in 1992. In the 
mid-1980s 

the Algerian military. He was closely aligned with former 
Defense Minister Khaled Nezzar and General Mohamed Touati. 
He has served as Algerian Ambassador to Switzerland since 
1992. While in Switzerland 

dealings which drew the negative attention of the Swiss 
political establishment 

Algerian contact of ours. 


4. (C) A well-placed contact told us that FM Belkhadem 
many regard as politically ambitious and even angling 
eventually for the Presidency 

Ouyahia as Prime Minister or at least to see him out of 
government. Belkhadem\'s reasoning was that as head of a 
major party 

in fact should remain in the cabinet since he had rescued the 
FLN and brought it back in the pro-Bouteflika camp. This was 
reportedly one of the issues holding up the government 
reshuffle. Instead 

MSP Chief Soltani as Ministers of State to recognize their 
respective positions as political party leaders within the 
government. 


5. (C) COMMENT: Bouteflika\'s reshuffle is being viewed as 
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having brought little new blood into the government. Critics 
described the new government as a reordering of chairs on a 
ship\'s deck 

including the pesidential coalition 

imminent push for meaningful reform 

out to the younger generation. One political cartoonist 
captured the disappointment of many with a cartoon suggesting 
the May 1 announcement was actually more like April FoolVs 
Day. While the importance of privatization has been upgraded 
with the appointment of Temmar 

the economic front. The naming of a civilian 

minister-delegate for Defense is another step toward military 
modernization and pushes the once all-powerful Armed Forces 
chief of staff position down another notch in the protocol of 
hierarchy 

role. The naming of a former general from the East should 
also help offset concerns that too many of BouteflikaVs 
appointments are from western Algeria. Nevertheless 

same small group of Bouteflika confidants and western 
Algerian political figures remain at the helm. 
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Summary. 


2. (C) In his April 27 meeting with Minister of Social 

Affairs Dr. Fatima Al Belooshi 

planned May 6 demonstration for constitutional change. He 
noted that the Minister had been quoted in the press saying 
that the secretariat general for the constitutional 

conference was not a registered organization 

not legally organize a march. Al Belooshi said that in 
Bahrain 

specific purpose and then \"continuing forever. The 
secretariat general 


SIPDIS 

government so the two entities could communicate formally. 
Alternatively 

the umbrella of a previously registered NGO. She warned 
there would be confusion if the government did not require 
groups to register. She said that if the secretariat general 
applied to hold the march 

because it is not a legal organization. (Note: The decree 
for law number 18 of 1973 concerning public meetings 
processions 
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standing living in the area where the event will take place 
must notify/notify the local police at least three days prior 

to the event. The police chief may not prevent the gathering 
unless it disrupts security or public order. Legal sources 
confirmed that this is the only active law covering marches 
and demonstrations. End Note.) 


3. (C) The Ambassador commented on the positive outcome of 
the controversy surrounding the March 25 unauthorized 
demonstration organized by leading Shia opposition society Al 
Wifaq (reftel). He told the Minister that she defused a 
potentially explosive situation in a way that seemed to 

satisfy all sides. He asked about the commitments Al Wifaq 
had made to her. Al Belooshi responded that she had asked Al 
Wifaq to abide by the law and its own charter 

Shaikh Ali Salman had agreed. The planned May 6 march is not 
being organized by Al Wifaq and 

move ahead 

them. (Note: Al Wifaq is the largest group supporting the 
activities of the constitutional conference. End Note.) The 
Ambassador said that the United States views freedom of 
expression and political participation as essential to the 

region moving toward democracy 

to move freedom of expression forward 

NGOs and marches. 


4. (C) AI Belooshi said that Bahrain wants to establish the 
culture of freedom of speech. She encourages NGOs to express 
themselves in many ways 

democratic process is new in Bahrain 

to listen to one another with respect. She said that the 
government does not mind marches 

rules to avoid chaos. 


5. (SBU) The Ambassador said that the Embassy was still 
waiting for word on Bahrain\'s registration of the USG-funded 
IOM project on trafficking in persons. The IOM 
representative arrived in Bahrain in September 2004 and 
waited until December to receive official registration 

which time he departed the country. He has promised to 
return as soon as the project is registered. Al Belooshi 

said that the GOB has no clear process to register 
international NGOs. Under Bahraini law 

must register as a local society 

are in conformance with Bahraini requirements. She admitted 
that most international NGOs do not want to go through this 
process 
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the sponsoring body. (Note: Тһе MEPI-funded National 
Democratic Institute project in Bahrain operates under the 
auspices of the MFA. End Note.) In the specific case of 
ΙΟΜ 

Interior shortly to finalize the registration. She said that 

a Vpositive solution" was coming. 


6. (SBU) The Ambassador stated that the ІОМ project is 
focused on TIP issues 

on the ground in Bahrain for trafficking victims. Such 
practical measures would have a positive impact on BahrainVs 
TIP report ranking in 2006. The Minister said that Interior 
was currently taking meaningful steps to combat trafficking. 

It was in the process of buying property for shelters for 
foreign workers in distress 

also developing separate shelters for abused Bahraini women 
and children. It had already designated four apartments as 
shelters for Bahraini families. 


7. (SBU) AI Belooshi told the Ambassador that after three 
months in her position 

restructure the ministry and attract additional resources. 

She stated that one of her priority areas is to create a 
department focused on NGO development. She wants to 
introduce new ideas to Bahrain\'s civil society organizations 
many of whom V'operate like they did 20 or 30 years ago.V The 
ministry should play a positive role in society 

ensuring that NGOs abide by the law. She noted that the 
government occasionally receives donations 

pass these on to deserving NGOs. She is working with civil 
society leaders to establish a board that would decide how to 
allocate these funds. 
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house\" in Bogota May 16-18. 


-- Organize training on kidnap investigation techniques 
prevention 

for Paraguayan prosecutors and police officers 
conducted in Asuncion in May. 


-- Dispatch a group of Colombian experts to Paraguay to 
assist with the assessment and development of recommendations 
for the structural reform of the Paraguayan National Police. 
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-- Organize a visit by Paraguayan officials to Colombia to 
learn about ColombiaVs Judicial Police and \"GAULA\" 
anti-kidnapping units. 


-- Exchange information regarding terrorist activities 
criminal organizations 
funding of such organizations. 


-- Share the experiences of Colombia\'s Inter-institutional 
Anti-terrorism Group (\"GIAT\") with respect to procedures used 
to combat the trafficking of illicit arms 

explosives. 


-- Designate experts to exchange information on the 
experiences and organizational structures of the countriesV 
respective counter-narcotics organizations. 


-- Establish measures for preventing the diversion of 
precursor chemicals. 


-- Create a bilateral intelligence and operations mechanism 
that will facilitate the rapid 
information to neutralize threats. 


-- Dispatch a group of Colombian experts to Paraguay to 
identify ways in which Colombia can help Paraguay realize its 
potential to produce war materiel at its existing munitions 
factory. (Note: See comment in paragraph 3 

Note.) 


-- Invite the Paraguayan National Police intelligence agency 
to join the Latin American and Caribbean Police Intelligence 
Community. 


-- Convene the Executive Committee 
2005 
and to plan future actions. 


2. (C) Comment: Following the visit 

Sanchez was skeptical of the prospects for implementing the 
Action Plan. He told PolOff that the Paraguayan police and 
military representatives who accompanied Castiglioni to 
Bogota did not arrive prepared to contribute to the 
discussions. He also commented that the GOP \"is good at 
signing documents 

the other hand 

constructive working relationship that has developed between 
Paraguayan AG Oscar Latorre and Colombian AG Luis Osorio 
large part because of a strong personal bond between the two 
men. Sanchez said the GOC would view LatorreVs possible 
departure from the AG job this summer as a set-back for the 
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bilateral security project. 


3. (C) Comment Continued: Paraguay\'s munitions factory 
currently is not in use 

(ref B). In October 2004 

delegation visited the factory to see if it could help get it 

up and running (ref B) 

military officers told EmbOffs this week that 

experts who will assist with the assessment of the munitions 
factory 

receive pursuant to the GOP-GOC Action Plan is the return of 
a small number of weapons that were stolen from the 
Paraguayan military and resurfaced in Colombia. The rest of 
the assistance is directed at prosecutors and the police. 
KEANE 
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Historically 

Shiite political blocs. After KuwaitVs liberation from Iraq 
the NIA sought the role of mouthpiece of Kuwaiti ShiVa and 
was even successful in enlisting moderates such as current MP 
Yousef Al-Zalzalah 

and left shortly thereafter in 1992. Prominent members of 
NIA include ousted MPs Dr. Abdul Mohsen Jamal 
Abdulsamid and Dr. Nasser Sarkoh 

Council member Ahmed Lari. Although still active 
credibility was greatly damaged during the 2003 election 
cycle 

both ShiVa 


Shiite Clerics Congregation: Founded by outspoken Shiite 
Cleric Sayed Mohammed Bakr Al-Mohri in 2000 

has worked consistently and vocally for the expansion of 

ShiVa political rights 

and television appearances. The bloc does not appear to have 
a Clear platform other than the advancement of sectarian 
interests 

may have links to Iran. They have no representation in the 
National Assembly. 


Islamic National Consensus Movement (INCM): Founded in 2001 
and supported by a broad range of moderate Kuwaiti Shiites 
INCM believes in pluralism and diversity. Led by its U.S 
educated Secretary General 

held its annual conference on April 25 

preached V'the rejection of extremism\" and called for 

sectarian unity. Although one observer claims the group at 

one time \"shyfully\" adopted the principle of \'welayat e 

faqih 


Peace and Justice Grouping: The Peace and Justice Grouping 
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founded in 2003 

Shirazi 

consitutional government. Led by Secretary General Abdul 
Hussein Al-Sultan 

political links and throughly reject \'welayat e fagih.V 


4. (C) In addition to established political blocs 

six living former Shiite Ministers have informally banded 
together to advise younger ShiVa on how to best engage in the 
political process. Former Minister of Oil Abdulmuttaleb 
Al-Kazemi told Poloff April 19 that the time for his groups 
actions had come \"because there is now light at the end of 
the tunnelV for ShiVa 

Iraq as \"90 percent" of the motivation for the timing of his 
re-engagement in the political process 

for its role in supporting political reform in the region 

Kazemi said he became V'fed up" with the lack of ShiVa 
political advances over the past two decades and decided to 
act. Al Kazemi said the Shia population was still suffering 
under an unofficial but well-established policy of 
discrimination developed in the early eighties 

loyalty of all Shi'a was questioned due to fears that Iran 
would export its Islamic Revolution. 


5. (C) Largely restricted from positions deemed critical to 
national security 

National Guard 

politically 

economic realm without restriction. A number of large Shiite 
families -- Dashti 

and others -- have leveraged their positions as members of 
the Kuwaiti urban elite to amass huge fortunes. (Note: Those 
families that lived inside the old city walls prior to the 
discovery of oil are considered to be of the urban elite by 
many Kuwaitis. They often refer to themselves as Vreal 
Kuwaitis 

the desert-dwelling bedouins 

in Kuwait much later. End Note.) Although they have a heavy 
presence in some economic sectors (hotels being one of the 
most prominent examples) 

daily. However 

Shiite issues fairly and acurately. 


6. (C) Although Shiite groups have made great strides in 
recent years and in the long term will probably continue to 
do so 

pitted the rights of Shiva against vocal opposition from 
conservative Sunni elements 

consider the entire ShiVa sect infidels. In its effort to 
appease Salafi elements 

grilling by Islamist MPs and subsequent resignation of Shiite 
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Information Minister Mohammed Abulhassan (ref. b) 

Shiites without representation in the cabinet for the first 

time since 1975. In addition 

freedoms it had granted in 2004 

Congregation\'s request to again stage a public reenactment of 
the Battle of Karbala in 2005. 


7. (C) The April 

Minister Dr. Mohammed Ahmed Jarallah 

MPs and an Awazim tribal MP -- both groups which currently 
lack representation in the cabinet -- was seen by some as an 
attempt by the Shia to force open a vacancy which could then 
be filled by one of their members (ref. b). The GOK has not 
yet named a new Minister 

Al-Zalzalah 

positions previously offered him 

possible candidate. 


8. (C) Comment: Despite the current standoff between the GOK 
and Islamist elements 

Sabah to curry favor with Sunni conservatives by dragging his 
feet on Shiite requests 

significant gains 

Iraq and a continued focus on regional reform. At a recent 
Shiite political gathering 

minister 

forces from Lebanon. V'None of this would have happened 
without the United States 


8. (U) Baghdad Minimize Considered. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www .state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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the Security Council 

focus on AnnanVs dismissal of an expanded veto (Ref A) 
\"unfairly\" tainted his otherwise positive comments. The GOI 
is looking forward to upcoming interaction with Ambassador 
Shirin Tahir-Kheli in Washington and New Delhi 

appreciative of early USG engagement with India on UN reform. 
Rao noted that India has not yet initiated formal 

discussions with other P-5 countries on the other UN reform 
issues 
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3. (C) Acknowledging that public opinion would make it 
politically difficult for the GOI to accept a permanent seat 
without a veto 

position 

the Indian UN Mission during informal consultations in the GA 
on the Secretary-GeneralVs report. (Note: This statement 
repeated Indias support for action before September 
played for support from its NAM friends 

making attempts to postpone UNSC expansion" of working 
against the interests of developing countries 

particular 


4. (C) Although the statement from the Indian Mission did 
not address the veto issue 

has been evolving since Foreign Secretary Saran\'s December 
speech on the subject (Ref B) 

Press reports speculate that India will have to choose 
whether to join the other G-4 countries in a June framework 
resolution in the UNGA supporting the High Level PanelVs 
option A (new permanent members without veto) 

and continue to insist on a seat with veto. Rao was frank 
about the political difficulties that the Parliamentary 
insistence on a veto has created. 


5. (C) Rao agreed with PolCounsVs point that UN reform 
efforts had to include broader questions beyond the Security 
Council 

other than the UNSC are vague. He requested further detail 
of WashingtonVs views on these proposals 

to develop an analogous summary of GOI positions 
acknowledging that the Indian views on many issues 
peacekeeping operations 

finalized. 


6. (C) Highlighting the Secretary\'s April 28 remarks at the 
Community of Democracies Ministerial in Santiago 

underlined the importance of democracy promotion by networks 
of democratic nations 

and flagged democracy promotion as an area of interest for 

the May 17-18 Global Issues Forum. Rao agreed that the 
US-India coordination on Nepal and support for the Afghan 
Parliament could serve as a model for future cooperation. 
PolCouns cited recent coordination between our Ambassadors in 
Kyrgyzstan as an example of the expanding horizons for 
US-India democracy promotion efforts 

GOI thinking in this area. Rao agreed that the 

AdministrationVs focus on democracy as a guiding principle 

for US foreign policy had been inadequately understood by the 
New Delhi strategic community. 

BLAKE 
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ceasefire. Sharon said the PA continues to make declarations 
but fails to act. Smuggling continues 

are working 

Palestinians are taking advantage of the fact that Israel is 

not taking pro-active steps against them. Sharon asserted 
that nothing will happen if terrorism does not stop and if 
terrorist organizations are not dismantled. 


3. (C) Sharon said he remains ready to coordinate 
disengagement with the Palestinian Authority and 

some contacts have begun following U.S. pressure on the 
Palestinians. He said it is imperative for the PA to 
understand that disengagement should not occur under fire 
for if the IDF and settlers are fired upon 

to react in a very harsh way. The Palestinians need to be 
prepared to deploy their forces 

Israel leaves behind and prevent radicals from asserting 
control in Gaza. 


4. (C) Sharon complained that Egypt is not doing enough to 
prevent smuggling into Gaza. He said he had asked Mubarak in 
their last conversation to make a greater effort against 
smuggling but so far there has been no change. This is 

making it more difficult for Israel to contemplate leaving 

the Philadelphi strip. 


5. (C) In response to a question 

has helped President Abbas in tangible ways 

releasing 500 prisoners and allowing deportees to return. 
Sharon has asked Vice Prime Minister Peres to work with 
Palestinians on such issues as building up infrastructure 
social security 

stations. Sharon said he personally likes the idea of 
providing a social security net for poor Palestinians. On 
the other hand 

participation in elections and the likelihood that Europe 
will remove Hamas from the list of terrorist organizations 
once Hamas joins the Palestinian Authority. 


6. (C) Senator Lieberman asked about Israeli construction 
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in MaVale Adumin and whether more coordination is needed 
between the U.S. and Israel to define acceptable settlement 
activity in agreed settlement blocs. Sharon responded that 
since 1967 

of Jewish communities in the West Bank 

Heights. At the same time 

left and on the right 

strategic perspective 

areas. Today 

formerly under Jordanian occupation; this is the same area 
that historically was the cradle of the Jewish people. 

Sharon said the U.S. and Israel had agreed last year that 
settlement construction would be permitted within the lines 
of built-up areas in settlements 

discuss how this applied within the settlement blocs. Sharon 
said he believes that Israel should be permitted to build 
within the outer line of construction of the settlement blocs 
So as to create contiguity for those areas that will always 
remain within the State of Israel. He said there should not 
be a problem for Israel to build within the blocs. 


7. (C) Sharon asked rhetorically why in this case has 
Israel not defined the outer limit of the settlement blocs. 

He said that he does not know if or when Israel will be able 
to move forward 

the settlement blocs. Sharon repeated that when it comes to 
the settlement blocs and to areas which are state land 
Israel should be able to build inside those areas. The U.S. 
has told him not to expect American support for this 
position 

in a complicated internal situation in which his political 
problems are made harder each time the U.S. criticizes him 
about settlement construction. Accordingly 

need quiet and we need to be left alone. V 


8. (C) Sharon said that Syria has not evacuated all of its 
forces from Lebanon and continues to look for ways to 
maintain its influence and control. The Syrians and Iranians 
are relying on and working through Hizbollah. Sharon said he 
fears that if the Syrians and Iranians are allowed to 

continue their activities 

opportunity to become an independent 

Sharon said that Lebanese elections should be held as soon as 
possible and that the Lebanese government should then 
confiscate all Hizbollah weapons. Hizbollah 

be a political party bearing weapons. 
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9. (C) Sharon asserted that preparations are underway to 
move the headquarters of Palestinian terrorist organizations 
from Damascus to Lebanon. He thought the new headquarters 
would be located in Palestinian refugee camps. (Note: In a 
separate meeting with Senator Lieberman later in the day 
Israeli Military Intelligence BG Kupperwasser said there is 
evidence that Palestinian V'assets 

equipment 

Lebanon 

Damascus). 


Iran 


10. (C) Sharon urged that the Iranian issue be brought to 
the Security Council as soon as possible. He said Europe has 
already accepted the inevitability of Iran\'s developing 
nuclear weapons 

diplomacy vis-a-vis Iran. He said it is a very dangerous 
situation to be dealing with a country that speaks openly of 
its goal to eliminate the State of Israel. For change to 
occur 

will push for change in Iranian policy only when they begin 
to suffer the effects of an economic boycott or financial and 
political pressure. 


11. (U) Codel Frist and Codel Lieberman did not clear this 
message before their departure. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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of both countries." The articles also focused on the 
benefits of an FTA to the UAE economy. 


Sheikha Lubna leads Delegation 


3. (SBU) During the Ambassador\'s May 1 meeting 
confirmed that she would be leading the delegation to the 
second round of FTA talks in Washington 

Finance Khirbash 
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that Central Bank Governor Sultan Nasser Al-Suwaidi would be 
attending the negotiations as well. (Note: MinState Finance 
Khirbash has been seriously ill for almost two months and 
visited London for unspecified tests.) Econchief later asked 
MinFin A/US Khalid AI-Bustani to explain the likely division 

of responsibilities between Sheikha Lubna and Al-Suwaidi. 
Al-Bustani explained that the two would likely focus on their 
respective areas of strength 

on the important financial services negotiations. He added 

that Al-Suwaidi would likely also serve as Sheikha Lubna\'s 
deputy and would accompany her to any meetings with AUSTR 
Novelli or USTR Portman. (Comment: The presence of 
Al-Suwaidi at the first round of talks greatly facilitated 
discussion of key issues and moving through the draft text.) 
Sheikha Lubna stressed to Ambassador that one reason the UAE 
was bringing such a big team to Washington was to ensure that 
all of the experts were there. 


4. (C) Sheikha Lubna and Al-Bustani both stressed that they 
were committed to making real progress during the second 
round of negotiations and looking forward to the meetings. 
They said that they understood that the Bahraini and Omani 
negotiations had moved much more quickly than the UAE 
negotiation 

more complicated than that of those two countries. Sheikha 
Lubna explained that this was one of the reasons that the 
UAEG was carefully scrutinizing the text. She commented that 
texts that were appropriate for Bahrain and Oman 

fit the UAE\'s situation exactly. In addition 

the federal system of government in the UAE 

U.S. 

would be implementable. Sheikha Lubna explained that given 
the issues involved 

likely. She stressed that the UAEG was committed to a FTA 
with the U.S. 

commitments and that the FTA met the needs of both parties. 


UAE Preparing Hard for Round 


5. (C) In a separate meeting with Al-Bustani on May 1 to 
discuss preparations for the round 

number of UAEG bracketed texts and said that the UAEG would 
pass them to the U.S. as soon as the negotiating council 
approved them. Al-Bustani also said that the UAE was 
prepared to exchange market access offers with the U.S. and 
that the UAE Commercial Attach in Washington already had 
these offers. EconChief urged Al-Bustani to have the head 
negotiator for market access contact his counterpart to 

arrange for exchanging the offers 

Al-Bustani subsequently told Econchief that the UAEG would be 
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forwarding texts and other documents to the USG the week of 
May 1. On May 2 

the texts as quickly as possible. Some of the texts have 

been forwarded to USTR and we have forwarded to NEA/ARPI. 


Higher Council For Economic Development 


6. (SBU) Sheikha Lubna explained the role of the new Higher 
Council for Economic Development in reviewing FTAYs. She 
said that she is the chair of the Council and Sheikh Mohammed 
bin Zayed is the honorary chair. The membership includes the 
heads of the economic departments of each emirate. The 
Council is charged to look at FTAs and economic reforms 
including changes to laws and regulations. She added that 
when the UAE ratified an FTA 

to the rulers of the seven emirates for ratification. The 

offices of the rulers would then send it to their economic 
departments for recommendations. Bringing in the economic 
departments early 

build consensus behind reforms. Sheikha Lubna noted that the 
Council would establish a secretariat 

at the Ministry of Economy. 


The Text is Important 


7. (C) On May 2 

Legal Advisor to the Abu Dhabi Investment Authority (ADIA) 
and Dr. Robert Peake 

They stated that ADIA had drafted the UAEG\'s response to 
three of the negotiating chapters: Dispute Settlement 
Investment 

understanding was that MinFin would forward the Dispute 
Settlement and Investment chapters to USTR directly. The 
Central Bank was still reviewing the ADIA proposals on 
financial services. Brown and Peake would be meeting with 
the Central Bank on May 3 

addressed the Central BankYs concerns. (Note: On May 3 
Al-Bustani confirmed that the Central Bank was reviewing the 
Financial Services text and said that the lawyers were 
reviewing the proposed changes to the investment and dispute 
settlement texts.) Brown explained that ADIA as the 
investment arm and \"the ultimate checkbook\" for Abu Dhabi 
and by extension the UAE 

example 

increase ADIAVs exposure to potential asset freezes (under 
the Patriot Act or other U.S. law) or frivolous law suits. 

Brown noted that he was collecting information on the 
increase in law suits that followed U.S. FTAs with other 
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countries. For the sake of transparency 

addressed its concerns 

letters to the chapters. He said he understood that some of 
the issues might not fit into the FTA framework 

they were all valid bilateral trade and investment issues. 
The side letters were designed to be separable so that the 
UAE negotiators could also discuss them with other USG 
agencies that might be more appropriate. Brown stressed that 
his goal was to identify the key issues for both sides 

to resolve them and then help senior government officials 
properly understand the cost/benefit of unresolved issues. 


8. (C) Peake noted that some of the UAE negotiators had 
responded negatively to the U.S.Y perceived unwillingness to 
move from its prepared text. He said that he understood the 
legal constraints on USTR 

the U.S. negotiators look at UAEG concerns with an open mind 
and try to see how to resolve them 

of an FTA or by referring the issue to other offices in the 

USG. He suggested that this would be more conducive to 
concluding an agreement then by declaring something V'dead on 
arrival" Brown said that he and Peake had pushed some of 
the other negotiators to try and V'think beyond" their 

reflexive resistance to change 

negotiators would try to understand and deal with legitimate 
concerns. 


Differences in Negotiating Style 


10. (C) Brown and Peake highlighted cultural differences 
between the UAEG and USG negotiators. Peak 

Dhabi resident 

(council) consensus building basis 

sure that his opinion was considered. The UAE had made a 
tactical error during the first round by trying to focus 

first on V'big picture concepts This had been akin to 
speaking a different language to U.S. negotiators who were 
ready to negotiate and finalize text. 

SISON 
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that bilateral economic relations \"cannot benefit\" from 
this. 


3. (U) Econoff responded that 

recognized that Turkey had taken steps to improve the IP 
regime in some areas 

concerns about data exclusivity (in that the new 
regulation is so limited as to be largely symbolic) and 
about anti-piracy and anti-counterfeiting efforts. On 
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Zyprexa 

off on marketing approval for AlVs product while the 
courts decide on the case. He stated that 

statute 

criteria 

limited Turkish eligibility for waivers and additions to 
GSP in the past. Moreover 

USG and U.S. industry have been raising many of the same 
IP issues for years 

numerous requests to discuss these issues bilaterally in 
a Trade and Investment Framework Agreement (TIFA) 
meeting 

thin. 
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see Erdogan in Israel 

contribution to the peace process. Senator Frist reportedly 
offered to host PM Erdogan in the US Senate during his 
upcoming travel to the United States. \"Milliyet\" speculates 
that Frist 

effective in delivering messages from Erdogan to the 
administration in Washington. 


Turkey to Buy Military Drones From Israel: Ankara has 
decided to buy 48 'Harpy-2Y armed military drones from 
Israel 

Industries (IAT) 

cost Turkey 80 million USD. Shortly before Erdogan\'s 
landmark visit to the region 

surveillance drones from Israel. Turkish Defense Minister 
Vecdi Gonul 

Israel 

amounted to over 1 billion USD following recent arms 
agreements signed by the two countries. The Turkish Defense 
Minister will reportedly stay on in Israel for two extra 

days to visit Israeli defense industrial sites. 


DAS Kennedy in Turkey: Deputy Assistant Secretary of State 
Laura Kennedy arrived in Ankara on the first stop of her 
regional tour aimed primarily at relaunching Cyprus peace 
talks. Kennedy will meet with Turkish Foreign Ministry 

(MFA) Undersecretary Ali Tuygan today before departing for 
Athens on Wednesday morning 

expects Kennedy to urge Papadopoulos to send to the UN any 
proposed changes to the Annan Plan as soon as possible. 


Turkey 

continue to report on "detailsV of the agreement between 
Turkey and the US regarding the use of Incirlik Air Base as 
a logistical support hub for operations in Iraq and 
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Afghanistan. A maximum of six US C-17 cargo planes will be 
deployed at Incirlik when the hub begins to operate in June. 
The C-17s will take non-lethal cargo brought to Incirlik in 
civilian cargo planes to Iraq and Afghanistan 

the reports. The Turkish side did not grant "blanket 
permission for cargo flights as requested by the US side. 
As the result of “hard bargainingY between the two sides 
the Americans will be required to inform Turkey beforehand 
about flight routes and cargo details. Turkey will 

terminate the use of the base if national interests requires 
itto do so. The agreement will take effect on June 23 and 
will be valid for one year. 


Zebari Asks for Time to Handle PKK: Iraqi Foreign Minister 
Hosyar Zebari told a private Turkish broadcaster that the 
new Iraqi government will not support domestic groups 
fighting against Iraqvs neighbors. Zebari asked Turkey for 
time in handling the issue of PKK militants in northern 
Iraq. `A tripartite security commission (Turkey 

the US) has been established 

the kind of coordination necessary to take action against 
the PKK threat 

Iraq are hiding along borders with Iran and Turkey 

not fully controlled by Baghdad. 


Schroeder Due in Turkey: German Chancellor Gerhard 
Schroeder will kick off an official two-day visit to Ankara 

Tuesday evening. Schroeder will meet Prime Minister Erdogan 
tomorrow before moving on to Istanbul 

Patriarch Bartolomew and participate in the Turkey-Germany 
Economic Forum. Papers expect Schroeder to pressure Erdogan 
on the reopening of the Greek Orthodox Halki Seminary in 
Istanbul 

Armenia. 


Erdogan-Kocharian to Meet in Warsaw: Ankara is trying to 
arrange a meeting between Prime Minister Erdogan and 
Armenian President Kocharian at the Council of Europe 
leaders\' summit in Warsaw that will take place Мау 15-17 
papers report. Azerbaijani President Aliyev is also 
expected to meet Kocharian in Warsaw to discuss the 
resolution of the Nagorno-Karabakh problem. 


EDITORIAL OPINION: Turkey-Israel Relations; Irag; An Advisor 
for Humor 


VAn Adjustment in Middle East Policy" 

Sami Kohen opined in the mainstream opposition \"Milliyet\" 
(5/3): VPM Erdoganvs visit to Israel and Palestine was the 
result of Ankara\'s decision to make an adjustment to its 
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Middle East Policy. The purpose of the was to improve the 
damaged Turkey-Israeli relationship. The outcome of the 
visit shows that this goal was largely achieved. The timing 
of the visit was perfect. There are huge changes underway 
in the Middle East. While the region is being reshaped 
wouldn't be right for Turkey to remain a spectator to these 
events. Erdogan\'s timely visit proves that Turkey is 
adjusting its Middle East Policy by approaching developments 
in the region in a more moderate and more credible way. It 
is obvious that this policy will accelerate Turkey\'s 

relations with the Arab countries as well as with Israel and 
the Palestinians. However 

expect to play a serious mediating role 

short run. There are many countries seeking such 
responsibility 

third-party mediation. Nevertheless 

that Turkey can do to contribute to peace in the Middle 
East. Supporting reconstruction in the Gaza Strip is only 
one example. For the time being 

Middle East seem rather promising. V 


“Тһе Real Situation" 

Hadi Uluengin commented in the mass appeal \"Hurriyet\" (5/3): 
\"Do you ever ask yourself what is going in Afghanistan these 
days? Even though everything is not perfect there 
government led by President Kharzai has succeeded in taking 
major steps toward normalization. In general 

in Afghanistan is not bad at all. All of the "conventional 
wisdom" about endless bloodshed and resistance in post- 
election Afghanistan has been shown to be spurious. What 
about the situation in Iraq? The situation is improving 

there as well 

insurgents have not ended their attacks and the list of the 
dead grows longer with each passing day 

does not and will not change. In other words 

Afghanistan 

direction of Iraq. Whether Shiite 

the majority of all Iraqi people seek more than anything a 
prosperous 

of the new Iraqi government 

and the expectation of a US military withdrawal from Iraq by 
July 2006 have narrowed the path of the insurgents. So the 
general situation in Iraq is also moving in the right 

direction. By the ‘general situation 

Despite all the chaos in the world 

force of change in the 21st century will be the cause of 
democracy.V 


\"Erdogan\'s Most Urgent Need is an Advisor on Humor" 
Meral Tamer wrote in the mainstream opposition daily 
\"Milliyet\" (5/3): V Think of this scene: Prime Minister 
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Erdogan is telling a joke at the podium during a dinner 

given in his honor by the Parliament correspondents. As the 
joke continues 

bewildered looks 

says "not that same stale joke again!\ Because the event 
would be carried live on all major television channels 

sight of Emine Erdogan taking the microphone and cracking 
joke after joke would leave people laughing so hard their 
sides would split. Substitute George Bush for Prime Minister 
Erdogan 

happened. As | was flipping through the TV channels on 
Saturday night 

International. Mrs. Bush was being broadcast live at a 
dinner at the White House - and she was cracking people up. 
Most of the people in the room - starting with President 

Bush and Secretary of State Rice - were laughing so hard at 
what Mrs. Bush was saying that tears had come to their eyes. 
| can\'t tell you how enjoyable it was to see such a scene on 
my screen. Some of the things Mrs. Bush said were reported 
yesterday in the Turkish media. The headline in our papers 
was her comment that because George goes to bed every night 
at 9 o\'clock 

themselves and watch \"Desperate Housewives.\" But what 
surprised me most was the First Lady\'s remarks about her 
mother-in-law: "everyone thinks that Barbara is such a sweet 
grandmother figure. But if you ask me 

like Don Corleone" With former President Bush sitting 
practically next to her and laughing 

comparing his wife with a mafia boss. It was unbelievable. 
My humble recommendation is that Prime Minister Erdogan 
matter what else happens 

advisor. If there were anyone from his current group of ace 
advisors who could fill that role 

cases against cartoonists who draw him in the papers 

Prime Minister would have responded to those cartoons with a 
shot of good humor. It would have been much more effective 
than the lawsuit 

sympathy by responding to humor with humor. But for 
something like this to happen 

only an atmosphere of tolerance 

self-confidence on the part of those who lead this country.\" 
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within a wider context of what is going on in Darfur and 
offering the NATO side an in-depth fact sheet. Feith focused 
on the results of the Joint Assessment Mission of 22 March 
noting this was an AU-led effort of bilateral partners 

working as an integrated team. He highlighted the phased 
approach recommended in the report: Phase | is to strengthen 
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the current weakness in the AU structure in order to bring 
the current AMIS mission to full operational capacity (FOC); 
Phase ll would expand the mission to approximately 7 
military and police; while envisioning a Phase ΙΙΙ 

necessary 

his best sense is to carry out Phase | perhaps in parallel to 
building up to Phase Il 

AU\'s effectiveness from the current 25% up to 80% before 
going on to Phase ll. 


3. (SBU) Feith then began to catalogue the weakness and 
shortfalls of the current mission. Command and control at 

all levels down to El Fasher and further to the sub-regional 
headquarters is the main problem. In addition 

information of any kind is lacking. Citing the need for all 
participants to \"sing off the same song sheet" Feith noted 
the need to enhance reporting mechanisms. Summarizing his 
list of shortfalls 

the international community 

increasing the AUVs capacity. Here he emphasized his belief 
that if NATO is asked for lift 

overall approach 


4. (SBU) On logistics support 

partners provided a wide range of assistance including 
communications and transportation 

inclusion of PA&E 

resulting in a gap that was covered by some EU Member States. 
Feith stated that if NATO wants to contribute logistics 

support it would be most welcome by the AU cautioning that 
such support should remain in consonance with ongoing efforts 
in order to go in the same direction. 


5. (SBU) Feith then turned to the African Peace Facility 
(APF) funding mechanism introducing the POC 

Hendrikson from the European Commission 

funding for the AU was characterized by conditionality. Here 
in noted matter-of-factly that no funding under the APF would 
be available for NATO actions. 


6. (SBU) In closing his introductory remarks 

made the following points: a. NATO and the EU should 
coordinate their public diplomacy (to which he added that the 
two organizations could relax on competitiveness in this 
area) b. It is possible that an EU member state may propose 
an ESDP operation to formalize ongoing EU actions in an 
inclusive effort 

reconnaissance 

c. Solana will make the same points to Mbeki in South Africa 
during his visit (that day) d. The EU will undertake a 

mission to Addis from 1-4 May for further discussions with 
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the African Union and its bilateral partners. 


7. (SBU) Responding on behalf of the NATO side 

Kobieracki noted with humor Feith\'s comment about EU APF 
funding for NATO and then turning to the AUVs Konar\'s letter 
to NATO 

the moment. Identifying this effort as the first round of 
discussions Kobieracki said he was authorized to coordinate 
to conduct staff-staff discussions 

Union 

ongoing efforts and would not duplicate the work of others 
stressing \"we should work with you.\" The first step is to 
understand what the EU has done 

what the EU will do in order to be complementary. Accepting 
the need to coordinate public diplomacy 

was at the exploratory stage and there had been no advance 
thinking on what NATO is considering. He said his role is to 
clarify the situation so nations can decide in this context 

he stressed 

limits. 


8. (SBU) For the NATO IMS 

the EU about AU command and control \"at all levels\" noting 
that harmony with the EU and support of the AU is the NATO 
goal. Saying that C2 is a red-line barrier in NATO 

the EU side to go into more detail about the operation\'s C2 
problems and to evaluate quantifiably the quality of the 
present effort. Responding for the EUMS 

said that although advisors and planners had been sent by all 
partners to build the chain-of-command 

successful as the AU is very careful to keep the leadership 
positions at all levels. General Perruche added that even 
providing all the necessary assets at the strategic 
operational and tactical levels didn\'t help as the African 
culture doesn\'t match the western system. In the African 
system 

local leadership is the key. General Perruche clearly 

pointed out that fixing the C2 system first is the highest 
priority and that this priority was communicated clearly to 

the AU by its bilateral partners. 


9. (SBU) On a positive note 

are deployed 

can say so - it works 

only local." Perruche continued saying We have good ideas 

but the AU must accept them first and even if the AU leaders 
agree there is no guarantee that others will implement the 
decisions. One UK member of the EUMS with experience on the 
ground specified the shortfalls saying that there are no 

terms of reference and no standard operating procedures in 

the command and control system 
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the participants and no strategic and operational direction 
of the mission. While agreeing that there are some bright 
officers involved 

incompetents. An additional frustration is that deputies do 
not give direction in the absence of their principals. 


10. (SBU) Peter Stamps of the European Commission 
formerly the EU Council Secretariat liaison in Addis while on 
active service with the British Army 

the numbers of personnel needed to execute the mission. On 
top of that 

number of white faces going in and out\" as a negative metric. 
In defense of the AU 

pressure had forced the AU to execute the mission before it 
was properly planned. The EUMS J-3 

concurred but noted that \"the plan is a piece of paper 

have to want to implement it. V 

11. (SBU) Matthew Reece for the Council Secretariat agreed 
with all the EU speakers and added his view that it\'s about 
capacity and ownership 

AU\'s attention while there is a need to expand the mission 
with limited capacity. He added that his is why there is a 
push to move operational planning to Khartoum while leaving 
strategic direction in Addis while endeavoring to improve 
both simultaneously. Finally 

is a reluctance to delegate 

an already limited capacity for action. Here Pieter Feith 
interjected that NATO might be useful in supporting the split 
of strategic and operational planning between Addis and 
Khartoum because of the great distance involved. 


12. (SBU) Turning to the civilian aspects 

called on Casper Klynge of the Directorate for Civilian 
Aspects of ESDP to comment on the police component. Klynge 
described an even greater shortfall in police than in 
military. Currently 

which only 230 are in-country. The urgent police needs are 
force generation 

guidance. In Phase ll 

1560 as there will be a greater need post-stabilization for 
policing as IDPs return. He is doubtful they will ever do it 
as force generation 

be lacking. 


13. (SBU) Anders Hendrikson of the Commission spoke next. He 
stressed that the EU has two strategic objectives. First 

the EU identified the AU as a strategic partner in Africa. 

Most of the work so far in this relationship has been in the 

field of defense and security (AMIS | and AMIS ΙΙ). The 

second objective is reigning in the chaos of Darfur. There 

is tension between these two objectives 
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Hendrikson; between the need to build AU capacity over time 
and the need to do some urgently in Darfur. He noted that 
this tension almost split the AU as it was forced to take a 

big risk in launching AMIS. Because the AU will do other 
operations and Africa over the coming years 

there. Because of the importance of our common strategic 
interest in the success of the AU 

therefore 

Report 

to keep the quality concerns in mind. Finally 

pointed out a valid concern of the AU: lack of coordination 
in the international community. Here he expressed his 
appreciation for the NATO effort while asking everyone to be 
cognizant of the AU\'s concern. 


14. (SBU) Next 

welcomed by the AU. Pieter Feith responded that the AU 
officially accepted the UN Security Council resolutions but 
that the reality may be different in the field where there 
are instances of non-cooperation. 


15. (SBU) In responding to an IMS question on the EU\'s view 
about the short-term and long-term requirements for NATO 
assistance 

in use by the bilateral partners 

passed to NATO at the meeting. Feith followed-up saying that 
it is a fast-moving situation as this week the AU PSC 
approved expansion of the mission to Phase ll. Here he noted 
that the EU expects a letter from the AU officially informing 
them of this decision. In this context 

the need to \"follow the party line\" meaning that both 
organizations should work to remedy the existing shortfalls 
which are listed in the documents 

Feith 

PronkVs staff at UN) while acknowledging that V'media wise" 
more troops makes sense. Summarizing this point 

that more troops \"will not improve the overall effectiveness 

as troops without support adds to the negative image of the 
international community.\" 


16. (SBU) Turning to the expansion of the mission 
Perruche said he still didn\'t know where the AU will get the 
troops as they need to both augment current levels and to 
rotate employed forces. Rhetorically he continued: Where 
will they come from? What will be the quality of the troops? 
What will they do? Where will they get logistics support? 
How long will it take? To this he added \"The EU logistics 
plan was never followed. Supporting his boss 

the ЕОМ added "They (the AU) provide a man 

boots only." Perruche then summarized the challenge \"It\'s 
education and culture." 
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17. (SBU) The NATO side then asked 

in a complementary way?\" Responding for the EU side 
Brauss the J-3 said \"It\'s hard to say 

participants join the mission next week (1-4 May) you\'ll get 
ап idea. The answer will be subject to your assessment in 
coordination with the EU.\" 


18. (SBU) Next 

of the mission saying that if the AU PSC has already decided 
to expand the mission 

Manahl of the Council Secretariat replied that in the AU 

V politics does not equal reality." He stressed that it will 

take much longer than the AU thinks giving all of us time to 
address the current shortfalls. His advice 

all those present from the EU side 

ІХ" Feith added that this is high politics in the AU: 

\"Konar should get the same message at the EU and ΝΑΤΟ." 
Perhaps 

by saying V'wevll help with lift when we see improvement in 
Phase I.\" Supporting this view 

stick to the same line on establishing the logistic support 

first then expansion 


19. (SBU) For NATO 

for information on ongoing bilateral support to the AU as 
NATO will be considering all options. The EU side offered to 
provide their matrix on this point. Next 

in the spirit of complementarity and transparency if it would 
be possible for two NATO observers to join the UN 

trip to Addis 1-4 May? Pieter Feith responded that he was 
\"authorized to say \'most welcome\'.\" He did suggest 

that NATO register directly with the AU and that the EU would 
provide the contact details for this. Feith then offered an 
admittedly more political message saying he assumed NATO 
would be broaaly in line with the EU approach as this is a 
first opportunity to really work in harmony. He quickly 

added that he assumed the AU would naturally want to talk 
about expansion to Phase Il with NATO. In closing this 

issue 

of friends." In response 

has as of yet no common policy as it is still in the 

exploratory stage and that the NATO representatives in Addis 
will do nothing to undermine the specific EU line and will 
publicly support the EU general line. 


20. (U) There being no other questions 
after one hour and five minutes. 
MINIMIZE CONSIDERED 


McKinley 
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allow women political participation (reftel) 

National Assembly Speaker Jassem Al-Khorafi provided the MPs 
with legal consultantsY opinions on the previous day's vote. 

The five-member legal committee returned three differing 
interpretations of the amendments success: passed 

and suspended. The Speaker also offered the opportunity to 
vote in support of the suspension 

amendment 

After two hours of MP speeches on the topic of suspension 
Al-Khorafi called for a vote. Prime Minister Shaykh Sabah 
Al-Ahmad Al-Jaber Al-Sabah rose to ask that the vote be 
postponed 

The GOK is expected next week to authorize the June Municipal 
Elections according to current law 

women\'s participation. Absent a legislative or political fix 

the next opportunity for Kuwaiti women to participate at the 
Municipal level would be in 2009. End summary. 


VI Made a Mistake\" 


2. (U) Speaker Al-Khorafi opened the May 3 Parliamentary 
session by admitting that he was wrong to have declared the 
May 2 vote suspended. (Note: He used the term \"suspended\" to 
define the May 2 results as inconclusive 

not a normal legislative maneuver. End note.) His remedy 
after speaking with legal consultants on the validity of the 
previous day\'s decision 

support or reject the suspension. A \"yes\" vote would signify 
agreement with the suspension 

amendment. A \"no\" vote would oppose the suspension 

in the amendmentVs outright rejection. 


Five Legal Consultants 


3. (U) Before the vote took place 

distributed the opinions of his team of five legal 

consultants from Kuwait University and various governmental 
entities. To perpetuate the confusion surrounding the May 2 
results 

of the five supported the suspension and a subsequent 
re-vote. Two others determined that 

succeeded outright with 29 affirmative votes while another 
decided it failed. The consultants\' feedback left the MPs 
confused and agitated. Once the Speaker opened the floor to 
five-minute speeches prior to holding the vote 

the Assemblymen declared their intention to voice their 
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opinions. The parade of speakers lasted two hours. 


Yet Another Delay 


4. (U) Just as the Parliament was preparing to vote on the 
suspension question 

overnight trip to a wedding in Dubai 

be postponed in order to give MPs time to study the legal 
consultantsV opinions. The Assembly erupted in rumblings from 
many of the visibly-upset MPs; some waved their arms while 
others stood up and began to walk toward the exit. The 

Speaker announced the vote would take place in two weeks (о/а 
May 16 or 17) during a regular session. 


Effect on Womenvs Voting Rights 


5. (U) Emboffs spoke with several MPs and legislative aides 
after the adjournment who said the Amir would decree the 
holding of Municipal elections in June 

without womens participation in accordance with current law. 
In two weeks 

the \"yes\" votes win 

thus predicating the granting of women\'s Municipal political 
rights on two additional rounds of voting. Even if women gain 
their political rights after overcoming these two legislative 
hurdles 

participate in the June elections once the Amir authorizes 
the voting based on current electoral law. Since Municipal 
elections are held every four years 

could participate would be 2009 

made. 


GOK Insight 


6. (C) During a meeting with the Ambassador May 3 

the PM 

Vridiculous 

the right direction." With respect to possible dissolution of 
Parliament 

tool rather than an end 

what to do should the Assembly be dissolved. He 

not see such a program emerging and did not comment directly 
on whether the Assembly would 


7. (C) The Kuwait Investment Authority Managing Director 
Bader Al-SaVad 

indeed be dissolved. He said that Parliament should remain 
dissolved for six months so that the Government can carry out 
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numerous measures that it needs to accomplish. (Note: 
According to Article 107 of the Constitution 

elections must be held within 60 days of the dissolution of 
the Assembly. End note.) 


Revised Breakdown of May 2 Vote 


8. (U) Of the 29 in favor of allowing women to participate at 
the municipal level 

(reftel) 

Ministers of Justice Ahmed Вадег and Social Affairs and Labor 
Faisal Al-Hajji were both abroad thus missing the session. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www .state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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demands\" on Turkey regarding the conduct of the trial. He 
accused the EU of applying a double standard" to Turkey 
asserting that while EU officials harshly criticized Turkey 

for the violent crackdown on demonstrators by Istanbul police 
in March 

incidents in France. He averred that TurkeyVs critics in the 
EU could use the trial to smear the GOT. 


9. (C) Alatas 

PKK sympathizer Leyla Zana and her co-defendants 

court should have no trouble re-convicting Ocalan. He said 
Ocalan openly admitted in the original trial that he was the 
head of the PKK 

Moreover 

inclined to overreact to the matter. When Turkey lifted the 
death penalty 

despite the fact that the reform spared Ocalan\'s life. 
Alatas said he doesn\'t expect significant unrest unless 
Velements of the State\" decide to exploit the trial for their 
own interests. 


10. (C) From a technical 
Ocalan should not present a difficult challenge. There is 
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ample evidence of OcalanVs guilt 

did not try to deny in the initial trial. But the Turks will 

have to do it right this time. Ocalan was initially tried in 

the (now abolished 

system 

effort was made to evaluate evidence. The Leyla Zana retrial 
was the first retrial allowed pursuant to an ECHR ruling 

under the new reforms. It did not go well. The court 
repeated the pro-prosecution practices utilized in the 

original trial 

Turkey. Attorneys and defendants spent the proceedings 
making speeches bearing no apparent relation to the charges 
at hand. As anticipated 

conviction 

defendants are now being tried again. A court re-trying 
Ocalan will have to make a serious effort to address the 
concerns of the ECHR to avoid a similar embarrassment. 


11. (C) There is also a potential for social unrest in 
connection with a retrial. Many close contacts tell us 
nationalism 

various elements of the deep state 

recent \"flag burning\" hysteria. Turks are beginning to 
become more skeptical about the EUVs intentions toward 
Turkey 

to take place in an already supercharged political atmosphere. 
EDELMAN 
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charging that smuggling accounts for $150 million per year 

and some Turkish oil firms and members of Parliament may be 
involved. Action Request: 


3. (U) Action Request: Post requests Department 
instructions on whether to accommodate the Turkish request. 
Embassy is collecting the requested information but will 
await instructions before passing to MFA. 


4. (SBU) Text of diplomatic note: 


The Ministry of Foreign Affairs of the Republic of Turkey 
presents its compliments to the Embassy of the United States 
of America 

committee of the Grand National Assembly of the Republic of 
Turkey investigating the detrimental effects caused by the 
illicit trafficking of petroleum to the economy 

and environment and the measures to be determined in this 
regard 

Energy Support Centre related to the quantity of fuel 

products shipped from Turkey to Iraq between May 2003 and 1st 
April 2005 
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companies on a yearly basis. (Standard Closing.) Ankara 
2nd May 2005. End text. 


Baghdad Minimize Considered. 
EDELMAN 
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the final communique 

cooperation closely mirrored the Wlanguage and spirit" of the 
statement issued after an earlier meeting of the neighboring 
countries held in Amman. According to press reports 
Istanbul declaration condemned \"terrorist actions\" in Iraq 
and said the neighbors were determined V'to increase their 
cooperation in the overall border security with Iraq... with 
the primary aim of stemming terrorist and other illegal 
infiltrations to and from Iraq." The countries also pledged 
to support and cooperate with the new government 
particularly as it prepares for the coming stages in the 
political process. 


4. (U) While in Istanbul 

Ashraf Qazi on April 29. Qasrawi stressed Jordan\'s continued 
support for the UN\'s efforts in Iraq and pledged Jordan\'s 
willingness to provide all forms of assistance to the UN 
mission there 

discussed regional issues 

Organization of the Islamic Conference\'s (OIC) Secretary 
General Ekmeleddin Ihsanoglu 

upcoming OIC meeting in Sanaa. Qasrawi also discussed lraq 
and other bilateral issues with Egyptian FM Abul Gheit on the 
margins of the Istanbul meeting. 


5. (U) Minimize considered. 


Please visit Embassy Amman\'s classified web site at 
http://www.state.sgov/p/nea/amman/ or access the site through 
the Department of States SIPRNET home page. 

HALE 
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demand denied was one to reopen the Evacuation Compensation 
Law and amend its clauses. Other requests to which the 
government has agreed include allowing the settlers to 

establish four new communities in the area of Nitzanim and 
permitting them to run an independent municipal entity to 

replace the Gaza Coast Regional Council. 


-- According to Israeli media 

PM Sharon and six members of his cabinet on the future of 
Gush Katif settler homes ended on May 2 

reportedly opposed to the demolition of the homes. The 
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government will make its final decision during its next 
cabinet meeting the week of May 9 

sou 
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was \"naive\" to think that Nof HaSharon would not grow beyond 
50 units because there are powerful 

behind the new settlement. End summary. 


2. (C) Dror Ginatt 

community that abuts the Green Line 

May 3 that the town chairman of Homesh recently visited him 
to discuss moving Homesh\'s residents to Nirit. (Note: Homesh 
is one of the northern West Bank settlements slated for 
evacuation under the disengagement plan. End note.) Ginatt 
said he responded that there are no vacancies in Nirit 
Homesh\'s residents could possibly move to Nof HaSharon 
instead 

but on the east side of the Green Line in the West Bank. 

Ginatt explained that although Nirit and Nof HaSharon V'are in 
negotiations and still an open case 

not try to \"manipulate\" who buys land in Nof HaSharon. Press 
reports from the Jerusalem Post indicate that Homesh is 
currently negotiating with the government to move its 

residents to Nof HaSharon. 


Nirit Allows Infrastructure 
Connection For No More Growth 


3. (C) Ginatt noted that the ongoing negotiations between 
Nirit and Nof HaSharon relate to Nof HaSharon not being able 
to expand beyond 50 housing units. Since the High Court 
almost two months ago decided to allow the development of the 
new settlement 

could use their infrastructure services if the development 
does not expand beyond 50 housing units 

Nirit\'s residents do not have the money for an appeal 
against the High Courts decision 

so they have V'decided to accept it if there is no more 
development in Nof HaSharonW beyond the 50 units. Ginatt 
said the negotiations with the developers on zoning changes 
are going well. He commented that the developers have 
accepted the concept of no more than 50 units because they 
want to \"finish and get out of the picture. V" 
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4. (C) Arieh Han 

NiritVs residents decided to enter into negotiations with the 
developers in a very close vote of 159-148. He pointed out 
that almost 50 percent of Nirit\'s residents who voted still 

do not want Nof HaSharon to grow next to their community 
even though the vote passed 

violates GOI commitments to the U.S. 

believe the settlement will stop at 50 units. Han added that 
many of NiritVs residents did not vote at all because they 

are tired and do not believe anything can be done to stop the 
development of the new settlement. Han continued that those 
who voted for negotiations with Nof HaSharon\'s developers did 
so because they \"want to minimize the damage but it's naive\" 
because Nof HaSharon will grow beyond 50 houses regardless of 
any agreement. He said there are ideological interests 

behind the establishment of the settlement that will not be 
stopped. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www. state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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highlighted the following: 


-- The report says it is impossible to attribute individual 
responsibility for the killing. 


-- lt also says Italian investigators found no evidence that 
killing was intentional. 


-- This last point was designed specifically to discourage 
further investigation by the prosecuting magistrates 
under Italian law they apparently can investigate cases of 
intentional homicide against Italian citizens outside of 
Italy 

contacts warn that Italian magistrates are infamous for 
bending such laws to suit their purposes 

seen whether the GOI tactic will work in this regard.) Also 
Castellaneta told us later that the GOI was hoping the 
prosecutors would find that 

unintentional 

\"excessive legitimate defense." 


-- The Italian report was written with prosecuting 
magistrates in mind. The Italians stressed that USA 15-6 
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regulations permitted some things to be covered in the joint 
investigation but not others 

broader scope that had to be satisfied. 


-- The government will block attempts by parliamentary 
committees to open their own investigations (there are 
already several calls for this from the opposition) 

grounds that this report answers questions sufficiently. 


-- The report stands behind the accounts given by Sgrena 
driver 
reconstruction\" of the incident. 


6. (S) The copy of 67-page Italian report that they handed to 
us was a draft that was still being proofread in another room 
(in fact 

and they swapped out a couple pages during the meeting as 
typos were corrected). We have translated and e-mailed to 
State EUR/WE high points (see para 10) and faxed the complete 
text in Italian to State EUR/WE. Our quick scan indicates 
that there are several pages in which the Italian 
investigators take issue with specific facts and findings in 
the USA 15-6 report 

accounts of the Italian witnesses differed significantly from 
those of the American soldiers. There is also an extensive 
critique of the inadequacy of SOPs for Traffic control Points 
and Blocking Positions. It argues that more complete 
notification to US authorities would not have changed the 
outcome. In a subsequent meeting with the DCM 

said the main difference in the reports was that the US 
report focused on communications while the Italian report 
focused on preparation of the soldiers and the stress under 
which they were operating. The final conclusions 

are as stated by the Italians in our meeting: no individual 
responsibility 


7. (S) Ambassador Sembler told the Italians that the USG 
shared the Italian desire to put this incident behind us and 
not let it affect overall bilateral relations. In that 

regard 

point accusing fingers at the U.S. or complain about lack of 
cooperation 

ourselves . Fini said Italy could not complain about 
cooperation from U.S.; the Italian report clarified that the 
Italian investigators had full access and he would ask 
Berlusconi to stress that fact in parliament on May 5. 
Ragaglini and BG Campregher were effusive about the V'total 
and complete cooperation they received from the USA 
investigators 

caveat was that for five days before they arrived in Baghdad 
BG Vangjel had been conducting interviews within the USA 
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chain of command re communications and U.S. knowledge of the 
rescue operation. The Italians 

of everything done prior to their arrival. 


8. (S) The Italians were clearly not happy about the 
classified portions of the USA 15-6 posted on the web being 
\"unredacted\" so easily and asked the Ambassador for an 


explanation. They did not push the issue after he explained 

it was solely a technical mistake. The Italians said they 

had pulled from Baghdad the SISMI Station Chief whose name 
was revealed in the \"unredacted\" version of the 15-6; he will 
not go back. 


9. (S) Embassy recommendations for immediate next steps: 


-- The NSC should try to schedule a POTUS-Berlusconi call on 
Wednesday. 


-- The USG public reaction for now should be limited to 
\"We\'ve just received Italian report and are studying it. V" 
(Italian press will be furiously nit-picking 

serve a useful purpose for us to get into point-by-point 
refutation at this stage 

backgrounders later in Baghdad 


-- The Department should consider a SecState-Fini call in the 
next few days to confirm that we share Italy\'s desire to put 
incident behind us. 


10. (U) Informal Embassy Translation of Italian ReportVs 
Conclusions: 


V'The Italian representatives - based on the evidence they 
were able to obtain - did not find elements that would allege 
that the facts indicate deliberate murder. 


It is realistic that tension felt by the soldiers and some 
inexperience and stress may have made them react 
instinctively and with little control. 


The lack of formal references to clear rules that should have 
been observed makes it problematic to assign specific 
individual responsibilities. 


The facts asserted by Ms. Sgrena 

SISMI Chief of Station in Baghdad can be considered 
realistic. Based on the overall analysis 
reconstruction is coherent and plausible.\" 


End Informal Embassy Translation of Conclusions. 
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11. (U) Baghdad minimize considered. 
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5. (U) Alves expected that the Ministries of Planning and 
Finance would play a more circumscribed role in future 
projects as the sectoral ministries and regulatory agencies 
improved their capacity to prepare project proposals. Once 
the whole review apparatus was up and running 

that the system would be able to process about two projects 
every three to four months. The bid specifications 
contained in the first two projects 

likely serve as a model for those that followed. 


6. (U) The Planning Ministry 

complete a study of obstacles that foreign construction 
firms face in doing business in Brazil. They would like to 
reduce at least some of these barriers in order to increase 
competition in bidding on these large infrastructure 
projects 

capacity to take on. This would help improve the terms of 
the PPP projects for the GoB and also address a perceived 
lack of capacity among the large Brazilian firms to take 
very many of these projects onto their balance sheets. 
Alves and Ribeiro emphasized that there were no legal 
restrictions on foreign firms bidding on PPP projects 
encouraged U.S. companies to seriously consider this market. 


7. (U) Finally 

Directives Law (LDO 

out the GoB\'s three-year spending plan 
Congress 

was a prerequisite for inserting the specific PPP 
counterpart line items in the annual budget law 
be approved at end-year. 


8. (SBU) Several individual states are pursuing their own 
state-level PPP projects. Sao Paulo 

Bahia 

passed laws governing state-level PPPs. Sao Paulo may well 
initiate an export-import corridor PPP project before the 
national level PPP project kick-off (ref B). Sao Paulo 

Econoff met on March 22 with attorneys Ricardo Sanches and 
Troy Petit of the Sao Paulo-based law firm Felsberg and 
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Associates to discuss PPPs. They expect to see the export- 
import corridor kick-off this year. Sao Paulo state also 

has created a guarantee fund 

company dedicated to PPP projects. CPP also will play a 
role in assessing project viability. Sanches noted that 
federal 

PPP projects 

He cautioned that many other states were less prepared than 
Sao Paulo and Minas Gerais to prepare and launch PPP 
projects. The quality of state and municipal level 

guarantees also might vary widely. Sanches emphasized the 
importance of the GoB and the states taking a prudent 
approach to the first PPP projects 

failure would likely prove a bell-weather for future PPPs. 


9. (U) PPPs may not be as necessary for some states as 
others. In a meeting with Rio Econoff 

for Economic Development of Espirito Santo (ES) said that 
despite the fact that ES has approved a PPP law 

counting on its hospitable and investment friendly business 
environment and fiscal incentives to attract much needed 
investment and that PPPs are not its priority right now. 
ESVs belt tightening also means that it can invest in those 
projects that are truly public in nature 

on investment. 


10. (SBU) Comment. The GoB long has been talking up PPPs as 
its answer to falling public infrastructure investment and 

the ongoing problem of infrastructure bottlenecks 

holding back productivity growth. In moments of candor 
however 

likely have been oversold as the answer to this set of 
problems. And 

their ultimate effectiveness 

aid solution to investment rather than the sort of broader 
measure -- such as overhaul of the Byzantine tax system or 
efforts to reduce regulatory uncertainty -- necessary to 
attract the quantity and quality of investment 

domestic and foreign 


11. (U) This cable was reflects input from Consulates Sao 
Paulo and Rio de Janeiro. 


DANILOVICH 
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her up-to-date familiarity with Balkan issues. 
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(SAFE) 

of States Bureau of Diplomatic Security that the employee 
has undergone equivalent security training. The contact 
for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for 
any traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates 
the threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat 
mail have occasionally targeted U.S. diplomatic missions 

in New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of Auckland 
Christchurch and Wellington 

especially aware that street crime 

pickpockets 

Common sense precautions should be taken 

night 


e. (SBU) Generally 

significant role in the world drug situation; however 
evidence indicates that New Zealand has been utilized as a 
transit point for shipments of Ecstasy 

to Australia. The most abused drugs in New Zealand are 
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locally produced methamphetamine and cannabis. There have 
been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally 

safe at all times of the day; however 

should use common sense precautions so as not to become a 
target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult 
with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. (SBU) Travelers intending to bring and use any USG 
provided electronic or photographic equipment must contact 
the RSO prior to introducing that equipment into the 
Chancery. Personal electronic or photographic equipment 
is not permitted in the Chancery. Only in severely 

limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular telephones 
and to securely safeguard classified or sensitive 
information at the Chancery and not at hotels or 
residences. 


j. (U) Visitors should also be aware of the State 
DepartmentVs Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 

http://travel.state.gov 


k. (U) In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 


Swindells 
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limit Telefonica\'s advantage (see reftel) and improve 
competition in the market. Pacheco continued 

Telefonica can lose all of its licenses if it incurs too 

many infractions. He also cautioned that Nextel must expand 
its services and coverage to become more competitive. He 
expressed disappointment that Nextel did not bid on the 
fourth band 

position vis-a-vis the other carriers (reftel). 


Then on to Osiptel 


4. (SBU) Shagrin 

met with Edwin San Roman (president) and Jaime Cardenas 
(acting General Manager) of Osiptel. San Roman began the 
meeting by noting that Osiptel has been working to regulate 
the mobile termination rate since July 2004. Osiptel has 
received cost data from all companies and 

several consultants (including a former FCC employee) 
analyzing the data to establish the new cost methodology. 
San Roman expects to publish the new rate and cost 
methodology for public comment by May. Assuming all goes 
according to plan 

end of June. 


5. (SBU) Shagrin noted that while mobile termination rates 
are decreasing around the world 

change. San Roman reiterated that Osiptel does not set the 
rates 

themselves. Despite conventional thought 

between the companies has not driven the rates. Since 2004 
Osiptel 

mobile companies to lower their prices by 30 percent. 
Shagrin 

mobile carriers have to know that the regulators are willing 
to act decisively; otherwise they are not inclined to lower 
rates. 


6. (SBU) San Roman emphasized that Peru is moving toward a 
cost-based rate. Shagrin then inquired as to what the costs 
actually are. He noted that during a recent meeting between 
USTR and Telefonica 

business in Peru is expensive due to terrain 

percentage of people living under the poverty line (and are 
thus unable to pay for service) 

requirements. San Roman stated that Telefonica was not 
requesting a higher rate 

which company was. He noted that the different technologies 
in Peru keep costs high. Citing a Chilean study 
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claimed that if Peru had only one type of mobile technology 
that could be mass-produced 

Roman also confirmed that although the MTC does not oblige 
companies to build out services 

Telefonica expand services to poorer localities. Any new 
operators that enter the market 

regulations requiring mobile companies to expand services to 
15 provinces. 

7. (SBU) But will the new mobile termination rate model 
show whether any of the mobile competitors builds in 
additional costs? San Roman indicated that the model would 
establish a reasonable mobile termination rate. Shagrin 
inquired as to whether Osiptel would periodically review 

each companys obligations. San Roman reiterated that 
Osiptel is independent 

involved in the regulation of the market. Osiptel will also 
review each company's technical studies in an effort to link 
them to the future development of the telecommunications 
sector. 


Comment 


8. (SBU) Both the Ministry of Communications as well as 
Osiptel understand their WTO obligations to improve 
competitiveness in the mobile sector. MTC took the bull by 
the horns when it established competition prerequisites for 
Telefonica\'s take over of BellSouth. San Roman appears 
confident that the new rate 

end of June 

providers. 


STRUBLE 
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persuaded that the importance of foreign capital was not the 
amount of capital entering the country 

mobilize idle domestic capital 

jobs 

Ambassador noted that Bouteflika had almost killed the 
Indian-Algerian Ispat steel project two years ago because of 
domestic participation. This project was an excellent 
example of how foreign and domestic capital 

partnership 

enterprise around. 


5. (C) Ambassador''s own discussions with Citibank revealed 
that at least one larger investment project was encountering 
delays because of the difficulties of putting together a 
syndicate without Algerian bank participation. Temmar 
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insisted that Bouteflika was changing his mind on this issue; 
this point of view dated back six to eight months ago. 
Instead of Bouteflika\'s objections 

to loans was the CB\'s rule that banks require guarantees of 
180% of the value of a loan. (Ambassador raised the same 
issue with Presidential Chief of Staff Belkheir May 2. 
Belkheir acknowledged the Ambassador\'s point and said һе 
would raise this with incoming Finance Minister Medelci 

he would see later in the morning 

the process of persuading the President about the benefits of 
partnering foreign and Algerian capital.) 


6. (C) Banks were incapable of creating their own change 
Temmar said. The manual operations of a bank were easy 
management experience was not easily obtained. This fact 
made banking reform difficult to implement 

in Algeria was particularly ironic: the politicians wanted 

reform 

experience from most countries. Ambassador reminded Temmar 
that he had promised to provide to Paul Volcker a copy of the 
GOAvVs financial reform plan when it was ready. Temmar said 
the plan was not yet ready 

provide Volcker a copy as promised. (Comment: The Financial 
Services Volunteer Corps says this will be the best way to 
engage Volcker 

encouraging the right banking/financial reform decisions 

here. End Comment.) Temmar noted that 

banking conference in Madrid 

privatized 7096 of its banking sector. Algeria was losing 

time 

made 
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procedures." Drawing on figures obtained from a November 2004 
report of the Office of Human Rights Ombudsmen 

said that in the entire country 

had been convicted of a crime. The Commission called for the 
government to take urgent measures necessary to guarantee the 
right to due process for all detained persons and to have the 
cases judicially reviewed in accordance with domestic and 
international law. 


5. The IACHR noted that the volatile security situation 

continues to pose dangers for human rights defenders and 
members of the media and urged the Haitian government to take 
concrete steps to prevent acts of this nature 

investigation and prosecution of complaints of such acts. 

The Commission commended the national dialogue process and 
urged Haitians from all political groups to move beyond 
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confrontation and toward reconciliation for the future of the 
country. The Commission also mentioned that civil and 
political rights for all Haitians cannot be achieved until 

the social and economic problems of the country 

and illiteracy 


6. Comment: The initial report of the IACHRVs mission to 
Haiti paints a fair and accurate picture of the current human 
rights situation. The Commission correctly lays no blame on 
the state for orchestrating abuses 

criticize the government for not doing more to prevent 
investigate 

country 

findings parallel our approach on the human rights front and 
we will continue to press the IGOH to make advances on 
security and judicial reform. 

FOLEY 


31920 
employers.\" Hiring discrimination against workers for union 
activity is not illegal in Ecuador. 


Highest Rate of Labor Conflicts in Guayas 


13. (U) Not surprisingly 

largest city 

registered in recent years. According to Ministry of Labor 
data 

disputes 

50 in Manabi provinces during the same period. 60% of 
Ecuador\'s industrial sector is located in Guayas. 


Former FM Reveals Mother Hired Underpaid Colombians 


14. (SBU) Reflecting the Ecuadorian elites disregard for 
minimum wage laws 

former Foreign Minister Patricio Zuquilanda revealed in 
public comments that his mother employed Colombian servants 
on her farm 

below the $150 minimum wage). MFA sources ridiculed 
Zuquilanda for this gaffe 

intended to aggrandize the status of Zuqilanda\'s family farm 
to plantation status. A study conducted by ΕΙ Pais V" found 
that approximately 500 

Ecuador. 
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comment 

that no decision has been made. 


Tractabel/El Paso Proposal for Grand Bahama 


11. (U) Tractabel North America (a subsidiary of a French 

giant Suez) and El Paso in December 2004 united what had been 
independent bids for the LNG project. The partnership is 
expected to utilize El Paso\'s V'Seafarer Pipeline" location at 
South Riding Point in Eastern Grand Bahama 

environmental concerns than the facility in Freeport Harbour 

that Tractabel (and the Grand Bahama Port Authority) had been 
advocating. Neither Tractabel nor El Paso have yet received 
Bahamian environmental approval for their project. 


Impact on Economy 


12. (U) Minister of Trade and Industry Leslie Miller 
governments chief proponent of LNG 

will generate approximately $40 million in average annual 
revenues over the course of the next 25 years 

contribution to the public treasury of nearly $1 billion. 

The project is also expected to create about 450 jobs during 
the construction phase and 25-35 permanent positions 
thereafter. 


Debate Gets Nasty 


13. (U) Residents of Cat Cay 

Ocean Cay 

Minister Miller 

out of the session during the showing of an anti-LNG video 
commissioned by some of the residents. After returning to 
the event 

Diaz 

opponent of LNG. The two shouted back and forth 

Diaz referring to Minister Miller as Wan idiot" who was 
\"behaving like a child.\" 


14. (U) Local environmental group \"Re-Earth\" has loudly 
advocated against LNG 

gas while in transit and while being processed 

potential damage to the air 

vicinity of the terminal. Re-Earth launched a \"Say No to 
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LNG" petition which has garnered approximately 1500 
signatures as of May 2. Bahamian Ambassador for the 
Environment Keod Smith has expressed his doubts that The 
Bahamas has the regulatory oversight necessary to safely host 
the LNG project. He also does not believe that The Bahamas 
has the capability to protect the pipeline from potential 

terrorist attack. 


15. (U) Minister Miller alleged in a radio interview on May 

1 that Re-Earth\'s opposition is getting more media attention 
than it normally might because the group's leader 

Duncombe 

regular Bahamian of a hue like you and I 

been tolerated or she would not have gotten the coverage that 
she has certainly gotten.\" The opposition Free National 
Movement (FNM) immediately issued a statement denouncing 
Minister Miller\'s statement as \"wicked and evil. Minister 
Miller on May 2 said he was sorry if Ms. Duncombe was 
offended by his remarks 

derogatory. 


16. (U) Both advocates and opponents of LNG have stepped up 
their public relations campaigns in recent days 

appearing on a daily basis in the print media and throughout 

the day on radio and television. The Ministry of Trade and 
Industry and the BEST Commission are scheduled to hold a 
public forum on LNG on Thursday 


Comment 


17. (C) The consideration of the various LNG proposals 
typifies the slow and opaque decision-making process of the 
Christie government. Government ministers have been 
promising a decision Vin a few weeks!" for nearly two years. 


18. (C) Even for the consensus-driven society of The 

Bahamas 

increasingly bitter. Some insiders have insisted that 

several members of the Cabinet have personal financial stakes 

in the competing bids and are taking positions within Cabinet 
based on how they will personally profit from the outcome. 

In the end a cash-strapped Bahamian Government may be forced 
to make a decision about an LNG facility so it can start 

collecting the revenue the project will generate. 


ROOD 


31924 
4/28. The EEP signatories agreed to conform to existing 
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legal limits on when 

propaganda can be promoted 

against using State resources for campaigns. The agreement 
also includes provisions requiring candidates to submit 
written summaries of their qualifications and in-depth plans 
for how they would govern. The EEP is a positive step 
includes compliance mechanisms designed to ensure that 
violators are subjected to public censure. END SUMMARY. 


2. On 4/28 

leading contenders for the Presidency 

Elections Pact (EEP) pledging to reject dirty politics and 
avoid empty campaign promises. The agreement was drafted by 
the National Electoral Board (JNE) in conjunction with the 
National Accord (an official forum made up of major political 
parties 

the Civil Association Transparencia 

Jurists 

Electoral Assistance). The pact includes commitments to 
abide by electoral law provisions 

not currently in the law. 


3. The EEP begins with a commitment to a just and transparent 
general election process focusing on ideas and programs in 
lieu of personal attacks and aggressive or intimidating 
politicking. To better inform the electorate 

commits parties and candidates to submit to the JNE detailed 
plans for government and their curriculum vitae and 
qualifications. Both are new commitments not currently in 
GOP law. The plans for government aim beyond a party 
platform with candidates obliged to describe their near and 
long-term government program proposals and how they will fund 
and implement these proposals. The EEP 

existing law 

and where and when it may be displayed. Prohibited election 
advertisements include anything that offends or denigrates 
political competition or uses religious themes. Restrictions 

on diffusion include explicit hours for loudspeakers 

permission requirements for use of private buildings 
prohibitions on the use of official public buildings. 

Additional limitations on campaigning are in effect 24 hours 
before election day. 


4. The EEP 

neutrality by State officials in elections. Ninety days 
before the election 

prohibited from inaugurating or inspecting public works 
speaking about their political competitors during official 
events 

campaign. The EEP also covers media obligations 
media is requested to promote the pact 
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coverage of the political organizations 

dignity of candidates. Lastly 

by the signatories to clean-up public areas after the 
elections are completed via a Ciudad Limpia" campaign. 


5. The EEP includes a mechanism for judging whether 
signatories are complying via a new Honor Tribunal. This 
Tribunal will hear complaints and allegations that are 

not/not under the purview of the JNE and establish procedures 
and penalties to be approved by the signatories. The Honor 
Tribunal will be composed of three civil society 
representatives appointed by consensus of the signatories. 
The Tribunal will seek to resolve issues without sanctions 

but the signatories agree to abide by the decisions of the 
Tribunal. 


6. Twenty seven parties were invited to sign the pact. The 
six who did not are: Resurgimiento Peruano 

Movimiento Nueva Izquierda 

Cumple (the latter three are linked to ex-President Alberto 
Fujimori). Though their party representatives signed on to 
the agreement 

Christian Party) 

not personally attend the signing ceremony. 


7. COMMENT: The EEP represents a maturation of the democratic 
process in Peru and should help to increase the strained 

public confidence in political parties. Though explicit 

sanctions and fines are currently limited to public officials 

who overstep their bounds in seeking re-election 

embarrassment for noncompliance should provide teeth to the 
agreement. The proof will be in how the signatories behave 

under the campaign pressures when election day approaches 

next year. END COMMENT. 
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Mujahedden of Ігад\" claimed responsibility for the kidnapping 
and released a statement with the video tape saying its 
actions were timed to coincide with Australian Defense 
Minister Robert Hill's weekend visit to Iraq. Australian 
press also speculated that the kidnapping was related to the 
recent deployment of 450 additional Australian troops to 
southern Iraq. According to media reports 

who has been a California resident since 1992 

construction projects in Iraq when he was seized. His 
American-citizen wife Pearl identified him in the videotape. 


3. (U) Prime Minister Howard told the press that it has been 
his V'great dread" that an Australian would be taken hostage 
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at some point. The PM announced that a special interagency 
task force headed by Department of Foreign Affairs and Trade 
(DFAT) Deputy Secretary Nick Warner 

Federal Police and Defense Department personnel 

in Iraq on May 3 to liaise with Iraqi and Coalition 

authorities. Howard said his government would do everything 
it could to secure WoodNs safe release 

GOAVs position of not giving in to hostage takers. \"We won\'t 
alter (our) position: we can\'t have the foreign policy of 

this country dictated by terrorists 


4. (U) Foreign Minister Alexander Downer reiterated Howard\'s 
position and reinforced that Australia would not pay a ransom 
or change its policy in response to kidnappings. \"We are not 
sub-contracting our foreign policy to terrorists 

said. He believed to do so would only encourage terrorists 

and kidnappers around the world to take more Australians 
hostage. \"It\'s going to be very important 

Iraqis but for the world 

help them promote their democracy 

country 

imaginable.\" Downer said the GOA response team would 
consider speaking with the hostage takers to persuade them to 
\"desist from an utterly cruel 

Defense Minister Hill 

expectations 

confident the efforts to free Wood would be successful. 


5. (U) Australian media also reported FM Downer\'s request to 
Secretary General Annan for the UN\'s help. The Secretary 
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General reportedly sent instructions to UN officials in Iraq 
to provide all possible assistance to the Australians. The 
GOA is also hoping that tribal and religious leaders in Iraq 
will play a role in facilitating Wood\'s release 

in previous hostage situations. 


6. (SBU) DFAT Iraq Task Force Director Bassim Blazey told 
Polcouns that FM Downer was planning an interview with 
al-Jazeera on May 3 while in Washington to appeal for Wood\'s 
release. Australian Ambassador to Iraq Harold Brown was 
cutting short his vacation and returning to Iraq to assist 

with the situation. Blazey said the GOA was in contact with 
Wood\'s family in California and that so far they appeared to 
be reacting to the situation as calmly as possible 

with the GOA policy of not paying ransom to hostage-takers. 
Finally 

cooperation the Australians were receiving on the ground in 
Baghdad from the U.S. 
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7. (U) Baghdad minimize considered. 
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the capital in March 2005 

staff responsible for training. The three-day course was 
focused on health care basics such as prevention of 
infections 

childhood illnesses. 

Training courses for rural health post staff are to be held 
over the course of the coming year and will follow the 
three-day format 

health workers from health posts. Each training session 
will be repeated in each of the five districts. USAID 
project staff will be on hand to supervise and insure 
quality of the training. Follow-on training sessions will 
take place in May and June. The next round of training will 
focus on growth monitoring and nutrition in children as 
well as routine immunization techniques and record keeping. 


4. (U) Comment: That this was the first health training 
ever done outside of the capital is a significant departure 
for the Ministry. Rural health posts had been virtually 
ignored until the beginning of the USAID financed project. 
Now with health posts staff being trained and communities 
mobilized 

being of mothers and children living in rural communities. 
RAGSDALE 
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could be a catalyst for post-election violence since losers 
will have no incentive to support the new government. One 
group likely to be in this category is the RCD Goma 

military force with a powerful ally next door. Ajello 
recommended the U.S. and EU intervene jointly to assure that 
sufficient guarantees are incorporated in the new 
constitution to prevent the creation of another autocratic 
regime on the continent. He noted that it was unclear at 
this point whether the president would be elected by the 
Parliament or by popular vote. Ajello said the international 
community should not be so focused on holding quick elections 
that it ignores flaws in the draft constitution. 
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7. (C) Ajello said that the cost of the elections was 

estimated at $430 million 

logistics. He said that logistics could be covered by MONUC 
if there is agreement in New York to expand the mandate. 
Such an agreement would necessarily include payment for the 
expansion from assessed contributions. Ranneberger 
emphasized U.S. support for a credible election process and 
said the U.S. would provide some limited funding. The 
proposed UN resolution on election funding has serious 
implications for the U.S. 

28 percent. Ajello stressed that without MONUC 

elections cannot happen. Vervaeke said that the EU is not 
willing to pinpoint a date for elections as too many of the 
legislative and logistic details need to be resolved. Given 
the current situation 

elections could slip to the spring of 2006. 


8. (C) Another area of concern is the slow pace of the DRC\'s 
security sector reform (SSR) 

demobilization 

ex-combatants. Ranneberger stressed the critical role EU and 
Belgian support for SSR and DDRR plays in stabilizing the 
region. He said the continuing presence of armed groups and 
militias with varying ethnic composition 

objectives is the principal problem in Eastern Congo and 
pointed out the need also to address the problem of disarming 
militias in the North and South Kivus. Ajello said that DDRR 

is not working well enough and that higher-ranking officers 

are not interested in the V'orientation centers" being set up. 
Vervaeke characterized the SSR as \"chaotic\" despite the 
efforts of the Belgians 

that it was crucial for the transition. Troika participants 
indicated that the EU is sending eight EU military advisers 

to the DRC as an advisory mission to work closely with MONUC. 
They would also like to link up with the U.S.-sponsored 

fusion cell. 


9. (SBU) Ajello indicated that EU High Representative Javier 
Solana and Commissioner Louis Michel would be making an 
unprecedented joint mission to the DRC to highlight EU 
support of the Great Lakes process and to press on the need 
to follow through with security sector reform. 


10. (C) The EU is pleased with developments relating to MONUC 
and feels that AU peacekeepers will not be necessary if an 
integrated Congolese force can help MONUC ensure stability. 
Ajello said that in his meeting earlier on April 20 with 

President Museveni 

and Indian brigades for bringing order to the Ituri region. 
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11. (C) Vervaeke provided some details about the EU police 
mission (EUPOL) in Kinshasa to support the political reform 
process. He said that roughly 30 experts from a variety of 
EU Member States are assisting with the establishment of an 
integrated police unit whose mission will be to protect 
governmental institutions. Having experts on the ground in 
Kinshasa will also provide needed analysis. 


12. (C) Ranneberger gave a readout of President Kagame\'s 
recent visit to Washington and said that U.S.-EU cooperation 

in the region had been highlighted. Kagame welcomed the 
U.S.-facilitated tripartite talks 

develop confidence and coordinated action to reduce the 
threat posed by armed groups in eastern Congo. Ranneberger 
also noted the recently-announced FDLR-DRC talks brokered by 
SantV Egidio are a positive development. He said that the 

U.S. is calling on the Rwandans 

parties 

voluntary repatriation of FDLR forces and their families a 
success. Ranneberger said that although the Rwandans were 
willing to provide security guarantees 

welcomed as a political force. 


13. (C) All three components of the EU gave a strong 
endorsement for Ambassador Swing to continue in his current 
role as special UN envoy. Ajello said that the EU has been 
approached by the UNSYG for candidates to replace Swing 
Vchanging horses in mid-stream 

end\" would be counterproductive. Vervaeke said that having 
an American in this position was important to keep the U.S. 
engaged in the Great Lakes. 


14. (C) Ajello gave a relatively positive assessment of the 
political situation in Burundi 

allowing elections to be postponed. He said that those in 
power had no incentive to hold elections as they probably 
would not be returned to government. In the meantime 
services in Burundi are collapsing 

are being taken 

differences instead of their commonalities. Ajello said that 
the FNL needed to be integrated into the process and 
highlighted the successful intervention of Tanzania. Both 
Ajello and Pizon expressed concern about the deteriorating 
economic situation in Burundi. Pizon urged the U.S. to 
participate in a technical meeting to be held on May 12 to 
discuss BurundiVs budget situation. 
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15. (C) Ranneberger noted good cooperation between the U.S. 
and the EU in West Africa and stated that we were looking 
forward to DAS Woods" May 11 meetings in Brussels. He said 
the USG has developed an action plan to press the Liberians 
on corruption issues and will share it with the EU before May 
11. Furthermore 

State/AlD/Treasury discussion paper on funding issues with 
the EU in Washington on April 22. Ranneberger said the U.S. 
looks forward to seeing the results of the EU audit and hopes 
to develop a consensus on these issues between the USG 

EU and the IFls. 


16. (C) Regarding rehabilitation and reintegration 
Ranneberger mentioned the USG\'s additional contribution of 
$15 million to the Trust Fund and thanked the EU for matching 
funds 

gap. Turning to elections 

take place as scheduled October 11 and asked that the EC 
consider contributing more than their currently-planned $1 
million in election support. 


17. (C) Ranneberger concluded by asking the EU what they 
thought about Charles Taylor. How big a threat is he? What 
if anything 

Special Court? De Muyser said that he had been in Liberia 
last month and thought several main clusters needed to be 
addressed 

that the EU would likely support actions to intensify 

pressure on Taylor 

resolution giving UNMIL arrest authority should Taylor appear 
in Liberia. Regarding elections 

must be no delays. He also expressed EU concern about 
accelerating IDP returns and reintegration. On corruption 
and audits 


18. (C) Turning to the Mano River Basin 

the EU was worried about a Togo-like situation developing in 
other countries. Hitchens stated that West Africa is seen as 
an area of problems 

winding up at the end of 2005 and urged that we consider 
other bright spots in the sub-region. Ranneberger noted that 
ECOWAS is a bright spot 

the efforts of the AU in Cote d 

elections may not go well. On Guinea 

there was some potential for peaceful change centered on a 
group of young technocrats in the government and the prime 
minister 

stood. He suggested that support for ECOWAS might be cited 
in the U.S.-EU Summit communique. Ranneberger reviewed USG 
support to ECOWAS; De Muyser said that the EU was working 
with ECOWAS on a list of areas where they could cooperate 
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which they would share with the U.S. 

19. (C) Vervaeke said that the EU was planning early warning 
exercises with Guinea-Bissau and Guinea scenarios and 
suggested that they might share methodologies and approaches 
with the U.S. He also asked about the next SRSG for Liberia 
and Ranneberger replied that names were being vetted. 


20. (C) Henriksson and De Muyser welcomed U.S. re-engagement 
in Somalia 

noted that the EC had remained in Somalia through the 1990 
when other major donors had left and that it had \"heavily 
invested" in the country as the largest donor. 


21. (C) Hitchens underscored EU belief that a peace-support 
mission is necessary to consolidate the peace process in 
Somalia and requested clarification of the U.S. view on IGAD. 
Ranneberger said that the U.S. opposes the involvement of 
frontline states and would only support a mission if the 
conditions were right. He said that although there were no 
specific criteria 

Most importantly 

demonstrate relative stability and reach out to various 

groups within Somalia in order to pave the way for relocation 
to Mogadishu. Other obstacles to the IGAD plan 

noted 

regional organizations in peace operations. He asked whether 
there was unanimity among IGAD members for the operation 
(suggesting some IGAD countries privately did not support the 
plan). Ranneberger said that Konare was lukewarm 

to the IGAD plan. Henriksson acknowledged this plan was not 
a popular idea in Addis. However 

priority 

interested 

Somalia. 


22. (C) Hitchens noted that the EU was clearly more positive 
on IGAD involvement in Somalia than the U.S. Ranneberger 
emphasized that the U.S. has consistently supported IGAD 
efforts to promote Somali reconciliation and wants to see the 
Transitional Government succeed. To summarize the 
differences 

but..." and the U.S. approach as \"no 

cautioned against U.S. pronouncements that seemed to indicate 
that absolutely no external forces could be involved 

that only Islamic extremists in Somalia held those views. 

While acknowledging that the U.S. statement had put pressure 
on the Ethiopians to step back 
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had also interrupted the internal dialogue. Henriksson said 
that a way had to be found to keep Ethiopia involved in the 
process without sending Ethiopian troops into Somalia. 
Manahl proposed decentralizing the AU involvement by setting 
up a military planning unit in Nairobi for a support mission. 

He noted that Somalis were only likely to hand weapons over 
to external forces in a disarmament initiative. 


23. (C) Hitchens said Ugandan cooperation with the AU might 
be a possible formula for a support mission. (Note. Later 

in the day 

According to a press release 

intention to provide troops for a peace-support operation in 
Somalia under the auspices of IGAD. Mr. Solana underlined 
the EU\'s readiness to consider support for an African 
peace-support mission that has the consent of the 
Transitional Government and Parliament of Somalia and is 
welcomed by the Somali public." End Note.) 


24. (C) Regarding the transitional government 

with Ranneberger that imposing it on the Somali people would 
not work. He also agreed that the split between the 

President and Parliament needed to be addressed. Hitchens 
said that if the transitional government stayed much longer 

in Kenya the peace process would be jeopardized. Henriksson 
suggested a V'two phase rocket" with relocation into Somalia 
first and then later on to Mogadishu. 


25. (SBU) Ranneberger proposed that U.S. experts hold a video 
teleconference with EU experts to review the situation on 
Somalia with a view to exploring any differences of 

perspective and ensuring closer coordination. The Troika 

team agreed. (Note. The teleconference took place on May 

2. End Note.) 


26. (C) Ranneberger noted excellent cooperation between the 
U.S. 

use the opportunity provided by the Comprehensive Peace 
Agreement (CPA) to leverage positive movement in Darfur. He 
said the CPA was always seen as applying to the whole 
country 

violence in Darfur can destroy the peace process 

Darfur are interrelated. Ranneberger reviewed the results of 
the Deputy Secretary\'s participation at the Oslo donorsY 
conference and visit to Sudan. He said the Deputy Secretary 
stressed to VP Taha and SPLM Chairman Garang the 
interrelationship. Furthermore 
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forward with implementation of the CPA 

completing the constitutional revision process. The Deputy 
Secretary laid out specific steps that the GOS should take on 


SIPDIS 
Darfur and urged Garang to be helpful with the Darfur rebels. 


27. (C) Ranneberger said that he thought that the deadlines 
could be met to have the Government of National Unity in 
place by the end of the pre-interim period on July 9. There 
has been some positive movement on Darfur -- violence has 
significantly diminished 

EU 

need to continue reaching out to get Garang energized and 
work the AU piece. Ranneberger reported on his recent trip 
to Darfur and said that he had visited six or seven AU bases. 
He came away impressed by the commanders and the sense that 
the AU is a strong presence 

USG supports an expansion of the AU force and is planning to 
dedicate $50 to 60 million to this purpose. 


28. (C) Ranneberger added that the AU-sponsored political 
talks are important and that NGOs will work with the rebels 
to prepare them for negotiations. However 

there are real problems on the humanitarian side. The WFP 
will be cutting back rations within weeks. Work needs to be 
done to bring the NDA 


29. (U) Lerner gave an update on the Darfur food pipeline and 
noted the WFP announced it would have to cut back to 
half-rations in May due to a break in the pipeline. She 
observed that the USG has given $234 million in food aid and 
asked for more robust EU assistance. (Note. On April 21 
WFP advised it had received assurances for the EC to proceed 
with pre-financing against expected CY-2005 contributions in 
order to avoid having to go to half-rations. End Note.) 


30. (C) De Muyser said that he thought the Pronk report was 
pessimistic and that he appreciated the U.S. stance on UNSC 
1593. Manahl said that he also thought the AU force was 
good 

support. He said the shortcomings of AU organization 
identified in the joint assessment mission report 

addressed. According to Manahl 

the efficiency of the mission will be decreased if 
shortcomings are not addressed. He also emphasized the need 
to address root causes of the conflict and that tribal 
reconciliation should be addressed by a third party 

preferably the AU. Manahl was less optimistic than the USG 
that the CPA can provide the framework to address Darfur in 
practice. 
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31. (C) Henrikkson said that he thought the problems of the 
South are as much from a lack of capacity as from a lack of 
political will. VIs there a South-South dialogue?" he asked. 

The oil fields are controlled by non-SPLM forces 

transparency and governance issues 

by what they see. Henrikkson said he would like to dialogue 

with USAID. He also asked how the U.S. saw the consequences 
of the ICC on peace prospects in Darfur and for views on the 
CPA implementation. How do we see adjusting policy-sharing 
aspects of the CPA to include Darfur 


32. (C) Ranneberger replied that we agree with the 
recommendations of the joint assessment mission. He said 
that in his follow-up visit to Addis he had pushed Konare and 
Djinnit on implementation 

planning cell in Khartoum. Ranneberger noted that the 
Secretary signaled strong support for the AU when she met 
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with Konare on April 15. In response to EU questions 
reviewed the status of South-South dialogue and steps the 
U.S. is taking to encourage inclusiveness in the 
implementation of the CPA. 


33. (C) Ranneberger noted that the involvement of the ICC 
does not preclude credible accountability mechanisms by the 
GOS. The AU could be helpful in this regard. He said the 
U.S. is also pushing Darfur rebels to stop the violence and 

to participate in political talks 

subject to accountability. 


34. (C) Ranneberger asked if the EU could announce soon a 
pledge to support AU expansion. Henrikkson replied that the 
EU has not yet receiveed a request from the AU for additional 
assistance. The EU would have to make sure that it is an 
operation they feel confident in. He asked that the U.S. 

push the AU on implementation of the joint assessment 
recommendations. Henrikkson thought the AU will issue a 
formal request just after its Peace and Security Council 
meets at the end of April. EU planners are ready to go to 
Addis 

them facing two challenges: stabilizing the security 

situation and creating conditions for safe and sustainable 
return of IDPs and refugees. 


35. (C) Ranneberger noted that the AU is a very important 
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institution 

day. He added that while much of the focus is on the AUVs 
conflict mitigation role 

peer review 

that he was impressed by the EUVs assistance figures for the 
AU. The U.S. is looking at establishing a modest fund for 
capacity and institution building 

in ACOTA and GPOI funding for peacekeeping training efforts. 
The PDAS also reported on Chairman Konare\'s recent successful 
visit to Washington. 


36. (C) De Muyser agreed that the June U.S.-EU summit 
declaration must mention the AU. The EU had extensive talks 
with the AU at last weekVs ministerial. They seek a 

strategic partnership with Africa 

main 

non-paper to the USG. A Commission official noted the EU 
support for the African Peace Facility 

has V'put their bet\" on the AU. 


37. (C) Ranneberger reviewed U.S. efforts on 
counter-terrorism 

to deal decisively with an incipient terrorist threat in some 
areas while preventing the region from becoming an operating 
platform for terrorists. He said there is a North African 
element that affects the Sahel 

East African aspect that affects Somalia and Eastern Kenya. 
Ranneberger said the U.S. is keeping an eye on Nigeria 
al-Qaeda. Cooperation across the continent is quite good 
a success story 

holistic nature of EACTI and TSCTI 

provided some funding numbers. 


38. (C) Ranneberger also noted that there is a worldwide 

Muslim outreach effort 

said that CT is one of the EU 

how we can achieve US-EU cooperation in Africa CT. Van Reedt 
Dortland said that the EU has only started to cooperate with 
Africa in terms of counterterrorism with Kenya being their 

venue for their first initiatives. He saw value in 

cooperating with the USG. Heflin promised to provide him 

with unclassified papers on USG CT efforts in Africa. 
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39. (C) De Muyser noted that the previous transatlantic 
consultations on Africa focused on country-specific issues 
whereas the April 20 meeting concentrated on broader-based 
discussion 

discussions had been very constructive 

that both sides should follow-up on the action items 

identified in the talks. 


40. (C) The emergence of Somalia as an issue of concern for 
the EU is one we will have to follow closely. Furthermore 

the EU\'s nuances on expanding the AU mission in Darfur need 
to be closely monitored in order to keep the transatlantic 
cooperation in the region on track. The EU also seems to 
have taken a cue from our style of passing the tin cup by 
encouraging the U.S. to provide more generous funding for 
elections in the DRC. 


(PDAS Ranneberger has cleared this cable.) 
Khartoum minimize considered. 


MCKINLEY 
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ACOSTA 


REF: STATE 077714 


1. Embassy Ljubljana welcomes the visit of and grants 
Country Clearance to U.S. Speaker Mr. Rene Alexander 
\"Alex\" Acosta 

07-10 

of post\'s objective to reduce trafficking in humans. 


2. The Control Officer for your visit is Colleen 
Hyland 
5555 


3. A reservation has been made for you at the Grand 
Hotel Union 

The cost of a single room is EUR 90. Please inform 
Post of any changes in order to avoid a no-show bill. 


4. As the Embassy has a very limited motor pool 
please take a taxi to the hotel. A taxi should cost 
approximately SIT 6000 (about $32 US). Shuttle bus 
service (8-passanger) is available to and from the 
airport and Ljubljana at a cost of 2 

Tolars 

for two or more passengers traveling together). One- 
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day advance notice is necessary to schedule the 
shuttle. If you wish to take the shuttle bus from the 
airport upon arrival 

officer in advance. There are two change machines as 
you come out of the customs area: the one on your left 
will accept US dollars and the one on your right will 
accept credit cards. During normal working hours you 
can use the bank inside the regular departure area 
near the rental car counters. 


5. The overall security threat level for U.S. 

personnel and interests in Ljubljana 

considered to be low. Slovenia has a low crime rate 
and violent crime is extremely rare. Nonetheless 
visitors should take normal security precautions and 
are requested to report any suspected surveillance of 
themselves or U.S. facilities to the Mission Security 
Office. Visitors should avoid carrying large amounts 
of cash and jewelry on their person and are urged to 
use safe deposit boxes available in hotel. While very 
uncommon 

snatching or pickpockets 

bars. The threat from intelligence services remains 
viable 

measures to protect classified or sensitive 
conversations and documents. Conversations on non- 
secure lines and cell phones should be considered 
subject to compromise. 


ROBERTSON 
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version of the attacks. President MubarakYs much- 
publicized six-hour interview on Egyptian TV April 24-26 
yielded no surprise announcements. Russian president 
Vladimir PutinVs visit to Egypt was widely covered and 
praised by commentators 

Venergized the region. A leading Egyptian actress won the 
Best Actress award at the 11th National Film Festival in 
Cairo for her role in the controversial film ҮІ Love 

Cinema." End summary. 


2. (U) Terrorism strikes Cairo: Two terrorist attacks 
against tourists in Cairo on April 30 dominated media 
coverage during EgyptVs long holiday weekend. All media 
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outlets reported that Ehab Yousry Yassin 

April 7 Al Azhar bombing attack 

and detonated a bomb near a group of tourists gathered 
outside the Egyptian Museum. Pan Arab Al Arabiya satellite 
channel was the first TV news outlet to offer coverage 
followed by EgyptVs Nile News. (Note: Nile News was the 
only Egyptian TV channel that covered the attack. The 
others continued normal programming. End note.) At one 
point during its live coverage 

interview with Deputy Chief for State Security 

Fouad Allam 

\"probably attacked as the result of frustration over 

Israeli practices. V" 


3. (U) Terrorism strikes Cairo (continued) - coverage the 
day after: Photos in all major newspapers the following 
day 

with his head and left arm destroyed. The media also 
reported that 

fiancee and sister opened fire on a bus of Israeli tourists 
near Cairo\'s Citadel. No one was injured during the 

firing 

hands. All newspapers highlighted various disparities 
among eyewitnesses\' accounts of the attacks 
condemnations of the attackers by leading Egyptian figures 
including the Sheikh of Al-Azhar and the Grand Mufti. The 
Muslim Brotherhood also issued a statement of condemnation 
claiming that such acts of terrorism in Egypt V'serve the 
American-Zionist plot." 


4. (U) Terrorism strikes Cairo (continued) the real 
scoop?: In an exclusive interview with pro-government Al 
Gomhouriya (circulation: 200 

Al Adly claimed that the April 30 attacks were V'random 
operations" perpetrated by individuals who were V'not part 
of a terrorist group or organization.\" Pro-government Al 
Ahram (circulation: 750 

based on information from a V high level security source" 
claiming that YassinYs younger brother 

large 

device. London-based Al Sharq Al AwsatVs Cairo bureau 
filed a report claiming that \"well-informed sources had 
stated that Yassin 

of tourists at the Egyptian Museum and escaped. The 
article\'s source claimed that the dead body on the scene 
was that of a tour guide. 


5. (U) Mubarak\'s interview: President MubarakVs 
\"historic\" three-day TV interview with leading media figure 
(and former presidential spokesman) Emadadeen Adeeb 
24-26 
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anticipated by the public. Most notable among statements 
the Egyptian President did make was that he claimed to be 
undecided as to whether or not he would run for a fifth 

term later this year. Most pro-government and independent 
media commentators had positive things to say about the 
interview 

including some by Mustafa Bakry 

sensationalist weekly Al Osboa\' (circulation: 50 

called the interview \"a disappointment.\" A commentator in 
Al Ahram praised Mubarak\'s decision to wait 

opposition candidates 

Unofficially 

officer spoke complained: \"The interview was boring 
embarrassing. After all these years 

all expected something big. What we got was six more hours 
of talk.\" 


6. (U) Putin comes to town: Russian flags adorned the 
capital and downtown traffic was frequently brought to a 
stand-still during Russian president Vladimir Putin\'s visit 

to Cairo 

TV spoke positively of the visit 

Putin\'s \"candor\" and \"ability to see the ArabsY predicament 
clearly.\" A commentator in Al Ahram argued on April 30 
that Putin\'s visit \"... because of his call for an 

international peace conference 


7. (U) Best VChristian wife 2005: Egyptian actress Leila 
Elwi won the Best Actress award at Egypt\'s 11th National 
Film Festival 

controversial film \"| Love the Cinema V'.. Elwi played the 
role of a Christian wife repeatedly abused by her husband. 
Egyptian news websites \"albawaba.com\" and \"yallabina.com\" 
noted that several lawsuits have been filed against the 

film. The latest is by a prominent Coptic lawyer demanding 
that the film be banned as \"it touches on Christian issues 
not approved by the church. The lawsuit also demands an 
official apology be made by the filmmakers to the Coptic 
Church. 


GRAY 
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Summary. 


2. (C) Holy See Deputy FM equivalent Monsignor Pietro Parolin 
said the unrest in East Timor was a cause of concern for the 
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Holy See especially in light of the past. He expressed the Holy 
See\'s regret with the method the local bishops had chosen to 
present their concerns to the government. \"Requesting the 
resignation of a democratically elected prime minister is not 

the right role for the Church 

added 

the clergy. Instead 

through dialogue 

through its Nuncio to encourage such a dialogue. He understood 
that the President and Prime Minister had been in touch with the 
bishops and 

the education issue 

step. 


3. (C) For another perspective 

and lecturer a Rome\'s Gregorian University Joao Piedade 

told Poloff March 2 that the local bishops were responsible for 
instigating the current Church-government conflict in East Timor 
with their strident pastoral letter to East Timorese Catholics 

on the governments plans to eliminate compulsory religious 
education from the nation\'s primary and secondary school 
curricula. According to Father Piedade 

Varrogant and confrontational.\" He also had no patience for 
Church complaints that the government had not responded to the 
letter. V'A pastoral letter is not an official document 

said. V'It was not addressed to the government. Why should they 
have to respond to it? V" 


4. (C) Piedade argued that the East Timorese Church has to 
become accustomed to the autonomy of both church and state. 
V'There cannot be a dictatorship of the church. Religious 
education cannot be compulsory -- it must be by choice 

said. Piedade also argued that elements within the church are 
manipulating the uneducated faithful. V'It is unacceptable for 
the church to exploit the peoples religiosity for political 
motivations 

Timor is already divided. A solid base supports Bishop da 
Silva 

politics 

John Paul Il. V'The calling of the faithful to political 
demonstrations is unacceptable 


5. (C) Piedade was extremely critical of Bishops Ricardo da 
Silva and Nascimento 

that they had stooped to insulting Prime Minister Alkatiri. 
\"Alkatiri is the scapegoat in part because he is Muslim 
Piedade said 
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Jesuit added that Alkatiri had been Vpeaceful and reasonable in 
the face of shameful insults 

expect \"to push the government any further.\" 


6. (C) Piedade believed that Apostolic Nuncio (Vatican 
ambassador) Albert Malcolm Ranjith Patabendige Don had been 
counterproductive and undiplomatic during his March visit to 

Dili. V'The nuncio used his visit as an opportunity to criticize 

and denounce the government 

officials at the Vatican Foreign Ministry concurred that this 

was not the ideal way to handle Church-State relations. 
Nevertheless 

time being 

Nuncio to convey their preference for dialogue to the Bishops. 


7. (C) Piedade told us he had met with Vatican Deputy Foreign 
Minister Pietro Parolin March 30 to discuss the crisis 

Parolin himself did not directly confirm the meeting. He said 

that Parolin 

crisis that led to independence 

accusations that the Fretilin government was simply opposed to 
religion due to a Marxist ideology. V'The majority of the 
government ministers were educated by the Jesuits 

they all be Communists?\" he asked. Piedade claimed that neither 
the Nuncio nor the local bishops were neutral observers; but his 
suggestion that that Vatican has lost confidence in both as 
interlocutors was not borne out by Parolin\'s determination to 

work through the Nuncio and encourage the bishops. Piedade told 
us he has also been contacted by East Timorese Foreign Minister 
Ramos Horta to research an appropriate Concordat with the 
Vatican that would guarantee East Timorvs religious cultural 
identity 

choose their religion freely. 


8. (C) Piedade said he had suspicions that the real intellectual 
power behind the protests is fellow Jesuit Father Filomeno 
Jacob 

In 2000 

to serve as Social Affairs Minister in the transitional 
government. Some time later the government released him 
returned to work for Belo 

Belo\'s successor 

Filomeno is bitter 
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sees this as an opportunity to reassert his power by 

manipulating Bishop da Silva behind the scenes. Parolin also 
indicated that he believed Father Jacob had been a bad influence 
on the bishop. 


9. (C) The Holy See is clearly concerned that the situation in 
Dili could get out of control 

President\'s and Prime MinisterVs efforts to reach out to the 
bishops and are encouraging the bishops to reciprocate. 
Piedade 

government too far 

irrevocably damaging the credibility of the Church. For the 
time being 

outside mediator 

and the nuncio proved ineffective. According to Piedade 
problem in East Timor is not just religion in education 
education of the Religious. \"Priests need to gain greater 
knowledge of democracies 

mentality.V' 


HARDT 
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ESF Funding\" in which ESF funding was provided to support an 
ongoing 

text of AOA cable could be similar to Ref B 

increase provides funds for (the purpose of promoting 
inter-ethnic cooperation among democratic political parties 

in Burma.V 


13. (U) Please advise soonest. 
Martinez 
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fully committed to its missions in Afghanistan 

what is needed to lead the PRT and FSB successfully." 
Torrente emphasized that Spain will ensure that no caveats 
interfere with SpainVs ability to work effectively with other 
nations forces or otherwise to lead the PRT or FSB. 


5. (C) Torrente also noted that he thought it was unusual 
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that ISAF command had never expressed concern about caveats 
to the Spanish 

issue. He thought it more appropriate for the matter to be 

dealt with via NATO channels. 


6. (C) Comment: We think it unlikely that Spain will deploy 
to western Afghanistan with no caveats. The current 
political landscape in Spain will probably require the 
Spanish government to insert its national military 
authorities somewhere in the wiring diagram 

some of the troops' activities. 

MANZANARES 
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2 

Helsinki. Although Cros has been involved in work on the 
Congo Basin Forest partnership 

essentially without a job since being replaced as MFA Africa 
Director at the end of 2002. His official title has been 
Diplomatic Counselor. 


2. (C) When Cros left the Africa Department 

said it was because Cros had asked for a change 
performance since assuming his duties in July 2001 had been 
excellent. Our contacts in the Africa Department confirmed 
that because Cros\' wife was extremely ill 

cancer 

it had also become apparent during Villepin\'s frequent 
travels to Africa that Cros did not have the Foreign 

Minister's confidence. 


3. (C) We found Cros to be relatively open during his tenure 
as Africa Director and he maintained excellent relations with 
then-AF A/S Kansteiner. Cros has served overseas at the UN 
Pretoria 

and Indonesia. His English is approximately 3/3 plus. 
ROSENBLATT 


31945 

31946 

Death of Free Press 

Alliance Responsible 

Alliance.Y (Note: the \"Alliance\" refers to the ruling 

United PeopleVs Freedom Alliance coalition. End Note) Large 
preprinted posters bearing the Free Media Movement name and 
a photograph of Sivaram covered by a target read 

again 

diversity and dynamism of journalism." Former JVP (Janatha 
Vimukthi Peramuna) member and Free Media Movement founder 
Sunanda Deshapriya said to the crowd 

journalists in Jaffna or Tamil journalists in the South 
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journalists should be allowed to work anywhere. We\'re not 
for any political party - we are for freedom of expression." 


3. (U) TNA MP M.K. Eelaventhan said of Sivaram 

who disagreed with him loved to hear what he said.\" Another 
TNA MP 

political killings since the Cease Fire Agreement 

Sivaram wasn't a political man 

and stated the TNA would demand an international commission 
of inquiry into Sivaram\'s murder. Senathiraja also stated 
SivaramVs murder was Va clear indication that journalists 

are unable to carry out their duties to the public in an 
independent manner. This murder will have an impact on 
other journalists in publishing the truth." He agreed to an 
MTV interviewer\'s question that Sivaram\'s death might 
threaten the Cease Fire Agreement 

opinion that this is the work of the government with the 

EPDP intelligence unit. The LTTE has lost faith in 
government because all of these people are harbored in 
military camps.\" (Note: The Eelam People\'s Democratic 
Party 

and member of the governments coalition. End Note) 


4. (U) Comment: Some of the demonstrators were implicitly 
blaming the government while others expressed concern mainly 
for the free press environment. The demonstration 
represented the culmination of five days of media anguish 
over the death of a journalist that most of his colleagues 
respected. The rally demonstrated the outrage SivaramVs 
murder has caused across the political spectrum. Prominent 
journalists at a PD-organized DVC with the head of the 
International Center for Journalists on the same evening 

used the occasion to assert that Sivaram\'s murder represents 
a blow to press freedom in Sri Lanka. However 

government has not proposed any further restrictions on 
media 

columnists 

case will have a lasting effect on the relative freedom 
journalists here enjoy to pursue their profession. 

Journalists 

death 

the peace process. End Comment. 


Entwistle 
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the young men 

to their country and are subject to persecution as 
illegal aliens abroad. The Prosecutor\'s Office noted 
that it conducts such amnesties on a regular annual 
basis 
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evaders present themselves to enroll in the military 
service. 

EVANS 
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stories of the pro-independence \"Liberty Times 

biggest daily 

reported on ChenVs remarks in Kiribati that cross- 

Strait dialogue may come faster and earlier than 
expected. In the meantime 

carried reports saying Chen denied that there is a 
\"1992 consensus\" across the Taiwan Strait. The 
VLiberty Times reported on Chen\'s remarks on its front 
page from a different angle which headlined: \"Bian 
strongly criticized Lien\'s comments that the KMT will 
cooperate with China to counter Taiwan independence." 
In addition 

dailies carried State Department Spokesman Richard 
BoucherYs remarks Monday that the United States 
supports a dialogue across the Taiwan Strait and that 
Washington does not intend to try to manipulate or 
organize such a process. 


2. Almost all the editorials of the major Taipei 

dailies sought to evaluate Lien Chan\'s China trip. 
Editorials of the pro-independence V'Liberty Times 
\"Taiwan DailyW and the limited-circulation 
independence English-language \"Taipei Times!" defined 
Lien\'s trip as a journey of failure that will bring 

disaster for Taiwan. The centrist China Times!" 
editorial 

first page of a peace roadmap for both sides of the 
Taiwan Strait. The editorial of the limited- 

circulation 

Post\" also said Lien\'s ice-breaking trip will have far- 
reaching implications on Taiwan\'s domestic politics 

its relations with the mainland and the role Washington 
plays in cross-strait ties. End summary. 


A) \"It Is Easy to Sell out [OneVs] Country but Very 
Difficult to Pursue Honor - Something That Defeated 
Politicians Should Ponder\" 


The pro-independence V'Liberty Times" [circulation: 
600 


V. [KMT Chairman] Lien ChanWs trip to China was by no 
means a journey of peace but absolutely a journey of 
failure 

Communist Party (CCP) and betrayed Taiwan. Lien\'s trip 
is not a historical trip that ends civil war animosity 
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and starts the third round of cooperation between the 
KMT and CCP but a trip that seeks to join hands with Hu 
Jintao of the CCP in order to oppress and restrain 
Taiwan and Chen Shui-bian. . In short 

trip has exposed his narrow view 

mindset of hatred 

seeing himself as a ‘genuine Chinese. It is fortunate 
that Taiwan is a democratic country whose politicians 
need not to hide their mentality. It is even more 
fortunate that the voters in Taiwan made a correct 
judgment by not voting for Lien 

face an unprecedented disaster now." 


B) VLien Chan Fails to Secure Peace But Has Brought 
Disasters to TaiwanYs Democracy" 


The pro-independence V'Taiwan Daily" [circulation: 
150 


V. Lien\'s China trip has made things very clear: under 
the grand Chinese nationalism 

the Chinese Communist Party are merely "internal 
conflicts 

government under Taiwan\'s democracy are the real 
‘clashes between one country and its enemy.V This is 
the real historical disaster that Lien\'s China trip has 
brought to the democratic Taiwan.\" 


C) \"It\'s Time for Lien to Come Clean\" 


The pro-independence 
[circulation: 30 


\". LienVs trip has succeeded in cementing a place 
however small 

generated reasonable suspicion that he is preparing to 
act treacherously against Taiwan. On his return 
should present [President] Chen with a report on his 
trip. He should also instruct the KMT legislative 
caucus to end its boycott of the arms-procurement 
budget. This will help repair the damage he has done 
to his image among Taiwanese people. 


\"Lien must show that domestic stability is on his 
agenda 
Taiwan\'s basic interests do not coincide with his own.\" 


D) \"What Changes Has Lien Chan\'s China Trip Brought [to 
Both Sides of the Taiwan Strait]?\" 


The centrist 
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[circulation: 600 


\", First 

China trip has successfully transformed the atmosphere 
across the Taiwan Strait. Take a look at the cross- 

Strait atmosphere about one and a half months ago when 
Beijing insisted on enacting the Anti-Secession Law or 
the atmosphere around half a year ago when Taiwan was 
immersed in the heated debates of whether to change its 
names or hold a referendum on a new constitution. At 
that time 

concerned that unpredictable conflicts might occur 
anytime across the Taiwan Strait 

even strongly criticized Taiwan several times. Also at 
that time 

across the Taiwan Strait 

treaty or confidence-building measures. But now [we] 
hear proposals regarding cross-Strait peace and 
exchanges. The change of the atmosphere started 
immediately when Lien set foot in mainland China! 


\"Lien\'s trip to China has also uncovered the current 
mainstream public view in Taiwan; namely 

crave peace across the Taiwan Strait. Lien\'s China 
trip has won the majority of the Taiwan people\'s 
support despite the harsh criticism and attacks from 
the Green Camp. The approval rate of Lien\'s trip 
indicates that the "status quo\' yearned for by the 
Taiwan public now is not the status quo of “hostility 
and confrontationY but the status quo of "peace and 
interaction.V . 


\"Another point that is worth noting is that Lien\'s 
China trip has made it impossible for Beijing to avoid 
the "Republic of Сһіпа\ any more. Even though it may 
still be too early for Beijing to treat the ROC 

positively 

indirectly that both sides of the Taiwan Strait are now 
divided. . 


VPerhaps [we] will have to wait until [PFP Chairman] 
James Soong\'s trip to China 

future trip to China to see substantive breakthroughs 
in cross-Strait relations. But [we] believe that no 

one can deny that such a big historical transformation 
[with regard to the cross-Strait relations] was 
triggered by Lien. Lien\'s China trip has indeed 
unveiled the first page of a peace roadmap for both 
sides of the Taiwan Strait 

his role in the history! V 
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E) \"Lien\'s Triumphant PRC Visit May Have Wide 
Implications\" 


The conservative 
\"China Post\" [circulation: 300 
editorial (5/4): 


\"Main opposition KMT chairman Lien Chan returned home 
triumphantly yesterday after having made history 

through a high-profile eight-day Chinese mainland trip 

that culminated in a summit meeting with China\'s new 
paramount leader Hu Jintao. The ice-breaking trip will 
have far-reaching implications for Taiwan\'s domestic 
politics 

Washington plays in cross-strait ties. . 


\"The growing China fever brought about by the Lien 
visit could eventually erode the role the U.S. has been 
traditionally playing in relations between Taiwan and 

the Chinese mainland. Once the thaw is achieved in the 
political standoff across the strait 

able to directly deal with Beijing 

for Washington to play an intermediary role. 


\"If relations improve to the extent that leads to the 
conclusion someday of a peace agreement between Taipei 
and Beijing 

to invest heavily in military equipment. Such a 
development could reduce Taiwan\'s dependence on the 
U.S. for the supply of weapons. .V' 


PAAL 


31949 

one million Overseas Filipino Workers (OFWs) in the KSA as 
leverage in dealing with the GRP. (Comment: RMAS reports 
indicate Tahli may have terrorist finance links and is 
associated with Mayor Sema -- ref B. Talhi will likely be 
deported soon 

Philippine judicial process. End Comment.) 


3. (S/NF) There are precedents for such Saudi diplomatic 
interference in terrorist cases in 2005. After the arrest in 
Zamboanga on January 17 of Al Sughayir 

al-Qaeda and Jemaah Islamiyah (Jl) 

successfully pressured the GRP to deport him on January 18 
according to press reports as well as intelligence. In 

another case 

in March 2005 upon arrival in Manila from Saudi Arabia 
following identification of his name on an Interpol list of 
suspected terrorists 
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intelligence. Wali similarly interceded to take direct 
custody of Al-Arifi 

Arabia (ref C). 


4. (S) Comment: Septel in other appropriate channel will 
report on Wali\'s comments on these cases 

enhanced cooperation with the USG in counterterrorism in the 
Philippines 

instructed him to share information with us here. He clearly 
has powerful access and influence with senior GRP law 
enforcement officials 

important role the remittances of OFWs in Saudi Arabia play 
in keeping the weak Philippine economy afloat. With Saudi 
cooperation 

Saudi-based financiers to provide financial assistance to 
terrorists operating in Mindanao. On the other hand 

cannot yet dismiss the possibility that the Saudi 
Ambassador\'s priority objective is to safeguard and protect 
at least certainly possibly well-connected Saudi citizens -- 
regardless of their possible links also to terrorist groups. 
Ricciardone 
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BOFT said it would greatly increase the scope of its export 

license requirements once a robust mechanism for end-user 
checks is established. BOFT also spoke of its progress on 
preparing a report responding to UNSCR 1540 and indicated KMT 
Chairman Lien Chan may have discussed cross-Strait confidence 
building measures while in China. End summary. 


2. (C) AIT met with Ministry of Economic Affairs BOFT 

officials in their offices on April 29. In the meeting BOFT 
emphasized the importance of a Vrapid evaluation mechanism" 
direct communications channel between itself and USDOC for 
the purpose of conducting end-user checks on exports of 
sensitive materials to sensitive areas. BOFT presented AIT 
with a written outline of its proposal for of the parameters 

of the new procedures (a translation of the document has been 
sent separately to EAP/TC). 


3. (C) BOFT said that once a reliable communications channel 
is established 

export license requirements 

for a much larger number of exports. The first stage of 
expansion would be to require a license for all machine tool 
exports in Harmonized Tariff System (HTS) categories 8456 
through 8466 bound for \"sensitive\" destinations 

end-user has been previously checked and no new information 
about the end-user is available. This expansion alone will 
cause the estimated volume of requests for USDOC end-user 
checks to jump from the current 2-3 per month to around 2 per 
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day (Taiwan is now the world\'s fourth largest exporter of 
machine tools.) 


Why China is Not on the Restricted List 


4. (C) The BOFT list of sensitive areas includes seven 
countries: Cuba 
Sudan 


5. (C) Comment: The deletion of China from the list of 
sensitive areas is a new and surprising development. This is 
especially surprising since technology loss to China is 
currently a hot media and political topic in Taiwan. 
Apparently 

officials that the rationale for restrictions on trade with 

and investment in China is to protect Taiwan trade secrets 
and commercial advantages rather than preventing weapons 
proliferation. This was one of the observations highlighted 
by the EXBS trainers during their presentations on export 
control laws and regulations in March 2005. Exports to China 
will still be restricted through mechanisms like the pending 
technology protection law 

investment in China 

contains a list of items related to silicon wafer production 
that are banned from export to China. End comment. 


Keep it Simple 


6. (C) Based on the advice received in the April 28 

overnight (ref B) 

Chinese language product catalogues 

photos 

wanted a U.S. opinion on was not workable. We suggested that 
BOFT limit its submissions to USDOC related to end-user 
checks to English language information that can be 
transmitted in V'cable format.\" BOFT proposed a maximum 
waiting time of two weeks for a U.S. response. BOFT agreed 
that the \"rapid evaluation mechanism\" would not work unless 
it was simple 


UNSCR 1540 


7. BOFT also said it had made considerable progress on 
Taiwan\'s UNSCR 1540 report. (Note: While Taiwan is not a UN 
member 

whenever possible 

prepare a UNSCR 1540 report. End note.) Taiwan committed to 
deliver its report by May 20 
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report was difficult to prepare because of the complexity of 
the issues and number of government agencies involved 
was trying its best to meet the May 20 deadline. 


Lien ChanVs China Talks Cover CBM 


8. BOFT indicated that some of Lien Chan\'s staff 
accompanying him to China had been briefed on &Confidence 
Building Measures8 (CBM) as presented in the recent course 
offered by Sandia Labs in New Mexico earlier this year for 
Taiwan officials. BOFT believed that CBM would be a major 
topic of the KMT discussions in China. 
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presence\" of the US military in the Asia-Pacific region. 

Winai commented that the Thai military was in the South to 
provide support for the understaffed police and would stay 

for at least one to two years to provide stability. He 

regretted Thailand\'s initial assessment that hooligans were 
responsible for Southern violence and said that Thai leaders 
now blamed the problems on youth who had been misled by 
religious teachers. Winai reiterated that Thailand was 

trying to win the V'hearts and minds\" of Thai Southerners. 
Regarding Burma 

patrols as a normal and necessary activity between 
neighboring countries. He asserted that Burma would not have 
democracy anytime soon 

surely use the upcoming National Convention to ensure it 
stayed in power. He opined that Chinas regional clout would 
continue to grow Vfaster than everyone expects". END SUMMARY 


2. (U) Admiral William J. Fallon 

Command (PACOM) met with the Chairman of Thailand\'s National 
Security Council 

Bangkok. Both men expressed their satisfaction with the 

state of the military and security relationship between the 

U.S. and Thailand 

U.S.-Thai coordination and cooperation after the December 26 
tsunami 


SIPDIS 

military exercise. General Winai expressed his pleasure with 
the new multilateral nature of Cobra Gold 

commented that the inclusion of the Japanese in the exercise 
was a welcome development. General Winai spoke of the 
importance of retaining a strong U.S. military presence in 

the Asia-Pacific region 
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NEW ROLES FOR THE THAI MILITARY 


3. (C) When asked about the military presence in the South 
Winai emphasized that Thailand was trying to have its 
military play a greater role in assisting national 
development and helping with disaster relief in addition to 
its traditional combat-oriented duties. He noted that 
although there had been a lot of criticism directed at 
Thailand\'s deployment of troops to the South 

deployment was necessary for the security of the region. 
Before the RTA beefed up its presence there 

region had \"less than 50 percent" of the personnel needed to 
effectively police the area. The military was there to help 
provide stability and to work \"side-by-side\" with the police 
he said. 


CONTINUED MILITARY PRESENCE 


4. (C) Winai added that it was essential for the military to 
stay in the South for at least one to two more years. 
Nonetheless 

being considered in certain districts in the three 
Southernmost provinces. Winai asserted that ThailandVs 
number one priority was to provide safety and security to 
innocent people 

been successful in doing this in the South. Although 
Thailand was trying hard to win the hearts and minds of the 
people 

cooperate with government officials. The RTG 

needed to find a way to regain the confidence of the 
population. 


PAST MISTAKES 


5. (C) Winai regretted that the Thai Governments initial 
assessment of the situation in the South was Vnot 100 percent 
correct". While Government officials had originally believed 
the violence was caused by poverty 

drug addicts 

young men responsible for the unrest had been V'indoctrinated 
by their religious teachers. When asked whether Thai 
Muslims were well represented in local administration 

replied that 

of Thai Muslims in schools 

existed 

Winai told Admiral Fallon that the RTG was working to improve 
Thailand\'s image in Muslim countries in order to counter 
negative perceptions resulting from its handling of the 

violence in the South. 
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FRANK TALK ON BURMA 


6. (C) When asked about ThailandVs recent invitation to Burma 
to begin joint border patrols 

felt the need to have a mechanism in place to ensure that 
minor border disputes did not escalate into larger conflicts 
arguing that these patrols were a normal matter of course for 
two neighboring countries. He also noted that Burma V'always 
accuses" Thailand of assisting dissident groups on the 

border 

some merit to the claims. He emphasized that Thailand now 
had a policy of not providing any assistance to armed 

dissident groups on the border. In his closing comments 

Winai added that Thailand was \"embarrassed\" that there were 
those who perceived its policy towards Burma as being at odds 
with that of the international community. 


7. (C) Winai noted that there had recently been some major 
changes in the Burmese government resulting in the former 
Prime Minister being sacked. He also noted that when the 

Thai Supreme Commander Chaisit Shinawatra led a delegation to 
Burma in February 

to emphasize that widespread international rumors of 

continued rifts within the governing SPDC were untrue. The 
Burmese admitted to V'having problems!" since October 

that they were looking forward to reconvening the National 
Convention. 


8. (C) Winai said that he did not expect much real progress 

to be made on Burma. \"If (Americans) expect to see real 
democracy in Myanmar 

speculated that the Burmese government would use every means 
at its disposal to influence the writing of a new 

constitution to maintain its grip on power. It would be 

highly unlikely for any government in Rangoon to be able to 

meet Western standards for democracy any time soon 

opined. 


CHINA 


9. (C) Winai suggested that China\'s importance as a regional 
economic power would definitely continue to grow 

even faster than everyone expects.V This would probably lead 
to the development of a stronger Chinese military. After 
Admiral Fallon noted that military expenditures in China were 
already on the increase 

reason that Thailand favored a continued strong U.S. military 
presence in the region. Winai added that relations with 
China would be a good discussion topic for Admiral Fallon\'s 
May 4 meeting with Prime Minister Thaksin. 

BOYCE 
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that would prohibit US firms from participating (reftels). 
Following Bell Helicopter\'s withdrawal from the competition 
and Boeing\'s threat to do likewise 

Head Sedat Guldogan notified Deputy PolMilCouns on April 26 
that SSM has decided to issue a revised tender in the coming 
weeks that softens some of the liability clauses and to 

extend the bid submission deadline from June to Fall 2005. 
However 

tender 

revision will meet all of Boeing\'s concerns and allow the 
company to bid. At the same time 

in lengthy and difficult negotiations with SSM over a $400 
million proposal for 12 additional Seahawk helicopters. 
Beyond the onerous terms of each individual tender 

defense industry and Embassy representatives agree that SSM 
approaches every deal as a win/lose proposal 

further concessions from the companies even after a contract 
is signed 

loss. At a meeting before the press conference 

agreed to arrangement of a subsequent meeting to discuss 
these issues with the Ambassador. 


4. (S) Also at the meeting with Gonul 

recalling the constant barrage of negative Turkish press 
accusing the US of doing nothing to combat the PKK 
highlighted another positive development in the bilateral 
relationship -- the US offer of a TGS link into the US 

Central Command\'s CENTRIX (Combined Enterprise Regional 
Information Exchange System) 

which coalition partners can share data 

a list of PKK High Value Targets provided by TGS to CENTRIX 
to aid Multi-National Force - Iraq (MNF-I) forces to identify 

and detain them if encountered during normal MNF-I 
operations. In raising the issue 

that it is inaccurate and unreasonable for the GOT to say 

that the US has done nothing to combat the PKK. While 
accepting that more could be done 

government acknowledge those positive steps the US has taken. 


EDELMAN 
31955 
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Nitzanim. All media reported that in a \"marathon\" 
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hearing Tuesday 

petitions against the disengagement plan. Chief 

Justice Aharon Barak said that the settlers pleas 

before the court \"penetrated the heart 

will not render a ruling according to the heart only. V" 

The media quoted influential Justice Mishael Cheshin as 

saying: \"The people decided to disengage 

must рау.” Cheshin also commented: “Тһе Evacuation- 
Compensation Law viewed the data in a cold manner and 
did not relate to the human dignity of the settlers. V' 


Jerusalem Post reported that in a marked reversal" 
Sharon hinted at a meeting with senior ministers 
Tuesday that he is opposed to the destruction of houses 
to be left behind in Gaza. Yediot says that Sharon 

told his ministers that he is still hesitant on the 

matter. The cabinet will vote on the matter on Sunday. 
Several media reported that Finance Minister Binyamin 
Netanyahu is the only minister who has spoken out 
clearly in favor of a \"scorched earth" policy. Labor 
Knesset Member Haim Ramon told Israel Radio this 
morning that Netanyahu\'s comments are meant to thwart 
disengagement. 


Yediot quoted James Wolfensohn 

Quartet on the Gaza disengagement 

that starting next week the World Bank will dispatch 
teams to Israel to assist Israeli-Palestinian 
coordination of the civilian and economic aspects of 
disengagement. 


Israel Radio reported that on Tuesday 

for Intelligence and Secret Services of the KnessetVs 
Foreign Affairs and Defense Committee sent an urgent 
letter to the members of the diplomatic security 
cabinet 

Egyptian forces along the Philadelphi route. The 
subcommittee\'s members wrote that the SinaiVs 
demilitarization is a basic principle of Israel's 

security and that Egypt\'s insistence on positioning 800 
troops -- not policemen -- in the area may be aimed at 
violating the principle of full demilitarization. 

Speaking on Israel Radio this morning 

Binyamin Netanyahu said that the Egyptian positioning 
of forces in the area could bring about the end of the 
peace treaty with Egypt. 

Speaking on Israel Radio this morning 

Silvan Shalom stressed the importance of his visit to 
Mauritania on Tuesday. (Demonstrations took place in 
that country during the visit. He said that he told 

the Mauritanian leaders that the disengagement will 
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take place in mid-August. HaVaretz and Yediot reported 
that Mauritanian President Maaouya Ould Sid Ahmed Taya 
told Shalom that all Arab countries want peace. 

HaVaretz quoted Taya as saying that additional Arab 
countries will join the peace process as relations 

between Israel and the Palestinians improve. Yediot 
quoted Taya as saying that he is proud of his countryVs 
relations with Israel. 


Leading media reported that the PA has released one to 
three men (reports varied) from a suspected Hamas squad 
which it had arrested after a gun battle in the Gaza 

Strip. Yediot and Jerusalem Post reported that PA 
Chairman [President] Mahmoud Abbas released one of the 
suspects following pressure from Egypt. Jerusalem Post 
cited a Shin Bet report published on Tuesday 

to which there was a 54 percent increase in attacks in 

the territories in April compared to the previous 

month. 


Jerusalem Post and other media quoted the Jerusalem 
police as saying that on Tuesday 

offices of Revava 

that was working against the planned disengagement of 
the Gaza Strip. 


Jerusalem Post reported that on Tuesday 

condemned the intention to upgrade the status of the 
College of Judea and Samaria in Ariel (West Bank) to a 
university and called on the U.S. to block the move. 
The media reported that heads of leading Israeli 
universities sharply criticized the move. 


All media reported that the Labor Party\'s five 
leadership candidates kicked off their race on Tuesday 
with mutual accusations 

clashing polling figures 

Ehud Barak to prevent Knesset Member Amir Peretz 
Histadrut Labor Federation\'s Secretary-General 
running. The party\'s primary will culminate on June 28 
at the polls. 


Jerusalem Post reported that U.S. Jewish groups mostly 
support John BoltonYs nomination as U.S. representative 
to the UN 

lobbying for the appointment. The newspaper recalls 
that Bolton was instrumental in getting the \"infamous\" 
1975 UN resolution equating Zionism with racism 
repealed. 


All media reported on Holocaust Memorial Day events 
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which will start tonight and continue through Thursday 
night. The media reported that Sharon will join the 
\"March of the LivingW in Auschwitz-Birkenau on 
Thursday. 


Jerusalem Post quoted a senior officer in the IDFYs 
Northern Command as saying Tuesday that contrary to 
rumors 

border coinciding with the pullout from the Gaza Strip 
is unlikely. 


Israel Radio quoted Iranian FM Kamal Kharazi as saying 
that Israel\'s weapons arsenal endangers the world. The 
radio quoted IDF Chief of Staff Moshe YaValon as saying 
that although Iran does not pose an immediate threat 

its nuclear program should worry Israel. 


HaVaretz quoted former ambassador to Israel and 
assistant secretary of state Martin Indyk as saying 
that the idea that the U.S. is opposed to extremism 
not to Islam 


Israel Radio reported that this morning an anarchist 
group is trying to prevent the felling of an olive 
grove near the West Bank village of BilVin. 


Maariv 

Azzam 

jail five months ago 

Pollard at a Jerusalem rally Tuesday. Maariv quoted 
Azzam as saying: V What | suffered is nothing compared 
to what he must be suffering.\" Jerusalem Post reported 
that at the meeting 

described Pollard as a V'strong 

suffering tremendous hardship at the hands of his 
incarcerators. 


Independent 

government decision to turn the college in [the 
settlement town of] Ariel into a university is one of 
those decisions meant to demonstrate the kind of 
political determination that eventually turns out to be 
a stupid provocation and ends up being costly and 
damaging for future generations. V 
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Nationalist 

is a big trickster who very shrewaly deceives Israel 
and the Western states 

promised in order to eliminate terrorism. V" 


Conservative 

VAs [Natan] Sharansky is rightly saying 

give peace a chance 

mustn\'t become a vacuous mantra but 

placed high on our national agenda and pursued in 
earnest. V 


Block Quotes: 


|. \"Stuck in the Throat" 


Independent 

4): "The government decision to turn the college in 
[the settlement town of] Ariel into a university is one 
of those decisions meant to demonstrate the kind of 
political determination that eventually turns out to be 
a stupid provocation and ends up being costly and 
damaging for future generations. That distinction is 
also true regarding the establishment of Ariel itself 
and its neighboring settlements. The government 
intended to prevent the establishment of a Palestinian 
state next to Israel. Now 

right has recognized the need to divide the country 
between the two nations 

use subterfuge to make the illogical situation that has 
been created in the territories permanent 

against the interests of both the State of Israel and 
its own policies.... Any further development of Ariel 
by exploiting the fact that the world is expecting the 
Gaza disengagement 

about applying any further pressure on the government 
is a sign of continued blindness when it comes to the 
settlements. Any solution involving the annexation of 
settlement blocs to Israel is not an opening to 
unrestrained actualization of the term Vbloc. VV" 


II. V'Again -- Rockets at Sderot" 


Nationalist 

VOn Monday afternoon 

rockets in the direction of the city of Sderot.... 

Residents of Sderot and the adjacent areas are made to 
pay the price of a peace that will not exist. They are 

the victims of the fact that Abu Mazen is a big 

trickster who very shrewdly deceives Israel and the 
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Western states 

order to eliminate terrorism.... Only through divine 
providence have disasters recently been prevented when 
terrorists were caught on their way to carrying out 
suicide bombings; it is not clear why [Israel\'s] 
government and defense establishment don\'t treat this 
as if those acts had in fact been committed. Are 

Sharon and his defense minister waiting to act until 
Jewish blood is spilled?\" 


III. \"Sharansky\'s Message" 


Conservative 

(May 4): V'What [Natan] Sharansky had to say in his 
resignation letter cuts across the usual stale debate 

and goes to the heart of our unending struggle for 
security and peace. Sharansky\'s basic argument is that 
disengagement ought to be linked to democratization 
among the Palestinians and that failure to hinge it on 
fundamental reforms in fact undermines the likelihood 
of change and underpins terror. While we do not 
endorse the absolute conditioning of Israeli policies 

and actions on Palestinian change 

ignore Sharansky\'s fundamental orientation -- the same 
thinking that he personally outlined to Bush six months 
ago 

Israel ought to be no less interested than the American 
president.... There is every reason to assert that 

Israel 

pressure the Palestinians to clean up their act. So 

far меууе had a surfeit of lip service but inordinate 
readiness to fall for what palpably are PA ploys and a 
facade of freedom.... Democracy must be inculcated as a 
sociocultural mind-set 

press 

and a free market. Above all 

from fear.... Crucially for IsraelVs interests 

truly free society can make a truly lasting peace. And 
SO 

peace a chance 

become a vacuous mantra but 

high on our national agenda and pursued in earnest. We 
owe it to someone of Sharansky\'s international stature 
to pay attention to his message. We also owe it to 
ourselves." 
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Summary: 


Senior columnist and chief defense commentator Zeev 
Schiff wrote in independent 

focusing on Israel 

violations by others." 


Block Quotes: 


VLow Profile Vs. Activist Approach!" 

Senior columnist and chief defense commentator Zeev 
Schiff wrote in independent 

4): VIsrael may not be at the center of the debate of 
the conference 

Nuclear Non-Proliferation Treaty (NPT).... However 
Egyptians are making an effort to put Israel at the 
center of the discussions on the grounds that it is the 
only Middle Eastern country that is not a signatory to 
the NPT 

constant pressure on it. By focusing on Israel 
Egyptians are ignoring flagrant violations by others: 
The argument with the Iranians over their nuclear 
activity continues 

the last 18 years. Egypt also has forgotten Dr. Abdul 
Qadeer Khan 

sold his country\'s nuclear secrets. In any case 
current assessment is that if Egypt tries to push its 
anti-Israeli proposals 

countries friendly to Israel will prevent passage of 
decisions that include sanctions. 


OLSEN 
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the long standing problem of V'tailored sentencing 

sentences decided through consultations among judges before 
a trial takes place 

yet issued the necessary instructions to guide the 
implementation of amendments to the Criminal Procedures Code 
that allow for American adversarial litigation. Aside from 
easing restrictions on the amount of time lawyers are 

allowed to address the court 

changes to the existing system of French-style 

\"investigative\" courtroom procedures. However 

of the amended Code has contributed to raising public 
awareness about citizensY basic rights. The Politburo has 
reportedly adopted a long-term plan on judicial tasks that 
would give courts more power. End Summary. 
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Criminal Litigation Reform Yields Few Concrete Results 


2. (SBU) Ngo Cuong 

Court (SPC) Judicial Affairs Journal 

although the CPV Secretariat issued in 2002 a resolution on 
“urgent judicial tasks" that encouraged a move toward 
adversarial litigation 

on an introduction of this new style of litigation. As a 

result 

style \"investigative\" courtroom procedures -- in which the 
judge leads the questioning of the witness. The amended 
Criminal Procedures Code that took effect July 2004 contains 
Vnice words" about adversarial litigation 

not issued any other instructions or guidance for legal 

bodies on the necessary changes to the way they should carry 
out their duties. The revised Code theoretically allows for 
defense lawyers to collect evidence 

specifically for how they can do this. The lack of guidance 

on the involvement of defense lawyers during the 
investigative process increases the likelihood that the 

court\'s panel of judges could be overly influenced by the 
police and the prosecutor 


3. (SBU) Cuong 

Judicial Studies at the SPC 

generally act in a V'traditionally safe manner" They tend 

to issue V'tailored sentences" agreed upon among the judges 
in charge of a case based solely on the information included 
in the police investigation 

the bench and the prosecutors in more complicated cases. 
There are exceptions in which defense lawyers prove to be 
\"exceptionally persuasive 

judgment panel calls on the investigators to conduct 
additional investigations 

due to \"lack of evidence.\" By doing so 

which includes at least one judge and two lay assesors 
essentially on the \"same side\" as the prosecutor 

\"violates basic rules 

tendency to the lack of life-long judge appointments 

leads to the dependency of judges on court officials who 
control judicial re-appointments 

years. 


4. (SBU) Echoing Cuong\'s comments 

country\'s most well-known lawyers and a former senior staff 
member of the State and Law Institute 

biggest obstacle to the actualization of an adversarial 

style of litigation in Vietnam is the common practice in 

which judges consult with court officials to reach a 
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\"consensus\" on possible sentences before a trial takes 
place. The only good thing about the amended Criminal 
Procedures Code is that lawyers now have fewer time 
restrictions on them when they address the court 
articulated. 


Red Tape Constricts Defense Counsel 


5. (SBU) Hai criticized law enforcement agencies 
investigative offices 

defense lawyers. Defense lawyers often have to wait a long 
time before receiving a \"certificate\" from the investigation 
office that would (in theory) allow them access to the 
charged. Acquiring this certificate requires them to 

present a number of documents 

licenses 

for and copies of labor contracts with the law office. In 
many cases 

present documents from the charged requesting them as 
counsel 

defense attorney has to meet with the charged. Previously 
defense lawyers only had to present a letter of introduction 
from the law office 

the family of the charged. V'It does not seem right that we 
now have many more requirements and much more paperwork" 
Hai grumbled. 


6. (SBU) Another obstacle to a more adversarial system is 
the general unwillingness of investigators to help by 
granting defense attorneys access to case dossiers. Hai 
complained that lawyers often have a hard time getting 
\"access\" to investigators 

physically out of the office." Making copies of documents 
is also a problem 

refuse to help by citing the unavailability of photocopiers 
or simply saying 


7. (SBU) Ngo Huy Cuong 

Hanoi National University 

investigators and prosecutors is a great concern. 
Prosecutors often fail to successfully present their cases 
in court 

college degrees. Cuong believes that the trend of judges 
basing their sentences almost exclusively on investigation 
results -- rather than on an V'adversarial litigation style 

-- has caused the high number of judicial mistakes in 
Vietnam 


Courts to Have More Power 
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8. (SBU) According to Ngo Cuong 

classified resolution on strategic tasks in the area of 

judicial reform in Vietnam for the years 2006-2020. The 
resolution requires further revisions to the existing 

Criminal Procedures Code as well as the Civil Procedures 
Code. Those amendments are apparently designed to better 
protect citizens rights (as opposed to the rights of 

judicial agencies) and facilitate VietnamVs entry into the 
WTO. It stresses the necessity of having more qualified 
judicial workers 

undertaken on changes to the current judicial system 

as creating a more significant role for the courts. The 

courts may be given control over the investigation process 
while the Procuracy could well become a Prosecutor\'s Office 
under the Government. The resolution makes clear 

that no possible changes with regard to the Procuracy would 
take place before 2010. 


9. (U) The Politburo\'s resolution stresses the strengthening 
of the Party\'s leadership over the judicial system. It 
specifically requires that presiding judges of People\'s 

Courts at all levels to be standing members of Party\'s 
Committees at the same level. In other words 

Judge of the Supreme PeopleVs Court would need to be in the 
Politburo or at least a member of the Secretariat. 


10. (SBU) Ngo Cuong 

of Nguyen Van Hien 

a member of the CPV Central Committee who has the rank of 
Deputy Prime Minister 

over the current limited power of the courts. Hien 

reportedly compared the Party to a big conical hat that 
overshadows a small bowl representing the National Assembly 
which in turn overshadows a small dot 

Vsuch a thing is truly irrational.\" 


11. (U) Comment: VietnamVs inability to follow through on 
its intention to create a more adversarial litigation style 

is reflective of the difficulties in overcoming the 

courtroom traditions established by the French. At least 
the passage of the amended Criminal Procedures Code in 2003 
has contributed some to raising public awareness about 
citizens\' rights while seemingly sending a message to law 
enforcement agencies about the need to correct the current 
widespread problems of police abuse and judicial mistakes. 
In one case 

Committee to offer compensation to victims of judicial 
mistakes (ref. B). End comment. 

MARINE 
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PIERRE ROUSSELIN WRITES ABOUT A "HISTORIC THIRD MANDATE\" FC 
BLAIR. INSIDE 

TORN BETWEEN EUROPE AND THE U.S.\" (SEE PART C) CATHOLIC LA 
CROIX HEADLINES \"TONY BLAIR: HEADING FOR A WIN\" WHILE 
COMMUNIST L'HUMANITE HEADLINES: \"TONY BLAIR: THE IRON МАМ," 


U.S. TRADE REPRESENTATIVE ROBERT PORTMAN IS PORTRAYED BY 
GILLES BIASSETTE IN CATHOLIC LA CROIX: "PROMOTING FREE TRADE 
IN THE U.S. AS WELL AS IN EUROPE HAS BECOME A DIFFICULT TASK. 
BUT PORTMANVS POLITICAL EXPERIENCE IN THE U.S. AND HIS 
KNOWLEDGE OF HOW CONGRESS WORKS WILL BE USEFUL. BECAUSE 
NEGOTIATING FREE TRADE IS ALSO NEGOTIATING WITH LOCALLY 
ELECTED POLITICIANS. BESIDES TRADE CONFLICTS WITH CHINA 
PORTMAN WILL BE DEALING WITH BRUSSELS OVER AIRLINE SUBSIDIE: 
ON MONDAY 

REITERATED THAT `A NEGOTIATED SOLUTION REMAINS THE PREFERR 
OPTION IN THE AIRBUS-BOEING ISSUE.\" 


PRESIDENT CHIRAC\'S TELEVISED INTERVIEW LAST EVENING TO PRON 
THE "YESY FOR THE EU REFERENDUM IS WIDELY REPORTED. 
COMMENTATORS CALL HIS INTERVENTION WA REMEDIAL LESSON\" AIM 
AT CORRECTING THE NEGATIVE IMPACT MADE BY HIS PREVIOUS 
TELEVISED \"SHOW\" WITH 80 YOUNG PEOPLE IN APRIL. HIS 
AFFIRMATION THAT "ITER WILL BE BUILT IN FRANCE\" IS REPORTED ΟΙ 
THE FRONT PAGE OF ECONOMIC LES ECHOS. IN RIGHT-OF-CENTER LE 
PARISIEN JEAN DARRIULAT COMMENTS: \"IT WOULD APPEAR THAT THE 
EUROPEANSY PERSEVERANCE IS PAYING OFF. NOT ONLY FINANCIALL" 
BUT POLITICALLY. AFTER PRESIDENT BUSH\'S RE-ELECTION 

DESIRE TO FIX RELATIONS WITH THE EUROPEANS AFTER THE IRAQI 
HORNETSY NEST 

HAD A PREFERENCE FOR THE SITE AND WISHED FOR AN AGREEMENT 
BE REACHED BETWEEN THE EUROPEANS AND THE JAPANESE." 


RIGHT-OF-CENTER LE FIGARO CARRIES AN OP-ED BY FORMER NEWSV 
PARIS BUREAU CHIEF TED STANGER ON PRESIDENT CHIRAC AND 
TRANSATLANTIC RELATIONS. (SEE PART C) 


ALEXANDRE ADLER WRITES A COLUMN IN LE FIGARO TITLED 'BUSH 
HISTORY AND ITS CHOICES." HE DEFINES THE STATE OF THE WORLD 
TODAY 

NEW GOVERNMENT 

INDIA'S NEW DIALOGUE) BUT ALSO IRANYS NUCLEAR TEMPTATIONS Al 
THE OPTIONS OPEN TO PRESIDENT BUSH. (SEE PART C) 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
EUROPE: MAY 5 UK ELECTIONS 


VBUSH TORN BETWEEN EUROPE AND THE U.S\" 
JACQUES DUPLOUICH IN RIGHT-OF-CENTER LE FIGARO (05/04): 
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VBEYOND THE WAR IN IRAQ AND THE ISSUE OF ITS LEGITIMACY 
TRANSPIRED WAS THE NATURE OF TONY BLAIRVS FOREIGN POLICY 
RELATION TO WASHINGTON 

EUROPE IS ESSENTIAL IN BLAIR\S EYES 

IMPORTANT. THIS IS WHY HE HAS SUGGESTED HE SERVE AS A BRIDG 
BETWEEN THE OLD AND THE NEW CONTINENT. HE CANNOT AND DOES 
WANT TO CHOOSE 

EUROPEAN AND ATLANTICIST. TONY BLAIR HAS DEFINED THREE 
OBJECTIVES RESULTING FROM THIS POSTULATE: TO ANCHOR GREAT 
BRITAIN AT THE CORE OF AN ENLARGED EUROPEAN UNION 

INSTATE ITS STRATEGIC INFLUENCE. AND TO PARTICIPATE IN 
EXPANDING POLITICAL AND ECONOMIC LIBERTIES BY FAVORING 
DEMOCRATIC EXPANSION THROUGH THE FIGHT AGAINST POVERTY. B 
SOME SEE BLAIR AS THE “TROJAN MULEY OF U.S. INTERESTS ON THE 
OLD CONTINENT \" 

TRANSATLANTIC RELATIONS 


VCHIRAC IN THE MIDST OF A TRANSATLANTIC TEMPEST\" 

TED STANGER IN RIGHT-OF-CENTER LE FIGARO (05/04): “FOR OVER 
TWO CENTURIES FRANCO-AMERICAN RELATIONS WERE BASED ON A \ 
USEFUL HYPOCRISY: THE TWO COUNTRIES WERE SUPPOSED TO BE 
FRIENDS. CHIRAC AND BUSH HAVE TOGETHER DISPELLED THIS 
ILLUSION. THE TRUTH IS THAT WE ARE NO LONGER EVEN FALSE 
FRIENDS. CHIRAC IS ONLY SUPERFICIALLY INTERESTED IN THE 
ATTEMPTS TO IMPROVE RELATIONS BETWEEN PARIS AND WASHINGT( 
THE RAPPROCHEMENT ATTEMPTS ARE MORE VIRTUAL THAN REAL 
THE LESS THAN CONVINCING VISIT TO PARIS BY SECRETARY OF SATE 
RICE AND PRESIDENT BUSH\'S TRIP TO BRUSSELS 

CHIRAC MANAGED TO NEVER LOOK EACH OTHER IN THE EYE. IN SPITE 
ΟΕ FRANCE\'S NUCLEAR ABILITY 

MILITARY ALLY. THIS TRUTH IS EVEN GREATER TODAY THAN 50 YEARS 
AGO. FRANCEVS STANCE ON IRAQ HAS NOT PROTECTED IT FROM 
TERRORISM AND HOSTAGE TAKING. WHAT BETTER ALLY TO PROTECT 
FRANCE IS THERE THAN THE U.S.? BUT THE MONTHS AND YEARS TO 
COME ARE NOT PROMISING ONES FOR THE FRANCE-AMERICA DUO. W 
BARNIER WAS ABLE TO PLAY THINGS DOWN WITH WASHINGTON 
WASHINGTON IS AFRAID THAT DE VILLEPINVS POSSIBLE NOMINATION , 
PRIME MINISTER COULD TRIGGER A NEW CONFRONTATION. BETWEEN 
FRANCE AND THE U.S. THAT WOULD BE AS FRUITLESS AS THE LAST 
ONE. IT IS NOT EASY FOR CHIRAC TO DEAL WITH THE AMERICAN 
SUPERPOWER 

HOUSE. UNFORTUNATELY 

TO LINK UP WITH THE OLD TRADITION OF FRENCH DIPLOMACY WHEN 
FRENCH LEADERS WERE ABLE TO DISCREETLY GIVE ADVICE TO THE ^ 
IN THE WHITE HOUSE." 


\"BUSH AND THE HESITATIONS OF HISTORY 

ALEXANDRE ADLER IN RIGHT-OF-CENTER LE FIGARO (05/04): 
VPRESIDENT BUSH CAN BE PROUD OF HIS ACHIEVEMENTS IN THE MID 
EAST. EVEN IF DARK SPOTS REMAIN. BUT IRANYS NUCLEAR 
ASPIRATIONS REPRESENT A DIFFICULT CRISIS THAT NEEDS TO BE 
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ADDRESSED. MILITARILY SPEAKING 

CAPABILITY OF DETERRENCE VIS-A-VIS THEIR IRANIAN ADVERSARY AN 
PARTNER. THE BUSH ADMINISTRATION MUST MAKE A CHOICE IT HAS ^ 
PREPARED FOR. JUST AS IT MUST MAKE A CHOICE IN ITS TRADE 
RELATIONS WITH CHINA. IN LATIN AMERICA A DANGEROUS PHENOMEN 
IS BREWING. SECRETARY RICESV RECENT TRIP WAS AN ATTEMPT ТО 
CONJURE THE TEMPEST. BUT A CONFRONTATION WITH VENEZUELA S 
TO BE IN THE WORKS. THE CHOICES FACING THE U.S. REMAIN IN THE 
REALM OF THE POSSIBLE EVEN IF THEY ARE PAINFUL CHOICES 
BECAUSE THEY ARE IN OPPOSITION TO BUSHVS BASIC IDEOLOGY. BUT 
IF THE U.S. PRESIDENT 

MANAGES TO SEPARATE THE ISSUES IN LATIN AMERICA 

FIND AN OUT FROM THE ISLAMIC REVOLUTION AND HELP CHINA IN ITS 
TRANSITION. THEN THE PRECIOUS ACHIEVEMENTS REACHED THANKS 
THE PRESIDENT\'S POLITICAL AND MILITARY COURAGE WILL BE 
PRESERVED. IF NOT 

FRIGHTENING STORMS." ROSENBLATT 
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PIERRE ROUSSELIN WRITES ABOUT A VHISTORIC THIRD MANDATE" FC 
BLAIR. INSIDE 

TORN BETWEEN EUROPE AND THE U.S. (SEE PART С) CATHOLIC LA 
CROIX HEADLINES \"TONY BLAIR: HEADING FOR A WIN\" WHILE 
COMMUNIST L'HUMANITE HEADLINES: \"TONY BLAIR: THE IRON MAN." 


U.S. TRADE REPRESENTATIVE ROBERT PORTMAN IS PORTRAYED BY 
GILLES BIASSETTE IN CATHOLIC LA CROIX: \"PROMOTING FREE TRADE 
IN THE U.S. AS WELL AS IN EUROPE HAS BECOME A DIFFICULT TASK. 
BUT PORTMANVS POLITICAL EXPERIENCE IN THE U.S. AND HIS 
KNOWLEDGE OF HOW CONGRESS WORKS WILL BE USEFUL. BECAUSE 
NEGOTIATING FREE TRADE IS ALSO NEGOTIATING WITH LOCALLY 
ELECTED POLITICIANS. BESIDES TRADE CONFLICTS WITH CHINA 
PORTMAN WILL BE DEALING WITH BRUSSELS OVER AIRLINE SUBSIDIE: 
ON MONDAY 

REITERATED THAT `A NEGOTIATED SOLUTION REMAINS ΤΗΕ PREFERR 
OPTION\' IN THE AIRBUS-BOEING ISSUE.\" 


PRESIDENT CHIRAC\'S TELEVISED INTERVIEW LAST EVENING TO PRON 
THE "YESY FOR ΤΗΕ EU REFERENDUM IS WIDELY REPORTED. 
COMMENTATORS CALL HIS INTERVENTION VA REMEDIAL LESSON\" АМ 
AT CORRECTING THE NEGATIVE IMPACT MADE BY HIS PREVIOUS 
TELEVISED \"SHOW\" WITH 80 YOUNG PEOPLE IN APRIL. HIS 
AFFIRMATION THAT \"ITER WILL BE BUILT IN FRANCE\" IS REPORTED OI 
THE FRONT PAGE OF ECONOMIC LES ECHOS. IN RIGHT-OF-CENTER LE 
PARISIEN JEAN DARRIULAT COMMENTS: \"IT WOULD APPEAR THAT THE 
EUROPEANSY PERSEVERANCE IS PAYING OFF. NOT ONLY FINANCIALL" 
BUT POLITICALLY. AFTER PRESIDENT BUSH\'S RE-ELECTION 

DESIRE TO FIX RELATIONS WITH THE EUROPEANS AFTER THE IRAQI 
HORNETSY NEST 

HAD A PREFERENCE FOR THE SITE AND WISHED FOR AN AGREEMENT 
BE REACHED BETWEEN THE EUROPEANS AND THE JAPANESE." 
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RIGHT-OF-CENTER LE FIGARO CARRIES AN OP-ED BY FORMER NEWSV 
PARIS BUREAU CHIEF TED STANGER ON PRESIDENT CHIRAC AND 
TRANSATLANTIC RELATIONS. (SEE PART C) 


ALEXANDRE ADLER WRITES A COLUMN IN LE FIGARO TITLED BUSH 
HISTORY AND ITS CHOICES." HE DEFINES THE STATE OF THE WORLD 
TODAY 

NEW GOVERNMENT 

INDIA\'S NEW DIALOGUE) BUT ALSO IRANYS NUCLEAR TEMPTATIONS Al 
THE OPTIONS OPEN TO PRESIDENT BUSH. (SEE PART C) 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
EUROPE: MAY 5 UK ELECTIONS 


\"BLAIR TORN BETWEEN EUROPE AND THE U.S\" 

JACQUES DUPLOUICH IN RIGHT-OF-CENTER LE FIGARO (05/04): 
VBEYOND THE WAR IN IRAQ AND THE ISSUE OF ITS LEGITIMACY 
TRANSPIRED WAS THE NATURE OF TONY BLAIRVS FOREIGN POLICY 
RELATION TO WASHINGTON 

EUROPE IS ESSENTIAL ІМ BLAIR\'S EYES 

IMPORTANT. THIS IS WHY HE HAS SUGGESTED HE SERVE AS A"BRIDG 
BETWEEN THE OLD AND THE NEW CONTINENT. HE CANNOT AND DOES 
WANT TO CHOOSE 

EUROPEAN AND ATLANTICIST. TONY BLAIR HAS DEFINED THREE 
OBJECTIVES RESULTING FROM THIS POSTULATE: TO ANCHOR GREAT 
BRITAIN AT THE CORE OF AN ENLARGED EUROPEAN UNION 

INSTATE ITS STRATEGIC INFLUENCE. AND TO PARTICIPATE IN 
EXPANDING POLITICAL AND ECONOMIC LIBERTIES BY FAVORING 
DEMOCRATIC EXPANSION THROUGH THE FIGHT AGAINST POVERTY. B 
SOME SEE BLAIR AS THE "TROJAN MULEY OF U.S. INTERESTS ON THE 
OLD CONTINENT." 

TRANSATLANTIC RELATIONS 


VCHIRAC IN THE MIDST OF A TRANSATLANTIC TEMPEST\" 

TED STANGER IN RIGHT-OF-CENTER LE FIGARO (05/04): \"FOR OVER 
TWO CENTURIES FRANCO-AMERICAN RELATIONS WERE BASED ON A \ 
USEFUL HYPOCRISY: THE TWO COUNTRIES WERE SUPPOSED TO BE 
FRIENDS. CHIRAC AND BUSH HAVE TOGETHER DISPELLED THIS 
ILLUSION. THE TRUTH IS THAT WE ARE NO LONGER EVEN FALSE 
FRIENDS. CHIRAC IS ONLY SUPERFICIALLY INTERESTED IN THE 
ATTEMPTS TO IMPROVE RELATIONS BETWEEN PARIS AND WASHINGT( 
THE RAPPROCHEMENT ATTEMPTS ARE MORE VIRTUAL THAN REAL 
THE LESS THAN CONVINCING VISIT TO PARIS BY SECRETARY OF SATE 
RICE AND PRESIDENT BUSH\'S TRIP TO BRUSSELS 

CHIRAC MANAGED TO NEVER LOOK EACH OTHER IN THE EYE. IN SPITE 
OF FRANCE\'S NUCLEAR ABILITY 

MILITARY ALLY. THIS TRUTH IS EVEN GREATER TODAY THAN 50 YEARS 
AGO. FRANCE\'S STANCE ON IRAQ HAS NOT PROTECTED IT FROM 
TERRORISM AND HOSTAGE TAKING. WHAT BETTER ALLY TO PROTECT 
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FRANCE IS THERE THAN THE U.S.? BUT THE MONTHS AND YEARS TO 
COME ARE NOT PROMISING ONES FOR THE FRANCE-AMERICA DUO. W 
BARNIER WAS ABLE TO PLAY THINGS DOWN WITH WASHINGTON 
WASHINGTON IS AFRAID THAT DE VILLEPINVS POSSIBLE NOMINATION ‚ 
PRIME MINISTER COULD TRIGGER A NEW CONFRONTATION. BETWEEN 
FRANCE AND THE U.S. THAT WOULD BE AS FRUITLESS AS THE LAST 
ONE. IT IS NOT EASY FOR CHIRAC TO DEAL WITH THE AMERICAN 
SUPERPOWER 

HOUSE. UNFORTUNATELY 

TO LINK UP WITH THE OLD TRADITION OF FRENCH DIPLOMACY WHEN 
FRENCH LEADERS WERE ABLE TO DISCREETLY GIVE ADVICE TO THE ^ 
IN THE WHITE HOUSE." 


VBUSH AND THE HESITATIONS OF HISTORY 

ALEXANDRE ADLER IN RIGHT-OF-CENTER LE FIGARO (05/04): 
VPRESIDENT BUSH CAN BE PROUD OF HIS ACHIEVEMENTS IN THE MID 
EAST. EVEN IF DARK SPOTS REMAIN. BUT IRANYS NUCLEAR 
ASPIRATIONS REPRESENT A DIFFICULT CRISIS THAT NEEDS TO BE 
ADDRESSED. MILITARILY SPEAKING 

CAPABILITY OF DETERRENCE VIS-A-VIS THEIR IRANIAN ADVERSARY AN 
PARTNER. THE BUSH ADMINISTRATION MUST MAKE A CHOICE IT HAS ^ 
PREPARED FOR. JUST AS IT MUST MAKE A CHOICE IN ITS TRADE 
RELATIONS WITH CHINA. IN LATIN AMERICA A DANGEROUS ΡΗΕΝΟΜΕΙ 
IS BREWING. SECRETARY RICESY RECENT TRIP WAS AN ATTEMPT TO 
CONJURE THE TEMPEST. BUT A CONFRONTATION WITH VENEZUELA S 
TO BE IN THE WORKS. THE CHOICES FACING THE U.S. REMAIN IN THE 
REALM OF THE POSSIBLE EVEN IF THEY ARE PAINFUL CHOICES 
BECAUSE THEY ARE IN OPPOSITION TO BUSH\'S BASIC IDEOLOGY. BUT 
IF THE U.S. PRESIDENT 

MANAGES TO SEPARATE THE ISSUES IN LATIN AMERICA 

FIND AN OUT FROM THE ISLAMIC REVOLUTION AND HELP CHINA IN ITS 
TRANSITION. THEN THE PRECIOUS ACHIEVEMENTS REACHED THANKS 
THE PRESIDENTS POLITICAL AND MILITARY COURAGE WILL BE 
PRESERVED. IF NOT 

FRIGHTENING STORMS. ' ROSENBLATT 
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Mediterranean forestry questions by the Africa Forest and 
Wildlife Commission 

the Near East Forestry Commission. 


Forest Fire Preparedness 


9. Delegates commended and expressed appreciation to FAO 
for including the topic of forest fires on the agendas 

for both COFO and the Ministerial Meeting on Forests. 

They noted the importance of recognizing the different 

roles that fires play in different forest types and that 

countries have complex arrays of social 

environmental values that drive potential fire management 
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solutions. Member countries emphasized the need for 
stakeholder involvement and community-based approaches 
for effective fire management 

awareness 

rehabilitation. Delegates recognized the importance of 

fire management as a national responsibility 

highlighting excellent models of regional and 

international partnerships that other countries can use 

to address forest fire preparedness and management. 


10. FAO was encouraged to recognize the special needs of 
developing countries and to include forest fire 
management in the dialogue with international assistance 
sources. The United States underscored key points made 
by Canada -- as Chair of 

American Forestry Commission -- that FAO should help 
countries strengthen existing mechanisms for 
collaboration on forest fires 

regional agreements 

solutions would not be best served by adopting an 
international fire accord. There were robust discussions 
during the COFO plenary on this subject and the different 
views were noted. Several of the leading regional and 
international strategies for cooperation on forest fire 
management were noted 

our three-pronged approach of planning 

research. Examples of U.S. work in these areas with 
countries such as Brazil 

Honduras 

New Zealand and Indonesia 


The Role of Forests and the Millennium Development Goals 


11. The FAO was commended for its role in demonstrating 
the importance of forests in addressing internationally 

agreed development goals such as those in the Millennium 
Declaration 

contributions of forestry to poverty alleviation and food 
security. The United States strongly urged FAO to 

integrate forests and agroforestry into Poverty Reduction 
Strategy Papers 

that FAO improve inter-sectoral cooperation and 

coordination on the national level. Recommendations to 

the FAO by the delegates included strengthened technical 
assistance on governance 

sustainable community-based management; further work with 
the Collaborative Partnership on Forests to collect 

analyze and disseminate data on forests that raise 
awareness and demonstrate their contributions to 
development goals. Delegates recommended that FAO place 
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a focus on quantifying and capturing the economic value 
of environmental services provided by forests. It was 
also noted that Brisbane 

IUFRO World Congress in August of 2005. 


Defining Objectives and the Medium-Term Plan and Key 
Crosscutting Areas of Work 


12. Delegates welcomed the opportunity to comment on the 
FAO Program of Work and provide feedback and 
recommendations to the Forestry Department. They agreed 
that a new focus on bioenergy was important and should be 
included in an integrated approach to related issues. 
Delegates recommended that FAO continue to draw on its 
comparative strengths 

Collaborative Partnerships on Forests and future 
international arrangements on forests. They also 
commented that the provision of technical assistance 
capacity-building and knowledge dissemination on best 
practices continue to be important to FAOVs participation 
on key areas of focus. These areas include monitoring 
assessment and reporting on forests 

national forest programs 

forests and water 

desertification 

bioenergy 

participatory forestry and sustainable livelihoods. 

Delegates also requested that FAO increase allocations of 
resources in its work program to the Regional Forestry 
Commissions. With regard to the budget 

held diverse views on the future trends in resources 

with the United States encouraging FAO to give more 
emphasis to forestry within its current budget. 


XII World Forestry Congress 


13. The Governments of Panama and Argentina submitted 
requests to host the XII World Forestry Congress in 2009. 
FAO will take forward formal presentations of their 
proposals to the FAO Council in June for selection. 


Post-Tsunami Rehabilitation and Reconstruction 


14. Delegates urged FAO to play a leading role through 
its regional offices in an integrated approach to coastal 
area management and restoration of livelihoods through 
forest-related rehabilitation activities with other 
international organizations. 
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setbacks 

another Congress leader 

departure could defeat the party in the 2006 elections 
because in most assembly constituencies 

victory are traditionally narrow. Of the states 60 
Members of the Legislative Assembly 

party appears to have the support of only about 7. 
The dissidents do not have the numerical strength in 
the state assembly to vote down the government in the 
Assembly. The MLAs did not participate in the 
dissident rally to avoid disqualification from Assembly 
membership. 


5. (SBU) Kerala Minister for Parliamentary Affairs 
Radhakrishnan (protect) informed Post that the party 
high command was deciding to toe Chief Minister Oommen 
Chandy\'s line in dealing with Karunakaran\'s faction. 
The high command refused to intervene decisively to 
stop the formation of the new party. Seeking to avoid 
an outpouring of sympathy for the old leader 

leadership has been playing down the importance of the 
split 

the senior leader. Nor has Karunakaran publicly 
criticized Sonia GandhiVs leadership. However 
Karunakaran resigning his Rajya Sabha membership 
substitute will have to be elected and it is only a 

matter of time before the present politeness gives way 
to the reality of the split. Meanwhile 

daughter Padmaja 

rivalry with her brother Muraleedharan 

made up her mind about which side to join. 


6. (SBU) Although the opposition leaders indicate in 
public statements that they have yet to deliberate on 
any tie up with the new party 
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Post that the CPI(M)-led Left Democratic Front (LDF) 
will eventually strike a deal with the new party. 
Johnny Lukose 

Malayala Manorama 

political and economic resolutions point in that 
direction. The political resolution ends with the 
exhortation that the Congress and the left parties who 
coordinate at the Center should likewise cooperate in 
Kerala too. 


7. (SBU) According to Hassan and many others 
Karunakaran and Muraleedharan are subtly playing the 
Hindu communal card against Chandy\'s leadership. 
Chandy is an Orthodox Christian and his closest allies 
are the Indian Union Muslim League. There is already 
an undercurrent of resentment in the state against \"the 
coalition of Christians and Muslims" (together 
constituting 43% of the population) who wield 
disproportionate power in the Congress-led government. 
Dropping only hints and suggestions 

public statements 

minority-friendly as ever. Lukose believes that if the 
new party is not honorably accommodated within the LDF 
they might eventually end up with the BJP 

exacerbating the communal divide in Kerala. The state 
has still not elected any BJP candidate to the Assembly 
or Parliament. 


8. (SBU) Kerala\'s local administration (Panchayat) 
elections 

of the shape of things to come in the State Assembly 
elections of 2006. Some believe they do not have to 
wait that long to conclude that whichever way the 
rebels turn 

only short-term 

Karunakaran\'s lifetime 

return to the fold. Both Hassan and Lukose believe 
that playing the Hindu communal card can also backfire 
with a consolidation of the minorities behind the 
Congress and the UDF. \"Generally speaking 
minorities tend to consolidate better than the Hindu 
caste groups 
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9. (SBU) COMMENT: Kerala\'s two leading coalitions 
UDF and the LDF 

light of that trend 

Congress is that 

election in 2006 will be the opposition LDF\'s turn. 
Faction hardliners like Chief Minister Chandy 
therefore 

bickering elements and bring about a degree of 
cohesiveness in the party in the interim. Chandy has 
already taken over most of the former supporters of 
A.K. Antony 

leadership for a softer policy towards the dissidents. 
The high command seems to be interested in sending a 
strong message to prospective dissidents in other 
states by adopting a firm approach. In Kerala 
however 

the Leftists. END COMMENT 
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the Presidency. But those things are not of national 
interest unlike bringing lasting peace to the country. V 


4. (C) ACTIONS SPEAK LOUDER THAN WORDS: In a May 4 meeting 
with polchief 

Development 

sign the Joint Mechanism. He stated that the President\'s 
intent could not be determined by what she says to religious 
leaders. According to Gunawardena 

presented the agreement to the Cabinet or to party leaders 
within the governments ruling alliance. He said һе had not 
seen a draft of the document. If the Joint Mechanism is 
limited to tsunami-affected areas 

step 

east not affected by the tsunami 

supportive of the mechanism. 


5. (C) Parliamentarians of the opposition UNP also warned 
that the President could not be taken at her word just based 
on speeches she makes at the convention center. Mahinda 
Samarasinghe 

the UNP was completely on board with the Joint Mechanism 
concept. 


6. (C) NORWEGIANS NOT YET CONVINCED: In a May 4 
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conversation with Charge! 

Brattskar said he found the speech V'very encouraging. But 
Brattskar noted 

and he sees no sign of that so far. 


7. (C) COMMENT: The President has a well-earned reputation 
for ad libbing during public speeches and clearly many feel 

the May 3 comments were more of the same. Her remarks 
however 

since her return to the island over a week ago. But 

running out for the Presidents encouraging words to be 
translated into concrete action. End Comment. 
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new problems. Fokina claimed that the legislative system 
has been severely damaged 

having been replaced by national security concerns and 
expediency. She noted that a package of amendments to 11 
laws aimed at increasing national security 

response to events in Kyrgyzstan 

right to privacy 

freedom of movement 

added that troubling amendments to the law on state secrets 
and the law on martial law were also in the works. The 

draft law on NGOs and non-commercial organizations announced 
April 20 was copied from the V'Uzbek model." 


5. (SBU) Podoprigora 

echoed Fokina\'s negative assessment. He stated that the 
situation had deteriorated considerably in recent years 
both due to problematic legislation and increasing GOK 
supervision of religious activities. The GOK uses the 
excuse of the need to fight radical Islam for these changes 
but in reality applies the measures to a wide range of law- 
abiding religious groups. The package of draft national 
security amendments would require registration of religious 
organizations and limit missionary activities; it also 
contained troubling provisions regarding the religious 
education of children and the suspension or liquidation of 
religious organizations. 


6. (SBU) Kaleyeva noted that the GOK is attempting to 
strengthen the law on media to its own advantage. Pressure 
on the media is increasing through GOK moves to bankrupt 
certain outlets and set up newspapers with almost identical 
names to independent media. Kaleyeva told Amb. Minikes that 
while the GOK claims there are eight independent papers in 
Kazakhstan 

described the recent arrest of Respublika editor Irina 
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Petrushova in Moscow as a GOK pressure tactic. 


7. (SBU) Tkachenko voiced concern about the draft law on 
NGOs and non-commercial organizations announced April 20; as 


written 

society. It would require international organizations to 
function only through registered branch or representative 
offices. These offices would have to be headed by 
Kazakhstani citizens. Local NGOs would require the 
permission of local authorities to receive funding from 
international organizations. Finally 

and NCOs would be required to notify local authorities of 
their activities 

before every event. Tkachenko noted that it was not clear 
whether the legislation would pass; some deputies had 
already spoken out against it. 


8. (SBU) Tkachenko noted that recent GOK actions cast doubt 
on Kazakhstan\'s suitability to be the OSCE Chairman in 
Office. Katsiyev commented that it would be nave to expect 
the GOK to implement serious reforms if it were selected 
CiO. The exact opposite would happen: the GOK would 
announce that Kazakhstan had been chosen because it met 
international requirements and enjoyed the full confidence 
of the OSCE. Katsiyev added that the CiO bid is not 
important to Nazarbayev; his primary goal is to preserve his 
own power. Kaliyeva observed that giving Kazakhstan the 
chairmanship would be akin to \"forgiving all its sins 

the biggest sins are yet to come.V Pullman reasoned that if 
observance of OSCE standards is a criterion for the CiO bid 
it is not even possible to discuss Kazakhstan receiving the 
CiO under present circumstances. 


9. (SBU) Kushim was the only member of the group who 
supported Kazakhstan\'s CiO bid. He stressed that the 
chairmanship would be an honor for the country 

President. Kazakhstan deserves to be recognized for the 
fact that it has made more progress than all other Central 
Asia countries. Kushim acknowledged that the situation was 
far from ideal 

strengthen its hold on power had actually had the unintended 
consequence of increasing the size of the opposition. One 
example was the students that RNIM sent to Ukraine to 
observe elections there. When they returned they were 
investigated by the authorities and threatened with 
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expulsion from university. These students had now become 
members of the opposition. Another example were Muslims who 
wanted to be independent of the official religious 

structure. Kushim said that the amendment to the election 

law banning demonstrations would alienate even more voters. 


10. (U) Dushanbe minimize considered. 


ORDWAY 
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Kazakhstan V"); Petr Svoik of recently-dissolved Democratic 
Choice of Kazakhstan (DCK); and Serikbolsyn Abdildin 

of the Communist Party of Kazakhstan (CPK). All 

participants except Baimenov are members of the For a Just 
Kazakhstan (FJK) electoral bloc and support Tuyakbay\'s 
candidacy. The Ambassador and POEC chief (notetaker) also 
participated. 


3. (SBU) In response to Amb. Minikes question of why the GOK 
was seeking the chairmanship of the OSCE 

that the main motivation was to escape criticism. He 

claimed that for the past four or five years 

Kazakhstani government had been waging a propaganda campaign 
within European institutions to give the impression of 

progress on democracy. The GOK sees what Tuyakbay called 
\"constant criticismV from the OSCE and the U.S. as a 

potential threat to its economic and political status. It 

thinks that if it becomes CiO 

criticism. Amb. Minikes noted that the CiO is held to an 

even higher standard that other members and could therefore 
expect to face greater 


4. (SBU) Tuyakbay asserted that the GOKYs propaganda 
campaign had already produced results; despite the worsening 
human rights situation 

described ODIHR\'s assessment of the 2004 parliamentary 
elections as relatively mild. Acknowledging the strong U.S. 

PC intervention on April 14 regarding amendments to the 
Kazakhstani election law 

Nazarbayev signed the legislation the following day as a 

signal that input from the international community was 
unwelcome. 
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5. (SBU) Amb. Minikes explained that the U.S. believes that 
it would be beneficial for Kazakhstan to succeed in its bid 

for the CiO 

mockery of OSCE criteria. He also noted that as the OSCE 
does not have a strong secretariat 

chairmanship plays a crucial role in the organizationVs 
success or failure. To be an effective chairman 

must have a large 

be willing to spend 12 to 15 million; and the Foreign 
Minister must be prepared to devote over half his time to 
OSCE issues. Amb. Minikes also pointed out that 
Kazakhstan\'s CiO candidacy could come under uncomfortable 
scrutiny during possible Helsinki Commission hearings on the 
Hill. 


6. (SBU) Zhandosov noted that Nazarbayev son-in-law Rakhat 
Aliyev 

advocate of the CiO bid. Although Nazarbayev and Aliyev are 
not personally close 


claimed that the CiO bid is a GOK tactic to gain time 
arguing to the West that they will take steps to reach OSCE 
standards after the presidential elections; in reality 

claimed 


7. (SBU) Abilov added that he fully supported KazakhstanVs 
bid for the CiO 

win in upcoming presidential elections and implement the 
reforms needed to make Kazakhstan a worthy chairman. He 
added that if the presidential elections 

to take place in December 2005 rather than December 2006 
were as flawed as the 2004 parliamentary elections 
opposition would have to \"restrain people from going to the 
streets. Zhandosov and Baimenov echoed Abilov\'s assertion 
that the elections would take place in 2005. Zhandosov 
urged that the CiO issue not be decided until after those 
elections; if Tuyakbay wins 

country. If Nazarbayev resorts to falsification 

will be mass protests and violence.\" 


8. (SBU) Abdildin said that although he would like to see 
Kazakhstan succeed in both its CiO bid and its quest to join 
the UNSC in 2010 

the people or OSCE standards" and was therefore not yet 
worthy of either goal. Svoik attributed the GOK\'s question 
for the OSCE chairmanship to a desire to fool the OSCE and 
the Kazakhstani people into believing the country was 
actually democratic. He called on the U.S. to push the GOK 
for serious political reforms this year. 
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9. (SBU) Amb. Minikes asked participants how they assessed 
the GOKVs record on adhering to its OSCE commitments. 
Kozhakhmetov painted a bleak picture 

founder Galymzhan Zhakiyanov remains in custody; the 
Parliament is taking steps to limit freedom of speech 
assembly 

to close several newspapers 

Zash Alash; and the GOK had requested the arrest of 
Respublika editor Irina Petroshova in Moscow. He echoed 
TuyakbayYs comment that Nazarbayev\'s signature of the 
election law amendments one day after the PC intervention 
was a signal 

the extremism law two days after international organizations 
criticized it. Kozhakhmetov criticized the OSCE for failing 
to speak out on the liquidation of DCK. 


10. (SBU) Zhandosov echoed Kozhakhmetov\'s assessment 
that since the fall the GOK had increased the pressure on 
the opposition 

that the trend will intensify 

he cannot win reelection without disabling the opposition 
and resorting to falsification. Zhandosov criticized the 
OSCE Center in Almaty for failing to speak out on the 
election law amendments. He stressed that the OSCE should 
use the July Parliamentary Assembly in Washington as an 
opportunity to give a V'correct assessment" of the situation 
in Kazakhstan and push the GOK іп the V'right direction. V 
Kozhakhmetov noted that all the Kazakhstani delegates will 
be from pro-presidential parties and will therefore give a 
distorted view of the situation. 


11. (SBU) Zhandosov added that For a Just Kazakhstan had 
attempted unsuccessfully to establish a dialogue with the 
GOK; in a March 29 announcement 

of steps to prevent a repeat of events in Kyrgyzstan: 
adoption of a new election law that meets OSCE standards; 
the appointment of new members of the Central Election 
Commission and all subordinate local commissions; the 
release of Galymzhan Zhakiyanov and all others charged for 
political reasons; an end to repression of the mass media; 
and review of the results of the fall Mazhilis elections. 
Zhandosov noted that President Nazarbayev had not responded 
and asked if the OSCE could play a role in facilitating 
dialogue. 


12. (SBU) Baimenov claimed that Nazarbayev and his 
associates are betting on the fact that in their bilateral 
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relations with Kazakhstan 

emphasis on energy and counterterrorism cooperation than on 
human rights issues. Amb. Minikes replied that while at 


times strategic interests prevail 

out clearly in his inauguration speech when he said that our 
Vnational interests and our beliefs are now one." Baimenov 
said that he plans to visit Brussels in May or June to 

highlight the real situation in Kazakhstan and to ask EU 
members which OSCE they want to see in 2009: one controlled 
by Kazakhstan 

declaration 

important as security issues. He stressed that the GOK must 
take steps to reform before the next presidential election; 
nothing would be done afterward. Baimenov told Amb. Minikes 
that he had proposed to ODIHR director Strohal during the 
latter\'s January visit that the OSCE develop a quarterly 
roadmap for Kazakhstan on human dimension issues. Amb. 
Minikes noted that the OSCE had never worked with a member 
state in that way before 

attractive approach to helping Kazakhstan convince 
participating States of its commitment to putting OSCE 
principles into practice. 


13. (SBU) Abdildin reminded Amb. Minikes that Kazakhstan had 
never conducted an election or a referendum that met OSCE 
standards. He criticized the OSCEVs assessment of the 2004 
Mazhilis elections as being too mild. Abdildin predicted 

that the upcoming presidential elections would result in 
additional serious violations. He called on the U.S. to 

tell Nazarbayev 

the previous day and was seeking a fifth term 

been in power long enough. 


14. (SBU) Abilov asserted that events in Ukraine 

and Kyrgyzstan all reflected the desire of people to live in 

a normal 

violence in Kyrgyzstan was instigated by Akayev\'s people and 
the mafia in order to provoke instability. Abilov drew a 

parallel between Kazakhstan and Kyrgyzstan 

both countries \"the state policy is corruption.\" Baimenov 
observed that acting Kyrgyz president Bakiyev had been 
forced to establish relations with Nazarbayev out of 

economic necessity. 


Column 3 
The Bottom Line 


15. (SBU) Speaking for the group 

opposition in Kazakhstan asks the U.S. and the EU for only 
one thing: their best efforts to convince the GOK of the 
need to conduct fair presidential elections. The opposition 
is confident of their popularity and their ability to run 

the country effectively. They need the help of the West 
only to ensure that presidential elections are fair. 


16. (SBU) Comment: As always 

claims were exaggerated. We doubt 

President Nazarbayev rushed to sign the election law 
amendments in response to the U.S. statement in the OSCE PC. 
Given Nazarbayews high popularity ratings it is also 

unlikely that the opposition will win upcoming presidential 
elections 

criticism of the OSCE Center regarding the election law 
amendments was unfair 

legislation currently under consideration; the Center was in 
fact in the process of organizing a public discussion of the 
election law amendments when they were signed so quickly by 
President Nazarbayev. End comment. 


17. (U) Dushanbe minimize considered. 


ORDWAY 


NNNN 


31965 

Moseley 

Director of Defense Security Cooperation Agency 

Jeffrey Kohler 

General Electric officials 

to witness the first aircraft to touch down at 5:12 p.m. 

local time. The delivery of 10 F-16s is part of the $6.4 
billion contract signed between the UAE and Lockheed-Martin 
in 2000 to supply the UAE with 80 of the advanced aircraft. 
The next four aircraft are scheduled for delivery in June 
with the remainder scheduled to arrive in monthly 
installments over the next three years. 


2. (U) The F-16 Block 60 aircraft ) nicknamed V Desert 
Falcon!" - are the jewel in the crown of UAEVs Air Force and 
Air Defense program. In his remarks at the delivery 
ceremony 

is part of the UAE\'s efforts to modernize its armed forces 
and upgrade its defense capabilities. He cited the UAE\'s 
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command and control upgrade project 

development 

improving interoperability between the air forces of the UAE 
the U.S. 

underscored the importance of cooperation 

participation in operations with coalition countries and 
allies. He also spoke about the F-16Vs role in enforcing 
security in the Gulf region. 


3. (U) Khalid noted that discussions between the U.S. and the 
UAE over improving the UAE\'s air force capability began 20 
years ago. The F-16 aircraft were selected over other strong 
competitors because the F-16\'s ability to achieve a swift and 
decisive air superiority in combat situations. 

SISON 
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It will also be important to engage the U.S. scientific 
community in support of activities created in the context of 
this initiative. A successful capacity building program may 
help encourage UNESCO" secretariat and member states to 
pursue constructive initiatives 

limited resources on non-consensual activities with little 
positive 


2. At the 171st meeting of the Executive Board 

Oliver presented for the Board\'s consideration a draft 
decision for Wa cross-sector program on capacity building. V 
This was the first decision presented to the Executive Board 
by the U.S. since our re-entry in 2003. The Office of the 
Director General opened the debate by V'endorsing and 
welcoming the initiative. V 


3. In her presentation 

UNESCO programs must incorporate capacity building if they 
are to have long-term sustainable results. She explained 
that the draft decision welcomed the creation of a unit in 

the Natural Sciences sector to coordinate the sectors 
capacity building efforts 

mathematics education; engineering; and water-related 
efforts. Ambassador Oliver noted that the draft decision 
requested the Director General to expand the concept of 
capacity building throughout UNESCO by developing cross- 
sector activities that include capacity building as a 

central concept. She highlighted the fact that the decision 
promotes a management and administrative approach 

have no budgetary impact. She noted that the decision asks 
the Director General to develop a comprehensive cross-sector 
capacity building program at UNESCO 

evaluation of initial pilot activities is positive. 
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4. Asthe Ambassador noted in her intervention 

and desire for such an approach was evidenced by the list of 
co-sponsors: Afghanistan 

Republic 

India 

Tanzania 

approached Ambassador Oliver just before she spoke asking to 
be included as a co-sponsor. 


5. During the debate 

as other Executive Board members - voiced wholehearted 
support for the proposal. The debate amounted to 

words of Ecuador 

Twenty-five Executive Board members spoke in support of the 
proposal 

UNESCO do a better job of translating its resources into 
results-oriented programs: Was a whole 

remarked 

ought to be going.\" Many praised the fact that it 

encourages UNESCO\'s sectors to work together. The Afghan 
Ambassador stressed the initiativeVs utility for Least 
Developed Countries and post-conflict states 

Vthis program will give us the confidence and knowledge to 
do what others are now doing for us.\" Several member states 
including Australia 

approvingly the proposal\'s emphasis on strengthening 
engineering at UNESCO. 


6. In her response to these interventions 

expressed thanks. She welcomed the observation of 
Mauritius 

stressed the creation of benchmarks and the evaluation of 
results; he said that it was important that \"outputs\" 

rather than activities 

underlined the importance of stemming the Vbrain drain". 
The Ambassador accepted an amendment from Tanzania 
asked that l'innovation and technology management" be added 
as an area of focus for the Science Sector capacity building 
unit. 


7. After the debate 

Science predicted that the enthusiastic support voiced for 
the initiative would give momentum to the program 

within the Science Sector and within the cross-sector 
context. He acknowledged that the next step would be to 
hire a P-5 to oversee the new capacity building unit 
established in the Science Sector; it is imperative that 
this be done as soon as possible 
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Delhi any time soon. He pledged that his party would 

continue to work with Congress to ensure that the United 
Progressive Alliance (UPA) government completes a five year 
term. Welcoming the chance to open a dialogue with the USG 
and discuss issues face to face 

such meetings on a regular basis. End Summary. 


The US-India Relationship 


2. (C) Karat opened by stating that while the CPI(M) 

supports the United Progressive Alliance (UPA) from the 
outside 

problems with stronger economic ties between the US and 
India 

sector 

favors improved bilateral relations 

maintain its \"independence\" and has \"reservations\" on several 
issues 

provision of a National Missile Defense (NMD) system to India 
(sic). The party wants closer ties with Pakistan and does 

not want to encourage an India-Pakistan arms race. 


3. (C) The Charge corrected Karat 

proposal is only for a limited missile defense system that 
would be a stabilizing influence. Likewise 

interested in supplying combat aircraft to India 

will meet an existing need 

co-production will benefit the Indian economy. 


The Economy 


4. (C) Karat welcomed the decision by the Board of Air India 
to purchase Boeing aircraft 

not opposed\" to the deal. The party is also not opposed to 
all foreign direct investment (FDI) in India 

that \"the requirements must be prioritized 

they benefit the country through employment creation and 
technology transfer. One example is retail trade. The 
CPI(M) is \"apprehensive\" that opening this sector to foreign 
companies will Wdisplace labor" in the small trading sector 
and put Indian shopkeepers out of business. 


5. (C) The party advocates GOI approval of FDI on a 
case-by-case basis. In telecom 

to raise FDI 

competition with a viable public sector entity and providing 
good service. Raising the cap to 74 percent as Congress has 


Column 3 

proposed would eradicate Indian companies 
maintained 

not be completely foreign-owned for security reasons. 


6. (C) Karat joked that the CPI(M) has little leverage on 
these investment issues 

decisions without parliamentary approval. Insurance is an 
exception 

proposals to increase FDI from 26 to 49 percent. To 
demonstrate CPI(M) commitment to case-by-case examination of 
FDI proposals 

to increasing FDI in civil aviation 

country. The party wants to ensure that the GOI gives 
preference to V'domestic capitalV over foreign investment in 
certain areas. \"We want India to build on its strengths 
have no phobia against foreigners 

the BJP 


7. (C) The Charge replied that research has documented that 
opening China to retail trade benefited the economy 

Chinese suppliers to Walmart 

than were lost. India would benefit even more 

strong private sector and the expansion of markets would more 
than make up for job displacement. Likewise 

banking sector would introduce long-term banking methods that 
don\'t currently exist in India and provide financing for 
much-needed infrastructure projects 


Domestic Politics 


8. (C) Karat dismissed press reports that the CPI(M) planned 
to create a V Third Front" to supplant the ОРА 

they never printed the second part of his public statements 
where he said that Communists should work towards such an 
alternative in the long term. There have been three such 
\"experiments\" so far in India 

CPI(M) is cautious and wants to create a stable coalition 

not just an ad hoc alliance. To be successful 

a \"common policy plank\" to which all the parties must agree 
he stated. 


9. (C) Prospective members for such a Third Front include 
the DMK in Tamil Nadu 

in Bihar. For the present 

these potential allies to create a \"policy alternative" 

within the UPA. The Left is the UPAVs strongest guarantee of 
stability 

government to fall and it will not do so unless Congress does 
a poor job of managing the coalition. 
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10. (C) Karat told the Charge that the CPI(M) is gaining in 
strength 

Kerala and West Bengal. He predicted that the CPI(M) would 
form the next government in Tripura and recapture the 
Calcutta government in 2006. These upcoming electoral 
contests will not disrupt the UPA in New Delhi 

as Congress knows it is weak in both states and cannot attack 
the Communists there while cooperating with them in the 
capital. In Kerala 

time for a shift 

has split in Kerala 

Banerjee in West Bengal. 


11. (C) In KaratVs view 

Congress to call early national elections 

getting stronger and is losing support in the North Indian 
\"Hindi belt.\" In his view 

five-year term to rebuild and strengthen its base before 
calling another poll. 


The Vision for India 


12. (C) When asked whether the Communists had a vision for 
India 

However 

throughout the country 

Vagrarian revolution.\" He asserted that many of IndiaVs 
development problems stem from its failure to enact land 
reform 

rural development. Karat defined land reform as the strict 
enforcement of land ceilings and the distribution of land to 

the landless. 


13. (C) Karat noted that land reform was the \"strength\" of 
the CPI(M) in West Bengal 

production 

producer 

productive. He cited Kerala as an example of the progress an 
Indian state can make when land reform is coupled with 
investments and inputs 

Uttar Pradesh 

bureaucracies 

factor. 

14. (C) The Charge pointed out that developing countries 
benefit from investment in basic health and primary and 
secondary education and that USAID has large health programs 
in India. Karat agreed 

pushing the GOI to increase spending in both sectors 
especially in the rural areas. 
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15. (C) The Charge hoped that the Embassy and the CPI(M) 
could maintain regular contact and discuss the issues. Karat 
agreed and hoped to see more of the Embassy in the future. 


Comment 


16. (C) Karat is a skillful political leader who can walk a 

fine line and draw subtle distinctions in policy. Relatively 
young 

scene for years to come 

important role in the formation of future Indian governments. 
While reassuring the USG of friendly intentions and a desire 
for good US-India relations 

Communists would oppose the US on a number of issues that 
matter to the USG such as some FDI 

defense and military to military relations. Karat is aware 

that the Communists are more influential than ever 
appeared determined to demonstrate that they take their role 
seriously and would not seek confrontation 

to pursue their policy objectives. Clearly welcoming this 
chance to open a dialogue with the US 

about future meetings and interested in discussing issues as 
they arise. 
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concluding it had stalled. Scheide thought it necessary to 
strike a balance. While it was clear that Syria still had 

much to do to comply fully with UNSCR 1559 

to give Syria positive incentives. \"Syria deserves some 

credit for its withdrawal 

2. (C) Scheide pointed out that the Syrian Foreign Minister 
would likely attend the Euro-Med Ministerial in Luxembourg on 
May 29. While the Minister would probably express annoyance 
about the lack of progress on the Association Agreement 
Scheide thought that V'we can live with that. Better to let 

him come and complain than to disinvite him." The EU could 


then make it clear to the Syrians that the EU was prepared to 
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continue to process as long as Syria stayed on the path to 
compliance. 

3. (C) Scheide and his Syria/Lebanon office director 
Wolfgang Lapuh 

consensus on an EU Clearinghouse listing of Hizbollah as a 
terrorist organization and regretted that the most recent 
Clearinghouse had not been able to take a decision to do so. 
The disarming of militias would prove to be one of the most 
difficult tasks in achieving compliance with UNSCR 1559 
thought. The UN verification mission would surely cite this 
as unaccomplished in its report; it would then be up to the 
Secretary General to give his assessment. 

SIPDIS 

4. (C) Regarding the date for elections 

was now impossible to keep to the constitutional 30-day 
deadline for promulgating a new election law and still hold 
the elections in May. The old election law was biased in 
favor of pro-Syrian forces 

Brown 
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Istanbul April 29-30 

Our interlocutors reported relatively little squabbling over 
the communique text 

a Syrian bid to include language rejecting the threat or use 
of force against Iraq or its neighbors 

U.S. Zibari and his Egyptian and Syrian counterparts 
reportedly had a sharp exchange on ethnic and sectarian 
politics in Iraq. The Turks are seeking deeper UN 


involvement in Iraq 
bilateral meeting 
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closer to deals on an additional border gate (or gates) and 
Turkey\'s desire to re-open its consulate in Mosul. So far 

Turkey is off on the right foot with the ITG. End summary. 


2. (C) On May 3 

East Safak Gokturk provided PolMilCouns and PolMilOff a 
readout from the April 29-30 Iraq neighborsY meeting held in 
Istanbul 

FonMins Gul and Zibari. Full text of the neighbors\' meeting 
communique is іп ref a. Gokturk reported that all the 

foreign ministers were present except for Saudi FonMin Saud 
al-Faisal 

trip to the U.S. ITG PM JaVafari had hoped to attend 

begged off pending final swearing-in of his cabinet. 
According to Gokturk 

Turkey soon. Gokturk noted that in addition to the usual 
lineup of Iraq and its neighbors plus Egypt and Bahrain (the 
latter technically in its capacity as Chairman of the Gulf 
Cooperation Council) 

Arab League and the OIC were present 

European Commission representative. These additional guests 
were also permitted to sit through the ministersV 
deliberations on the final communique text 

observers. 


\"Friendly and Interactive...\" 


3. (C) The meeting followed the usual format for neighbors 
meetings 

interactive 

communique text on April 29. PM Erdogan made brief public 
remarks to inaugurate the session on April 30 

as the meeting moved into closed session. The ministers made 
opening statements 

discussion of the draft communique. Gokturk highlighted the 
significance of this neighbors meeting 

30 elections 

support and cooperate withW the ITG. (NOTE: In a discussion 
earlier on May 3 

PolMilOff that Zibari had successfully requested the 

ministers to add stronger language to para. four 

(Turkish) draft of which did not contain this pledge. END 
NOTE.) 


...But a VFrank Exchange\" Over Sectarian and 
Ethnic Politics 


4. (C) Sekizkok (and 
a spontaneous V'frank exchange" between the opening statements 


Column 3 

and the lunch break among Zibari 

Syrian FonMin al-Sharaa. Zibari asked that the Arab media 
end its \"incitement\" (SekizkokVs word) against certain Iraqi 
leaders 

reportedly responded that many in the Arab world are 
uncomfortable with ethnic differences being openly stressed 
in the political process in Iraq. Al-Sharaa spoke in support 
of Gheit. 


5. (C) Zibari responded that Saddam HusseinVs regime 
marginalized ethnic and sectarian groups 

Iraqi people were struggling to overcome this legacy and 
unite. Zibari noted that V'a certain community" did not 
participate in the Jan. 30 elections 

throughout the country and Kurds living in Mosul were now 
being targeted. Zibari reportedly emphasized that no one in 
Iraq favors the country\'s division or disintegration. FonMin 
Gul closed the discussion by noting that the diversity of 
Iraq should be a source of strength 

neighbors should work to stress Ігад\'ѕ common national 
interests. 


6. (C) Both Gokturk and Sekizkok reported relatively little 
wrangling over the communiqueVs text. Syria sought to add a 
statement along the lines that the neighbors would reject the 
threat or use of force against Iraq or any of its neighbors. 
When Zibari assured the Syrians that they had no reason to 
fear aggression from Iraq 

real concern was over aggression V'from outside the region. V 
According to our Turkish interlocutors 

that such language would be seen as provocative 

viewed as a sign of weakness 

credibility of the neighbors meeting platform. The ministers 
agreed to add a relatively harmless phrase to the end of 
para. 20 (the neighborsY initiative will contribute 

alia 

Syria also reportedly objected to language at the end of 

para. 4 supporting Iraqi federalism 

the anodyne phrase that Iraq should have a federal structure 
\"if so decided by the Iraqi people.\" 


Turks Want the UN In 


7. (C) PolMilOff noted to Sekizkok that the language in para. 
10--expressing the \"necessity for the United Nations to 
establish itself more firmly and broadly on the ground in 
monitoring and assisting the political process and economic 
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rehabilitation\"--seemed somewhat stronger than in previous 
such communiques. Sekizkok acknowledged that this was 
somewhat stronger language and that this was how Turkey had 
drafted it. He said that Turkey is disappointed that the UN 

is not yet more deeply established in Iraq 

that it has no presence in Kirkuk. He said that he had asked 
a UN official at the meeting why this was the case 

the official responded that SYG Annan favored opening a UN 
office in Kirkuk but that SRSG Qazi was opposed (МҒІ). 
Sekizkok also noted that--in his view--the SYGVs reports on 
Iraq tend to be far less detailed than those on Cyprus 

issue which Sekizkok worked previously. 


8. (C) Gokturk added a few more notes on the communique: 


--Para. 6 (on war crimes committed against Kuwait and Iran) 
was proposed by the Kuwaitis. 


--The Turks added para. 7--supporting maintaining the 
timeline for the constitution and elections by the end of 
2005--\"after consulting with you." 


--Para. 12 (on terrorism) includes condemning attacks against 
Vstabilization efforts. Gokturk said this was the most the 
Turks could win agreement to include condemning attacks 
against ΜΝΕ-Ι. 


--Gokturk said the Turks V'very carefully" drafted para. 13 to 
deter insertion of a timetable for CF to leave Iraq. 


Interior and Foreign Ministers Meetings to Continue 


9. (C) Gokturk noted that Turkey will host the next neighbors 
interior ministers meeting as soon as the new Iraqi Interior 
Minister is V'in full grip of his portfolio." He added that 
Turkey has specific proposals on border security to propose 
at that meeting. Finally 

Arabia 

foreign ministersY meeting; Iran will host the next one 

either Saudi Arabia or Bahrain to follow. He guessed that 
the next such meeting would not take place before the June 
U.S.-EU-Irag meeting in Brussels. 


Gul-Zibari Bilateral: Perhaps Some Openings 


10. (C) Gokturk also provided us a brief readout on the April 
30 Gul-Zibari bilateral. He said that Zibari seemed V'more 
open\" on nettlesome lraq-Turkey bilateral issues such as the 
second border gate and the Turks desire to re-open their 
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consulate in Mosul. Zibari told Gul he would instruct a 

technical team to meet with the Turks as soon as possible on 
the second gate. Gokturk said both sides seem to be 
approaching consensus on the need to build more than one new 
gate. 


11. (C) According to Gokturk 

obstacle to re-opening the Mosul consulate was the 
insurgency; the minister did not cite the concern that the 
Iranians would insist on opening consulates if the Turks did. 
Gokturk noted that the insurgency would not allow Turkey to 
set up shop in Mosul immediately anyway. Gokturk reported 
that the ministers only discussed the PKK briefly 

Zibari stated that the ITG is determined to deal with this 
problem eventually. 


12. (C) Gokturk added that just before the neighbors meeting 
the Iraqi MFA had sent a diplomatic note to the Turkish 
embassy in Baghdad seeking further information on training 
courses Turkey has offered for the ISF. Gokturk thought this 
was a positive development and perhaps indicates that the 
Iraqis are giving serious considering coming to Turkey for 
training. 


Comment: A Pretty Good Start for GOT-ITG Relations 


13. (C) The Turks generally give us readouts from neighbors 
meetings which can sound somewhat self-serving. But it 
appears to us that the neighborsY platform has been generally 
constructive 

the Turks--is quite positive overall. As the Turks and the 
Arab world grapple with a Shia- and Kurd-led government in 
Baghdad 

provide a platform for some positive growth in the regional 
relationship. The Turks were somewhat disappointed that PM 
JaVafari did not come to Istanbul--since this meeting was 
already postponed once at his request--but for now they are 
taking JaVafari at his word that he will visit soon. We 

believe (in response to ref b tasker) that Turkey\'s positive 
statement upon the ITGVs formation (ref c) and its hosting an 
apparently successful neighbors meeting constitute getting 

off on the right foot with the new Iraqi government. End 
comment. 


14. (U) Iraq posts minimize considered. 
EDELMAN 
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Vietnam to overcome \"shortcomings\" and to take the V'necessary 
steps to sustain economic development. ' Although the speeches 
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focused on national reconciliation 

occasionally used phrases such as V'the old regimel" or V'servant 
government" to characterize the Republic of South Vietnam. А 
public concert the previous evening portrayed the Viet Cong and 
Vietnamese villagers suffering under B-52 carpet bombing and Agent 
Orange defoliant spraying in the South during the war 

tens of thousands of spectators -- the vast majority born after 
the war ended -- were far more interested in the dancing 

and fireworks that followed the staged war-time retrospective. 
True to HCMC\'s spirit 

removed and it was back to business as usual. 


3. (SBU) There was a staged 

official event. For the parade 

and even local Vietnamese residents were \"encouraged\" to stay at 
home. The marchers paraded through empty streets 

Vietnamese television made sure the parade looked good. 

Similarly 

ensure that storeowners and residents displayed Vietnamese flags. 
If not 


4. (SBU) We understand that there was friction behind the scenes 
over the content of the speeches given at the event. A reliable 
contact close to former PM Kiet told us that HCMC Party Secretary 
Triet had asked Kiet to comment on a draft of his speech. Kiet 
reportedly told Triet that he found his speech bland and 
disappointing. He urged the HCMC Party Leader -- and Politburo 
member -- to use the event to challenge hardliners and to make a 
bold call for internal party reform and faster international 
integration. Triet demurred 
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meeting of interested countries around May 15. This would 
be a negotiating meeting and not go paragraph by paragraph. 
More meetings 

never be possible to get agreement. He also added that 
there would be an ad hoc group to work on V'inconclusive 
areas.\" (Comment: We are not clear what this meant.) 


3. Pierre Sane 

and Human Sciences 

first informal meeting would be in May and would concentrate 
on the \"key issues V"; getting consensus on these issues will 
help move things forward. He talked of the 
Intergovernmental meeting in June lasting Wat least 5 days. V 
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4. |n the discussion of the Executive Board Proposed draft 
decision (171EX/13) 

noted their dissatisfaction with the process and with the 

draft prepared by the International Bioethics Commission 
(IBC). Brazil said that many points had been V'skipped over" 
and that IBC did not consult with governments. 


5. The most interesting intervention was CanadaWs. After 
noting the \"urgent need\" for the Declaration 

for itin Canada (or at least at a meeting held in Canada) 
and the need to address biosphere issues 

delegate said that because other fora are dealing with the 
issue 

Also 

13 [Vsocial responsibility\"] 

[\"transnational practices\"] 

cooperation\"] deal with V'development issues\" and \"go beyond 
bioethical issues.\" V'This declaration should be limited to 
issues that are not treated elsewhere.\" Duplication is 
harmful; one document could \"contradict\" the other. 


6. The UK said it was concerned about the difficulties to be 
overcome. \"We should not submit a document [to the General 
Conference] unless we have reached agreement 

from getting it.\" We are \"far from agreement\" on scope 

etc. 


7. At several points during the Executive Board 
it clear that the expect the universal declaration to be 
followed by a convention. 


8.Italy offered to be a \"facilitator\" for a meeting to be 
held on V'neutral territory\" in a more serene environment.\" 


9. India said that while the relationship between man and 
his world presents moral issues 

issues. There is no consensus on the meaning of bio-ethics 
and this has to be considered very carefully. \"The scope 
and nature of the declaration should be clarified. V \"It 

must reflect international consensus. The June meeting 
should consider this \"with gravity. V" 


10. On the specifics of the proposed draft decision by the 
Executive Board (Item 16) 

its opening remarks to delete \"superlative\" from Paragraph 5 
of the proposed draft decision (a reference to the 

superlative work performed by the IBC) 

amendment would be consistent with what had been said by the 
previous speakers (Brazil 

Subsequently 
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Brazil suggested taking out both \"congratulates\" and 
\"superlative.\" The US supported this. Australia suggested 
a compromise-leaving \"congratulates\" and deleting 
\"superlative\"--the original US proposal. There was a 
consensus for this. 


11. In its opening remarks 

\"excellent\" from Paragraph 7. In the paragraph-by-paragraph 
discussion 

quality of" (the preliminary draft prepared by the IBC). 
Consensus formed around what the US had originally proposed. 
12. In Paragraph 8 

to say that the government experts V'should attempt to 

finalize a draft that can be presented.V to make the point 

that there was still a lot to be done and it was not certain 

that it would be completed. The French referred to the US 
position on should” in the Declaration itself and said that 

the language in the proposed draft decision that the 
government experts \"should\" finalize a draft is not a 

binding obligation. A number of countries 

the process 

India; UK 

agreed to keep the text as it is in the draft decision-and 

the US pointed out that it agreed to this on the basis of 

the French explanation of the meaning of the word \"should.\" 


13. Comment: The meeting was significant for the number of 
concerns and objections raised to the process and the 

current draft of the declaration. In particular 

significant that Canada took the opportunity to make an 
explicit and well-prepared opposition to the extension of 

the Declaration to issues of the biosphere and V'social 
responsibility" FranceVs determination to push for a 
bioethics convention is reminiscent of their efforts to pass 

a cultural diversity convention come what may. 
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status" will remain seated at the back of the hall with 

other observers during the next round of negotiations (May 
23-June 4) but will not be subject to the same rules 

observers must follow on when and how much they can address 
the meeting. End Summary. 


2. (SBU) Negotiations on the Draft Convention on the 
Protection of the Diversity of Cultural Contents and 
Artistic Expressions (also known as the cultural diversity 
convention) began in the fall of 2004. A second round of 
talks was held in February and there will be another later 
this month. 
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3. (SBU) During last fall's meeting of UNESCO\'s biannual 
Executive Board 

submitted a draft resolution seeking enhanced observer 

status at future negotiations. Claiming that EU member 

states had transferred competency in several areas-trade 

free movement of people 

the European Community 

the table. The EU members had not done their homework and 
ended up withdrawing the resolution in the face of a 
maelstrom of negative reactions. 


4. (SBU) As a result of the resolution\'s failure to pass 

European Commission representatives were embedded" in the 
delegation of the EU presidency (Luxembourg) during the 
February round of negotiations. Most member states felt 

that this approach worked well; the EC was able to present 

its positions without a problem. 


5. (SBU) Since the beginning of this year 

states on the Board have again been pushing the 

participation issue strongly. They prepared another draft 
resolution for the spring Executive Board and began intense 
lobbying of national delegations at UNESCO and in capitals. 
We cited one example of their efforts reftel where the 
Jamaican ambassador received new instructions to support the 
EU after lobbying in her capital. 


6. (SBU) The Executive Board\'s Special Committee was the 
first to look at the EUVs draft resolution. When the 
Committee was unable to reach consensus 

matter to a working group headed by the Indian ambassador to 
UNESCO. The Indian Ambassador 

Brazil 

consensus on this text 

was readily embraced by EU states that substituted it as a 
new version of their draft resolution. The operant language 
of this text states that \"the European Community 
maintaining its observer status 

the same manner as full participants in the work of the 
Intergovernmental Meeting of Experts 

vote. V" 


7. (SBU) With sentiment seeming to coalesce around this 
version and the likelihood that the EU would prevail in a 
vote 

Advisor Michael Peay 

with the EU. The operant language of the final version of 
the resolution (cleared by IO and EUR) reads: (para 3)(The 
Executive Board) invites 

European Community 
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to participate actively and as fully as appropriate in the 

work of the Intergovernmental Meeting of Experts (May 25 - 4 
June 2005). 


(para 4) Recommends that the General Conference 
session 

consideration of the item related to the Preliminary Draft 
Convention on the Protection of the Diversity of Cultural 
Contents and Artistic Expressions. 


8. (SBU) This version was introduced to the plenary by the 
Indian ambassador as a consensus text. After adoption 

UK ambassador read a clarifying statement: (AK note-need to 
get proper language here) 


\"The Decision refers to active participation of the European 
Community as fully as appropriate. 


The European Union considers that this active participation 
shall consist 

ability to speak as other participants. Such active 
participation shall also consist of the ability to reply 

put forward proposals and amendments on issues for which it 
has competence at the formal meetings. It shall also 
include the ability to take part in the discussion of 
procedural issues within the context of the Draft Cultural 
Diversity Convention and the ability to take part in the 
committees 

up in the course of the work relating to negotiation of this 
Convention. The European Community shall have its own 
nameplate. 


The European Community may not chair committees or sub- 
committees or serve as Rapporteur unless there is full 
consensus. The European Community shall not have the right 
vote nor break or block consensus. 


Furthermore 

an additional voice. Indeed 

in internal coordination whether the Presidency of the 

Council will speak on an issue on behalf of the Community 

and its member states. During this process 

open to providing further explanations concerning 

competences of the Community as regards the draft Convention 
whenever it speaks and we will continue to do so. V 


9. (SBU) The Australian Ambassador asked that the UK 
Ambassador\'s statement be put verbatim in the records of the 
meeting. The Russian Ambassador also asked for a clear 
articulation of EU competencies. 
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10.(SBU) Comment. Most delegations at UNESCO told us they 
were really pleased with the outcome. They dreaded a vote 
and many told us they hated being caught between the US and 
the EU. We repeatedly made the point that this was not 

about the US vs. the EU 

principles of UNESCO and UN governance. We were 
disappointed that so few states were willing to confront the 
EUVs egregious over reaching. Most of the responses to IOVs 
demarche on this subject showed support in capitals for the 
US position 

ground. We also were disappointed with the unwillingness of 
countries like Australia and Russia to address the issue 

until after the US delegation had finished with all the 

heavy lifting. 


11. (SBU) Comment continued. While we avoided a vote that 
would have been a clear win for the EU 

satisfied with the outcome. Though their participation 
remains heavily circumscribed 

had going into the meeting 

they deny this will be a precedent 


12. (SBU) Comment continued. An interesting source of quiet 
support during this period has come from EU delegations that 
indicated they were so tired of EC bullying and over reach 

on this issue that they hoped the resolution would be voted 
down. The message came over as save us from ourselves. We 
were told that many EU members also did not want a vote and 
resisted a strong French push for a vote. 


12. (SBU)Comment (continued). This will not be the last 
time the EU will come knocking on the door. We see this as 
one more in a series of attempts by the EU to gain the same 
rights as member states in UN organizations. UNESCO is a 
great place to start because so many delegations operate 
without instructions from their capital or (as in the case 

of Morocco) are free to operate as they wish. The language 
in the resolution about referring this matter to the General 
Conference in October will likely lead to a reprise of this 
debate when the issue of who can sign the cultural diversity 
convention will probably be raised. End comment. 
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hinting at a Japanese desire to emulate the US approach to 
this issue. While China was a prominent 

in the background of discussions 

TokyoVs new nuclear line with New Delhi suggests that the two 
governments are beginning to move away from past 
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tentativeness. End Summary. 


PM Singh: \"Renew and Reinvigorate\" 


2. (C) Koizumi\'s India trip came at the end of a month that 
saw the Secretary 

President Musharraf visit New Delhi 

prominently in IndiaVs strategic calculus than does Japan. 
While the Koizumi visit did not generate a great deal of 
public attention 

hyperbole. Heralding a V'paradigm change in the political 
ambiance of our relations 

new 

Singh 

the bilateral future \"bright.\" Echoing a Manmohan Singh 
formulation 

\"Arc of Advantage and Prosperity\" in Asia 

eight-point initiative for partnership in a \"New Asian Era 
building on their five year-old \"Global Partnership.\" 


3. (SBU) Briefing the diplomatic corps on May 2 

DCM Ryoichi Horie acknowledged that the Global Partnership 
\"catchphrase\" was something of a misnomer when it was hatched 
in 2000 

strategic 

repeated the generally vague language of the statement 

calls for a high-level strategic dialogue 

between PMs 

cooperation on security 

and \"global challenges!" including terrorism through a new CT 
joint working group. 


Some Things Do Change 


4. (C) In response to PolCouns\' question on the nature of 
the nuclear proliferation discussions 

informed us that Koizumi had not raised nuclear issues either 
publicly or privately 

realistic now.\" Rather 

agreed to \"promote commonalties instead of differences.\" The 
joint statement acknowledges their diverging views 

for \"cooperation in a constructive manner.\" This is a 
significant departure from long-standing GOJ policy 
articulated by Japanese Ambassador Yasukuni Enoki in an 
interview just prior to KoizumiVs arrival: \"Јарап will 

continue to call upon India to become a member of the NPT.\" 
A variety of senior MEA officials have indicated that New 
Delhi was pressing hard for Japan to shift away from its 
ritualistic formulation on the NPT 
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ΤΟΚΥΟΝ5 new characterization of India as a \"partner against 
proliferation.\" 


(Re)Comitting to Economic Ties 


5. (U) Declaring their commitment to a quantum increase\" in 
trade 

is directed at economic engagement. The PMs agreed to 
\"explore\" an economic partnership agreement in addition to 
their policy dialogue between the Ministry of Commerce and 
Japan\'s Ministry of Economy 

Highlighting Japan\'s ongoing role in infrastructure 
development in India 

Koizumi took a ride 

in greater Japanese investment in road and rail systems. The 
PMs also announced cooperation on energy security through an 
oil and natural gas dialogue. Notably 

follow the pattern of important visitors before him (Putin 

Wen) and stop in IT center Bangalore. 


Maritime Security: Room to Grow 


6. (C) Prior to the visit 

strategic significance of expanding maritime cooperation from 
only Coast Guards to include naval exercises as well. 

Although the Japanese DCM called India Japan\'s \"most reliable 
naval power west of the Straits of Malacca 

foresee more than an exchange of views and friendship visits 
between the two navies. Unimpressed by bilateral efforts so 
far 

for Defense Studies and Analysis (IDSA) suggested that India 
and Japan ought to put more energy into maritime security as 
\"the most viable and appropriate area wherein the India-Japan 
relationship can be given a strategic orientation.\" 


The Chinese Gorilla in the Room 


7. (C) Following so soon after PRC PM Wenvs stop in New 
Delhi 

relations. Ambassador Enoki said before the visit that Japan 
needed to prepare for the \"reality\" of three big countries 
coexisting in Asia. Elaborating that although his focus was 
bilateral relations 

The Joint Statement explicitly echoed recent comments by 
Secretary Rice in emphasizing that \"a strong 


SIPDIS 
dynamic India is in the interest of Japan and vice versa 
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with China as the unspoken impetus. Echoing the same 
sentiment in sharper terms 

Chamber of Commerce told a group at FICCI on April 29 that it 
was \"problematic\" for Japanese businesses to concentrate 
their resources in China and that they were looking to 

diversify to India. 


UNSC: Unexpectedly Quiet 


8. (C) UNSC reform 

prominently on the visit agenda 

MEA contact telling us that the two sides simply reaffirmed 

their positions. The Japanese DCM noted that the PMs agreed 
that the G-4 should remain united and that members should 
take a decision on Security Council reform before the UNGA in 
September. Reflecting the new public view after UN Secretary 
General Kofi Annan\'s recent comment that new UNSC members 
were unlikely to have veto privileges (ref A) 

editorial in the \"Hindu\" criticized New Delhi and Tokyo\'s 
UNSC partnership as a V'needless distractionW from other more 
important areas of cooperation 


Comment 


9. (C) TokyoVs new line on the NPT and the increasing use of 
the word \"strategic\" in the context of bilateral ties 

represent a subtle shift in Tokyo\'s perception that both 

stand to gain from adding content to their relationship 

beyond mutual endorsement for a permanent UNSC seat. While 
this visit represents a solid step in that direction 

there were less tentativeness in the relationship 

greater economic ballast 

Delhi and Tokyo to coordinate on issues of interest to both 
governments and the USG. 
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overcome obstacles facing the enhancement" of economic 
cooperation. They also discussed the Iraqi and Palestinian 
situations 

stability on one hand 


3. (U) Meanwhile 

Hassan Turkmani signed an agreement to exchange civil defense 
expertise and cooperate during natural disasters. Yarfas 

also met with his Syrian counterpart Ghazi Kanaan to discuss 
border issues 

Syrian Foreign Minister Farouq al-Shar\'a and Vreviewed the 
latest regional developments. 


Column 3 


4. (U) On May 3 

Badran told reporters that he had delivered a letter to Asad 
from King Abdullah that dealt with V'bilateral ties 

not elaborate on its contents. Badran said that Asad invited 
King Abdullah to visit Damascus 

a Damascus suggestion to establish a \"free transit zone" in 
Suwaidaa on the Syrian side of the border. The two sides 
also agreed to increase Royal Jordanian flights to Damascus 
and Aleppo 

and cancel residency fees. 


5. (C) Comment: Oddly 

upcoming trip to Damascus during a meeting with Charge on 
April 28 to discuss Syria (reftel). Press coverage of the 

visit did not signal whether Lebanon or enforcement of 
Security Council Resolution 1559 was on BadranVs agenda while 
in Syria. Noting U.S. efforts to isolate Damascus 
diplomatically 

about Badran\'s visit with Royal Court Minister Muasher. Dr. 
Muasher asked that we not regard the visit as a problem 
because there is no change in Jordan\'s policy. Rather 

was part of the new PM\'s outreach to Arab states in the 
aftermath of damage caused to bilateral ties by former FM 
Hani al-Mulqi. Charge reiterated that the emphasis was on 
isolation. Charge said that we hoped Jordan would support 
this effort. 


6. (C) Comment continued: During a private dinner hosted 
by King Abdullah in honor of CODEL Frist on May 3 

pulled Charge aside to tell him that the visit was an 

initiative by the new PM 

Vattend to\" bilateral relationships in the region (he 
mentioned that Saudi Crown Prince Abdullah would soon be 
visiting Syria as well). The King said the main purpose of 

the PMVs trip to Syria was to follow up on a border agreement 
signed earlier this year. It was in Jordan\'s interest 

well as that of the U.S. 

terrorist infiltrations across that border. The Charge 
underscored the importance of isolating Damascus 
diplomatically 

helpful in this regard. Regardless of Jordan\'s motivations 
the Syrians would use the visit as evidence that they were 

off the hook with regard to Lebanon 

The King acknowledged our request for a strong message on 
implementing 1559 

inappropriate for the PM to criticize his hosts while still 

in Syria. He assured Charge that Jordan would look for an 
opportunity to make a public statement supporting Resolution 
1559 soon. Jordan\'s policy of joining in pressuring Syria 
was unchanged. End Comment. 


Column 3 
7. (U) Minimize considered. 


Please visit Embassy AmmanVs classified web site at 
http://www .state.sgov/p/nea/amman/ or access the site through 
the Department of States SIPRNET home page. 
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Thursday 

well as for a motor procession through Muscat on May 6. 
(Note: The call for the Friday demonstration and car 
procession were subsequently deleted from the message boards. 
End note.) Separately 

Ambassador for his statement to a local newspaper that 
praised the transparency of the defendantsY trial while also 
expressing USG support for religious freedom 

association 

organizations. End summary. 


2. (SBU) On May 2 

verdicts for 30 defendants charged with belonging to an 
illegal organization and plotting to overthrow the government 
(reftel). (Note: A thirty-first defendant was found not 

guilty.) In reaction to the verdicts and sentences 

hundred protesters gathered at the Said bin Taymur Mosque 
after evening prayers on May 3. The protest march 

slightly different route than the procession on May 1 

into a police barricade a short distance away (near the 
Radisson Hotel) that prohibited them from proceeding any 
further. Ordered to disperse 

the mosque. 


3. (SBU) According to unconfirmed reports from sources at the 
scene 

mosque engaged in civil disobedience by holding a sit-in. 

One shaykh continued to stir up protesters outside as he used 
a loud microphone to call for the SultanVs pardon of the 
defendants. According to sources 

more moderate protesters attempted to defuse the situation by 
asking the protesters to come out. When the demonstrators 
refused 

striking some protesters (possibly including minors) 

arrested over 200 demonstrators in the process. Other 
sources 

than 20 

protesters or police. Regional satellite news channel 
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Al-Arabiya aired a report of the incident from their Omani 
correspondent on the scene who claimed that he himself had 
been struck by the police. We have been unable to confirm 
independently 

been detained by police 

may have used to quell the protest. 


4. (U) Contributors to the on-line message board Al-Sablah 

have alluded to further demonstrations. They are calling for 
protests to take place in other towns throughout the 

Sultanate following maghreb (evening) prayers on Thursday 

May 5 

May 6 

prayers 

protests were subsequently removed from chatrooms. End note.) 


5. (SBU) In a May 4 meeting with visiting NEA/PI Director 
Alina Romanowski 

underscored his happiness with the transparent and open 
manner with which the Omani government treated the 
high-profile trial of the 31 defendants. WPublicizing trials 

is a new thing for us. We are demonstrating that the law 
applies to everyone." He thanked the Ambassador for his 
recent statement quoted in a special supplement to the May 3 
edition of the English-language daily Times of Oman focusing 
on the trial. 


6. (U) The full text of the Ambassadors statement is as 
follows: 


(Begin text) 

The Embassy of the United States is following with interest 
the case of the Omani citizens being tried in connection with 
the charges of belonging to an illegal organization and 
allegedly plotting to overthrow the government. We applaud 
efforts by the Omani government to make public substantial 
portions of the trial and the case against the accused. We 
believe such openness and transparency can reassure the 
public and foreign visitors alike that Oman respects the rule 
of law 

Basic Law. Permitting the monitoring of these cases by 
national and international legal and human rights 
organizations is another effective way of ensuring a fair and 
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transparent process. The government of the United States 
firmly believes in religious freedom 

and the right of association. Such rights should never be 
abused 

rights of others by resorting to violence or the threat of 
violence. 


(End text.) 


(Note: The British and German ambassadors issued 
independently 


7. (SBU) While nation-wide protests are unlikely 

could be localized manifestations in support of the jailed 
activists 

reports of possible police force being used at the May 3 
demonstration 

printed the AmbassadorVs statement calling for respect for 
freedom of religion and association 

subsequently lauded by Sayyid Badr. It is important to 
stress that both demonstrations have been peaceful 

and closely managed by the police 

evidence of outside influence or anti-American sentiment. 
BALTIMORE 
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Vietnam to overcome WshortcomingsW and to take the V'necessary 
steps to sustain economic development. ' Although the speeches 
focused on national reconciliation 

phrases such as V'servant government" to characterize the Republic 
of South Vietnam. A public concert the previous evening portrayed 
the Viet Cong and Vietnamese villagers suffering under B-52 carpet 
bombing and Agent Orange defoliant spraying in the South during 
the war 

majority born after the war ended -- were far more interested in 

the dancing 

retrospective. True to HCMCAs spirit 

decorations had been removed and it was back to business as usual. 


3. (SBU) There was a staged 

official event. For the parade 

and even local Vietnamese residents were \"encouraged\" to stay at 
home. The marchers paraded through empty streets 

Vietnamese television made sure the parade looked good. 

Similarly 

ensure that storeowners and residents displayed Vietnamese flags. 
If not 
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4. (SBU) We understand that there was friction behind the scenes 
over the content of the speeches given at the event. A reliable 
contact close to former PM Kiet told us that HCMC Party Secretary 
Triet had asked Kiet to comment on a draft of his speech. Kiet 
reportedly told Triet that he found his speech bland and 
disappointing. He urged the HCMC Party Leader -- and Politburo 
member -- to use the event to challenge hardliners and to make a 
bold call for internal party reform and faster international 
integration. Triet demurred 
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training through computer-assisted education programs and 
announces new procedures or regulations to its staff via 
electronic circulars. Disbank is attempting to implement an 
e-learning project to train its staff and keep them updated 
on new AML and CTF regulations. Disbank also has a 
legislative portal on the bank 

can post new regulations. Additionally 

on money laundering and suspicious transactions and has 
distributed it to all its branches and customers. Though all 
the banks attend information sessions given by MASAK 
them receive significant financial crimes training from 
MASAK. Apparently 

staff. 


6. (SBU) Econoffs also visited the Turkey headquarters of 
Hong Kong Shanghai Bank Corporation (HSBC) and Citigroup. 
Officials at both banks believe their bank policies and 
regulations on financial crime are far advanced compared to 
those currently enforced by the GOT. For example 

sets its own AML policy for its Turkish subsidiary which is 

not only compliant with local Turkish policy 

regional Citigroup policy 

U.S. laws 

(Though the GOT is in the process of amending its laws and 
regulations 

crimes is not yet compliant with FATF rules and EU 
policies--reftel). The Citigroup official said that she had 
attended a presentation at MASAK which was almost identical 
to the training her own bank had developed for its employees. 
Both Citigroup 

that MASAK often seeks their advice on financial crime 
policies and training material since these foreign banks have 
been applying their policies for the past 20-30 years 
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whereas Turkey 
years ago. 


7. (SBU) Like the Turkish banks 

internal inspection teams to ensure that the banks are 
monitoring transactions and accounts as well as reporting 
transactions in accordance with Turkish regulations. HSBC 
and Citigroup provide their staff with training and refresher 
courses on financial crimes policies 

the Turkish banks 

believes MASAK does not have the expertise or the resources 
to give sufficient training to all banks. 


8. (U) MASAK has been in the process of drafting a new law 
which affects the organization of MASAK and the prevention of 
money laundering and corruption. MASAK sent its draft law to 

the Bank Association who will review it and make 
recommendations to MASAK. MASAK also sent a copy of the law 
to Citigroup for its recommendations and expertise. The 
Citigroup compliance officer told us that the draft is 

&basically a carbon-copy of the FATF regulations.8 She 

added that the draft law &is coming closer to the policies 

Citigroup has been implementing for years.8 


9. (U) In light of this new draft law 

(comprised of 48 commercial and investment banks) is working 
with MASAK to develop a set of principles and standards on 
combating money laundering and other financial crimes. This 
will serve as a guide for all of its member banks. The 

Credits and Operations Control Manager at Turkish Economic 
Bank 

Association has been drawing on several references and 
international guidelines 

and the FATF Special Recommendations on Terrorism Finance 
establish a basic standard for Turkish Banks. The Bank 
Association is also using this opportunity to harmonize 
regulations with those of the EU. For example 

anti-financial crime experts 

Project 

suspicious transaction reporting guidelines for use in Turkey. 


10. (U) The aim of the Bank Association/ MASAK working group 
is to develop consensus among the banks on a set of basic 
uniform guidelines so that banks can develop their own 

policies based on these guidelines. Banks will 

make adjustments to their existing regulations. The Bank 
Association wants to finalize these standards in the form of 
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a guidebook before the FATF review scheduled for the end of 
2005/beginning of 2006. 


11. (U) Below is a list of some of the new procedures the 
Bank Association hopes to include in its guidelines for 
preventing 

crimes. 


--For all electronic transfers 
information 
recipient. 


- The guidebook will include effective ways to carry out 
internal bank audits. 


--There will be suggestions on how to determine &risky 
regions 


--The guidebook would include lists of FATF 
non-cooperative countries; the OFAC list; major 
drug-traffickers list; all lists of major drug-traffickers 
published by the U.S.; OECD list of tax haven countries; and 
the Banks Union list of risky regions. Banks will use these 
lists together with their filtering systems to filter through 
accounts and incoming and outgoing money transfers*checking 
for matches to names on the respective reference lists. The 
filter would be operated by each bank 

section and requires detailed information*especially for 

high risk regions. 


--Risky transactions will include cash and electronic 
transactions 

and safe deposit boxes. Risky sectors will include certain 
cash-based sectors of the economy. Banks will also use 
information from previous money laundering cases as a 
reference for determining risky entities. 


12. (U) Despite the best efforts of the Bank Association and 
MASAK to strengthen policies 

Econoffs that there are still gaping holes in the system. 

For example 

share information with each other about which 
individuals/entities have been turned down for opening 
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accounts or making transactions. The Bank Association is 
working on a way to develop a system through which they can 
share this information. Also 

in banks and special finance houses 

bureaus 

money can be transferred and exchanged for illicit purposes. 


13. (SBU) Citigroup and HSBC said that until the GOT 
policies are changed and enforced 

advanced financial crimes regulations and procedures will be 
at a competitive disadvantage. Turkish banks are not asking 
their customers the same types of questions HSBC and 
Citigroup are required to ask their customers. HSBC and 
Citigroup officials said that the GOT needs to standardize 
these questions 

parties. They believe Turkish banks do not fully comply with 
even the existing minimal regulations. 


14. (SBU) New legislation based on international standards 
and FATF recommendations 

procedures 

filtering systems could bolster the banking community 
ability to prevent and identify financial crime. Turkish 
banks 

rigid regulations since they lack the expertise 

and experience of foreign banks like HSBC and Citigroup. 
Nevertheless 

integral part of Turkey\'s efforts to strengthen it\'s AML/CTF 
regime. In order to improve the GOTVs track record on 
preventing and identifying financial crime 

must show a willingness to enforce the new legislation and 
penalize non-compliance. 
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On Armenia: V'We see Prime Minister Erdogan\'s proposal as 
positive 

some hope. We hope that an agreement can be reached on 
these proposals. Nobody in Armenia has territorial claims 

on Turkey. | have asked this during my meetings in Armenia. 
Foreign Minister Oksanyan has said that Armenia recognizes 
the Kars Treaty. There are important efforts underway on 

the Nagorno-Karabakh issue." 


On Cyprus: \"In order to start a new process to resolve the 
Cyprus issue 
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to submit their objections to the Annan Plan. There has 
been no response from the Greek Cypriot Government. The 
ball is in the Greek Cypriots court. We are also calling on 
Papadopulos to submit his views. We are doing all we can to 
ease the isolation of the Turkish Cypriots. We have 
approved $30.5 million in assistance. We have efforts 
underway to develop trade and the economy. On direct 
flights to Ercan Airport 

making process. V" 


On Incirlik: \"We are very pleased by the decision to allow 
Incirlik to be used as a logistics cargo hub. We appreciate 
Turkey\'s support in the Global War on terrorism 

taking over the command of ISAF in Afghanistan." 


On a Possible Erdogan Meeting with President Bush: \"We view 
Prime Minister Erdogan\'s recent statement on US-Turkish 
relations as positive. There may be ups and downs in US- 
Turkish relations 

far as | know 

between the Prime Minister and President Bush." 


Erdogan Evaluates Visit to Israel 

ruling AK Party lawmakers yesterday 

said that his recent visit to Israel and Palestine had been 
necessitated by national 

obligations 

weas responding to criticism that his visit to Israel was 
motivated by his desire to get an appointment with President 
Bush when he travels to Washington in the coming weeks. 
Erdogan said that during his visit to the region 

seemed like an ‘open prison.V "Palestine should not be left 
like that 

encourage both parties to pursue peace and exert maximum 
effort at the UN and with related countries to that end. 


Erdogan to Visit US in Second Half of June: Ruling AK Party 
sources denied reports that President Bush will decline to 
meet Prime Minister Erdogan during his upcoming visit to the 
United States. The sources told Turkeyvs private all-news 
channel NTV on Tuesday that Erdogan\'s visit to the US will 
take place in the second half of June. The sources claimed 
that President Bush told Erdogan at the funeral service held 
for the late Pontiff John Paul ΙΙ that Erdogan\'s visit had 

been put on the program at the White House. 


Iraqi Military Officials Meet With PKK: Mass-appeal 
\"Hurriyet\" cites the northern Iraq Kurdistan Democratic 
Party (KDP) official website \"Peyamner\" as reporting that 
Iraqi military officials met with PKK militants in the 

Kandil Mountain to discuss issues related to border 
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security. The same report also cites the \"Media\" daily in 
Erbil as claiming that an Iraqi military delegation met with 
PKK representative Ali Haydar Kaytan on April 29. 


Columnist Warns Against PKK Attacks in Cities: \"Hurriyet\" 
columnist Fatih Altayli warned for the second consecutive 

day that PKK militants have smuggled significant amounts of 
C-4 explosives into Turkish cities and tourist areas and are 
planning attacks there during the tourist season. Altayli 
claimed that a bomb made from C-4 and placed under a bridge 
across the Golden Horn in Istanbul last week was part of the 
PKK effort (responsibility for the Istanbul bomb was claimed 

by the V'Kurdish Liberation Hawks\"). 


US Troops Block Turkmen Humanitarian Aid from Entering Tal 
Afar: Islamist-oriented V'Yeni Safak\" reports that Iraqi 
Turkmen Front (ITF) leader Faruk Abdullah Abdurrahman and 
his delegation were denied access to Tal Afar by US troops 
and Iraqi and Kurdish guards in the northern Iraqi town 

after a car bomb attack which claimed 40 lives at the 

funeral of a Kurdish politician. Abdurrahman was reportedly 
taking humanitarian aid to Tal Afar. The Iraqi police 
questioned Abdurrahman and his men for three hours in Mosul 
according to the report. The report claims that “confusion 

has reigned\ in Tal Afar for the past three days. 


Schroeder in Turkey: Accompanied by 600 businessmen 
Chancellor Gerhard Schroeder arrived in Ankara Tuesday 
evening on a state visit. On arrival 

support for Turkey with regard to the EU 

Armenia issues. At a dinner last night with Prime Minister 
Erdogan 

form a joint committee of historians to study Armenian 
“genocide\' claims. The Chancellor also urged Erdogan to 
sign the EU accession protocol before October 3. The PM 
reportedly said that "Turkey has done all it can for EU 
membership. Now itVs your turn.Y The German Chancellor is 
to meet President Sezer and the Prime Minister again on 
Wednesday before moving on to Istanbul later in the day 
where he will pay a visit to the Greek Orthodox 

Patriarchate. 'CumhuriyetV notes that the term 'ecumenicalV 
is used in Schroeder\'s program to refer to Patriarch 
Bartolomew. German diplomatic sources told the paper that 
by doing so 

"ecumenical title of the Greek Orthodox Church in Turkey. 
They said the "'ecumenicalV reference was an effort to 
underline the importance of protecting the rights of non- 
Muslim minorities in Turkey. 


DEHAP Officials Jailed in Bitlis for Kurdish Songs: 
\"Milliyet\" reports that 7 leaders of the pro-Kurdish DEHAPVs 
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provincial party board in the southeastern city of Bitlis 

were sentenced to five months in prison for playing Kurdish 
songs and chanting slogans at a May 2003 party conference. 


EDITORIAL OPINION: Turkey-US Relations; Iraq 


\"What Did We Give Away at Incirlik?\" 

Kemal Yavuz commented in the sensational-mass appeal \"Aksam\" 
(5/4): VOn April 24 

agreement on the US use of Incirlik air base for one more 
year. According to US and Turkish officials 

given new prerogatives along with the extension of the 
agreement. What did we give at Incirlik? It is difficult 

to say 

gazette. Although FM Gul said that ‘there is no secret 

hereY and assured us that ‘we have not given a blank check 
the Turkish public will never know the details of the 

decree. Former US Ambassador to Turkey Mark Parris recently 
wrote an article in Turkish Policy Quarterly on Turkish-US 
relations. In his column 

US is very much interested in the region around Turkey. 

This US interest 

Turkey\'s major interests. Moreover 

in time that it is much easier to do business with Turkey 

than to try to do business by ignoring Turkey." Ambassador 
Parris added the following question to his comments: “If the 
request for to use Incirlik as a logistics hub isnVt proof 

of this fact 

interesting observation? The picture at Incirlik looks 

quite different when viewed from this angle. There is one 
other sensitive issue we should be careful about -- that 

every single prerogative that is given to the US at Incirlik 

will bring new responsibilities and new dangers to Turkey. 
Diplomacy is supposed to be a give-and-take process. But we 
have to make sure to take what we need in return for what we 
give. If Turkey has given new prerogatives to the US at 
Incirlik in return for the US not passing an “Armenian 
genocide resolution 

diplomacy. V 


VRelations Between the AKP and the US\" 

Oral Calislar wrote in the leftist-nationalist "CumhuriyetV 
(5/4): \"The AKP is caught between requests by the United 
States (including the wider use of Incirlik Air Base) and 

the views of Turkish society. More than 80 percent of the 
people do not support US policies in the region. The AKP 
needs to take this into account. The US wants to keep 
Turkey on its side 

a position openly. It is caught between two fires. It is 
being criticized by some for cooperating with the United 
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States and by others for damaging relations with the United 
States. There are even those who warn that deterioriating 
relations with the US could spell the end for this 

government. This situation has no doubt played a role in 

the growing tension and numerous provocative events we have 
seen in recent days. Some believe that certain circles have 
seen that the United States is upset with the AKP and have 
therefore felt emboldened to oppose the AKP government more 
directly. They are 

which the AKP has control. One group is saying: 'see 

told you to comply with US requests or else you would face a 
crisis.V As a result 

United States and forced to accept US views on certain 

issues. The other dimension of the problem relates to the 
European Union. Those in Turkey who have opposed Turkey\'s 
membership in the EU and the process of democratization are 
pleased by the tension between the US and the AKP. The 
recent anti-EU statements by the AKP leadership have been 
music to the ears of these people. The AKP is now trying to 
improve its relations with the US. As part of this effort 

itis continuing to make statements that will be used by EU 
opponents in Turkey. Some are saying that Turkey 

tries to get relations with the US back on track 

distancing itself from the EU. It\'s hard to say how much of 

this speculation is true. But we can say this much for 

sure: the AKP\'s problems in dealing with the EU and the US 
have been growing since December 17. Even if we accept that 
some of the reasons for this are beyond the control of the 

AKP 

dealing with these problems and their angry reactions have 
only inflamed the situation. We are going through a 
convoluted period. V 


\"They Call Their Colony A Democracy" 

Nuh Gonultas wrote in the conservative \"Dunden Bugune 
Tercuman\" (5/4): \"Elections have taken place in Iraq. Now 
the Iraqi Security Forces are dealing with the insurgents 
there 

into a US colony. While 85 percent of the population are 
Arabs 

President. This gives veto rights to the Kurds for all 

kinds of laws and the constitution. Until the next 

election 

do anything but carry out hundreds of orders given by the 
United States. These hundreds of orders 

presented by IraqVs former governor Paul Bremer 

Iraqi infrastructure up for sale to US companies. The US 
has not given give a date for a its withdrawal from Iraq. 

The occupation of Iraq is no longer covered by the Western 
media. US Secretary of State Condoleezza Rice announced the 
other day that US Ambassador to Afghanistan Khalilzad has 
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been assigned as the new Ambassador to Baghdad. Khalilzad 
was an advisor to Wolfowitz 

proposed the occupation of Iraq in the 1990s for its oil 
resources. Khalilzad became famous as a ‘colonial 
Ambassador\' іп a very short period of time. Two years after 
the occupation 
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meeting on April 15. Chavez said he received constant 
complaints from people claiming to have been denied jobs 
because they appeared on the Tascon list. He said the 
\"famous list undoubtedly played an important role at one 
specific moment 

governors and mayors to work with small and medium 
businessmen 

the list. Miranda Governor Diosdado Cabello told reporters 
Chavez\'s order put in their place those \"who think they are 
more Chavista then Chavez.\" 


3. (C) The Tascon list came to be in February 2003 
Movimiento Quinta Republica (MVR) Deputy Luis Tascon put a 
search engine on his web-site purportedly to allow people to 
see if they were among those who signed petitions calling for 
a consultative referendum in November 2002. It was thus 
possible for anyone to enter a Venezuelan identity number and 
find out if that person had signed the referendum petitions. 
Tascon claimed to have gotten the first list by combing the 
state National Electoral Council (CNE) offices information. 
After the Supreme Court rejected the consultative referendum 
the NGO Sumate carried out a second signature drive for a 
recall referendum. Tascon again put the names on his 
web-site. Tascon alleges that he acquired the second list 
from a member of Sumate 

compilation of the signatures through the CNE. Leaders of 
Sumate and the opposition deny this 

CNE violated the spirit of the law by giving the names to 
Tascon 

Maisanta to the CNE. The list of people who signed 
eventually became publicly available on CD ROM. 


4. (C) Reports that government officials were using the 
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list to discriminate against signers began to surface soon 

after Tascon put the search engine on his web site. The 
Consular section of the Embassy receive numerous complaints 
from visa applicants that they could not get new passports or 
ID cards if they had signed. In early 2004 Health Minister 
Roger Capella publicly defended the firing public sector 
workers who had signed the petitions. 


5. (U) Antonio Suarez 

Federation of Public Employees told reporters on April 19 
that the organization believed 5 

been victims of discrimination as a result of signing the 
petitions 

these people were fired 

Federal Deposit Insurance Corp.) 

Interior and Justice 


from Hidrocapital (the Caracas water company). Suarez 
complained to the Attorney GeneralVs Office 

Office 

July 2004 

issue with a visiting OIT mission. Additionally 

2004 

GOV pressure on private companies to fire workers who appear 
on the list to maintain government contracts 

foreign oil companies. 


6. (C) Tascon aide Fernando Avila admitted to poloff that 
the Chavistas would use the lists to vet future applicants 

for work in the public administration. Avila later told 

poloff that using the list to discriminate against job 
applicants was \"fascist\". Tascon told poloff April 5 that he 
had suggested to Chavez that he order GOV officials to stop 
using the list. He then announced a national crusade on 
April 20 to V'persecute the persecutors\" 

who felt they had been victims of discrimination to write in 

to his web page. 


5. (U) Following ChavezYs announcement 

Ombudsman German Mundarain admitted his office had received 
many complaints about public sector firings 

Vhad the conviction that in the private sector 
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public" peopleVs rights had been violated. CNE President 
Jorge Rodriguez repeated the argument that the opposition had 
been equally guilty of firing Chavistas who signed the GOV 
sponsored recall campaign against opposition deputies on 
April 22. Labor Minister Cristina Iglesias took the argument 
one step further on April 28 

complaints her office had received were of opposition 
discrimination against GOV supporters. Solicitor General 
Marisol Plaza denied that any discrimination had taken place 
calling Chavez\'s statement a political maneuver to win over 
opposition supporters. 


6. (C) The blacklist became a hot public issue on April 5 
when the tabloid \"TalCual\" began a series of articles 
detailing cases of discrimination and comparing the Tascon 
list to the McCarthy-era blacklist. At the same time 

Julia Jatar 

wrote a column comparing the GOV policy to South African 
apartheid. Following Chavez\'s statement 

Venezuelan Workers\' Confederation Secretary General Manuel 
Cova called on the GOV to prove its sincerity by rehiring the 
fired state oil company workers and all other fired public 
employees. Others announced they would request the 
International Criminal Court try Chavez for crimes against 
humanity (unlikely to prosper) 

Julio Borges called on the Attorney General to open an 
investigation of Tascon on April 22. 


7. (U) Despite Chavez\'s call to cease using the Tascon 

list 

Nacional" reported that the Supreme Court had withdrawn its 
offer to appoint a lawyer as an alternate judge on April 22 
because he had signed the referendum petition. On April 29 
VEI Universal" reported that 200 teachers had taken over an 
educational office in Miranda State 

harassment of the 10 

petition. 


8. (C) Rather than declining in importance with the passing 
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of the recall referendum 

issue. Affecting from 3.5 million to 5 million Venezuelans 
political discrimination based оп Tascon\'s list continues to 
exacerbate the political divide. The portrayal of the Tascon 
list in right wing terms (black list 

Chavez in an uncomfortable position. Admitting that the list 
has been used to discriminate against his opponents 
formally calling for an end to the practice may be enough to 
ease the consciences of some Chavez supporters 

the opposition believes Chavez was sincere 

discrimination will end. In fact 

persons vying for government contracts can be stricken from 
\"the list\" by paying a fee. 

McFarland 
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reform!" of the 2001 land and agrarian development law on 14 
April. The legislation now goes to President Hugo Chavez 
who said he would have the reform published immediately in 
the official gazette 

modifications include: 


-- The V'latifundio 

is defined more loosely. The 2001 law defined the 
\"latifundio\" as idle 

5 

any unproductive land in estates over 100 hectares. It 
expressly gives the National Land Institute (INTI) the 
authority to determine whether such land is being used 
appropriately. 


-- INTI will have authority to regulate the mining of 
Vnon-metallic minerals." (Note: several governors have 
stopped the activities of mines and quarries 

their owners lack title. The Venezuelan construction 
industry is concerned about this provision.) 


-- \"Occupants\" will be able to remain on land as long as they 
make the land productive. Press reports have interpreted 
this rule as applying only to squatters. 


-- The law will apply to all types of land. Under the 

original law 

polygons\" were subject to redistribution. Former Minister of 
Agriculture Hiram Gaviria explained to poloff that rural 
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polygons were portions of Venezuelan territory the GOV was to 
classify in terms of agricultural productivity. 


-- The law incorporates two articles of the 2001 law ruled 
unconstitutional by the Supreme Court. One article allows 
the GOV to take back land without paying V'illegal occupants" 
for improvements they have made. The other allows the INTI 
to \"rescue\" (the term used for taking over land deemed to 
belong to the state) land without court approval. 


3. (C) The changes to the land law neither provide a 
framework for determining which lands are productive nor a 
means to equip INTI officers to exercise their new authority. 
Alejandro Arcai 

company Vestey Group 

were no legal standards to measure the effective use of land. 
Arcai said Vestey\'s Hato El Charcote ranch produced more 
than the national average amount of meat per hectare of land 
yet INTI had judged much of the ranch \"uncultivated\" and had 
granted Vwrits of permanence" allowing squatters to remain. 
A biologist for the 80 

ranch 

emboffs April 21 that the INTI officers inspecting the 

property 

scientific background. 


4. (C) INTI declared the 13 

GOV property in March. Armed with title documents dating 
back to 1830 

optimistic about his chances for successfully appealing the 
ruling before the deadline of May 15. He told emboffs that 
he would have a 90 percent chance of winning a case in a 
\"normal court" and that ranchers had experience prevailing 
even in difficult political circumstances. Ranchers had 


survived the agrarian reforms under President Romulo 
Betancourt and the dictatorships of Juan Vicente Gomez and 
Marcos Perez Jimenez 

said 

treaty" (presumably a reference to the UK-Venezuelan 
bilateral investment treaty) to try to protect Vestey\'s 
holdings. Vestey Group has asked the British Embassy to keep 
a low profile on the case so far 

be getting more involved. The main obstacle Arcai described 
was that of squatters 

late 2000. Now 

the ranch. Although its production had declined 
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Charcote made do by driving cattle to graze among the 
squatters\' plots. 


5. (U) INTI chief Eliecer Otaiza told the press in 
mid-March that the ranch\'s proof of title was \"irregular 
and the national archive only had Vestey\'s ownership 
registered back to 1850. (The law requires the titular chain 
to be established back to 1848 

first land law.) Otaiza added in mid-April that INTI will 
withdraw from Hato El Charcote and from 99 other rural 
properties declared public land if the alleged owners show 
the courts title documents that they have not shown INTI. 
Otherwise 

cooperatives on the properties after their 60-day windows for 
appeals have closed 


6. (C) The changes to the land law add a veneer of 

legitimacy to current GOV practices. For example 

already has mounted \"invasions\" and \"rescues\" without court 
orders 

and expropriated urban and other properties not covered under 
the 2001 law. Selective enforcement of the law will remain 

the norm. INTI has already begun to interpret the term 
\"occupants\" in the law as \"ranchers\" in cases where the law 
curtails rights and as \"squatters\" where it guarantees them. 
INTI also may be favoring GOV allies and those who can pay 
land inspectors to look the other way. INTI\'s new authority 
over mines represents a departure from current practice. The 
change will offer INTI personnel--whom Otaiza accused of 
corruption in a recent interview--another lucrative source 

for kickbacks. 

McFarland 
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involved\" in the incident 

believed to have been accomplices. 
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6. On April 11 

bail to 52 members of the Movement for the 
Actualization of the Sovereign State of Biafra (MASSOB) 
arrested in September and charged with treason. The 
53rd member of the group had already been released on 
bail. 


7. In early March 

demolished the bulk of the shanty town known as V'Agip 
waterside\" in Port Harcourt (reftel). The action 

leveled hundreds of dwellings and displaced thousands 
of people. On April 13 

The police arrested two Australian journalists when 
they asked permission to film the demolition. The 
journalists were released after several hours 

charges. (septel) 


8. On March 27 

attended the naming ceremony for a grandson of a wife 
of President Obasanjo. Their intent was to report the 
event for the newspaper. The infant's parents claimed 
the reporters planned to abduct the child and called 

the police. The reporters were arrested 

overnight 

editors believe the parents called the police because 
they did not want the event reported and feared the 
information would be used maliciously. 


9. On April 8 

questioning the chief correspondent of the Associated 
Press in Nigeria. Soldiers stopped the correspondent 
at Dodan barracks in Lagos 

Muslim prayer session for a story on Christian-Muslim 
relations in Nigeria. The authorities told the 
correspondent he was detained for entering a military 
zone without the necessary permit. The authorities 
released the correspondent after several hours but 
asked him to report to the garrison command on April 11 
to formalize his release. 

Section 5 Discrimination 

and Trafficking in Persons 


10. On March 21 
punishing those who encourage female genital mutilation 
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(FGM). The law makes it a punishable offense to remove 
any part of a woman or girl's sexual organs 

purely on medical grounds as approved by a doctor. 
According to the provisions of the law 

shall be any female who offers herself for FGM 

person who coerces 

undergo FGM 

to undergo FGM 

medical reasons performs an operation removing part of 
a woman or girls sexual organs. The law provides for 
a N50 

both for a first offence 

second conviction. 


11. On March 11 

NigeriaVs two oil employee unions 

aboard sixteen Tidex Nigeria vessels in Delta 

and Rivers states. (Note: Tidex Nigeria is a 
subsidiary of the U.S. oil services firm Tidewater 
International.) About ten days later 

employees ordered the ships to be anchored at three 
ports and prevented other crew members 

Americans and 32-37 other expatriates 

vessels. The unions began the strike as the result of 
several industry- and firm-level grievances 
impending staff reductions 

practices 

Crews of two of the vessels returned to work on April 
2. On April 7 

leadership efforts 

expatriates to leave the vessels. The unions ended the 
strike April 14 after negotiating an agreement with 
Tidex. Tidex management 

some of the terms of the agreement 

negotiations may be needed. 


BROWNE 
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procedures; 


- Flight crews RON; 


- All cargo will be considered bonded and therefore exempt 
from taxes 
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- All cargo aircraft will be considered military or state 
aircraft and therefore exempt from taxes 

fees and charges. 


INITIAL USG REQUEST 


6. (C) The original US request was for a hub to service the 
CENTCOM Area of Responsibility (AOR) and process general 
military cargo 

not ammunition 

MFA indication in September V04 that it would be difficult to 
gain Cabinet approval for a hub to service the entire CENTCOM 
AOR 

destinations to Afghanistan and Iraq. While the GOT did not 
approve the transit of all general military cargo or a 

blanket flight clearance 

terms are acceptable to TRANSCOM and EUCOM. The GOT did 
agree to all other elements of the initial request. 


7. (C) Outstanding details: The framework agreement has been 
approved but several details remain to be worked out in 

mil-mil channels 

to be submitted in advance and how to address a requirement 
for advance notification of the nationality of contract 

carrier crew. We do not anticipate any difficulty in 

resolving these issues. 


DIPLOMATIC NOTICE OF APPROVAL 


8. (C) Following is the text of the Diplomatic Note dated 

April 28 which provides GOT approval of the cargo hub. The 
Embassy was not provided with the Note until April 29 
following President Sezer\'s signature of the Cabinet decree 
extending the current overflight agreement for Operation 
Iraqi Freedom until June 22 


BEGIN TEXT OF DIPLOMATIC NOTE: 
CONFIDENTIAL 
SIPDIS 


The Ministry of Foreign Affairs of the Republic of 
Turkey presents it compliments to the Embassy of the United 
States of America and with reference to the US request 
regarding the use of the 10th Tanker Base Command in Incirlik 
as a logistical cargo hub to support operations in 
Afghanistan and lraq 
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Taking into account the UNSC Resolutions NO: 1368 
(2001) 
No: SG (2001) 1147 dated October 4 
Afghanistan 
Assembly No: 722 dated October 10 
of MinistersY Decree NO; 3240 (2001) 
Resolutions No: 1483 (2003) 
concerning Iraq and the Turkish Council of Ministers\' Decrees 
No: 5755 (2003) and 7515 (2004) 
approved. 


The rules and principles to be applied during the 
logistical cargo hub operation 
regarding flight information to be provided by the US side 
are enclosed herewith. The Ministry kindly requests the 
Embassy to bring the enclosed document to the attention of 
the pertinent US authorities with a view to assuring their 
full compliance. 


The modalities of the facilities accorded in line with 
the said request should be discussed and concluded with the 
Turkish General Staff. 


The Ministry of Foreign Affairs of the Republic of 
Turkey avails itself of this opportunity to renew to the 
Embassy of the United States of America the assurances of its 
highest consideration. 


Ankara 
28 


Encl: As stated. 


Embassy of the United States of America 
ANKARA 


CONFIDENTIAL 


END TEXT. 


9. (C) Below is text of the noted attachment to the 

Diplomatic Note which outlines the approved modalities of the 
cargo hub. Paragraph 16 mentions Appendix 1 

containing the flight information to be submitted in advance 
on the monthly flight schedule 

aircraft nationality 

registration 

ICAO location codes of departure/destination airports 
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the estimated times (UTC) of departure and arrival to and 
from these airports. 


BEGIN TEXT OF RULES AND PRINCIPLES ATTACHMENT: 


CONFIDENTIAL 
SIPDIS 


THE RULES AND PRINCIPLES TO BE APPLIED DURING LOGISTICAL 
CARGO HUB OPERATIONS 


1. The UNSC Resolutions 1368 (2001) and 1373 (2001) 
regarding Afghanistan 

National Assembly dated 10 October 2001 No: 722 

of the Council of Ministers dated 21 November 2001 No: 3240 
the UNSC Resolutions 1483 (2003) 

regarding Iraq and the Decree of the Council of Ministers 
dated 22 June 2004 NO: 7515 constitute the legal basis for 
the US use of the 10th Tanker Base-Incirlik. 


The inbound and outbound trans-shipment activities 
(hereinafter referred to as the hub operation) at 10th Tanker 
Base-Incirlik for general military cargo originating from 
and/or bound for the US and/or US military installations in 
Europe 

support Operation Iraqi Freedom and Operation Enduring 
Freedom. The territory of Turkey and its airspace shall not 
be used by US assets involved in the hub operation for 
offensive actions against any country. The hub operation 
shall note include troop rotations. 


2. The activities to be carried out during the hub operation 
shall be in conformity with the National Law of the Republic 
of Turkey 

10th Tanker Base-Incirlik regulations. 


3. The US side is permitted to deploy 6 military airlift 

C-17 aircraft to 10th Tanker Base-Incirlik to conduct the 
inbound and outbound cargo movements of the hub operation. 
The activities to be carried out by the US for the purpose of 
the hub operation and their outcome shall create no financial 
burden for the Republic of Turkey. Any compensation arising 
directly or indirectly from activities carried out by the US 
personnel involved in the hub operation shall be fully borne 

by the US. 


4. The number and the duties of the personnel expected to be 
temporarily prepositioned to support cargo movements in 10th 
Tanker Base-Incirlik shall be communicated to and approved by 
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the Turkish General Staff. 


5. The status of these prepositioned personnel 

of which shall not exceed one hundred and fifty at any one 
time 

applied to the US personnel currently deployed at the 
aforementioned base 


6. The necessary documentation for the US personnel as well 
as the bill of lading concerning the cargo shall be submitted 
by the US to the 10th Tanker Base-Incirlik. During the 
aforementioned activities 

chemical weapon 

ammunition shall be carried. 


7. Technical arrangements regarding the activities related 

to hub operation that are not covered by this document shall 

be concluded between the US 39th Air Base Wing and the 10th 
Tanker Base Command-Incirlik under the coordination of the 
Turkish General Staff. 


8. In the event of accommodation within the Base of the 
personnel (except for those who are temporarily deployed) 
involved in the hub operation due to technical breakdowns or 
for any other emergency situations that may arise 
arrangements will be concluded between the US 39th Air Base 
Wing and the 10th Tanker Base Command-Incirlik. 


9. In case the need arises 

allowed to use the US aircrafts and other US assets and 
capabilities to provide the existing Turkish military 
presence in Afghanistan with logistical support under 
conditions to be mutually agreed upon. 


10. In case the need may arise 

or permanently cease the utilization of the 10th Tanker 
Base-Incirlik by the US in the logistical hub operation 
72 hours prior notification. 


11. The flight crew shall not carry any side arms or weapons 
on their person and shall not take them into the Base. The 
aforementioned weapons will be kept in the aircraft in a 
secure manner if the flight crew will continue their mission 
with the same aircraft. If the flight crew will fly with 

different aircraft 

arms to the U.S. armory with the attendance of the 10th 
Tanker Base Command Security Company personnel where they 
will be stored under lock until such time as the aircrew 
leaves the 10th Tanker Base Command/Incirlik on their next 
mission. At no time will the aircrew be carrying side arms 
on their person while on the Base except for transit to and 
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from the armory with the attendance of the 10th Tanker Base 
Command Security Company personnel. 


12. The force protection and security matters 
VIP protection shall be in full responsibility of the Host 
country. 


13. The inbound and outbound military support equipment to 
and from Turkey shall be subject to transit procedures. The 
necessary documentation (bill of lading) regarding the crew 
and the equipment shall be submitted to the relevant Turkish 
authorities by the US side. Military support equipment 
brought in transit to Turkey will be kept in temporary 

storage facilities designated for this purpose exclusively. 

The storage facilities within the 10th Tanker Base-Incirlik 
shall not be used for this purpose and the said equipment 
shall not be stored in these places. 


14. Search and Rescue (SAR) missions within the SAR 
boundaries of Turkey shall be performed by Turkish 
authorities. 


15. Refueling 
and chaff and flare shall not be used within Turkish Airspace. 


16. Flight clearance requests for all flights related to the 
logistical hub operation shall be submitted in advance to the 
TGS monthly via the Turkish Ministry of Foreign Affairs in 
line with the current procedures in consistence with the 
attached Appendix 1. Any changes shall be notified to the 
Turkish Ministry of Foreign Affairs and to the Turkish Air 
Force. 

17. During the flights within the Turkish Airspace 

flight corridors specified in the Turkish Air Information 
Publication shall be used 

the relevant air traffic control units and existing NOTAMs 
shall be complied with and all flights will be carried out as 
IFR. 


18. An ICAO flight plan will be filed and the clearance 
number will be written in block 18th of the flight plan; 
during flights within the Turkish airspace while especially 
entering and exiting the Turkish airspace 

communication with the relevant air control unit shall be 
established and the V'IFFV's will be kept \"ON\" at all times 
during the flight. 


19. The implementation of the rules and principles 
established herein shall not infringe upon or violate the 
sovereign rights of the Republic of Turkey. Nor shall the 
said rules and principles be interpreted or applied in a way 
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that runs counter to the national law of the Republic of 
Turkey. 


20. None of the articles in this document shall affect or 
restrict the Republic of Turkey\'s right to take the necessary 
measures she deems necessary with a view to protecting her 
national interests and security. 


21. Iraqi bound flights shall be limited to the duration of 

the \"Decree of the Council of Ministers dated 22 June 2004 
and No: 7515" (until 22 June 2005) or to the other Decrees 
that may be issued to extend the duration of the said Decree. 


22. Unless otherwise agreed by the parties 

bilateral or multilateral agreements to which Turkey and US 
are parties shall be applicable to this logistical hub 
operation. 


CONFIDENTIAL 
SIPDIS 
END TEXT. 


10. (C) Comment: It took ten months of internal GOT debate 
to decide that the government already had the authority to 
allow the US to establish this cargo hub. MFA DDG Шісак 
explained the delay as a result of the FM\'s prerogative to 
take decisions to the PM even where an umbrella authority 
exists. Given the GOT\'s unwillingness to go against the 
negative tide of public opinion toward the US in recent 
months 

provided the political opening the GOT was looking for and 
the prospect of a US congressional resolution recognizing an 
Armenian Genocide in Turkey 

to the US may have dictated the timing. Whatever the 
rationale 

benefit 


11. (U) Kabul minimize considered. 
EDELMAN 
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31996 
diversion to a missile program of concern. V 


3. (S) The export license for this machine was submitted to 
the MFA on 06 Aug 2004. That license was issued on 18 Aug 
2004. However 

BIS 
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exports took place. 
CABANISS 
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among the Colorados and the other Senators -- in particular 
on selection of candidates to several key positions. By 
definition 

a curious marriage between 

Colorado party 

and pro-U.S. 

the status quo and 

historically 

status quo but simultaneously have been anti-U.S. and 
leftist. End Summary. 


The Emerging Alliance 


2. (U) On 4/21 

Guggiari of the Liberal Party over Sen. Saguier 

Liberal Party 

Magistrates. (Note: The Council of Magistrates is an 

influential body of experts charged with responsibility for 
vetting candidates seeking Senate appointment as prosecutors 
or judges.) Guggiari\'s election became possible when he and 
two other dissident Senators from the Liberal Party (the 

Liberal Party has a total of 12 Senators) formed an alliance 
with the 17 Senators from the Colorado Party 

from the socialist Country in Solidarity Party (PPS) 

one Senator from the chameleon National Encounter Party (PEN) 
to create a majority in the 45-member Senate. 


3. (C) The emerging alliance that produced Guggiari\'s 
election appears to rest on a number of V'deals 

which involve Senate election of candidates to key positions. 
Notwithstanding the fact that his party only has two 
Senators 

Country in Solidarity Party 

deals brokered by Colorado Party Senate leader 

(\"Cale\") Galaverna. Filizzola 

agreed to ally PPS with the Colorados in exchange for their 
commitment to support Filizzola\'s candidacy as the next 
President of the Senate when elections are held in June. 
Filizzola has also gained the support of the Colorado Party 
and the other parties that have entered this new alliance 
adopt legislation in favor of the controversial expropriation 
of a significant tract of land in the Chaco. 


Filizzola\'s Vote on Rienzi Under Review 
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4. (C) Filizzola came under fire from within PPS for 
signaling readiness to support the extension of Supreme Court 
Justice Wildo Rienzi 

whose term expired in April. According to Filizzola\'s cousin 
Rafael Filizzola 

Deputies 

However 

with Galaverna in the Senate on a 4/28 vote to place a 
proposal on RienziVs tenure on the 5/5 Senate agenda. 
Similarly 

not accept the renewal of Attorney General Oscar LatorreVs 
term 

beholden to support some other Colorado-backed candidate. 


Liberal Party on its Heels 


5. (C) According to its ideology 

committed to a government and economy unfettered by 
regulations and restrictions. Sens. Guggiari 

and Laino 

their party to form a pact with the Colorados 

subscribe to these liberal principles 

larger role for the State in addressing the needs of the 
population. Informally 

Liberal Party by virtue of long familial association 

already set themselves apart from the rest of the party. 
Their decision 

Colorado Party 

opponent 

Partys image as the leading opposition party. On 4/26 
Armando Espinola 

in the Senate told PolCoun that he supported sanctioning the 
three dissident Senators and kicking them out of the party 
altogether. Apparently 

representatives reject taking these extreme measures out of 
fear it would only undercut the Liberal Party\'s political 
base. 


Comment 


6. (C) The staying power of this alliance and its prospects 
for producing a significant impact on Congressional decisions 
remain unclear. This pact is very much driven by the 
personal ambitions of two men 

PPS leader Filizzola. Galaverna seeks a majority that will 
give the Colorados ascendancy in deciding on key jobs and 
preserving the Colorado Party\'s vested interest in the status 
quo 


Column 3 
country's political and economic agenda. 


7. (C) Filizzola 

single-mindedly focused on becoming Senate President which he 
envisions as a springboard to developing a profile on the 
national political scene that would enable him to make a run 
at the Presidency in 2008. A leftist 

Colorado Partys historic grip on power and the corruption it 
fosters 

ranging from the expropriation of land for landless peasants 
to opposition to joint U.S.-Paraguay military exercises. 

Given they have been in power for over fifty years of 
continuous rule 

legitimate threat to their political base. Further 

themselves are not beyond accommodating PPS with a populist 
stance on certain issues provided it reinforces the patronage 
system the Colorados use to stay in power. Nevertheless 
given the overarching tension between the agendas of these 
two parties in particular 

will be tested on a regular basis 

on its ability to deliver candidates each wants to several 

key positions. 

KEANE 
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Majarral" are the liveliest and most comprehensive Arabic-language 
fora for political and social discourse in the country 

on issues and personalities rarely addressed in the conventional 
media. While not totally free 

public opinion 

worthwhile window into the hot topics and unvarnished views of 

the day. This edition of Oman Online contains the following 

topics: 


-- The Verdict in the Detainee Trial 
-- Petitions to the Sultan 
-- Demonstrations in Support of those Convicted 


End summary. 


2. On May 2 

(the thirty-first suspect was found not guilty) charged with 
establishing an illegal secret organization for the purpose of 
overthrowing the government to prison sentences ranging from one 
to twenty years. Al-Sablah members have maintained a lively and 
candid commentary on the trial since the arrests were made 
(reftels) 
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dissatisfied with the outcome. One writer captured the feelings 
of other forum members by stating 

and we do not believe that it was fair. This was already 
cooked." 


3. The director of Al-Sablah 

members to join an amnesty petition addressed to Sultan Qaboos: 
VWe are praying to the Almighty to guide you towards offering 
amnesty to these detained scholars and shaykhs.V Significant 
numbers of respondents signed on in support of such a pardon; one 
wrote 

intervene to release the detainees for the sake of their children 

and families.\" In a departure from the often-sarcastic tone of 
al-Sablah 


4. Not all forum members were content merely to ask for pardons. 
Some subscribers called for wide-ranging demonstrations in the 
major cities of Oman to protest the verdict. V'There should be 
peaceful marches all over the country so the government knows 
that we 

agree with the verdict 

Internet service provider apparently tried to block topics 

calling for demonstrations in both forums 

delivered to a large number of people. 


5. Demonstrations took place May 1 and 3 

as a reporting outlet. One correspondent noted 

people participated in the demonstration on Sunday 

unfortunately the police outnumbered them and stopped the march." 
A purportedly real-time report stated 

taking place right now at the Said Bin Taymur Mosque 

another confirmed that \"the demonstrators have been blocked from 
proceeding any further 

mosque. One apparent eyewitness claimed 

the detainees holding flags and flyers 

from the Sultan. Another reported 

one of the shaykhs but a couple of young people protected him." 

A few reports surfaced about possible arrests and violence 

many respondents blamed the police: V'The intention was to have a 
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peaceful march in support of the detainees 
police it turned into chaos." 


BALTIMORE 
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law. Abbou had broken the law. 


4. (C) The Ambassador agreed that the pace of reform could 
not be imposed from the outside. He stressed 

the Abbou conviction did not appear to the U.S. as a question 
of pace 

it sees positive signals in Tunisia 

with the ICRC on prison visits and the Human Rights Watch 
visit 

positive trend when we see something like the Abbou 
conviction. Atallah responded that the GOT commitment to 
reform has not changed and we should not view the Abbou case 
as a trend. 


5. (C) Despite Atallah\'s reassurances 

fuel to the fire. Another outspoken lawyer -- who happens to 
be one of Abbou\'s -- was 

reports 

months May 3 on contempt charges that are at least two years 
old. The lawyer in question is also known for complaining 
about the lack of independence of the judiciary. Meanwhile 
the Supreme Magistrates\' Council issued a rebuke to lawyers 
who are denigrating their profession by their \"abuses and 
excesses.\" The titular head of that council is President Ben 
Ali. 

HUDSON 
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noted that while France supports the anti-corruption and 
transparency compacts and agrees with the plan as negotiated 
at Sea Island 

about the Sea Island program. He reminded Econ Chief that 
each G-8 country was to follow up with the pilot countries 
bilaterally and \"voluntarily\" and that each pilot country was 


Column 3 
to be considered on a case-by-case basis. 


2. (SBU) After his disclaimer 

appreciated the U.S. initiative in sharing the information on 
USG activities. The GOF had not had its interagency meeting 
to discuss how they would proceed and what they would/should 
say atthe next FASS meeting. Pierre noted that France had 
few bilateral interests or programs in Nicaragua or Peru and 
only slightly more in Georgia. Nevertheless 

they were interested in Nigeria 

anti-corruption initiatives undertaken in recent months by 
Nigerian Minister of Finance Ngozi. Therefore 

while GOF programs under the anti-corruption/transparency 
compacts were unlikely with Georgia 

GOF is more likely to undertake an initiative with the 
Nigerians. Pierre was unwilling to speculate on what kind of 
program(s) the GOF might propose to Nigeria in advance of 
their interagency preparatory meeting. 

ROSENBLATT 
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FOR OSCE BELGRADE HOM MASSARI 


REF: USOSCE 169 


Classified By: POL MINISTER COUNSELOR TOM COUNTRYMAN. 
REASON: 1.4 (b)(d) 


1. (С) EUR DAS Kathy Stephens 

Aspen InstituteVs rollout of the International Commission on 

the Balkans report on “Тһе Balkans in Europe\'s Future V' (copy 
emailed to EUR/SCE) 

Giovanni Caracciolo and Deputy PolDir Claudio Bisognero 
Italian ideas on \"post-standards\" Kosovo. Caracciolo 
emphasized the critical period Europe and the US were 
entering regarding Kosovo. He worried that a no vote by 
France on the EU constitution could have ramifications on 
plans for further EU enlargement and assistance to Balkans 
countries. Italy continues to support the idea of an 

independent Kosovo with V'transitional control" by the 
international community. Caracciolo stressed that having a 
plan on \"status\" ready immediately after the standards!" 
report is issued in June was imperative. Delay until after 

the summer break would halt momentum. The MFA was already 
drafting a paper on next steps; Balkans Office Director 
Raimondo Decardona promised to share an advance copy with 
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Poloff before distributing to other CG members. Caracciolo 
emphasized 

begin as soon as possible - hopefully by October but not 
later than the end of 2005. Stephens added that we must be 
ready by September to name a senior European figure 
strong US deputy 

should provide them with assistance and guidance. 


2. (C) Bisognero said that the Italian paper would underline 
that Kosovo\'s transitional status would be anchored to a 
strong European dimension. He added that the plan would 
project a shrinking UN role concomitant with responsibilities 
migrating to a EU Special Representative (EUSR) component. 
He emphasized the need for an international V'consultative 
body!" or steering committee 

the CG 

SaM. Bisognero said the plan would call for an increasing 
degree of self-government contingent upon sufficient 
protection for the K-Serb minority. Bisognero said that a 
more efficient 

provide the security umbrella under which Kosovar authorities 
and the IC could move the process forward. He foresaw the 
possibility of an increased EU security presence deployed 
\"when the time was right" and according to Berlin-plus 
procedures 

Stephens said that the US supports a task force arrangement 
to improve KFOR functionality 

British/French ideas on overall security sector reform. She 
pointed out that KPC\'s future role must also be considered. 


3. (C) Caracciolo underlined that economic assistance to 
Kosovo 

Vrationalized.V' He had in mind a donors conference with IFI 
participation. The EC would have to think creatively about 
how it can contribute. The IC will have to be \"severe\" on 
well defined benchmarks - for instance 

taxation system. Stephens agreed 

looking at such issues 

for IFl support. She added that Albania and Macedonia could 
provide economic development lessons-learned. Caracciolo 
would also ask the economic bureaus within the MFA to 
contribute ideas on V'minimum requirements for economic 
stability" for an independent Kosovo. 


Column 3 


4. (C) Caracciolo ended the meeting by reaffirming that the 
Italian government would resist any attempt by the current 
OSCE Chairman in Office 

routine contract renewal in July for the OSCE HOM in 
Belgrade 

reftel 

to Podgorica 

upset when Massari pointed out the impropriety of his public 
statement suggesting that the question of Montenegrin 
independence was separate from that of future integration 
with Europe. Caracciolo also indicated he understood how 
Massari would have become upset when Rupel 

remarks 

Podgorica office 

Caracciolo said that Massari is due to leave the posting at 
the end of this year 

our terms. V" 


5. (U) This message was approved by DAS Stephens. 


SEMBLER 
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Farmaceuticos.V An assistant to principal investigator Juan 
Lopez-Belmonte informed us that ROVI is part of a three- 
party consortium which also includes an Austrian and German 
companies. The project is currently in the phase of 
scientific research development and ROVIVs eventual role 
would be to package the product. However 

stressed that ROVI has not yet signed a contract and thus 
its eventual participation in the consortium is not yet 
assured. 

MANZANARES 
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of CAFTA (Central American Free Trade Agreement) 
Environmental Chapter Implementation and Environmental 
Cooperation Agreement." The first seminar educated 22 micro 
small 

Spanish) on the provisions of CAFTA. The second seminar raised 
awareness of the Environmental Cooperation Agreement among 80 


Column 3 

private and public sector officials. This seminar was a part of 

an ongoing effort by the GOH to ensure cooperation and 
collaboration in the implementation of CAFTA environmental 
commitments. Both events represent the important work that the 
GOH is doing to ensure vulnerable groups in Honduran society can 
benefit from CAFTA. End summary. 


2. On April 15th 

seminar to explain the commercial benefits that CAFTA could bring 
for small enterprises. Participants expressed their need for 
technical assistance and funds to improve their production and 
compliance capacities. Ministry representatives responded by 
highlighting an announcement made earlier this year that the GOH- 
owned mortgage and real estate lender 

transformed into a state bank 

percent of Bancaprovi funds will be used to finance MIPYMES. 
International organizations 

Development Bank (IDB) 

Integration(CABEI) 

the Honduran government to train small businesses in export 
regulations and compliance. The Ministry of Trade and Industry 

is also exploring ways to simplify complicated procedures that 
currently limit MIPYMESY ability to export and import products to 
and from the U.S. Participants said that if MIPYMES do not 
receive government assistance 

harnessing the potential benefits of CAFTA. 


3. A second 

18 

and non-governmental organizations (NGOs). Minister of Trade and 
Industry Norman Garcia opened the meeting by emphasizing that 
although environmental industries are not well known in Honduras 
and have yet to develop relationships with commercial interests 
their interactions will increase under CAFTA. He explained that 
commercial business should be in compliance with environmental 
laws. Humane Society representative 

that 

should be the responsibility of non-governmental organizations. 
Participants expressed concern that currently neither the 
government nor private sector has the capacity to monitor and 
enforce environmental laws in Honduras. If environmental groups 
were responsible for ensuring compliance with current laws 

civil society and NGOs would have authority to report violations 

of environmental laws. 


4. The representative of the Honduran Private Sector Council 
(COHEP) 

intention of following environmental standards. That said 
there are many laws and agencies that deal with this matter 
few government officials truly understand it. Delayed and at 
times unfair resolutions frustrate those that are trying to 


Column 3 

comply with present standards. Urtecho questioned whether all 
Honduran producers or only those exporting to the U.S. need to 
comply with environmental regulations. GOH representatives 
concluded that all producers ought to comply with environmental 
laws. Participants suggested that the government 

public 

and work in coordination to accomplish environmental goals. 
Presenters emphasized that CAFTA Chapter 17 (on environment) 
creates new procedures for solving environmental disputes. 


5. In his closing remarks 

recognition of the aforementioned complications in resolving 
environmental disputes 

the Ministry of Natural Resources and Environment are working 
together and have opened liaison offices tasked with coordination 
between Ministries. Vice-Minister of Natural Resources and 
Environment Gerardo Salgado affirmed that enforcement of 
standards currently on the books would foster environmentally 
sustainable development in compliance with CAFTA commitments. 
His ministry is hoping to develop public environmental awareness 
campaigns and expedite claims processing procedures. He 
recognized the need for transparent and expeditious dispute 
resolutions and the need to consult public and private 
stakeholders before passing new environmental laws. Were the 
government to be successful in instituting the above procedures 
and policies 

prioritizing environmental sustainability. Private sector 
representatives who were present 

to accomplish these commitments. 


6. Assistant USTR Mark Linscott presented the USG view 

the policy of the U.S. government is not to impose new 
regulations on any country. He emphasized the need for the 
government to allow civil society to become custodians of the 
environment and to advise on transparent 

ways to solve environmental disputes. He concluded by 
emphasizing the importance of empowering agencies and 
organizations responsible for enforcing environmental law with 
enough credibility and authority to successfully accomplish their 
objectives. 


7. Comment: Even though CAFTA has already been ratified here 
the GOH recognizes the continuing need to educate the public 
about the agreement. Outreach events like the two recent ones 
are intended to increase public acceptance of the accord and to 
ensure that vulnerable Honduran groups are prepared to benefit 
fully from CAFTA. During the first seminar 

complained that small and medium companies do not receive 
government assistance and guidance in navigating international 
trade procedures. We expect that continued GOH outreach efforts 
should help to allay those concerns. () End Comment. 
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liberating integration 
about." 


3. (U) The central focus of the deals 

oil 

acknowledgment of an increase in oil shipments to Cuba from 
53 thousand bpd to between 80 and 90 thousand bpd. Rafael 
Ramirez 

President of state oil company PDVSA 

\"Since 2000 

per day of crude oil and petroleum products to Cuba under 
very favorable financing terms 

increased considerably since the consolidation of President 
Chavez in power 

reaching 90 

Ramirez said 

operations in the Caribbean 

projects in Cuba. Ramirez said 

here all of the Caribbean islands 

dispersed 

sense. PDVSA also plans to provide refining and marketing 
assistance 

refinery. In exchange for the increased oil shipments 

agreed to increase the number of doctors in Venezuela by 

17 

Venezuelan doctors in Venezuela and 1000 more in Cuba. The 
new PDVSA office was criticized immediately by Chavez 


opponents. Humberto Calderon 

the press it makes absolutely no sense. Economist 
Francisco Faraco predicted in an op-ed an even greater lack 
of transparency 

there.V 


4. (U) These agreements are the first actual agreements ever 
signed under the umbrella of ALBA 

for the Americas promoted by Chavez. Intended to be a 
counter-point to the FTAA (ALCA in Spanish) 


Column 3 

be more than a rallying theme for radical Latin American 
\"socialists\" and anti-systemics. Among the personalities at 
this Havana ALBA conference were Bolivia\'s Evo Morales and El 
Salvador\'s Schafik Handal. Chavez criticized the FTAA 
saying it \"is integration to destroy us.\" He expounded his 
idea of the ALBA somewhat 

100 

there will be doctors from many other countries in our 
America 

misery 

also expressed that V'It must go beyond Cuba and Venezuela 
and invited the US and Canada to join. 


5. (C) This was the first public acknowledgment that oil 
shipments to Cuba had increased 

reported over a year ago (reftel) 

implies that the increase only dates from August 2004 

Chavez won the recall referendum. The increase provides an 
excellent opportunity to subsidize Cuba and for corruption - 
since Cuba uses only a portion of the oil for domestic use 

the rest is sold to international buyers 

\"intermediaries\" such as PDVSA execs to collect commissions 
on the sale. The GOV argument for opening the center lacks 
substance. While Cuba is closer than Venezuela to some 
Caribbean - as well as Central American 

not named - countries 

add time and expense to the process. We expect that most of 
the other trade agreements cited 

are window dressing and will not lead to much increased trade 
between the two countries. The oil deal 

political relationship Venezuela and Cuba 

in the ongoing Venezuelan subsidy of Cuba. 

McFarland 
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corrupt or exploitative. For these reasons 

felt he could work with Hizballah 

over their weapons to the army" and become a purely political 
group. Aoun also stated clearly that he would encourge a 
delay in the conduct of elections of perhaps 15 days 

order to give Parliament time to vote a new election law 
replace the 2000 law which Aoun said would polarize Lebanese 
groups and favor the Syrian loyalists. Charge underscored 
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the importance of conducting elections on schedule 
stated U.S. policy on Hizballah 

himself to be used by those who want Syria to retain a 
measure of influence in Lebanese affairs. End summary. 


2. (C) Charge met with Aoun 

a clear message on the need to maintain opposition unity and 
not to allow his return to Lebanon to be exploited by those 
who wanted to see Syria retain a measure of influence in 
Lebanese affairs. Charge emphasized the need to keep 
elections on schedule for May 29 and not to become embroiled 
in a devisive debate over the nature of the law that will 
govern the elections. Aoun asserted that his only reason for 
returning to Lebanon was to help restore the Lebanese 
democracy. He added 

the success of this project were not favorable. Aoun claimed 
to have proposed to Walid Jumblatt and others in the 
opposition a common program as early as November 2004 
said his proposals had been ignored. He claimed that he 
alone among Lebanese oppositionists had been forthright in 
his support of UNSCR 1559 and that it was only after the 
assassination of former Prime Minister Hariri that others in 
the opposition spoke out forcefully in favor of a Syrian 
withdrawal. These same figures are now trying to block 
Aoun\'s return to Lebanon 

Western governments. Jumblatt 

bitterness 


3. (C) Ascribing to them mercenary and self-serving motives 
in seeking power 

finding common ground with Jumblatt 

family 

represented in the Qornet Shehwan). The Lebanese people are 
aware of the corruption and opportunism of these members of 
the opposition 

went on. The Lebanese people want real change 
continuation of governance by an elite political class 

seeking only to enrich themselves and enjoy the perquisites 
of power. Moreover 

deal with the critical state of the economy 

this by continuing to loot the national treasure. He 

recalled that his proposal for an audit of state finances had 
raised a \"tempest\" of protest among officials who had no 
desire to see their long years of exploiting the pubic laid 

bare. 


4. (C) Aoun noted that while considering his return to 
Lebanon he had met in Paris with the envoys of Lebanese 
President Lahoud 

political operative Pakradouni. He claimed that he had come 
to an agreement with LahoudVs envoys to drop the legal 
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charges pending against Aoun that were leveled by the 
pro-Syrian government at the time of AounVs \"war of 
liberationW against the Syrians. Aoun said charges of 
misappropriation of state funds had been dropped in a legal 
proceeding May 4 and that charges related to his 
Congressional testimony leading to enactment of the Syrian 
Accountability Act were scheduled to be dealt with in court 
on May 5. No matter what the outcome of this proceeding 
Aoun said 

sufficient popular support and credibility to remain on the 
political scene despite all these efforts to eliminate me 

from the game." He stated that he had no fear for his 
personal safety in returning. 

5. (C) Given the corruption and lack of credibility of most 

of the opposition forces 

who perhaps should not be my allies 

subsequently that he was referring to Hizballah. Charge 
stated clearly U.S. policy on Hizballah and warned Aoun not 
to allow himself to be used by political forces in Lebanon 
that wanted to see Syria retain a measure of influence in 
Lebanon\'s affairs. Aoun said he had no personal political 
ambitions in returning to Lebanon 

Parliament or for the Presidency. He repeated that his 
objective is to restore the Lebanese democracy and have that 
achievement stand as his legacy to the Lebanese people. To 
do so 

elite are not a viable alternative in the eyes of the 

Lebanese public 


6. (C) Hizballah 

and is known to be honest and not to have exploited the 
Lebanese people. For these reasons 

with Hizballah while encouraging them to give up their 
weapons to the Lebanese army. The time of imposition of 
change by force in Lebanon is passed 

must convince people 

should also know that its V'protection against the foreign 
threat" (a reference to Israel) is not through violence 
through a re-made Lebanon able to speak as a nation and 
eventually be part of a wide-ranging Middle East peace 
accord. Moreover 

(Hizballah) militarily\" to give up their arms. Bringing 
Hizballah around will take finesse and patience 

Aoun said mark him as an V'atypical" Lebanese politician. 


7. (C) Reminded that he should not allow disagreement over 
the election law to become a pretext for delaying the 
elections 

perhaps 15 days 

more equitable election law that would ultimately strengthen 
the opposition\'s chances in the elections. Conduct of the 
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elections under the 2000 election law would further polarize 
the Lebanese polity and favor pro-Syrian loyalists. \"The 
results will not be good 

forcefully the need to maintain momentum by holding elections 
as scheduled on May 29. 


8. (C) Finally 

return to Beirut May 7 

the tomb of the unknown solider (perhaps playing to his 
supporters within the Lebanese military) 

Aoun is then scheduled to attend a rally in Martyrs Square 
where he will give an address. Thereafter 

hold \"open house\" receiving members of the oppostion and 
loyalists alike 


Comment 


9. (C) Aoun clearly understood our message and took on board 
Charge\'s warnings on the need to maintain opposition unity 
and not allow his arrival to be exploited by pro-Syrian 
loyalists. He 

Lebanese political scene into which he is about to reinsert 
himself and has a strategy for consolidating support around 
himself. His dismissal of the possibility of working with 
Jumblatt and other Christian and Sunni opposition figures 
does not auger well for opposition unity 

to embrace Hizballah is disturbing evidence of the same kind 
of political opportunism of which he accuses Lebanon\'s 
political elite. We leave to Embassy Beirut an assessment of 
how far Aoun may succeed. Our impression of the man 
however 

overestimating the extent of his appeal to the Lebanese 
public after 15 years in exile 

two-on-two setting) did not appear to possess the kind of 
energy and charisma that would be needed to command the 
loyalty of a mass following. End comment. 

ROSENBLATT 
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change 

gringo-basher Mauricio Gandara; far-left Economy Minister 
Rafael Correa looks equally dangerous to U.S. interests in 
Ecuador. USG initiatives most threatened by the April 20 
government change include shoring up the northern border 
settling commercial disputes involving American firms 
promoting freer trade. On the brighter side 

overhaul of the police high command bodes well for bilateral 
law enforcement cooperation 

Ecuadorian health indicators portends warmer welcomes for 
Peace Corps and Milgroup humanitarian assistance. 
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Re-establishing Mission contacts will take time and effort 
however. END SUMMARY. 


2. (C) By no means did the Embassy attain all it sought 
during the 27-month tenure of Lucio Gutierrez. The 
ex-president\'s political base unraveled shortly after taking 
office 

majority needed to undertake controversial initiatives. On 
issues like Article 98 

never delivered. Yet it is difficult to imagine an 

Ecuadorian government in which we enjoyed greater access. 


3. (C) It won\'t be so easy with Palacio. Swept into office 

by Quito forajidos demanding V'que se vayan todos (Wall must 
go\") 

mandate. First-tranche Cabinet picks Gandara and Correa 
pandered immediately to nationalist crowds 

Colombia 

needed early points. Despite Palacios subsequent comments 
-- both in private and before press -- that he sought 

continued close relationships with the United States 

very survival requires a political persona far removed from 

his predecessor\'s. 


4. (SBU) POL: The fight against trafficking in persons 

(TIP) figures high on the Political Section\'s 90-day to do 

list. Draft TIP legislation is coursing through Congress 

but deputies remain focused on Gutierrez post-mortem 
activities 

POL will lobby legislative contacts hard for movement on TIP 
and money laundering bills 

down expected opposition to the Free Trade Agreement. Other 
Section priorities include seeking closure on pol-mil 
negotiations such as the Maritime Shipboarding and 
Cooperative Nations Information Exchange System (CNIES) 
accords. 


5. (SBU) ECON: Gutierrez\'s economic team 

commerce and finance ministers 

enjoyed close working relations and immediate access. That 
appears to have changed. While Trade Minister Molestina 
appears relatively open to dialogue with the U.S. -- crucial 
given the state of Andean Free Trade Agreement (FTA) 
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negotiations (septel) -- we expect him to have difficulties 
delivering tenable negotiating positions 

stance of many in the administration. Far-left Finance 
Minister Correa wont likely invite Embassy staff to break 
bread soon 

on U.S. assistance programs and our views on macro stability. 


6. (SBU) Perhaps no Embassy section will see its working 
patterns changed more 

engagement to focus instead on reporting the GoE\'s emerging 
economic policies (Washington undoubtedly will seek follow-up 
on the administrationVs rhetoric over reversing GutierrezVs 
sound fiscal policies). Energy Minister Fausto Cordovez 
named only May 3 

of Occidental Petroleum\'s $2 billion in assets. ECON will 
engage early and forcefully in attempts to head off this 
potential disaster. 


7. (U) PAS: Post's \"warm and fuzzy\" programs will receive 
top Public Affairs Section billing in coming months. Aiming 

to combat misinformation that USG assistance in the Andes is 
strictly military 

our MEDRETEs 

programs 

departure of Ambassador Kenney and subsequent arrival of her 
successor provide perfect vehicles to press our agenda 
numerous media outlets here will give the transition wide 
coverage. 


8. (U) Young people featured prominently in the ranks of the 
Vforajidos 

youth participation in the government (although greybeards 

still dominate the Cabinet). PASVs 2004 Youth Conference was 
well-received in Ecuador 

Colin Powell impressed by the quality of the participants and 
their questions. This years June follow-up will focus on 
crafting a culture of democracy 

political leadership 

participation. 


9. (SBU) NAS: Post's Narcotics Affairs Section emerges а 
big winner in the recent police shakeup 

to the top slot long-time Embassy contact and former CN 
Police Commander General Jose Vinueza. NAS is seeking 
additional areas of cooperation to exploit the Vinueza 
relationship. Another Section priority is aided by Palacio 
naming Antonio Parra to head the Foreign Ministry 

Parra recently told us he hoped to crack down on money 
laundering (NAS supports a related bill currently stalled in 
Congress). An expected drop-off in out-year 
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INL funding might prevent us from taking full advantage of 
the CN opening 


10. (SBU) CONS: Consular Sections in Quito and Guayaquil 
have increased their nonimmigrant visa interview loads. 
Diplomatic visa request volume is high 

government 

time 

revoking the visas of certain former GoE officials 

wanted for criminal acts and therefore flight risks. 


11. (U) MGT: Management Section staff depend heavily on the 
Foreign Ministry\'s Protocol Office for services ranging from 
automobile registration to provision of carnets. Like most 

MFA offices 

changes 

has enjoyed. GSO and Financial Management personnel are 
striving to rebuild relationships with Foreign Ministry 

newcomers. On a separate note 

top job at EcuadorYs IRS-equivalent means Embassy staff wonVt 
Soon see reforms in VAT tax pass-back. 


12. (C) MILGROUP: Since 2002 

buttressing Ecuador\'s northern frontier in hopes of 

preventing Colombian narcoterrorist spillover. Key 

initiatives have included acquiring some 200 INL-funded heavy 
trucks and humvees to augment military mobility 

cross-border communications to allow (in theory) better 
coordination between Ecuadorian and Colombian forces 
deploying U.S. Special Forces\' experts to live and work with 
GoE border forces. Minister of Government Gandara has long 
railed against Ecuadorian involvement in Plan Colombia 
however 

head-in-the-sand posture in the conflictive north. An early 
casualty could be a joint U.S./Ecuador SF deployment to the 
northern border 


13. (C) Short-term 

return\" for key projects 

establishment of an Ecuadorian Quick Reaction Force (QRF) in 
Sucumbios province and constructing a pier for EC Navy and 
Marine forces in San Lorenzo. To gain goodwill 

additional Medical Readiness Training Exercises (MEDRETEs) 
for Ecuador and ratchet up its Humanitarian Assistance 
Program (HAP) 

areas. The Ambassador will invite the new defense minister 
to accompany her on a May 31 visit to the Cotopaxi province 
MEDRETE. 


14. (С) DAO: Our attachesY contacts with the Ecuadorian 
high command proved invaluable during the political 
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transition 

takeover of the civilian government. Like most Embassy 

staff 

new commanding generals (although all are scheduled to depart 
before year-end 

Regarding concrete objectives 

signature of a bilateral Maritime Search-and-Rescue (SAR) 
agreement with Ecuador. 


15. (C) DEA: DEA also should benefit from the police 
shake-up 

can continue to maintain a degree of autonomy from the 
Ecuadorian National Police (ENP) hierarchy. An excellent 
cooperation test-bed arrives soon in the form of increased 
interdiction activities throughout Ecuador 

Agency\'s Western Hemisphere Initiative. DEA believes 
movement possible on expanded Ecuadorian wiretapping 
authorities 

and obtain arrests 

in Ecuador (no Attorney General 

complicates prospects. On the downside 

staffing gaps will hurt 

at Ecuador\'s ports that compromise recent improvements in 
maritime security. 


16. (C) RA/RSO: Regional Affairs reports business as usual 
despite the change in government. Police and military 
intelligence contacts have been proactive in expressing their 
commitment to continued cooperation and info-sharing. The 
Regional Security Office also notes a relatively seamless 
transition. The Embassy seeks to send qualified ENP 
personnel to the United States for professional 
security/police training later this year. 


17. (U) Peace Corps: New Volunteers were welcomed at a 
Peace Corps swearing-in April 29. PC leaders in Quito note 
the administration change has not harmed their 
people-to-people diplomacy; if anything 

focus on public health issues will bring greater recognition 
to PCVs\' work. In coordination with the local Red Cross 
HQ staff will take aim at a Ministry of Health bottleneck 

that is preventing disbursement in Ecuador of $8 million in 
AIDS Global Fund monies. 


18. (SBU) FCS: \"The damage is done 

Foreign Commercial Service attache 

investors\' pessimism over commercial opportunities in 

Ecuador. FCS understands that numerous U.S. companies have 
restricted further investments and credit extension here 

believing the recent political shenanigans prove there is 

little respect for rule of law in Ecuador. The Commercial 
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Service will continue to focus on resolving active commercial 
disputes involving AmCham companies 

dimmed considerably. 


19. (SBU) AID: Potential cutbacks and/or program revisions 
due to Article 98 and TIP sanctions already had Posts USAID 
mission rethinking assistance; the April 20 administration 
switch hastened the analysis 

program. AID aims to assist civil society groups in 
complementing the new GoE and Congressional initiatives that 
redefine electoral 

and implementing mechanisms. The renovation of parties 
which are internally autocratic and often roadblocks to 
effective exercise of democracy 

medium-term reforms. One positive arising from Palacio\'s 
accession is the newfound influence of Citizen Participation 
(PC) 

Ecuador\'s youth. 


20. (SBU) In coming days 

with ECON 

Trade Capacity Building program. Others will seek to 

re-engage de Mena 

for modernization. Finally 

propose one or more meetings with other donors to discuss how 
to promote better stewardship of EcuadorYs natural resources 

in part through a more effective Ministry of Environment. 


21. (C) While Dr. Palacio\'s health/welfare focus and recent 
police overhaul likely benefit Embassy humanitarian and law 
enforcement cooperation 

political arrival might inflict on USG economic and security 
initiatives in Ecuador. Effective "damage control" will 

require redoubled outreach 

priority the next three months. We are heartened by the 
changes a few days have brought; taking office April 20 
Palacio trumpeted his administrationVs intention to “рау down 
the social obligation regardless of foreign debts V' and to 
Vre-examineW the Manta CSL agreement. The following week 
however 

international commitments 

to obtain further positive momentum. 

KENNEY 
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by the DGAC 
because it lacked the financial solvency to pay its fuel 
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bills and staff salaries(ref B). 


4. (U) Zevallos claims that AeroContinente will use its six 
functioning planes to service key domestic routes in Peru 
including Piura 

company issued an advertisement on May 1 calling for 
experienced pilots of F28s 

the former AeroContinente fleet. He also explained that 

while AeroContinente was banned \"ог now! from flying to the 
United States 

cannot fly to Europe and/or Asia. 


But Will AeroContinente Take Off? 


5. (SBU) We met with Roberto Rodriguez 

General of the Directorate General of Civil Aviation (DGAC) 
on May З to discuss ZevallosY plans to resume flights. 
Rodriguez explained that he was unaware of Zevallos\' 
intentions until he saw the job advertisement in last 
Sunday\'s paper. Rodriguez will meet with Zevallos on 
Friday 


6. (SBU) Rodriguez informed us that legally 
AeroContinente can fly in Peru. However 

meet the DGAC\'s rigorous standards for recertification 
which includes an investigation into the companys finances 
as well as a full technical inspection. Rodriguez indicated 
that when NuevoContinente was grounded in October 

had one operating plane 

companys planes will not pass the technical inspections 
given that Boeing is prohibited from selling spare parts to 
AeroContinente/NuevoContinente under the King Pin Act. 
Rodriguez did note that AeroContinente can purchase parts 
for the F28. 


7. (SBU) Rodriguez indicated 

transferred ownership of the company to an independent 
person or entity (including the GOP) 

then be able to purchase the necessary parts. The MTC and 
DGAC would conduct a through investigation of the company 
which could take up to nine months. We noted that the 
Department of Treasury would also conduct its own 
investigation before allowing Boeing to sell parts to the 

new company. 


Comment 


8. (SBU) AeroContinente has a long way to go before the 
DGAC will even consider granting it the proper flight 
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permits. lt remains unclear whether Zevallos truly has 
plans for AeroContinente or if he is trying to take 
advantage of the current anti-Chile political climate. 
Either way 

and secure civil aviation climate. 


STRUBLE 
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Villanueva CommitteeVs opposition members were engaged in a 
political witchhunt 

percent" of its assignment 

the 16 parties that filed signatures to register for the 2000 
elections. 


4. (U) The Villanueva Committee report was submitted to the 
congressional Directive Council 

Constitutional Affairs Committee to determine if it was 
adopted in accordance with congressional regulations. The 
Chairman of that committee 

press on 5/3 

of Congress! Chief or Staff Jose Elice on this question. 
Elice earlier went on record that congressional regulations 
do indeed require a majority-plus-one to establish a 
committee quorum 

needed on a five-member committee. 


5. (SBU) COMMENT: The Villanueva Committee has been mired 
in controversy from the start 

that its V'final report" should continue this trend. While 

the individual opposition legislators who signed off on the 
report concluded that there was a massive forgery of 
signatures and high-level GOP complicity in the temporary 
flight of a key witness 

responsible for these acts 

have demonstrated no/no interest in pursuing these charges 
against the President 

Alan Garcia 

class to respect Toledo\'s constitutional term in office. 
Consequently 

archived for the present 

concurrent criminal investigations into the forged signature 
and witness tampering allegations 

Toledo after he leaves office. END COMMENT. 

STRUBLE 
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had been in Esmeraldas. 


5. (C) Vinueza said the police and military are coordinating 
closely 
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Gutierrez out of the country. On this mission 

worked closely with his high school friend Air Force Chief 
General Edmundo Baquero to formulate a detailed plan and 
execute a precise mission. 


6. (C) While Vinueza first said that relations with Minister 

of Government Mauricio Gandara were excellent 

the impression this was not the case. Vinueza said he was 
concerned about Gandara\'s plan to have rotating positions for 
youth in the Ministry of Government who would be in charge of 
restructuring the police. Vinueza was also concerned about 
GandaraWs frequent meetings with leftist human rights groups. 


7. (C) Vinueza was thoughtful and clearly will continue to 
be a US ally. We will continue to collaborate with police on 
common goals such as national security and combating 
narco-trafficking. While police relations with the military 
appear to have good prospects 

problems between Vinueza and Gandara. End Comment. 


8. (U) Vinueza has a bachelor\'s degree in political science 
social science 

force in 1971 and has served as director of personnel. 
Vinueza also served as subdirectior of the National 
Antinarcotics Directorate for the Second District. He has 
also been president of the Andean Regional Commission on 
Anti-narcotics Intelligence. 

KENNEY 
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in Plan Colombia 

the threats posed by Colombian narcoterrorists. Ecuador\'s 
soldiers and marines were well-trained 

committed; what they lacked was actionable intelligence. 
Zapater hoped the United States might provide what his forces 
needed. 


5. (C) The Ambassador repeated our well-worn refrain that 
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neither Colombia nor the United States wanted the GoE 
\"involved\" in Plan Colombia 

para\" (for and by) Colombians. Ecuador\'s security forces 
must protect Ecuadorian sovereignty and territory from 
narcoterrorist incursions. Careful not to promise 
intelligence 

that various USG entities might be willing to assist. 


6. (C) Southcom commander General Bantz Craddock would make 
a return visit to Ecuador in June 

Craddock sought to travel north and witness the difficult 

terrain and harsh climate that challenged Ecuadorian troops 

along the frontier. He also wished to see U.S. assistance 

first-hand 

projects. The Ambassador hoped Zapater and/or his staff 

might accompany. 


7. (C) COMMENT: Zapater is a known quantity; we did not 
expect major policy swings from him 

vision. We worried 

left and nationalist wings might prompt the high command to 
retrench and perhaps retreat somewhat from the border. The 
admiral raising his commitment to the north therefore 
surprised us 

hope to lobby him further on the benefits of close U.S. 
relations and the need to fortify the frontier. 

KENNEY 
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peace\" to Mainland China and his meeting with PRC President 
Hu Jintao gave a small boost to Taiwan business sentiment 
and stock valuations. Taiwan\'s TAIEX stock market index 
increased by about 60 points 

the visit. Stock prices of TaiwanVs leading listed 

companies with major investment in China increased by 2.7- 
7.9 percent 

straits economic relations. TaiwanVs agricultural and 
tourism sectors generally welcomed potential business 
opportunities that could result from the PRCVs offer to 
liberalize controls on tourism to Taiwan and eliminate 

import tariffs on 12 TaiwanVs fruit exports to the PRC. 


Financial Supervisory Commission Insurance Bureau 


3. (U) Secretary General of the Financial Supervisory 
Commission (FSC) (Thomas) Huang Tien-mu was promoted to 
Director General of the FSC Insurance Bureau (IB). Dr. 

Huang replaced Mark Wei 

firm. Huang met with AIT on April 18 to discuss his views 

on Taiwan\'s insurance industry (septel). His educational 
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background includes a doctorate in public administration 
from the University of Southern California. 


Changhwa Bank Privatization on Hold 


4. (U) On April 29 

the board of directors of state-owned Changhwa Commercial 
Bank (CCB) to delay announcement of the winning bid and 
bidder for a controlling stake in the company. The sole 
remaining bidder 

Shinsei Bank 

global depository receipts (GDRs) 

the average share price in the three months preceding the 
auction. Taiwan\'s MOF wants to negotiate further with the 
Shinsei consortium over the price and other arrangements. 
The consortium led by ING Bank gave up its bid in early 
April. 

5. (U) CCB was slated to become the first Taiwan state- 
owned bank sold to foreign investors. The CCB planned to 
award 1.4 billion Global Depository Receipt (GDR) shares 
equivalent to 2296 of equity 

bid winner would then be permitted to purchase another 18% 
ownership stake in CCB directly from the government. This 
would enable the winning bidder to have effective control 
with a 4096 equity stake. The sale of CCB would meet the 
publicized financial reform goal of selling at least one 
state-owned bank to foreign investors before the end of 
2005. 


A Ray of Hope on High-Speed Rail Finance 


6. (SBU) On April 28 the Taiwan High-speed Rail Company 
(THSRO) successfully raised NT$6.0 billion (USD 190 million) 
additional capital by issuing preferred shares 

for in its eleventh financial plan. The investors included 
China Steel Corporation with NT$ 3 billion 

NT$ 900 million 

Continental Engineering Corporation with NT$ 400 million. 
With this capital THSRC can continue to borrow funds from 
its bank consortium to finance construction of the railway. 
However 

billion (about USD 240 million) by the end of May through 
preferred stock issuances. Chairman Earle Ho of Chinese 
National Federation of Industry 

director of THSRC 

money in the future. THSRC and the Ministry of 
Transportation and Communications still indicate the high- 
speed rail will open on time on October 31 

observers are skeptical. An engineer on the project told 
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AIT/T that THSRC might begin limited special service on 
time 

before February 2006. 


Taiwan Fails to Surpass South Korea in TFT-LCDs 


7. (U) The Taiwan government has set the goal of surpassing 
South Korea in TFT-LCD production. However 

producers failed to take the top spot in 2004 as some had 
predicted. According to Taiwan\'s Photonics Industry and 
Technology Development Association 

billion worth of TFT-LCDs 

the global market last year. In comparison South Korea took 
46 percent of the market with production valued at USD 16.8 
billion. Market research firm iSuppli predicts the race 

will be tight in 2005. Taiwan may have the capacity to 
produce more than South Korea 

prevent Taiwan firms from producing at capacity. iSuppli 
predicts Taiwan could overtake South Korea in 2006. 


8. (U) Taiwan is building the capacity to stay competitive. 
Taiwan\'s AU Optronics Company 

producer 

to build a \"7.5-generation\" plant. The plant would focus on 
production of 42- and 47-inch LCD products. Following AU 
Optronics 

would build a 7.5-generation and a 5.0-generation TFT-LCD 
flat panel plant. Output of Chi MeiVs 7.5-generation plant 
will be mainly used in televisions while output of the 5.0- 
generation plant will focus on the computer market. By the 
end of 2005 

Korea\'s 19. 


A Flurry of IPR Raids 


9. (U) In mid-April 

(TIPO) announced that the reward for information leading to 
the arrest or indictment of counterfeiters had been raised 
to NT$500 

Microsoft 

raided a firm and an office near Taipei City and arrested 
four suspects who had allegedly imported bogus Microsoft 
certificates of authentication from Mainland China and then 
sold them to local and foreign buyers. Taiwan police and 
Ministry of Justice Investigation Bureau (MJIB) conducted 
numerous other raids during April seizing counterfeit Nike 
Puma 

market value of over NT$200 million. 
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10. (SBU) On Tuesday 

the identity of the Iraqi official 

government's chagrin 

Amer Mahdi Saleh Khashaly (AKA Amer Mahdi Alkashali) 
alleged 1980s Iraqi Cabinet Minister who arrived in New 
Zealand last month. Apparently 

on an Iraqi passport but used a UN passport to support his 
visa application. Incredibly 

unknown 

failing to track him down. 


11. (SBU) The press 

officials about Al-Omar\'s identity 

gave wide play to the story that Peters had forced the 
governments hand into revealing the identity of the V wrong" 
Iraqi. The media also reported that Al-Omar lives in New 
Zealand with his son 

information we have heard about Al-Omar 

career pre-dates the Baathists and that he has police 
clearance from the current Iraqi regime. Peters declared that 
the Government went looking for a wolf and found a rabbit. 


12. (SBU) The Government's problems have been compounded by 
the fact that both Iraqis were issued visas by New Zealand\'s 
Embassy in Bangkok 

being accused of selling visas. Al-Omar reportedly received 

his visa even though the issuing officers knew of his 

background. The officers had failed to do the right 

background checks on Khashaly. Immigration Minister Paul 
Swain declared that he had lost all confidence in Bangkok 

and ordered that from now on all visa applications involving 
nationals from V'high risk" countries are to be processed in 

New Zealand. The Governments embarrassment has increased 
as a search through Immigration files has revealed that many 
more\" Iraqis associated with the Hussein regime -- the press 
says five so far -- may have been allowed entry into the 

country. 


13. (SBU) So far 
Labor Department Workforce Deputy Secretary May Ann Thompson 
(who used to be advisor to the Prime Minister) and 
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Immigration Minister Swain. Peters claimed Swain 

not have the remotest idea of which Arab -- Osama bin Laden 
or anybody else -- may be in the country and what he is doing 
here.V It seems more and more likely that Swain and others 
may pay for the embarrassment with their jobs. As of now 
the Prime Minister has been spared from strong criticism 

she even managed a joke at Peter\'s expense 

his hyperbolic claim during his presentation to Parliament 
that half the Iraqi cabinet was in New Zealand. 


14. (S/NOFORN) Behind the scenes 

levity. The Prime Minister is reportedly hounding the head 
of SIS daily for updates. Our MFAT source tells us a 
Government task force is meeting daily 

said they will brief us about the controversy within the next 
few days. 


15. (C) As we have often remarked 

proven herself capable time and time again of distancing 
herself from the scandals that have arisen during the past 
months 

Labour MP John Tamihere. But this latest dust-up could have a 
real negative impact on both her (as Minister in charge of 
Intelligence) and the Labor government in the run-up to the 
elections. Even if all Iraqis are declared not to be 

security risks 

live in New Zealand without detection may raise concerns 
among voters. If they apply for refugee status 

government faces months of embarrassing trials that will 
expose them to criticism from liberals 

Iraqis as innocent victims of U.S. and other countriesV 
intelligence 

a haven for terrorists. Law and order is already a campaign 
issue here. Adding lax immigration controls could prove a 
volatile mix. 


16. (C/NOFORN) Elections aside 

questions about New Zealand\'s border controls and 
coordination among ministries involved with immigration. 
MFAT has admitted to us that despite their and SISVs repeated 
prodding 

PetersV threat. We have heard that Immigration may also have 
been the source of Peters revelation. If so 

dissatisfaction within the ranks about the agency's 
performance. 


17. (C) MFAT tells us that at this point they do not need any 
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information from us about either Iraqi already named because 
neither has asked for refugee status. But it seems likely 

that one or both may. Al-Omar 

would have no other way of staying with his son here over the 
longer term. The Bangladeshi Foreign Secretary had also 
reported that Al-Omar would ask for asylum. News reports 
claim Khashaly arrived in New Zealand to ask for help from 
ZaouiVs lawyers in getting political asylum for him and his 
son. 


18. (C) In anticipation that Government officials will ask us 

for open source information in the event that Al-Omar and or 
Khashaly ask for refugee status 

information that agencies/Embassy Dhaka/Embassy Baghdad could 
provide. We will also provide more names if and when they 

arise. 


19: (U) Minimize Considered. 
Swindells 
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have known for some time that the MDP and FOM have ties; 
neither organization makes any attempt to hide the 
relationship. FOM head David Hardingham and MDP Chairman 
Mohamed Nasheed were college roommates 

funding sources 

probably the same. Hardingham told us that most of FOMVs 
funds now come from private British citizens. We have no 
reason to suspect either group of terrorist ties. End note.) 


3. (C) Operating on the assumption that all three entities 

were linked 

including one individual it believes is a U.S. citizen 

watchlist with the intent of denying them entry to Maldives 
Zakariyya reported. Zakariyya identified the U.S. citizen as 

Nick Grace 

ClandestineRadio.com 

a Vpsychological warfare expert. (In a December 
conversation with CDA 

Shaheed had also mentioned Grace--although not in the context 
of blacklisting him--expressing concern that Grace may have 
helped opposition activists to set up a clandestine radio 

station.) In addition to Grace 

Jordanians 

whom are believed to have some connection to either Asif 

MDP or FOM. As a result 

and FOM head David Hardingham had already been barred from 
entering the country on April 28 (see para 5 below). 
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4. (C) Zakariyya offered several reasons for the GORMVs 
decision to deny Hardingham entry. First 

Hardingham was coming to Maldives to distribute tsunami aid 
collected in the UK through FOMVs own network 

GORM\'s tsunami fund. The Foreign Secretary said he thought 
that initiative was inappropriate 

all aid distributed to ensure it reaches those most in need. 
Zakariyya also claimed that Hardingham knew the editor of a 
UK-based web magazine 

out an editorial last December implying that President Gayoom 
should be killed. (Note: The Dhivehi Observer is an 
anti-government website that often publishes extreme views. 
Its editor 

council member of the MDP but has no connection to FOM. End 
note.) He also provided the text of an e-mail purportedly 

sent by Hardingham to several Maldivian associates in 
September opining that the British government was unlikely to 
be interested in events in Maldives unless there were V'a lack 
of stability affecting the financial equilibrium or 

international security--like fundamentalist terrorism.\" The 
message went on speculate that \"the threat of (President) 
Gayoom providing fertile ground for fundamentalism\" might 
\"stir\" the UK\'s interest. 


5. (C) Charge told Zakariyya that the U.S. takes terrorism 
issues seriously and is following up on the information the 
GORM has provided on Asif. At the same time 

skeptical about assertions that the MDP and groups like FOM 
were linked to violence and terrorism. Charge cautioned 
Zakariyya to be very careful about making such assertions 
without adequate basis. 


6. (C) On May 3 poloff met with Mohamad Latheef 

the MDP who lives in self-imposed exile in Sri Lanka 
daughter Jennifer Latheef and FOM head David Hardingham 
British national. Hardingham confirmed that he had been 
barred from entering Maldives April 28 (when transiting 
Colombo en route from London to Male 

Lankan Airlines that the GORM had requested he not be 
permitted to board the onward flight). He expressed concern 
that the GORM might also have listed him on an Interpol or 
other international watchlist 

a Government Spokesman that Hardingham was under 
investigation for involvement with \"a fundamentalist Islamic 
group.\" 


7 (C) Strenuously denying any link to Muslim 
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fundamentalists 

said that he suspects that the real reasons for his 
blacklisting are his support for democratic reform in 
Maldives 

use GORM channels for tsunami aid distribution. (Hardingham 
said he had registered a charity 

after the tsunami. The charity has provided 100 tons of 
food 

supplies directly to tsunami victims.) In fact 

his primary reason for traveling to Maldives was to work out 
with GORM authorities the distribution of the last remaining 
container of relief items. The previous shipment 

contained buckets of school supplies 

hand-packed by British children 

customs officials because one bucket contained a book with 
Christmas pictures in it; the delay cost the charity a 
significant sum 

the irony of the GORM alleging his connection to Islamic 
fundamentalists 

GORM accusations of being a Christian missionary. He 
speculated that his recent efforts to draw international 
attention to the March 9 death in police custody of Muaviyath 
Mahmooodh 

drug offenses 

detainee 


8. (C) Latheef and Hardingham speculated that the April 24 
arrest of Ibrahim Asif in India and the subsequent and highly 
publicized blacklisting of Hardingham were timed to coincide 
with--and thus overshadow--the April 30 return to Maldives of 
MDP chairperson Mohamed Nasheed after several years of 
self-imposed exile in the UK (where he obtained asylum) and 
Sri Lanka. The publicity surrounding Nasheed\'s plans to 
return--including his own press releases announcing those 
plans--gave the GORM ample opportunity to set up the whole 
\"arrest\" of Asif in advance--perhaps even with the complicity 
of the Indian government 

fabricate links between the MDP and the arms smuggler to 
discredit the pro-democracy group. Publicizing a purported 
terrorist plot against the government could be \"a 
diversionary tactic\" to deflect international attention from 
GORM human rights abuses and the growing clamor for 
democratic reforms 


9. (С) The GORM clearly feels threatened by Nasheed\'s 
popularity 

organize the MDP at home will be successful. (Note: Nasheed 
was expected to open an MDP office in Maldives this week. 
End note.) Thousands of people greeted Nasheed on his 
return 

with iron bars 
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violent incident. Echoing some of Hardingham\'s comments 
Latheef noted that the GORM tries to discredit the MDP to 
Maldivian audiences by depicting the group as Christians 
(indeed 

depicts Nasheed wearing a papal mitre) and to western 
audiences as Islamic fundamentalists. Although the GORM has 
not harassed Nasheed so far 

nonetheless sure the GORM is V'gearing up\" again to repress 
and arrest pro-reform activists as it did in August--and will 

use evidence of an anti-Gayoom-cum-fundamentalist plot as 
justification. 


10. (C) Both Latheef and Hardingham denied knowing Asif 
who had reportedly been living in Sri Lanka in the 
northwestern district of Puttalam. Latheef acknowledged that 
Asif had worked three years ago in a clothing shop Latheef 
owns in a northern atoll but said Asif was fired by the 
manager for incompetence after just a few weeks. Asif had 
also worked for a while as a manager at an agricultural 
company owned by Nasheed\'s father 

from there as well. Maldivian society is so small that it is 
easy to find some kind of connection between individuals 
Latheef concluded. 


11. (C) The Embassy has had no contact with Nick Grace and 
has no information on his citizenship. We will attempt to 
contact him and tell him we understand he is on a GORM 
wathchlist. In late summer/early autumn of 2004 Latheef and 
Nasheed had told us that MDP wanted to set up an opposition 
radio broadcast but did not identify Nick Grace or any other 
American as offering or providing assistance. A quick check 
of www.clandestineradio.com suggests that the site tracks 
opposition radio broadcasts from all over the world but does 
not suggest that the group assists in setting up these 
broadcasts. Nick Grace is listed on the homepage as 
“Washington Managing Editor.\" The siteVs section for 
Maldives lists Minivan Radio 

time of broadcast 

transmission. The sole \"newsclip\" for Minivan Radio posted 
on the site is a report on tsunami relief originally posted 

on BBC\'s website. Although the siteVs V'intelV' section names 
Friends of Maldives as the broadcastVs sponsor 

denied any ownership 

Radio. 


12. (C) Comment (cont.): The combined total land mass of 
Maldives seems hardly large enough to accommodate the 


Column 3 

elaborate conspiracy theories and counter-theories depicted 
by the GORM and its opponents. If true 

attempts to smuggle arms and explosives into Maldives are an 
obvious cause for concern 

to investigate. We remain unconvinced 

is any link between possible Islamic 

fundamentalists/terrorists on the one hand and MDP and FOM on 
the other. Nothing Zakariyya was able to tell us suggests 

the GORM has any such evidence either. We hope Latheef\'s 
accusation that the government is V'gearing upW to suppress 
reform is unfounded. GORM decisions to hold the People\'s 
Majlis elections so soon after the tsunami and to allow 
Nasheed to return unharassed to Maldives would seem to 
suggest the contrary. That said 

demonize its critics is a discouraging reversion to tired old 
tactics we had hoped the government had abandoned. We will 
continue to press the GORM to move ahead on the road to 
reform. (An update on political reform efforts follows 

septel.) We will also continue to tell the GORM that the 

U.S. is eager to cooperate on cases of suspected terrorism 
(as that of Mr. Asif would appear to be) but not interested 

in unsubstantiated assertions that the MDP and similar groups 
support terrorism and violence. 

ENTWISTLE 
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carried a banner headline on the front page that read: 
\"China\'s oil exploration vessel illegally entered 

Taiwan waters several times.\' The centrist \"China 
Times\" headlined in page five: \"China supports Taiwan 
to join the WHO? No way.\" As to Taiwan\'s move to test 
China\'s responses 

in page one regarding PFP Chairman James Soong\'s 
upcoming \"bridge-building\" visit to China 

unification \"United Daily News\" reported in page one 
Taiwan\'s plan to link cross-Strait cargo flights with 
China\'s proposal of allowing China people to travel to 
Taiwan. 


2. Editorials of most Taiwan dailies commented on the 
aftermath of KMT Chairman Lien Chan\'s visit to China. 
The VLiberty Times!" editorialized that the fact that 
President Chen Shui-bian changed his attitude toward 
Lien\'s China trip cannot be forgiven by Taiwan people 
and as a result his approval rating in a recent poll 
slumped by seven percent. A \"United Daily News!" 
editorial made the comment that Chen\'s denial of the 
\"1992 consensus\" would hinder both sides of the Taiwan 
from achieving a cross-Strait win-win situation on 
economics. End summary. 


Column 3 
A) \"Those Who Betray Taiwan People and Choose to Walk 
on China\'s Red Carpet Can Step down Now!" 


The pro-independence V'Liberty Times" [circulation: 
800 


V. A-bian\'s change of attitude [toward the China trips 

by KMT Chairman Lien Chan and PFP Chairman James Soong] 
seems to be related to the fact that he has only three 
years remaining in his term of office and that he does 
not want to step down without any real achievements. 
Chenvs intention may be understandable but is 
unacceptable for the Taiwan people because even though 
reconciliation between the ruling and opposition 

political parties is a good thing 

the expense of the people\'s national identification and 
their well-being. A-bian\'s turnaround regarding his 
[political route] and his concessions concerning 

national identification have endangered the foundation 
of TaiwanVs existence. In fact 

as the president because they support the Taiwanization 
route that he adopts and people are concerned about 
Taiwan\'s existence and survival. If A-bian makes 
compromise with or concessions to any political groups 
or individuals that represent the China route 

mean betrayal to his voters. Recently 

grassroots supporters began to demand that A-bian 
withdraw from the DPP 

that the DPPYs approval rate has dropped by seven 
percentage points. The DPP officials are also confused 
and thus fail to identify with A-bianYs changing China 
policy. All these show that once A-bian betrays the 
Taiwan people and chooses to walk on the red carpet of 
China 

stage will not be the "key actV but the "closing 
ceremony" for him to step down." 


B) Between the Thin Line of Ice and Fire: Do Not 
Rashly Miss the Opportunity of a Win-Win [Situation] 
for Cross-Strait Trade\" 


The pro-unification \"United Daily News\" [circulation: 
600 


V. The impact of KMT Chairman Шеп Chan\'s meeting with 
Chinese President Hu Jintao on Taiwan\'s economy remains 
uncertain 

response of the ruling authorities. If President Chen 

. can respect Lien as an opposition leader . and 

exercise his dominant influence of a ruler and seek to 
coordinate and pragmatically review the viable parts of 
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the conclusions made during the Lien-Hu meeting; and if 
Chen can start with positive talks with the opposition 
parties 

Beijing in an attempt to respond to the business 
sector\'s expectations for a stable development of cross- 
Strait trade relations 

win situation for both sides of the Taiwan Strait is 

sure to succeed. On the other hand 

simply denies every possibility by citing the 

contentious 1992 Consensus and as a result 
eradicates any mutual trust between the ruling and 
opposition parties and between the two sides of the 
Taiwan Strait 

conflict 

relations] will take a big step backwards. 


VAs a matter of fact 

regard to the establishment of a cross-Strait economic 
cooperation mechanism; making cross-Strait interaction 
predictable is perhaps the most pragmatic approach. 
[We believe] such a [positive] development is worth 
waiting for 

overseas that said the ‘main show across the Taiwan 
Strait is not on yetV and his characterization of 

Liens and Soong\'s China trips as a move to pave the 
way for "future direct dialogue between governments of 
both sides of the Taiwan Strait." 


PAAL 


32028 
game is.\" 
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4. (C) Dr. Haila Al-Mekaimi 

science at Kuwait University told PolOff that she was very 
disappointed with the outcome of the parliamentary vote. She 
opined that the vote on women\'s political rights illustrated 

the lack of any serious GOK vision. She claimed that the 
failure of the vote in favor of women\'s rights is the result 

of a troubled political system. Stating that Kuwait is no 

longer behaving like a parliamentary monarchy 

that it is now a government of coalitions. She said all 

issues are settled by ad hoc coalitions that are formed 

around Cabinet power bases currently: PM Shaykh Sabah 
Minister Shaykh Ahmad Al-Fahd Al-Sabah 

Cabinet and Parliamentary Affairs Dhaiffalah Sharar 

young but influential Shaykh Mohammed Al-Abdullah Al-Mubarak. 
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5. (C) Secretary General of the Women\'s Cultural and Social 
Society and women\'s rights activist гима Al-Mulla expressed 
great disappointment about the parliamentary vote and held 

out little hope of any near-term success. She now questions 
whether the GOK was ever serious about the issue of womenVs 
rights saying she was insulted by the manner in which the 

vote took place. She thinks the petty politics that appeared 

to mark the voting process cheapened the important issue of 
women\'s rights. She opined that the GOK wants to look 
Serious but does little to support the enfranchisement of 
women. She lamented how little the GOK has done to influence 
MPs on the legislation. 


6. (C) Al-Mulla was also concerned that if women gained their 
political rights at the Municipal Council level that the 

political forces would be satisfied with the partial victory 

and would not pursue women!\'s rights at a national level. She 
stated that PM Shaykh Sabah must be firm on this issue for it 
to pass 

this issue without giving more than he is willing to in 
exchange for MP support. 


... While Others See Success On The Horizon 

7. (C) Kuwait University Professor of Sociology Dr. Lubna 
Al-Kazi believes that the vote was a \"big game.Y She said 
that there were far too many abstentions from MPs whom she 
knows support womens political rights for it not to be an 
Vorchestrated tactic." She explained that most of the MPs 
who abstained did so because the GOK did not offer them 
anything in return for their support. Those MPs 

explained 

in the next two weeks to vote in favor of the municipal 

rights bill in return for government acquiescence on other 
issues 

forgiveness of electricity bill debt 

to 18 

and the military. (Note: Should the members of the police and 
military 

gain their political rights 

benefit the rural bedouin tribes because the majority of the 
personnel in these organizations are drawn from their ranks. 
End Note.) Dr. Lubna said that she knows for example 

MP Bader Shaykhan Al-Farsi supports women's political rights; 
when he and others like him abstained 

what was occurring was a political tactic. She expects that 

a deal will be arranged to ensure passage of the measure. 
(Note: An EmbOff present in Parliament during the May 3 
session was told cryptically by MP Bader Al-Farsi as he was 
walking out of the Assembly to not worry because \"it will 
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pass in two weeks." End Note.) 


8. (C) Womenvs rights activist and head of the Kuwait 
Economics Society Dr. Rola Dashti said that the session was 
\"chaos\" and that no one knew what was going on. She said 
this was complicated by the fact that while the PM is truly 
committed to passing women\'s rights 

are not. Specifically 

lobbying against the amendment and then reporting to PM 
Shaykh Sabah that they did not have enough votes. Calling 
the process frustrating 

maneuveringW going on behind the scenes. At one point 
noticed Energy Minister Shaykh Ahmad Al-Fahad sitting next to 
Shiva MPs Saleh Ashour and Sayed Al-Qallaf 

their votes from abstentions to no votes. 


9. (C) Dr. Rola said she is V'95 percent sure!" that the 
scheduled vote in two weeks would result in women getting the 
vote 

scheduled June Municipal Council elections would not pass. 
Nonetheless 

way 

will stand a higher chance of being elected than if they had 
only a few weeks to prepare. She said that she is almost 
positive that the GOK intends to install a female member on 
the Municipal Council after the elections. She noted that 
the female Undersecretary of the Ministry of Planning had 
attended Municipal Council meetings before 

received little attention. (Note: The GOK appoints 6 of the 
16 seats on the Municipal Council. End Note.) 


10. (C) Likewise 

was not suprised by the May 2 and 3 events 

Kuwaiti women have been through this before. She remained 
optimistic 

right to vote before the 2007 end of the parliamentary term. 


PM Either Not Serious Or Engaged In Deal-Making 


11. (C) Comment: Prime Minister Shaykh Sabah undoubtedly did 
not make a strong effort to secure passage of this amendment. 
The PM allowed his Social Affairs Minister to be out of the 
country during the voting 

Minister to be absent from the session 

chosen not to appoint a replacement Health Minister since the 
resignation of Mohammed Jarallah. Further 

the absence of serious deal-making with MPs on the part of 

the Cabinet 

made to save former Finance Minister Mahmoud Al-Nouri from a 
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Parliamentary vote of no-confidence in March 2004 (ref C). 
The abstentions by many of the pro-Government MPs on May 2 
also did little to convince most that the votes were 
legitimately cast and not part of a larger political strategy 
engineered by the GOK. These political machinations call 
into question the seriousness of PM Shaykh Sabah\'s public 
comments hailing women\'s political rights as one of his top 
priorities. That said 

will use the two weeks before the next Parliamentary session 
to secure promises of support on the amendment 

re-vote occur. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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programs) and \"mentorships\" (apprenticeships with 
established businesses) for black entrepreneurs who could 
then compete for government tenders. DPW would soon start 
lobbying government institutions to use more of these new 
black suppliers in public works projects. To carve out a 
secure place for them 

Treasury to dedicate a certain percentage of procurement 
opportunities to those in learnership programs. DPW was 
also working with National Treasury to put together a plan 
for the expansion of conditional grants to local and 
provincial government 

Provincial Governments to include labor intensiveness as a 
condition for certain project grants. In addition 

working with local government to establish childhood 
development centers and home based care enterprises. 


4. (SBU) Sigcau commented that the government was still 
learning how to deal with poverty. When black economic 
empowerment (BEE) procurement was first initiated five 
years ago 

advantage of new opportunities. The Government realized 
that it had to provide them with training or nothing would 
change. The Government also realized that it had to 
provide an \"exit strategy 

companies would be able to continue in some capacity once 
their public works project was completed. To this end 
DPW had approached South African commercial banks to 
develop a lending program to new BEE contractors and 
suppliers. The banks seemed willing 
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that prospective clients could reasonably expect to receive 
contracts during at least a three-year period. Sigcau 

added that another role of DPW in the EPWP was to identify 
projects that were suitable for labor-intensive strategies 
realizing that some projects simply might not fit this 

bill. 


Black Economic Empowerment Charters 


5. (SBU) Deputy Director Bici explained that DPW also took 
the lead role for government in creating sector black 
economic empowerment (BEE) charters for the construction 
and property industries. The first challenge was assessing 
the status quo and the second was determining suitable 
targets. Minister Sigcau added that making these 
determinations was not easy 

were highly fragmented and tended to be dominated by small 
family owned businesses. It might not be possible to 
establish a percentage for BEE equity for each company 
had been done by other sector charters. A more likely goal 
was the achievement of employment equity at all levels 
along with significant black participation in the two 
industries. Bici said that she fully expected to finalize 

both charters by July 2005. She was still looking for 

funding for an V'Advisory CouncilV that would serve as an 
oversight body on the achievement of charter goals. 


Possible Areas for U.S. Assistance 


6. (U) A number of areas for potential U.S. assistance were 
discussed. Minister Sigcau expressed a strong interest in 
training and internship exchanges wherever possible. 
Noting that USAID had extensive experience with 
public-private partnerships (PPPs) 

commented that PPPs might be an area to consider. 
Ambassador Frazer also suggested that U.S. businesses in 
South Africa might be able to advise DPW on their 
experiences with various BEE initiatives. Another 
possibility was program monitoring and assessment 

where USAID had considerable expertise. The Minister 
appointed DDG Bici as DPW\'s point of contact and the 
Ambassador agreed to facilitate a meeting with USAID 
officials in the near future. 

FRAZER 
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completely new legal review and interagency clearances. He 
said that this process would take time. When again pressed 
about meeting a delegation in late May 
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Turkish side could not be ready that quickly. He thought 

late June was the earliest the GOT would be ready given the 
need to compile different agenciesY comments on the latest 
draft. When asked whether the same would be true if we used 
the 2000 text 

hand and MFA could agree to that language today. 


4. (C) Comment and action request: We did not deliver the 
points in ref b as written because they did not seem to take 
into consideration ref a in that they promised yet another 
draft 

ref a text. Please advise whether we should tell the Turks 
to disregard the ref a text. We did however press for a May 
meeting. Unfortunately 

us until they have had a chance to gather interagency 
comments and develop a coordinated position. We recommend 
that the DOD delegation drop Turkey from its May itinerary. 
A visit here in late June or thereafter would be more 
productive. End comment and action request. 

EDELMAN 
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positions. On disengagement 

PM Sharon the \"quiet\" he needs to focus solely on 
disengagement 

settlement expansion for the time being. End Summary. 


2. (C) MFA Deputy Director General for North America Yoram 
Ben Zeev told NEA DAS Liz Dibble May 6 that Israel shares the 
USG 

Lebanon following the withdrawal of Syrian troops 

the concern that Syria may continue to cause trouble 

including during the upcoming parliamentary elections. Ben 
Zeev emphasized his view that Hizballah is now \"trying to 

find its mission 

Lebanese constituency and making V'course 

corrections!" in its policies. V'Hizballah still needs Syria 

but not as much as it once did 

expressed fears that those elements of the Syrian government 
that provide support to Hamas and РІМ may eventually move 
from Damascus to Beirut. In his view 

chaos the clear protocol Israel and Syria currently maintain 

in which the catalogue of potential actions and responses is 
predictable and well known to both countries. 


Sharon Needs Quiet from Quartet 


Column 3 
to Carry Out Disengagement 


3. (C) At the upcoming Quartet meeting 

parties will discuss the outcomes of Jim Wolfensohn 

to Israel 

role as disengagement coordinator. Ben Zeev expressed the 
GOIVs \"nervousness\" that the Quartet 

been kept in check by the U.S. 

own. He said he feared the statement coming out of the 
upcoming Quartet meeting in Moscow could be detrimental to PM 
Sharon\'s ability to carry out disengagement. Ben Zeev stated 
in particular that the U.S. must \"ensure\" the government of 
Russia Vleaves PM Sharon alone." 


4. (C) Ben Zeev reported that during the recent meeting 
between PM Sharon and Senators Frist and Lieberman 
Minister asked for \"quiet\" in which to focus solely on 
disengagement. The U.S. must protect Sharon from internal 
elements that wish to see his government topple 

withholding criticism on settlement activity. DAS Dibble 
observed that the kind of \"noise\" from the international 
community Sharon says he wishes to avoid is triggered by 
surprise announcements such as the one regarding E-1. Ben 
Zeev argued in response that Sharon must give the Israeli 
public \"red meat" by talking about expansion of the West Bank 
settlements. The U.S. should recognize 

is primarily talk and very little action 

Other GOI contacts report that planning for the E1 expansion 
of MaVale Adumim continues apace 

the plan may be weeks away from public review 

approval process from which it is difficult to backtrack. 

See reftel. End note.) 


5. (C) Ben Zeev said that PM Sharon is very upset" with PA 
President Mahmud Abbas because of the latter\'s seeming 
inability to carry through with actions to fight terror 

including seizing weapons and dismantling terrorist 
infrastructure. Moreover 

Abbas! talk is not as firm as it should be. Ben Zeev 
emphasized that the GOI takes AbbasY words very seriously 
and has been impressed with some of what he has said 

that neither his actions nor words have met GOI expectations. 


6. (C) DAS Dibble cleared this message. 
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Visit Embassy Tel Aviv\'s Classified Website: 
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http://www state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
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shipment arrives in Vietnam. The U.S. side noted that while 
the USG supports Vietnam\'s right to ensure that imports do 
not endanger health and safety 

need to be reasonable. The Vietnamese delegation asked for 
more information in writing and promised to convey U.S. 
concerns to the MOH. 


4. (SBU) ARTICLE 2/TRADING RIGHTS: Vietnam is obligated to 
liberalize trading rights over a three to six year period. 
Beginning in December 2004 

U.S. companies with capital invested in production and 
manufacturing to engage in trading rights and to allow U.S. 
companies to engage in joint ventures in trading activities. 
The U.S. delegation noted that this is a fundamental 
obligation 

regulations. The Vietnamese delegation said the GVN is in 
the process of drafting the regulations. (Note: the GVN 
side was not sure if the revisions will be included in the 
revisions to the Commercial Law (slated for approval by the 
National Assembly in May) or in a separate Government 
Decree. End Note.) The GVN estimated it will complete the 
regulations by the end of 2005. The U.S. delegation 
emphasized that this obligation is overdue. The lack of 
action on the part of the GVN has resulted in U.S. companies 
being denied their rights under the ВТА. GVN Customs! 
officials have refused to allow companies to import products 
that fall outside the parameters of their investment 

licenses. The U.S. side requested 

that the GVN issue an instruction to the General Department 
of Customs to allow U.S. companies to exercise their rights. 


5. (SBU) ARTICLE 3/CUSTOMS VALUATION: Vietnam was obligated 
to implement WTO level standards for customs valuation by 
December 2003. A June 2002 Decree and a December 2003 

Circular established the legal framework for customs 

valuation. A March 2004 Official Letter eliminated the use 

of minimum prices on all remaining commodities. 


6. (SBU) ANNEX A/ELIMINATION OF NATIONAL TREATMENT 
EXCEPTIONS: Vietnam agreed to eliminate national treatment 
(NT) exceptions for 1) the special consumption tax (SCT) on 
vehicles (under twelve seats) and inputs to produce 
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cigarettes as well as for 2) the supplemental tax on fuels 
metals and fertilizers. The GVN has eliminated the NT 
exception for the supplemental taxes. However 

related to the SCT have not been implemented. The GVN 
delegation noted that the MOF is drafting language to be 
included in the revised SCT Law that would set uniform SCT 
rates for inputs to cigarette/cigar production. The 

National Assembly is scheduled to approve this law in 
October. On autos 

phase out the NT exceptions on the auto SCT upon accession 
to the WTO. The U.S. delegation reminded the GVN that the 
two sides have been discussing the auto SCT since 2002 and 
that the current GVN \"roadmap\" for the auto sector has 
resulted in significant increases in the SCT and endangered 
U.S. investment in the auto sector in Vietnam. The U.S. 
delegation emphasized USG interest in seeing the make ¡ts 
auto roadmap public 


7. (SBU) ANNEX B1/QUANTITATIVE RESTRICTIONS. The GVN is 
obligated to phase out quantitative restrictions (QRs) on a 

variety of agricultural and industrial imports over a period 

of three to ten years. The GVN has phased QRs on all 

products except sugar. Annex B1 does not require the 

removal of the QR on sugar until December 2011. 


8. (SBU) ANNEX E/TARIFF REDUCTIONS: Vietnam was obligated 
to reduce tariffs on a broad range of goods by one-third to 

one-half no later than December 2004 (December 2007 for a 

few products.) The Ministry of Finance implemented this 

obligation through promulgation of an Ordinance in November 
2004. 


Chapter 2: Intellectual Property Rights 


9. (SBU) ARTICLE 1/INTERNATIONAL CONVENTIONS: Vietnam is 
obliged to join several international IPR conventions 
Vpromptly. The GVN delegation confirmed that Vietnam has 
been a member of the Paris Convention since 1949 and became 
a member of the Berne Convention (copyright) in October 

2004. Vietnam is not yet a member of the Geneva Convention 
(Phonograms) 

Protection of New Varieties of Plants (UPOV) or the Brussels 
Convention (Satellite Signals). The MOCI has submitted 
proposals to join the Geneva Convention and the Brussels 
Convention to the President for approval and expects to 

finalize this process by the end of 2005. The MARD is 

currently circulating for comments a draft proposal to join 

UPOV. 


10. (SBU) ARTICLE 3/NATIONAL TREATMENT FOR FEES AND CHARGES. 
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The GVN delegation confirmed that in December 2004 Vietnam 
established a uniform level of IPR fees and charges 

applicable to both foreign and domestic entities. 


11. (SBU) ARTICLE 4/COPYRIGHT AND RELATED RIGHTS. The GVN 
delegation confirmed that Vietnam has not fully implemented 

its obligations related to copyright protection 

emphasized that the new IPR Law scheduled to be approved by 

the National Assembly in October will address outstanding 

copyright issues. Additionally 

committee to begin drafting optical disc regulations 

MOCI hopes to finalize by the end of 2005. 


12. (SBU) ARTICLE 5/SATELLITE SIGNALS: The GVN delegation 
noted that VietnamVs Civil Code provides some protection for 
satellite signals 

implemented its obligation in this area. The MOCI has 
incorporated provisions pertaining to protection for 

satellite signals in the draft IPR Law. 


13. (SBU) ARTICLE 6 AND 7/PATENTS AND TRADEMARKS: The GVN 
delegation confirmed that Vietnam has not fully implemented 
its obligations related to the protection of patents and 
trademarks. The GVN has not yet codified the certification 

of trademarks in law or revised the procedures for patent 
disputes (moving the burden of proof from the plaintiff to 

the defendant). The new comprehensive IPR Law will address 
these issues 

implementing regulations to fully meet BTA and WTO 
obligations in these areas. The National Office of 

Intellectual Property (NOIP) has started work on the 
implementing regulations. 


14. (SBU) ARTICLE 9/TRADE SECRETS AND DATA EXCLUSIVITY. The 
GVN delegation confirmed that the 2002 Decree (54) that 
deals with trade secrets does not fully address BTA 
requirements with respect to either trade secrets or data 
exclusivity (protection of test data). The new IPR Law will 
fully implement Vietnam\'s obligations related to data 
exclusivity and pharmaceutical management agencies will be 
able to apply the provisions as soon as the law is approved. 
The IPR law will also address trade secrets 

require passage of subsequent implementing regulations 

in order to comply fully with BTA and WTO obligations in 

this area. 


15. (SB) ARTICLE 11/ENFORCEMENT: The U.S. delegation asked 
what plans the GVN has to upgrade the existing Criminal Code 
(from 2000) to improve enforcement of IPR. The GVN noted 

that the new IPR Law will criminalize the commercial scale 
production of counterfeit and pirated goods. This is the 
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first time the GVN has considered including language on 
criminal penalties in an economic law. The U.S. delegation 
emphasized that the USG views enforcement of IPR very 
seriously. The best way to combat IPR violations is strong 
enforcement 

penalties 

delegation urged the GVN to ensure the new IPR Law 
adequately addresses the need for more effective penalties 
for IPR infringement. 


Chapter 3: Trade in Services 


TELECOM REFERENCE PAPER 


16. (SBU) ANNEX F/TELECOM REFERENCE PAPER. The U.S. 
delegation noted concern that Vietnam is not meeting the 
requirements of the WTO Telecommunications Reference Paper 
which is incorporated into the BTA. The U.S. delegation 
highlighted the following questions about VietnamVs 
implementation of the Reference Paper: 1) itis not clear 
whether there is impartial regulation of the telecom sector; 

2) there is not adequate separation between operators and 

the regulatory authority; and 3) Vietnam lacks a legal 

framework clearly prohibiting anti-competitive behavior. 

The Vietnamese delegation responded that in 1995 the 

Ministry of Post and Telematics (MPT) was separated into 
regulatory and business functions 

Vfully impartial." In addition 

Telecommunications Company (VNPT) recently moved out of the 
building it shared with MPT 

about linkages between MPT and commercial operators. 


17. (SBU) ANNEX G/TELECOMMUNICATIONS SERVICES. Vietnam 
committed to consider increasing U.S. equity limits in the 
telecom sector by December 2004 

with up to fifty percent U.S. equity in value-added telecom 

by December 2003 and to allow joint ventures with up to 

fifty percent U.S. equity in Internet services by December 

2004. However 

cooperation contracts\" (BCCs) in the telecom sector in 

Vietnam. The GVN has not issued any supplemental 

regulations specifically granting U.S. companies expanded 
market access in accordance with Vietnam\'s BTA commitments. 
This lack of regulations represents a serious barrier to 
investment. The U.S. delegation emphasized that the GVNVs 
implementation of key services commitments such as telecom 
will serves as an indicator of how well prepared Vietnam is 

to meet its WTO obligations. The Vietnamese delegation 
explained that the new Law on Investment (scheduled to be 
approved by the National Assembly in October) will address 
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market access for services in accordance with both BTA and 
WTO commitments. In the interim 

a letter clarifying market access privileges for U.S. 
companies. 


18. (SBU) ANNEX G/TELECOMMUNICATIONS SERVICES. The 
Vietnamese delegation reported that Vietnamese telecom 
companies seeking to enter the U.S. market and establish 

Point of Presence (POP) companies have faced difficulties. 
These companies have been told (by private sector U.S. 

lawyers) that Vietnamese companies do not qualify for the 
necessary license from the Federal Communications Commission 
(number 214) because Vietnam is not yet a member of the WTO. 
The U.S. delegation noted this is the first time this issue 

had been raised and committed to provide the GVN with more 
information on the rules for licensing in this area. 


19. (SBU) ANNEX G/AUDIO VISUAL SERVICES: Vietnam committed 
to allow joint ventures with up to 49 percent U.S. equity in 

audiovisual services. The Vietnamese delegation informed 

the U.S. side that a March 2003 Decree permits both BCCs and 

joint ventures in audiovisual services. The GVN has 

licensed two joint ventures in this sector to date 

including one with a U.S. company (VisionNet International 

Inc). 


20. (SBU) ANNEX G/DISTRIBUTION SERVICES: Vietnam committed 
to allow joint ventures with up to 49 percent U.S. equity in 
wholesale and retail distribution services. However 
regulations permitting this type of investment have been 
promulgated. The Vietnamese delegation said the GVN is in 
the process of drafting the necessary regulations 

hopes to complete by the end of 2005. (Note: As with 
implementation of trading rights obligations 

either include the regulations on distribution services in 

the revised Commercial Law (slated for approval by the 
National Assembly in May) or in a separate Government 
decree. End Note.) The U.S. delegation emphasized that 
this obligation is overdue and requested 

measure 

investment in distribution services. 


Chapter 4: Development of Investment Relations 


21. (SBU) ANNEX H PARAGRAPH 3/EXPORT REQUIREMENTS. Vietnam 
agreed to accord national treatment to U.S. investments 

(Chapter IV 

allows the GVN to require that U.S. investment projects in 

certain sectors export at least eight percent of their 

production (until December 2008). In December 2001 (three 
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days before the BTA entered into force) 

Decision 718 revising the list of sectors subject to export 
requirements. Most of the sectors identified in Decision 

718 

The U.S. delegation reminded the Vietnamese side that this 
issue has been raised in prior Joint Committee meetings and 
the GVN still has not addressed the problem. The Vietnamese 
delegation committed to take immediate action to address the 
issue. 


22. (SBU) ANNEX H 

agreed to phase out discriminatory prices and fees in a 
number of sectors by December 2005. The U.S. delegation 
noted that state-owned enterprises (SOEs) in some sectors 
charge higher fees to foreign customers and asked if any 
SOEs have special privileges that enable them to operate on 
a non-commercial basis. The Vietnamese delegation explained 
that the GVN has been eliminating discriminatory fees 
charged by the state; the GVN only maintains dual prices for 
electricity. (Note: The BTA requires the GVN to eliminate 
dual prices for electricity by December 2005. End Note.) 
Fees that are set by enterprises are determined by market 
conditions 


23. (SBU) ANNEX H 

CAPITAL. Vietnam agreed to eliminate certain requirements 
on U.S. investment capital no later than December 2004 
including: minimum contribution levels in joint ventures 

and the right of first refusal on transfer of interest in a 

joint venture. Vietnam also agreed to allow U.S companies 
to establish joint ventures and issue bonds and/or shares to 
the public no later than December 2004. However 

has not issued any regulations implementing these 
obligations. The Vietnamese delegation explained that all 

of these obligations will be addressed in the new Investment 
Law and the new Enterprise Law scheduled for approval by the 
National Assembly in October this year. As an interim 
measure 

confirming implementation of these obligations for U.S. 
companies. 


24. (SBU) ANNEX H 

OF JOINT VENTURES. Vietnam agreed to eliminate certain 
requirements pertaining to the organization and management 
of joint ventures by December 2004. These include 
requirements that the General Director (or Deputy General 
Director) of a joint venture be a Vietnamese citizen and 

that certain decisions on the operation of a joint venture 

be made on the basis of consensus. However 

issued any regulations implementing these obligations. The 
Vietnamese delegation explained that all of these 
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obligations will be addressed in the new Investment Law and 
the new Enterprise Law. As an interim measure 
Vietnamese side agreed to draft a letter confirming 
implementation of these obligations for U.S. companies. 


25. (SBU) ARTICLE 1/PUBLICATION OF LAWS 
ADMINISTRATIVE PROCEDURES. The U.S. delegation expressed 
appreciation for the steps the GVN has taken to implement 

the BTA\'s transparency obligations. However 

reiterated a long-standing concern that although policy 

issues are often covered in V'official letters" the GVN does 

not publish this type of document in the Official Gazette 

and does not make them available upon request. (Note: The 
2002 amendments to the Law on Laws required publication of 
legal normative documents (LNDs) but does categorize 

official letters as LNDs. End Note.) The Vietnamese 
delegation informed the U.S. side that a new decree (104) 
(issued in December 2004) required the publication of 

certain kinds of non-LNDs (including official letters) 

subject to agreement between the Chairperson of the OOG and 
the head of the drafting agency/ministry. In addition 

instruction issued by the Prime Minister in early April 

prohibited drafting agencies from including legal norms in 
non-LNDs. The U.S. side welcomed the steps taken by the GVN 
and noted it would monitor implementation of these new 

rules. 


26. (SBU) ARTICLE 2/ACCESS TO DATA. Vietnam committed to 
provide U.S. companies and nationals with access to 
economic 

expressed concern that while data does appear to be 

available 

the U.S. Foreign Commercial Service requested trade data on 
two items from Vietnamese Customs. The Customs office told 
FCS the data was unavailable. Ultimately 

to a private company that specializes in providing trade 

data to obtain the information. The Vietnamese delegation 
responded that the GVN is working to improve access to 
information and acknowledged that this is a weak point" in 
its system. However 

updating its website to include more information. Tariff 
information is now available online and export and import 

data will be available soon. 


27. (SBU) ARTICLE S/PUBLIC COMMENT: Vietnam committed to 
allow the USG and U.S. nationals the opportunity to comment 

on the formulation of laws 

procedures. The U.S. delegation emphasized that drafting 
agencies regularly ignore or refuse requests for drafts from 


Column 3 

the U.S. Embassy or U.S. companies. The Vietnamese 
delegation noted that opportunities to comment on drafts 
have increased in recent years but the GVN \"needs time to 
change the habits" of its officials. In 2001 

Minister instructed all ministries and agencies to consult 

with the business community on drafts through the Vietnam 
Chamber of Commerce and Industry (VCCI). VCCI regularly 
published drafts and comments on its website. 


28. (SBU) ARTICLE 7/ADMINISTRATIVE REVIEW. Vietnam agreed 
to ensure prompt review and correction of administrative 
actions and judicial review of final administrative 

decisions. However 

does not allow judicial review of an administrative 

decision. (Note: This is a problem for both foreign 

investors and Vietnamese nationals. End Note.) The 
Vietnamese delegation replied the GVN has realized it needs 
to improve the system that deals with complaints and 
appeals. For that reason 

Complaints and Denunciations have been added to the 
legislative calendar for 2005. A draft of the revisions 

will be available for comment soon. 

COMMENT 


29. (SBU) Comment. Mission believes the GVN has made 
significant efforts to implement its obligations under this 
very comprehensive bilateral agreement 

areas such as customs valuation 

reductions. We fully believe the GVN recognizes that 
implementation of the BTA not only improves trade and 
investment conditions for U.S. companies 

VietnamVs case for WTO accession. However 

important areas in which GVN implementation is lagging 
including in the protection of intellectual property rights 
liberalization of trading rights 

services and distribution services and revision of rules on 
investment. The common element in these delays appears to be 
that these sections are the subject of WTO accession 
negotiations and the Vietnamese intend to change the laws 
only once. We need to ensure that the Vietnamese stick to 
the legislative timetable adopted by the National Assembly 
that provides for passage of the laws in question by 
November 

head of delegation at the Joint Committee took careful note 
of these areas and pledged to take measures to implement 
many of these overdue obligations soon. Mission will work 
with USTR and the Department to pressure the GVN to fulfill 
these commitments prior to the meeting of the Chairman of 
the Joint Committee this spring (date TBD). 
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liberalization\" in VietnamVs revised telecom offer 
committed to ensure a good business climate for U.S. 
firms in Vietnam and to working to improve IPR 
protection. Ta promised to review Lockheed\'s proposal 
carefully and agreed in principle with the in-flight 
internet service license 

needed to apply directly. End Summary. 


2. (SBU) The Ambassador 

introductory call on Minister of Posts and Telematics 
Do Trung Ta on April 28. The Ambassador began by 
noting that the United States supports VietnamVs 
efforts to join WTO and the Embassy is working hard to 
assist Vietnam in preparing for the negotiations 
involved. VietnamVs record in meeting its BTA 
commitments would be a key indicator for progress of 
WTO accession 

telecommunications was a key area of U.S.-Vietnam 
bilateral market access negotiations 

encouraged Vietnam to take a flexible and creative 
approach on this issue. After accession 

need a world-class telecommunications system and 
assistance from leading multinational firms to create 

it. To do so 

investment. Given the risks inherent in investing in 
such rapidly changing technology 

firms would want to commit capital if they could not 
control the investment 

thus be a key element in bilateral negotiations. The 
Ambassador acknowledged that VietnamVs recent new offer 
contained changes in the telecom services sector. Once 
U.S. experts have completed their analysis and have 
industry input 

perhaps with questions for clarification. 


3. (U) Turning to Bilateral Trade Agreement (BTA) 
implementation 

to implement some of its commitments by passing the 
enterprise law later this year and urged that this be 
done on schedule. He stressed that Vietnam needed to 
create conditions for new entrants to the market to 
develop lower cost telecom services. Noting that the 
Prime Minister and Deputy Prime Minister had both 
expressed disappointment with the level of U.S. 
investment in Vietnam 
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was room for additional U.S. investment 

come only if the conditions were right. For example 
issuing adequate legal guidance on what constitutes 
value added and internet services would clear up 
confusion about joint ventures in value added telecom 
services. Saying that he was encouraged that the 
Ministry of Posts and Telematics (MPT) intends to set 
up an independent regulator 

Vietnam to do so quickly. Interconnection is an 
important issue both for Vietnamese and international 
providers. The United States could help evaluate the 
interconnection offer of Vietnam National Posts and 
Telecommunications Corporation (VNPT) through one of 
USAIDVs two technical assistance projects 

Trade AcceleRation Project or the Vietnam 
Competitiveness Initiative 


4. (U) The Ambassador noted that he had hosted a 
roundtable with U.S. firms and associations interested 

in IPR protection earlier that day (septel). IPR is a 

core issue both within the BTA and the WTO and MPT has 
the lead on software for the government. It is vital 

for MPT to set an example by using only licensed 

software 

criminalize the use of pirated software. 


5. (SBU) Minister Ta responded by noting that Vietnam 
had sent a revised WTO services offer to the United 
States. He asked that the United States recognize that 
this offer needs to meet VietnamVs circumstances and 
that it would create a roadmap for liberalization. He 
expressed hope that the United States would show good 
will by supporting Vietnam on this issue which he said 
would reflect the fruitful cooperation by Vietnam with 
U.S. partners such as AT&T 

other vendors and suppliers such as Microsoft 
Communications Services Inc. 

International Business Machines. Several U.S. 
operators were cooperating with Vietnam to provide 
Voice Over Internet Protocol (VOIP) services. Ta 
expressed the hope that the two sides would be able to 
reach agreement in a final round after the Prime 
Minister's visit to the United States in June. 

Originally 

been the monopoly telecom firm 

regulates the sector while VNPT licenses other firms to 
operate. The rumored separation of the regulator from 
the Ministry as in Singapore and Malaysia might come in 
the future 

at present 
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6. (U) On the issue of IPR 

is cooperating with Motorola to develop software and 
with Microsoft on Windows Office. IPR protection is 
improving as the Government takes into account the 
Berne Convention 

time 

which the May session of the National Assembly would 
comment. The MPT would cooperate with the Ministry of 
Science and Technology in this area in the future 
noted. 


7. (U) Ta pointed out that telecom had been a difficult 
issue and indeed the final issue to be settled in the 
BTA negotiations. Commenting that Vietnam has been 
seriously implementing the BTA 

needed to protect investor interests in accord with its 
BTA commitments. In the past 

Contract had been the only way for foreign telecom 
firms to operate in Vietnam. Under this arrangement 
the foreign firm had contributed capital and technology 
while sharing profits with its Vietnamese partner 

which had the right to operate. The BTA allowed joint 
venture and joint stock firms to operate. The Prime 
Minister had said that the MPT needed to assure mutual 
benefits for U.S. firms in this sector. 


8. (U) Before the BTA 

and FedEx had cooperated with Vietnam 

MPT had also cooperated with the Federal Communications 
Commission in setting the international accounting rate 
for calls between Vietnam and the United States. 
Vietnam needs investment capital 

resources to develop. Minister Ta expressed 
appreciation to U.S. firms for their assistance in 
modernizing VietnamVs networks thus far. He noted that 
tele-density in Vietnam had been 14 to 16 percent at 

the end of 2005 while it was expected to be about 33 
percent by 2010. The number of internet users was also 
expected to double by 2010. As the use of mobile 
telephones 

would be potential for further bilateral cooperation. 
Expressing hope that the United States would support 
Vietnam at the WTO and expand bilateral cooperation in 
telecom 

telecom market access offer exceeded the BTA. 


9. (SBU) Commenting that he was not an expert in 
telecom 

Vietnam in 1988 and was amazed at how far and fast 
Vietnam had come since then. Vietnam now has to 
compete with its neighbors needs a world-class 
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telecommunication system to do that. Acknowledging 
that telecom had been tough in the BTA 

expressed hope that it would not be again in the 
bilateral WTO negotiations. U.S. firms were ready to 
help Vietnam build its needed infrastructure. The 
Ambassador also encouraged the Minister to attend the 
APEC Telecom Ministers Meeting in Peru in early June. 


10. (SBU) The Ambassador then raised two commercial 
issues. First 

to Vietnam to discuss a tremendous opportunity for 
Vietnam and the United States to work together on a 
high tech communications satellite project. Lockheed 
Martin was prepared to offer a very favorable 
arrangement that would expose Vietnam to little risk. 
He urged the Minister to give the offer serious 
consideration. The Ambassador then mentioned the 
request by Connection by Boeing (CBB) for a license to 
operate an in-flight internet service on planes flying 
over Vietnam. CBB was willing to accept an interim 
license. At this point 

southeast Asia without such a license so that planes 
have to shut down the service over Vietnam 


11. (SBU) In response 

Minister Le Nam Thang would attend the APEC Telecom 
Ministerial while he would be attending the National 
Assembly session. Noting that he had met with Lockheed 
Martin earlier that week 

review Lockheed\'s proposal carefully this week. On 
CBB 

this service and it was up to them to cooperate with 

their partners. The Ambassador pointed out that CBB 
would like to work directly with the governments of 
countries involved. The Minister said that the airline 

had applied and in principle he agreed with this 
application since this was global communications. The 
Ambassador suggested that they continue to work on this 
issue. 


12. (U) Bio note: Minister Ta has served in his current 
position since 2002. From 1995-2002 he was Chairman of 
Vietnam National Posts and Telecommunications. He has 
held various positions at either MPT or VNPT since 1985 
and holds a Doctorate of Science in Communications from 
Ilmenau Technical Institute in Germany. He was born in 
Ha Tay Province 
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joint stock banks and foreign banks. The four largest SOCBs 
account for 70 percent of loans and 75 percent of deposits. 
They are the Bank for Foreign Trade of Vietnam 
(Vietcombank) 

Viet Nam (BIDV) 

(Incombank) and the Vietnam Bank for Agriculture and Rural 
Development (VBARD). Much of their lending goes to state- 
owned enterprises (SOEs) 

quality of credit. While some SOEs such as Vietnam 

Airlines 

Telecommunications have healthy cash flows 

not and find debt servicing difficult. As a result 

international observers such as the IMF opine that the four 
largest SOCBs would be insolvent by international standards. 


5. (SBU) The 33 joint stock banks (JSBs) 

11 percent of lending 

the banking market. They lend mainly to Vietnam\'s budding 
private sector. While their credit quality is mixed 

generally viewed as somewhat better than that of the SOCBs. 
At the same time 

as the two top joint stock banks (Asia Commercial Bank and 
Saigon Commercial Bank or Sacombank) went on sale 
American bank decided to bid on only one of them as a result 
of its due diligence. Only one of these sales has been 
announced. 


6. (U) The 27 foreign bank branches and the four joint 

venture banks (between SOCBs and private sector) comprise 
the remaining nine percent of the market. Leading foreign 
banks include Citibank 

Deutsche Bank 

(ANZ) Bank. Wachovia opened a representative office about a 
year ago. Far East National Bank (FENB) 

California 

holding company 


7. (U) Set up in May 1999 

Company (VPSC) is a subsidiary of a monopoly 
telecommunications SOE 

Corporation (VNPT). VPSC accepts saving accounts (both on 
demand and for fixed terms) 

services and payment services through postal saving 
accounts. VPSC\'s nationwide network reaches remote and 
mountainous areas through the telecom infrastructure. VPSC 
now provides postal saving services in 64 provinces and 
cities through 803 post offices. VPSC plans to upgrade its 
online network and to expand its services to include money 
exchange 

utilities bills) 

to increase its market share of international remittances 
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service from less than one percent currently to five to ten 
percent over the next three years. 


8. (SBU) One of VPSC\'s functions is apparently to provide an 
off-budget funding source for the Development Assistance 
Fund (DAF). The DAF is a specialized extra-budgetary 
institution for conducting policy-based lending to large 

scale 

shift the problems associated with policy lending away from 
the financial sector. While the DAF is not included in the 
state budget 

budget depending upon the quality of the lending and whether 
final borrowers can service their debts. DAF appears to be 
the GVNV's current quasi-fiscal method to maintain SOEs. In 
2004 

transferred about USD 158 million to the Development 
Assistance Fund (DAF). Since its establishment 

transferred a total of nearly USD 538 million to DAF. In 

2005 


Rapid Credit Growth and Non-Performing Loans 


9. (SBU) Vietnam\'s financial sector faces two key problems: 
rapid credit growth and the unknown but significant amount 
of non-performing loans (NPLs). Estimates of the amount of 
credit growth are quite rough 

Bank economist claimed that for 2004 it was no more than 20 
percent 

stated it was probably higher 

A State Bank of Vietnam (SBV) official said that there was 

no exact figure 

in 2004. He also stated that the State Bank had asked the 
banks to \"control lending. Another international economist 
claimed that credit had grown by 28 percent in 2003 and 42 
percent in 2004. This economist expressed concern that at 
such a level 


10. (SBU) While there is no clear picture of the amount of 
NPLs in Vietnam and estimates vary widely 

agree that there is a problem and that the SBV must deal 
with it soon. An SBV official said that there are no data 
beyond 2000 and declined to give an estimate. He noted that 
Vietnam is in the process of developing new definitions for 
NPLs. The SBV recently stated that it had \"settled\" about 
USD 1.24 billion in non-performing loans so far 

Bank experts dismissed this as old news. The SBV has said 
that it \"settles\" NPLs in several ways such as transferring 
them off-balance sheet (where they are monitored as off- 
balance sheet items) 

companies 
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proceeds from the sale of mortgaged assets/collateral. The 
SBV injected about USD 760 million in additional capital 
into the SOCBs in recent years to improve their capital 
adequacy ratios. 


11. (SBU) Until March 2005 

that NPLs comprised about 15 percent of total lending in 
Vietnam 

that it likely exceeds 20 percent and could approach 30 
percent 

that the SBV is in the process of evaluating NPLs 

Bank financial sector coordinator Tom Rose said the SBV 
should be able to estimate NPLs to within 10 percent in six 
months. He predicted that the SBV would be shocked by the 
total and hence would be unlikely to release the figures to 
the public. The first step in addressing this issue is for 

the GVN to get a clear picture of bad debt and then to 
monitor lending trends 

equitized and the GVN has to present a clear picture of its 
books to attract foreign buyers 

aware of the NPL issue 


Equitization 


12. (SBU) The SBV has begun steps to equitize the SOCBs. 
The World Bank financial sector expert provided some details 
on the situation. SBVVs governor recently signed the 
proposal to equitize Vietcombank (VCB) and it has gone to 
the Prime Minister for approval. The state would keep a 
dominant share (not less than 51 percent) of VCBVs chartered 
capital. An international firm would value the bank and 
determine share prices. The SBV has not yet decided how 
many shares will be available to the private sector for 
purchase or whether the usual 30 percent cap on foreign 
equity will apply. The SBV has also completed a proposal 

for equitizing Mekong Housing Bank (an SOCB) and will submit 
itto the Prime Minister in the second quarter of 2005. 
Equitization of other SOCBs will follow the VCB model. 


Foreign Technical Assistance 


13. (SBU) The World Bank and other donors are involved in 
various projects to improve VietnamVs banking system. Most 
observers here consider the bank payment system 
modernization loan to be the key first step. IMF 
representative Susan Adams says that this loan will provide 
the \"plumbing\" for the banking system. Currently 

has no practical way to track transactions 

receives about 60 documents monthly in hard copy from 
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commercial banks 

enough. With a computerized payment system 
problems more quickly and efficiently. Although this loan 
does not currently include any private banks 

Bank 

the foundation for a banking system. 


14. (SBU) The World Bank also chairs the Financial Sector 
Working Group which looks closely at the many issues in the 
financial sector and seeks to coordinate donor assistance. 
Up to now Tom Rose 

issue has been based in Washington and a lower level 
official in Hanoi has handled most of the daily work. This 
arrangement has yielded limited success while signaling a 
lower priority to this issue. However 

concerted donor urging to raise the priority 

World Bank official is slated to move to Hanoi to assume the 
management of this important issue this summer. 


What Foreign Bankers Want 


15. (SBU) A number of foreign banks have been operating in 
Vietnam for some years. They have several concerns about 
the current market that affect their ability to expand and 

to prosper. The WTO market access negotiations offer an 
excellent opportunity to handle some of these matters. 


16. (SBU) U.S. banks would like to be able to establish an 
unlimited number of branches in Vietnam without any 
geographic restrictions. At present 

branches in Hanoi and Ho Chi Minh City and must invest USD 
15 million in additional capital for each branch. In 

addition 

branches in Hanoi and Ho Chi Minh City as a single entity 
which would reduce costs. Both the State Bank of Vietnam 
and an international accounting firm confirmed to ECON/C 
that there is no capital requirement for new branches of 
Vietnamese banks. The Director of a Joint Stock Bank also 
recently confirmed this to ECON/C 

intends to establish new regulations that would require 
Vietnamese banks to put up capital for new branches. 


17. (SBU) U.S. banks would also like to be able to link up 
with the nation-wide automatic teller machine (ATM) network. 
At this point 

elsewhere but need to use a leased phone line to link to 

their computer systems. In contrast 

access the ATM system. There does not appear to be any 
discrimination against foreign banks regarding access to the 
ATM system 
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18. (SBU) One often cited issue is the continuing cap on 
foreign equity at 30 percent of any joint stock bank and 10 
percent for each foreign investing entity. Such levels do 
not attract active foreign investors who could provide the 
capital 

Vietnamese banks and their staffs develop their skills. 


19. (SBU) Another concern of foreign bankers is that the 
limited terms of their licenses (often 20 years) preclude 
them from making long term loans often needed for 
infrastructure projects once they have been in business for 
a few years. Vietnamese banks do not have similar 
constraints. 


20. (SBU) Foreign bankers also voice concern that the SOCBs 
can offer loans at lower cost than foreign banks. SOCBs are 
not required to make a profit and hold considerable amounts 
of government deposits. This gives an SOCB an immediate 
lending advantage so that it can undercut interest rates 
charged by foreign banks. Moreover 

subject to the regulation limiting the amount of capital 

that can be lent to a single borrower to 15 percent while 

the Prime Minister has granted exceptions to this cap for 
certain borrowers to whom SOCBs lend. 
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Minister's Office 

implementation of disengagement. HaVaretz quoted chief 
Palestinian negotiator Saeb Erekat as saying that the 
PAVs official position is that Israel demolish 

settlement housing in Gaza and clear away the debris. 


All media reported that in an 8-2 vote 

Foreign Affairs and Defense Committee demanded on 
Wednesday that the GOI not sign any agreement with 
Egypt on the deployment of Egyptian forces in the 
eastern part of the Sinai peninsula until the matter is 
brought to the Knesset for approval. 


All media (lead story in HaVaretz) reported that 

Pentagon analyst Larry Franklin was formally charged 
Wednesday with passing classified information about 

Iraq to two individuals believed to be Steven Rosen and 
Keith Weissman 

lobby AIPAC. Yediot quoted FM Silvan Shalom as saying: 
\"Israel has strategic 

U.S. 
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information. Israel will not do anything that would 
harm those relations. Those who raise the possibility 
of our intervention in this affair are wrong. Yediot 
also cited an unofficial response from AIPAC denying 
any connection to the affair. 


Jerusalem Post cited a Jewish Telegraphic Agency (JTA) 
report as saying that Israel received much higher marks 
in the 2004 State Department\'s human rights country 
report 

not because of any significant changes in the ground 
but apparently a shift in how the Bush administration 
views the Israeli-Palestinian conflict. JTA says that 

the U.S. appears more willing to accept long-standing 
Israeli claims that the blurred distinction between 
Palestinian combatants and civilians often makes it 
hard to assign blame in incidents that end with 
Palestinian deaths. JTA notes that the State 
Department replaced the traditional V'holding sentence" 
-- the departments term for the sentence that reflects 
its overall assessment of a country\'s human rights 
record -- with a milder one. 


Yediot reported that the Shin Bet has recently been 
successful in uncovering subversive efforts by right- 
wing Israelis. 


All media reported that two 15-year-old Palestinian 

boys who demonstrated against the construction of the 
security fence near Beit Ligya in the West Bank were 
killed by IDF fire Wednesday. IDF Radio reported that 
the commander of the unit involved has been suspended 
from operational duties 


Leading media reported that \"amid fears of a Hamas 
landslide victory" (according to Jerusalem Post) 
Palestinians will vote today in the second phase of the 
municipal elections. 


Leading media reported that outgoing Shin Bet chief Avi 
Dichter told the Knesset\'s Foreign Affairs and Defense 
Committee Wednesday that had the security fence been 
built earlier 

been smaller. 

Yediot reported that Israel has demanded that Japan 

lift the embargo that it has imposed on the Center for 
Nuclear Research in Nahal Sorek. 

All media continued to highlight events related to 
Holocaust Memorial Day. Maariv banners: V'60 Years of 
Memory." The media quoted PM Sharon as saying 
Wednesday: We have learned the lessons of the 
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Holocaust. We will never 
unprepared. V 


Maariv published the results of the first in a series 

of bi-weekly polls conducted in conjunction with Tzav 
Piyus 

between secular and religious Israelis: 

-The poll found that the level of tolerance between the 
various political sides is fairly low (6.4 on a scale 

of 0-10 

-\"To which extent can you understand the position of 
the supporters/opponents of the disengagement plan? V" 
74 percent of disengagement supporters responded that 
they can understand the opponents; 47 percent of 
disengagement opponents responded that they can 
understand the supporters. 


Liberal columnist Meron Benvenisti wrote in 
independent 

will never agree to the humiliating Israeli 
interpretations of their aspirations for national 
independence 

positive attitudes turn into bittersweet legends that 
come down to wondering what might have been 


Block Quotes: 


VA Fable For Adults V" 


Liberal columnist Meron Benvenisti wrote in 
independent 

surprise 

for adults.... The very assumption that the immediate 
establishment of the Palestinian state is a realistic 
assumption because President Bush and the road map call 
for it -- Vand a critical mass of Israelis and 
Palestinians support it 

requires an exacting examination. Most Palestinians 
indeed do support the establishment of a state 

as it enjoys all the trappings of sovereignty and is 
free of settlers. But the majority of Israelis who 
ostensibly support a Palestinian state are vehemently 
opposed to the assumptions at the heart of the Rand 
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vision 

control over about half the West Bank 

over the border crossings 

resources 

the gap in power between Israelis and Palestinians -- 
and in the absence of any foreign pressure -- it is 
clear that the Israeli version will be the determining 
one 

fades into the distant horizon. The Palestinians will 
never agree to the humiliating Israeli interpretations 
of their aspirations for national independence 

the plans laden with goodwill and positive attitudes 
turn into bittersweet legends that come down to 
wondering what might have been 


Defense commentator Reuven Pedhazur opined in 
independent 

[defiant] steps by the United States 

the chances of success for the month-long conference 
are not great.... However 

the U.S. administration ... is actually very convenient 
for Israel. V 


Block Quotes: 


VA Treaty That Has Outlived lts Usefulness\" 


Defense commentator Reuven Pedhazur opined in 
independent 

nuclear policy of the Bush administration actually 
reduces the possibility of promoting the attempt to 
achieve a world free of nuclear weapons. The U.S. 
President refused to join the treaty to ban nuclear 

tests 

development of anti-missile defense systems 

for the development of new and advanced types of 
nuclear weapons once again. In light of these steps by 
the United States 

success for the month-long conference are not great.... 
However 

administration 

own nuclear weapons 

stop to the nuclear programs of Iran and North Korea 
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is actually very convenient for Israel.... Next month 

the fate of the NPT will be decided. Quite a number of 
those participating in the conference are convinced 
that the treaty in its present form has outlived its 
usefulness and that the time has come to formulate new 
rules 

carry out proper supervision 

even to prevent additional countries from arming 
themselves with nuclear weapons. Israel hopes these 
rules will be accepted before Iran crosses the nuclear 
threshold. [Israel] is not relying on the fact that it 

will be the NPT that prevents Iran from completing the 
development of its nuclear weapons." 


Conservative 

\"Tony Blair 

of Iraq 

foresight.... In the coming years 

prime minister will certainly need to display the same 
qualities in dealing with the threat of a potentially 
nuclear Iran.\" 


Block Quotes: 


\"As Britain Votes" 


Conservative 

(May 5): VDespite the dents іп Blair\'s standing 

still expected to triumph over Conservative candidate 
Michael Howard.... From the Israeli perspective 
crucial differences emerged during the campaign between 
the Middle East policy perspectives of the Labor and 
Tory leaders.... At any rate 

right now from Jerusalem\'s perspective is not 10 
Downing StreetVs view of the Israeli-Palestinian 
conflict 

a crucial role in preventing Teheran from developing a 
nuclear arsenal 

minister will be key in balancing other national 
viewpoints on the continent less willing to join the 

U.S. in taking a firm stance against Iran. Tony Blair 

in supporting Washington on the invasion of Iraq 
prove that he has the courage and foresight to break 
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with other European leaders in recognizing the real 
dangers in this region. In the coming years 
Britain\'s prime minister will certainly need to display 
the same qualities in dealing with the threat of a 
potentially nuclear Iran. V" 


OLSEN 
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Phase ΙΙ 

bill had been moved through the Indian government in record 
time -- about 3-4 months -- in response to a strong Prime 
Ministerial directive. Without this 'commitment and pressure 
from the PMO 

concerned ministries would have taken much longer. 


2. (C) The bill will become a public document upon its 
introduction to the legislature 

VParliamentary property." Although not in a position to 
share a text 

characterized the bill as V'very solid legislation that covers 
UNSCR 1540 

it sharper 

to do under the NSSP.\" Continuing in this vein 

explained that the bill dovetails with existing Indian 
legislation across the spectrum of WMD threats 

those of us who have followed the issue will meet the highest 
standards. V" 


3. (C) Verma highlighted the GOIVs long-standing political 
commitment to preventing the onward proliferation if India\'s 
WMD and delivery system technologies 

bill had been drafted with a view to addressing \"not just 
concerns we are familiar with 

emerge over time.\" Verma expressed the hope that this action 
will be seen in the spirit in which it is intended 

that the PMO\'s commitment to moving on this key bilateral 
benchmark had helped to change attitudes in the concerned 
ministries 

External Affairs that supports the government\'s 
counter-proliferaton agenda. 


4. (C) The PMO Director was reluctant to make any predictions 
about passage of the legislation 

dynamic of Indian democracy. However 

strong national consensus in favor of preserving IndiaVs 

export control reputation 

bill would be passed into law quickly. He also drew a 
connection to the Prime Ministers July visit to Washington 
implying that the PMO would remain engaged with a view to 
achieving passage 
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and opening the door for a more ambitious US-India agenda on 
strategic issues. 

BLAKE 
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to uphold and protect the SLFP-JVP agreement." In pointed 
reference to the proposed joint mechanism for tsunami relief 
between the Liberation Tigers of Tamil Eelam (LTTE) and the 
government 

its commitment if the coalition government tries to move 
beyond what is agreed to in the manifesto. At the UNP rally 
opposition leader Ranil Wickremesinghe predictably attacked 
the government for its poor handling of the economy and 
post-tsunami reconstruction and called for the government to 
resign. 


May Day in the North 


4. (U) Not to be outdone by the politicking in Colombo 
estimated 50 

Jaffna 

celebrations in Kilinochchi and Vavuniya. Post-tsunami 
reconstruction -- including the appeal for a the passing of 
the joint mechanism -- and protests against the murder of 
prominent Tamil journalist Sivaram (Ref. A) 

figured more prominently in the rallies held in the North. 


Comment 


5. (SBU) This year\'s May Day celebration was light on 
substance and new policy initiatives 

and one-upmanship -- much like Sri Lankan politics in 
general. The decision by the JVP and the SLFP to hold 
separate rallies -- and the subsequent efforts both sides put 
into downplaying it -- is indicative of the growing tensions 
the governing coalition is facing. As for the opposition 

the UNP\'s ability to garner a respectable crowd for its first 
May Day rally in over a decade -- especially for a holiday 
usually reserved for more socialist-leaning parties -- could 
be a sign of the more aggressive opposition campaign the 
party has been threatening to launch (Ref. B). Meanwhile 
the contrast between the North\'s focus on the ethnic conflict 
and the SouthYs emphasis on pageantry and platitudes 
highlights the disconnect between the aims and concerns of 
the two regions. 

ENTWISTLE 
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deals to supplement their salaries. The wealth identified by 
Minister of Finance 

his assets shortly after beginning work as minister in 
February 

declared his assets thinking that they were relatively modest 
in comparison with those of his peers -- no other minister 
was as forthcoming 

assets be disclosed to a government body and not the public. 
All told Chang\'s net worth totaled close to $500 

more than one could reasonably expect a middle-aged civil 
servant just reaching the ministry level to have saved on his 
government income unless he had family money or made 
extremely lucrative investments. 


4. (SBU) Another factor in corruption is the outdated and 
cumbersome legal system which Mozambicans inherited from the 
Portuguese. Colonial-era laws are often inappropriate now 
and so need to be rewritten 

which is hard to come by locally 

get things done 

bribes or favors. Added to the awkward regulatory 
environment 

Mozambique. By law they are given considerable latitude in 
what fines they levy and are rewarded 

with a portion of the fines 

encourages corrupt behavior. 


5. (C) More insidiously 

powerful senior leaders are insulated from public scrutiny 

and discipline due to the \"politburo\" system of government in 
Mozambique. FRELIMO 

branches of government and runs the country. In turn 
FRELIMO is run by a small coterie of men and women who form 
the 15 member Political Commission. These individuals are 
not directly elected by the people 

accountable to them 

through political arrangements between the Political 
Commission and the broader FRELIMO body 

Central Committee. All important decisions 

selection of government ministers to decisions on major 
investments 

Therefore 

only indirectly responsible to the broad electorate 

these 15 individuals have enormous power. This setup 
clearly 


6. (C) To illustrate how such a monopoly on power by this 
group leads to corruption 
general Joaquim Chipande 
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struggle for allegedly firing the first shot at a Portuguese 
district administrator in 1964. He is a member of the 
Political Commission 

though he eschews politics. Nothing gets done 

goes 

approval. For example a local Cabo Delgado businessman 
according to one of our staff who knows him 

to negotiate a fair price for the land on which to build a 
five-star hotel after being confronted by Chipande. One 
evening Chipande called him to his private yacht at midnight 
for a Vfriendly meeting to talk over the deal 

handgun on the table. In the end the businessman got a 
second hand delivery truck in exchange for the land. It is 
unclear what Chipande received. 


7. (SBU) The outgoing Chissano government took some action 
against corruption in its last several months. The Director 

of the National Social Welfare Institute (INAS) was suspended 
in August 2004 after being accused of siphoning money out of 
INAS 

An inquiry was ordered earlier in the year into another INAS 
sub-delegate accused of corruption by an anonymous 
whistle-blower. In August 2004 

a long-awaited Anti-Corruption Law. The legislation aims to 
fight corruption in government offices 

and the police by making bribe-taking punishable by 
imprisonment. The law also provides more protection for 
whistle-blowers 

permits 

requiring them to report in writing to the Attorney GeneralVs 
Anti-Corruption Unit (ACU) any audit that reveals corrupt 
practices. The ACU indicted two dozen individuals on 
corruption charges in 2004 

2003. With USG support 

outside the capital city by opening new offices in the two 

main provincial capitals of Beira and Nampula. The GRM has 
stated that it plans to increase budget levels for the ACU in 
2005 and 2006. 


8. (C) But there were setbacks as well. According to a 

January 2005 press report 

Finance and current Prime Minister Luisa Diogo dismissed 
three ministry officials 

undermine a scheme directing state resources to FRELIMO. In 
January 2005 outgoing Minister of Health Francisco Songane 
distributed 36 cars to national directors and heads of 
department in his ministry. Though regulations exist that 

allow senior public servants the benefit of a car through 
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long-term lease arrangements 

cars in the last week of his term) and value of the vehicles 
(approximately USD 36K each) provoked considerable criticism 
in the media. 


9. (C) Virtually no one 

been held accountable. All of the 24 ACU indictments from 
2004 were turned down or otherwise rejected by judges. Thus 
there were no convictions 

for the head of INAS 

job 

until now he has not gone to prison. Investigations into the 
two high-profile killings of the last several years - 
investigative journalist Carlos Cardoso in 2000 and senior 
Banco Austral (a large local bank) official Siba Siba in 2001 
- remain incomplete. In the case of Cardoso 

have followed the trail of responsibility only up to several 
wealthy Indo-Mozambicans 

evidence implicating former President Chissano\'s son Nympine. 
As for the Siba Siba killing 

all. Attorney General Madeira in March presented his annual 
review in the National Assembly 

because his report left blank any sign of progress toward 
catching the guilty in these and several other high-profile 
scandals. Legislators 

party but 

responded that he could not reveal details of ongoing 
investigations. 


10. (SBU) The Media and Civil Society: Within Mozambican 
civil society 

anti-corruption forces 

corruption cases. With USG support 

Mozambique established eight corruption reporting centers in 
Maputo and Beira. The centers provide citizens with free 
legal advice 

mechanism for confidentially reporting corruption-related 
crimes to the Attorney GeneralVs office. This effort by 

Etica was developed in close coordination with the ACU. 
Further USG support to the media or civil society to expose 
corruption would be worthwhile 

Mission Performance Plan a request for FYO7 ESF for this 
purpose. 


11. (SBU) The Judiciary: The judiciary continues to hamper 
efforts by the Attorney GeneralVs Office to fight corruption 
as shown by its rejection of ACU indictments. Partly this is 
the result of under-staffing and poor training. There are 
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fewer than 100 prosecutors and only 184 judges in Mozambique 
and many lack specific technical skills. Isabel Rupia 

of the ACU 

number of cases entering the court system from the ACU was 
far too low. She called for the creation of an independent 
body of auditors and specialized investigators to follow 
through on court cases. In 2004 the USG supported the 
training of 20 new-entry magistrates 

training of 21 prosecutors 

contribution to a judicial system plagued by huge case 
backlogs. 


12. (SBU) Public Sector Reform: Progress on the GRM\'s highly 
publicized public sector reform has been slow. The UK\'s 
Department for International Development (DFID) is the lead 
donor assisting the GRM in its public sector reform 

activities by providing functional analysis and support for 
various quick impact projects (e.g. salary reform). One 

reform goal 

through a new donor-supported budget tracking system known as 
SISTAFE. A pilot project with SISTAFE should start within 

the GRM in 2005; the GRM hopes to have all of its ministriesV 
funding tracked via SISTAFE by the end of 2006. 


13. (C) President Guebuza made fighting corruption a key 
message in his campaign 

repeatedly emphasized combating corruption in his speeches. 
Queried by Assistant Secretary Newman in March whether he 
meant business with all his rhetoric 

should look to the staff he has appointed to gauge his 
commitment. Several cabinet ministers have promised real 
action on corruption 

Pacheco 

Public Works; and Aires Aly 

governors with strong records either for openness (Pacheco) 
or being tough on corruption (Zacarias and Aly). The Guebuza 
government has begun to act. Auditors have begun looking 
into the misappropriation of funds in the Interior Ministry 
presumably at the invitation of Minister Pacheco. The new 
governor of Maputo province 

the Ponto do Ouro resort area 

and upon her return the government announced that a number of 
illegally-built houses there would be torn down. The 
Agriculture Ministry has declared that those who have not 
developed land they have leased from the government will be 
forced to surrender their holdings back to the state. Most 
recently 

have been told to leave official vehicles in the parking lot 


Column 3 

after work 

phones has been severely restricted. There is growing 
grumbling among the Frelimo party elite over the crackdown 
sign that the fight against corruption is having a palpable 
effect. 


14. (C) Complicating matters is the fact that Guebuza 
regarded as one of the wealthiest men in the country (he is a 
part-owner of more than a score of major enterprises) 
grown rich as a powerful party insider with ties to the 
commercial sector. Perhaps more than anyone 

from such activity 

considered conflict of interest schemes 

influence peddling and the like. Can his claims to want to 
fight corruption be taken seriously? Some speculate that 
with a stake in the economy 

growing. In this view 

stifle business deals. Others guess that he will move to 
crack down on petty corruption 

the government 


15. (C) Comment: Mozambique remains seriously corrupt. 
President Guebuza is talking a tough line 

appears serious in combating the evil 

office for just three months. The dilemma for donors (and it 
is worth remembering that fully half of the government budget 
is paid by donors) is that one lever they might wield to rein 

in corruption -- reducing assistance -- would certainly 

affect not only corrupt senior officials but the general 
population 

manage the economy so that the well-being of all Mozambicans 
is improving 

African standards Mozambique\'s is certainly not the worst 
instance of a corrupt government -- Nigeria 

Cameroon 

far lower down the Transparency International CPI index. 
Ultimately 

Mozambicans to hold their government and institutions more 
accountable for the country\'s wealth. As they demand better 
behavior 

steal. 

LALIME 
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public\'s thinking on Iraq as well as topical issues such as 
EU integration 

current political leaders 

End Summary. 


Opposed to Troops in Iraq? 
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2. (U) The Center for Urban and Regional Sociology (CURS) 
conducted a national blitz poll April 23 and 24 regarding 
the presence of Romanian troops in Iraq. CURS queried 1 
subjects over 18 years of age shortly after kidnappers 
threatened that they would kill three Romanian journalists 
held hostage in Iraq unless the Romanian government 
withdraws its troops from Iraq. The poll has a maximum 
error of 3 percent and was commissioned by TV channel 
VAntena 1.\" Asked whether Romania should pull out its 
troops from Iraq 

to save the journalists lives 

follows: 

70 percent - yes 

18 percent - no 

12 percent - don\'t know/no answer. 


A break-down on gender 
categories yielded the following results: 


Gender 

Men 

63 percent - yes 

25 percent - no 

12 percent - don\'t know/no answer. 


Women 

76 percent - yes 

10 percent - no 

14 percent - don\'t know/no answer. 


Age 

18-30 years of age 

67 percent - yes 

20 percent - no 

13 percent - don\'t know/no answer. 


31-55 years of age 

71 percent - yes 

18 percent - no 

11 percent - don\'t know/no answer. 


56 years of age and over 

73 percent - yes 

15 percent - no 

12 percent - don\'t know/no answer. 


Education 

Primary school 

78 percent - yes 

11 percent - no 

11 percent - don\'t know/no answer. 
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High school 

71 percent - yes 

18 percent - no 

11 percent - don\'t know/no answer. 


Higher education 

62 percent - yes 

26 percent - no 

12 percent - don\'t know/no answer. 


Area of residence 

Urban 

65 percent - yes 

23 percent - no 

12 percent - don\'t know/no answer. 


Rural 

74 percent - yes 

13 percent - no 

13 percent - don\'t know/no answer. 


3. (U) When asked whether Romania should pull out its 
troops whether or not the journalists are released 
respondents stated: 

57 percent - yes 

33 percent - no 

10 percent - don\'t know/no answer. 


4. (SBU) Requested to give grades on an ascending 1 to 10 
scale 

manner in which the media covered the crisis of the hostages 
and an average 6.9 regarding the authoritiesV efforts to 

solve the crisis. 


5. (SBU) Тһе poll's results triggered controversy 
immediately when media magnate Dan Voiculescu 

VAntena 1 

the poll's results. Voiculescu heads the Romanian Humanist 
Party (PUR) 

government 

horse 

ruling 

Governing Liberal-Democratic (PNL-PD) Alliance leaders 
responded 

should not be based on polls taken during an emotionally 
charged time. Indeed 

acknowledged that the percentage of those in favor of the 
withdrawal of the troops would have been lower under V'normal 
conditions. V" 
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Poll Prior to Hostage Crisis Shows Different Results 

6. (SBU) A separate poll carried out by the National 
Institute for Opinion Polls and Marketing (INSOMAR) between 
April 12 and 17 and commissioned by a trade union 

shows that a narrow plurality favor keeping troops in Iraq 

or increasing their numbers. The poll was conducted 
nationwide on a sample of 1 

age and had a maximum error of 2.4 percent. Significantly 
the poll took place after the hostages were in custody and a 
film of them had been released by their captors but 

the CURS poll 

disturbing second film portraying the hostages held at 
gunpoint and threatened with death. Asked what course of 
action the government should consider after the kidnap of 
Romanian citizens 

40.3 percent - should withdraw the troops from Iraq 

34.3 percent - should keep the troops in Iraq 

7.5 percent - should increase military presence in Iraq 

17.9 percent - don\'t know/no answer. 


7. (U) Asked whether they think the Presidency is making 
sufficient efforts to release the Romanian journalists from 
Iraq 

60.4 percent - yes 

26.7 percent - no 

12.9 percent - don\'t know/no answer. 


To the same question 

respondents said the following: 

54.8 percent - yes 

30.3 percent - no 

14.9 percent - don\'t know/no answer. 


Most Romanians \"Satisfied\" with Political Leaders 

8. (U) Asked to express their degree of satisfaction with 
President Basescu\'s activities 

following: 

12 percent - very satisfied 

51 percent - pretty satisfied 

25 percent - pretty dissatisfied 

11 percent - very dissatisfied 


As for the degree of satisfaction with the Tariceanu 
governments activities 

follows: 

8 percent - very satisfied 

47 percent - pretty satisfied 

32 percent - pretty dissatisfied 

13 percent - very dissatisfied 
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Poll Shows PNL-PD Alliance Would Win Early Elections 
9. (U) When asked which party or political alliance they 
would vote for if elections were to take place next Sunday 
respondents answered the INSOMAR poll as follows: 
55.8 percent - PNL-PD Alliance 

26.4 percent - Social Democratic Party (PSD) 

8.2 percent - Greater Romania Popular Party (PPRM) 
3.0 percent - Democratic Union of Hungarians (UDMR) 
2.1 percent - Romanian Humanist Party (PUR) 

1.2 percent - Christian-Democratic Popular Party (PPCD) 
3.2 percent - other party 


(Comment: These results tend to support President Basescu\'s 
assertion that the center-right PNL-PD alliance would 

trounce the PSD if early elections take place. Based on 

these results both the UDMR and PUR would risk losing their 
parliamentary representation 

percent of the national vote to have a voice in parliament. 

End Comment.) 


10. (SBU) Break-downs on education 

indicate the preference of all education categories for the 
PNL-PD Alliance 

education favoring the PNL-PD. Respondents under 65 years 
of age are more inclined to vote for the PNL-PD Alliance 
whereas those over 65 years of age lean toward PSD. The 
largest differences in favor of the PNL-PD Alliance appear 

in the 18-34 and 35-49 age categories. A large majority of 
urban respondents favor the PNL-PD Alliance whereas in rural 
areas 

equally distributed between the PNL-PD Alliance and the PSD 
with a slight advantage for the former. (Note: the INSOMAR 
pollsters did not release the complete statistical results 

for the categories described in this paragraph. End Note.) 


11. (SBU) A large majority of the INSOMAR respondents would 
rather vote for individual candidates than for party slates 

as follows: 

63.4 percent - would prefer to vote for individual 

candidates 

17.6 percent - would prefer to vote for party slates 

19.0 percent - provided no answer 


Fearing God.and Trusting the Church 

12. (SBU) When asked by the INSOMAR pollsters what they 
fear 

percent) 

and corruption (76 percent). Asked about institutions 
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respondents stated that they have V'much confidence or very 
much confidence!" in the church (87 percent) 

percent) 

The least trusted institutions are Parliament (27 percent) 
trade unions (30 percent) 

the government (37 percent). 


13. (SBU) Most Romanians express a high level of trust in 
the church 

services at least several times a month. When asked how 
often they go to church 

answers: 

33.8 percent - several times/year 

holidays (Christmas 

23.6 percent - several times/month 

21.7 percent - once a week 

11.6 percent - once a year or less 

6.2 percent - several times a week 

3.3 percent - don\'t go at all 


City Folk Rosy on EU 

14. (U) The Institute for Free Initiative and CURS conducted 
a poll between March 17 and 23 on a sample of 1 

aged 18 years or older of age from urban areas. The survey 
had a maximum error of plus-minus 2.8 percent. More than a 
month prior to President Basescuvs April 25 signing of the 

EU accession treaty 

they support RomaniaVs EU accession. Respondents answered 
as follows: 

85 percent - yes 

10 percent - no 

5 percent - can\'t tell 

15. (U) When asked their opinion on how their everyday life 
would change if Romania becomes an EU member 

said: 

43 percent - for the better 

26 percent - it will be the same 

16 percent - for the worse 

15 percent - can\'t tell 


16. (U) Asked which of three alternatives they would favor 
regarding reforms that imply economic sacrifices for the 
population (decrease in living standards) 

favored the following opinions: 

53 percent - Romania should implement reforms faster in 

order to integrate with the EU in 2007 

34 percent - Romania should implement reforms gradually even 
if this means postponing integration. 


17. (U) In answer to a question regarding possible 
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obstacles to EU integration 

following: 

29 percent - corruption 

14 percent - behavior of Romanians abroad 

13 percent - way in which the Romanian economy operates 

12 percent - Romania\'s failure to meet assumed commitments 
9 percent - low living standard 

9 percent - political instability 

8 percent - low competitiveness of Romanian companies on the 
EU market 

4 percent - economic and political interests of other 

countries 

2 percent - can\'t tell 


18. (U) According to the poll 

Vsignificant effects" of RomaniaVs EU integration will be: 
price increases (81 percent) 

in the Romanian economy (79 percent) 

companies (74 percent) 

Western products (71 percent) 

agriculture (65 percent) 

decrease of corruption in Romania (54 percent) 
unemployment (51 percent) 

(50 percent) 


Gallup Poll: Youth Optimistic 

19. (U) The Gallup Organization and the British Council 
released April 12 results of a joint opinion poll designed 

to provide an image of Romanian youth. The survey was 
conducted between May and November 2004 in Bucharest 
Brasov 

sample group of 1004 people between 15 and 35 years of age. 
Margin of error is plus-minus 3.0%. The survey\'s questions 
focused on EU integration 

equal opportunity for men and women 

political life and civic involvement 

Gallup also used focus groups to supplement findings of the 
survey. 


20. (U) When asked their views of EU integration 
percent of the respondents said they believe that it will 
bring more personal advantages than disadvantages; 27 
percent believe it will bring them neither advantages nor 
disadvantages; 8 percent believed it would bring more 
disadvantages 

61 percent believed their personal income would increase 
with EU accession 

their opportunities to study abroad. 


21. (U) At the same time 


Column 3 

expressed little interest in political life. 78 percent are 

not interested at all 

extent 

as political activity 

polls 

Young people are also reluctant to do volunteer work 

59 percent of the respondents expressing little or no 

interest in such activities. (Comment: Many Romanians have 
a jaundiced view of volunteerism since during the communist 
era Vvolunteer work" was 

Comment.) 


22. (U) Regarding minorities 

question regarding individuals who are gay/lesbian 

Hungarian 

pollsters asked respondents to chose from the following 
answers: such people should not live in Romania; | would 
accept them to live in Romania; | would accept such a person 
to live in my town; | would accept such a person to be my 
colleague at work; | would accept such a person to be in my 
group of friends; | would accept such a person to be a 
member of my family. For sexual minorities 

the respondents agreed with the statement that V'such people 
should not live in Romania" while 24 percent favored \"! 
would accept them to live in Romania"; only 5 percent of 
respondents said they accept sexual minorities as members of 
their families. As for ethnic minorities 

respondents think that Roma should not live in Romania and 9 
percent share this opinion for ethnic Hungarians. The 
respondents showed a high acceptance level for disabled 
people and there were no negative remarks about them in the 
focus groups. Focus groups also revealed a high intolerance 
for Roma. The cluster analysis indicated 

tolerance 

rejection 

percent showed high acceptance. Most young Romanian men (69 
percent) think that women have as many rights as needed 
percent believe women have too few rights 

women have too many rights 

answer. Women have a different opinion 

respondents opining that women have too few rights 

percent thinking that they have as many rights as needed 
percent believe women have too many rights 

know/don\'t answer. 


23. (U) While most respondents are satisfied with the 
possibilities to travel to cities for recreation and to 

study in the cities 

\"dissatisfied\" or \"not too satisfied" with urban job 
opportunities. Knowledge of foreign languages 
professional education and PC and IT abilities are the three 
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qualities judged by young people to be the most useful for 
getting a good job. For 84 percent of respondents 

salary heads the list of the top three important criteria in 
choosing a job. The next two priorities are a safe job and 

a pleasant working environment. A majority of respondents 
do not go at all to classic music concerts (69 percent) 
opera (73 percent) 

percent) 


24. (U) The respondents gave a positive appraisal of the 
Romanian education system; 61 percent of them think that 
what is taught in Romanian schools is useful for students 
further in life. Regarding IT 

respondents use computers and the internet 

68 percent of the respondents report that they speak one or 
two foreign languages fluently. 


25. (SBU) Comment. We are hesitant to draw far-reaching 
conclusions regarding the CURS polling on a troop pullout 
from Iraq 

which the polling was conducted and PUR leader-Antenna 1 
owner Dan VoiculescuVs potentially ambiguous political 
motivations. A better sense of Romanian attitudes toward 
their Iraqi role will probably emerge after resolution of 

the current hostage situation. However 

VsnapshotV of current Romanian attitudes toward both \"front 
page\" issues and social values. What is clear is that 
Romanians are generally satisfied with Basescu and the new 
government and optimistic about their future within the EU. 

It is also clear that the political divide evident during 
November/December elections between rural and urban voters 
and the elderly and other population groups has widened in 
the past several months. Even more than before 

the previously omnipotent Social Democrats (PSD) has 
shrunken to a bedrock of elderly and rural voters. That 

does not bode well for its future. Also significant are 
prejudicial Romanian social attitudes toward gays and Roma. 
Levels of acceptance 

younger Romanians 

26. (U) Amembassy BucharestVs reporting telegrams are 
available on the Bucharest SIPRNET Website: 
www.state.sgov.gov/p/eur/bucharest. 
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the other co-chair representatives over the next 
few days. In separate conversations 

secretariat head Dhanapala told ChargeY a co-chair 


SIPDIS 
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statement now would be extremely unhelpful. 
Presidential spokesman Peiris said a statement 
might be useful but the timing and wording would 

be crucial. CBK appears determined to move ahead 
on the joint mechanism. End Summary 


Better to Wait 


2. (C) Colombo representatives of the Tokyo co- 
chairs (Japanese Ambassador Suda 

Ambassador Brattskar 

EU ChargeY Wilton and ChargeW) met at Ambassador 
Suda\'s residence May 5 to discuss whether to issue 
a co-chairs\' statement commending President 
Kumaratunga\'s (CBK) recent public statements in 
support of concluding with the Liberation Tigers 

of Tamil Eelam (LTTE) and with the Muslim 
community a joint mechanism on tsunami relief in 
the North and East. (In discussion with Norwegian 
envoy Eric Solheim April 19 

agreed to consider at a later date whether to 

issue a co-chair statement on the joint 
mechanism.) Suda opened by noting that he had 
previously been in favor of a co-chair statement 

as soon as possible to support CBKVs strong public 
statements and apparent determination to move 
ahead on the joint mechanism 

After discussions with CBK confidants that made 
clear that CBK will be in delicate discussions 
between now and early next week 

changed his view and now felt it best to wait to 

put out a supportive 

after the joint mechanism is a done deal. 


3. (C) Charge\' concurred with Suda 

it was crucial that nothing 

intentioned 

might give ammunition to the argument that the 
joint mechanism is being imposed by donors rather 
an indigenous Sri Lankan effort. After additional 
discussion 

should work to have a V post signing\" statement 
ready to go the moment that CBK and the LTTE 
closed the joint mechanism deal. ChargeV agreed 
to prepare and circulate a draft to other Colombo 
co-chair reps in the next few days. Blankhart 
cautioned that if 

the joint mechanism will not be concluded before 
the May 17-18 Kandy Development Forum 
perhaps the co-chairs should reconsider the issue 
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of statement timing. The other co-chair 
representatives agreed. 


4. (C) Brattskar advised the other co-chair reps 

that 

joint signing ceremony or will travel back and 

forth between Colombo and Kilinochchi in order to 
have a V'same day" signing. The Norwegian said һе 
is \"quite certain that the LTTE remains firm in 

its willingness to sign on to the joint mechanism 
once CBK is ready 

signal in advance for fear of having the rug 

pulled out from under them. 


Views of Two CBK Confidants: No/Maybe 


5. (C) Earlier on May 5 

conversations with GSL Peace Secretariat chief 
Jayantha Dhanapala and President spokesman Harim 
Peiris to gauge their views on whether a co-chairs 
statement on the joint mechanism before both sides 
agreed to the mechanism would be helpful or 
harmful to CBKVs efforts. Dhanapala 

was adamant that a statement would be very 
counterproductive at this point in the process. 

He feared it would sustain the (erroneous) public 
and editorial page view that the joint mechanism 

is something being imposed by donors rather than 
the result of negotiations between Sri Lankans. 
V'The President has had some success in rebutting 
that view. We can\'t undercut her now 

said. He also commented that CBK held lengthy 
discussions with Muslim politicians Ferial Ashraff 
and Rauff Hakeem May 4 and will go behind 

closed doors with coalition partner Janatha 
Vimukthi Peramuna (JVP) on the mechanism May 6. 
Dhanapala said he was optimistic that CBK 
illustrated by the personal capital and energy she 

is devoting to selling the joint mechanism 

sign the mechanism but \"things are very delicate 
right now. V 


6. (C) Peiris took a slightly different view in 
Charge\'s discussion with him. He said a co- 
chairs\' statement now would be \"fine in principle 
maybe even advantageous for the President." Such 
a co-chairs\' statement might also provide a V'safety 
пей" for Vreluctant stakeholders!" like the Muslims 
and some in the political opposition 

commented. But 


Column 3 

the exact wording of such a statement would be 
crucial. On the wording 

view 

implied or explicit reference to a link between 
agreement on the mechanism and future development 
or tsunami aid. \"That would cement the view that 

we are kowtowing to foreigners in exchange for 
money. In the same vein 

should be no reference to the upcoming Development 
Forum in Kandy in a \"pre-signing\" statement. 


7. (C) On timing 

chair statement would appear before early next 
week. This would give CBK time to continue her 
rounds of quiet consultations. Moreover 

coming out with a statement until early next week 
would avoid having the Sunday editorial pages 
Vrant about more foreign interference 

be very unhelpful to our efforts 

concluded. (Peiris called ChargeV back later on 
May 5 to advise that CBK would be holding a joint 
mechanism V'strategy session" over the weekend at 
which he would raise with CBK the utility of a co- 
chair statement. He noted that after the first 
conversation with the Charge\' he had bounced the 
idea of a co-chair statement off of several other 
CBK insiders. All agreed a statement V'on day two 
after the mechanism is signed on day one\" would be 
extremely useful; opinions varied on whether a 
statement beforehand would be helpful.) 


8. (C) Turning to the JVP 

\"mole\" privy to the inner discussions of the party 
had told him that the JVP strategy 

CBK goes ahead with the joint mechanism 

to V'oppose us on the street" but not to leave the 
coalition. Peiris said CBKVs view is that she can 
withstand anything the JVP has to do to maintain 
its domestic political base short of a collapse of 
the coalition. \"We can ride it out 

concluded. He also commented that a co-chairsV 
statement might also help with the JVP 

the leftist party would never admit to being 
\"influenced by foreigners.\" In Peiris\' view 

JVP in fact does care about international opinion 
and does not want to be perceived as a \"pariah.\" 
He attributed much of this JVP sensitivity to the 
joint U.S./EU/Japan statement in December 2004 
(Ref C) which had condemned the party for its role 
in stirring up public sentiments against the 
Norwegian facilitators. V'That made an impact on 
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them.V' 


9. (C) Comment. We earlier had indications that 
Japan and the EU strongly favored a joint 
statement and we had been prepared to argue 
against the idea. Fortunately 

necessary. It appears that CBK is in for a long 
weekend of consultation and negotiation (there is 
a rumor she may call in the co-chairs as part of 
that; we just received a diplomatic note asking 
Charge to come in the evening of May 9 for a 
\"briefing\" on the joint mechanism by CBK). All 
indications remain 

determined to move forward on the joint mechanism. 
End Comment 
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potential future USAID HIV/AIDS program funds for domestic 
programs and promised countries in Africa and the Caribbean 
support for their HIV/AIDS programs. CDC support enabled 
the GOB to contain an outbreak of Chagas. (End of Summary). 


Drugs 

2. As reported in reftel 

announced that it had sent letters to several multinational 
drug companies asking that they agree to the voluntary 
licensing of anti-retroviral drugs to allow the drugs to be 
produced in Brazil. The Ministry of Health said the request 
was made because the cost of these drugs had reached 
unbearable levels 

2004. Brazil reportedly produces eight of the 16 drugs used 
in the AIDS V'cocktail and the Ministry believes local 
laboratories will be ready to produce others next year. 


In Brazil 

to the 154 

network. The Ministry of Health estimates it will care for 
180 


3. On April 28 
HIV/AIDS program decided not to accept USAID funds to 
support their program because recipient NGOs would be 
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required to have written policies opposing the promotion of 
prostitution 

against their national polices on health and human rights. 
Brazil's HIV/AIDS Program\'s Director 

dismissed the possibility of cooperation contracts between 
USAID and Brazilian non-governmental organizations 
would require them to sign anything stating their opposition 
to prostitution. 


Chequer told the media that there is no way Brazil would 
give up its established policy of allowing access to 
condoms 

allow Brazilian NGOs to be subject to foreign legislation 

he said. In Chequer\'s opinion 

is directed at NGOs 

government is fundamental. The approximately US DOL 24 
million in question is the remainder of a grant 

in 2003 and was to run through 2008. 


Although an infraction 

crime in Brazil. There are programs aimed at promoting 
HIV/AIDS awareness among what Brazil refers to as 
Vprofessional sex workers. Brazil has the world\'s largest 
program of free distribution of drugs against HIV/AIDs and 
itis considered a model by many international institutions. 
Recently 

undergone problems such as lack of condoms and drugs. 


Press guidance has been provided by S/GAC 


4. Media reports indicate that Brazil plans to share with 

less developed countries its expertise in fighting HIV/AIDS. 
Brazil\'s Foreign Minister Celso Amorin announced on March 
16 

to help the country fight HIV/AIDS by building a 
pharmaceutical plant there. On April 8 

Nigeria 

with the government of Nigeria to transfer technology for 

the production of anti-retroviral medicines. On April 11 

Brazil announced an agreement with CARICOM to provide for 
the transfer of technology to manufacture HIV/AIDS drugs 
be operational later this year. 


5. Since February 2005 
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with illness due to Chagas\'s Disease have been confirmed in 
Santa Catarina state 

epidemiologists in training from the U.S. Center for Disease 
Control (CDC) - sponsored Field Epidemiology Training 
Program in Brazil\'s Ministry of Heath are conducting a field 
investigation in collaboration with local and state public 
health experts. Nearly all the persons with Chagas\'s Disease 
who have been identified and interviewed reported drinking 
fresh sugar cane juice produced by one local vendor on the 
same day 

employees in this location. U.S. CDC experts (Atlanta) have 
provided technical assistance to the outbreak investigation 
team. The Brasilia CDC office has provided supervisory and 
technical support for the field work and study design. CDC 
has offered laboratory and epidemiological collaboration 

part of their Field Epidemiology Training Office located in 
Brazil's Ministry of Health. 


6. Health is just another area in which Brazil seeks a role 

for itself as a leader" of the developing world. Ever since 
Brazil made its initial challenge in the WTO nearly five 

years ago over patent issues and the production of HIV/AIDS 
drugs 

norms. In addition to the examples outlined in this cable 
Brazil has recently implemented ethics regulations governing 
medical research involving human subjects. This may impact 
on those developed nations that chose Brazilian institutions 
as partners in medical research. Apparently 

policies 

are going through a period of transition. 
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remaining obstacles to multipartyism.\" In the text 
Hassan Saeed 

obstacles to the registration of political parties are not as 
\"absolute\" as his predecessor once concluded. (Note: 
Saeed\'s predecessor is Mohamed Munavvar 

contact who was one of the four MPs arrested and charged with 
sedition after the August 2004 unrest. Munavvar is a 
supporter of increased political reform in Maldives 

an official member of any opposition group. End Note.) 
Given the current AGVs revised opinion on the existing 
constitionality of political parties 

must decide if it will debate the issue when it returns from 
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recess on June 2 


3. (U) In the statement 

Shaeed said this initiative grew out of the slow progress of 
the reforms in the Special Majlis. Pursuing the 
establishment of political parties now V'should send a strong 
signal to all those..here in Maldives and elsewhere 

this government is serious about reform and is determined to 
back up words with actions 


Announcement no suprise 


4. (C) In the context of the Special MajlisW beleaguered 
efforts 

recognition of political parties is not suprising. During an 
April 7 visit to MaleV 

and opposition 

dissatisfaction with the Special Majlis. Discussing the 
constitutional body with the Ambassador 

110 members were taking a long time to debate and approve 
rules of procedure. He said the body had 110 separate 
opinions since there were no political parties for the 
members to organize behind. 


5. (C) Ibrahim Ismail 

and former detainee 

of the Special Majlis 

at the slow progress of the reform body. When asked by the 
Ambassador what constructive role outsiders could play 

Ismail suggested that the international community could hold 

the GORM to a timetable with benchmarks for progress in the 
reform process. The Ambassador noted that several government 
officials he had met agreed a timetable was needed. 


6. (C) Speaking in general about the Special Majlis\’ 

efforts 

arrest during the campaign period 

in Male\' -- said that many MPs who would speak out against 
the government continued to feel intimidated not to do so. 
The government is not allowing true public debate 

Ismail felt that President Gayoom relinquished little 

any 

fundamental changes needed to occur -- gender equality and 
anti-discrimination laws. 

7. (C) In his converation with the Ambassador 

Abdulla 

Culture 

\"time of transformation. GORM is encouraged by the USG 
support for its efforts 

to him that the U.S. has great interest in Islamic states 
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especially forward-looking ones. Ambassador encouraged 
Abdulla to take that interest and turn it into opportunity. 


Additional reform plans 


8. (SBU) During his meeting with the Ambassador 

full of energy and upbeat as always about all the many 
projects on which he and his staff were working. One of the 
major projects is to liberalize the Maldivian media. The AG 
said he was deliberating on the timeframe and mechanism for 
doing so. 


9. (SBU) Saeed also discussed his plans to implement a bail 
system 

President 

system needed only regulations 

(Note: Given the lack of a bail system 

population are only awaiting trial and not yet convicted and 
serving a sentence.) The AG felt the prison population would 
significantly decrease as a result of allowing bail. 


10. (C) He also discussed the debates beginning in 
Parliament to investigate alleged prison abuse. Saeed said 
he heard about allegations of abuse 

to cover it up. The Ambassador noted that if the climate 
does not support the rule of law and human rights 

police feel no constraints on their actions. Saeed also felt 
that there was a conflict of interest in that the police and 
penitentiary officials were in the same ministry. He 
suggested that the police could stay in the Home Ministry 
while it might be appropriate for the Department of 
Penitentiary to move to the Ministry of Justice. (Note: As 
reported Ref A 

held on narcotics charges died as a result of mistreatment in 
March. End Note.) Saeed also expressed his intent to 
strengthen the judiciary 

training for several senior justices. He hoped that a 
criminal justice reform package would pass the People\'s 
Majlis by the end of the year and added that a civil justice 
action plan would be published shortly. (Note: The AG made 
similar points in an April 26 meeting with DCM and econoff. 
End Note.) 


11. (C) The Ambassador heard similar calls for law 
enforcement reform from Ahmed Mujuthaba 

Rights Commission 

prison because of the lack of provisions for bail. Based on 
continuing visits to prisons by HRC members 

thought that conditions had deteriorated to pre-September 
2003 
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on MaleY. The Commission Chair also thought most of the ill 
treatment occurred during the arrest phase 

were questioned. 


Comment 


12. (C) Saeed 

Maldivian politics and was not part of the government before 
his appointment as Attorney General by Gayoom in December 
2003. His pro-reform energy within the government is 
refreshing and it appears so far that his actions have 
Gayoom\'s blessing. His views on necessary changes by the 
government differ little from those of opposition leader 

Ismail and the independent Human Rights Commissioner. 
Saeed\'s success in spearheading reforms lends credibility to 
Gayoom\'s desire to change. We hope that some of his drive 
and energy soon infects the Special Majlis. End Comment. 
ENTWISTLE 
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between UNEP and WHO. WHO also runs EPAYs СЕНІ program 
WHOVs Eastern Mediterranean Regional Office (EMRO) is managing а 
CEHI pilot program. EPA funds CEHI at $500 

$100 

3 years. 


Attendees from Middle East 

3. WHO\'s Eastern Mediterranean Regional Office (EMRO) held a 
regional HELI/CEHI consultation in Amman on March 28-31 to review 
Jordan\'s HELI pilot project 

between water consumption and health. Uganda and Thailand also 
have HELI pilot projects on other topics. The intent is to scale 

up the programs after the appropriate tools and plans are 
developed. In addition to regional consultations 

periodic global HELI/CEHI meetings. Participants at the Amman 
HELI/CEHI consultation came from Saudi Arabia 

Syria 

Kuwait 

WHO\'s European Regional Office 

meetings under the Eastern Mediterranean Regional Office.) 


Prevention Cheaper Than Treatment 

4. According to Pierre Quiblier from UNEP 

cause 25 percent of all illness 

countries. HELI seeks to prove that environmentally sound 
policies contribute to income and development through better 
health 

illnesses than to treat them. The first job of the HELI group is 
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to identify information tools to prove these assertions. Each 
country defines its own agenda and needs 

sectoral 

practical 


Health Impact Assessment - An Important New Tool 

5. HELIVs strategy is to generate information for decision- 
makers that show the health costs of policy options so that those 
costs are considered at the policy planning phases 

up front and managed later as side effects. A V'health impact 
assessment 

one tool for identifying the health impacts of individual 
environmental actions and policies. An economic approach to 
measuring the health outcomes of environmental factors seems to 
resonate best with policymakers 

meeting. HELI seeks to tailor their processes and tools to fit 
decision-makers\' needs. 


Wide Range of Factors Can Degrade Health 

6. Environmental factors that can affect health include air 
pollution 

pests and vermin 

accidents 

and fertilizers 

example 

fewer school days 

as parents take time to care for sick children 
developmentally stunted children and lost lives. 


Health-Environment Issue Lacks a Bureaucratic Champion 

7. According to several meeting participants 

policy-making bodies have been slow to link environment and 
health. There has been a \"not our problem!" reaction to 
environmental health by both health departments and environment 
departments 

bureaucratic lead agency. HELI/CEHI participants are working hard 
to overcome this problem. Even in the United States 

to EPA specialists 

training about environmental effects on childrenVs health. As a 
result 

have developed a unique collaboration to create eleven 
Environmental Health Specialty Units in the United States. The 
mission of these centers is to train pediatricians about health 
effects from environmental factors. 


Low-End Users Need to Use More Water 


8. Dr. Amer Jabarin 
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Jordan 

between water consumption and health. He said that there is a 
minimum level of water consumption from a health viewpoint. He 
said that people at the low end of the water consumption scale 
might not be using enough water to stay healthy (through such 
things as hand washing 

vegetables and washing utensils). While conservation at the high 
end of the consumption scale should be encouraged 

might be useful 

encourage more water consumption among people with the lowest 
water consumption levels. Consuming water among those people may 
make a net contribution to national income through better health 
even though the water and the energy used to pump the water add 
costs. 


9. Comment: The Health Impact Assessment may become an 
indispensable legal tool to protect public health 

Environmental Impact Assessment has become a standard tool for 
environmental protection. 

HALE 
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business 

recent split in the Maoist Politburo has put them off balance 
and weakened their leadership 

Nepal are unfortunately not in any position to take advantage 
of this 


Full Efforts Against the Maoists? 


4. (C) The British visitors suggested that the GOI could be 
more aggressive in acting against Maoist leaders and assets 
in India 

orders to the Indian police and intelligence services to act 
against them. PolCouns noted that NSA MK Narayanan had 
indicated that he was attentive to the problem of Maoists in 
India 

message was filtering down to operational levels. 


Where Is This Heading? 


5. (C) Asked by PolCouns whether the GOI had given any sense 
of their plans vis-a-vis the crisis 

Saran as more focused than previously on the long-term view. 
His immediate concern over the risk of losing influence in 

Nepal to China or Pakistan had given way to a more strategic 
consideration of what will work in Nepal to reverse the royal 
power grab. In this regard 

impatient that the current GOI approach was not working and 
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was even pondering previously unthinkable ideas 

eventual deployment of UN peacekeepers to separate the forces 
and restore conditions for democracy. \"What we\'ve done up to 
now isn\'t working" to forge a long-term solution 

reportedly commented. (Comment: We are dubious that the GOI 
would admit to a UN role in Nepal 

did figure in the recent visit of UNSYG Kofi Annan. End 
Comment) 


6. (C) Discussing the efforts to schedule a trilateral 
US-UK-India meeting during the upcoming visit of A/S Rocca 
the UK representatives reported Saran s comment that \"we\'re 
not ready for that yet. They speculated that entrenched 
bureaucratic divisions within the MEA are the biggest 

obstacle to holding formal three-way consultations 

that the idea was too foreign to offices accustomed to 

strictly bilateral interactions. 

Comment 

7. (C) The MEA considers the Deuba arrest as a slap in the 
face of PM Manmohan Singh 

rewarding the King for partial progress towards democracy. 

As A/S Rocca prepares for her meeting with J/S Rae on May 9 
we expect the MEA to take a tough line on Nepal and to push 
for a continuation of the suspension of all forms of military 
assistance. 

BLAKE 
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identifying opportunities to offer training assistance to the 
new government. The GOI is committed to strengthening the 
new government and maintaining its strong ties with Iraq 

for domestic political reasons prefers to keep its 

involvement inconspicuous. The next step is an Iraqi 
government request to India. End Summary. 


2. (C) Responding to the ITG demarche (Ref A) 

also to Joint Secretary (Americas) Jaishankar by the Charge 
on April 30 

January elections in Iraq and stated that while the GOI 
normally sends a letter congratulating new national 
governments 

support at this time. Nevertheless 

\"proactively\" to identify areas for training Iraqi government 
officials in technical skills. Noting the similarities 

between India and Iraq\'s multi-ethnic 

Society 

useful in drafting the Iragi constitution 

two classes for foreign officials in legislative drafting and 
parliamentary procedures offered through the GOIVs technical 
assistance program. 
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3. (C) Singh reviewed a range of courses that the GOI had 
identified as being potentially useful for Iraqi officials 
including banking and finance 

development 

administration 

that India has already informed the Iraqi Mission of a number 
of short term scholarships and long term fellowships 
designated for them to attend these programs. The MEA is 
waiting now for the Iraqi government to respond to its offer 
for training 

from USAID materials shared by the Embassy to identify 
technical assistance options that would be responsive to 
Iraqi requirements. 


4. (C) After PolCouns briefed Singh generally on the 

possibility of a June conference in Brussels to support the 

ITG as proposed by the President during his February Europe 
trip (Ref B) 

participating 

March visit and the Indian Mission to the EU in Brussels had 
informed the MEA of that meeting. He asked that we stay in 
contact as the Iraqi government and conference sponsors agree 
on the details 

concurrence. 


Comment 


5. (C) The GOI is committed to maintaining its traditionally 
strong ties to Iraq 

resources to offer to the new Iraqi government 

keep its involvement low profile for now to avoid stirring up 
opposition from the left wing of Congress and the Communist 
parties who support the UPA from outside and view the Iraqi 
government as an illegitimate product of occupation. The new 
ITG will need to encourage the Iraqi Mission in New Delhi to 
follow up on these offers of assistance 

constitution drafting gets underway. 


6. (U) Baghdad minimize considered. 
BLAKE 
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else. He rejected out of hand any need to discuss potential 

inclusion of Kurdish in future Turkish school curriculums 

such as an elective subject 

Vunscientific language V" and therefore inappropriate for 

academic usage. 

CHRISTIAN ISSUES IN GAZIANTEP BELOW GOVERNORYS RADAR 
4.(C) On 4/29 AMCON ADANA PO approached Gaziantep governor 
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Lutfullah Bilgin 

Turkish National Police (TNPVs) investigation of the April 
2005 incidents (Adana 90). Bilgin initially reacted to the 
comment in a way clearly indicating that he had no prior 
knowledge of the issue 

mention our appreciation to the Security Director 

would see later in the day. He assured the PO that there 
could be no problem for Christians in Gaziantep based on 
constitutional provisions for religious freedom in Turkey and 
the GoT\'s control of city security. He asserted in addition 
that Turkey has no religious freedom problems and has proven 
this by construction of a non-Muslim religious center in 
Antalya. He was referring to the tourist/foreigners church 
which PM Erdogan opened last Fall (note: which the EU 
diplomatic group in Ankara sees as merely for show. End 
note). PO reminded him of the November 2005 violent incident 
involving an AMCIT and the string of April 2005 incidents and 
said that the U.S. could not share his confidence 

expressed appreciation for continuing TNP attention to these 
issues. 

5.(C) Bilgin then shifted gears 

the recent Prof. Ceaser anti-Americanism public diplomacy 
presentation in Gaziantep had gone over well 

further similar U.S. outreach. He then offered the Vfriendly 
observation" that much anti-Americanism in Gaziantep and SE 
Turkey would V'evaporate quickly" if the U.S. Vjust would 
attack the PKK in northern Ігад.\" He offered analogies of 
hungry people forgetting their past hunger once they have 
eaten. He also said that Gaziantep\'s internal migrants (read: 
ethnic Kurdish citizens) literally were hungry and really 

just wanted jobs and better family welfare which the U.S. and 
others (read: the EU) V'really could help if you bring 

business and welfare assistance directly here. That is the 
real answer.\" 

6.(SBU) In continuation 

southern Turkey\'s economic center and that it \"deserved to 
have the consulate bring American business to it." PO 
described the perception of a lack of transparency in the 
Turkish judiciary 

international business and lack of protection for 

intellectual property rights which dampens U.S. investor 
enthusiasm for Turkey. This seemed news to the governor and 
he talked about Italian interest in investing in Gaziantep. 
(Note: an Italian trade minister visited Gaziantep in late 

2004. End Note.) 

7. (SBU) In closing 

Packard Humanities Institute to get re-involved with the 
Zeugma archeological project (Packard withdrew in 2004 after 
being grossly mistreated by local nationalist bigots 

prefer to keep the mosaics in poor condition rather than let 
them be decently restored by foreign specialists and lent on 
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exhibit elsewhere). He said that new Culture Minister 

Attilla Koc just had visited Gaziantep and had said that 
Zeugma was one of his highest priorities. He said that the 
Culture Ministry would give the museum project another USD 
three million. He hoped that the new museum extension 

PO also visited and found interesting yet incomplete 

open in mid-June 2005. Another consulate contact 

saw the Culture Minister that day 

told the new Minister that Zeugma was to be one his top three 
national priorities. 


EDELMAN 
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Armenian foreign ministry officials. 


Turkey-Israel Overcome Tank Modernization Disagreement: 
Turkey and Israel have resolved a crisis on the 
modernization of the Turkish military\'s M-60 tanks by 
Israel's IAI company 

scheduled to finish modernization of 180 tanks first 

failed to complete the necessary tests within the time 

limits set by the project agreement. Shortly before 
Erdoganvs visit to Israel 

the periods for testing of tanks. The modernization project 
will cost Turkey 600 million USD. 


Gul Due in Kyrgyzstan: Foreign Minister Abdullah Gul will 
leave for Kyrgyzstan on Thursday to meet prime minister 
Bakiyev 

Otunbayeva 

statement yesterday. Gul will reportedly take 2.5 ton of 
humanitarian aid to Kyrgyzstan. 


EDITORIAL OPINION: Turkish Foreign Policy; Turkey\'s Role in 
the Middle East 


“Ал Unstable Policy V" 

Cuneyt Ulsever observed in the mass appeal \"Hurriyet\" (5/5): 
V'The biggest mistake any administrator can make is to bring 
his organizationo to the point where it becomes 

unpredictable. Administrators with unpredictable behavior 
cause stress for those around them. When people do not see 
the next step that is coming 

mismanagement of the Erdogan government has created this 
kind of stress and anger in both domestic and international 
circles. Even when they give very warm messages to various 
parties 

Erdogan presented the most pro-American speech of his 
administration at his party group meeting on April 27 
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was unable to reduce the skepticism among US officials. The 
confusion is the result of the governments effort to follow 
two contradictory roadmaps at the same time. Like every 
other government in the world 

pushed by the views of its grassroots as well as the need to 
engage in realistic policies. But the AKPYs grass-roots 

are centered around the "national viewV (‘milli gorusV) 
mentality. This world view inevitably comes into conflict 
with the need for a realistic foreign policy. For example 

the US was one of the factors that helped bring the AKP to 
power. But the grassroots of the party dislike the US. The 
governments ‘solution\' lay in the idea of "strategic 
depth in foreign policy. But when a multi-faceted foreign 
policy tries to solve each issue independently of the 

others 

can understand. While the Prime Ministers office was 
trying to follow this kind of foreign policy 

Foreign Ministry have been completely left out. Turkish 
Ambassadors in the most important countries are very upset 
about this. Let us look for a moment at the results of this 
policy: `The US is upset with PM Erdogan. This has to be 
resolved. Turkey cannot manage without the US. Israel is 
annoyed with the PM as well. What to do? As a start 
Erdogan gives a speech praising the US. Then he arranges a 
visit to Israel. But 

anti-Israeli group that forms a large part of his political 
base? He says that it is all about an effort to mediate 
between Israel and Palestine. Israel hosted Erdogan very 
kindly 

the role of mediator. Erdogan was also late for his 
appointment with the Palestinian PM 

were also very upset. The result? Neither Israel 
Palestinians 

understand the purpose of this visit. V" 


V'Turkey is Beating A Dead Horse in the Middle East" 

Semih Idiz commented in the mainstream-opposition \"Milliyet\" 
(5/5): \"When the Israeli Foreign Minister kindly rejected 
Turkey\'s offer of mediation 

this was an action against Turkey. Yet the situation in the 
region should be viewed carefully. There is already a very 
important mediator between Israel and Palestine -- the 
United States. Although many Arab countries and some 
Palestinians - including the late Yasser Arafat -- consider 
Washington a supporter of Israel 

have ever given up on WashingtonVs mediating role. 
Moreover 

Israeli-Palestinian relations was made as the result of US 
initiatives. At some point 

But there is a lesson for Turkey from that period as well. 
Norway did not announce its role until some results came out 
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of the process. But Turkey is announcing its offer to the 
world by beating drums. When the offer is rejected kindly 
itis then considered an insult for Turkey. As former 
Foreign Minister Ismail Cem has suggested 

Turkey act as a kind of facilitator instead of a mediator? 

In fact 

facilitator. Last weekYs meeting of Turkish 

Palestinian businessmen sponsored by Turkey\'s Union of 
Chambers (TOBB) in Ankara was an example of what Turkey can 
do. But if there are still some in Turkey who are thinking 
that it would look better in the media if Turkey were a true 
mediator in the Middle East 

nothing more than beating a dead horse.\" 
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speculation that the Party Congress would deadlock and 
eventually settle for a compromise candidate. (This 
was the scenario in 1995 

most votes in the first round 

to \"dark horse\" Benjamin Mkapa.) In the 2005 
nomination 

The NEC gave him more votes than anybody else when 
choosing the three finalists. Kikwete\'s majority in 

the Party Congress was overwhelming: he received 

1 


Electoral Strategizing and Ticket Balancing 


4. (C) The party's choice of Kikwete seems to be 
popular with the general public. While many of the 
Embassy\'s government contacts favored Salim 
also-rans 

of Embassy FSN staff 

Congress participants. Some interlocutors said noisy 
cheers broke out among friends and neighbors who had 
gathered around their televisions to hear the 

nomination announcement. CCM dominance on the 
mainland is so strong 

a scenario in which the party\'s nominee could lose the 
general election on October 30. Kikwete is virtually 
guaranteed to become Tanzania\'s fourth president since 
independence. 


5. (U) Kikwete\'s nomination broke with the informal 
tradition of alternating the Presidency between 
Mainland Christians and Zanzibari Muslims. Although 
the tradition was never a constitutional requirement 
Zanzibari party stalwarts may be put out about losing 
their \"turn.\" The party mollified Zanzibar somewhat 
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by nominating Vice President Shein 

Zanzibar\'s Pemba Island 

Interestingly 

with Muslim remains intact: Kikwete is a practicing 
Muslim 

religious views. 


Kikwete\'s Biographical Notes 


6. (C) Kikwete represents the \"young Turk\" segment of 
the CCM party. He is popular 

charismatic and very ambitious. In socially 
conservative Tanzania 

youth - he is 55 - has worked against him. So has his 
playboy reputation. As the party has increasingly 
emphasized experience and education 

built an impressive resume. Since 1995 

been Foreign Minister and also the MP for Chalinze 
Constituency. Previous government positions include 
Minister for Finance (1994-95) 

then Minister for Energy 

94.) For the twenty years before his government 
service 

CCM party 


7. (U) Kikwete comes from the small town of Msogo 
the coast near Bagamoyo. He has a BA in economics 
from the University of Dar es Salaam. 


8. (C) An able politician 

unenthusiastic administrator. On Embassy row 

Foreign Ministry has a reputation for being 

understaffed and minimally responsive. Kikwete 
himself is personable 

he will at least consider the views of foreign 

diplomats. Kikwete has signaled that he might discuss 
signing an Article 98 agreement with the US; the 
current President Benjamin Mkapa has firmly closed the 
door on any agreement for the remainder of his 
Presidency. For years 

conflicts have considered Kikwete to be virulently 
pro-Hutu. Rumors that he was facilitating arms 
transfers to Burundian Hutu rebels persisted 

never been substantiated. Kikwete\'s marriage to a 
cousin of former Rwandan President Juvenal Habyarimana 
may have fueled these rumors 

the Burundi conflict winds down. 


9. (u) Please see Embassy Dar es Salaam\'s SPRNet site 
for a complete update and background on the Tanzanian 
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elections. 
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Assessing the GAP ProjectVs Current Situation and its Future\" 
said that GAP project should be redesigned and a new program 
established and implemented. 


RADIKAL / OZGUR GUNDEM / YENI SAFAK:  Twenty-one-year-old 
Cetin Kum was shot dead in Yukari Tulgali village of Van after 
allegedly not complying with a soldierVs instruction to halt. 

Kum was reportedly trying to cross the border to smuggle fuel 

oil to Turkey when he was shot. Ozgur Gundem\'s report claims 
however 

delegation from the Van Human Rights Association examined the 
matter and prepared a report 

close range. 


HURRIYET / EVRENSEL / SABAH: The European Court of Human Rights 
(ECHR) will announce on May 12th its decision regarding the case 
of Abdullah Ocalan 


HURRIYET / YENI SAFAK: Iran 

international pressure generated by the U.S. 

enhancing its trade relationships with Turkey. Both countries 
are readying to mutually decrease their customs tariffs. State 
Minister Kursad Tuzmen 

the products sold in the border trade areas will be increased 
and diversified. 


EVRENSEL / OZGUR GUNDEM: A 7 p.m. curfew was 
reportedly imposed by the military in Uzungecit village of the 
Uludere district in Sirnak. According to reports 

imposed because 72 village guards refused to take up arms there 
when military operations started. 


ZAMAN: The private Kurdish language schools in Istanbul 
Diyarbakir 

financial losses due to inadequate numbers of students. One of 
the owners of the schools attributes the lack of attention to 

the poor economic status of people and the intimidation that 
people cannot overcome. 


EKSPRES: Organic citrus fruit production started this season 
in Vakifli 

and has already yielded produce 

village. Berc Kartun 

said that his community is able to obtain healthy produce 

without applying chemical pesticides. 
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OZGUR GUNDEM: Ozgur Gundem reports that a 24-year-old PKK 
member 

being caught and wounded on October 23 

member allegedly suffered the same fate in March. (Note: Ozgur 
Gundem provides graphic descriptions of the state of the bodies 

as were reportedly discovered. End note.) 
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Central Asia 

democratization. On Georgia 

help promote reconciliation in Abkhazia and South Ossetia. 
Discussion on Armenia will be reported septel. End Summary. 


Kyrgyzstan 


2. (C) Akinci told DAS Kennedy FM Gul will travel to 
Kyrgyzstan May 5 to meet with V'everyone 

viable presidential candidates. Gul\'s messages to all 

parties will be to avoid violence 

prioritize requests for assistance (the head of TIKA 

Turkey\'s AID-equivalent 

Turkey is ready to help with Kyrgyz elections within the OSCE 
framework 

ask the Kyrgyz how they plan to compensate the losses of 
Turkish businesses looted in March (inter alia 

Turkish-owned hotel had been \"confiscated\"). Akinci promised 
to call Kennedy after GulVs visit. He said the Kyrgyz had 
suggested that international funds could be available to pay 
such claims. Kennedy said that we had sought to work closely 
with the Russians from the onset of the Kyrgyz crisis and to 
demonstrate that the OSCE could effectively represent 

Russia 

national minorities. 


3. (C) DAS Kennedy noted that TIKA and AID can usefully 
offer assistance to Kyrgyzstan. She agreed the Kyrgyz needed 
to prioritize their requests 

them think through this. She welcomed Turkey\'s willingness 

to work with the OSCE. She urged that FM Gul reinforce the 
OSCE\'s importance with the Kyrgyz on his upcoming trip 
(including gaining timely Kyrgyz endorsement of the OSCE work 
plan) 

to support the OSCEVs mission 


Column 3 
consider contributing financially to the OSCE work plan. 


4. (C) Akinci predicted Russia will not object to the work 
of NGOs 

nationalists threatened foreigners there 

As they are wont to do 

in order to lay down a marker 


Central Asia and Democratization 


5. (C) Akinci said if events similar to those in Kyrgyzstan 
spread to other Central Asian countries 

be as abrupt or violent as in Kyrgyzstan. Any changes in 
Uzbekistan and Turkmenistan will come from the top 
people 

clans.\" Akinci worried about where any sudden change in 
Uzbekistan would lead 

solid analytic basis) that 

\"historically\" 


6. (C) \"Revolts do not always yield \"the desired results 

Akinci tried to warn. Turkey seeks \"stability\" everywhere 

but this creates the mistaken impression Turkey does not want 
democracy. Turkey does want democracy 

\"reasonable people\" can differ about the best way to reach 

it. Kennedy noted democracy and stability are not 

antithetical (\"correct 

and we should all support reforms. She hoped Turkey would 
encourage Central Asian governments to not oppose NGOs that 
are trying to bring reform. Akinci gave no sign of 

willingness to do so. 


Nagorno-Karabakh 


7. (C) Akinci asked for an update on the Minsk Group. 

Trying to deprecate the process 

and Azeris had only had proximity talks in London. Kennedy 
responded that the engagement had been serious and the two 
Presidents may meet at the COE Summit. She urged Turkey to 
encourage President Aliyev to move forward on 
Nagorno-Karabakh. 


Georgia 


8. (C) Akinci said Turkey\'s Ambassador to Georgia is 
awaiting а V'green light" from the Georgian government and 
Abkhaz \"officials\" to visit Abkhazia. Kennedy noted the 
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recent Georgia/Abkhazia talks in Geneva had been successful 
in bringing Georgian and Abkhaz representatives together 
progress was limited. Russia had taken negative steps 
recently 

holding a \"convention\" of separatist leaders. Kennedy said 
she hoped Turkey would encourage the Russians to promote 
reconciliation in Georgia 

Ossetia where the Georgians were offering substantial 
autonomy. She encouraged the GOT to support the proposal for 
ferry service between Abkhazia and Trabzon 


9. (C) In stiff-arming the suggestion that the GOT support 
the ferry service proposal 

situation in which 

Abkhaz-origin population considers Turkey too pro-Georgian 
while the GoG considers Turkey too pro-Abkhaz. Perhaps that 
means our policy is correct 

Georgian territorial integrity "sacred 

sides need to ask themselves pragmatically how to make life 
easier for their people. He worried that the conflict will 
become \"ossified\" if the present impasse continues 
President Saakashvili will be tempted to use force to try to 
solve it. Kennedy said we would remind Putin of our 
insistence that Georgians eschew military force; in turn 
Russia must actively participate in the political process to 
resolve the conflicts. 


10. (C) Kennedy said Russia should help the parties reach a 
solution. Akinci defended as reasonable RussiaWs demand to 
keep its \"privileges\" in Abkhazia 

land ownership. Akinci added that recent Georgian behavior 
toward Ajara made Abkhazians doubt they could obtain true 
autonomy from the GoG. 


Black Sea Economic Cooperation 


11. (C) Kennedy expressed USG disappointment that our 
application for BSEC observer status has not been accepted 

and asked Akinci why and whether Turkey had spoken in support 
as it had promised. Akinci temporized and blamed the 

Russians. Pressed 

claimed it was \"not correct\" that Turkey had not supported 

U.S. observer status. 


12. (U) This cable was cleared by EUR/DAS Laura Kennedy. 
EDELMAN 
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dialogue. End summary. 
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2. (C) Before traveling out of Ghana 

courtesy call on President Kufuor earlier on May 4 to thank 
him for the GOG\'s security and protocol assistance. Olympio 
said Kufuor asked him if he would meet with Nigerian 
President Obasanjo again. Olympio responded that he would 
meet with Obasanjo if the Nigerian President could guarantee 
implementation of the outcome of the talks. His meeting with 
Kufuor was followed by a three hour meeting with Ghanaian 
Foreign Minister Nana Akufo Addo 

college friend. According to Olympio 

had a misperception that the opposition was causing a lot of 
the violence in Togo. Olympio made the case to them that the 
opposition was poorly armed with sticks and sling shots and 
that it was the army that was using guns and excessive force. 


3. (C) Akufo Addo encouraged the opposition to support a 
government of national unity and reject violence. Olympio 
responded that the opposition agreed with this in principle 
but Vthe question is who is going to run the show?\" The 
election outcome (a 10:1 opposition victory 

would have to serve as a basis for a national government. 
The Togo government has refused a recount and the African 
Union 

election tallies 

to serve as a minority partner to Gnassingbe. Since the 
government is behind most of the violence 

to first call for an end to it 

the government called for an end to violence and took 
measures to implement it 


4. (C) Olympio plans to leave Accra May 5 for meetings with 
the European Union Commissioner in Brussels 

Germany and France. He reiterated that Vit is clear we can\'t 
find a solution alone...we need a white knight" Olympio 

spoke to UN Secretary General Kofi Annan on May 3 

he would talk to Nigerian President Obasanjo about Togo. 
Olympio said the British told him frankly that they have no 
interests in Togo and are disinclined to get involved. He 

said he had talked to ECOWAS Executive Director Chambas but 
had no faith in the organization and thought nothing 

productive had come from the ECOWAS meetings in Lome over the 
past weekend. 
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5. (C) Olympio made another pitch for U.S. assistance as a 
\"convenor\" of a dialogue. He said he might travel to the 

U.S. after Europe 

get involved because \"Togo is far away.\" He was more hopeful 
that the Germans 

Germans have been sympathetic 

expect us to send the Luftwaffe to Paris\" on Togo\'s behalf. 
Olympio thought there were different currents within the EU 
some of them not necessarily supporting France. Obasanjo 


could play an important role if he comes up with good 

concrete proposals for compromise. Olympio envisions a short 
term arrangement with rotating temporary presidents during a 
period leading up to clean elections. Alternatively 

suggested a UN Administrator could run Togo during an interim 
period. 


6. (C) PolChief pressed hard on the need for the opposition 
to publicly reject violence. Olympio said the government 
needs to first stop killing people 

oppression is ferocious V 

statement of nonviolence cannot be unilateral. Ordinary 
Togolese are being attacked by government forces 

need to fight back 

appeal for calm. 


7. (C) Olympio had planned to leave Accra the night of May 
4 (after our meeting). However 

from stress and lack of sleep that he postponed his trip by a 
day. He does not know how long he will be away from West 
Africa but clearly sees a priority need to lobby western 
governments for support. He is well connected in Europe and 
will start there. He told PolChief he would have no 
difficulties returning to Ghana (despite some discomfort at 
his activism the GOG has been generally tolerant of his 
presence here). His party is well organized and disciplined 
within Togo 

In addition 

to Togo than from Ghana 

connected to events in Lome. 


8. (C) He does not appear to be planning to return to Togo 
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any time soon (and gave PolChief his Paris phone numbers). 
Unlike in our previous meeting (reftel) 

would travel to Lome for an internationally-convoked 
dialogue 

could not take place in Lome for security reasons. He noted 
that Akitani-Bob is in hiding and fears for his life. Other 
opposition leaders are nervous but are hoping that staying 
near large numbers of supporters will deter military action. 
Olympio reminded PolChief 

meeting 
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political development process. He further pledged to 
reconsider the poorly-received draft law on political parties 
submitted by the previous government. The following day 
Badran met with Jordan Bar Association president Saleh 
Armouti and members of the association\'s Islamist-dominated 
board of directors. Armouti described the meeting to 
reporters as \"positive and warm 

for the new governments efforts to enhance cooperation with 
civil society institutions. According to the press 

reiterated in the meeting that his cabinet was committed to 
implementing political reform and was open to revising a 
controversial bill that would alter regulation of 

professional associations (a parliamentary committee is 
reviewing it at present). On April 31 

gathering of journalists that he was prepared to reshuffle 

his cabinet if necessary to include ministers from the south 

of the country. While maintaining that geographic 
representation was not a constitutional requirement 
nonetheless recognized it as a \"political norm\" that he was 
unable to adhere to when forming the government due to \"time 
limitations. V" 


3. (C) Badran\'s greatest challenge remains winning over the 
growing number of traditionalist MPs (numbering 45 of the 

lower chamberVs 110 deputies) who have publicly pledged to 
withhold their votes of confidence in the new government. In 

a May 3 meeting with these MPs that was described as \"hot and 
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stormy 

a conciliatory position. He assured the MPs that he had 
taken note of their concerns 

their complaints 

based on its programs and plans 

composition. The MPs were not appeased. One after another 
they demanded that Badran either resign as PM or reshuffle 
the cabinet to sack its economic team 

Minister Bassam Awadallah 

ministers were V proven failures\" and hopelessly out of touch 
with the plight of \"real Jordanians.1 MP Bassam Haddadin 
(Christian East Banker 

reformist credentials 

expressed any ideas on political reform 

\"hiding\" behind ideas to come from a V'velvet committee" 
(i.e. 


4. (C) In a private discussion on May 1 with Charge 

House Speaker Abdul Hadi al-Majali (East Banker 

ticked off the motives for the strong opposition to the 
cabinet. First 

tradition by omitting a minister from Kerak 

the country (along with Salt and Irbid). The fact that it 

did not include anyone from the rural Badia only made matters 
worse. Second 

nowhere was a surprise that made advance consultation with 
MPs (which did not happen) even more imperative. Third 
loathed Bassem Awadallah for his perceived disdain of 
legislative oversight; they saw his appointment as a slap in 
the face of parliament as an institution. Salah Bashir 
(former Justice Minister and now Minister for Government 
Performance) was also a lightning rod for criticism because 
of his alleged disrespectful behavior toward MPs. Fourth 
widespread belief that the U.S. applied pressure on King 
Abdullah during his most recent trip to Washington to create 
the current reform government had aroused considerable 
resentment among MPs. 


5. (C) Majali also criticized Badran for having no program 

or agenda 

the cabinet had promised to implement the National Agenda to 
be announced later this year 

governments platform in the meantime?\" Majali recommended 
that the government hold off on a summer vote of confidence 

in parliament (which would require an extraordinary session) 

as long as possible 

address MPsY concerns. Majali told reporters on May 3 that 
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it would be V'difficult to control the Lower House" during an 
extraordinary session if the government tried to exclude a 
vote of confidence from the session agenda. 


6. (C) PM Badran has little room to maneuver in the face of 
entrenched opposition by traditionalists to his cabinet. 
Appointing new ministers from the south might dispel some 
complaints 

while failing to satisfy demands for Awadallah\'s ouster. 
Courting the support of the Islamists 

Action Front (IAF) 

an option 

Several of the best informed ministers 

MPsY ire 

simple solution: since they accuse outgoing GID chief Saad 
Khayr of whipping up the opposition 

turn it off again. No matter what course of action Badran 
takes 

cabinet selection process could hinder quick action on our 
legislative priorities in parliament (e.g. 

anti-money laundering law and ratification of the article 98 
agreement). 


7. (U) Minimize considered. 
HALE 
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17 (ref D). Ihab\'s explosive device was 

multiple accounts 

employed by Hassan Bashandi 

accounts claim that Ihab was being pursued by police and 
jumped from a bridge before detonating his explosives 
others say he simply got out of a taxi at the square before 
committing the act. 


4. (SBU) Approximately 45 minutes after Yassin detonated his 
bomb at Abdel Moneim Square 

Ali 

YassinVs fiancee or wife (or neither) 

Aisha mosque near the base of Cairo\'s citadel 

miles east of the site of the first incident. According to 
some reports 

Ihab off at Abdel Moneim Riyadh Square. The two women 
in full Islamist garb including completely veiled faces 
opened fire on a bus carrying a group of Austrian tourists 
(widely misreported to have been Israelis). Shots fired by 
Nagat and/or Iman shattered windows in the bus 
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injure any of the passengers. According to most accounts 
Nagat (using a pistol) shot Iman 

apparent bid at \"martyrdom\" and/or to evade capture. In 
subsequent public accounts of the incident 

Interior announced that Ihab and Nagat\'s 17 year-old brother 
Mohammed Youssry Yassin Ali was wanted as a suspected 
conspirator in the attacks 

in possession of an additional explosive device. 


5. (SBU) International media reported claims of 
responsibility for the acts by the \"Abdullah Azzam Brigades 
a group which had also claimed responsibility for the October 
7 

\"Mujahideen of Egypt. In an exclusive May 1 interview to 
the pro-government Gomhouriya newspaper 

the two acts were the work of a \"random\" group unaffiliated 
with wider \"jinadist\" networks and specifically discounted 
claims made by the two groups. 


6. (C) The GOE reacted to the events by markedly stepping up 
security across town (and in Egypt generally) 

particular attention to areas frequented by 

tourists/foreigners. Internal security forces personnel also 
moved into Shubra al-Khaima 

northern suburb of Cairo where Ihab 

suspects lived 

attackers for questioning. Varying accounts put the number 
detained at 100-200. 


7. (SBU) As with the April 7 bombing in the Khan el-Khalili 
bazaar (refs D and E) 

has been universal. As noted in ref A 

including the Mufti of the Republic and the Sheikh of 

al-Azhar promptly condemned the attacks in the strongest 
possible terms as did a broad range of leading columnists and 
editors. In its statement 

the attack 

U.S.-Zionist plots against Egypt." The imprisoned leadership 
of the terrorist Egyptian Islamic Jihad and Islamic Group 

also issued statements of condemnation. 


8. (SBU) In media commentary 

the appearance that the two attacks were committed by a 
closed circle of relatives and associates of the planners and 
perpetrators of the April 7 attack while others have openly 
wondered how many other VfreelancersV are lurking in the 
background. Several commentators 

incidents 

putting the brakes on political reform. Many have been 
shocked by the fact that two women 

shattered the perceived V'gender barrier" in Islamist 
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terrorism 

commentary and debate about the implications. With a handful 
of exceptions 

the amount of conspiratorial innuendo in the tabloid press 
(finding \"foreign hands" behind the April 30 attacks). 


9. (C) The GOE\'s public relations approach to this attack 
with the April 7 bombing in the Khan el-Khalili and the 
October 2004 attacks in the Sinai 

random" nature of the attack 

attackers to wider networks 

of the suspects are either dead or in custody. This 
approach 

preempt cancellations that could devastate the tourist 
industry 


10. (C) In the cases of both the April 7 Cairo attack and the 
October 2004 Sinai attacks 

conspirators confidently revealed by the GOE subsequently 
proved to be incomplete. The GOE\'s arrest of up to 2400 
persons in the Al-Arish area of Northern Sinai following the 
October 2004 attacks 

200 in Shubra al-Khaima 

Government does not believe its own propaganda about having 
thoroughly identified 

\"unaffiliated\" and \"random\" terror cells. 


11. (C) This is not to say that the GOE has been lethargic in 
its reaction to these attacks. In fact the opposite is true. 
However 

of scores or hundreds of people acquainted with the suspects 
while arguably an effective \"dragnet\" approach 

serious human rights concerns 

new enemies should those questioned be subjected to 
mistreatment and/or prolonged detention as appears to have 
been the case in Al-Arish. The fact that Ihab Youssry 
Yassin 

to evade arrest 

in the Ministry of Interiors reputation for ruthless 

efficiency. With the fourth terrorist attack in eight 

months 

legitimate concerns that Egypt\'s victory against domestic 
terror groups could be eroding as new and more amorphous 
threats emerge. End comment. 


Visit Embassy Cairo\'s Classified Website: 
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http://www .state.sgov.gov/p/nea/cairo 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website. 
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published an editorial entitled \"Moral.\" \"A few hours 

before the Salvadoran president met with Condoleeza Rice 
announced that Central American presidents would meet with 
Bush in Washington to negotiate the approval of CAFTA.\" 


VItVs interesting that Central Americans are received “in 
bulk 
not as individuals. V 


\"The South Americans 

preferences of the North 

“blocks are capable of doing. Unfortunately Central America 
lost their chance due to lack of vision and opportunity in 

the OAS elections." 


VIs there a moral to all this? Surely there is 
knows if we understand it. V" 


Editorial in San Pedro Sula-based liberal daily “Та Prensa" 
entitled Will CAFTA be ratified A" WCAFTA critics cross 
their fingers hoping that the U.S. Congress wont ratify the 
treaty.\" 


\"Will the U.S. Congress ratify CAFTA? | dare to bet without 
hesitation that CAFTA will be ratified for four reasons: 

First 

Second 

a commercial treaty negotiated by the USTR. Third 

House knows that not only CAFTA is at stake 

commercial policy. Fourth 

still discussing CAFTA. 


V Moral: Let\'s not continue crossing our fingers that the 

vote will be in favor or against it. The big challenge is to 
continue with the legal and institutional decision-making 

that will allow CAFTAVs benefits to increase and the damages 
to decrease once it comes into effect 

January 2006." 
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America was excluded from the decisions in the OAS\'s 
Secretary General election." 


SIPDIS 


\"The U.S. wouldn't risk a rupture in the hemisphere 

less so when the purpose of Rice\'s trip was to remake 
relationships with some governments in South America. Mexico 
considered not pushing on its leader.\" 


VNow Central America has no choice but to support the 
continental interests. V" 


2. On 5/02 the Tegucigalpa-based moderate paper VEI Heraldo! 
published an editorial entitled V'Insulza: New OAS Secretary 
General" “Тһе astonishing withdrawal of the Mexican 
candidate clears the way for the Chilean Insulza as 

Secretary General." 


SIPDIS 


“Without a doubt 

Candidate is the clever diplomacy of the Secretary of State 
Condoleeza Rice 

divided in two blocks." 


VWe trust that Insulza will handle intelligently the destiny 
of America. Also the election of the new OAS Secretary 
General is important and crucial 

events. V' 


The San Pedro Sula-based liberal daily WLa Prensa" published 
an editorial titled “Тһе OAS.\" \"Derbez attempt as Secretary 
General ended on Friday and cleared the way for Chilean 
candidate 

regional organization." 


\"The OAS needs a consensus Secretary General to deal with 
the problems of the region." 


\"Rice\'s presence wasn\'t casual. Washington wouldn't risk a 
defeat in the election that would later mean a weakening of 
the region." 


\"Today\'s appointment is an example in favor of the interests 
of the American nations and the health and strengthening of 
the regional organization." 


The San Pedro Sula-based liberal daily Tiempo" carried an 
editorial entitled \"Tiebreaker.\" V'The withdrawal of the 
Mexican Candidate to Secretary General allows the election 
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of a solid candidate. V" 


\"The OAS will find a new focus in its behavior and 
responsibilities. The last chapter of this story 

of the former Costa Rican president 

couldn't be more illustrative. V" 


V'The path of the OAS under a hemispheric consensus criteria 
could be a rebirth and synchronization with the thoughts of 
our supreme politicians 


V'This will mean putting into practice an American 
philosophy 
a continental scale since the Monroe-American doctrine. V' 


Palmer 


32071 

published an editorial entitled \"New era for the OAS.\" 
VWith yesterday's election of the socialist Insulza as 
Secretary General 


SIPDIS 

without a Secretary General for more than a year due to the 
resignation of the Costa Rican former president Miguel Angel 
Rodriguez. V 


V'The novelty in this election is that for the first time in 

57 years the U.S. couldn't force a candidate. It is possible 
that the support of President Bush\'s government was the ruin 
of the Mexican candidate." 


\"The American government had no choice but to accept the new 
regional reality and give their support to Insulza.\" 


VDespite the hope for a greater OAS independence from U.S. 
control 

dealing with one of the most difficult moments not only 
because of the deep economic crisis but also because it 
lacks credibility. V" 


VWe hope that 

to be seen from a organization that can contribute a lot to 
the well-being of democracy and the people of this 
continent. V 


Palmer 
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recent developments which 
country\'s political atmosphere. These include: 


-- President Mubarak\'s constitutional reform initiative and 
the impending \"competition\" for the nation\'s highest office; 


-- The continuing controversy surrounding opposition figure 
Ayman Nour and his impending trial; 


-- Mubarak\'s nine-hour interview aired on prime time 
(alternatively interpreted as masterful and historic or 
desperate and pathetic); 


-- The \"revolt\" of judges demanding greater autonomy in 
supervising ballot stations; 


-- Protests by academics at state security\'s interference in 
campus affairs; 


-- The reemergence of domestic terrorism after a seven year 
hiatus; 


-- The continuation of demonstrations by the \"Kifaya\" 
(Enough) movement 
spectrum of regime opponents; and 


-- An increasingly assertive Muslim Brotherhood 
working to recast itself as a force for political reform. 


2. (C) While the GOE has dealt in the past 

with challenges of comparable magnitude 

that the convergence of these factors this spring poses an 
unprecedented challenge to the Mubarak regime 

potential to change the prevailing political dynamic in ways 
that are still unclear. These factors 

certainly have GOE policy circles working overtime and will 
test conjectures on the degree to which Mubarak and his inner 
circle have a master plan to shape and drive developments 
rather than just react to them. End summary. 


3. (C) President Mubarak 

cautious and conservative tendencies 

decisive cabinet shuffle in the summer of 2004 with an even 
bigger surprise in February 

support a constitutional amendment to allow for the first 
direct 

year history of the Egyptian state (ref D). 
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4. (C) More than two months after the announcement 
modalities of the new presidential election system remain 
undetermined 

figure currently on the political stage capable of 

effectively challenging Mubarak. As the implications of this 
major systemic change were debated in March 

(privately) Mubarak himself 

lack of viable competition. Finally 

Mohieldin 

sending clear signals that he was prepared to step into the 
race (though he indicated that no formal announcement would 
be made until parliament had finished preparing the 
amendment). 


5. (C) MohieldinVs apparent entry into the race was greeted 

by most of our contacts 

sadness. The 84 year-old political veteran 

the free officers\ movement that deposed King Farouk іп 1952 
is respected by many Egyptian political elites. (Note: He is 
also the paternal uncle of current Minister for Investment 
Mahmoud Mohieldin. End note.) Wafd Party Vice President 
Mahmoud Abaza described him to poloff as Vthe only one of the 
free officers truly committed to democracy." However 
consensus among our contacts was that Mohieldin 

the race 

our contacts claim he is barely ambulatory 

and perhaps even showing signs of senility. One of our 
contacts quipped that Mohieldin was probably a favorite of 

the palace to challenge Mubarak because he makes the 
President (who turned 77 on May 4) look young and sprightly 
by contrast. Prominent columnist Salama Ahmed Salama called 
MohieldinVs decision to run \"hasty\" in the absence of clarity 
about the modalities for the race 

editorialist 

participation in this \"charade\" would tarnish his reputation. 


6. (C) Also running for president is Ayman Nour 

embattled leader of the opposition Ghad (Tomorrow) Party 
even as his lawyers prepare for his criminal trial on forgery 
charges 

take an aggressive and defiant approach to his campaign 
hurling scathing criticism on Mubarak and the GOE. He 
claimed to poloff in early May that the ruling party and the 
State Security apparatus was hiring thugs to disrupt his 
campaign rallies 
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pelting him and his entourage with garbage 

threats. (Comment: Nour\'s attempts to campaign outside his 
own district are groundbreaking in Egypt and bound to 
engender at least some hostility among local politicians and 
their constituents. Nonetheless 

of GOE/NDP involvement in hiring thugs to make his 
campaigning as unpleasant as possible. However 

extent that the GOE is behind this harassment 

appears to be trying to put some distance between itself and 
his tormentors. End comment.) Nour also confirmed to poloff 
in early May reports that V private citizens V" had been filing 
various complaints against him 

a campaign of harassment 

apartment for zoning violations 

services center he funded in his parliamentary district 

even a motion to have him arrested for insulting the head of 
state after a journalist claimed to have witnessed him 

tearing up a picture of President Mubarak. 


7. (C) Nour remains confident (and probably has an 
exaggerated view) of his popularity on the Egyptian street 

and told poloff that 

Vreal contest\" would be not between his Ghad party and the 
ruling NDP but between the Ghad and the Muslim Brothers. 
Nour has many enemies 

who believe he is \"slick\" a \"phoney 

Some of our contacts are bemused by the fame and support he 
has acquired in western capitals as a champion of democracy. 
While it is difficult to quantify Nour\'s actual support on 

the street 

controversial legal case are clearly additional complicating 
factors in this year\'s political climate. 


8. (C) Meanwhile 

aired on prime time 

April 23 

A and C). The teasers aired to promote the interview series 
humbly entitled V'Witness to History 

would be making many revelations and at least one major 
announcement. The interview was conducted by the celebrated 
presenter (and satellite TV tycoon) Emad Eddin Adeeb and 
produced by a prominent cinematic director. The result 
was generally agreed 

dealt extensively with MubarakVs recollections of his 
military career 

and Sadat 

one of the brief references to the current political 
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situation and the issue of reform 

he had \"never\" been told directly by any USG official that 
Egypt needed to undertake political reforms. 


9. (C) After the interviews 

media commentators and Embassy contacts delivered a similar 
verdict: The President dwelt too extensively on the past and 
was far too vague in discussing his vision for the future of 
the country and solutions to its various problems. Contacts 
from reformist/civil society circles termed Mubarak\'s 
performance \"terrible\" and \"pathetic\" and the act of a man 
Vout of ideas. Even Mustafa Bakry 

and sensationalist tabloid al-Osboa 

the GOE\'s bidding by regularly and systematically defaming 
its critics through innuendo and name calling 

Mubarak\'s interview \"a big disappointment. V" 


10. (C) Not all were critical of MubarakYs performance - 
editors of the three principal pro-government papers all 
praised Mubarak\'s statesman-like demeanor 

wisdom. One contact told poloff that the Egyptian masses 
rather than its skeptical intellectuals 

audience for the interview 

Mubarak postured both as a great man of history and a patron 
of stability and order. It appeared to most observers that 
Mubarak\'s interview was a de facto launch of his reelection 
campaign 

intentions has yet to come 

after parliament completes the legislation on the 
constitutional amendment. 


11. (C) We continue to hear received mixed interpretations of 
the significance of the April 15 declaration of 1000 Egyptian 
judges who met in Alexandria (out of a total of 7000 judges 
nationwide) in which they highlighted flaws in the current 
system of judicial supervision of elections and demanded 
passage of new legislation to expand guarantees of judicial 
independence and threatened to sit out the next elections if 
ignored (Ref B). Democracy advocates in Egypt and abroad 
were stunned and elated at the judge\'s \"unprecedented\" and 
\"audacious\" move and predicted it would put serious pressure 
on the GOE to rethink its approach to elections 

acknowledged to be tarnished by various forms of fraud and 
intimidation. 


12. (C) The GOE has not taken the matter sitting down. The 
Minister of Justice told the press his ministry would act 
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quickly to address the judgesY concerns 

called the judges" bluff by circulating a form requesting 

that they confirm their intent to fulfil their duties as 

electoral supervisors. Assistant Minister of Justice 

Iskandar Ghattas told poloff in early May that every judge!" 
has already signed this pledge and was aggressively 
dismissive of the effort 

\"revolt\" were gadflies cynically drawing on political reform 
rhetoric to advance their \"Islamist\" agenda. (Comment: We 
found GhattasV dismissal of the organizers as 
crypto-Islamists to be dubious. His very defensive reaction 
was probably a sign of the actual significance of the judges\' 
action. End comment.) However 

decidedly liberal and reformist senior judicial contact told 
poloff that the \"democratic\" effort was actually a stealthy 
means of shaming the GOE into giving judges a pay raise. A 
follow up to the April 15 meeting 

13 

judges\' efforts. 


13. (C) Another of the \"unprecedented\" recent developments 
was the April 19 demonstration 

university campuses in Cairo 

dozens of university faculty members staged a one hour silent 
protest at the presence 

Security in Egyptian academic life. State Security has long 
maintained a significant presence on Egyptian university 
campuses 

recruitment and organization of students by Islamist groups. 
As described in Ref | 

student union elections to preempt 

if necessary 

positions 

academic climate and harassing students and faculty who 
challenge orthodoxy on various issues. 


14. (C) During the April 19 protest 

known as V'Professors for Change 

on the three campuses donned black academic robes and stood 
silently in front of university administration buildings for 

an hour 

security interference in universities; V \"Yes to free and 
independent universities" and V'No future for Egyptian 
students without freedom. V' An organizer 

professor Awatef Abdel Rahman told the press that the 
protests had been inspired by the growing calls and activism 
in the country for political reform. Prominent intellectual 
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and Shura Council member Usama Ghazaly Harb (protect) told 
poloff in late April that the faculty protests against State 
Security were V'very important" because they had V'shattered 
the fearful silence\" of professors and openly expressed views 
widely held among Egyptian academics. 


15. (C) Clearly one of the most significant developments of 
early 2005 has been the sustained emergence of the protest 
movement Kifaya (\"Enough\") - a loose coalition of political 
groupings and individuals united by their opposition to the 
Mubarak regime (ref G). The group 

attention of the international media 

number of Egyptians 

to repeatedly defy bans on its demonstrations and turn out on 
the streets for a series of protests this spring. While the 
numbers Kifaya turns out at demonstrations are modest by 
international standards (usually around 200-500) 

and resolve is undeniable and they can probably be credited 
with having made routine previously unutterable slogans such 
as \"Mubarak must go 

bequeathment of power (to son Gamal) 

16. (C) Kifaya\'s latest feat was staging simultaneous 
demonstrations in 11 Egyptian cities on April 27 
unauthorized by the government 

(most were released within several hours). The Ministry of 
Interior has openly lost patience with the movement and its 
activities 

and prosecution of KifayaVs leaders or authorizing a Whead 
cracking" approach by the riot police deployed to contain the 
demonstrations - no doubt mindful of the domestic and 
international fallout that would likely ensue. The 
movements strength - its simple 

also limit its development as a political force. As one 
Internet commentator 

concedes 

contradictory groups 

The only consensus is that Mubarak must go; everything else 
is up for debate. V" 


17. (C) For their part 

which is banned but tolerated by the GOE within certain 
parameters 

political movement 
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іп Egypt\'s changing political atmosphere - by adopting 
political reform as their mantra in place of their 

traditional calls for the implementation of ShariVa Law. As 
discussed in ref H 

Vblueprint for political reform 

rightsW organization 

(though enigmatic and often contradictory) political 

discourse. In late April 

Mahdy Akef pledged the group\'s loyalty to President Mubarak 
(while continuing to demand the dissolution of the Emergency 
law) 

Vrespect and support for the office of the President 

in a statement posted on the group's website in early Мау 
AkefVs deputy 

the coming Presidential elections. 


18. (C) In the past two months 

KifayaVs activities (in which it has conspicuously 

participated) 

time in the recent past to defy government bans on 
demonstrations: Their March 27 demonstration (ref F) 
successfully thwarted by the GOE 

deployments paralyzed central Cairo for hours and prompted 
much criticism of the GOE in the independent press. The MB 
appeared to up the ante with demonstrations it staged on May 
4 in Cairo and six provinces 

thousands of MB cadres and sympathizers. The GOE responded 
according to an MOI statement with 400 arrests - the largest 
number of MB arrests in a single day that we can recall. The 
demonstrations reportedly devolved into clashes with police 

in some spots 

demonstrators were injured (according to the MB) 

MOI claimed that an undisclosed number of police were 
injured. 


19. (C) The apparent reemergence 

domestic terrorism 

the mood of uncertainty and concern in Egypt this spring. 

The calm that had prevailed since the infamous Luxor massacre 
of 1997 was first shattered in October 2004 

Egyptians 

detonated several explosives at several tourist sites 

frequented by Israelis on the east coast of the Sinai 

peninsula (septels). The GOE was quick to emphasize that the 
group that conducted the attack had been identified and 
quickly captured 

connections to wider terror networks. Though the GOEVs 
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public analysis had some clear flaws 

forestalling any major impact on the country\'s tourist 
industry. However 

occurred in Cairo in April 2005 (septels) have undermined the 
public mood and raised fears that EgyptVs victory against the 
terrorism of the 1980s and 1990s might be eroding. 


20. (C) The GOE has considerable experience dealing 

form or another 

above. However 

in which so many significant and sensitive issues have 
converged at the same time. Usama Ghazaly Harb (protect) 
the prominent intellectual 

Varrived at one of the most sensitive moments in its modern 
history" and confided that he was unable to predict with 
confidence V'what will happen next month 

from now.\" These various developments 

certainly have GOE policy circles working overtime and will 
test conjectures on the degree to which Mubarak and his inner 
circle have a master plan to shape and drive developments 
rather than just react to them. 


21. (C) With so many variables in play 

the possibility that the GOE may feel compelled to crack down 
on one or more of the groups challenging its legitimacy as 
elections draw closer. Conversely 

if additional strands of opposition emerge 

existing strands continue to seek opportunities to make 
common cause with each other in an effort to challenge the 
GOE more effectively. 


Visit Embassy Cairo\'s Classified Website: 
http://www.state.sgov.gov/p/nea/cairo 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website. 


GRAY 
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unsatisfactory\" the Chilean Governments response to Peru\'s 
diplomatic note protesting ChileVs 1995 arms deliveries to 
Ecuador (Ref A). Consequently 

suspending the planned 2x2 meeting of Foreign and Defense 
Ministers scheduled for 5/16 

free trade negotiations with its southern neighbor 
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maintaining its commitment to positive bilateral relations. 
Former President Alberto Fujimori told a local radio station 
that his government had treated the matter V'with reserve\" to 
avoid upsetting peace negotiations with Ecuador and claimed 
that Toledo was raising this issue as a smokescreen to 
distract public attention from the congressional 

investigation into allegations that President Alejandro 
Toledo\'s party forged signatures to register for the 2000 
elections. The Chilean and Ecuadorian DCM\'s both opined to 
DCM on 5/4 

shipment issue as a smokescreen. Whatever the motive 
aggressive public stance has painted it into a corner 

will likely be some time before its bilateral relations with 

Chile can move forward. END SUMMARY. 


2. (U) According to Ferrero 

apologies from Chile for what had happened 

not/not make this explicit in its diplomatic note protesting 
Chile\'s actions (Ref B). The Chilean diplomatic note in 
response 

Secretary General of the Presidency Francisco Vidal 


SIPDIS 

expressed the GOC\'s V'profound unhappiness\" with the Peruvian 
note; treated the arms delivered to Ecuador as a closed issue 
that was resolved ten years ago; termed Peru\'s questioning of 

its good faith as a guarantor of the 1942 Rio Protocol as 
\"unacceptable;\" and questioned the GOPYs public announcement 
of its note before the latter was delivered to the Chilean 
Ambassador in Lima. Ferrero reiterated that the Peruvian 
Government did not/not consider the issue to be closed 

believed that the declarations by former Ecuadorian military 
commander Gen. Victor Bayas provided new evidence justifying 

a fresh look at the case (Ref C) 

had a duty to inform its citizens of its actions in this 

matter before it transmitted its point of view to Chile. 


3. (U) Ex-President Fujimori 

Japan to his local radio show “Тһе ChinamanVs Hour" (although 
of Japanese descent 

stated that his government had treated the Chilean arms 
deliveries to Ecuador V'with caution and reserve" so as 

not/not to upset the delicate peace negotiations with 

Ecuador. He explained that Peru was concerned that if it 
confronted Chile openly 

1942 Rio Protocol 

the issue privately would help ensure ChileVs neutrality. 

Fujimori then accused the Toledo Government of using the arms 
deliveries as a smokescreen to divert attention from the 

false signatures scandal (Ref A). 
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4. (C) Chilean DCM Hernan Mena and Ecuadorian DCM Galo 
Yepez 

President Toledo and Prime Minister Ferrero were using the 
arms shipments as a smokescreen to divert attention away from 
the regime\'s scandals. Yepez noted that Argentina also sold 
Ecuador arms during the 1995 border conflict 

mention has been made of this by the GOP 

acknowledged that Argentina 

guarantor of the Rio Protocol. Mena added that while Chile 
saw the GOP as being behind the arms shipment campaign 
believed that narco-kingpin Fernando Zevallos 

Continente (PeruVs largest airline until his Kingpin listing 
forced its closure) was the instigator of the press campaign 
against LAN Peru/LAN Chile over an in-flight video that had 
negative coverage of Lima (Refs C-D). 


5. (C) COMMENT: The GOP 

stance 

Chilean arms shipments to Ecuador. While Ferrero and others 
maintain that Peru remains committed to maintaining good 
diplomatic relations with Chile 

time for this latest bump in the road to subside and for 
high-level contacts to resume. END COMMENT. 

STRUBLE 
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Channel 3 broadcast a statement by Melvin Redondo 
negotiator who said 

Republic presidents will visit certain U.S. communities in 
which there is still some opposition to CAFTA.V 


VWith the non-approval of CAFTA in the U.S. the situation 
will become complex. We will have to seek alternatives in 
Honduras for the finalization on the Caribbean Basin in the 
next three years. Obviously it will not stimulate the 
investment and commerce in the country 

will be difficult to handle this situation. V 


2. On 05/05 the San Pedro Sula-based liberal daily \"Tiempo\" 
carried an op-ed by Pablo Rodas Martini 

Regional Program "Central America in the XXI Century in 
global economy 

VBefore NAFTA 

read them 

arguments opposed to our Central American ones. First: there 
is a contradiction because the critics say there will be 
unemployment in the U.S. 

suffer it. With NAFTA employment in both countries 
increased. V 


\"Second: another contradiction with the commercial deficit. 
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Both say they will suffer it. The statistics of the USITC 
show that the U.S. hasn\'t had deficits and Central America 
exported more than the imported. V 


V'Third: contradiction in which agriculture has been 
affected. Historically Central America has had an important 
growth in its external commerce 

a step forward to total openness. And Mexico is absolutely 
not the best reference in agriculture. V 


\"Result: Central America\'s critics 0 vs. U.S. Critics 0.\" 
Palmer 
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divisions among ethnic minorities.\" These beliefs included 
claims that the end of the world would occur in 2000 and 
that people should stop working and abandon their land. 
Authorities helped people understand the \"true nature\" of 
these \"false schemes.\" (Note: The Chairman was likely 
referring to the \"Vang Chu\" Hmong sect. Many Highlands 
authorities apparently have associated all Protestants with 
this sect 

or as a deliberate attempt to tarnish it. Refs B and C. 

End note.) 


3. (SBU) The Ambassador noted that the Prime Minister\'s 
Instruction on Protestantism recognized the existence of 
believers in the Northwest Highlands 

documented over 70 

house churches in Dien Bien and Lai Chau. He urged 
authorities to take steps to facilitate religious adherentsV 
ability to register house churches and worship freely. 


4. (SBU) The Ambassador visited three ethnic minority 
villages in Dien Bien and Lai Chau. In visits arranged by 
provincial authorities to two Thai villages 

stated plainly that there are no resident religious 

believers 

ancestor worship. The Ambassador specifically requested to 
visit a third village that had been identified to us by the 

ECVN as containing a Hmong Protestant house church. There 
an anxious looking village leader responded to the 
Ambassador's questions with some coaching from his \"elder 
brother 

he is not Protestant and that there is no house church in 

his village 

was seemingly belied by a snapshot on the wall of the 

village leader standing in front a church with the words 
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VProtestant Church emblazoned on its facade. 


5. (SBU) At the Ambassador''s request 

neighboring house of a Protestant convert. The believer 
seemingly unnerved by his official Vietnamese and foreign 
visitors 

follow Protestantism 

having heard Protestant radio broadcasts in the Hmong 
language. When asked what he understands his religion to 
represent 

follows what others tell him. (Note: There was a striking 
difference between the three villages we visited. While not 
affluent 

houses 

Hmong village was high on a mountainside 

sparsely furnished houses and far more visible signs of 
poverty. End Note.) 


Lao Cai Follows New Religious Laws 


6. (SBU) Authorities in Lao Cai Province were more 
forthcoming. Provincial People\'s Committee Chairman Bui 
Quang Vinh acknowledged that religion is a V'very sensitive 
issue.V Authorities respect the different beliefs of all of 

the provinceVs ethnic groups. Chairman Vinh admitted that 
forced renunciations V'may have happened 

some people have spread Protestantism V'as a way to collect 
money from others" and \"to spread false information to 
create instability and overthrow the Government." V'Ethnic 
minorities in Lao Cai have long established traditions. 
Protestantism is new and different 

disputes among families and communities 

Society. As a result 

against it 

you have heard may be true 

authorities are aware of the new laws regarding religion and 
they \"respect religion 

religion." The promotion of religion must not V'cause damage 
to family or community unity 

support a religion that \"damages another one or acts against 
traditional beliefs.\" Vinh also noted that many village and 
commune leaders themselves members of ethnic minority 
groups. These individuals often resent Protestantism as an 
alien religion that threatens their traditional beliefs and 
practices. Hau A Lenh 

Lao CaiVs Sapa District and himself an ethnic Hmong 

that authorities in his district have already reached out to 
Protestant and Catholic believers to explain Vietnam\'s new 
laws on religion and help ensure their practices can be kept 
in accordance with them. 
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7. (SBU) Father Nguyen Huy Tuc (protect) 

priest for all of Lao Cai 

described to the Ambassador the situation for his followers. 
Father Tuc was assigned to his position in 2004; before 
this 

(Ref D). There are seven Catholic churches and 10 
faithful in Lao Cai under Tuc\'s oversight 

additional congregations with 3 

and Dien Bien cities 

buildings. Father Tuc has V'good relations" with authorities 
in Lao Cai Province 

the Lai Chau and Dien Bien congregations or meet with 
authorities there. The majority of Catholics in the region 
are ethnic Kinh Vietnamese 

areas 

Church is growing in the region despite the shortage of 
priests. Congregations are able to hold religious education 
classes for youth and have an internal charity focused on 
aiding Church members. Father Tuc said he has met with 
provincial authorities in regards to the new legal framework 
regarding religions 

forms with which the Church can register its activities. 


8. (SBU) Comment: The acknowledgement by Lao Cai authorities 
of the presence of Protestant adherents and their apparent 
willingness to work with religious believers is a major 
change. Previous visits by U.S. and other diplomats to the 
region had simply met with uniform denials by all provincial 
authorities of any religious practice. There is clearly a 
great deal of ignorance and suspicion of Christianity among 
provincial officials. This will take time to overcome in 

the Northwest Highlands 

Lao Cai eventually will spill over into its more reluctant 
neighbors. End Comment. 
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\"most difficulties\" in Vietnam. Most of the province\'s 90 
communes are included in the GVN\'s Program 135 poverty 
alleviation plan. The provinceVs 230 

largely Thai 

prominent. The Kinh Vietnamese constitute only ten percent 
of the population. Quang described the ethnic minorities as 
being poor and poorly educated 

technologies and techniques. V 


5. (U) Lao Cai Peoples Committee Chairman Bui Quang Vinh 
marked his province as V'among the six poorest in Northern 
Vietnam.V Of the provinceYs 164 communes 
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difficult" and 80 percent of the province\'s population of 
640 

have lowered the number of residents below the poverty line 
from 30 percent to 8.4 percent 

again if Vietnam reassesses its poverty line 

expected to do. 


Regional Development: Focusing on the Basics 


6. (U) Overseeing development in the Northwest Highlands is 
a Central Government Steering Committee 

the Economic Commission of the Communist Party\'s Central 
Committee. Dien Bien 

together to make requests for development assistance from 
the GVN 

largely on extending basic infrastructure and services to 

all citizens. Lai Chau hopes to provide access to 

electricity to 80 percent of households by 2010 (up from 40 
percent today) and Dien Bien has extended electricity to 60 
of its 88 communes. Lao Cai is trying to provide small 
hydroelectric generators to those communes not linked to the 
national electric grid 

to provide access to 70 percent of villages by car. For its 
part 

88 communes by 2005. Dien Bien and Lai Chau each have three 
hospitals 

Dien Bien claims to have followed GVN instructions and 
programs to spread awareness of the threat of HIV/AIDS and 
to control for avian influenza. Lai Chau has a growing 
HIV/AIDS problem V'connected to tourism 

has 393 registered HIV positive patients 

1996. 


7. (U) All three provinces have placed a particular focus on 
education. Dien Bien has built at least one primary school 
in all of its communes and has 16 secondary schools 
teacher's college and a nursing school. In addition 

district has a boarding school for ethnic minority students. 
Lai Chau is focusing on the construction of schools and the 
assignment of teachers to remote areas and hopes to have 
primary education available to all children by 2009. The 
province also benefits from a special GVN program for the 
construction of schools for ethnic minorities. 


8. (U) At Dien Bien\'s premier provincial-level boarding 
school for ethnic minority students 

explained that students previously had been referred by 
district Peoples Committees. In 2004 

introduced to select entering students 

undertakes to ensure that different ethnic groups and 
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regions are represented. Some of the arriving students need 
VVietnamese language improvement courses!" in addition to 
their regular classes. Graduates largely go on to positions 

in the provincial government. In the most recent graduating 
class of 100 students 

them in special Government programs reserved for ethnic 
minority students. Approximately 33 percent of the schools 
students are female. 


Economic Opportunities: Tourism 


9. (U) Industry in the Northwest Highlands largely consists 
of hydroelectric dams and some mining projects. Dien Bien 
contains three hydroelectric power stations as well as some 
coal mining. Lai Chau has one hydroelectric station and is 
planning two more. Lai Chau is hoping to develop its mining 
sector through a joint venture slate quarry already in 

place; the possibility of developing a gold mine with 

foreign investors is also being explored. The Lao Cai 
Peoples Committee Chairman told the Ambassador that he 
hopes to develop mining and hydroelectric projects 

he did not point to specific examples. Lai Chau authorities 
noted that the construction of new dams will displace a 
number of individuals 

Dam in neighboring Son La Province. However 

done in accordance with national policies on compensation 
for displaced individuals 


10. (U) Lao Cai sees opportunities for development of 
tourism thanks to its border gate with China\'s Yunnan 
Province 

opportunities for tourists to visit ethnic minorities. 

Ethnic minorities have also begun producing handicrafts 
specifically for sale to tourists in Sapa and Hanoi 

to reduce poverty levels. Lao Cai hopes to develop the \"Red 
River economic corridor V" running from Haiphong through Hanoi 
and Lao Cai to Kunming in China. The province is developing 
a horticulture project in partnership with an American 

investor and focused on developing flowers for export north 

to China 


11. (U) Lai Chau also looks to China for economic 
opportunities. Lai Chau had 300 billion dong (19 million 
USD) in exports through its border gate in 2004 
cashews 

areas in Vietnam. The province is also encouraging 
districts to cooperate with their counterparts across the 
border on issues of regional concern. 


Village Life Slowly Improving 
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12. (U) In two ethnic Thai minority villages 

told the Ambassador that their populations are growing 
rapidly. Both villages have Party cells in addition to an 
elected village chief: in one village 

twenty years 

elected. The State provided healthcare 

primary education to children of both villages 

relatively accessible by car. Economic growth in one 
village had allowed many families to acquire a bicycle and 
television. Despite these improvements 

largely exist on substance farming 

maintenance of irrigation water supply as their key concern. 
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Declaration" in Eruh district of Siirt last year on November 27 
a date which also marks the date the terrorist organization PKK 
engaged in armed actions for the first time. (Note: That was in 
1984). Three hundred fifty people 

political organizations 

members from Diyarbakir gave their statements at the Office of 
the Security Director in Diyarbakir yesterday. 


RADIKAL / CUMHURIYET / EVRENSEL: Bekir Kaya 

attorneys for jailed PKK leader Abdullah Ocalan 

and later released by the Gemlik Jandarma Command in Bursa upon 
an order by the Istanbul 11th Heavy Criminal Court. (Note: Kaya 
had earlier been called to the Istanbul court to make a 

statement there and had not appeared.) Meanwhile 

and Feridun Celik (former Diyarbakir mayor) 

Abdullah Ocalan 


CUMHURIYET: According to results of a study 

work in the streets of Diyarbakir and 600 children live in the 
streets there. The Children\'s Rights Center of the Diyarbakir 
Bar Association stated that these children 

protection 

criminal networks in crime 

abuse. 


OZGUR GUNDEM: Turkish Armed Forces reportedly started a 
military operation in the area of the Hani 

districts of Diyarbakir. Reportedly 4 

unspecified number of village guards are deployed in the area. 


EVRENSEL: The petroleum that leaked from 
Batman-Yumurtalik Pipeline (see press sum 4/18) to the Ataturk 
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Dam has made its way to the shores of Samsat district in 
Adiyaman 

concerned about the quality of their potable water. 


EVRENSEL: Truckers and transporters launched a nationwide 
strike to draw the governments attention to the problems of 
truckers. Truckers demand a decrease in the diesel oil prices 

an increase in transportation fees 

demands that they overload their vehicles. 


ZAMAN / RADIKAL / YENI SAFAK: Pursuant to intelligence obtained 
about several bomb incidents allegedly being planned by the PKK 

a woman (reportedly a runner) was caught with 1.5 kilograms of 

C-4 explosives on her body in front of the Office of the 

Security Director in Diyarbakir. Separately 

raided a terroristsV cell in Istanbul 

and found 7.5 kilograms of plastic explosives. 


BOLGE: DYP (True Path Party) Adana Provincial Chairperson 
Nevzat Saskin is quoted as saying that AKP (Justice and 
Development Party) has lost its credibility in the eyes of the 
public and will not be able to fare well in 2006. 


BOLGE / EKSPRES: A heavy hailstorm that struck Yumurtalik 
district of Adana damaged produce in cotton 
apricot fields belonging to 20 different farmers. 


EKSPRES: It was a \"cold shower" for the victims of Adana\'s 
June 1998 earthquake when the General Directorate of Disaster 
Relief ordered them to repay the total amount of money granted 
as a loan to them. The victims were surprised upon hearing that 
their liability had become effective in 2001;they claim no state 
authority had sent notice before that date to them regarding any 
repayment. 


SABAH (GUNEY): Twenty-seven German teachers arrived in Adana 
and paid visits to various primary schools. The group's aim was 

to learn more about the Turkish education system and its 

policies. Some German teachers reportedly asked school directors 
about the headscarf issue 

of non-Muslim students with regard to religious instruction in 

classes. 


RADIKAL / ZAMAN / OZGUR GUNDEM / YENI SAFAK: Former PKK 
militants 

in PKK and then operated on behalf JITEM (Jandarma Intelligence 
Center) 

extort money from DEHAP Istanbul administrators. 


RADIKAL: Relatives including the brother-in-law and 
father-in-law of a 15-year-old girl 
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the girls nose off of her face 

Prosecutor on March 11 after being charged with a crime 
classified as minor wounding. (Note: Despite the use of the 
terms \"brother-in-law\" and \"father-in-law\" in the news report 
the girl is under the legal age required for marriage in Turkey. 
End note.) The men were arrested again only after Remziye 
Tanrikulu 

Diyarbakir Bar Association 


ECONOMIC DEVELOPMENTS 


1. EVRENSEL: A Gaziantep University study revealed that 
Gaziantep provinces unemployment figures were higher than the 
nationwide average. The study says Gaziantep has a 20.3 percent 
unemployment rate whereas the nationwide unemployment figure is 
reported to be as 13.8. 
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Forces event is being conducted during the month of May 
between Hungary 

dates: 18 May - Visitors 


3) Slovenia has agreed to provide 5 

Excess Defense Articles and Sierra Leone is interested 
in them. We are coordinating with Slovenia to acquire 
pictures of the uniforms for Sierra Leone. 


A. FMF 


1) ENGLISH LANGUAGE TRAINING (S3-D-TAC 
The Coordinator of the Language School has been an 
American since the language center opened 
Slovenes will take over the position this year. The 
current coordinator departs 11 May. There are 36 
Slovenian students in elementary English classes 
intermediate classes 

of whom continue until June. 


2) HMMWV Spares. (S3-B-KZP 

$192 

this case very quickly. The case is active 
been ordered 

in Slovenia. 


3) DRILL INSTRUCTOR (S3-B-OAB 
Recommendations from the drill instructor who was at 
Vipava Training Center observing SloveniaVs basic 
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training were formally provided to the MOD. ODC Chief 
and members of the General Staff will meet with the 
Commander of the Vipava Training Center in May to 
discuss the way ahead. 


4) BELL 412 VHF RADIO and IFF (S3-B-UAJ/UAK) 
Installation of the radios (UAJ) is proceeding 

been delayed while the Slovenes await coordination from 
Rockwell Collins. This will cause a delay in the IFF 
installation (UAK) 

This delay will likely cause the case to exceed the 
original case value. Raytheon has asked us to assist in 
resolving this issue. 


B. DCS/CONTRACTOR 


GPS. The Slovenes asked for an official explanation of 
the US approval process to obtain P-codes. ODC sent a 
message to EUCOM requesting an explanation of the 
process and received an email response from the J6 
action officer 


D. IMET 


1) Eight students have been processed for various 
technical and professional military training. The first 
two officers from the 18 th NBC battalion will attend 
Chemical Officer Basic course. 


2) The training manager worked with the MILDEPs to 
program the majority of FY-06 courses that Slovenia 
requested. 


3. 2 ECL tests were administered to 16 students 

for FY 05 IMET and S3-B-OAC. A 3-point ECL waiver was 
granted to a student attending Health Care Specialist 
course. 


E. COUNTERTERRORISM FELLOWSHIP PROGRAM (CTFP). 


1) Slovenia received CTFP funding for \"Regional MET: 
Civil-Military Responses to Terrorism 

26 April 2005) and sent two participants to the 

seminar. Slovenia originally had three candidates for 
this event 

received only 2 days before the MET started 

candidate could not attend. 


F. MARSHALL CENTER. 
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1)\"How to Win the Peace: Challenges 
Capabilities of 21st Century Crisis Management 
Berlin 

the Ministry of Defense 

and the Parliament attended. 


2) Senior Executive Seminar 05-3: Challenges to NATOVs 
Transformation: A Look Across the Mediterranean 

April - 6 May 2005. Slovenia got an approval to send 

three participants to this course (two slots allocated 

for Slovenia)- two from the Ministry of Defense and one 
from the Ministry of Foreign Affairs. 


G. MIL-TO-MIL/BILATERAL AFFAIRS 


1) BAO is coordinating for Brigadier Krkovic and MAJ 
Zakrajsek to observe Marine integration in North 
Carolina and South Carolina during June (SI-0781). 


2) J4-ID and SPP is not able to support two NBC 
Operations events for Slovenia. SloveniaVs stated 
contribution to NATO has been a strong NBC capability 
therefore 

program is now searching for National Guard Units that 
may be able to participate. 


3) J4-ID LRP planning meeting has been changed to a 
tele-conference/video-conference scheduled for 17 May. 


4) LTC Poljsak 

11 April. He said that the event was well planned and 
executed and he was able to make some significant 
points of contact regarding logistics training being 
conducted in Bulgaria. As a result of this 

was able to get two officers invited to a 7-week MTT 
developed by the Joint Movement Center that Bulgaria is 
going to conduct. 


5) The BAO met with Navy Captain Edi Jeran 
International Cooperation Events Coordinator at 
FORSCOM 

05 events and FY 06 events. 


6) The BAO has attended several representational events 
to continue to build strong relationships in Slovenia 

and to support the Ambassadors speakers program. He 
attended the WWII commemoration ceremony in Javorvica 
military event in Obina-Grad 

Slovenes invited to Aviano by the DAO 

presentation at the Foreign Language School in 

Sentjernej. He also hosted a BBQ for selected members 
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of the 17 th Military Police Battalion. 


3. PERSONNEL/RESOURCES/LOGISTICS 
A. PERSONNEL: 


1) PERSPECTIVE GAINS: Lt Col Eugene Moty 
arrival 23 Jun 05 

2) PERSPECTIVE LOSSES: Lt Col Margaret Claytor 
scheduled to depart in Aug 05 

3) ATTACHED PERSONNEL: 

- Mary Jo Villalobos 

departs 11 May 

- Kristin Pedroja 

- Kathy Lance 

- John Stephens 

- Helen Prevost 

4) ODC CHIEF APPROVED TDY/LEAVE: 25 April to 6 May 2005 
5) RATING SCHEME CHANGES: None 

6) EXTENSIONS/CURTAILMENTS: None 


B. RESOURCES. Vehicles and ADP equipment are 100% 


operational. SA van headlights were replaced. 


C. LOGISTICS. The ODC is awaiting a decision from 
EUCOM 44 on whether the ODC will join the furniture 
pool at the Embassy. 


4. WAY AHEAD (upcoming events next 60 days) 

- 25 Apr - 6 May: ODC Chief Leave 

- 27 Apr: SLO Holiday 

- 2 May: SLO Holiday 

- 17 May: EUCOM J4-ID Mil-to-Mil Planning 

- 27 - 31 May: Congressional Delegation in Slovenia 
- 7 - 9 June: Small Unit Event Final Planning Conf 

- 27 Jun - 1 Jul: Rotary Wing PKO 


5. CHIEF COMMENTS: 


A. ACSA. Mr. Bozidar Humar 

Foreign Affairs 

agreement. Some discrepancies in the translation of the 
original text were corrected and should be sent to us 
during the first week of May. Once we verify their 
proposed modifications they will start the ratification 
process with the Government and then their Parliament. 
They hope to have these modifications finalized in 
June. 
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B. FMF Case Review. The ODC has initiated a review of 
all FMF cases to identify funds on existing cases that 

are not planned to be used. The goal is to free up 

funds where possible and make them available for other 
cases. 


C. The Coordinator of the English Language Center 
Mary Jo Villalobos 

having spent nearly five years here. She set up and 
managed the English Language Center in Ajsevica and 
will now move to United Arab Emirates to establish 
their school. 


6. POC is MAJ Scott Fredericksen at +386-1-471-2165 
FAX 471-1577 

REGARDS. 

HAAS 
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of Armenians in 1915 without using the term \"genocide.\" The 
Chancellor also met with the Ecumenical Patriarch to 
underscore German support for religious freedom in Turkey 
and publicly criticized the Greek Cypriots for rejecting the 
Annan Plan. End Summary. 


2. (U) Schroeder met with Erdogan and Sezer in Ankara and 
then flew to Istanbul 

Bartholomew | 

attended the Turkish-German Business Congress. 


3. (C) Thomas Bagger 

German Embassy 

the December 17 EU Summit 

accession talks with Turkey. At the time 

expected it to be a victory lap following the Summit success. 
However 

by subsequent events casting doubt on Turkey\'s EU candidacy. 
The EU Troika\'s March visit was marred by police violence 
(reftels A-B) 

(reftel C) 
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anti- Turkish sentiment. The German Parliament 

has been debating a resolution on the 1915 Armenian 
massacres. Schroeder came to Turkey with the aim of 
rejuvenating the GOT reform effort 

Germany that he is not overlooking Turkey\'s shortcomings. 


4. (U) Bagger said Schroeder praised Erdogan and Sezer for 
the EU-related reforms adopted by the GOT over the past three 
years. He did not \"lecture\" them on the recent lack of 
progress 

on track. He also urged the GOT to sign the Ankara Agreement 
extension protocol 

Customs Union agreement to Cyprus and the other new EU member 
states. The Chancellor averred that the EU would place no 

new conditions on Turkey. He pledged 

publicly 

accession talks with Turkey October 3. He assured the Turks 
that the outcome of the May 29 French referendum on the EU 
Constitution will not affect Turkey\'s accession process. 


5. (U) Schroeder\'s meeting with Patriarch Bartholomew was 
intended as a signal to both the GOT and Turkey-skeptics in 
Germany that he expects the GOT to make greater progress on 
religious freedom. German church leaders had urged Schroeder 
to emphasize religious freedom during the visit. Contrary to 
some Turkish press reports 

length the need for the GOT to reach agreement on the 
re-opening of the Ecumenical Patriarchate\'s Halki Seminary. 
However 

ecumenical 

Chancellor made a point of using the title during his speech 

at Marmara University 


6. (U) Erdogan was the first to raise the issue of the 
Armenian massacres 

Parliament from adopting a resolution on the issue. 
Schroeder bluntly replied that Parliament will pass a 
resolution. He emphasized that the resolution will not 
include the word \"genocide.\" It will be a balanced 
statement 

as an ally of the Ottomans at the time. 


7. (C) Schroeder told his GOT interlocutors that Turkey needs 
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to adopt a more flexible 

of the massacre of Armenians. He said Germany will support 
Erdogan\'s declared initiative to have a joint 
Turkish-Armenian historical commission examine the matter. 
He warned that Turkey only undermines its position in Germany 
by using threats to try to block an Armenian resolution. 
Bagger told us this was a reference to Turkish Ambassador to 
Germany Irtemcelik 

meetings. Bagger described Irtemcelik as running amok\" in 
his efforts to warn German MPs that they will turn Germany\'s 
2.5 million ethnic Turks into enemies if they adopt an 
Armenian resolution. V'This plays right into the fears of 

those who see the Turkish community in Germany as a fifth 
column 

Schroeder\'s remark 

his duty to protect Turkey\'s interests. 


8. (C) Schroeder deviated from his prepared text in his 
comments on Cyprus at Marmara University 

Chancellor told the audience that North Cyprus will be 
included in bilateral discussions of how to boost 
German-Turkish cooperation in agriculture and tourism. He 
said he sympathizes with the Turkish desire to see North 
Cyprus treated fairly 

Vpunish those in Cyprus who have done the right thing while 
rewarding those who have done otherwise 

2004 referendum on the Annan Plan 

approved and Greek Cypriots rejected. \"That\'s the clearest 
criticism of the Greek Cypriots that | have heard from the 
Chancellor 


9. (C) The audience applauded the Cyprus comments 
German diplomats by surprise. Bagger said the speech went 
beyond SchroederYs statements in private meetings 
appeared to indicate a shift in German policy. However 

is not clear whether there will be any change in practice to 
Germany\'s approach on Cyprus. Bagger speculated that 
Schroeder felt the need to provide V'something for the Turkish 
soul on Cyprus!" after disappointing the GOT on the Armenian 
resolution and raising concerns on religious freedom. 


10. (C) Schroeder did not meet with opposition Republican 
Peoples\' Party (CHP) Chairman Baykal or any other CHP 
representatives. Bagger said Schroeder\'s meeting with Baykal 
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last year was unproductive 

virtually no contact between CHP and the German Social 
Democrats. 


11. (C) Schroeder appears to have accomplished his goals 
only modestly. His praise of GOT reform 

words on Cyprus 

beginning to question both the competence of the ruling AK 
Party and the sincerity of the EU. The Chancellor drew very 
little criticism from either the GOT or the media for 

referring to the Patriarch as ecumenical 

may have won points with German church leaders while at the 
same time forcing the Turks to adjust their normally mulish 
approach to the issue. 
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raise public awareness of marine pollution and to increase 
protection of marine resources. In all 

people participated in the Jinshan beach clean-up. 
According to TaiwanYs EPA 

were held throughout Taiwan on April 30 with a total of 

40 


2. DDIR Earth Day Speech presented at Jinshan Beach Clean- 
up 


Begin text 


Taiwan EPA Minister Tsay Ting-kuei 

Governor Chang Tzi-chin 

Syu Huei-you and Jinshan Township Chief Yu Chung-yi 
American School Key Club members and all other participants 
in today\'s event 

Institute in Taiwan 

cleanup and support your efforts to raise awareness of the 
problems of marine debris and help improve the local 
environment in which we all live. 


This beach cleanup is both a highly appropriate 
commemoration of Earth Day and of Taiwan\'s increased 
attention to the environment since our two sides began 
cooperating on environmental programs in 1993. Much has 
changed in Taiwan over the past 12 years and the 
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environmental improvements we have seen are prominent and 
welcome. Since | first studied in Taiwan in the 1970s 

can personally attest to the significant improvements in 
TaiwanWs air quality. 


| would also like to use this occasion to emphasize the 
importance that the United States places on the responsible 
use and stewardship of ocean and coastal resources. In 
December 2004 

Action PlanW that acknowledges the vital contributions that 
oceans make to our well-being. The U.S. Ocean Action Plan 
seeks to make U.S. coasts and lakes cleaner 

more productive. In addition 

pioneering techniques to crack down on illegal fishing 
worldwide. And we are leading efforts to prevent marine 
mammals 

unintentionally caught in fishing nets or accidentally 

hooked in longline fishing operations. 


Finally 

excellent opportunity for AIT to express the importance we 
place on continuing our cooperation to improve the 
environment both globally and locally. 


Thank you for allowing us to be here and to help contribute 
to enhancing Taiwan\'s natural beauty. 


End Text 
PAAL 
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Work Phone: (66-2) 263-7466 

phone: (66-1) 931-2812. Embassy point of contact is: Colin 
T. Crosby 

254-3812 

emergency number for the Embassy is (66-2) 205-4108. 


4. (U) Due to limited resources and easy availability of 
airport transportation 

airport meet and assist. Thai Airways Limousine Service and 
American Express Airport Taxi are recommended for persons 
unfamiliar with Bangkok. These services are located inside 
the arrival hall 

cost of a one-way trip varies form 700 to 1 

depending on the type of vehicle 

for expressway tolls. Regular taxis are also available and 
cost approximately 225 Baht 

airport surcharge of 50 Baht. Currently 

approximately 38/dollar. 
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5. (U) Although visas are not required of holders of U.S. 
tourist passports who plan to stay fewer than 30 days 

holders of diplomatic or official passports MUST OBTAIN visas 
prior to arrival. If a traveler is not a U.S. passport 

holder; please call your local Thai Embassy for visa 
information. 


6. (U) Thailand has an airport departure tax of 500 Baht 
that must be paid in local currency upon departure. 


7. (SBU) SECURITY INFORMATION 


- (U) Crime is generally non-confrontational in nature. 
Criminal acts are usually crimes of opportunity such as 
purse-snatchings 

pocketing. Visitors should be especially alert in crowded 
buses 

should lock valuables in hotel safe deposit boxes not in 
their hotel rooms. 


- (U) Be aware of common scams and frauds (including credit 
cards 

at well-established and reputable businesses. Visitors 

should be careful when purchasing branded or copyrighted 
goods. There are many pirated counterfeit products in the 
marketplace; their purchase is against post regulations and 

it is illegal to import these products into the U.S. Be wary 

of common scams for jewelry 

antiquities. There are no Thai government-owned or sponsored 
gem stores. If victimized 

Police by dialing 1155. 


- (U) Visitors are cautioned from visiting bars involved in 

the sex trade. Many of these operate illegally and clients 

can be subject to RTG law; they often charge exorbitant drink 
prices and cover charges. There are also many incidents of 
crime against patrons in these establishments. Drugging and 
robbing of unwary individuals is not uncommon. There are 
frequent reports of victims being drugged and robbed or 
beaten when visiting these bars. The drugs used can cause 
serious temporary memory impairment 

overdosed 


(U) TRAFFIC: 
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- (U) The traffic situation in Bangkok can be difficult and 
dangerous for both pedestrians and vehicle occupants. All 
visitors should be alert to traffic patterns and unexpected 
motorcycle drivers. Traffic drives on the left-hand side 
opposite from the U.S. 

flows in the opposite direction. Pedestrians should use the 
overhead walkways for crossing busy streets. 


(SBU) TERRORISM: 


- (SBU) The threat from transnational terrorist groups to 

the U.S. Mission in Bangkok is currently ranked high. Despite 
stepped up RTG efforts to monitor its borders 

relatively porous and allow easy illegal access. 

Transnational terrorist groups 

Jemaah Islamiyah (Jl) 

point. 


- (SBU) The threat from indigenous terrorist groups is 
currently rated as low. There is no evidence to indicate 
that indigenous terrorist groups are planning acts against 
U.S. personnel or facilities. The far south of Thailand has 
experienced incidents of criminally and politically motivated 
violence 

Muslim separatist groups. Although Americans have not been 
specifically targeted in the past 

of past attacks by these groups - including bombings of 
public places - indicates a potential threat to American 
citizens. 


- (U) The State Department is concerned that there is an 
increased risk of terrorism in Southeast Asia 

Thailand. Travelers to Thailand should therefore exercise 
caution 

such as clubs 

areas 


(U) OTHER SECURITY TIPS: 


- (U) Visitors should avoid making any pejorative comments 
about any members of the Thai Royal Family or engaging in 
disrespectful conduct within temples or toward religious 
objects. Such behavior can result in arrest and/or expulsion 
from Thailand. 


- (U) Precautions should also be taken not to discuss 
sensitive or classified matters outside secure environments 
or over unsecured and/or cellular telephones 

safeguard classified or sensitive materials atthe Chancery 
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and not at hotels or residences. 


- (U) Visitors should also be aware of the State 

Department's Consular Information Sheet for Thailand and the 
most recent Worldwide Caution Public Announcements 
available via the Internet at http://travel.state.gov. DOD 
personnel must review the PACOM Force Protection Levels for 
Thailand found at http://131.84.1.218/staff/at/athome.shtml. 


- (U) In essence 

appropriate caution and be alert to their surroundings with 
regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Bangkok (Tel. 
02-205-4000 

we hope you have a safe and pleasant visit. 
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West Energy Corridor!" as a positive contributor to the city 
and region. They also expressed pride in the recent 
municipal natural gas contract - only partially implemented 
to date - to replace wide use of dirty coal. They also 
embraced plans for expanding Erzurum\'s skiing facilities 
including dreams of hosting a winter Olympics in the future. 


Non-performance of Sub-Contractors - Not Corruption 


8. (SBU) An April 14 story in the Radikal newspaper 
reported on a Prime Ministry inspection report that 
highlighted alleged overpayments by BOTAS to its sub- 
contractors 

in TEPE-Nacap\'s scramble to retain its contract for Lot A 

it had demanded extra payments from BOTAS. In addition 
according to the article 

to Fernas Company to set up an emergency team" to complete 
Work 

equipment. Per Ref C 

firms (including BOTAS) under investigation under the 
current energy probe for payment irregularities 

back to the so-called White Energy ScandalV. BTC officials 
told Energy Officer that the consortium had approval 
authority over principal sub-contractors 

BOTAS had acted on its own in apparently engaging Fernas. 
Officials also lamented that in general sub-contractors had 
bid too low 

unless more money was paid. Or 

resort to arguments about scope and design (BOTAS and TEPE 
are engaged in such an argument related to both lot A and 
the pump stations contracts). An April 27 article in the 
Aksam newspaper reported that the Ministry of Energy had 
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begun an inspection of alleged overpayments by former BOTAS 
officials to sub-contractors 

a court case. 


Comment - Glitches 


9. (SBU) Given the scope of the three-country project 
through rugged 

there would be some delays and cost over-runs in the BTC 
pipeline. BOTAS has been forced to adopt international 
business standards 

According to BTC officials 

manager 

serious management perspective 

political bureaucrat mind-set. There may ultimately be more 
allegations of mismanagement among BOTAS and sub- 
contractors 

management has engaged in any kind of corrupt practice. It 
is unfortunate to see for the first time one of the BTC sub- 
contractors named specifically as allegedly involved with 
improper payments. In the confusion of attempting to deal 
with non-performance by some of its sub-contractors 

may have not adhered to appropriate procedures or good 
business practices 

management by inspection audits. Unfortunately 

plethora of sub-contracts 

political connections 

led to the ultimate need for BOTAS to take over the 
contracts. The inability to adequately police sub- 

contractor performance may have contributed to excessive 
collateral damage 

BOTAS will have gained valuable lessons learned for managing 
large 


10. (SBU) In addition 

by some outside groups of alleged human rights abuses. For 
example 

human rights violations in Turkey related to the pipeline 
domestic groups have made no such claims. Some of the 
outside claims incorrectly refer to Kurds living in the 
North-East 

both World Bank IFC and the Caspian Development Advisory 
Panel providing regular oversight on human rights and 
community development issues 

of some web-sites outside of Turkey. At a meeting last fall 
with former State official Stuart Eizenstat and the Caspian 
Advisory Group 

controls related to human rights for the Jandarmarie Corps 
responsible for BTC security in Turkey. Embassy observes 
that BTC appears to have a robust and detailed program for 
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seeking \"buy-in\" from local populations by co-financing 
investment in cooperatives 

irrigation 

construction-related complaints. 
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capitalized at 32 million baht (aprox. 820 


2. An inquiry with Col Chanachit Charoen-nuang of the 
Defense Permanent Secretary Office 

confirmed that the company is recognized under Thai law and 
has valid permits to operate factories to manufacture 
ammunition in Thailand. The company also is permitted to 
manufacture Austrian Glock and Italian Beretta automatic 
pistols under license. Thai clients of the company include 
the Royal Thai Army 

ranges nation-wide. The Ministry of Defense has two military 
officials (one officer and one NCO) posted at the factory 
around the clock to monitor production. 


3. According to Colonel Phunsi Ratsami 

Industry Control Division of the Royal Thai Defense Industry 
Department -- the Thai government agency tasked with 
overseeing defense contractors -- Olympic is certified under 
Thai law to manufacture 9 mm 

ammunition. 


4. Pol FSN visited Olympics manufacturing facility in 
Nakhon Sawan 

on May 3. He noted it was in a controlled access location 
and had unarmed civilian guards checking all vehicles and 
persons trying to enter the compound. While there 

with Mr. Charan Chawla 

explained his company's former relationship with the Greek 
firm 

Thai firm). 


5. According to Mr. Charan 

Papadupolos 

Arms and Ammunition Co. 

\"Golden Arm Co. 

in his Thai company in exchange for Papadupolos\'s technology 
and ammunition manufacturing know-how. Papadupolos agreed 
and promised to buy 615 

CharanYs company. Charan agreed to change the name of the 
Thai company to Olympic Arm and Ammunition (Thailand) Co. 
Ltd. Charan said this agreement was oral only. After Charan 
changed his companys name 
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decided not to pay for his shares in the new venture. Charan 

had already changed his companyYs name and decided to remain 
in business as Olympic. Charan claims that Papadupolos still 
technically holds one token share in his company. He 

suggested that it would be too cumbersome under Thai law to 
remove PapadupolosVs small stake in Olympic Thailand. Since 
Papadupolos\'s withdrawal from the venture 

have never been in contact with the Greek again. Charan 
recently learned of Papadupolos\'s arrest in Italy. Plans to 
change the name of the company are underway and are expected 
to be completed by June this year. 


6. Pol FSN learned that Olympic Thailand has no foreign 
subsidiaries and that all of its 50 plus employees are Thai 
nationals. Employees must undergo fingerprint checks each 
day to verify their identity. The production line operates 

from 0800-1700 on weekdays. In addition to the contracts 
mentioned in para 2 above 

Investigation of the Ministry of Justice and the Narcotics 
Control Board of the Prime Ministers office have recently 
approached Olympic about possible contracts. The company is 
not allowed to sell its products in the private sector except 

at one facility in Pattaya Thailand. Bullets produced by the 
company are marketed to firing ranges under the \"Hunter\" 
brand name and to state agencies under the \"Olympic\" label. 
Charan told our FSN that he has been a weapons dealer for 30 
years and is also Managing Director of the Royal Defence Co. 
Ltd. He stated that he has had previous business relations 

with Lockheed Martin and US ATK Corporations. The compound 
where Olympic is located also has a factory making Glock 
pistols under license 

of which Charan is President. 


7. Sales records are maintained electronically and in hard 
copy. Pol FSN took digital photos of the facility. Those 
photos can be sent to the Department upon request. Please 
send requests to Embassy PolMil Officer Mark Lambert. 
BOYCE 
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Canaria airport after weekly charter flights from Banjul 
Gambia 

flights with different children during different weeks. 
French Air and Border Police (PAF) also participated in the 
investigation. 


2. According to the press reports 

the Cape Verde Islands to Dakar 

identification cards were falsified with the apparent 

involvement of members of the Cape Verde Embassy in Senegal. 
Victims then traveled by highway to Banjul 
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traffickers had connections with an air charter service to 

the Canary Islands. Victims would then transfer to flights 
bound for Paris. The traffickers would return to Cape Verde 
via Lisbon to avoid the Customs Authorities in the Canary 
Islands. 

MANZANARES 
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Reception Center is designed in part from what she learned 
while visiting the U.S. 


4. Comment Continued: Once the project is up and running 
considerably more information will come to light about the 
dimensions of the trafficking in persons (TIP) problem from 
Mozambique to South Africa. Apart from helping the actual 
victims transiting the center 

greatly benefit future efforts to counter TIP activity 

here. 

LA LIME 
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19 (C) It\'s continuing failure to embrace reform will only 

lead to further economic contraction 

political pressure for change in Zimbabwe. This may not be a 
bad thing. Having used every repressive trick in the book to 
ward off democratic reform 

real source of the ruling ZANU-PF\'s shrinking support base - 
may yet force Mugabe to accept change. We need to use our 
influence 

there be no bailout for Mugabe absent real economic and 
political reform 

greater political liberalization as a populace less beholden 

to government its daily bread finally finds the courage to 

fight for its freedom. 

DELL 
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all the desire to advance the peace process 

always stand on guard and rely only on ourselves. Jews 
can only rely on themselves. Sharon also blasted the 
use of Holocaust symbols by those who object to the 
Gaza disengagement plan. 


The media reported that Qassam rockets and mortar 
shells were launched at Israeli targets Thursday and 
this morning. One house was hit in Sderot. Yediot 
reported that Defense Minister Shaul Mofaz has 
instructed a revision of IsraelVs self-restraint 
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policy. HaVaretz reported that the IDF uncovered an 
eight-meter deep tunnel Thursday afternoon between 
Egypt and Israel 

Jerusalem Post reported that the Karni goods crossing 
in the northern Gaza Strip was closed for several hours 
Thursday due to warnings that terrorists were planning 
an attack there. 


HaVaretz reported that the Gush Katif (Katif Bloc) 
Council of Rabbis will release a letter in the next few 
days calling on area residents to refuse to sign a 
document to participate in the Nitzanim relocation 
plan. 


HaVaretz quoted Col. (res.) Danny Tirza 

Ministry official in charge of the separation fence 
saying that Israel will offer state land to the 
Palestinians whose land was confiscated for the 
construction of the fence. Tirza spoke at a High Court 
of Justice debate on four petitions filed by West Bank 
villagers. The newspaper quoted Chief Justice Aharon 
Barak as saying that the state must provide farmers 
whose land was seized with other land. If that is 
impossible 

Post and other media quoted the Association of Civil 
Rights in Israel as saying in a statement to the High 
Court that the International Court of Justice in The 
Hague was correct in declaring that the fence was a 
gross violation of international law and should be 
moved back to the Green Line. 


Israel Radio reported that President Bush has extended 
U.S. sanctions against Syria. The station quoted him 
as saying that Syria endangers U.S. security. 


HaVaretz reported that Israel has agreed to Russia\'s 
proposal to give two transport helicopters to the PA. 
Leading media reported that Fatah appears to have won 
the local elections in Gaza and the West Bank Thursday. 
Late this morning 

percent of the votes have been counted 

51 out of 84 local authorities 

local authorities. Results from all of the communities 
are expected to take several days. 


Israel Radio quoted Israel\'s Ambassador to the U.S. 
Danny Ayalon 

the embassy\'s political department 

contacts with Pentagon analyst Larry Franklin 

return to Israel this summer for personal reasons. 
Yediot quoted sources in the embassy that the decision 
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to remove him was made mainly because of the concern 
that he could be indicted in the affair. 


HaVaretz reported that the Association of University 
Teachers (AUT) in the UK has decided to call a special 
meeting to reconsider its boycott of the universities 

of Bar-llan and Haifa. 


All media reported that leaders of the Greek Orthodox 
Church in the Holy Land announced Thursday that they 
are breaking off all contact with Patriarch Irineos | 
because of corruption suspicions and that they are 
considering having him dismissed. lrineos has been 
accused of leasing prime church property to Jews. 


All media reported that an IDF soldier bearing a 
tattooed swastika on his left arm 

maintaining contacts with neo-Nazi groups abroad 
arrested in Ariel (West Bank) Wednesday night. His 
mother also admitted holding Nazi views. They 
emigrated from Latvia in 1996. 


Maariv reported that Lebanese Gen. Michel Aoun is 
returning to Lebanon after 15 years in exile. He told 
the newspaper that he is in favor of peace with Israel 
but that \"this is not the most important thing now. V 


HaVaretz printed an article by former U/S of Defense 
Dov Zakheim 

Middle Eastern countries to achieve long-term political 
change in the region. 


A Maariv/Teleseker poll found that: 

-Only 54 percent of Israelis support SharonVs 
disengagement plan. 

In response to two questions related to IsraelVs 
upcoming 57th Independence Day: 

-"When you look at what is happening in Israel 
think that Israel is on the right course?" Yes: 46 
percent; no: 44 percent. 

-\"Do you believe Israel will continue to exist after 
20482" Yes: 77 percent; no: 14 percent. 


Diplomatic correspondent Ben Caspit wrote from 
Auschwitz in popular 
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are fed up with the Israeli refrain blaming Abu 
Mazen.... There is a problem with this refrain: it is 
true. On the other hand 


Senior columnist and chief defense commentator Zeev 
Schiff wrote in independent 

VAbu Mazen has improved the atmosphere of Vlaw and 
ordei іп the Arab towns. This is a lot but not 
enough." 


HaVaretz publisher Amos Schocken wrote in HaVaretz: 
V[The amendment to the Citizenship Law restricting 
marriage with foreigners] raises the question of 
whether Israel truly wants the type of peace of which 
the Prime Minister has spoken." 


Extreme right-wing columnist Caroline B. Glick wrote in 
conservative 

U.S. abandons the contrived belief that what happens to 
Israel has no connection to what happens to the U.S. 

it will be unable to see -- and thus thwart -- the 

dangers that await it. V" 


Block Quotes: 


|. V The Americans Are Getting Addicted" 


Diplomatic correspondent Ben Caspit wrote from 
Auschwitz in popular 

VWashington is setting off concern. The Americans are 
fed up with the Israeli refrain blaming Abu Mazen 
demanding that he Vfight terror 

responsible for everything 

cannot do anything. There is a problem with this 
refrain: it is true. On the other hand 

exhausted itself. The Americans are now getting 
addicted to what they call the VAbu Mazen process. 
They hope to see results eventually. Meanwhile? 
Patience. Thus 

headquarters are being established in Israel and the 
Palestinian Authority to coordinate disengagement and 
its supervision.... Israel\'s problem is that General 
[William] Ward and envoy [David] Welch ... arrive empty- 
handed and dole out the burden of proof and their 
demands almost equally between the Palestinians and us. 
They respond to each Israeli claim with an assertion of 
theirs -- regarding plans for the future 

lack of an alternative. In the IDF 

vicinity of the Defense Minister 

currently encouraging a change in tone -- abandoning 
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the moaning 

productive optimism; VbombingY the Palestinians with 
easing measures 

humanitarian fields; and preparing the alibi for the 
next crisis. It turns out that the game is not 

entirely sold out. The judge is objective. One should 
prepare. V 


Il. “Ари Mazen Could Do a Lot More!" 


Senior columnist and chief defense commentator Zeev 
Schiff wrote in independent 

6): Abu Mazen has clearly made an effort to meet some 
of the demands presented to him so that he can make a 
good impression with Bush.... His people are making 
efforts to coordinate with Israel on the disengagement 
although it is not clear if they will be able to 

maintain quiet in the Gaza Strip. Abu Mazen has 
improved the atmosphere of Vlaw and order іп the Arab 
towns. This is a lot but not enough as long as Qassam 
rockets are still sent in IsraelVs direction. Abu 

Mazen has support in numerous world capitals and 
similar support among many in Israel 

Defense Minister Mofaz. It is not clear how true that 

is for Prime Minister Ariel Sharon who so far has not 

yet met with him. It is important that such a meeting 

be held before Abu Mazen leaves for Washington." 


lll. VDoes Israel Want Peace?" 


HaVaretz publisher Amos Schocken wrote in HaVaretz (May 
6): The amendment to the Citizenship Law -- which 
prevents an Israeli citizen 

Israeli 

occupied territories and from living with that person 

in Israel -- is a source of harsh discrimination and 

will exacerbate the boycotting of Israel by the Arab 
public. A similar decree 

country 

and justifiably so.... Spouses from different countries 
in the EU can marry and live together with their 
partners in whichever of the member countries they 
choose. The citizenship of each of the spouses 
remains 

or she was a citizen prior to the marriage. Anyone who 
aspires to peace between us and the Palestinians and 
the Arab people must understand that this 

extent 

to the Citizenship Law is discriminatory 

and it turns Israel into an apartheid state. It also 
undermines the aspiration to establish this kind of 
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peace between Jews and Arabs in Israel 

and the Palestinians and the Arab peoples of the 
region. Above all 

Israel truly wants the type of peace of which the Prime 
Minister has spoken." 


IV. "Wake Up Washington!" 


Extreme right-wing columnist Caroline B. Glick wrote in 
conservative 

the Bush administration had not made the intellectually 
unsupportable decision to refuse to accept that the 
Palestinian war against Israel is a crucial front in 

the global jinad 

no doubt be asking Sharon some very hard questions 
right now. Israel's planned withdrawal from Gaza and 
northern Samaria present a tangible threat to U.S. 
national security interests from both military and 
psychological warfare perspectives. On the military 
level 

terror strategy is to deny terrorists sanctuary. Yet 
Gaza and northern Samaria [the northernmost part of the 
West Bank] are both poised to become new operational 
bases for global terror organizations.... Unless one 
ignores reality 

argument that as presently constituted 

withdrawal from Gaza will do anything other than 
strengthen the cause of global jihad and Arab 
authoritarianism. Unfortunately 

abandons the contrived belief that what happens to 
Israel has no connection to what happens to the U.S. 

it will be unable to see -- and thus thwart -- the 
dangers that await it. V" 


KURTZER 
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GROWTH. WHILE JACQUES CHIRAC\'S ACHIEVEMENTS ARE DECIDEDLY 
BRILLIANT.\" (SEE PART C) 


THE ANNIVERSARY OF JACQUES CHIRACYS PRESIDENCY PROMPTS A 
NUMBER OF COMMENTATORS TO FOCUS ON FRANCE\'S FOREIGN POL 
OVER THE LAST DECADE. 


IN CATHOLIC LA CROIXVS EDITORIAL 

CONCERNING PRESIDENT CHIRAC\'S TEN-YEARS IN OFFICE: \"THE 
ASSESSMENT OF HIS LAST TEN YEARS IN OFFICE WILL GREATLY HING 
ON THE OUTCOME OF THE REFERENDUM ON MAY 29. IF THE YES VOTE 
TAKES IT 

JUSTIFIED. A NO VOTE HOWEVER WOULD MARK THE SECOND MAJOR 
FAILURE OF HIS MANDATE AFTER THE FAILED DISSOLUTION OF 19971" 
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FRENCH HISTORIAN NICOLAS BAVEREZ IS INTERVIEWED IN RIGHT-OF- 
CENTER LE FIGARO ON PRESIDENT CHIRAC\'S TEN-YEAR ANNIVERSAR 
LIGHT OF HIS FOREIGN POLICY. BAVEREZ CRITICIZES FRENCH FOREIC 
POLICY AS BEING A "RHETORIC OF POWER WITHOUT THE INSTRUMEN 
POWER" AND ADDS: V'FRANCE REMAINS CLOSED IN ITS POSITION OF / 
OLD NOSTALGIC COUNTRY OF LOST GRANDEUR ON THE MARGINS OF 
EUROPE 

HER. THE DEADLOCK THAT FRANCE WAS IN FOLLOWING THE RADICAL 
POSITION IT ADOPTED DURING THE WAR IN IRAQ IS 

RIGHTING ITSELF DUE TO THE RECONCILIATION EFFORT LED BY GEOF 
W. BUSH AFTER HIS RE-ELECTION; THE END OF THE SYRIAN 
OCCUPATION OF LEBANON. PROVES THAT THE TWO COUNTRIES CAN 
OBTAIN POSITIVE RESULTS WHEN THEY WORK TOGETHER.V 


DORIAN MALOVIC IN CATHOLIC LA CROIX ALSO ANALYZES THIS 
ANNIVERSARY FROM THE STANDPOINT OF FRENCH DIPLOMACY. VA S1 
BY THE PROGRAM ON INTERNATIONAL POLICY ATTITUDES AT THE 
UNIVERSITY OF MARYLAND SHOWS THAT THERE IS A VERY POSITIVE 
PERCEPTION OF FRENCH DIPLOMACY IN THE WORLD. WITH THE 
NOTEWORTHY EXCEPTION OF THE UNITED STATES WHERE A MAJORI 
PUBLIC OPINION CONTINUES TO HAVE A NEGATIVE OUTLOOK ON 
FRANCE." IN ECONOMIC RIGHT-OF-CENTER LES ECHOS\' FOREIGN 
AFFAIRS EDITORIALIST JACQUES HUBERT-RODIER WRITES IN AN 
ANALYSIS ENTITLED \"JACQUES CHIRAC OR TEN YEARS OF CONSTANC 
FOREIGN POLICY 

AMBASSADOR TO FRANCE HOWARD H. LEACH STATED: NO OTHER FR 
LEADER HAD EVER ACTIVELY WORKED AGAINST U.S. INTERESTS. WHE 
FRIEND WORKS ACTIVELY AGAINST YOU IT NOT ONLY HURTS YOUR 
FEELINGS 

IN 2003 BY BRANDISHING THE THREAT OF VETOING ANY RESOLUTION 
THAT AUTHORIZED USING MILITARY FORCE?" 


THE FRIDAY EDITION OF LEFT-OF-CENTER LE MONDE LEADS WITH THE 
ARREST IN PAKISTAN OF AL QAEDA LEADER ABOU FARAJ AL-LIBBI AND 
PUTS FORWARD THAT V'THIS ARREST GIVES NEW HOPE TO THE AMER 
IN THEIR HUNT FOR OSSAMA BEN LADEN." (SEE PART C) 


(C) SUPPORTING TEXT/BLOCK QUOTES: 


UK ELECTIONS 

VTHE BRITISH LESSON\" 

THE EDITORIAL IN RIGHT-OF-CENTER LE FIGARO BY PIERRE ROUSSEL! 
(0506): "THE SUCCESS OF THE LABOUR PARTY IS AS MUCH THE 
SUCCESS OF GORDON BROWN AS IT IS OF TONY BLAIR. THE PRIME 
MINISTER HAS HAD THE WISDOM TO ACKNOWLEDGE THIS AND TO PU: 
HIS PROBABLE SUCCESSOR TO THE FRONT LINES AWARE THAT HIS 
POPULARITY HAD SERIOUSLY SUFFERED AFTER THE WAR IN IRAQ WH 
A MAJORITY OF BRITISH WERE OPPOSED ТОЛ" 

VTHE BRITISH FIRE\" 

PATRICK SABATIERVS EDITORIAL IN LEFT-OF-CENTER LIBERATION 
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(05/06): "TONY BLAIR CRUSHED HIS HOPES TO PLACE GREAT BRITAIN 
AT THE HEART OF EUROPE BY SEEKING TO ESTABLISH A "SPECIAL 
RELATIONSHIPY WITH ΤΗΕ U.S." 


CAPTURE OF AL-LIBBI 


VTHE CAPTURE OF AL-LIBBI\" 

IN REGIONAL LA NOUVELLE REPUBLIQUE DU CENTRE OUEST 

CLAUDE ARBONA WRITES (05/06): "THIS CAPTURE UNDERSCORES THE 
AMERICAN DETERMINATION TO DEFEAT AL QAEDA THAT WAS THE SOL 
OF ITS HUMILIATION IN 2001. WILL THIS CAPTURE PUT THE U.S. ON 
THE TRACK OF BEN LADEN? WHATEVER THE OUTCOME 

THE PARTNERSHIP THAT THE U.S. HAS ESTABLISHED WITH A NUMBER 
COUNTRIES IN THE WAR ON TERRORISM." 


VPAKISTANI SUCCESS AGAINST AL QAEDA\" 

MARIE-FRANCE CALLE IN RIGHT-OF-CENTER LE FIGARO (05/05): VIT 

IS A REAL SUCCESS STORY FOR ISLAMABAD AND WASHINGTON. A 
VICTORY IN THE WAR ON TERROR ON THE VERY HAZY BORDER THAT 
SEPARATES PAKISTAN AND AFGHANISTAN. THIS CAPTURE WAS MADE 
POSSIBLE THANKS TO THE COLLABORATIVE EFFORTS OF ISLAMABAD ' 
AMERICAN INTELLIGENCE. TODAY IT WILL BE UP TO THE VERY ANTI- 
AMERICAN PAKISTANI PUBLIC OPINION TO JUDGE THIS COLLABORATIV 
EFFORT. MUSHARRAF HAS PRACTICALLY TURNED THE HUNT FOR AL C 
INTO A PERSONAL MATTER. BUT THIS IS INCONSEQUENTIAL WHEN WF 
REALLY MATTERS IS AL QAEDAVS ELIMINATION IN PAKISTAN. V' 
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participant\" status and the February round of negotiations 

on a cultural diversity convention 

at it during UNESCO\'s most recent Executive Board meeting 
which ended April 29. While the Board's resolution gave the 
EU much less than they wanted 

gaining more than they had before. The resolution says that 
during the next round of negotiations (May 25-June 4) the EC 
Vwhile maintaining its observer status" will remain seated 

at the back of the hall with other observers but will not be 
subject to the same rules observers must follow on when and 
how much they can address the meeting. End Summary. 


2. (SBU) Negotiations on the Draft Convention on the 
Protection of the Diversity of Cultural Contents and 
Artistic Expressions (also known as the cultural diversity 
convention) began in the fall of 2004. A second round of 
talks was held in February and there will be another later 
this month. 


3. (SBU) During last fall's meeting of UNESCO\'s biannual 
Executive Board 

submitted a draft resolution seeking enhanced observer 
status at future negotiations. Claiming that EU member 
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states had transferred competency in several areas-trade 

free movement of people 

the European Community 

seat at the negotiations table. The EU members had not done 
their homework and ended up withdrawing their proposed 
resolution in the face of a maelstrom of negative reactions. 


4. (SBU) As a result of the resolution\'s failure to pass 

European Commission representatives were embedded" in the 
delegation of the EU presidency (Luxembourg) during the 
February round of negotiations. Most non-EU member states 
felt that this approach worked well in logistical terms 

that the EC was able to present fully its positions without 

a problem 

normal rules of procedure. 


5. (SBU) Since the beginning of this year 

states on the Board have vigorously and strongly renewed 
their goals on the participation issue. They prepared 

another draft Executive Board decision for adoption at the 
spring Executive Board meeting and began intense lobbying of 
national delegations at UNESCO and in capitals. We cited 
one example of their efforts reftel where the Jamaican 
ambassador received new instructions to support the EU after 
lobbying in her capital. 


6. (SBU) The Executive Board\'s Special Committee was the 
first to look at the EUVs draft resolution. When the 
Committee was unable to reach consensus 

matter to a working group headed by the Indian ambassador to 
UNESCO. The Indian Ambassador 

Brazil 

from the U.S. point of view was highly objectionable in 
several respects. That text 

by EU states. A key operative paragraph of that text 

stated that \"the European Community 

observer status 

as full participants in the work of the Intergovernmental 
Meeting of Experts 

of such a text would have provided the EC everything it had 
fought to obtain since last fall. 


7. (SBU) With sentiment seeming to coalesce around this 
version and the likelihood that the EU would prevail in a 
vote 

Adviser Michael Peay 

the EU over a 4-day period. The operative language of the 
final version of the resolution (cleared by IO and EUR) 
reads: (para 3) (The Executive Board) invites 

exceptional basis 

its observer status 
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appropriate in the work of the Intergovernmental Meeting of 
Experts (May 25 - 4 June 2005). 


(para 4) Recommends that the General Conference 
session 

consideration of the item related to the Preliminary Draft 
Convention on the Protection of the Diversity of Cultural 
Contents and Artistic Expressions. 


8. (SBU) This version was introduced to the plenary by the 
Indian ambassador as a consensus text. After adoption 
UK ambassador read a clarifying statement: 

(begin quote)The Decision refers to active participation of 
the European Community as fully as appropriate. 


The European Union considers that this active participation 
shall consist 

ability to speak as other participants. Such active 
participation shall also consist of the ability to reply 

put forward proposals and amendments on issues for which it 
has competence at the formal meetings. It shall also 
include the ability to take part in the discussion of 
procedural issues within the context of the Draft Cultural 
Diversity Convention and the ability to take part in the 
committees 

up in the course of the work relating to negotiation of this 
Convention. The European Community shall have its own 
nameplate. 


The European Community may not chair committees or sub- 
committees or serve as Rapporteur unless there is full 
consensus. The European Community shall not have the right 
vote nor break or block consensus. 


Furthermore 

an additional voice. Indeed 

in internal coordination whether the Presidency of the 

Council will speak on an issue on behalf of the Community 

and its member states. During this process 

open to providing further explanations concerning 

competences of the Community as regards the draft Convention 
whenever it speaks and we will continue to do so. (end 

quote) 


9. (SBU) The Australian Ambassador asked that the UK 
Ambassador\'s statement be put verbatim in the records of the 
meeting and added that Australia would welcome greater 
clarification of EC competences. The Japanese Ambassador 
intervened to underscore the point that EC participation 

does not include the right to vote 

point" for Japan and а \"premise of Japan\'s acceptance" of 
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this outcome. The Russian Ambassador also asked for a clear 
articulation of EU competencies and linked the competency 
issue to the unresolved question of who will determine the 
applicable legal principles that will govern EC 

participation in the ConventionYs implementation 

adopted. The UNESCO Legal Adviser provided a non- 
responsive reply 

floor to express concern about the restricted negotiation of 
this decision text 

development.V The Chair promised to reproduce the texts of 
statements made and also promised to forward the EU 
statement to the chairman of the Inter-Governmental Working 
Group of Experts (the South African chairman) for reference 
during the next round of negotiations. 


10. (SBU) Comment. Most delegations at UNESCO told us they 
were really pleased with the outcome. They dreaded a vote 
and many told us they hated being caught between the US and 
the EU. We repeatedly made the point that this was not 

about the US vs. the EU 

principles of UNESCO and UN governance. We were 
disappointed that so few states were willing to confront the 
EUVs egregious over reaching. Most of the responses to IOVs 
demarche cable on this subject showed support in capitals 

for the US position 

on the ground. We also were disappointed with the 
unwillingness of countries like Australia and Russia to 

address the issue until after the US delegation had finished 
with all the heavy lifting. 


11. (SBU) Comment continued. While we avoided a vote that 
many believe would have been a clear win for the EU 

not entirely satisfied with the outcome. Though their 
participation remains heavily circumscribed 

more than they had going into the meeting 

many times they deny this will be a precedent 

precedent. 


12. (SBU) Comment continued. Still it should be remembered 
that the ECVs exceptional and unique (vis--vis other 
observers) ability to speak and present proposals 

negotiations context 

its ability to be recognized to speak 

chronological order of requests for the floor 

substantially similar to an ability that the EC enjoyed 

during the initial round of WHO negotiations on the revised 
International Health Regulations in Geneva in the fall 

2004." 


13. (SBU) Comment continued. An interesting source of quiet 
support during this period has come from EU delegations that 
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indicated they were so tired of EC bullying and over- 

reaching on this issue that they hoped the resolution would 
be voted down. The message came over as save us from 
ourselves. We were told that many EU members also did not 
want a vote and resisted a strong French push for a vote. 


14. (SBU) Comment continued. This will not be the last time 
the EU will come knocking on the door. We see this as one 
more in a series of attempts by the EU to gain the same 
rights as member states in UN organizations. UNESCO is a 
great place to start because so many delegations operate 
without instructions from their capital 

making to their National Commission representatives who 
often do not reflect their countriesV official foreign 

policy line or (as in the case of Morocco) leave decision 
making to the Permanent Delegate in Paris. The language in 
the resolution about referring this matter to the General 
Conference in October will likely lead to a reprise of this 
debate when the issue of who can sign the cultural diversity 
convention will probably be raised. End comment. 


OLIVER 
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the wrong thing." He added that the GOI regrets that the CHR 
adopted the resolution establishing the working group to 
reflect on the UN Secretary General's recommendations for 
reform. He said that the goal in current discussions in New 
York is to get enough votes to defeat the resolution and that 
right now 

opposition to the resolution is predominantly shared among EU 
Member States and the EU would likely vote as a block to 
defeat the resolution. 

KENNY 
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GROUP 


REF: STATE 82967 
Classified By: PolCouns Geoff Pyatt 


1. (C) Responding to Reftel demarche 

(UN Economic and Social) Manjeev Puri told PolCouns on May 5 
that India was \"steamrollered\" into voting for the resolution 

to create a UNCHR Working Group to consider reform proposals. 
The resolution sponsors forced a vote on the last day 

the delegates wanted to finish all business and depart 

India went along. India would like to exercise a moderating 
influence on the debate 

should be able to V'take a better approach" when the issue 
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arises in the ECOSOC \"now that there is time\" to consider it 
more fully. 


2. (C) On May 6 

Social) Gopal Baglay clarified to Poloff that the Indian 
delegation saw the text of the resolution only the day before 
the vote 

given to the Indian vote. 


3. (U) We will need to remain engaged with New Delhi as this 
issue comes to a head again 

regarding our views. 

BLAKE 
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complicity to commit murder" 

two persons on April 11 

alleges that the three former leaders of the Metropolitan 
Police (PM) ordered PM officers to open fire on Chavez 
supporters who confronted the opposition march on April 11 
2002. Simonovis was in charge of Security for Greater 
Caracas 

Bastides told reporters he has little hope that the judge 
will not send the case to trial 

of the prosecution 

the defendants to be tried in liberty 

Chavez supporters who turned themselves in recently in 
relation to the April 2002 events were released on bail. 


7. (C) Jose Luis Tamayo 

Forero 

evidence on which to base its accusation against Vivas 
Forero and Simonovis. The case 

recycled evidence from the accusation against eight PM 
officers for killing two people on April 11 

alleges that murdered prosecutor Danilo Anderson offered to 
free the eight PM officers (they have been held for over two 
years) if they implicated Vivas 

April 27 Merlin Morales 

victims 

alleging that Forero had implicated them in his testimony. 
Tamayo angrily denied this to reporters 

simply named the local PM commanders in response to a 
question from the judge. 


8. (U) The Penal Chamber of the Supreme Court April 14 
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revoked the October 2004 Appeals Court ruling throwing out 
all criminal charges against Gen. Carlos Alfonzo Martinez. 

The decision 

now President of the Penal Chamber Eladio Aponte Aponte 
based on the prosecution\'s claim that 2nd Appeals Court Judge 
Jesus Ollarves acted improperly when he rejected a motion to 
recuse himself and another judge from the case. The decision 
reinstates the conviction of Gen. Alfonzo for violating 

security zones (for which he had been sentenced to five years 
probation 

the original appeal to be reheard by another appeals court. 

On May 2 the 4th Appeals Court was assigned to hear the 
appeal again. The Commission of Judicial Restructuring ruled 
April 21 that Ollarves should be investigated for his 

decision not to accept a prosecution demand that he separate 
himself from the case. 


9. (U) A Caracas court found journalist Patricia Poleo 

guilty of defaming Interior Minister Jesse Chacon April 12 

and sentenced her to six months in prison. The charges 

related to Poleo\'s publication of a photograph that allegedly 
showed Chacon standing over someone killed at the Venezuelan 
Television offices during the February 1992 coup attempt. 

Poleo is free pending appeal. It is unclear whether she will 

have to serve jail time for this conviction. 


10. (U) There have been no new developments in the Anderson 
murder investigation. Two of the three suspects in custody 
the former police inspectors Otoniel and Roland Guevara 
transferred from DISIP headquarters 

detained since their arrest 

lawyer Pedro Castillo told reporters April 28. Gen. Felipe 
Rodriguez was charged with civil rebellion 

rebellion 

carrying a weapon 

and assault on March 6. He was transferred from Military 
Intelligence headquarters to Yare | March 21 

order that he be transferred to the military prison Ramo 
Verde. His family has public charged that he is being held 
in extremely poor conditions. 


Comment 


Column 3 


11. (C) The GOV is aggressively pursing the former 
opposition leadership through judicial prosecutions. While 
these cases may follow the forms of due process 

reports of the prosecution cases and judicial decisions 
indicate that the cases are political in nature. The 
political control exerted by the GOV over prosecutors and 
judges effectively denies political defendants the right to 
defend themselves 

Mendoza 

Simonovis are not convicted 

political decision 

prevailed in a fair fight. 

McFarland 
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HMGN in order to resume the registration of Bhutanese 
refugees in camps in Nepal 

framework provides the best means to move ahead on the 
refugee issue 

Bhutan voluntarily under а V'pull from Nepal. Rae also 
reiterated concerns that some in the camps have links to the 
Nepalese Maoists or insurgent groups in Northeast India 
offered suggestions for managing any eventual resettlement 
program. End Summary. 


Refugee Camp Occupants 


2. (C) Meeting with J/S Rae 

Director of Admissions Terry Rusch expressed appreciation for 
the GOIVs long-running assistance to Tibetan refugees 
raised the possibility of US resettlement of some of them as 
a way of sharing the responsibility for refugee support. 
Noting that their current visit was focused on proposals for 
resettlement of Tibetan refugees 

that at the appropriate time and in coordination with other 
concerned governments and institutions 

participate in a resettlement effort for Bhutanese refugees. 
In the near term 

US for a modest number of the most vulnerable Bhutanese 
refugees identified by UNHCR at camps in Nepal. 


3. (C) Rae offered an overview of GOI thinking on the 
Bhutanese refugees 
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Bhutan on activities leading to repatriation of some of the 
refugees 

HMGN 

Bhutanese refugee camp occupants. (Note: Embassy Kathmandu 
informs us 

UNHCR has submitted information to HMGN 

government approval to continue the profiling activity. End 
Note) Rae agreed that the framework for repatriation of 
Category 1 refugees worked out by King Wangchuck and 
Assistant Secretary Dewey offered the best prospect for 
moving ahead. 


4. (C) Rae stated that the number of Bhutanese refugees in 
camps in Nepal is much less than the 125 

reported. Estimating that of about 130 

originally left Bhutan 

commented that although some of the refugees had been driven 
out by a \"push\" from the RGOB 

Nepal 

living in a greater Nepal.\" Even among the 100 

Nepal 

India 

for Bhutanese and Nepalese. Because all people in the camps 
come from one of those countries 

movement into and out of India. 


Possibilities for Resettlement 


5. (C) Rae recommended that any resettlement program take 
into account the \"South Asian\" priority given to families 
suggesting that cases should be processed to ensure that 
parents 

He estimated that the total number of families in the camps 
was around 14 

very young 

age 18. Rae advised that any third country resettlement 
option be delayed until it has been determined who will 

return to Bhutan. Otherwise 

third country option instead of going back. (Note: UNHCR has 
mentioned to us in the past that the refugees are already 
aware of this possibility. End Note) 


6. (C) Commenting on the possibility of Bhutanese refugees 
being interviewed in India for resettlement by the US 
reaffirmed that Bhutanese and Nepalese citizens could freely 
cross the Indian border 

with the GOI before setting up any refugee processing within 
India for camp residents. Rae said the GOI had reports that 
the Bhutanese Communist Party (Marxist-Leninist-Maoist) was 
being organized in the camps 


Column 3 

both the Nepalese Maoists and Northeast Indian insurgent 
groups 

He asked how this Maoist connection might affect resettlement 
in the US. 


7. (C) In a separate May 6 meeting with the delegation 
Ministry of Home Affairs Joint Secretary (Foreigners) DS 
Mishra noted that any refugees leaving from India for 
resettlement would require an exit permit from the GOI. He 
commented that any decision on allowing USG interviews with 
refugees in India would be made Vat a political level 

by his Ministry 

such an arrangement. 


Comment 


8. (C) J/S Rae\'s assertion that UNHCR profiling activity has 
already restarted is a bit premature 

will soon receive the required government approval. Rae\'s 
discussion of a \"pull\" from Nepal suggests that the GOI 
agrees with the Bhutanese King that not all of the refugees 
are legitimate claimants. The GOI appears to have no 
objection to a resettlement program for the small number of 
Vextremely vulnerable V" refugees 

that a larger solution is still some time away. End Comment. 


9. (U) This message was cleared by Terry Rusch 
O\'Sullivan 
BLAKE 
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United Progressive Alliance (UPA) in power. During 
recently-concluded party congresses 

dynamic new leaders and broadened their agenda to take on 
ambitious new goals. Newly-elected Communist Party of India 
(Marxist) General Secretary Prakash Karat hopes to mobilize 
the Left around a program emphasizing rural concerns such as 
land reform and caste discrimination 

Indian Left into a worldwide movement against \"globalization 
and liberalization.\" Confident that their power has 

solidified in West Bengal 

hope to expand into the \"Hindi Belt\" before forming a \"Third 
Front\" capable of coming to power in New Delhi. The 
Communists acknowledge that there is no alternative to 
improved US-India relations 

view Washington as the architect of a world system that 
opposes Indian interests. The outcome of the West Bengal and 
Kerala state elections in 2006 will indicate whether they are 
able to maintain their current momentum. End Summary. 
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Passing the Torch 


2. (U) The four parties of the Left Front (LF) completed 

their party Congresses between February 17 and April 11. The 
Communist Party of India (Marxist) Congress from April 6-1 1 
was the most important 

April 11 

stepped down as the party General Secretary and the party 
elected Prakash Karat to replace him. His wife 

Karat 

Politburo. 


3. (U) Karat quickly laid out an ambitious agenda that he 
hoped would further extend LF influence. In his acceptance 
speech 

young 

universities 

West Bengal 

Hindi heartland on North India. Karat also pledged to move 
beyond the traditional Marxist emphasis on class identity to 
address the caste discrimination that plagues the 
Hindi-speaking states. 


4. (U) The LF parties also agreed that their support for the 
Congress-dominated UPA government was only V'temporary 
was aimed primarily at preventing a return of the BJP to 
power in New Delhi. However 

press and to the Charge (reftel) that the LF would not 
withdraw support to the UPA 

term. While the LF opposes some UPA economic policies 
noted 

implemented the Common Minimum Program (CMP). 


5. (U) The CPI(M) pledged to work for the formation of a 
\"Third Front" government that would not include Congress or 
the BJP 

before this could occur. Karat pointed out that We do not 
think this country requires a Congress-led combination and a 
BJP-led combination alone. There are enough forces to form a 
third alternative." He maintained that an LF led Front would 
provide a \"more stable viable alternative 

just be an electoral alliance but be based on a common 

policy platform. V 


Nice to US in Person - Otherwise Very Tough 


6. (C) In a May 4 meeting with the Charge (reftel) 
was conciliatory 
congress in the party newspaper \"People\'s Democracy 
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confrontational. Decrying Congress as a \"bourgeois-landlord\" 
party 

parties 

the Left in Parliament. 


7. (U) Claiming that \"US imperialism is continuing its 
offensive 

sovereignty of independent nations in its quest for total 
hegemony.\" Stating that the US \"is prepared to utilize its 
military might to make countries fall in line 

Vthe occupation of Iraq 

and Syria 

and \"hostile measures against Cuba 

aggression. 


8. (U) Karat listed the LeftVs principal goals as V'advancing 
the struggle against communalism 

policies and imperialism.\" Urging Communists not to 
underestimate the power of the BJP and RSS to regroup 
following their recent V'defeats 

of Congress to \"carry out a consistent struggle against 
communal and divisive forces 

other democratic and secular parties V" to devise a joint 
program to come to power in New Delhi. 


9. (U) Karat criticized the BUP/NDA for \"facilitating\" the 
growth of imperialism 

domestic 

Although there has been \"a shift in emphasis 

defeat 

liberalizationW and \"the strategic collaboration with the US 
and its deep inroads remain." He noted that the CPI(M) has 
resolved to focus on India\'s countryside and rural economy 
and social issues including the rights of dalits 

religious minorities and women. 


Other Communist Views 


10. (C) In recent meetings with Poloff 

leaders were not as united as their public facade suggests. 
Decrying the Communist Party of India (CPI) as \"not genuinely 
Marxist 

Roy criticized the party as \"opportunistic 

Congress 

also suspicious of plans to expand into the V'Hindi Belt 
urging Left parties not to subordinate their interests to 
regional parties to gain influence 

must remain \"true to their principles." Praising Karat as a 
Vgenuine Marxist 

moderate face only as a tactic to gain power and V'institute 
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Marxism.\" 


11. (C) CPI Secretary D Rajan emphasized the need for \"left 
unity 

Maoists. Noting that Maoists must first renounce violence 
and embrace parliamentary democracy 

CPI and CPI(M) would unite 

Maoist Communist Party of India (Marxist-Leninist) 

ultimate goal of creating a united Communist movement. 


12. (C) CPI MP S Sudhakra Reddy emphasized that Congress did 
not do enough to combat secularism 

supported the US revocation of Gujarat Chief Minister ModiVs 
visa 

\"right-wing\" Modi in Parliament. Reddy accused Congress of 
\"ignoring Left analysis\" on FDI in key sectors such as 
insurance and telecommunication 

multi-national corporations (MNCs). He emphasized that the 
Left is determined to V'defend the public sector" and accused 
Congress of reneging on agreements to reopen V'sick units.\" 
Reddy emphasized that the Indian Left favored a Nehru-style 
mixed economy and did not advocate total nationalization. 
The CPI is not opposed to privatization 

MNCs and Indian capitalists Wa blank check 

Congress 

public services such as transport 


13. (C) Reddy dismissed talk of recruiting the Maoists into 

a united Communist movement 

on taking over Nepal and carving out a corridor between north 
India and Nepal. In his home state of Andhra Pradesh (AP) 
the Maoists murder Communists 

as long as there are cadres waving the red flag in 

Parliament 


14. (C) Reddy acknowledged that India and the US have grown 
closer 

Left parties \"applaud\" this trend. He claimed 

the US has yet to convince most Indians that it is 
Vpro-India.V It must first shed its cold war baggage 

learn to treat India as and V'equal partner" rather than Wa 
market for US goods." In AP 

to 96 

under 45 and coming from rural areas. He lamented that the 
CPI would not have the same success in the \"Hindi belt 
where caste-based regional parties have marginalized all the 
national parties. 


15. (C) Forward Bloc leader G Devarajan predicted that an 
energized Left would maintain labor agitation in urban areas 
including strikes against electricity rate hikes 
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increased FDI in the banking sector 

activities into the rural sector. He claimed that a 

coalition of CPI 

а \"mass education campaign to forcibly occupy land in Bihar 
and distribute it to landless laborers 

planned expansion into Bihar 

praised the election of Karat 

attitudes" and lead to a \"more aggressive" left movement in 
India. 


Comment 


16. (C) The past 12 months have been historic for India\'s 
Communist parties. They have gained unprecedented influence 
by becoming the \"kingmakers\" whose continued support keeps 
the UPA government in power 

younger and more dynamic generation. They have also devised 
an ambitious expansion program and begun to dream of the day 
they can end their relationship with Congress and play an 
independent role in Indian politics. Karat enjoys widespread 
support within the Left and plans to energize the Communists 

to support a revamped agenda that will go beyond the 

traditional concerns of urban industrial workers. Under 

Karat 

monopolized by regional parties 

currently occupied by the Maoists and mobilize the rural 
underclass (landless peasants 

largely left out of India\'s economic boom. The end goal is 

to fashion a Communist-dominated alliance capable of 
supplanting regional and Maoist parties and coming to power 

in New Delhi. 


15. (C) Under Karat 

focus against \"globalization and liberalization.\" Far less 
parochial than Indias traditional Communist leaders 
wants to place India\'s Communists in an international context 
by joining hands with V'anti-globalization movements in 
Latin America and South Asia. Despite his professed 
willingness to work with the US 

the principal architect and anchor of a global system that 
works against Indian interests. In his view 

between the US and an ascendant Left 

therefore inevitable. The ability of the Communist to 
carry-out their agenda will become clear in 2006 

contest elections in their strongholds of Kerala and West 
Bengal. 

BLAKE 
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Defense Budget. End Summary. 


Behind Closed Door with Hu Jintao 


2. (C) In a May 6 meeting 

AIT Director that he met with PRC President Hu Jintao four 
times during his April 29 visit to Beijing -- at a televised 
formal reception 

pre-dinner talk 

that the most substantive discussion took place during the 
closed door meeting between Lien and Hu along with their 
close advisors. Although originally scheduled for forty 
minutes 

forty minutes. Characterizing his exchanges with Hu as 
\"frank 

by talking about the present rather than the past 

focused on the future. Lien said he told Hu that both Taiwan 
and China should work together to halt the \"vicious circle of 
tension between the two sides that started in 2000 

he praised Hu for starting the search for peace this March by 
inviting Taiwan opposition leaders to visit China. Lien said 
he explained to Hu the \"special circumstance\" of TaiwanVs 
experience of having been colonized. Given the pioneering 
spirit of the Taiwanese people 

colonial experience left a deep sense of sorrow and tragedy 
(bei-qing) in the Taiwanese psyche. Lien said that Hu 
responded pointedly and said 

to this issue 

and endeavor to understand it" (quanxin gen liaojie). 


3. (C) Lien said that he then expressed hope that the KMT and 
Chinese Communist Party (CCP) can establish a platform to 
continue their dialogue. Noting that Hu responded favorably 
to his statement 

agreement given the long absence of dialogue between the PRC 
and the Taiwan authorities. Lien pointed out that while the 
KMT was an opposition party 

Director that he proposed four ideas to Hu 

favorably to all of them -- peace and security confidence 
building measures 

exchange 


Peace and Security Confidence Building Measures 


4. (C) Lien told the Director that the KMT and CCP agreed to 
undertake confidence building measures in order to work 
toward a peace agreement between Taiwan and the PRC. Lien 
said that the discussions involved a general commitment 
toward peace and security and that neither he nor Hu raised 
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any contentious issues or any specific problem areas such as 
the missiles targeted at Taiwan 

formula of One China 

the Special Defense Budget currently before the Taiwan 
legislature. Arguing that it was more important for the two 
party's leaders to achieve mutual recognition of shared 
goals 

ambiguity." 


5. (C) Lien noted that he separately told Jia Qinglin that 

the KMT has V'certain reservations\" about the Anti-Secession 
Law recently promulgated by the PRC. Lien said that he told 
Jia that the rise of Taiwan consciousness does not 

necessarily mean support for Taiwan independence and that all 
Taiwanese should not be forced to suffer the consequences of 
a pro-independence ideology of a small minority. Lien 
emphasized to the Director the importance of recognizing all 
the good will the PRC had expressed since passage of the 
Anti-Secession Law. 


Economic Issues 


6. (C) Regarding economic cooperation 

that Hu said the V'Twelve Points V" to which the PRC agreed 
during KMT Vice Chairman Р.К. Chiang visit still stand and 
that he hoped Taiwan will do all it can to facilitate the 
agreements. Lien said that the KMT and CCP also agreed to 
convene meetings annually to exchange views on economic and 
political issues 

alternating venues 

They would invite scholars 

from other political parties. Finally 

Director that he proposed to Hu a V'common market" -- an idea 
originally promoted by former KMT Vice Chairman Vincent Siew 
but rejected by the PRC -- as an economic cooperation 
mechanism. Lien explained that he had reintroduced the 
Vcommon market" idea because he realized that the PRC would 
not accept a Free Trade Agreement (FTA) and that Chen 
Shui-bian would not accept the Hong Kong-style Closer 
Economic Partnership Agreement (CEPA). A common market 
explained 

can always be defined to exclude what we do not want" Lien 
told the Director that Hu accepted the concept in the end 

noting it took the European Union fifty years to implement 

its common market. 


Hopes for Government to Government Contact? 


7. (C) Lien told the Director that Hu mentioned the issue of 
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Taiwan participation in the World Health Assembly (WHA) but 
noted that this would require negotiation with official 

Taiwan authorities. Nevertheless 

said he had already asked his PRC officials to approach the 
WHA Secretariat to find a way for Taiwan medics and medical 
scholars to participate and share their expertise 

reported to the Director. When the Director asked if the PRC 
will insist on Taiwan participating under the nomenclature 
\"Taiwan 

to discuss the issue. Lien said he believes the nomenclature 
\"Chinese TaipeiV should work. He lamented 

Chen Shui-bian is always looking for symbolic victories 

rather than gaining substantive progress in participation in 
international organizations. 


8. (C) Lien told the Director that he emphasized to Hu that 

he 

there to be more progress toward peace between Taiwan and the 
PRC 

that Hu did not say yes or no to the proposal. Lien said 

that Hu told him the PRC would continue to be mindful of 
Taiwan\'s quest for more international space and would pursue 
confidence building measures as proposed by the KMT 

beyond that there was no further discussion. 


9. (C) Lien said the secretaries general of the KMT and the 
Taiwan Presidential Office have already talked by telephone 
and repeated to the Director his public comments that he has 
not ruled out the possibility of talking to Chen Shui-bian. 
Evidently posturing to avoid becoming a demandeur 

that so far nothing has been decided about meeting with Chen. 


Tourists 


10. (C) Lien told the Director that he and Hu had another 
chat prior to their formal dinner. Lien said that at that 
meeting Hu mentioned there were two gestures that the PRC 
could take unilaterally to express good will toward Taiwan. 
According to Lien 

to visit Taiwan and 15 categories of Taiwan fruit to be 
exported to the PRC without tariff. Lien said that after the 
discussion on tourists and fruit \"came the pandas.\" He said 
he thanked Hu but told him that pandas going to Taiwan will 
take some time to work out. Lien pointed out that many 
Taiwan cities are already competing to receive the pandas. 
Lien noted that Taipei City Mayor Ma Ying-jeou has said that 
he is ready 

with Taichung and Kaohsiung. Lien also noted to the Director 
that Taiwan environmentalists with a political agenda might 
challenge the idea of pandas coming from the PRC. 
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National Electoral Commission from the ruling party. 


NEGATIVES IN THE BILL 


4. (SBU) The bill adds a new Part Il on INEC\'s staff 
but omits any mention that the staff should not be 
partisan 

staff is not covered by any legal requirement to be 
independent in political terms. The chairman of INECYs 
legal committee 

14 publicly-televised seminar on the bill that the 
constitution separates staff from the Chairman and 
Commissioners 

bill to extend to INEC staff the legal requirements it 
makes of the INEC Chairman and Commissioners. 


5. (SBU) The bill does little to make the Chairman or 
Commissioners independent either. The constitution 
says they are appointed by the President and confirmed 
by the Senate 

and standards for doing so. INEC says it decided not 

to seek a constitutional amendment on the President 
appointing and Senate confirming 

little time before the 2007 election. The bill keeps 

the Election Act procedures vague. No Senate debate is 
required before confirmation 

PresidentVs putting nominees up for public comment 
before appointing them 

political parties on candidates. The bill also keeps 
INECVs narrow legal standard for independence -- that 
the Chairman and Commissioners only must not be GON 
officials holding elective office or members of a 

political party -- and does not change INEC\'s public 
interpretation of it that any party that challenges the 
independence of a commissioner must provide the other 
party's membership roll for the specific day that the 
commissioner was working for INEC (reftel). 


6. (SBU) COMMENT: INEC may not have known at the time 
that the Presidency would call a national conference to 
debate changes in 2005-6 

amendments. The national conference is now looking at 
amending various parts of the constitution (septel) 

but making INEC more independent is not among them. 
END COMMENT. 

7. (SBU) The draft bill keeps the overly large number 

of levels where election returns are collated and 
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announced before the final figures are declared 

major problem in 2003. There were widespread fraud 
accusations when figures announced at one level did not 
match the total of figures reported at levels below. 

The draft bill also does not give access to those 

different collation levels for political party 

representatives 

observers. 


8. (SBU) The bill keeps INEC on the side of \"winning\" 
candidates in election challenges 

a neutral or Vfriend of the courtV role helping 

election tribunals find the truth. INEC Commissioner 
Abubakar told the same public seminar above that the 
Electoral Act and not the constitution made INEC a 
defendant instead of neutral 

this affected both its neutrality and independence. 
VPerhaps the National Assembly can change that 
commented. (COMMENT: As noted in the Human Rights 
Reports 

common law-based adversarial court system has given 
INEC an interest in not cooperating with the courts 

with extremely troublesome effect. END COMMENT.) 


9. (SBU) The bill deletes the provision in the 

Electoral Act of 2002 that no general election shall be 
conducted before INEC has concluded compilation and 
updating of the National Voters Register. INEC told 
the tribunal hearing BuhariVs challenge to the 2003 
presidential election that it could not provide the 

court a copy of the Register (which BuhariVs suit was 
challenging) because the Register had not been 
completed. The new bill merely stops registration 120 
days before the election and allows no changes from 60 
days before the election. It is silent on what happens 

if the National Voters Register has not been compiled 
by the election. 


POSITIVES IN THE BILL 


10. (SBU) There is only one positive in the bill 

continuous voter registration 

many problems noted in the 2003 and 2004 Human Rights 
Reports. Post is not sure whether that Register was 
completed or not 

Nigerians certainly had problems registering to vote. 

The billVs provision for rolling registration should 

help solve those problems. 


11. (SBU) The bill tackles some areas that did not 
figure in the Human Rights Reports 
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language that INEC can \"take reasonable steps to ensure 
that voters with disabilities are assisted at the 

polling place by the provision of suitable means of 
communication 

requires that government-owned print or electronic 

media should give equal access on a daily basis to all 
registered political parties and candidates. 


POLITICAL PARTY FINANCES 


12. (SBU) Political party finances does not figure 
among the many election problems the Human Rights 
Reports outlined in Nigeria 

the list of President Obasanjo 

NGO community. The draft bill gives INEC extensive 
powers to audit contributions and expenditures of 
political parties 

and imprisonment (and thus barring from elections) for 
those who violate its limits. While this may work if 

the political parties accept it 

do so while the INEC that administers the system is 
still not independent. Indeed 

INEC to supervise party finances may become a major 
problem if they are used to intimidate or harass 
opposition parties. 


CAMPBELL 
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adding that finding a way to bring Sunnis into the political 
process would be an essential element for a successful 
stabilization strategy. 

Brown 
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testimony coming 

closer to the Prime Minister and the then inner circle of the 
Liberal Party. The Liberals are fighting back politically by 
spending money 

programs many Canadians fear the Conservatives would be less 
enthused about 

Conservative-Bloc alliance that would harm national unity. 

End Summary. 


SPRING ELECTIONS COMING 


2. (C) There is a growing sense here that the question is not 
if there will be a spring election but precisely when. The 
Conservatives have not backed down from their intention to go 
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to the polls -- coming out of their caucus on May 2 
Conservative Leader Harper said the government V'should face 
the House of Commons in a vote at the earliest possible 
opportunity." He ignored the hesitation on the part of some 
members of his caucus 

Stronach 

before the passage of the budget would upset many Ontarians 
who were counting on the release of infrastructure and social 
funding. The Conservatives have since pushed the government 
to bring the budget forward for a vote which would be their 

first opportunity to bring the government down. 

3. (SBU) There are a number of opportunities lining up for 

the Opposition to express a lack of confidence in the 
Government but the Liberals still control the agenda. 

Political analyst Bruce Campbell told Poloff that he believes 

the Liberals would rather see the government fall over a 
budget vote than a straight up no-confidence motion 

would help them in their campaign as the guys who just wanted 
to make government work but were thwarted by the sneaky 
Conservative-Bloc alliance. In Question Period May 5 when 
Government House Leader Valeri was asked by Opposition House 
Leader Jay Hill to clarify when he would bring the budget to 

the floor 

how much debate the bill elicits 

week of May 16 (theoretically even sooner 

difficult to see it making it to the floor in less than a 

week). Valeri did not clarify when he would allow for the 
remaining six opposition days 

the way May 5 for the Conservative motion in the Accounts 
Committee that calls on the Government to resign to be 
brought before the House on May 18. Valeri told reporters 
however 

confidence. 


4. (SBU) There have been rumblings about the Liberals wanting 
to defer any possible no-confidence motions until after the 
Labrador bi-elections on May 24 

Ivison points out that the projected Liberal winner for this 

seat would not actually be sworn in until mid-June 

to come to the help of the beleaguered Liberals. 


RUNNING THE NUMBERS 


5. (C) All sides continue to run the numbers and keep their 
members close to Ottawa for any upcoming votes. The 
Liberal-NDP coalition 

at 151 (not counting Speaker Milliken 

tie). The Conservatives and Bloc have 153 but two 
Conservatives are ill with cancer and may have difficulty 
getting to Ottawa for a vote 
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The two key votes then 

independents. Chuck Cadman has flip-flopped so many times 
that it is impossible to tell which way he will vote. David 
Kilgour recently left the Liberal Party in disgust but has 

not declared which way he would vote; he was recently given 
support for his Sudan initiative by the PM 

cares far more about than Parliamentary politics. He told 
PolMincouns May 5 that he really was still undecided and was 
fed up with the whole game. 


6. (SBU) There are some signs of desperation. Earlier in the 
week Tory MP Inky Mark accused a Liberal cabinet minister of 
trying to buy his vote with an appointment as an Ambassador 
and Deputy Conservative Leader MacKay suggested that there 
were four other Tories who were offered patronage 
appointments by the Liberal Government. Treasury Board 
President Reg Alcock vigorously denied the accusation. In 

the end 

probably why the Conservatives are trying to line up multiple 
opportunities to bring the government down. 


ONE DAY YOUVRE UP 


7. (SBU) Opinion polls continue to vacillate. After leading 
the Liberals for several weeks 

Strategic Council for the Globe and Mail between April 24 and 
27 showed the Liberals once again in the lead at 30 percent 
with the Conservatives at 28 

Pollara poll conducted between April 27 and May 1 

had the Conservatives ahead of the Liberals 

the NDP at 17 and the Bloc at 15). Significantly 

still show the choice of voters in Ontario (which has 106 of 
308 seats) to be the Liberals. An Ipsos Reid poll conducted 
the weekend of 30 April had Ontario Liberals ahead of the 
Conservatives 40 to 33 

ahead 41 to 36. 


8. (C) Another key polling question however 

Canadians are ready to go to elections. Most polls have been 
consistent in assessing they do not 

conducted between April 25 and May 1 could indicate the first 
sign of a shift. It shows that 45 percent of respondents 

support a spring election 

There seems to be a growing sense of resignation and a sense 
that the current governing situation is largely dysfunctional 

in a way that only an election can fix. V'Might as well get 

it over withW appears to be the trend. 


PARLIAMENTARY MELTDOWN 
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9. (C) In the midst of all this 

near meltdown 

time is spent with Speaker Milliken trying to calm the MPs 
down to listen to questions and responses 

spent with MPs trading increasingly nasty barbs. Calls for 
resignations or firings have become commonplace. The past 
two days have seen the Conservatives call on PM Martin to 
fire the Immigration Minister after he called the 
Conservative Party a modern Ku Klux Klan 

Finance Minister called for the resignation of the Finance 
Critic 

Parliamentary system. The noise level in Parliament has 
become shrill 

calling a truce in order that Canada\'s leaders could attend 
VE commemorations 

even after the agreement was struck the Conservatives 
apparently tried to break it by calling for a no-confidence 
vote on the day the official party was supposed 

to be in the Netherlands). The image is increasingly of a 
Parliament that simply doesn\'t work. 


THE CAMPAIGN IS UNDERWAY 


10. (C) The parties 

to maneuver for position in advance of the coming election. 
The Liberals are doing so with money 

Gomery. Since his historic speech April 21 in which he 
apologized for the sponsorship scandal and appealed to 
Canadian voters to allow him to call an election 30 days 
after the Gomery commission ended in the fall 

transitioned from looking beleaguered and tired 

smiles. He rolled out a CN $35 million child-care program in 
Manitoba and Saskatchewan 

billion national childcare program that he insists will be at 
risk if the Conservatives take over. Ontario also signed a 
child-care program which will yield CN $280 million for 
programs this year 

provide CN $301 million for low income housing. There are 
dozens of other spending initiatives being announced from 
coast to coast -- 72 projects in a week according to the 
National Post 

of fishing harbors. The Conservatives have been calling it 
Paul Martin\'s non-election promises 

of recent Liberal spending on their website -- currently at 
ON $7 

would take a high level of trust or cynicism to believe this 
figure 

government spending). On the margins of spending money 
Liberals do everything they can to inflate the specter of a 
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hidden agenda by the Conservatives 

care policies and stances on social issues. In addition 

they are focusing on the alliance between the Conservatives 
and the separatist Bloc and its potential for undermining 
national unity. 


11. (C) The Conservatives do not have such deep pockets so 
they have been focusing their pre-campaign on the Gomery 
inquiry. As he did during the Brault testimony 

the first time began to lay out the extent of Liberal party 
corruption in the adscam scandal 

rose May 5 in Question Period with a simple question for the 
PM. If Mr. Guite testified that the PM was involved in 
channeling contracts to Liberal supporters 

himself finally stand and simply admit it before the House. 
The PM gave his standard answer 

with the awarding of contracts 

Brison later chided the Conservatives for putting so much 
stock in \"testimony from the dubious (Guite) about the 
deceased (Tremblay - who ran the sponsorship program from 
1999-2001) .\" 


GOMERY INQUIRY -- DEATH BY A THOUSAND CUTS 


12. (C) The Guite testimony does 

significant 

Guite was the federal bureaucrat who administered the 
sponsorship program until he resigned in 1999 

heart of the scandal. After three days of testimony 
publication ban was lifted and his allegations were sprayed 
over the front pages of Canada\'s dailies -- \"Guite\'s Sordid 
Tales" in the National Post 

Globe and Mail 

Contracts: Guite 

strategic in his testimony 

testimony of Mr. Brault. But it was just as damaging for the 
VLiberal brand 


13. (C) Guite said that there was a certain flexibility built 

into the sponsorship program 

general 

selecting agencies for contracts. V'I will be very blunt 

said 

their campaign. A campaign is run by communication agencies 
and advertising agencies. And when the campaign is over and 
they have won 

testimony that the Conservatives have clued in on 

indicated that then Tourism Minister John Manley and then 
Finance Minister Paul Martin intervened to ensure that a 
contract with a key Liberal supporter would not be 
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discontinued. 


14. (C) The Gomery inquiry continued May 5 with the testimony 
of Michel Beliveau 

Party of Quebec 

funneled back into the party through Liberal organizer and 
Chretien friend Jacques Corriveau. The intent was to try to 

win back the V'orphan ridings\" that had been lost to the Bloc 
Quebecois. Beliveau said he was approached by Corriveau and 
asked how much money he would need to win these ridings back 
and when he told him $300 

in cash in a single envelope. When asked whether he thought 
there were any irregularities in this procedure 

VYes 


15. (C) Comment: It is all about the timing of an election 

and the issue that takes the government down. The LiberalVs 
optimal scenario was to avoid an election until the late fall 

in the hopes that anger over Gomery would subside. Failing 
that they would apparently like to see the government fall 
over the budget rather than a no-confidence motion 

late as possible so that Canadians will blame the 
Conservatives for an election during cottage season. The 
Conservatives would prefer to bring the government down as 
Soon as possible on a no-confidence motion 

the stage for an election fought over the issue of integrity. 


15. (C) Comment 

with any precision what will happen next is like nailing 

jello to the wall -- the polls fluctuate daily 

the election is up in the air 

could go either way. Still 

forever 

continue to be the favorite prediction of politicians and 
pundits for either a budget vote or a vote of no-confidence. 
How it turns out will then be in the hands of Independents 
Cadman and Kilgour 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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affected PRGF or HIPC timelines. The IMF team 

it differently. Former Finance Minister Andely was recently 
brought back by President Sassou to consult and provide 
advice on IMF concerns. End Summary 
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2.(C) IMF team members asked to meet with Ambassador May 4 to 
provide a status report on what it found during its first 

week review of CongoYs PRGF performance. Team leader Dan 
Ghura expressed some initial concerns about previously 
mentioned problems in the banking sector; with the 
state-owned refinery 

certain unexplained budget expenditures (ref A). He noted 

that the team still had a week left to examine documents and 
have more discussions 

could stay on the proposed HIPC timeline for September 2005. 
He also commented that it was hard to get the new Finance 
Minister to focus and provide detail steps and measures as to 
how Congo would address the current concerns on the budget 
CORAF 

banks. 


3.(C) Ghura said that he also needed to have more information 
as to how Congo was working with its creditors 

current reports from Washington were not good. Not only are 
vulture funds trying to get repaid 

and consultants in D.C. are complaining that they also have 
not been paid. Ambassador shared with Ghura that she had 
also received information that one of the vulture funds had 
submitted its case to the International Chamber of Commerce 
(ICC) in Paris for arbitration 

successful 

the ICC since governments tend to honor its decisions. 
Ghura worried about vulture fund actions and whether Congo 
really had a plan in place to reach agreement with these 
creditors. He added that the IMF would be opening an office 
in Brazzaville by August 2005 

representative 


4.(C) On May 5 

the Ambassador to give his take on the current IMF talks. 
Issoibeka began the meeting by thanking the Ambassador for 
her efforts to encourage Congo to be more transparent. He 
apologized for the recent Cuba votes (ref B) 

Vsometimes one hand in the ROC does not know what the other 
is doing 

Ambassador reiterated the points on the Cuba votes at the 
UNCHR 
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Congo when an abstention on the resolution was what the USG 
was seeking. Moving on to other bilateral issues and World 
Bank/IMF programs 

State Department he noted that his government was looking 
forward to having the new Embassy built and that they hoped 
also to have a cultural center 

and Peace Corps. He requested a PL 480 program now 
encouragement to get U.S. investors in the banking and 
insurance sectors. Ambassador was frank in her response on 
these issues 

transparency and have better structures in place for 
oversight over a PL 480 program. In addition 

if Congo reached the HIPC decision point 

the U.S. private sector to seriously look at Congo as an 
investment opportunity. 


5. (C) Turning to the IMF Mission 

restating the sectors where the team had concerns: banking 
state refinery 

million) in unexplained budget expenditures. He said that 
during the last week the ROC had been able to \"prove\" and 
\"explain\" the use of all but 27 billion CFA (approximately 
USD $53 million). He added he was confident that the IMF 
would be satisfied with the full use of the entire 42.6 

billion CFA by the end of its visit. On banking 

there was not much Congo could do because the country could 
not survive any more failed banks. Despite the IMF team\'s 
desire for Congo to take measures to stop subsidizing the 
private Moroccan bank 

COFIPA bank 

government had no alternative given the consequences of 
social unrest if the banks closed. (End note: Just before and 
during the 1997-2000 wars 

of money because of failed banks and looting of banks during 
the war. End note). 


6. (C) With state operations such as the refinery 

water and electric companies 

ROC had similar concerns that raising prices in any of these 
areas would upset the delicate social balance in the country. 
The Ambassador stressed that the ROC would have to develop 
some measures to address IMF concerns in these sectors in 
order to move forward. She said that she had understood in a 
previous meeting with the Prime Minister in March (Ref B) 

that the ROC had accepted a World Bank proposal regarding the 
water and electric companies 

incrementally 

been reached yet on raising prices in any sector 

the production prices of the oil operators. He added that all 

of this is under review because President Sassou had 
instructed his economic team to stay on course on both the 
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PRGF and HIPC timelines. 


7. (C) Meanwhile 

Minister Andely to return for 2 days of consultations on 
Congo\'s IMF issues. Ambassador later met with Andely to get a 
readout of his meeting with President Sassou. Andely told the 
Ambassador that Sassou is very unhappy with his current 
economic team 

coordinated to remain on track with the IMF. Andely added 
that Sassou had others in the room during his discussion with 
him such as National Security Advisor Okemba and Planning 
Minister Moussa -- all who were instrumental in removing 
Andely from his position. Andely claimed that Sassou told 
them that they had given him bad advice on changing Finance 
Ministers. Andely said he would continue to provide guidance 
and assistance to his country on these issues 

worried that there were \"too many hands in the pot--such as 
the Prime and Planning Minsters 

influence the ROC\'s work with the IMF. \"The new Finance 
Minister\'s authority is being diffused\" Andely added 

no coherent fiscal policy decisions are being made.\" 


8.(C) Comment: The IMF team promised to give the Ambassador 
an out brief before it departs on May 13 

fuller conclusions on where things stand on the PRGF\'s 
6-month review and whether the September 2005 HIPC timeline 
remains realistic. The ROC feels like the IMF is not 

listening and taking into account social ramifications if 
downstream oil 

feels that the ROC is not seriously developing measures to 
keep the program and timelines on there current course. It 

will be necessary for the ROC to begin to stop seeing these 
issues as \"minor details 

measures to address the IMF team\'s concern. 


9.(U) Brazzaville Office - Sanders 
DOUGHERTY 
DOUGHERTY 
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reports from Washington that Prime Minister Erdogan\'s recent 
visit to Israel has enabled the White House to give a ‘green 
light\' for a meeting with President Bush during his upcoming 
trip to the United States. An unidentified high-level US 

official in Washington said that Erdogan will arrive there 

in late May. "Prime Minister Erdogan\'s visit to Israel 

his recent speech defending US-Turkish ties have been good 
developments 

that the Turkish government\'s decision on expanded US access 
to Incirlik Airbase did not fully meet the American request 

but would still be helpful in making the military operation 
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run more smoothly. Leftist-nationalist "CumhuriyetV 

reports that President Bush has not yet responded to 
Erdogan\'s request for a meeting which 

believes 

between the two countries. The paper reports that the 
Turkish prime ministry has in mind June 26-30 for Erdogan\'s 
call on President Bush. 


DAS Kennedy Visits Cyprus: Deputy Assistant Secretary of 
State Laura Kennedy 

current tour of the region 

to take forward steps for restarting the UN-backed peace 
talks. Kennedy urged the Greek Cypriot Administration to 
submit to the UN its proposed changes to the Annan Plan so 
that the talks can be resumed. She expressed US readiness 
to facilitate an agreement 

will have to come from the Cypriots themselves rather than 
from outsiders. Kennedy is to meet on Friday with Turkish 
Cypriot ‘president\’ Mehmet Ali Talat in the north of the 
divided island. 


Erdogan-Kocharian to Meet in Warsaw: Foreign Minister 
Abdullah Gul said that Prime Minister Erdogan may meet with 
Armenian President Kocharian at the upcoming Council of 
Europe meetings in Warsaw. Erdogan is willing to meet 
Kocharian in Warsaw in an effort to show European leaders 
that he is ready for dialogue with Armenia 

comments. \"Vatan\" expects Azerbaijani President Ilham 
Aliyev to join Erdogan and Kocharian in Warsaw. 


Gul Visits Bishkek: Accompanied by lawmakers 

and journalists 

the Kyrgyz capital of Bishkek Thursday for official 
meetings. The first batch of humanitarian aid brought by 
the delegation contains 380 

Turkish delegation brought to Bishkek 2.5s ton of medical 
supplies and humanitarian aid worth 380 

also planning to send doctors and military experts 

claim. Gul is to meet with Kyrgyz acting President and 
Prime Minister Kurmanbek Bakiyev and other officials on 
Friday. 


Turkish-Arab Economic Forum: Syrian Minister for Economy 
and Trade Amir Husni Lutfi said on Thursday that there are 
many opportunities for Turkish businessmen to invest in 

Syria. Lutfi 

Economy Forum 

international platforms and speed up economic reforms. He 
said Turkey\'s membership to the European Union would be in 
the interests of the Arabs as well. Turkish State Minister 
Kursat Tuzmen told the forum that Turkey had the potential 
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to attract some 10 billion USD in Arab capital annually. 
Tuzmen noted that Turkey has 20 billion USD in annual trade 
with Arab coutnries 

billion USD in 2005. Tuzmen said he expects the number of 
multinational companies investing in Turkey to increase. 


Erdogan Addresses Forum Istanbul 2005: Prime Minister 
Erdogan told "Forum Istanbul 2005\' meetings in Istanbul that 
Europe can overcome the difficulties it faces in global 
competition by admitting Turkey into the European bloc. He 
said that by 2023 

its influence from Europe to Afghanistan and the Middle 
East. Erdogan added that Turkey 

Union 

Turkey has drawn 45 billion USD in investment through the 
end of 2004. He also noted that MicrosoftVs Bill Gates will 
help Turkey in building a "Silicon valley.V 


UN Confirms Dervis for UNDP Post: The UN General Assembly 
on Thursday confirmed by unanimous vote former Turkish 
finance minister Kemal Dervis as the new head of the UN 
Development Program (UNDP). Dervis is expected to assume 
office on August 15. Dervis is the first UNDP chief to come 

from a nation that receives UN development aid. 


Police Detain Alleged PKK Bomber: Turkish police 
apprehended a woman suicide bomber with alleged ties to the 
outlawed PKK in Turkey\'s mainly Kurdish city of Diyarbakir 
papers report. The woman was allegedly preparing for an 
attack against police headquarters in Diyarbakir with 1.5 kg 
of C-4 plastic explosives wrapped around her waist. The 
explosive device was to be detonated using a mobile 
telephone. In April 

thought to be affiliated with the PKK -- claimed 
responsibility for a bomb blast in Turkey\'s western seaside 
resort of Kusadasi that killed one policeman injured several 
others. 


Another Turkish Truck Driver Killed in Iraq: A Turkish 

truck driver 

armed attack near the Iraqi capital 

married with two children 

transportation company in Iraq. The tabloid \"Posta\" reports 
that GulbolVs killing brings the total number of Turkish 
drivers and workers killed in Iraq to 90. 


EDITORIAL OPINION: 
VNew Happenings on the Northern Front" 


Sami Kohen wrote in the mainstream-opposition \"Milliyet\" 
(5/6): WAI! hopes that a post-election Iraq would be more 
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stable and secure have been dispelled with the latest wave 
of violence. It is very worrying to see these incidents 
spreading more widely 

bloody activities of the Army of the Ansar-al-Sunni 

militants 

that the insurgents have opened a ‘second frontV in the 
North. The motivation behind this move was laid out by an 
announcement by Ansar claiming that 'the Kurds bowed down to 
the Crusaders and fought against Islam together with the 
Americans.Y Although the new government in Iraq looks like 
a coalition with 37 members 

hands of the Shiites and the Kurds. Unfortunately 

political situation in Iraq is characaterized by chaos 

the militants are taking advantage of this. The growing 
violence in Northern Iraq is a big concern for Turkey as 

well. The Turkish Foreign Ministry\'s harsh condemnation of 
the Erbil bombing reflects this concern. It is a very 
dangerous sign that the violence is spreading northward.\" 


VRenewing Ties With Israel" 

Erdal Guven commented in the liberal-intellectual \"Radikal\" 
(5/6): VPM Erdoganvs visit to Israel brought to an end the 
corrosion in the Turkish-Israeli strategic relationship. If 
only for this reason 

There are many beneficial results of the visit 

important one is that Turkey has reestablished stability in 
its Middle East policy. The needle on the compass been 
pulled back to the center 

angle. The history of the last 20 years in the Middle East 
shows that Turkey can best defend its national interests by 
keeping plenty of room for maneuver in a complex region. 
This is only possible with stable and rational policies. V 


\"What Will Change if Ocalan is Retried?\" 

Fatih Altayli observed in the mass appeal \"Hurriyet\" (5/6): 
\"There has already been so much reaction to the possibility 
of a retrial of PKK leader Abdullah Ocalan. The MHP in 
particular have raised the alarm about a possible European 
Human Rights Court decision in the case. But when Ocalan 
was sentenced to the death penalty 

(then in the ruling coaltion) that blocked the 

implementation of a capital sentence. The European Court 
would not be singling out Turkey if this is its decision. 

The court also demanded 

the famous terrorist Carlos ‘the Jackal.\' Retrying Ocalan 
doesn\'t mean he will be freed. If it becomes necessary 
Ocalan could be retried and sentenced to his appropriate 
punishment. The whole issue would then be behind us for 
good. If certain circles ever ask for more on the issue 

then the Turkish Government would be well within its rights 
to tell them to ‘get lost.V Presenting Ocalan\'s retrial as 
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tantamount to freeing him 

policies to score political points will not be to Turkey\'s 
benefit.\" 


EDELMAN 
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nuclear weapons 
force in the region. 


3. (S) In Dagan\'s estimation 

critical point in relations with Iran. Iran is now close to 
solving the technological problems regarding aspects of the 
nuclear fuel cycle. From the point that those problems are 
solved 

a nuclear bomb. Αἱ the same time that the regime is working 
to create enriched uranium 

the delivery mechanism for such fissile material 

already have such weapon systems. The one weakness Dagan saw 
in lran\'s nuclear ambitions is that its projects to create 
centrifuges are centralized. 


4. (C) At this point 

from creating enriched uranium. He laid out several steps 
that the United States can take to this end. Dagan said that 
the first and most important step is bringing the Iranian 
nuclear issue to the United Nations Security Council as soon 
as possible 

of technology into Iran. Iranian nuclear scientists must not 
be allowed to participate in conferences with European or 
American scientists. Second 

created to put economic pressure on Iran. Dagan said that 
Iran\'s dependence on oil imports due to its lack of refinery 
capacity is one factor that can be taken into account when 
considering sanctions. 


5. (C) Sanctions against Iran would also 

pressure on Iranian opposition groups to act against the 
regime. The United States must encourage different groups to 
become more serious in their efforts to undermine the regime 
Dagan said 

1980s as an example of such opposition pressure helping to 
bring down a regime. Dagan said that a large portion of 
Iranians is pro-American 

account for 40 percent of the country\'s population. 
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6. (S) Even without a nuclear capability 

poses a threat to the stability of the Middle East through 

its support of terrorist organizations 

According to Dagan 

against Israel through Hizballah and encouraged recruitment 
both directly and indirectly 

Al Agsa Martyrs Brigade. Two specific branches of Hizballah 
Dagan said 

Iranians 

Arab-Israelis 

to recruit members of Fatah and other groups. Dagan said 
that Palestinian Islamic Jihad has been receiving money from 
Iran based on the number of terror attacks that it carries 

out. Dagan warned that Iran has also grown closer to Hamas. 
He said that Iran supports Hamas partly out of ideological 
anti-Israel views 

influence and to expand its own influence in the Middle East. 


7. (C) Dagan emphasized that 

is now in effect and terrorist attacks against Israel have 
indeed declined drastically 

and \"events\" are still very high. He blamed Palestinian 
President Abbas for being ineffective against Hamas 
allowing Hamas to use the current lull to reorganize. Dagan 
said that Hamas agreed to the ceasefire for \"tactical\" 
reasons only 

coming months on enhancing its political power through the 
upcoming Palestinian elections. In addition 

that the IDFYs success in damaging Hamas\'s capability and 
leadership has also caused the group to retrench. He 
contended that it is only a matter of time until the 
Palestinian groups abandon the ceasefire. 


8. (C) President AbbasYs support among the Palestinian 
people 

continuing struggle with Israel 

with the old Palestinian leadership 

the Palestinian Authority (PA). Dagan predicted 

that Abbas would lose this support because Abbas 

some actions 

barrier to reform that Dagan cited was what he claimed is the 
fact that Abbas has only two true allies in the PA 

Minister Salam Fayyad and Civil Affairs Minister Muhammad 
Dahlan. He described these men 

enough to gain popular support nor strong enough to exert 
authority. He said he could identify no Palestinian leaders 
who meet both these requirements. 
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9. (S) The subject of Iran again came up in Dagan\'s 
assessment of the situation in Iraq. Iran has played a 
negative role in Iraq because it hopes to see the state 
dominated by Shia 

Iran. Dagan said that Iran is encouraging Iraqi groups close 
to the regimeVs ideology 

are participating in the new political structure of Iraq. 

Iran feels besieged by the American presence in neighboring 
Iraq 

Al Qaeda members to take harbor in or transit through Iran. 


10. (C) Dagan characterized his view of Iraq as optimistic 
based on the economic growth 

living conditions 

optimism on the new governments ability to recruit the 
support of different factions 

and to fight effectively against terrorist elements such as 
Zarqawi. Through terrorist actions against Iraqis 
Zarqawi\'s forces have tried to discourage people from 
participating in the system and have attempted to create a 
rift between Shia and Sunni groups. 


11. (U) CODEL Lieberman did not clear this cable. 
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reconstruction. "We are not making progress\" 

describing as an example a Japanese government USD 100 
million grant to this Indonesian government budget and 
none of it had yet been disbursed. 


8. (SBU) Chevalier said it was important at this stage 
to \"avoid adverse feelings\" 

growing anti-international feelings among victims and 
NGOs 

being discussed in the Sri Lankan Parliament. As Sri 
Lanka noted 

and that he had seen leaflets being distributed that 
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accused international donors of \"neglecting\" Muslims. 
Other frustrations included a lack of awareness of the 
rules in Sri Lanka. For example 

noted that representatives from NGOs and even UN 
agencies could not initiate housing projects when the 
rules and requirements were not uniformly understood. 


9. (SBU) Mallet expressed his appreciation to A/S Wayne 
for his briefing on U.S. efforts. He agreed on the 

need to continue to coordinate among major donor 
countries 

funding. 


10. (U) This message was cleared by Assistant Secretary 
Wayne. 
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DIPLOMATIC QUARTER" 


1. SUMMARY: THE U.S. CONSULATE IS SETTING THE 
TREND IN ISTANBUL. NATIONAL DAILY \"SABAH\" REPORTS 
THAT SEVEN CENTRAL ASIAN COUNTRIES ARE SETTING UP 
THEIR JOINT CONSULATE NEARBY. BELOW IS A 
TRANSLATION OF THE APRIL 29 ARTICLE. END SUMMARY. 


2. VA DIPLOMATIC CENTER IS DEVELOPING IN SARIYER 
WHERE THE U.S. CONSULATE MOVED DUE TO SECURITY 
CONCERNS. AS A RESULT OF A PUSH BY THE SARIYER 
MUNICIPALITY 

REPUBLIC OF NORTHERN CYPRUS 

AZERBAIJAN 

AND KAZAKHSTAN WILL MOVE TO SARIYER INTO A LARGE 
COMPLEX. 


3. VTHIS PROJECT IS NOT LIMITED TO CONSULATES 

ONLY. IT WILL BE PART OF A LARGER COMPLEX THAT 
INCLUDES A HOSPITAL 

TECHNOPARK AND HOTEL. ALL DRAWINGS OF THE DETAILS 
OF THE PROJECT 

APPEARANCE 


4. VA DOSSIER WITH THE PLANS FOR THIS PROJECT HAS 
BEEN SENT TO THE FOREIGN MINISTRY. IT IS NOW 

BEING REVIEWED AND THE PROJECT - WHICH IS SAID TO 
HAVE ATTRACTED INTEREST IN ANKARA -- WILL START AS 
SOON AS IT IS APPROVED BY THE MINISTRY. 


5. VSARIYER MAYOR YUSUF TULUN SAID THAT THE 
CONSULATES OF TURKIC REPUBLICS IN ISTANBUL ARE 
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LOCATED IN INCONVENIENT AND DILAPIDATED BUILDINGS. 
HE CONTINUED 

THIS PROJECT AS WELL. WE WANT SARIYER TO BEA 
DIPLOMATIC QUARTER. WE ALREADY HAVE THE 
CONSULATES OF THE UNITED STATES 

JAPAN AND CHINA WITHIN OUR (MUNICIPAL) BORDERS. 
WE HAVE SUBMITTED THE PROJECT TO THE FOREIGN 
MINISTRYYS UNDERSECRETARIAT. WE WILL BE ABLE TO 
ALLOCATE LAND. WE WANT SARIYER TO BE A CENTER OF 
ATTRACTION. WITH THIS PROJECT 

THESE COUNTRIES WILL WORK TOGETHER IN A LARGE 
BUILDING AND DEVELOP RELATIONS BETWEEN THEIR 
COUNTRIES.\' 


6. \"THE U.S. 

TO THE HIGHEST HILL IN ISTINYE FOR SECURITY 
REASONS 

DISTRICT. 


7. VTHE (U.S.) CONSULATE BUILDING IN ISTINYE IS 
EASILY VISIBLE FROM ALL PARTS OF THE DISTRICT. 
CHINA AND AUSTRIA HAVE THEIR CONSULATE BUILDINGS 
IN THIS DISTRICT IN ADDITION TO THE U.S. AFTER 

THE APPROVAL OF THIS PROJECT 

CONSULATES IN SARIYER WILL RISE TO 10.\" 
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there was no loss of life in that incident 

look ahead. France has pronounced the elections free and 
fair 

events. Wherever France goes 

Faure Gnassingbe is a V'cultured young man 

who can be persuaded to move Togo on a positive path. 


4. (C) Kufuor was \"reasonably confident" about the 
prospects for peace in Cote dVlvoire. South African 
President Mbeki is seen as an honest broker and the 
governments decision to allow Ouattara to compete in the 
election is encouraging. The fine points need to be worked 
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out but Cote d\'Ivoire may have \"turned a corner" 

The Ambassador noted some worrying signs which bear watching. 
She asked about a recently publicized incident in which 
Ivoirian rebels reportedly crossed into Ghana on March 12 
possibly with the assistance of a Ghanaian soldier working as 
a UN peacekeeper 

Cote dVlvoire. The Minister said the implicated Ghanaian 
officer had been recalled to Ghana for questioning. Kufuor 
was clear that the GOG is not accusing him 

his side of the story. He attributed the incident to a minor 
dispute among chiefs which will be settled over time. 
Comment: The minister treated the Ivoirian cross-border 
incursion as a serious incident that merited his personal 
attention and front page (government) press coverage. Other 
sources have been quite dismissive of the incident. NPP 
National Chairman Harona Esseku suggested to PolChief that 
Kufuor\'s handling of this incident was an embarrassment and 
diminished his stature (Kufuor flew to the Northern region 
with much fanfare 

his senior staff 

involving a chief who Esseku described as a known arms 
smuggler.) It could be that the minister was attempting to 
divert attention from other political issues. End comment. 


5. (C) Kufuor asked if the Embassy could help intervene 

with former President J.J. Rawlings to encourage him to tone 
down his anti-government rhetoric 

was causing excessive \"turbulence\" in Ghanaian politics. The 
Ambassador noted that 


for Rawlings 

remarks during the recent African Presidential Archives and 
Research Center (APARC) meeting in South Africa. She 
suggested the government might choose to ignore RawlingsV 
frequent barbs. The minister indicated that he got her 

point. 


6. (C) The Ambassador expressed concern about media reports 
that 40 young men (reportedly including soldiers) went on a 
rampage in Kumasi on April 27 

injuring 50 people. According to press reports 

avenging the mob lynching of a fellow soldier who was 

involved in a gambling problem. Minister Kufuor thought 
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the men were off-duty police officers 

this kind of rampage used to happen during the Rawlings 
years. He said the matter was being investigated by a High 
Court judge. Note: the Ministry\'s Chief Director Frank 
Mpare told PolChief after the meeting that he thought the men 
were soldiers. End note. 


7. (C) Kufuor asked the Ambassador how she assessed 
democratic governance in Ghana. She responded that she was 
impressed with Ghana\'s governance and its December 2004 free 
and fair elections. She noted that the MCA eligibility for 

the second year was public USG recognition of good 
governance. However 

private sector 

about rising corruption in Ghana. This could become a 
significant obstacle to democracy and economic growth. 

Kufuor said he agreed fully and would talk to the President 
about this concern. He noted that top GOG officials have to 
declare their assets publicly and are constantly under 

scrutiny. He said ministers are especially scrutinized when 
others below them should be investigated. Nonetheless 

GOG should take more serious efforts to counter corruption 

he said 

(he hoped with USG assistance.) 


8. (C) This meeting replaced a canceled meeting when the 
minister flew to the north to investigate the Ivoirian 

incursion. He had sent his Chief of Staff to see the 
Ambassador on the eve of the canceled visit by General Wald 
to request that Wald make a strong statement about Ghana\'s 
democracy because of threatening remarks in the press by 
Rawlings. In this context 

seemed most forward leaning on the Rawlings and governance 
issues. As the PresidentVs brother 

power beyond his Defense portfolio and is in a position to 
transmit our anti-corruption message to the top levels of 
government. His view of the Togo situation probably reflects 
the President's. (During a May 2 meeting 

similar view on Togo from the new Inspector General of 
Police 

Chairman Esseku 

contender for the party ticket in the 2008 national election 
(although Esseku and some other contacts do not believe he 
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has a strong chance.) 


9. (U) Dr. Kwame Addo-Kufuor (65) has been Minister of 
Defense and a Member of Parliament from Manhyia 

Region since 2001. He is the brother of President John 
Kufuor. From April 2002-April 2003 he also served as Acting 
Interior Minister. He has a B.A. and a medical degree from 
Cambridge University. Starting in 1971 

physician for several hospitals in Ghana and the U.K. . He 
was President of the Ghana Medical Association from 1992-1995 
and was elected to parliament in 1996 as a member of the 
ruling New Patriotic Party (NPP). He went to the United 
States on an International Visitor Program in 1997 with seven 
other MPs. Kufuor is a lay preacher with the Anglican 


Church. He is married and has three children. 
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5.(S) Additional Assistance: The Ambassador asked General 
Felix if there were any areas where the USG could better 
assist the GSI and/or ABIN. Felix said that he was very 
happy with the assistance currently being provided by the 
USG. One area where he claimed that the Brazilian 
Government was falling behind was in protecting its own 
classified and unclassified computer systems. Felix said 
that he would welcome any assistance (courses 

etc.) in this area. Felix also said that he was trying to 

beef up the GSI and ABIN\'s SIGINT capabilities and could 
always use some assistance along those lines. 


6.(S) Embassy Comment: General Felix is an amiable 
key individual. He does not appear overly ambitious and 
admitted that he preferred traveling for the sake of 
pleasure as opposed to business. He is not someone who 
will make waves 

carefully through the Venezuela discussion. The above 
being said 

interlocutor 

very cooperative 

ABIN. All in all 
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for U.S. interests. 
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and related embezzlements at Bancredito and Banco Mercantil 
that collectively cost 20 percent of GDP in 2003; narcotics 
trafficking and payoffs; government procurement scandals 
affecting the previous administration and both οἱ Fernandez\'s 
administrations. Fernandez has appointed men of integrity to 
key law enforcement positions. USAID is providing him help to 
mount an anti-corruption/ethics in government mechanism and 
campaign. On May 2 

ambassador 

comment relieved his intelligence chief and two other senior 
officers known to be corrupt. The government is preparing 
several pieces of legislation to assure greater transparency 
and to prevent opporunities for corruption. 


CORRUPTION APPROACH: 


- - We greatly admire your Attorney General Francisco 
Dominguez Brito and several other key law enforcement 
officials in your administration. 


- - The USG will continue to support you in your stand 
against corruption. 


- - CAFTA and new Dominican legislation will provide stronger 
safeguards. 


- - The public must see your government act strongly and 
impartially against those suspected of fraud and corruption. 


SUPPORT FOR IRAQ 


5. (C) Fernandez did not criticize his predecessor\'s dispatch 
of a 300-soldier batallion to Iraq and never commented 
publicly on Operation Iraqi Freedom. The Dominican Armed 
Forces Minister 

authorization from the President 

selecting a limited number of Dominican staff officers 
perhaps 15-20 

the Iraq area of operations. The Dominican government has 
not formally notified the United States of this decision and 

it has not been publicized. Selection and testing is under 
way; first deployments could occur in June. 
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APPROACH ON IRAQ SUPPORT: 


- - | understand that you have given your Armed Forces 
Minister authorization to select a number of staff officers 
to support the coalition efforts to protect and rebuild Iraq. 


- - The Iraqi people and authorities will appreciate this 
support. So do we. 


- - We appreciate the quality of Dominican military 
professionals; this will further qualify those officers to 
participate in multilateral operations with the UN or the 
Organization of American States. 


NATIONAL SECURITY STRATEGY 


6. (C). President Fernandez has expressed great interest in 
drawing up a national security strategy. Senior military 
officers have not begun this work in earnest 

attention instead to a White Paper" on the military instead 
and have not been receptive to Fernandez\'s military advisor. 
The U.S. Embassy\'s Military Advisory and Assistance Group 
can assist in drawing up a national strategy. 


SECURITY STRATEGY APPROACH: 


- - The President bears the responsibility for defining the 
National Security Strategy of a nation 
the government and armed forces. 


-- | encourage you to take a direct interest in this work 
to constitute a working group headed by your personal 
representatives with a mandate from you 

concerted effort. 


- - A clear vision of security threats 
resources is vital to assuming your responsibilities toward 
your own population and toward the community of nations. 


HERTELL 
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automakers. The lack of new economy!" firms (software 
pharmaceuticals 

divergence between the corporate visions and priorities 
reflected in the IAC and many of those which are the subject 
of our bilateral commercial and economic advocacy 

on intellectual property rights issues. End Comment.) 
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3. (SBU) Familiar Messages: As reflected in the communique 
issued at the end of the meeting 

praise for Turkey\'s achievements over the past year 
particularly in securing a date for the start of EU accession 
negotiations and in ensuring macroeconomic stability. They 
also noted progress in addressing some of the 13 priority 
areas they had identified last year (reftel). In particular 

they cited government steps to reduce administrative barriers 
to investment 

increasing incentives and government funding 

supply chain for small and medium enterprises (SME) 

invest in education and skill development 

legislate but to implement legislation to protect 

intellectual property rights. 


4. (SBU) Much to do: Notwithstanding these positive messages 
the council also cited the increased urgency of tackling a 
broader range of issues 

investment will accompany the EU accession process. They 
reiterated a litany of issues that are also frequently cited 

by local corporations 

tax reform to create a simpler 

EU-consistent tax regime 

governance 

\"decisive\" continuation of privatization 

energy sector liberalization 

continued R and D investment 

marketing efforts. They also urged the government not to use 
the council as simply an annual action forcing event 

take advantage of its expertise on an V'ongoing basis. V 


5. (SBU) YASED Reacts: Among local participants in the 
meeting was the Foreign Investment Association (YASED) 
chairman 

In contrast to his past criticism of the government for its 
slowness in acting on the inaugural council\'s 
recommendations 

he would give the government a passing grade of 6/10. He 
opined that foreign participants in the council would be even 
more generous. (Note: Other sources have been less 
charitable. One leading business paper failed the 
government 

conceding the need for extensive tax reform 

of Turkey\'s image problem among potential investors to faulty 
information 

difficult to establish a company here than elsewhere in the 
OECD 

Secretary General Mustafa Alper explained Erdikler\'s scoring 


SIPDIS 
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rationale 

that a lower score would have shortchanged the governmentVs 
V'good faith V" efforts 

reflected continuing bureaucratic impediments to investment. 


6. (U) Alper shared with Econoff YASEDVs own assessment of 
progress on the inaugural council's recommendations 
provides added detail to the second CouncilVs own 
recommendations. Among the items singled out are the 
following 

government report before the conference (reftel): 


-- Administrative streamlining: Progress achieved in 

speeding up Environmental Impact Statements (EIS) and plans 
for \"one-stop-shop\" for municipal permits 

\"limited\" positive effect. Also stressed the need for 
simplification of procedures on sectoral issues. 


-- Judicial System: Noted that further steps are needed to 
build on the V'National Judiciary Network ProjectW and the new 
commercial code. 


- Tax Reform: Again judged the positive direct effect of 
improvements to have been limited 
remain too high. 


-- Customs Efficiency: Noted improvements 
lower duties and simpler processes. 


-- Land: Noted that many investors come up against difficulty 
in securing land with appropriate permissions for their 
planned projects. In addition 

continuously altered 


Alper also noted that YASED and other NGOs will collaborate 
with the GOT in a follow-up mechanism designed to ensure that 
the councils lead to sustained progress in addressing the 
issues the companies identified and are not simply an annual 
extravaganza. 


7. (SBU) Insider\'s View: Local representatives of 
participating companies generally expressed a positive view 
of the council and its outcome. Turan Aydin 

contact at Mitsui Corporation 

Hayashi participated in the council 

into the meeting with three principle complaints-- the 
difficulty of securing work permits for foreign workers in 
Turkey (HayashiVs admission he had illegal workers in his 
company as a result sparked extensive headlines) 
weakness of corporate governance in Turkey 

difficult for Mitsui to judge potential partners 
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Turkish environment\'s lack of administrative or regulatory 
predictability. Tax concessions or other privileges are 
often arbitrarily withdrawn after a short period 

so that Mitsui has difficulty forecasting the environment it 
will face in the future. As a result 

than the provision of incentives is some sort of guarantee 
that what a company sees when it enters Turkey is what it 
will continue to experience for a predictable period. As an 
aside 

Prime Minister Erdogan that the government revisit its 
incentive schemes 

specific sectors. 


8. (SBU) Comment: As with most such meetings 

offered a Vfeel good" opportunity for the government to tout 

its accomplishments 

raise (privately) not just their general concerns but also 

the specific issues that have hampered their operations. It 

also marked the start of a concerted GOT public relations 
offensive on the economy 

newfound macroeconomic stability. By chance or design 

IAC was followed in quick succession by IstanbulVs hosting of 
the annual Asian Development Bank (ADB) meeting 

German Chancellor Gerhard Schroeder and an enormous German 
business delegation 

gathering that assesses Turkey\'s prospects over the next 20 
years) and the Turkish-Arab Economic Forum. With recent and 
prospective foreign investments in telecoms and other areas 
Turkey is on track to garner as much as USD 8 billion in FDI 
this year 


9. (SBU) Comment continued: As the Council showed 
remains to be accomplished in terms of structural reform 

for the first time in a generation Turkey has achieved 
macroeconomic conditions that have inspired foreign investors 
to take a second look. The potential problem is that the PM 
and others in the GOT will interpret high profile business 
accolades for the GOT\'s success in advancing the EU accession 
process and macroeconomic stability as an indication that 
investment climate and other structural reforms are no longer 
as urgent as they once were. End Comment. 
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imprisoned narcotraffickerVs assertion that narco-kingpin 
Fernando Zevallos was involved in drug trafficking. The 

judge reserved the right to impose prison terms on the 
defendants if they do not observe V'good behavior" and ordered 
them to pay 10 

The decision represents an insidious threat to press freedom. 
The defendants are appealing. Local media reaction has been 
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strongly in BowenV's favor 

up in arms and newspapers strongly criticizing the judge\'s 
ruling. End Summary. 


2. (U) Judge Alfredo Catacora of the 11th Criminal Court of 
Lima on 5/4 convicted British journalist (over twenty years 
resident in Peru) Sally Bowen 

and their publisher of criminal defamation. The judge 
reserved the right to impose prison terms on the defendants 
if they do not observe V'good behavior" and ordered them to 
pay 10 

having cited allegations that narco-kingpin Fernando Zevallos 
was a drug trafficker in their book “Тһе Imperfect Spy." 


3. (C) According to Bowen\'s attorney 

Judge Catacora ruled that the mere reporting of a sourceVs 
statement that Zevallos had engaged in narcotrafficking 
constituted criminal libel. Although Zevallos 

narcotrafficking are common knowledge (he currently is on 
trial in Peru charged with attempting to smuggle 3.5 tons of 
cocaine to Mexico) 

narcotrafficker cannot be referred to as such until he has 
been convicted of that crime by a court. Furthermore 

judge reportedly ignored the jurisprudential requirement that 
malice be proven to sustain a libel judgment 

the journalists were liable because they should have taken 
more care to discover that Zevallos had not been convicted of 
narcotrafficking before publishing their book. 


4. (C) Santistevan observed to Polcouns that Judge 
Catacora\'s decision to reserve the imposition of prison terms 
on Ms. Bowen and Ms. Sullivan if they do not engage in V'good 
behavior" for the next year effectively serves as a form of 
censorship 

imprisonment should they report on Zevallos during this time. 


5. (C) Zevallos has been pressuring Bowen from a variety of 
sources. Bowen told Ambassador on 4/29 that a local 
journalist of Japanese-Peruvian descent who was tied to 
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Fujimori-era corruption had recently asked to meet with her. 
The journalist advised her V'as a friend" to settle out of 
court with Zevallos. He suggested that if Bowen would 
retract her assertion from her book 

withdraw his criminal defamation complaint against her. 
Bowen rejected the suggestion. 


6. (C) Bowen also told Ambassador that when she went back to 
examine prison records regarding her interview with the 

source that fingered Zevallos 

the prison\'s visitors log was missing. Bowen realized this 

when she added up the interviews for that day 

less than the total recorded in the book. 


7. (U) Embassy contacted press associations Human Rights 
groups and womenvs rights organizations in the run-up to the 
decision 

case. All welcomed the contact. In the wake of the 

decision 

Interamerican Press Association (SIP) 

Association of Peruvian Journalists (ANP) 

Institute of Press and Society (IPYS) publicly condemned the 
decision as a serious threat to press freedom. 


8. (U) Press reaction has been similarly strong and 

negative. Lima Vs flagship daily VEI Comercio" led with the 
headline \"Judge Issues Scandalous Sentence in Sally Bowen 
Case. Daily V'La Republica" described the decision as “а 
dangerous precedent. Daily V'Peru 211" carried a page 2 
opinion piece by editor Augusto Alvarez Rodrich entitled V'A 
Sentence to Silence 

precedent" that the Bowen decision would set if left to 

stand. 


9. (U) The Bowen conviction was a travesty of justice than 

can only have a chilling effect on freedom of speech and 
freedom of the press if not reversed soon. Embassy has 
worked with WHA/PDA on press guidance 

continue to express our concerns over this decision with our 
contacts. Furthermore 

issue in a meeting requested next week with the Supreme Court 
Chief Justice. End Comment. 

STRUBLE 
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rejected this option. Pressed on her characterization 

Barbier said that the opposition had asked too much of ECOWAS 
and that UFC leader Gilchrist Olympio\'s policy was based on 
revenge. She lamented that FM BarnierVs statements on the 
elections 

had been limited 

France. She also noted that the presence of spin doctors 

like Charles Debbasch and Jean-Luc Maneaud in Togo was also 
negatively affecting France\'s image in Togo and in the region 
generally. 


3. (C) Barbier discounted the possibility the AU might engage 
on Togo. Konare 

Nigerian President Obasanjo already engaged in Togo 

was unlikely to supplant ECOWAS 

African President Mbeki was unlikely to involve himself. 
Looking forward 

with EU partners on pressing the GoT to prepare satisfactory 
legislative elections in accordance with its 22 commitments 
to the EU under article 96 of the Cotonou agreement. 
ROSENBLATT 
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interaction among PKOs operating in the same region and that 
France had been suggesting this for some time. Lacroix 
cautioned that such arrangements would have to be 
well-planned 

country 

extent that they were unable to accomplish their mandates. 
He added that troop contributors would need to be consulted 
and their agreement would not be automatic 

that the same countries had troops in both Liberia and Cote 
dvlvoire. 


3. (C) Lacroix continued that France shared USG concerns on 
budget issues and was ready to work with the USG on this 
proposal to ensure that contributions were not increased. 


4. (C) Lacroix insisted that there should be no linkage 
between this proposal and the discussions on increasing the 
troop ceiling and revision of the mandate for UNOCI (see ref 
A 

ROSENBLATT 
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REF: A. (A) PARIS 2942 
B. (B) PARIS 2663 


SUMMARY 

1. (SBU) \"The question of Turkey" as the French refer to it 
looms large in the background of voter concerns as France\'s 
electorate prepares for the May 29 national referendum on a 
proposed constitution for the European Union. Opponents of 
the constitutional treaty suggest that it will make Turkey\'s 
membership in the EU more likely 

Muslim immigrants seeking work. France\'s already large 
Muslim minority 

integrated into French society. Among those susceptible to 
nativist and xenophobic fears 

prejudice runs high 

the constitution and enlargement to include Turkey. In 
addition 

talks with Turkey tempts some who oppose Turkey\'s membership 
in the EU to \"vote against Chirac" in the referendum. For 
many 

confirms their fear that European enlargement is V'a runaway 
train.\" With Turkey in the club 

logically also be open to Russia and many countries around 
the Mediterranean 

free-trade zone and does not become a closer 

union. END SUMMARY. 


LOOMING IN THE BACKGROUND 

2. (SBU) In the early weeks of the referendum campaign 
(which began on March 4 when President Chirac announced the 
May 29 date) the V'question of Turkey" was at the forefront of 
French votersV concerns. Through mid-April most polls showed 
that opposition to Turkey\'s membership in the EU was the 
leading motivator of those who said that they planned to vote 
VnoY on May 29. Since then 

constitution has centered 

-- the constitution s compatibility with the French social 
model (reftel A) and the weakening of France should French 
voters reject the proposed charter -- fears linked to Turkey 
have somewhat receded into the background for most voters. 
So much so that President Chirac 

prime-time television appearance on May 3 

bring up Turkey at all. Notwithstanding the current eclipse 

of Turkey as a watershed issue in the referendum debate 
pollsters are also finding that it continues to loom very 

large in the background of voter concerns as a \"crystallizer\" 
or \"refractor\" of differences among the French with regard to 
two key sets of issues: one social 

over the role of immigration 
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in the future evolution of French society and the other 
European 

the EU should become. 


REFRACTING DIFFERENCES OVER SOCIAL ISSUES 

3. (SBU) For many in France 

susceptible to the extremist right\'s virulent xenophobia and 
nativism 

up fears of unlimited Muslim immigration. French society has 
largely failed to integrate the estimated five million 

Muslims already in France. The specter of another wave of 
Muslim immigrants -- of their V'taking away jobs and 
undercutting wages 

conflict stemming from the religious fundamentalism of a few 
of these immigrants and the French RepublicVs rigid 
commitment to secularism -- has been demagogically exploited 
by opponents of the proposed constitution 

the far-right. However 

constitution (including FranceWs most popular politician 
Nicolas Sarkozy 

(UMP) party) are also against Turkey\'s accession to the EU. 
In part 

the difficulties French society is having adjusting to 
multiculturalism and other factors for social change stemming 
from globalization. For Sarkozy and other V'opponents of 
Turkey 

including more than 70 million Turks in the EU is a bridge 

too far for French society\'s capacity to adapt. 


AND OVER DIFFERENT VISIONS FOR EUROPE 

4. (SBU) The focus of the referendum debate on whether or 
not the proposed constitution supports or undermines the 
French social model has masked deep differences in France 
over the right direction for the European construction -- 

what the proposed constitution should lead to. Different 
positions on \"the question of Turkey 

visions for Europe. Many who would have objected to 
enlargement to 25 

views due to the EUVs \"democracy deficit 

to object both to enlargement to 25 and to prospective 
enlargement to include Turkey. A Europe that includes Turkey 
may also be open to Russia and to many countries around the 
Mediterranean. Such an Vever-expanding Europe without a 
borden" is also a pre-imminently \"liberal\" economic 
association 

political clout. Pollsters believe that a significant 

portion of French supporters of the proposed constitution 
oppose Turkey\'s inclusion іп the EU for precisely this reason 
-- that including Turkey insures that the EU remains no more 
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than a vast free-trade zone 

political union. Defending himself against the charge that 

he is a lukewarm Europeanist 

television appearance May 3 called for a \"Europe that 
conjoins single market and social harmonization 

not subsume the identity of EuropeVs peoples and nations and 
in which European authorities do what only they can do better 
than national ones. President Chirac 

in France of having the EU open accession talks with Turkey 
believes that inclusion of Turkey is compatible with this 

vision of a union of nations that share democratic political 
values and a framework for concerted action. This is one of 
the defining differences between Chirac and his principal 

rival for leadership of the center-right 

stress that civilizational affinities unite Europeans and 

some instances 

Francois Bayrou head of the centrist Union for French 
Democracy (UDF) party) 

possibility of including Turkey in Europe. 


COMMENT 

5. (SBU) With only three weeks left to go before the May 29 
referendum 

despite the demagoguery of right-wing vote-\'no\' advocates 
will take center stage in the debate over the proposed 
constitution. However 

Turkey\'s place in the EU reflect differences over future 
challenges to French society and differences over the future 
evolution of the EU 

issue after the referendum -- as the October 3 date for the 
start of accession negotiations approaches and leads to the 
long season of jockeying for favor with the electorate in the 
run-up to the 2007 presidential campaign. END COMMENT. 
ROSENBLATT 
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pharmaceuticals and enforcement actions to remove illegal 
medicines from the market. 


Part II. Components of an Effective IPR Regime 


1. Legal Framework. U.S. authorities confirm that the 
existing legal system provides sufficient tools for 

enforcement. CAFTA commitments require strengthening the 
Dominican IPR protection regime to conform with 

areas to exceed WTO norms. This would include criminalizing 
end-user piracy 

against piracy and counterfeiting. CAFTA will require the 
Dominican Republic to authorize the seizure 
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destruction of counterfeit and pirated goods and the 

equipment used to produce them. The CAFTA requires measures 
authorizing both statutory and actual damages for copyright 
infringement and for trademark piracy. 


2. Enforcement Capacity. Despite strong patent and 
copyright laws passed in 2000 

We want to help the Dominicans strengthen the basic structure 
already in place. The change of governments in mid-August 
2004 led to major turnover in government personnel 

many new employees do not have adequate grounding in 
principals of intellectual property enforcement. 

3. Border controls. Piracy is essential a question of 
domestically produced counterfeits of illegal public 
broadcast of cinema films licensed only for home viewing 
legitimately available for purchase locally. Although border 
controls in general are relatively ineffective 

limited effect on the problem. 


4. Government-Industry Cooperation: Under the new 
administration this area shows potential for improvement. 
Legitimate IPR users constitute a lobby favorable to 
enforcement. These include 

of franchised video rental operations 

association 

manufacturers of licensed pharmaceutical products. 


5. Effective International Cooperation. The Dominican 
Republic has ratified the WIPO Copyright Treaty and the WIPO 
Performances and Phonograms Treaty 

Intellectual Property Organization as treaty registrar has 

not recorded the deposit by the Dominican Republic of its 
instruments of ratification for these two treaties. The 

director of the Industrial Property Office participates in 
international meetings at WIPO. 


6. Public Awareness. There is low public consciousness of 
IPR issues of piracy. Seminars will offer the Embassy and 
the Dominican authorities opportunities to publicize the 
requirements and the benefits of IPR. 


7. Senior-level Engagement by Public Officials: The 
Secretary of Industry and Commerce and the Director of the 


SIPDIS 

Patent Office are cooperating to improve IPR protection here. 
The Attorney General has appointed a Deputy Attorney General 
with responsibility for intellectual property issues. 


Part ПІ Project Criteria and Metrics 
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1. Targeted to U.S. Priorities. As noted 

law enforcement and judicial systems is the first priority of 

the Mission Performance Plan. The project proposes to focus 
on two issues: television broadcast piracy and pharmaceutical 
patent piracy. Television piracy affects U.S. cinema 
producers almost exclusively. As mentioned above 

television broadcast piracy is a specific commitment under 
CAFTA 

region. Similarly 

pharmaceuticals would protect many U.S. companies and improve 
the environment for business and investment. U.S. support of 
IPR protection in these two areas would be welcomed by U.S. 
industry 

these areas to date. 


2. Strong Support of Host Government. As described above 
the Embassy has established collaborative working relations 
with the Secretary of Industry and Commerce 

offices for industrial property and for copyright 

the Attorney General and his staff. Our project is targeted 

at those individuals. 


3. Addresses Key Gap. As noted above 

government agencies charged with protecting patents and 
copyrights are inexperienced but willing and would benefit 
from targeted training. We propose to offer training for 
enforcement of copyright protection related to television 
broadcasting piracy and patent protection related to 
pharmaceuticals. 


4. Capacity for near term 

those offices directly involved with patent and copyright 
protection 

In the case of combating television piracy 

success in terms of actions undertaken against television 
stations that commit piracy and the percentage level of video 
piracy observed. In that of pharmaceuticals 

it by the number of enforcement actions 

petitions for \"compulsory licenses 

number of pirated U.S. products available in the market. 


5. Strong Project Oversight/Accountability. Our project 
calls for bringing two experts to the Dominican Republic to 
provide training and guidance to targeted audiences. The 
expenses involved are those required for their travel 
honoraria 

Political Section will be responsible for all project 
oversight and accountability. 


Proposal 
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Embassy Santo Domingo requests USD 6 
enforcement experts to the Dominican Republic 
for 2 days each: 


One copyright/IPR enforcement expert to provide training 
related to investigating broadcast piracy and to participate 
in public affairs programming concerning copyright of 
cinematic productions. 


Travel: USD 1 

Honorarium: 3 days x USD 500/day = USD1 
Hotel/Per diem: 3 days x USD 250/day = USD 750 
Total: $3 


One expert on pharmaceuticals and international IPR 
instruments (WTO TRIPS 

related to patent protection 

compulsory licensing 

pharmaceutical piracy 


Travel: USD 1 

Honorarium: 3days x USD 500/day = USD 1 
Hotel/Per diem: 3 days x USD 250/day = USD 750 
Total: USD 3 

HERTELL 


32139 

essential catalyst for innovation in the broadband market 
especially in France where competition from alternative 
infrastructure such as cable is limited. As a result 

variety of Internet Service Providers (ISPs) have emerged 
with differentiated offers 

competition. 


France\'s major broadband players 

4. The champion of FranceVs broadband boom іп the retail 
market is Шаа 

the most advanced services in Europe. Under the \"Free\" 
brand name 

telephony 

access for less than 30 euros a month. Free had 17.496 of 
the ADSL market in France as of December 31 

along with ISP market leader 

plans a large scale roll out of ADSL 2 Plus with complete 
coverage across France by the end of 2005. 


5. Italian incumbent 
on the French broadband market 
French internet subsidiary 
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Surf) 

provider in France. Tiscali\'s French business counts 
344 


6. To boost its base of 310 

making fixed line operator Cegetel launched a new high-speed 
Internet connection and voice-over-internet service. The 
company 

month 

bandwidth 

broadband offer -- matching offers from Wanadoo and Free. 
Subscribers to the service 

month 

fixed-line numbers for another 10 euros a month using voice- 
over-internet protocol (VoIP) technology. 

7. Cegetel further intends to enter the market for triple- 
play services -- pay-TV 

with the launch of its new multi-media C-Box. Analysts say 
pay-TV over the Internet is the new driver of revenues and 
profits for high-speed Internet service providers. 

According to statements made by Vivendi 

of Cegetel 

hope this new strategy will to boost Cegetel\'s subscriber 
base to put the company back on a solid profit-making path. 
8. Bouygues Telecom 

rebel of the French Telecom market 

approach to the explosive broadband market. CEO Martin 
Bouygues recently said recently that it did not make 
financial sense for his company to take part in the 
consolidation of the ADSL market 

eight major Internet service providers in France. Instead 
Bouygues 

subscribers 

providers about offering a fixed/mobile service combination. 
The ambitious triple-play service provider Neuf Telecom 
allegedly the favorite to hook up with Bouygues. Neuf 
Telecom is in talks to become a mobile virtual network 
operator (MVNO) on Bouygues\'s network 

see Bouygues resell Neuf\'s broadband services to its 
customers. 


9. As for the wholesale market 

just launched a public consultation on both the wholesale 
market for unbundled access and the wholesale market for 
broadband access at the national level 

to the European Commission on April 13. 


Comment 


10. With French ISP rates dropping to half of those in many 
other European countries 
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seeing the fruits of infrastructure investment combined with 
successful regulatory unbundling and line sharing policies. 
Rarely does France produce such a clear example of 
flourishing economic growth from the promotion of free- 
market competition. But the picture is not rosey from all 
vantage points. France Telecom is clearly concerned about 
losing market share to new entrants which can often be more 
innovative and flexible than the old behemoth incumbent. 
Some companies like Cegetel have been willing to absorb 
losses to stay in the game 

from investors about being in the red year after year. And 
policymakers and politicians are concerned that growth and 
competition in broadband are thriving in metropolitan areas 
but leaving rural communities behind. So 

delegations of French regulators (December 2004) and local 
government leaders (April 2005) recently visited the U.S. to 
look for lessons and best practices to ensure that broadband 
deployment reaches all communities 

isolated areas. End comment. 
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established within Canada by foreign investors 
reciprocal Cabotage. Scott said that the current air 
services agreement with the USA has led to important 
benefits and substantial growth. Αἱ a minimum 

the GOC should seek Wa U.S.-style open skies agreement 
including cargo co-terminalization.\" Competition Bureau 
support for liberalization is not new; these policy 
prescriptions have been a consistent message from the 
Competition Bureau since 1999. 


3. MP\'s from all four parties responded with more or less 
hostile questions 

witnesses replies. Indeed it appeared that foes of 
liberalization had won the day on shaping the MPYs opinions 
on the matter. Conservative Jim Gouk asked V'Can you protect 
us from another Jetsgo experience? How will you stop 

airlines from selling tickets below cost right before they 

cease operating?\" The Bloc Quebecois MP Caroline St-Hilaire 
and New Democrat Bev Desjarlais were concerned about 
potential loss of service from smaller cities and towns and 

also 

already in financial difficulty. Liberal Raymond Bonin 

posed the question \"What\'s so wrong with having a dominant 
player? 

consumers. V" 


4. Comment: The Committee MP s apparent disdain for 
liberalization may not matter in the larger scheme of things 
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since political pundits prognosticate that this Parliament 
has only about 2 weeks left to live before an election is 
called. If an election is called 

Parliament ends 

all Committees disband (and no air liberalization report 

will be produced). Nevertheless 

Skepticism surprising; the next Transport Minister may have 
his work cut out for him persuading MPs of the virtues of 
open skies. End Comment. 
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Emboffs indicated that they had taken to sea due to 
instability 

indicated that they would do so again if the situation did 
not improve. End Summary. 


2. The USCGC Dependable intercepted the sail freighter on 
May 1 

30 adult females 

boy disembarked the sail freighter and boarded the 
Dependable. Almost all of the migrants were under 40 years 
old. The Dependable dropped the migrants at Killick Naval 
Base in Port-au-Prince on May 4 

Guard and the Office of National Migration processed them and 
gave them travel money (300 Gourdes 

and 

translation): WDo not risk your life by getting on a migrant 
boat. You will never make it. V" 


3. Onboard the Dependable 

have departed from Gonaives on April 25 headed for the United 
States 

migrants listed Cap Haitien as their home 

interviewed later by Emboffs indicated that the boat had set 
out from Cap Haitien. While a couple of migrants said that 
the destination was the Bahamas 

set forth with no particular destination. All of the 
interviewed migrants cited crime 

as their reasons for taking to sea. Many of those 
interviewed also indicated that they would set sail again if 
the situation did not change in Haiti. 


4. Mostreturning migrants were evasive regarding how much 
they had paid for the voyage and who had planned it. Several 
said that each paid what he could 

result of a four-month fundraising effort among young people 
in Cap. They stated that some on the boat were in charge of 
directing it 
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clear answer as to how the group had acquired the boat. A 
couple of men stated that while they had left with supplies 
these had quickly run out and they had been at sea two days 
without food or water. These men stated that their situation 
had been grave 

they did. 


5. With respect to their time on board the Dependable 
migrants stated that the Coast Guard treated them well 
allowing access to toilets and showers 

that they werenVt fed very much. They all acknowledged 
receiving two hot meals a day. 


6. Alarger than usual group of Haitian press (13 
journalists) attended the repatriation. Press reaction in 

the media focused on the likelihood of the migrants going to 
sea once more 


7. Comment: While this was the first migrant 
interdiction/repatriation in several months 

represent the beginning of a larger \"spring rush". Migrants 
interviewed in previous repatriations have done more hedging 
on whether they would take to sea again 

a definite response of V'if the situation doesn\'t improve 

| will go again" 

die at sea than get killed in Haiti." End Comment. 
GRIFFITHS 
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persons in future recruitment efforts. End Summary. 


April 27 shooting incident 

2. (C) In an April 29 meeting with visiting INL Principal 

Deputy Assistant Secretary Jonathan Farrar and Embassy police 
advisor 

of April 27. Charles said the violence occurred on the 

margins of a spontaneous Lavalas demonstration that started 
from the Bel Air neighborhood 

be determined if the assailants were part of the protest 

march. (Note this conflicts with CIVPOL commissioner Beer\'s 
assertion in reftel that there was no demonstration. End 

note) According to Charles 

Air around 11:00 a.m. and circled around the Presidential 

Palace before returning back to the Bel Air area and then 
proceeding on Delmas toward Bourdon (and the area around 
UNDP/MINUSTAH headquarters). (Note: Pro Lavalas supporters 
previously held several marches following a similar route. 

The government and the HNP had approved the previous activity 
but did not authorize a permit for the April 28 

demonstration. End note). As the march neared Bourdon 
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hundreds of people crowded the streets and brought vehicular 
traffic to a standstill. Several women reported purse and 
jewelry snatches along the demonstration route 

described marauding street thugs attacking and robbing 
bystanders and damaging vehicles stalled in traffic. Police 
monitoring the demonstration 

witnessed a group of ten young men running in Bourdon near 
MINUSTAH Headquarters. The police gave chase and opened fire 
on the fleeing suspects. Several of the suspects were 
apprehended and two were shot and killed by the pursuing HNP 
units. Three other suspects were also shot and killed by the 
HNP 

group that the police initially encountered. One 9mm pistol 

was recovered by the HNP not far from the deceased suspects. 
MINUSTAH forces were not involved in the shooting incident. 
DG Charles said he had ordered an investigation into the 
events leading up to the shootings. 


HNP not trained 

3. (C) In response to DAS Farrar\'s query if HNP officers were 
sufficiently trained and equipped to effectively handle such 
incidents 

he termed the lack of MINUSTAH support. He cited as an 
example poor coordination and cooperation between the HNP and 
MINUSTAH during an armed confrontation with gang members in 
Cite Soleil within the last 2 weeks. MINUSTAH commanders 
insisted that the HNP take the lead in entering and securing 
predetermined areas within Cite Soleil 

not possess sufficient weapons or armored vehicles to 

properly perform the task. Charles stated that this approach 
had become V'standard practice V" and often resulted in the HNP 
overreacting and prematurely resorting to the use of deadly 
force. He cited several additional examples where 

MINUSTAH forces were better equipped and trained 

had insisted that the HNP be the first responder and the 

first to draw fire. He acknowledged that both CIMO (Crowd 
Control Police) and SWAT units needed more tactical training 
better protective equipment 

weaponry. 


4. (C) Embassy police advisor suggested that one solution 

would be to have CIVPOL work directly with CIMO/SWAT. Formed 
Police Unit (FPU) officers and specially trained CIVPOL 

officers would join in the planning 

of high-risk incidents and potentially destabilizing 

demonstrations. This would improve command and control 
responsibilities 

non-lethal weapons and armored vehicles. The DG agreed with 
the suggestion and encouraged USG assistance in establishing 

a format for future discussions with CivPol Commissioner Beer 
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(reftel reports similar positive reaction from Commissioner 
Beer to this proposal). 


Police recruiting 

5. (C) DAS Farrar cited continuing USG commitment in support 
of HNP recruiting efforts and the importance of maintaining 
high recruitment standards. In addition to vetting all 

recruits 

attract and retain capable and trustworthy young men and 
women. The USG was concerned that inclusion of ex-FADH in 
large numbers would detract from ongoing police reform 
measures; they therefore had to be closely scrutinized. 

Based on discussions with the Embassy police advisor and 
other professionals in the field 

not support more than 200 former military being included in 
Promotion 17 (note: the next recruiting class scheduled to 

start in May). Moreover 

people to receive special quotas for class enrollment (as had 
happened with the ex-FADH) had to end. DG Charles agreed and 
stated that the practice would end immediately. Future 
recruitment drives would make no distinction with regard to 

the former military 

anyone for previous duty in the Haitian Armed Forces. 


U.S. Weapons License Request 

6. (C) Charles also inquired about the status of the weapons 
licensing waiver. He referred to a recent gun battle in Cite 

Soleil where well-armed gangs fired upon the HNP and MINUSTAH 
for 2 hours 

and reserve supplies. The gangs had more automatic weapons 
and ammunition than the HNP 

train its members or defend Haiti without ammunition and 

modern tactical weapons. 


7. (C) DAS Farrar explained the waiver process including 
Congressional notification by the Department of State. He 

told DG Charles that Congress was properly demanding that the 
HNP arms license 

Training 

reporting requirements 

inspections of the weapons in the field would be required. 
Charles pledged his full cooperation with the USG in 

achieving these standards and was hopeful that the process 
would soon be completed. 


Comment 


8. (C) April 27 was the fourth occasion since February where 
the HNP used deadly force. Despite repeated requests 
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have yet to see any objective written reports from the HNP 
that sufficiently articulate the grounds for using deadly 
force. Equally disturbing are HNP first-hand reports from 
the scene of these events. These are often confusing and 
irrational and fail to meet minimum police reporting 
requirements. The HNP continues to suffer from corruption 
among its ranks 

command and supervisory control 

training 

up on DAS Farrar\'s discussions with DG Charles and 
Commissioner Beer to get CIVPOL out in the field with HNP 
officers and to have CIVPOL work directly with CIMO. In 
Port-au-Prince 

monitoring and reporting at the scene of major incidents 
joint training exercises 

officials. 


9. (C) MINUSTAH/CIVPOL/HNP cooperation is more advanced in 
the Cap Haitien area; lessons learned from there must be 
transferred to the more difficult and dangerous environment 

of Port-au-Prince. The HNP and MINUSTAH areata 
crossroads. New training programs are underway and this is 
positive 

immediately implemented and monitored for compliance in the 
field. Mid-term course corrections are required and must be 
supported at the highest levels within the IGOH and MINUSTAH. 
GRIFFITHS 
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the \"political aspects\" of the negotiations. He also asked 

for a short (2-3 week) postponement of the June FTA round 
scheduled for Ecuador 

approval from his Andean counterparts for the postponement. 
Molestina said he looked forward to working with us. Our 
first impression is that Molestina could be someone we could 
work with 

eventually hold back Ecuador from concluding an FTA in the 
near term. End Summary. 


Molestina Wants an FTA 


2. (SBU) Newly appointed Minister of Trade Oswaldo Molestina 
told the Ambassador on May 3 that he wants to continue 
negotiating a free trade agreement (FTA) with the USG. He 
said his greatest concern was with the agricultural 

negotiations. Molestina was also looking for USG support in 
postponing the June round in Ecuador. He wanted to move the 
starting date from June 1 to June 20 

his team to get up to speed on the status of the 

negotiations. Noting his experience in private international 


Column 3 

law 

about the FTA process when he was living in Guayaquil 

to his ministerial appointment. Thus 

familiarize himself with all of the issues and get his team 

in place. The Ambassador agreed to contact USTR on the GOEVs 
behalf. (Note: USTR later said it could live with a 
postponement to June 13 

the Peruvians and Colombians to agree to the postponement. 
Molestina has a meeting with the Colombian Trade Minister on 
May 6. End note.) 


3. (SBU) To maintain the continuity of the negotiations 
Molestina said he would keep Cristian Espinosa as EcuadorYs 
lead trade negotiator. However 

negotiator to handle the \"political aspects V" of the 
negotiations. He was short on details of what that would 
entail 

would be to work with the Ecuadorian Congress on the FTA. 
(Note: In a follow up meeting May 5 with Molestina\'s (and 
former Trade Minister BakiVs) advisor Diego Ramirez 

that the adjunct political negotiator is unlikely to actively 
participate in negotiations but will focus more on selling 

any agreement to the public and the Ecuadorian and US 
Congresses. End note.) 


4. (SBU) The Ambassador applauded MolestinaWs decision to 
retain Espinosa and agreed that it was important for the 
Ministry to adequately inform its congress on FTA 
developments. She noted that Ecuador had much to gain from 
an FTA. The Ambassador also suggested that the Minister 
appoint a commercial dispute czar to address pending disputes 
in an expeditious fashion. Molestina eagerly took the 
suggestion and mentioned the possibility of forming a 
permanent unit for businesses and others to go to when 
commercial disputes arose. 


Molestina Wants to Work with US 


5. (SBU) In a separate May 3 meeting 

programs in Ecuador 

(TCB) efforts. Molestina listened attentively during the 
hour-long meeting and said he hoped to continue the working 
relationship. Espinosa 

also praised AID\'s TCB efforts. 


6. (SBU) Molestina said he is a conservationist 

interested in preserving the Galapagos 

on Santa Cruz Island. He said he convinced President Palacio 
to appoint an \"ecologist\" as the new Governor of the 
Galapagos. Molestina expressed concern about the 
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politization of the Galapagos National Park management. The 
Ambassador agreed with him and offered to work together to 
protect the islands. 


7. (C) Chief FTA negotiator Cristian Espinosa 

conversation with a local embassy employee on May 5 
expressed concern about the lack of communication with the 
Minister. He said the negotiating team was ready to keep to 
the original dates for the Guayaquil round. He also was 
concerned about the attitude of Colombia and Peru 

said 

exclusion from the negotiations. He said that the new 
government had not yet made any changes in the negotiating 
instructions. 


Comment and Bio 


7. (C) Molestina said a lot of the right things in his 

initial meeting with the Ambassador. Ramirez (a close 
Embassy contact) also said that he has been impressed by 
Molestina\'s practical approach to his new job. Molestina\'s 
desire to appoint an adjunct \"political\" lead negotiator 
could unnecessarily complicate FTA negotiations that have 
already gone on for longer than originally scheduled. Still 
the new administration was wise to keep Cristian Espinosa in 
place and had to 

person into the process. That said 

are cause for some concern. 


8. (C) What we do not yet know is how much interference 
Molestina and the negotiation team will receive from others 
in the Palacio administration 

seem to be less sanguine about an FTA. It is also too early 
to tell whether Molestina will have much clout in the Palacio 
administration. His willingness to appoint an adjunct 
political lead negotiator to sell any FTA seems to indicate 
that he might be too willing to let others take the lead. 


Bio 


9. (U) Molestina (age 59) has a JD and Masters Degree in 
International Law. He was Comptroller General (1988-1998) 
the Governor of Guayas Province (Democratic Left - ID party 
1990-1992) and a Congressman until 2003. In Congress 

the President of the International Affairs Committee. He was 
also Ecuador\'s representative to the UN General Assembly in 
1977. 


10. (U) Molestina is a member of the Association of Ganaderos 
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(cattlemen) of Guayas and the Galapagos. He reportedly was 
recently divorced from the sister of PRIAN party leader 
perennial presidential candidate and banana magnate Alvaro 
Noboa. They have two sons. He speaks English well and likes 
to sail and play volleyball. 
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to be reviewed by and distributed to parents. 


Political Asylum 

7. (SBU) After Gutierrez fled the presidential palace 

several locations before dropping temporarily out of sight. 
Foreseeing the possibility that he might come to the Embassy or 
Ambassador's residence to seek political asylum 

recent instruction cable on the subject and called Washington to 
fully clarify the issue. As it happened 

in the Brazilian Ambassador\'s residence 

USG facilities. 


8. (SBU) Another issue of concern for several days after the 
government changeover was whether the USG would \"recognize\" the 
new Palacios government. Our consistent response was that the 
USG and GOE had never broken relations 

to respond similarly. Since that time 

legal department has confirmed that the USG does not recognize 

new governments 

objectives. Ecuador\'s new government did not warrant special 
recognition or denial 


9. (SBU) Shortly before the Gutierrez government fell 

a review of former high-level government officials who might flee 

to the US. There are already several high-profile asylum and 
extradition cases concerning Ecuadorians who fled to the U.S. 

after previous government overthrows or banking scandals. Hoping 
to prevent a similar occurrence 

considering entering others into the visa lookout system as 
potential flight risks. 


Things We Will Do Different Next Time 


10. (SBU) Post will incorporate the many lessons we learned into 
our Emergency Action Plan for future crises. For example 

will designate an officer to serve as a clearinghouse for both 
incoming and outgoing information. He/she can receive phone 
calls and e-mails from the USG and other interlocutors 


Column 3 

cables and route information to the appropriate levels in the 
Embassy. We will also schedule specific times for conference 
calls from key Embassy officers to disseminate updates to 
interested parties in the State Department and other USG 
agencies. We will also help inform other Embassies in the region 
by greatly expanding our cable distribution and setting up a 
classified e-mail collective. 


Comment 


11. (SBU) In retrospect 

April 20 and afterwards could have easily overwhelmed an 
unprepared Embassy. While our best efforts ultimately could not 
prevent an irregular change of government 

actions paid off handsomely. In the two years of the Gutierrez 
presidency 

excellent access to high government officials 

command 

prepared continuously for emergencies 

ever-present threat of protests and the risk of natural 

disasters. Our management team was able to respond effectively 
because it is held to a high standard by demanding leadership. 
The fact that the Embassy\'s team was already well integrated and 
had prepared beforehand for such a crisis 

virtually seamless mobilization and response to April 20\'s 

events. 
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in today\'s instant and time sensitive world. 


4. One idea worth serious consideration is a continent-wide 
NEXUS program that defines and identifies individuals who 
pose little or no security or law enforcement risk. The 

current NEXUS program could be improved by simplifying the 
application process through introducing on-line NEXUS 
applications. Also worth exploring is the notion of a single 
NEXUS card that would be valid for air 

crossings. Some cost recovery could be included in the 
application process (i.e. 

capability). 
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5. Improving/updating PiP 

should be an objective. PiP 

fails to guarantee the security of a manufacturer\'s/shipper\'s 
chain of supply. Canada could benefit from the lessons 
learned in formulating and implementing C-TPAT in the US. 
Both the US and Canada would further benefit if PiP and 
C-TPAT could be coordinated so that companies would have to 
meet one set of standards for both. 


6. The effort to increase participation in FAST should focus 

on those locations currently suffering traffic congestion or 

likely to in the near future. All construction planned at 

border crossings should include in design the fundamental 
advantages of FAST and NEXUS dedicated lanes and inspection 
booths. Additionally 

to involve other government regulatory agencies from both 
countries in programs such as FAST and C-TPAT to utilize risk 
management and expedited reporting methods in order to 
improve border crossing facilitation. 


7. Security for US CBP officials at preclearance sites 

remains problematic. It would be better if CATSA security 
screeners were to be placed in front of our CBP pre-clearance 
personnel at all airports. At six of seven pre-clearance 

sites 

before they are screened by security. This poses a threat to 
the security and welfare of our airport CBP staff as they are 
exposed to unscreened passengers and baggage. 


8. Keeping criminals and terrorists from reaching our shores 
from the high seas is just as important as keeping them from 
transiting our land borders. We need a fully integrated 
US-Canada Maritime surveillance system to detect problematic 
vessels and we need an interdiction capability before suspect 
vessels enter US and Canadian ports and seaways. We are 
fortunate in that we have willing partners on the Canadian 
service side (Canadian Navy 

instance 

facility in Halifax are making extensive renovations and are 
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expanding the new Maritime Security Operations Center (MSOC). 
This Center will eventually link more closely with US 
interagency intelligence analysis centers. Similarly 

Coast Guard and the RCMP are hoping the US and Canada will 
soon sign a Shiprider Protocol which would allow both 

services to better carry out their interdiction and arrest 
responsibilities in our shared waterways. Nonetheless 

are old \"sovereignty-related\" perceptions that need to be 
broken down so that these programs can eventually run more 
seamlessly. One such \"confidence building measure" would be 
a program for jointly training maritime search procedures to 

US and Canadian officials. Topics such as Confined Space 
Training 

underwater remote video inspection could be beneficial and 
make consistent our respective efforts. 


9. One of the most consistent messages we hear from our 
industry contacts is that on the Canadian side of the border 
infrastructure is the major bottleneck. One way to address 

this issue may be to develop more fully alternative modes of 
transport such as the use of short-sea shipping. Post 
recommends the establishment of an interagency working group 
tasked with identifying obstacles to investment and activity 

in this section. Canada and Mexico would do a similar 

internal assessment -- the analysis of which would feed into 

a trilateral short-sea shipping working group. 


10. On land 

have proven essential in the fight against criminals and 
terrorists who attempt to cross our land frontier undetected. 
Nonetheless 

along the Canadian-US contiguous border. To ensure that US 
and Canadian law enforcement officials can do their jobs 
believe that air assets should be standard at all IBET 
locations. We also think the road ahead necessitates our 
implementation of joint 

operational deployment of IBET participants in pursuit of 
criminals and terrorists. For this to be practicable 

however 

agreements that need to be finalized and implemented. For 
instance 

agreement between the US and Canada has been a stumbling bloc 
to more effective Integrated Border Enforcement Team 
deployments. The US passed Title 19 legislation in February 
2003 

put in place. Canada has stated that it would be amenable to 
offer US law enforcement officers Title 19-like authorities 
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and exemptions 


11. Also of concern is the illegal transshipment of 

controlled goods through Canada to proscribed nations. US 
exporters are exempt from obtaining Department of State and 
Commerce export licenses for some controlled military and 
dual use products destined for Canada. However 

Canadian companies have circumvented Canadavs regulations 
prohibiting the export of US origin items to sanctioned 

nations by falsifying the country of origin on applications 

for Canadian Government export permits. To date 
encouraged Canadian authorities to enact new legislation 
commensurate with current US prohibitions on the illegal 
transshipment of controlled goods to sanctioned nations. We 
have initiated partnership with Canadian authorities in an 
outreach effort to better educate private companies on issues 
associated with the illegal diversion of controlled goods. A 
Washington push to move forward on strengthened regulations 
and penalties would help convince the Canadians of our 

intent. 


12. Migrant smuggling and trafficking in persons is an 
emotional hot button for many Canadians. Though Canada just 
made it into our Tier 1 status after being classified Tier 2 

for lack of government action against human traffickers 

there remains much that Ottawa can do to counter what we see 
as a growing phenomenon in and through Canada. What we know 
for sure is that there are no verifiable numbers to measure 

the magnitude of the problem 

establishment of counter-human trafficking task groups 

date there has been only one arrest of a man accused of 
trafficking. There have been no successful prosecutions of 
human traffickers in Canada. 


13. In response to Washington's efforts to highlight the 
issue 

members to prepare a Joint Threat Assessment on Human 
Trafficking and by all reports the final document 

with recommendations 

This is an important first step 

Canadian and US authorities will need to evaluate and where 
acceptable 

recommendations. 


14. All USG agencies involved in cross border activities 
have at least some information gathering or reporting 
function. However 
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(DNI) has responsibility and oversight of all intelligence 
coordination and activities conducted overseas. The structure 
and mechanisms called for in the new US intelligence 
legislation still need to be worked out 

the USG avoid confusion that would result from a duplication 
of effort. 


15. The law enforcement subgroup of the Cross Border Crime 
Forum has been working steadfastly for years to streamline 
other mechanisms to enhance the effectiveness of intelligence 
information sharing between US and Canadian Government law 
enforcement and justice authorities. Of note 

Joint Threat Assessments on Organized Crime 

Trafficking 

been significant instruments through which previously not 
poorly shared information has been documented by both 
nations\' law enforcement and justice authorities. As noted 
above 

being prepared and should be published by the end of the 

year. Additionally 

Assessment on Counterfeit Goods is being considered. It 
already has high level Canadian endorsement. These documents 
form an urgently needed foundation for comprehensive strategy 
development by US and Canadian law enforcement authorities 
and could be expanded to include a wider range of agency 
stakeholders from both sides of the border. The eventual 
usefulness however 

nationVs authorities to endorse and pursue the Assessments\' 
agreed upon recommendations. 


16. Nonetheless 

components feel still needs immediate attention. US and 
Canadian law requires negotiable instruments at or over 

10 

entry 

Agency (CBSA) is charged with the border enforcement of the 
reporting requirement in Canada on behalf of the Financial 
Transactions Reports Analysis Center of Canada (FINTRAC) 
which reviews incoming reports for potential action by law 
enforcement. Currently 

72-hour information turnaround which does little to enable US 
or Canadian authorities at the border points of entry to 
investigate or arrest suspects involved in money smuggling at 
the actual time of entry/departure. Though 

expected to enact legislative changes by January 2006 that 
would allow for a more direct sharing of seizure data and 
intelligence between US and Canadian authorities along the 
contiguous US-Canada border. Unless the transfer of data is 
immediate 

transport negotiable financial instruments between the US and 
Canada with relative impunity. 
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17. More broadly 

information sharing between US and Canadian law enforcement 
officials in situations where no formal joint or cross border 
investigations are in place or where standing provisions for 
Mutual Legal Assistance do not apply. Impediments to 
investigations 

Canada\'s more stringent Privacy Act requirements plague US 
law enforcement and Justice officials. Bringing Canada\'s 
Vreason to believe" standard more in line with our \"reason to 
suspect" standard should be done. It will require high level 
attention. 


18. Post believes that all the objectives under the 
BioProtection Strategy are presently being addressed 
utilizing various fora established in existing treaties 
memoranda of understandings 

declarations by international standard setting bodies. Key 
to meeting the timeframes being set in the SPP is a strong 
buy-in by pertinent federal/state-provincial and local 
agencies. 


19. Though more can be done 

already cooperate on emergency management 

informally. For instance 

provided valuable insight into how prepared Canada and the US 
are to respond effectively to a mass causality event. To 
further hone skills and expose deficiencies 

will continue to participate with the US and others 

indeed expand their gaming to include wider provincial and 
local jurisdictions. Obviously 

correct deficiencies and make stronger and better our 
collective ability to respond. We say this 

there are many state/provincial and local jurisdictions that 
have in place a wide-range of cross border local emergency 
response assistance agreements. 


20. We also believe that the US\'s Center for Disease Control 
and Health Canada have been and continue to be close and 
active partners 

assist US and Canadian efforts to identify 

eventually eliminate threats posed by infectious diseases. 

One possible area that may help both the US and Canada more 
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quickly and effectively respond to a mass casualty event or 
possible pandemic would be to investigate whether or not a 
harmonization of medical professional licensing requirements 
could be done. Post recognizes the such an effort would have 
significant repercussions on medical standards and practices 
in both the US and Canada 

necessitates a V'good Samaritan response 

on both sides of the border could be helped more quickly if 
both governments allow the pre-positioning of 
license/certification data in each others jurisdictions. 


Visit CanadaVs Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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foreign policy (including closer relations with Western 
Europe and a review of Panamavs relations with Taiwan and 
China); and a decision on how to proceed with Canal 
expansion 

has responded to the deficit with belt-tightening measures 
including passing an unpopular fiscal reform package in 
late January. Reform of the social security system is 
currently under discussion 

in May 2005. 


5. (SBU) Martin Torrijos Espino won the presidency on May 
2 

(47% of the popular vote) 

Democratic Revolutionary Party (PRD) into control of the 
Legislative Assembly (41 out of 78 legislative seats). 
Torrijos has surrounded himself with young 

U.S.-educated professionals like himself 

marginalized V'old guard supporters of former President 
Ernesto Perez Balladares (1994-99). Torrijos and those 
closest to him have indicated that they intend to work 
closely with U.S. officials 

enforcement 

appointments have been inspired choices -- many of them 
technocrats with a pro-U.S. outlook. Most (but not all) of 
Torrijos\'s cabinet-level and other high-level appointments 
are respected professionals without excessive baggage from 
Panama\'s 21-year military dictatorship or the PRDVs 
anti-U.S. faction 

from a well-entreched oligarchy could frustrate the 

Torrijos administration\'s reform plans. 


6. (SBU) After campaigning on a \"zero-corruption\" platform 
Torrijos launched a number of anti-corruption 
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investigations and initiatives in the opening weeks of his 
administration. His most controversial action was the 
removal and replacement of Supreme Court President Cesar 
Pereira Burgos 

clean up Panamavs politicized Supreme Court. The 
controversy over corruption within the Supreme Court 
continues to play out in the media 

recently formed a commission to look at justice sector 
reform. We support this effort 

to build its strong Good Governance initiative 

with Ambassador Watts 2003 speech against official 
corruption. That speech resonated firmly with Panamanians 
from all walks of life and generated front-page headlines. 
The Ambassador has also stated publicly that poverty could 
pose dangers for democracy and that skewed income 
distribution and social injustice increase the appeal of 
unscrupulous populist demagogues. The Embassy currently 
supports good governance activities directed toward 

judicial reform 

strengthening the anti-corruption prosecutorsV 

institutional capacity. An important element of the 
Embassy\'s Good Governance initiative is its visa revocation 
program. Based on Embassy recommendations 
Department in summer 2004 revoked the U.S. visas of two 
former senior GOP officials 

mostly favorable press commentary and huge support (85 
percent according to one poll) from average Panamanians. A 
third visa 

Garcia 

officials have lost their visas for money laundering or 

related issues and we are ever alert to ensure that other 
corrupt officials who have harmed USG interests may not 
travel to the United States. 


7. (SBU) President Torrijos came to office with a clear 
focus on security 

maritime security 

transnational crime. His government is taking steps to 
impose order 

security agencies. On May 12 

signed a Proliferation Security Initiative (PSI) 

Shipboarding Agreement 

bilateral cooperation that the new GOP has assured us will 
continue or improve. The Government of Panama (GOP) must 
Sort out its financial priorities to address issues such as 
how to adequately patrol PanamaWs long Caribbean and 
Atlantic coastlines and how to secure Panamavs porous 
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border with Colombia against guerrilla infiltration. 


8. (SBU) A centerpiece of U.S.-Panamanian relations in 
recent years has been a steadily improving law enforcement 
and security relationship. Close bilateral cooperation 

with our Panamanian counterparts has yielded many successes 
including 

narcotics seizures 

active maritime law enforcement relationship 

development of specialized units 

to combat money laundering and other illicit financial 

flows. While the USGVs relationship with the Torrijos 
Administration has been positive 

done to solidify these gains and enhance the effectiveness 
of joint operations. Panama\'s law enforcement institutions 
remain weak and all suffer from a paucity of resources and 
limited professional capacity. Through our limited 
assistance programs 

shortcomings 

resources from the Panamanian budget. 


9. (SBU) Panamavs former sovereignty sensitivities are 
slowly receding with recognition that the challenge of 
securing the Canal and Panama\'s borders requires a more 
mature and collaborative bilateral relationship. Panama 
early on gave political support to the Coalition of the 

Willing. It signed and 

bilateral Article 98 Agreement. Related to Canal and 

border security 

to accept mil-to-mil security training 

other assistance 

multinational Panamax naval exercise that centered on Canal 
defense. The GOP has welcomed Ambassador Watts initiative 
to increase the number of Medical Readiness Exercises and 
other DOD humanitarian programs that provide much-needed 
assistance to rural Panamanians. During the 2003 New 
Horizons exercise 

U.S. military for constructing schools and clinics. 

Together 

the U.S. military and foster positive public perceptions of 

the USG. New Horizons 2005 has just ended and received 
wide and favorable press coverage. 
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10. (SBU) Panamanian planning 

security resources are generally well-regarded 

the Canal remains an attractive and vulnerable threat to 
terrorists. Continued U.S. training 

assistance reduce GOP vulnerabilities to any potential 
terrorist attack. To protect water resources 

Canal Authority (ACP) has committed to match 
dollar-for-dollar AID\'s three-year $2.5 million 

integrated watershed management program. Panama committed 
to a robust maritime security agenda 

timely adoption of the new International Maritime 
Organization (IMO) International Shipping and Port Security 
(ISPS) Code 

2004 

United States to support the Proliferation Security 

Initiative (PSI). Despite significant progress 

continues to be an important transit point for drug 
smugglers 

undocumented immigrants heading north. 


11. (SBU) The GOP has sent strong signals that it intends 
to clamp down on what it calls abuses countenanced by 
previous governments in administering Panama\'s open ship 
registry and mariner identification documents. Panama\'s 
ship registry now is the world\'s largest and comprises 
around one-quarter of the worldYs ocean-going fleet (5 

large commercial vessels). About 13% of the U.S. 
ocean-going cargo transits the Canal each year. Panamavs 
seafarer registry currently licenses over 264 

crew members In response to our homeland security 
concerns 

improve security and transparency in documenting ships and 
the crews that work on them. Panama has privatized and 
developed some former U.S. military ports and other related 
facilities. Port services grew dramatically from about 

200 

by 2003. Panama now boasts the leading complex of port 
facilities in Latin America. We are actively discussing 

with GOP counterparts ways in which we can enhance maritime 
security through more robust information sharing--a subject 
that will likely come up during your visit. 


12. (U) Panamavs approximately $14 billion economy is based 
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primarily on a well-developed services sector that accounts 
for roughly 80% of GDP. Services include the Panama 
Canal 

container ports 

registry. Panama also maintains one of the most 
liberalized trade regimes in the hemisphere. U.S. 
bilateral trade with Panama came to $2.1 billion in 

2003. U.S. exports were $1.8 billion and imports were 
$301 million in 2003. The stock of U.S. Foreign Direct 
Investment (FDI) in 2002 was $20 billion. U.S. FDI is 
primarily concentrated in the financial sector. Per capita 
GDP is around $4 


13. (SBU) Former President Moscoso pushed to move forward 
quickly on a bilateral Free Trade Agreement (FTA). 
Negotiations began in April 2004; to date 

Panama have held eight negotiating rounds. The last round 
held January 31 to February 6 in Washington 

close the agreement 

agricultural sensitivities surrounding rice 

pork. Panama also has a strong desire to increase its 
existing sugar quota. A final high-level meeting probably 
will be scheduled by summer 2005 to resolve the principal 
remaining issues. The Torrijos administration views a 
bilateral FTA as imperative to attract investment 

exports 

countries. Jerry Wilson 

Assembly 

negotiated 


14. (SBU) During the past five years 

Authority (ACP) has proven itself an able administrator 
turning the Panama Canal into an efficient and profitable 
business. Since the 1999 hand-over 

average Canal transit times by one-third (from 36 hours to 
24 hours) 

significantly 

maintenance projects 

allow simultaneous two-way transits. The ACP also has 
increased revenues 

billion for the first time. The Government of Panama 
received $332 million from the Canal in FY 2004 
(payments for government services 
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15. (SBU) The Torrijos team plans to make Canal expansion a 
top priority. The proposed Canal expansion project to 
construct a third-set of locks has an estimated price tag 

of $4-6 billion and is expected to take 8-10 years to 
complete. It expects the project to be a transforming 

event for Panama that will provide jobs and set the tone 
economically for years to come. Given the driving forces 

of international shipping -- containerization 

of \"post-Panamax\" mega-ships currently unable to traverse 
the Canal 

eastern seaboard -- the expansion is central to maintaining 
the CanalVs future viability. The expansion is expected to 

be financed through a combination of Canal revenues 

user fees 

constitution requires a national referendum first be 

submitted to the Panamanian people for their approval. GOP 
officials have stated this referendum will most likely 

occur in late 2005 or early 2006. 
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positive or concrete results would waste scarce OAS 
resources. He said he would pass the talking points to his 
superiors. Embassy will report any further developments to 
Department. 


WATT 
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complicate things 

discussing UN Commission on Human Rights (CHR) reform. 
Tunion said unofficially that he opposes V'excessive V 
sub-commissions and working groups in a system that was 
already \"too big\" to be effective 

officials agree. He said he would pass the talking points to 
his superiors. Embassy will report any further developments 
to Department. 
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deputies from the PSC 

independents. Palacio has said that Serrano will be in 
charge of organizing the dialogue roundtables that will lead 
to a future referendum. 
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4. (U) Serrano received degrees in philosophy and civil 
engineering at the Naval Engineering School in Madrid. 
Serrano served as mayor of Cuenca (1970-77) under Ecuador\'s 
military dictatorship. He has also held the following posts: 
municipal councilor in Cuenca 

Municipal Council 

on a special mission to the Vatican (1978) 

the Society for the Fight Against Cancer in Cuenca. He has 
also been a primary and secondary school teacher 

the Fray Vicente Solano School 

the University of Cuenca. 


5. (U) Serrano was born in Cuenca 

city 

Acosta 49 years ago and has four children: Juan 
Catalina 

and Mario Vargas Llosa 

founded Cuenca\'s Sports Club. 


6. (U) The President had submitted his list of three Vice 
Presidential candidates to Congress on May 3 consisting of 
Alejandro Serrano Aguilar; Berenice Cordero 

employee and former director of the National Institute for 

the Child and Family under President Fabian Alarcon; and Mae 
Montano 

worked at the Ecuadorian Embassy in Washington. 


Minister of Labor 


7. (SBU) As of May 6 

named. Embassy labor contacts tell us that Galo Chiriboga 
name proposed by unions 

initially refused. However 

reconsidered the offer imposing two conditions: that he 
could strengthen labor rights and that he would have the 
authority to modernize the Ministry of Labor. Chiriboga was 
president of the American Association of Jurists from 
1998-2003. He has been a legal advisor to CEOSL 

union confederation 


Additional Information for the Minister of Environment 

8. (U) Anita Alban received her J.D. and bachelorVs degree 

in social and political sciences from GuayaquilVs Catholic 
University. She is currently in her first year of Social and 
Development Management in Guayaquil\'s Casa Grande University. 


Minister of Energy 
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9. (U) Fausto Cordovez Chiriboga has been a municipal 
councilor for Riobamba 

mayor of Riobamba. He was Minister of Finance under 
President Camilo Ponce Enriquez 

Clemente Yerovi 

Ibarra. He also served in those PresidentsY governments as 
acting Minister of Foreign Relations 

Public Works. He was president of the National Development 
Bank and president of the Ecuadorian Commission of the 
Alliance for Progress. 


10. (U) Cordovez is a former president of the Transparency 
Commission that investigated a theft of arms from the Armed 
Forces arsenal. On December 12 

in Quito in a campaign for security in the city after the 

murder of his granddaughter. He also participated in the 

Civic Convergence for Democracy which was opposed to Lucio 
GutierrezW government. Cordovez was born in the city of 
Riobamba on April 18 


Minister of Agriculture 


11. (U) Pablo Rizzo Pastor is an agricultural engineer who 
received his degree from the University of Guayaquil\'s School 
of Agronomy and Veterinary Sciences in 1967. Rizzo has major 
agro-export investments on the Coast. Rizzo also vied for 

the post of Minister of Agriculture during the Gutierrez 
administration. Rizzo is currently the president of the 

National Federation of Chambers of Agriculture and of the 
National Chamber of Agricultural Engineers. 


12. (U) Rizzo has also been president of the Chamber of 
Agriculture 

and Fishing Forum 

Association of Agricultural Engineers. Rizzo has been first 
vice president of the Pan-American Association of Agronomy 
Engineers 

of the National Development Bank. Rizzo has the support of 
banana exporters and the Social Christian Party (PSC) 
however 

rejected Rizzo\'s nomination and have threatened to go on 
strike the week of May 9. The independent banana producers 
are opposed to Rizzo\'s nomination because they fear he will 
favor large exporters in setting internal banana prices 
Ministry function. 


19. (U) Press noted some absences at Rizzo\'s induction 
ceremony including flower industry representatives. Diego 
Borja of Expoflowers 
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exporters 

of Agriculture Leonardo Escobar\'s inner circle 
Rizzo just represented more of the same. 


Presidential Communication Secretary 


14. (U) Carlos Cortez received his economics degree from the 
University of Guayaquil. He served as dean of the Economics 
and Administration division at Guayaquil\'s Catholic 
University. He also studied planning in Spain; comparative 
statistics in France 

economics in Argentina. Cortez was a economic advisor to 
President Jaime Roldos 

information and financial advisor to the president of the 
National Finance Corporation (CFN) during the same 
President\'s term. Cortez was director of the Ecuadorian 
Statistics and Census Institute under President Gustavo 
Noboa 

(2003-2004). 


15. (U) He previously was director of GuayaquilVs Catholic 
University's School of Continuing Education. Cortez taught 
international finance at Laica Vicente Rocafuerte 
University's School of Diplomacy. Cortez has also been ап 
economic issues editor in the media. He was an editor for 
Sucre Cadenar Radio 

station Telerama 

Expreso newspaper. 


Executive Secretary of CODENPE 


16. (U) Lourdes Tiban 

government's indigenous development agency CODENPE 
married to indigenous organization ECUARUNARIVS vice 
president 

government has said that Tiban will have the rank of 

Minister. Tiban made public comments on May 4 saying that 

the US viewed Ecuador\'s indigenous movement as a threat to US 
interests. Tiban was Vice Minister for Social Welfare in the 
beginning of Lucio Gutierrez presidency. 


Minister of Public Works 


17. (U) Derlis Rolando Palacios Guerrero 

of Public Works 

since 1985. He was a member of the Executive Commission of 
the Council on Programming Emerging Works in the Basins of 
the Paute River and its Tributaries (2001-2005). He was 


Column 3 

president of the Association of Professional Schools of Azuay 
University (2001-2002). Palacios was born on June 27 

and studied at the University of Cuenca. 


Minister of Housing and Urban Development 


18. (U) Armando Rogelio Bravo Nunez 

hydraulics at GuayaquilVs state university. He has 
professional experience in designing and supervising the 
construction of public works. He has been president of the 
Manabi School of Civil Engineers and was a member of the 
Directorate of the Anti-corruption Commission of Manabi. He 
is a native of Manabi province. 


Minister of Sports 


19. (U) Omar Cevallos Patino is a civil engineer who 
received his degree from QuitoWs Central University. He was 
a vocal in the Sports Concentration of Pichincha in 1996 

vice president of the Pichincha Sports Concentration between 
1996-2000 

president. Cevallos was also marketing manager at Westoil 
(1997-2002) and alternate provincial counselor for Pichincha 
province (1998-2002). 


Washington Appointments 


20. (U) PolChief met on May 6 with Gustavo Palacio 
PresidentVs step-brother 

representative to the IADB in Washington. The 49 year-old 
Palacio (youngest of six Palacio siblings from three mothers 
Alfredo being the eldest) was until recently serving as 

Consul General in San Francisco. Married to a Spaniard and 
with two teenage children 

attended the elite Christopher Colombus school. 


21. (SBU) According to Gustavo Palacio 
Aleman will be EcuadorYs next Ambassador to the OAS. The 
Ambassador to the US has not yet been decided. 


Comment 


22. (SBU) In choosing Serrano for the Vice Presidency 
President sought balance with a candidate from the highlands 
as Palacio and most of his Ministers are from the Coast. 
Presidential sources tell us that Palacio did not know 

Serrano personally before appointing him. This is somewhat 
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surprising 

top job. Clearly 

popular calls for new and more youthful faces in the Cabinet. 
KENNEY 
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aircraft are available throughout the year for missions 
including support to eradication. As part of the latter 
NAS/ARAVI records interruptions in aerial eradication due to 
the lack of required ARAVI aircraft and/or equipment. We 
will also identify percentages of personnel working on the 
program with the goal of increasing the percentage of ARAVI 
personnel while simultaneously decreasing the percentage of 
contractor personnel. 


F. Sustainability. As outlined above 

resources requested will help ensure ARAVIVs ability to 
support counter-narcotics operations in Colombia. As noted 
we are currently studying an on-the-job training program to 
increase the skills of ARAVI personnel and thereby reduce 
our reliance upon contractor personnel. With additional 
aircraft that are being procured in FY04 

however 

substantial contractor support 

possibility of additional ARAVI resources. 


G. Evaluation plan. NAS/ARAVI meets with INL 

and subcontractor personnel at least three times a year to 
evaluate the NAS/ARAVI program and to identify specific 
action items for continued improvement in our program. We 
examine operational readiness rates and the flying hour 
program (recently agreed to by NAS and ARAVI) 

this program 

indicators of program efficiency and effectiveness. Upon 
the creation and implementation of an OJT program we will 
also examine how to increase the percentage of ARAVI 
personnel relative to contractor personnel on the program. 
From a safety standpoint 

total flight hours per aircraft model relative to the number 
of accidents as an indication of the efficacy of our 
maintenance and training components. 


CNP Eradication - $82.520 million 
Project Summary 


CNP support for aerial eradication of illicit crops and 
environmental monitoring - $82.520 million. These funds 
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will be used to: purchase herbicide to spray coca and poppy; 
support contract costs; conduct environmental monitoring; 
cover operational expenses associated with the detection and 
aerial eradication of illicit crops 

verification of spray operations efficacy. 


A. Project title: CNP Aerial Eradication and 
Environmental Management Programs 


B. Project Description: In ҒҮ07 the aerial eradication 
program will remain the primary focus of counter-narcotics 
(CN) efforts in Colombia. Record successes were achieved 
yet again in CY04 (136 

hectares of opium poppy sprayed) and preliminary indications 
are that CYO5 results will be similar to last year. Though 

we anticipate a reduction in total illicit crop cultivation 

this will be possible only if our rate of spray exceeds 
narco-terrorists\' replant rate. The challenge will be to 

spray and re-spray in widely separated geographic areas. 
This will require us to operate from more remote forward 
operating locations for extended periods to reach 

cultivations that are being relocated to non-traditional 
growing areas. Traditional growing areas 

department of Putumayo that once accounted for a large 
percentage of coca cultivation 

nominal replant rates. The Crime and Narcotics Center (CNC) 
recently released a report on coca and poppy cultivation in 
the Andes that indicates no net decline in coca cultivation 

in Colombia for CYO4. There is some question as to the 
accuracy of this report and those of previous years 

post is reevaluating MPP objectives for 2007 and now assumes 
the need to spray at current levels at least until there is 

clear evidence of a significant reduction in net coca 
cultivation. Our planning is now based on a target of 
eradicating 130 


The NAS coordinates activities between the GOC and NAS to 
provide operational guidance 

environmental laws 

country. Activities are conducted in accordance with the 
GOC\'s Environmental Management Plan 

operations 

waste management 

and social management 

contingency plan operations. We conduct inspections and 
analyze samples of the soil 

inhabitants in spray areas. 


During 2004 
laboratory to conduct imagery analysis for illicit crop 
detection 
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characterizations of spray areas 

parks and indigenous reservations. Thus far in 2005 
agreements have been reached with the National Soil 
Institute to establish a laboratory to analyze soil for 
possible environmental damage from aerial eradication 
operations. Another proposed project is the establishment 
of a human health specimen laboratory to aid in monitoring 
human health. 


C. Resources requested: CN funds requested for the 
project are: $82.520 million. Specific costs include: 

U.S. and host nation personnel and administrative support: 
$2.791 million; contract logistical 

operations support: $53.404 million. This will support 10 
OV-10 

Chemical for spray: $15.484 million; fuel: $2.950 million; 
transportation costs: $950.0 thousand; vehicle maintenance 
and replacement: $250.0 thousand; petroleum-oil-lubricants 
refueling and chemical equipment: $75.0 thousand; hangar and 
warehouse rental and logistics support: $2.218 million. 


D. Resource justification: Targeted illicit crops will 

remain difficult to reach 

is expected to increase. More spray aircraft will be added 

to the fleet through INL/A\'s Critical Flight Safety Program 
(CFSP). Though the required INCLE funding has not been 
appropriated 

funding to cover operations and maintenance (O&M) 
requirements for the planned additional airframes. Funds 
requested will provide for operation and maintenance of 
spray aircraft and helicopters 

gyrocam aircraft 

and maintenance of two additional AT-802s 

10s 

purchased and transported to support a spray campaign with 
targets of 130 

poppy. With dispersed operations 

become more critical and must be operated 

replaced at the main operating base and forward operating 
locations. Requested funds will pay for the rental 
maintenance 

facilities at forward operating locations and the main 
operating base in Bogota. We will continue to upgrade 
communications and data processing equipment as older items 
reach the end of their normal service life. Resources will 

be used to contract spray pilots 

maintenance 

train host country pilots 

and American Citizen Personal Services Contractors (PSCs) 
technical staff to provide accounting 

oversight of the eradication program 
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identified program nationalization objectives. Additional 

funding will be dedicated to new crop detection methods that 

are being evaluated to increase eradication proficiency and 
some O&M funding will be dedicated to enhanced imagery which 
will provide us near real-time data 

overall efficiency. We are increasing verification 

iterations and the new gyrocam programmed for FYO5 will 

allow us to verify crop detections 

replant rates more frequently and at less risk. 


In 2003 NAS began supporting Colombia\'s implementation of 
its Environmental Management Plan. Additional assets and 
training will be required to enable the GOC to assume full 
responsibility for supporting DIRAN operations and training 
including improving spray base environmental specific 
infrastructure and replacing spray base equipment as needed. 
This support will include equipment and infrastructure for 
water treatment 

transport 

equipment and personnel training. NAS will continue 
cooperation with the National Institute of Health 

Farm Bureau 

health and environmental monitoring. 


E. Performance measures: We will continue on the spray 
successes of previous years but must look beyond hectares 
sprayed as a performance measure. Yearly crop estimates 
provided by CNC do not permit adequate feedback on spray 
efficacy. New cultivations appear to reach production well 
before we are aware of them 

be developed. More of the 2007 funding will be dedicated to 
detection and verification. 


Verifiable crop reduction 

productivity 

developed technologies we will be able to verify crop 
reduction and spray efficacy on a quarterly basis. More 
current information will enable us to return to previously 
sprayed areas to combat replanting. 


Following thorough investigation 

to licit crops and human health have been shown to be 
invalid or spurious. Our objective is to reduce the number 
of valid complaints through careful planning and execution. 
The development of an in-country capability to analyze soil 
water 

complaints more quickly and equitably. We will dispose of 
accumulated chemical or petroleum waste at the forward 
operating locations. We will increase the number of public 
forums used to present the message that eradication is not 
the cause of deforestation or chemical damage to human 
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health. 


F. Sustainability: Resources requested will support an 
aggressive spray campaign to ensure performance measures are 
met. We are entering a new stage of nationalization that 
requires the Colombian National Police to take on more 
responsibility 

contractor support. In June 2005 

(JWG) composed of CNP ARAVI 

environmental 

convene to study areas where responsibility can be 
transferred to the CNP. We recognize that the CNP cannot be 
expected to take on full responsibility until cultivation is 
reduced at least to a constant maintenance level that can be 
sustained with resources that are realistically available to 

the GOC. Our job is to enable the GOC to reach that 
combination of increased capability and reduced cultivation 
levels. 


G. Evaluation: NAS Eradication measures progress on a 
daily basis. Each FOL reports hectares sprayed 

flown 

contract oversight advisers meet with INL/A contract 
management and CNP DIRAN leadership weekly to discuss and 
evaluate progress throughout the areas of operations. We 
plan to move spray verification from semi-annually to a 
quarterly basis by employing a gyroscopic camera mounted on 
a C-208 aircraft. This will provide immediate feedback on 
spray efficacy 

additional detection data to supplement geo-spatial 
information. On the environmental front we will continue 
ground proofing of water and soil samples and evaluate and 
consider complaints against erroneous spray. We will 
continue to support medical treatment missions to spray 

areas to provide health care and monitor possible spray 
effects. 


CNP Interdiction Project - $16.68 million 
Project Summary 


A. Project title. DIRAN Interdiction Project - $16.68 
million 


B. Project description. This project assists the CNP 

DIRAN in its efforts to interdict the processing 

transportation 

trade. Colombia is fighting a war against three 

narcoterrorist armed groups that total approximately 40 
combatants and support militia. The project provides 
resources to DIRAN\'s three airmobile interdiction companies 
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(Jungla) and the DIRAN ground interdiction groups for 
training 

and investigations are an essential element for focused 
interdiction operations. Funds will support DIRAN 
intelligence and investigations groups 

emphasis on the intelligence 

reconnaissance (ISR) aircraft. The project will also focus 
on integration of DIRANVs intelligence and communications 
architecture with those of the CNP and the Colombian 
military. Support is also provided to DIRANVs air- and 
seaport group formed to interdict drugs transiting through 
Colombia\'s commercial air and sea ports. Funds are used to 
help secure and improve DIRANVs base infrastructure. 
Training in the United States 

is also funded 

Espinal. 


C. Resources requested. $16.68 million 


D. Resource justification. As the aerial eradication 

project reduces cultivation levels 

even more important to dismantling Colombia\'s illegal 
narcotics processing and trafficking. DIRAN\'s 
organizational structure will have to focus additional 

efforts on antinarcotics intelligence (both human and 
technical intelligence capabilities) and investigations 

while maintaining and strengthening the rapid strike 
capability of the Jungla companies. Support also must focus 
on improving DIRAN\'s ground transportation capability 

to take advantage of generally improved highway security and 
to reduce requirements for air transportation. 


E. Performance measurements. HCI cocaine/coca base and 
heroin seized in Colombia and off-shore. Numbers of 
narcotraffickers arrested and trafficking organizations 
dismantled. ΗΟΙ and heroin processing laboratories 
destroyed. Numbers of DIRAN officers and men trained in job- 
related skills 

in Colombia. 


F. Sustainability. The letter of agreement for the DIRAN 
support program stresses a phased \"nationalization\" plan in 
which the GOC assumes increased responsibility for 
sustainment. When the CNP national field training center is 
completed 

training in Colombia. 


G. Evaluation plan. Daily coordination with DIRAN 
at the headquarters level and with frequent field visits to 
plan and review operations. 
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CNP DIRAN Operational Support - $1.39 million. 
Project Summary 


CNP DIRAN Operational Support - $1.39 million. This money 
will be apportioned among various CNP projects described 
above and used to support CNP overhead cost that cannot be 
identified with a particular program sub-category. 


A. Project title. CNP DIRAN Operational Support - $1.39 
million. 


B. Project description. This project provides support to 
counter-narcotics field operations and DIRAN base 
operations. Among various CNP projects described above it 
will fund operational expenses for rations 

maintenance 

lodging 

costs. 


C. Resources requested. $1.39 million ACI funding 


D. Resources justification. Funds will be used to support 
NAS-sponsored counter-narcotics field operations with 
logistics 

and pay DIRAN base expenditures for maintenance 
NAS-procured vehicles 

into account recent fuel and other price increases and the 
18 percent appreciation of the local currency in 2004 
straight-line funding for this and other program accounts 
actually represents a significant assumption of program 
costs on the part of the CNP. 


E. Performance measurements. Performance will be measured 
by the availability of units under the supported projects to 
perform operations as well as the success of the projects to 
meet their performance measures. 


F. Sustainability. As outlined above 

resources requested will help ensure another successful year 
in operational support for counter-narcotics operations in 
Colombia. We are currently studying ways to reduce the 
response time to requests for service and goods for CNP 
operations. 


G. Evaluation plan. NAS administrative management 
performs recurring reviews of delivered operational support 
and evaluates action items for continued improvement in our 
support. We will also examine ways to increase the 
efficiency of operational support to the CNP with the same 
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or reduced level of funding. 


Support to the Colombian Military -$ 121.4 million 


Army Counter-drug Brigade - $3.5 million 
Project Summary 


The Narcotics Affairs Section provides support to Colombian 
military forces 

Brigade (CD Brigade) with logistics 

Support to the unit includes rations 

material 

maintenance training 


mine equipment. The CD Brigade directly supports the CNP 
Aerial Eradication Program in Colombia. The project goal is 
the eventual capture or elimination of narcoterrorists 

(FARC 

trafficking of illegal drugs. Other vetted Colombian 

military units are provided minimal support for their manual 
eradication of illicit crops and interdiction of drugs and 
processing facilities. 


A. Project title. Support to the Counter-drug (CD) 
Brigade and Colombian Military - $3.5 million. 


B. Project description. The CD BrigadeVs primary mission 
is to provide ground security for CNP spray aircraft 
operating throughout the country. It conducts operations 
against high-value narco-terrorists targets in the areas to 
be sprayed 

concentrations. The CD Brigade conducts drug interdiction 
operations 

and destroying cocaine processing labs 

and precursor chemicals. The CD Brigade also targets coca 
seedbeds. In 2004 

significant reduction in ground fire impacts incurred by 
spray program aircraft. In February 

captured alias V'Sonia 

finances 

States on drug charges. 


C. Resources requested. $3.5 million in ACI funding. 


D. Resource justification. In 2002 

made a national asset 

and conducting interdiction operations throughout the 
country. Due to limited COLAF airlift capabilities 

Brigade elements are normally transported to spray areas by 
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chartered aircraft. Ground transportation in many instances 
is also achieved via commercial sources. Funding will be 
used to support advanced training by U.S. Army Special 
Forces and maintenance of the CD Brigade 

replacing military equipment 

In addition 

support spray and interdiction operations in areas of 
significant coca cultivation and production of cocaine. 

This support will include Plan Colombia helicopter 
transport 

force protection equipment. Maintenance of COLMIL 
professionalization initiatives will be focused on 

activities such as night air assault operations 

recognition and deactivation training 

destruction training to minimize the environmental impact of 
destroying narcotics processing labs. These initiatives 

will ensure that the CD Brigade has the optimal training for 
conducting ground operations in support of aerial 
eradication 

targets 


NAS will also continue support for existing COLAR manual 
eradication efforts in areas of high opium poppy 
concentration that are difficult or dangerous for spray 
aircraft to access. This support includes gasoline powered 
brush cutters 

spray aircraft 

destruction 


During FY04 

included $764 

$140 

in FYO5 are estimated at $1 

exchange rate fluctuation and cost increases. These are the 
minimum amounts necessary to sustain and transport the CD 
Brigade to the area of spray operations. 


E. Performance measurements. Decrease in the number of 
hits against eradication aircraft; quantity of drugs seized 

and destroyed in the processing and transit phases; number 

of cocaine ΗΟΙ processing facilities destroyed; number of 

coca plant seedbeds and number of hectares of opium manually 
eradicated. 


F. Sustainability. Multi-year Plan Colombia funding will 
be exhausted in FYO5. The CD Brigade evolved from its 
original concept as a static unit in the southern Putumayo 
area to become a national asset deployed nationwide in 
support of the aerial eradication program. This Colombia- 
wide deployment was neither envisioned nor budgeted for 
under the original Plan Colombia. The Colombian Army 
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(COLAR) does not have the funds to provide the logistical 
support required by the CD Brigade to deploy in support of 
aerial eradication. The CD Brigade will require USG support 
until such time as it is determined that they are no longer 
needed to support the aerial eradication mission or the GOC 
budgets funds for their support. 


G. Evaluation plan. The newly hired COLMIL program adviser 
will be on site to evaluate the effectiveness of the CD 
BrigadeVs use of USG-provided assistance. He will conduct 
end use monitoring of USG-provided equipment 

ensuring the proper maintenance and safeguarding of said 
equipment. Indicators such as small arms hits against 
eradication aircraft 

precursors and other chemicals captured or destroyed 
number of enemy killed or captured will be used to evaluate 
the effectiveness of the CD Brigade. Other COLMIL units 
will be evaluated based on hectares of illicit crops 

manually eradicated or interdiction of processed drugs. 


Colombian Army (COLAR) Aviation Brigade - $112.803 million 
Program Summary 


The Colombian Army\'s Aviation Brigade provides the Colombian 
Army and other public forces with the air mobility needed to 
operate at extended ranges in isolated areas. Within the 
Aviation Brigade 

dedicated support to counter-narcotics operations conducted 

by the CD Brigade and host nation pilot and non-pilot 

training for the helicopter battalion (BAHEL). 


A. Project title. Colombian Army (COLAR) Aviation Brigade 
- $112.803 million 


B. Project description. The current inventory of 79 
rotary-wing (r/w) aircraft is projected to remain at this 

level through 2007. The successes of the CD Brigade and 
aerial eradication programs in CYO2 through ΟΥ04 and through 
the first quarter of 2005 are attributable to the direct 

support provided by COLAR Aviation. USG expanded 
authorities have significantly increased the operational 
tempo; additionally the dispersal of cultivation and 
narcoterrorism nationwide has led to more remote and 
extended operations. The Infrastructure Security Support 
(ISS) program in Arauca Department requires additional 
resources to support a permanent presence at the heliport in 
Saravena. This capability is critical to the protection of 

vital economic infrastructure. 


C. Resources requested. $112.803 million in ACI funding. 
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Specific costs are: U.S. and host nation personnel and 
administrative support and training $3.028 million; forward 
operating and base operations and maintenance (O&M) support 
and construction $4.390 million; aviation contract support 
and maintenance for 15 UH-60 

aircraft - $85.259 million; vehicle maintenance and 
replacement $226.0 thousand; petroleum 

refueling equipment $9.750 million; information technology 
upgrades $350.0 thousand; project operations support 
include ammunition and armaments 

transportation costs $1.800 million. 


D. Resource justification. Increased contract and 

logistical support expenses are due to the conversion from a 
cost-plus contract to fixed-price contract. Aging aircraft 
continue to drive increased maintenance requirements and 
necessitate continuation of the INL/A Critical Flight Safety 
Program to ensure continued safe operation of the aircraft. 
Continued dispersal of operations nationwide requires 
additional infrastructure and support for mobile operations 
over extended periods. Additionally 

the Aviation Brigade continue to increase 

demand to operate further and further from its main base in 
Tolemaida. There will be a corresponding increase in 
aircraft flight hours and fuel usage across the fleet. 

Ground vehicles will be acquired 

replaced as necessary at operating locations across the 
country. Requested funds will pay for rental 

and construction to improve Colombian Army Aviation 
institutions; the main bases in Tolemaida and Melgar and 
forward operating locations in Caqueta 

Meta 

requirements arise. In CYO7 we will have met our 
nationalization goal with the UH-60 program and moved into a 
minimized contractor/USG oversight role. Thereafter 

and non-pilot resources will be shifted to the Huey Il and 
UH-1N programs. Training will continue to focus on 
maintaining high levels of pilot proficiency standards and 
maintenance procedures in accordance with INL/A policies and 
directives utilizing minimum contractor oversight. 
Communications and data processing equipment upgrades and 
expansion are needed to meet increasing operational tempo 
and distances requirements. Funding will be used to 
contract host country national and U.S. PSC technical staff 
to provide accounting 

the Plan Colombia Helicopter Program. 


E. Performance measures. By FY07 

an effective Aviation Brigade capable of carrying out the 
full range of aviation activities supporting not only CN 
but also counter-terrorist operations. Qualitative 
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indicators of performance will be successes in eradication 

and interdiction programs with decreasing dependence on U.S. 
assistance. 


F. Sustainability. As outlined above 

requested will ensure another successful year in COLAR 
aviation support for counter-narcotics operations in 

Colombia. We anticipate that the UH-60 program will be in 

the sustainment phase consisting of minimal contractor 
oversight and a continued commitment by the COLAR to provide 
required staffing to sustain an 80 percent operational 

readiness rate. Additionally 

close to the sustainment phase and the Huey II program more 
than 50 percent completed. 


G. Evaluation plan. The contract in CYO7 will be a 
performance-based contract with specific performance 
measures and a reporting and monitoring process. The NAS 
conducts annual program reviews with INL/A and conducts 
annual joint working group conferences with all partner 
agencies involved in the nationalization plan. These 
partners include the Department of Defense 

Command 

Assistance Team 

Colombian Army. 


Air Interdiction and Surveillance (ABD) - $5.495 million 


A. Project title: Air Interdiction and Surveillance - 
$5.495 million. 


B. Project description. The Air Interdiction and 
Surveillance (Air Bridge Denial - ABD) program is a 
presidential-directed and authorized program to intercept 
and interdict aircraft suspected of trafficking in illicit 
drugs and other contraband. It employs five tracker 
aircraft maintained by the United Sates Government and 
operated by the Colombian Air Force to intercept drug 
carrying aircraft. 


C. Resources requested. $5.495 million in ACI funding. 


D. Resource justification. The Air Interdiction and 
Surveillance program supports in-country USG/INL contractor 
and in-country costs to cover the operations costs of five 
Colombian Air Force (COLAF) C-560 tracker aircraft used for 
interception of suspected drug trafficking aircraft 

include the required logistics support to upgrade and 

maintain the locations where USG contractor personnel are 
based. Costs of replacement and refresher training of COLAF 
pilots are also included in in-country estimates. Another 
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$25 million is being requested by INL to cover the program\'s 
U.S. contractor costs. 


E. Performance measurements. Increase in the percentage of 
suspect tracks intercepted and forced to land for 

inspection; increase in law enforcement end games; 

reduction in the number of unidentified 

aircraft; overall reduction in the use of aircraft to carry 

drugs and drug-related money 


F. Sustainability. As outlined above 

resources requested will help ensure another successful year 
in support of counter-narcotics air interdiction and 
surveillance in Colombia. We are phasing in nationalization 
of the program's training to decrease reliance upon U.S. 
contractors for training. 


G. Evaluation plan. Project is evaluated at monthly in- 
progress reviews 

certification. During the monthly reviews 

meet with GOC 

review the programVs progress and identify specific action 
items to improve the program. During the semiannual 
reviews 

achievements for the period and makes recommendations as 
necessary. During the yearly certification 

team travels to Colombia 

the program 

State with respect to continuation of the program. 


Navy maritime interdiction - $1.6 million 
Project Summary 


A. Projecttitle. Navy Maritime Interdiction - $1.6 
million 


B. Project description. GREAS (Grupo de Reconocimiento y 
Asalto [reconnaissance and assault group]) is a special 
Colombian Navy Unit developed to conduct clandestine coastal 
interdiction operations against narcotraffickers and 
narcoterrorists that are shipping cocaine НСІ from 
Colombia\'s seacoasts 

is a trilateral project (Colombia 

Colombian Navy provides highly motivated personnel 

as operational and logistical support; the UK provides 
specialized training 

the USG provides funding for specialized equipment and 
logistical support. This is an existing project in the 
eradication/interdiction-funding category. Much of the 
success of the GREAS project is due to lack of pubic 
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awareness of the group's capabilities and methods of 
operation. 


C. Resources requested. $1.6 million in ACI funding. 


D. Resource justification. Additional resources are 
required to expand the reach of this successful program. 


E. Performance measurements. Metric tons of cocaine HCI 
seized in maritime or coastal interdiction units; numbers of 
narcoterrrorists arrested/killed; and major trafficking 
organizations disrupted or dismantled. 


F. Sustainability. The Colombian Navy is committed to 
providing sufficient numbers of highly trained and motivated 
personnel to the GREAS project. The Colombian Navy also 
provides significant operational support with aircraft 

ships 

barracks 

Colombian Navy will be able to sustain the unit. 


G. Evaluation plan. NAS provides a project officer (part- 
time) who manages the project in close coordination with the 
DEA and a full-time UK liaison officer. The GREAS unit is 
evaluated based on its operational tactics 

procedures and operational results (HCI and go fast boats 
seized 


Promote the rule of law - $28.033 million 


Ministry of Defense & Institutional Reform - $0 
Project summary 


A. Project title. Ministry of defense & Institutional 
Reform project - $0.0 


B. Project description. The Ministry of National Defense 
(MOD) Institutional Reform project is designed to expand 
reforms within the MOD related to institution building 
include the development of a national security strategic 
planning system 

direction of the ministry so that the MOD will be able to 
develop a more comprehensive narcotics and terrorism control 
program. The project also aims to enhance the Colombian 
people\'s understanding and support of national security. 
The project is conducted in coordination with the Center for 
Civil Military Relations (CCMR) of the U.S. Navy\'s Post- 
Graduate School. This is an on-going project under the rule 
of law budget category. 
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The project assists the MOD in five critical areas of MOD 
responsibility: 


Strategic planning 

Program planning 

Intelligence and telecommunications integration 
Systems and equipment acquisition 

Budget 


C. Resources requested. $0.0 


D. Resource justification. No FYO7 funds are required to 
continue the first two elements of the project; the third 
element will be completed in 2005. The MOD has completed 
its first phase of reform and requires no additional 

assistance in establishing the processes and procedures in 
the five critical areas noted above. The USG will provide 
occasional technical assistance/consultation 

be accomplished using already available resources. 


E. Performance measurements 
Completion of MOD directives 
F. Sustainability 


G. Evaluation plan. Overall goal: expand reforms within 

the MOD related to institution building 

development of a national security strategy 

strengthening the civilian management and direction of the 
ministry 

comprehensive narcotics control program 

the Colombian peopleVs understanding and support of national 
security. 


Illegal Armed Groups/Reinsertion into society - $.5 million 
Project summary 


This project supports the MOD\'s demobilization program that 
motivates narco-terrorists to desert/demobilize; collects 
intelligence/information and disseminates to operational 
intelligence channels of the military and police; and 
processes/validates them prior to entering the GOC 
Reinsertion Into Civil Society Program. 


A. Project title. Programa Atencin Humanitaria al 
Desmovilizado\" (Humanitarian Treatment to the Demobilized.) 
- $0.5 million 
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B. Project description. This project supports the MOD 
demobilization program 

national security strategy 

illegal armed groups to desert. Once in the program 

MOD certifies them as legitimate voluntary deserters of the 
FARC 

their entry into the GOC reinsertion into civil society 
program. During the board deliberations 

and agencies participating determine if the individual 
enters the reintegration phase or imprisons them for crimes 
of lesser humanity 

trafficking crimes. The project adviser provides expert 
advice in information operations (psychological operations) 
and program development designed to encourage desertions 
from the narco-terrorist organizations through mass media 
communication strategies. The support also entails 
specialized training and equipment to support the GOC 
demobilized processing system 

interviews with each demobilized for intelligence purposes. 
Information from the program has prevented numerous 
terrorist attacks. 


A. Resources requested: $0.50 million in ACI funding. 


B. Resource justification. The program continues to 
reduce the rank in file of the narco-terrorist 

organizations. The intelligence gained through the program 
contributes to 70 percent of military and counter-narcotics 
operations across the country. The program's credibility 
has increased throughout the country so that narco- 
terrorists no longer fear surrender to the public force (79 
percent surrender to public force). With the opening of 
five additional demobilized reception centers (peace 
centers/homes) throughout Colombia 

on networking the entire program as well as ensuring 
standardization of the interview process and sharing of 
operational intelligence. Intelligence is shared with DEA 
ORA 

appropriate. 


C. Performance measurements. Number of individuals 
demobilized resulting in overall reductions in the size of 
the illegal narco-terrorist groups. Number of weapons 
explosives and other narco-terrorist resources turned in. 
Number of terrorist attacks prevented because of 
intelligence provided by demobilized. Number of public 
force operations supported. 


D. Sustainability. The GOC provides approximately USD 8 
million to support this project. United States Government 
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support is closely coordinated with the GOC to ensure that 
we fill the essential gaps in GOC funding. 


E. Evaluation plan. Daily coordination between the NAS 
adviser and GOC officials; frequent field visits to various 
police and military units receiving the demobilized; weekly 
statistical information analysis on deserters; capturing of 
narco-terrorist logistical support mechanisms (weapons 
explosives 

leadership of the terrorists 

information campaignVs effectiveness through polling and 
interviews. 


DOJ - Justice Sector Reform Projects - $6.0 million 


Project Summary. The GOC 

undergoing a dramatic transition to an accusatory criminal 
justice system. This is critical to Colombia\'s 
effectiveness in combating criminal organizations and to 
sustain its democracy. The Embassy 

of Justice 

assistance for this transition. Continued USG support is 
critical to ensuring an effective transition and 
implementation. In addition 

training and technical assistance to critical investigation 
units: Human Rights 

Forfeiture and Money laundering 

programs. 


A. Project title. DOJ Justice Sector Reform Projects - 
$6.0 million 


B. Project description. These programs are administered by 
the U.S. Department of Justice and involve support for the 
transition to an accusatory system 

effective criminal justice system and specialized 
investigative units: Human Rights 

Kidnapping 

Forfeiture and Money Laundering. 


C. Resources requested. $6.0 million in ACI funding 


D. Resource justification. The GOC is implementing a new 
criminal justice system. This dramatic and historical 
transition to an accusatory system will improve Colombia\'s 
ability to investigate and prosecute criminal organizations 
involved in narcotics trafficking 

other serious crimes plaguing Colombia. An effective 
criminal justice system is key to ColombiaVs stability and 
ability to combat criminal and terrorist organizations. DOJ 
has provided critical assistance to the GOC in this 
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transition 

assistance to Colombian judges 

investigators. This assistance includes technical training 
organizational support 

security and judicial protection) 

institutional development 

This transition involves a gradual implementation throughout 
the country 


In addition 

investigate and prosecute major criminal organizations and 
crimes in Colombia. These include a national human rights 
unit and 15 regional units tasked with investigating crimes 
against human rights perpetrated by guerrilla groups 
militias 

These investigations involve mass gravesites 

extortion 

Kidnapping unit and 37 regional units; Asset Forfeiture and 
Money Laundering; Anti-Narcotics; Anti-Corruption; and Anti- 
Terrorism. This assistance will provide the needed 
augmentation of equipment 

necessary to develop more effective complex case 
investigation and prosecution. 


Performance measurements: effective implementation of an 
accusatory system with improved investigations 

and resolution of cases; increase in the number of 
prosecutions and convictions in complex cases involving 
human rights violations; anti-corruption 

anti-kidnapping 


F. Sustainability. Part of the DOJ assistance is the 
development of permanent Colombian training capability; GOC 
investigative and prosecution capability 

cases; effective criminal case adjudication by Colombian 
courts; and administration of effective rule of law. 


G. Evaluation plan. DOJ will conduct routine periodic 

reviews at least annually in the form of end-use monitoring 
visits 

to DOJ and INL/NAS on program status with appropriate GOC 
and USG updates. 


Prison security- $0.5 million 


Project summary. Support penitentiary system (INPEC) 
reforms begun in FYOO. Institutionalize proper selection 
training 

secure prisons/wings; and establish proper policies and 
regulations to control inmates 
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A. Project title. Anti-corruption/Prison Reform - $0.5 
million. 


B. Project description. Improve 

all anti-corruption entities which involve judicial police 
intelligence and disciplinary control units to conform with 
code reform nationwide. 


C. Resource requested: $500 


D. Resource justification. This will assist in decreasing 
corruption among prison staff 
training and equipment to investigate and prosecute crimes 


committed within the prison system and which will assist in 
crimes investigated by outside law enforcement agencies. In 
addition 

construction and management. 


E. Performance measurements. Progress will be measured by 
quarterly reports submitted by prison officials and follow- 

up audits conducted by personnel within the BOP office 

include advisory personnel from the United States. 


F. Sustainability. Sustainability will depend on INPECVs 
administrative staff 
this area to ensure investigations 


G. Evaluation plan. Evaluation will be monitored by 
indicators requested on a monthly and quarterly basis and 
with follow-up audits by the BOP. 


Drug awareness 
-- $715 


Project Summary. Colombia faces two issues that threaten 
the long term USG interest of a stable government and 
society based on the rule of law. While the national 
government has had great success in establishing presence 
and authority throughout Colombia in recent years 

a traditional lack of confidence in governmental 

institutions and a lack of faith in the rule of law. The 
second threat is the level of drug abuse among Colombians 
especially young people. The Demand Reduction 
Awareness 

issues. The Culture of Lawfulness portion provides 
thousands of children instruction and opportunities to 
discuss what it means to be a citizen in a democratic 

based 
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of the Colombian National Police (CNP). Our Drug 
Awareness/Demand Reduction efforts provide equipment 
training 

effective programs or to initiate new ones to teach 
Colombians the dangers of drug use. 


A. Project Title: Demand Reduction/Drug Awareness and 
Culture of Lawfulness - $715 


B. Project Description. Supports NGOs that support civil 
society and drug prevention programs in Colombia. Designs 
and publishes material and education campaigns furthering 
these goals. Sponsors conferences 

Funds grants to NGOs to conduct comprehensive Culture of 
Lawfulness training targeting parents 

leaders. This is a comprehensive program 

the National Strategy Information Center (NSIC) that works 
in coordination with the Presidential Anti-Corruption Office 
and local education secretariats throughout Colombia. NSIC 
is also developing a curriculum of instruction to present 
Culture of Lawfulness training to members of the Colombian 
National Police. Program funds support Colombian national 
and local governmentVs projects in drug prevention and 
Culture of Lawfulness aimed at the regular populace as well 
as the police. 


C. Resources Requested - $715 


D. Resource Justification. To provide grants to support 
education projects for the police 

teachers 

activities. 


Commodities: Design and publication of materials for 
prevention and Culture of Lawfulness training. Audiovisual 
equipment 

training 

of Lawfulness strategies and techniques are constantly 
evolving therefore sponsoring conferences 

trainings as well as travel expenses to such events are 
necessary. 


E. Performance Measurement. The number of students 
provided instruction in Culture of Lawfulness and drug 
prevention. Number of trainers trained and how many people 
they can instruct. The number of participating schools and 
programs and their geographic coverage of Colombia. 
Internal and/or independent evaluations of programs and 
activities to measure changes in attitude and behavior 
towards lawfulness and drug use. 
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F. Sustainability. In most cases 

form of one time assistance such as equipment purchases that 
will enable an organization to sustain its programs with no 
further USG commitment. In the case of grants 

requirement of the grants is that they be designed to be 
sustainable by Colombian sources. 


G. Evaluation. Evaluation will depend on the type of 
assistance provided and the type of program supported. For 
one-time training 

and evaluations of its usefulness will be conducted. For 
grants 

and attitudes of those participating in the program\'s 
activities is conducted by the grantee. 


CNP Reestablishment of Public Security in Conflicted Zones - 
$18.603 million. 


Project summary. Colombia is fighting a war against three 
narco-terrorist armed groups that total approximately 40 
combatants and support militia. Thousands of innocent 
civilians 

killed annually. The FARC 

group 

illegal narcotics trade. The GOC cannot provide the social 
and economic benefits of democracy for all Colombians 
without restoring and strengthening the rule of law and 
government presence throughout the country. The first step 
in restoring government presence is providing public 
security 

military. This multi-year program assists the CNP in 
reestablishing public security in the rural 

zones by organizing 

20 

police stations. Terrorist attacks and crime rates have 
dropped significantly since this program was started. 


A. Project title: CNP Reestablish Public Security in 
Conflicted Zones - $18.603 million. 


B. Project description. The highest priority strategic 
objective of ColombiaVs national security strategy (la 
Politica de Defensa y Seguridad Democratica - Democratic 
Security and Defense Policy) is to V'gradually restore the 
presence of public forces in all the municipalities\" of 
Colombia (the public force is composed of the CNP and 
Colombian military.) In August 

Colombiavs 1 

counties) had no police presence. In most of these 
municipalities 

abandon their posts due to repeated terrorist attacks. 
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Hundreds of other municipalities 

kilometers of Colombia 

police to provide adequate public security. Failure to 
maintain public forces throughout Colombia creates 
Vungoverned spaces. The GOC cannot provide the social and 
economic benefits of democracy for all Colombians without 
restoring and strengthening the rule of law and government 
presence throughout the country. The first step in 

restoring government presence is providing public security-- 
the role of the CNP--supported by the Colombian military. 


This project supports the CNP in fulfilling the top three 
elements required by Colombia\'s national security strategy: 


Organize 

of 46-men each) assigned in the municipalities with no 
police presence. This element was completed in February 
2004; NAS is now assisting the CNP in stationing police in 
the \"second-tier\" towns. 


Organize 

Carabineros 

capable of establishing public security in the high threat 
areas in Colombia\'s vast rural zones. All 62 squadrons will 
be trained by 2006; the focus thereafter will be on 

providing replacement personnel and equipment. 


Construct 

stations in the larger municipalities. Based on 

availability of funds 

hardened. Some 20 stations will have been constructed or 
hardened by 2006 and this project element is now a major 
focus of the USG effort. 


C. Resources requested. $18.603 million in ACI funding. 


D. Resource justification. We are seeking to eliminate 
ungoverned spaces. By 2006 

reached its goal of fielding 62 Carabineros mobile 
squadrons 

percent personnel replacement rate (for deaths 
reassignments 

more than 1 

be needed to complete basic infrastructure development and 
construction at the CNP national field training center 
Espinal 

training center which is essential to sustainability of the 
program. That center houses both the Carabineros training 
course and other antinarcotics police training courses 
including the Jungla course and landmine recognition 
training. Funds will also be used to construct/renovate CNP 
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stations in rural Colombia and provide limited training and 
essential equipment to the municipality police. 


The results of this project have been significant. Rural 
Colombia is much more secure than as recently as 2002. The 
movement and supply corridors of the FARC and other illegal 
armed groups have been cut; entire terrorist units have been 
dismantled. Internally displaced families are returning to 

their towns and farms. 


E. Performance measurements. Numbers of Carabineros 
trained 

rates 

Return of internally displaced persons to their home towns; 
improvements to the rural economy. Improved security for 
rural economic and social development projects. 


F. Sustainability. The USG-GOC letter of agreement 
specifically assigned sustainment costs for USG-provided 
equipment to the CNP. When the CNP national field training 
center is completed 

will be able to conduct most of their field training there. 

The GOC provides approximately $100 million annually to 
support this project. 


G. Evaluation plan. The NAS Carabineros project advisor 
supported by the DIRAN Ground Interdiction Team 
frequent field visits. 


Promote Social and Economic Progress - $ 143.257 million 


The programs under this heading are carried out by USAID. 
USAID\'s overarching goal will be to achieve a sustainable 
reduction in the production of illicit drugs and the 

promotion of peace in Colombia. This will be achieved 
through three inter-related programs that aim to enhance 
democratic governance 

alternatives to illicit crop production 

and long-term support to internally displaced persons and 
other vulnerable groups. 


A. Project title. Support for democracy - $19 million. 


B. Project description. USAIDYs democracy program provides 
technical assistance and training to modernize the criminal 
justice system; protect and promote human rights; improve 
transparency and efficiency in the use of public resources 

(this includes work to strengthen political parties 

legislative strengthening activities 
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and to mitigate conflict. Activities will promote a strong 
democratic government presence to counter the negative 
effects that illicit activities have on transparency 
accountability and the ability of local officials to 

practice good governance. 


C. Resources requested. $19 million in ACI funding. 


D. Resource justification. The democracy programs and 
objectives represent essential components in the overall USG 
effort to help eliminate the threats of illegal drugs and 
narcoterrorists. These programs enhance democratic 
governance at the national and local levels (in targeted 
growth corridors) to extend the presence of an accountable 
legitimate and just state 

of traditionally underserved regions and populations. This 
will be accomplished through the continuation and 
consolidation of five comprehensive and inter-related 
programs that 

challenges to strengthening the rule of law in Colombia. 
The justice program will work to broaden access to legal 
services for millions of Colombians while also helping to 
implement the national level reforms necessary to make the 
Colombian judiciary more transparent 

effective. The human rights program will continue to 
prevent egregious human rights violations through various 
prevention and protection mechanisms such as the early 
warning system and will promote respect and awareness of 
human rights 

The transparency and accountability program will reduce 
corruption by working to improve the efficiency and 
transparency in the use of public resources and by helping 
to strengthen internal controls. Finally 

initiative program will help mitigate conflict in the 

country by strengthening the capacity of the office of the 
High Commissioner for Peace (HCP) to promote the peaceful 
resolution of ColombiaWs decades-old internal conflict. 


E. Performance measurements: As USAID/Colombia begins 
implementing its revised strategy for the period 2006-2008 
new indicators that track progress on information will be 
developed and targets on current indicators may be revised 
as of 2006. Current performance indicators include 1) 
number of recipients benefited by USAID-funded Ministry of 
Interior protection program for trade unionists 

rights workers 

groups; 2) number of GOC agencies with standardized internal 
control procedures; and 3) number of casas de justicia 
established. 


F. Sustainability: The revised strategy consists of a 
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strategic set of interrelated and mutually reinforcing 
programs and activities that will help remedy 

sustainable basis 

ills that gave rise to the dual threat of illegal narcotics 

and terrorism. Strengthening the Colombian state 
reinvigorating the economy 

considerably enhance overall prospects for achieving greater 
stability in the country and region. In order to promote 
sustainability of these initiatives 

significantly expand and broaden economic alternatives 
largely through trade capacity building given the still 
untapped opportunities provided under the Andean Trade 
Preferences and Drug Enforcement Act (ATPDEA) and the 
expanded growth opportunities which would be provided by 
prospective bilateral and hemispheric free trade agreements. 
The program and strategy will also seek increased private 
sector investment in targeted growth corridors for the 
purpose of generating jobs 

level policy dialogue will serve as the foundation for these 
interventions in recognition of its importance to improving 
Colombia\'s global competitiveness 

market development 

and investment policy 

and commercial law reform. 


G. Evaluation plan: USAID\'s democracy programs are 
evaluated on a continuous basis. Quarterly reports are 
issued and all programs are thoroughly reviewed under 
USAID\'s annual report process and portfolio reviews 

are conducted each year. Through this process actual 
results are compared against performance indicator targets. 
In addition 

Mission Performance Plan (MPP). 


Alternative development - $83.3 million; includes $4.3 
million in operating expenses 


It should be noted that USAID\'s request for the alternative 
development program has been adjusted downward to $83.3 
million due to overall federal budget constraints. However 
the activities described below assume an overall budget of 
$88.5 million. This amount represents USAID\'s original 
request. With this reduction 

critical and high-profile priority program will subsequently 

be scaled back. 


A. Project title. Alternative Development - $83.3 million; 
includes $4.3m in operating expenses 


B. Project description. USAID\'s alternative development 
(AD) program provides income and employment opportunities to 
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rural residents and small farmers who have eradicated and 
agree not to grow illicit crops and supports small and 
medium private enterprises that generate licit income and 
employment opportunities. Assistance is also provided for 
social and productive infrastructure as a means for 
improving access to markets and services. The strengthening 
of licit economic opportunities will contribute to permanent 
abandonment of illicit crop production. The AD program will 
strengthen national and local institutions that carry out 
alternative development planning and trade capacity 
building. The AD program will also support the 
strengthening of democratic and local governance and 
decentralization efforts. Technical assistance will also be 
provided to improve the management and conservation of 
natural resources in buffer zones around national parks and 
to support indigenous communities by improving their 
livelihoods through the implementation of sustainable 
productive activities. 


C. Resources requested. $83.3 million in ACI funding. 


D. Resource justification. These programs and objectives 
represent essential components in the overall USG effort to 
help eliminate the threats of illegal drugs and 
narcoterrorists. Through the alternative development 
programs 

sustainable expansion of economic opportunities in a manner 
that provides viable alternatives to illicit crop 

production; works with municipal governments to help make 
local institutions more responsive and effective in 
responding to the needs of citizens; improves access to and 
the efficient operation of land markets; and facilitates 
sustainable 

strategically targeted areas of the country. This will be 
accomplished through market-driven 

alternative development in regions/sub-regions of the 
country under the influence of illicit agriculture that can 
effectively support economically viable and sustainable 
agricultural and other alternatives to illicit crop 

cultivation. 


E. Performance measurements. As USAID/Colombia begins 
implementing its revised strategy for the period 2006-2008 
new indicators that track progress on information 

jobs created 

indicators may be revised as of 2006. Current performance 
indicators include 1) number of licit crops in hectares 
established through alternative development programs in coca 
and poppy growing regions; 2) number of families benefited 
by alternative development programs; and 3) number of 
infrastructure projects completed in municipalities and 
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departments through AD and local governance programs. 


F. Sustainability. The revised strategy consists of a 
strategic set of interrelated and mutually reinforcing 
programs and activities that will help remedy 

sustainable basis 

ills that gave rise to the dual threat of illegal narcotics 

and terrorism. Strengthening the Colombian state 
reinvigorating the economy 

considerably enhance overall prospects for achieving greater 
stability in the country and region. To promote 
sustainability of these initiatives 

significantly expand and broaden economic alternatives 
largely through trade capacity building given the still 
untapped opportunities provided under the Andean Trade 
Preferences and Drug Enforcement Act (ATPDEA) and the 
expanded growth opportunities which would be provided by 
prospective bilateral and hemispheric free trade agreements. 
The program and strategy will also seek increased private 
sector investment in targeted growth corridors for the 
purpose of generating jobs 

level policy dialogue will serve as the foundation for these 
interventions in recognition of its importance to improving 
Colombia\'s global competitiveness 

market development 

and investment policy 

and commercial law reform. 


G. Evaluation plan. USAID\'s Alternative Development 
programs are evaluated on a continuous basis. Quarterly 
reports are issued and all programs are thoroughly reviewed 
under USAIDVs annual report process and portfolio reviews 
which are conducted each year. Through this process actual 
results are compared against performance indicator targets. 
In addition 

Mission Performance Plan (MPP). 


Support to Vulnerable Groups and Internally Displaced 
Persons -- $26.5 million; includes $4 million transferred 
to USAID from Population 


A. Project title. Support to Vulnerable Groups and IDPs - 
$26.5 million. 


B. Project description. USAID\'s internally displaced 
persons (IDP) humanitarian assistance program provides 
economic and social assistance to vulnerable groups 
including child ex-combatants 

by illegal armed groups 

displaced by civil strife and violence. USAID-funded 
activities will focus on short 
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solutions leading to the sustainable re-integration of IDPs 

and former child combatants into mainstream Colombian 
society through programs at the national and local levels. 
Pending a USG policy decision 

be assisted. The IDP program helps to improve community 
infrastructure and provide economic alternatives to deter 
people from participating in illegal narcotics activities. 

Note: This request incorporates an additional $4 million 

that would be transferred from PRM to USAID to implement the 
short-term IDP programs previously managed by PRM. 
Combining PRM\'s short-term activities with USAIDVs mid- and 
long-term programs will facilitate smooth transitions for 
beneficiaries within the IDP chain of assistance and 

streamline overall program management. 


C. Resources requested. $26.5 million in ACI funding. 


D. Resource justification. These programs and objectives 
represent essential components in the overall USG effort to 
help eliminate the threats of illegal drugs and 
narcoterrorists. The IDP programs will continue to focus on 
humanitarian assistance for persons displaced by the 
conflict 

will continue to focus on healthcare 

generation activities 

assistance. Logistical and planning assistance 

the development of a reliable monitoring and evaluation 
System to track progress for the reintegration of adult ex- 
combatants into civil society in support of the GOC\'s 
demobilization and reinsertion program 

provided. 


E. Performance measurements. As USAID/Colombia begins 
implementing its revised strategy for the period 2006-2008 
new indicators that track progress on information will be 
developed and targets on current indicators may be revised 
as of 2006. Current performance indicators include 1) 
number of IDPs assisted; and 2) number of former child 
combatants assisted. 


F. Sustainability. The revised strategy consists of a 
strategic set of interrelated and mutually reinforcing 
programs and activities that will help remedy 
sustainable basis 

ills that gave rise to the dual threat of illegal narcotics 
and terrorism. Strengthening the Colombian state 
reinvigorating the economy 

considerably enhance overall prospects for achieving greater 
stability in the country and region. Under its revised 
strategy 

broaden economic alternatives 


Column 3 

capacity building given the still untapped opportunities 
provided under the ATPDEA and the expanded growth 
opportunities which would be provided by prospective 
bilateral and hemispheric free trade agreements. The 
program and strategy will also seek increased private sector 
investment in targeted growth corridors for the purpose of 
generating jobs 

policy dialogue will serve as the foundation for these 
interventions in recognition of its importance to improving 
Colombia\'s global competitiveness 

market development 

and investment policy 

and commercial law reform. 


G. Evaluation plan. USAID\'s vulnerable groups and IDP 
programs are evaluated on a continuous basis. Quarterly 
reports are issued and all programs are thoroughly reviewed 
under USAID\'s annual report process and portfolio reviews 
which are conducted each year. Through this process actual 
results are compared against performance indicator targets. 
In addition 

Mission Performance Plan (MPP). 


A. Project title. Reincorporation to Civilian Life - $14.5 
million. 


B. Project description. With approved funding 
reincorporation support program will be able to expand 
assistance to the GOC efforts to demobilize 

reincorporate back into civilian life thousands of illegal 
armed group (IAG) members. Each of these lAGs has been 
designated as a Foreign Terrorist Organization (FTO) under 
the U.S. Patriot Act. The GOC reincorporation program 
provides incentives such as job training and psycho-social 
assistance for ex-combatants in exchange for verifiable 
renunciation of membership in Colombian FTOs such as the 
AUC(Autodefensas Unidas de Colombia/United Self-Defense 
Forces of Colombia). The GOC has pledged over $85 million 
resources for DR during 2004-2007 

along with USAID know-how that come with them 

assure the success of the program. Note: The specifics of 


this program have not yet been fully designed 

USAID has been supporting institutional/structural aspects 
of the GOC\'s reincorporation efforts. The program funding 
requested here involves direct material support to former 
FTO members. This assistance is crucial to the success of 
the reincorporation effort 

reaches a favorable policy decision in consultation with 
Congress. 
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C. Resources requested. $14.5 million in ACI funding. 


D. Resource justification. Colombia is now at a crucial 
crossroads in its efforts to greatly diminish the negative 
affects of narco-terrorism and establish itself as a 

peaceful nation whose citizens may benefit from lasting 
sustainable social and economic development. Recent events 
and progress in the AUC demobilization and reincorporation 
process represent a unique and remarkable opportunity for 
both the GOC and the USG. With USG support 

chance to create a lasting peace in Colombia and stability 
within the region through the dismantling of a FTO that has 
been responsible for thousands of deaths and a sizable 
proportion of the illicit drugs being exported to the U.S. 

from Colombia. The Colombians want us to be a partner in 
this endeavor. In Cartagena 

Uribe his commitment to continue supporting GOC 

efforts. Success in this endeavor will also tangibly 
contribute to the Global War on Terrorism 

USGVs overriding foreign policy priority. 


In 2003 

the AUC signed an accord that called for complete 
demobilization of the AUC by December 31 

4 

participating in the 18-24 month long reincorporation 
process. 


Congress provided Expanded Authorities that recognize in 
Colombia that narcotrafficking and terrorism are 
intertwined. The AUC has been deeply involved in both. In 
one such demobilization 

Mancuso\'s Catatumbo Bloc 

returned to State control 

is currently finalizing negotiations with the central 
command of the AUC for the demobilization of an additional 
15 

USG counter-narcotic and anti-terrorism objectives in 
Colombia could be very significant. 


The benefits from supporting a successful AUC 
reincorporation process greatly out-weigh the risk or 
consequences of a faulty or failed one. If the demobilized 
return to a life of crime 

sharp drop in murders 

Uribe administration will stall 

in such security trends would seriously undermine President 
Uribe and his Democratic Security Policy. In turn 

failure would damage Uribe\'s ability to continue to pursue 
his aggressive fight against drugs and terror in Colombia. 
Our strongest ally in Latin America would have suffered a 
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serious setback 

continued success in meeting critical USG foreign policy 
interests in an increasingly unstable region. 


If successful 

as a confidence builder for future peace negotiations with 
all IAGs and contribute to a further reduction in the human 
rights violations and in the internal displacement of 
populations resulting from the ongoing Colombian armed 
conflict as well as drug production and trafficking. While 
there are currently no official peace negotiations between 
the GOC and the FARC guerrilla group 

underway between the HCP and another ΙΑ 

Colombian officials are planning for the demobilization of 
an additional 3 


E. Performance measurements: Current USAID support to the 
reincorporation process includes an \"Accompaniment 
Monitoring and Evaluation" system (SAME) which assesses the 
degree of reinsertion into civilian life of each individual 

in the program. This system will be used to measure program 
performance. 


F. Sustainability: The sustainability of the proposed 
program will be measured by recidivism rates. SAME tracks 
this on an individual basis. When an individual is 
experiencing difficulty in the reincorporation process 

special attention will be given to correct the problem and 
ensure sustainability of the investment in an individualVs 
return to civilian life. If on the other hand 

returns to the ranks of a FTO 

immediately halt any USG assistance to that person. 


G. Evaluation plan: All of USAIDVs programs are evaluated 
on a periodic basis. In this case the SAME mechanism will 
be used. On-going USAID support to the reincorporation 
process in the City of Medellin has recently been evaluated. 


A. Project title. Program development and support - $7.4 
million. 


B. Project description. Provides administrative 
management and logistical support for NAS counter-narcotics 
and law enforcement projects. Funds provide salaries 
benefits and allowances of permanently assigned U.S. and 
foreign national employees 

administrative and indirect operating expenses that cannot 
be identified with a specific project. The NAS has 
experienced significant growth with the creation of Plan 
Colombia and the follow-on Andean Counter-drug Initiative. 
Logistical and administrative support requirements have 
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increased consistent with program growth and expansion 
around the country. The management unit operates as a de 
facto ICASS service provider to support other agencies\' law 
enforcement program activity. 


C. Resources requested. $7.4 million ACI funding 


D. Resources justification. An aged fleet and high vehicle 
maintenance costs support the need for additional vehicles 
and a full complement of new computers to enhance 
productivity of support staff. Increased travel is required 

to support rapidly changing requirements for procurement and 
logistical support to eradication and interdiction 

activities. Increased ICASS service costs result from 
workload counts associated with V'provider services" to law 
enforcement agencies. FSN salary increase and 596 V'unique 
conditions of work" allowance contribute significantly to 
increased costs. 


E. Performance measurements. The measure of performance is 
the efficient administrative 

support provided to NAS field operations; more effective and 
streamlined administrative procedures; maintenance of 
appropriate funding levels and implementing effective 

internal control procedures. 


F. Sustainability. A review and analysis of 

administrative operating procedures to standardize 
administrative and logistical support processes; staff 
development and training for a stable administrative 
management staff; receipt of timely appropriate funding 
levels needed to maintain buying power in a dynamic global 
economic market. 


G. Evaluation plan: Creation of documented standard 
operating procedures (SOPs) for logistical and 
administrative support procedures; improved understanding 
and execution of job duties by staff; recognized improved 
customer service by program staff; receipt of appropriate 
funding levels. 


WOOD 
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immediate predecessor had signed with them and hoped the U.S. 
would support continued disbursements from the IFIs. With 
those disbursements 

financing needs. Instead 


Column 3 

the USG to use its influence with the IFIs to maintain 
conditionality and withhold disbursements until Correa and 

the GOE commit themselves to minimally responsible policies. 
End Summary. 


Let's Spend Some Money 


2. (U) Correa acceded to Ambassador''s request for a courtesy 
call on May 5. Continuing the Palacio government charm 
offensive 

expounding on the virtues of the V'people of the United 

States 

he received his graduate education. When he came to 
business 

program he has outlined in much more detail in the press (see 
reftel). He said that Ecuador 

given dollarization 

to use fiscal policy to stimulate economic growth and job 
creation. Economic growth in the non-oil economy was weak 
he said. ltwas thus necessary for the GOE to increase 
spending. 


Secret Agreements 


SIPDIS 


3. (U) Necessary budget financing would be available if the 

IFls maintained their planned disbursements 

However 

previous government via such V'secret agreements\" as the IMFVs 
\"Intensified Surveillance Program\" would have to be dropped 
Correa said 

previous minister for ceding Ecuadorian sovereignty in 

signing these \"secret accords.\" Correa asked that the 

Embassy help the IFls to understand Ecuador\'s circumstances 
and the need for flexibility. 


The Fiscal Situation 


4. (SBU) We are meeting with contacts in order to put 
together a series of cables on Ecuador\'s economic and fiscal 
situation. Though we are not ready to make definitive 
statements about the current situation 

insights. Previous Minister of Finance Maurico Yepez had put 
together the pieces for a very favorable financing situation 

for Ecuador in 2005. In fact 

from the IFls and assuming continuing high oil prices 

GOE would have been significantly over financed. The GOE 
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intended to use the over financing to restructure debt 
buying higher interest rate debt back. With Correa in the 
driverVs seat there is every reason to believe that the over 
financing would go directly into current spending. In just 
one specific example 

in personnel in order to reduce budget outlays on salaries. 
Correa has announced that there will be no personnel 
reductions as 

employment would be irresponsible.\" 


The IFls 


5. (C) Econcouns discussed the situation with IMF Resrep 
David Yuravlivker (protect) on May 6. Yuravlivker recounted 
that 

the IDB 

to pay its debts to the IFIs 

disburse to Ecuador." Asked about the IBRD\'s pending $100 
million disbursement (in the absence from country of the IBRD 
resrep) 

intentions of the IBRD were 

conditionality on that loan was all fiscal responsibility 

given that it specifically demands that the GOE continue to 
respect the Fiscal Responsibility Law and the oil 

stabilization fund (FEIREP) 

public intention to eliminate the restrictions imposed by the 
law and the fund 

justify disbursing. 


Comment 


6. (SBU) Though this was only intended as a courtesy call 
and most of the conversation was of a personal and 
protocolary nature 

made were fully in line with the ideas expressed in his 
statements to the press and in his publications. (Interested 
readers of Spanish can obtain his short and worrying 2004 
prescription for the Ecuadorian economy \"La Vulnerabilidad de 
la Economia Ecuatoriana!" from its publisher 

concerned that Correa 

will make short work of all that has been accomplished in the 
last five years of relatively responsible fiscal policy. 


Recommendation 


7. (C) We understand that the IBRD is on the verge of 
disbursing a $100 million budget support loan. The loan has 
been approved by the board on the basis of confidence on the 
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part of the IFls in the fiscal responsibility of the prior 
government. Nonetheless 

holding off on disbursement in extraordinary circumstances. 
We do not know what current thinking is in the IBRD on 
disbursement of this loan. Given the danger that these funds 
will be squandered 

weighing in with the IBRD to recommend that the loan be 
disbursed only on the demonstrated commitment of the GOE to 
maintain responsible policies. We also recommend that the 
IBRD and IDB continue to look to the IMFVs view of the fiscal 
decision in making disbursement decisions. 

KENNEY 
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the CEO said 

increasing number of foreign companies looking to invest in 
the Gulf. Of the GIC\'s $7 billion in assets 

invested in the GCC countries and the remaining $5 billion is 
invested outside of the GCC. It has introduced the first 
GCC-wide equity fund 

institutional clients 

research on GCC government budgets 

sector indices and stock market research reports. End 
Summary. 


GIC: History and Background 


2. (U) Ambassador met May 3 with Gulf Investment Corporation 
(GIC) CEO Hisham Al-Razzuqi and Head of Manufacturing 
Projects Khalid Al-Qadeeri. GIC was established in 1984 by 
the GCC to provide financial services and investment support 
for the development of private enterprise and economic growth 
in the Gulf. It was one of the first GCC institutions 

according to Al-Razzugi 

from the six GCC countries. It is headquartered in Kuwait. 
GIC has 145 employees 

said that GIC does its best to find people in the local 

market and then train them. 


3. (U) The GIC now has close to $7 billion in assets 

billion invested in the GCC countries and the remaining $5 
billion invested elsewhere. Its GCC investments are mostly 
through equity participation in 

industrial and manufacturing companies. Al-Razzugi said that 
GIC currently has about $400 million in exposure in U.S. 
private equities. According to Al-Razzugi 

been conservative in its management decisions and its 
investments and has never had a loss on any of its 
investments. In its early years 

from Citibank in its structuring and operations 
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Al-Razzugi said that the organizational setup and internal 
requirements are quite similar to CitibankVs. (To learn more 
about Gulf Investment Corporation 

http://www.gic.com.kw.) 


New Directions: Financial Advisor and Investment Consultant 


4. (SBU) Al-Razzugi said that 

provide management and consulting advice to the companies in 
which it was investing 

expertise in a number of sectors over the past 24 years. The 
power and petrochemical sectors were its strongest areas 

said 

industries. Its expertise is recognized now to the point 

that GCC governments are turning to GIC for advice and 
consulting on large projects and privatization efforts. 
Al-Razzugi said that he sees his competition as international 
advisors and consultants and hopes to compete on that playing 
field. 


5. (SBU) Saying that he wants to focus on GIC\'s strengths 
Al-Razzuqi explained that GIC hires Merrill Lynch and others 
to manage its overseas investments 

building up its own expertise for the Gulf region. The 
company has introduced the first GCC-wide equity fund and is 
marketing it to large institutional clients. The minimum 
investment is $250 

College had already invested in the fund. GIC has also 
introduced indices for the GCC by sector 

as well as stock market research reports for public companies 
in the region. Al-Razzuqi said that many foreign companies 
are coming to GIC asking for research and for help with 
understanding where to invest in the GCC. He added that he 
would like to open up GIC offices elsewhere throughout the 
GCC to provide local financial and investment advisory 
services. 


6. (SBU) Al-Razzugi said that there was also a growing need 
to provide advice and guidance to the increasing number of 
family businesses in the region that were taking themselves 
public. Because the GCC banks don't have the ability to buy 
stakes in these businesses and cannot provide the necessary 
management consulting services 

role for itself in this area. Finally 

GIC was conducting internal studies on risk management 
throughout the GCC but not yet publicly releasing this 
material 

GIC\'s new directions as saying that he wanted to make his 
organization the \"Merrill Lynch of the region. V" 
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Corporate Governance 


7. (SBU) Acknowledging that \"real corporate governance is 
not applied throughout the GCC 

trying to set an example by having good corporate governance 
itself. lt has commissioned Bain ἃ Company to provide а 
study on corporate governance for GIC 

on this issue in the future. Al-Razzuqi said that GIC always 
looks at the management of the company in the region as the 
critical step in evaluating any potential investment 

particularly given the weakness of data available about most 
companies. 

The Economic Outlook: Promising But Reforms Still Needed 
8. (SBU) Al-Razzuqi said that GIC expects a lower growth 
rate in the U.S. 

appreciation\" in its U.S. assets V'anytime soon. He said 
that GIC expects to see an 8% return on all of its assets 

over the next year. He is seeing rapid growth in some stocks 
in the region 

overvalued. Overall 

promising. With governments spending more on infrastructure 
development and large projects 

threat to the region 

investments was likely. V'Nationals started believing in 

their own countries 

reforms were still necessary throughout the Gulf. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www .state.sgov.gov/p/nea/kuwait/ 
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previous year 

had been a \"drag on overall performance.\" He also said that 
KIA was selling real estate holdings in the U.S. because of 
\"high taxes on capital gains and income.\" He said that the 
annual contributions to the Kuwait Future Generations Fund 
which is managed by KIA 

thought because of the recent massive increase in GOK 
expenditures. Comment: The KIA is thought to manage amounts 
between between $75 and $100 billion on behalf of the GOK but 
maintains a very modest outward appearance 

and in the amount of information it makes available to the 
markets and its own citizens. End Summary and Comment. 


KIA: History and Background 
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2. (C) Ambassador met with Kuwait Investment Authority 
(KIA) Managing Director Bader Al-SaVad and Head of the 
Americas Investment Department Ahmad Bastaki on May 3 in 
order to learn more about KIAVs investments in the U.S. and 
elsewhere. KIA was founded in 1982 and is charged with 
managing the investments of the GOK. The source of these 
investments come from two major areas: the Future Generations 
Fund (FGF) 

each year 

The two categories are managed separately and the funds are 
not co-mingled. KIA does not publicly disclose its total 

assets 

billion. It allocates these assets into investments in OECD 
countries 

world GDP 

countries have received a larger share of investments than 
their GDP indicates 


3. (U) KIA is overseen by a Board consisting of the Finance 
Minister as Chairman 

Bank Governor 

other Kuwaiti nationals with backgrounds in investment and 
finance. The Board appoints a Managing Director to oversee 
the day-to-day operations. KIA has over 300 employees in 
Kuwait and also operates an office in London. The London 
operation 

predates KIAVs charter 

According to Al-Sa\'ad 

Government of the UK to be similar to a Vfinancial attach\" 
and is accorded special treatment" by the City of London. 
Additional background on the KIA can be found at: 
http://www.kia.gov.kw. 


A \"Good Year" 


4. (C) Al-SaVad said that the past year had been good for 
KIA 

concern over the performance of assets in OECD markets 
which he said the KIA was \"heavily exposed.\" He said that 
the KIA V'does not really hedge against downturning markets 
and added that the V'U.S. is really dragging" on the 
performance of KIAVs assets. KIA\'s investments in the U.S. 
are mostly in equity funds managed through medium-sized 
investment firms 

variety of third party fund managers to manage its assets. 
KIA used to own a good deal of property in the U.S. 

said 

he described as \"high taxes on capital gains 

dividends.\" He attributed these tax difficulties to the 
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absence of a Double Taxation Treaty between the U.S. and 
Kuwait. KIA has a wholly owned subsidiary in the U.S. 
\"Breadstreet Inc." 

holdings 

through real estate investment trusts (REITs) and other 
mechanisms. He said that the KIA was still actively looking 
for ways that the GOK could continue to own property in the 
U.S. 


5. (C) Al-SaVad noted that the contributions from the budget 
into the Future Generations Fund (FGF) were not as large in 
the past year as some thought because of the rapidly 
expanding GOK budget. With all of the big projects that the 
GOK is planning 

to be given to KIA. The \"mega-projects\" he mentioned 
included the planned causeway across Kuwait Bay 

Port 

said that the GOK was increasing its expenditures on 
infrastructure maintenance and that this was also using up 
funds that would otherwise go to the KIA. 


Keeping A Low Profile 


6. (C) When the Ambassador noted the modesty of Al-Sa\'ad\'s 
office compared to the lavish offices of other top financial 
executives in Kuwait and especially relative to the amount of 
money that KIA handles 

a government body and still needs to answer to the National 
Assembly on its own internal budget. (He pointed out that he 
has been waiting for a new carpet for his office for over a 

year. lt needs it.) He explained that the KIA is regulated 

by the State Audit Bureau and has to report annually to the 
National Assembly 

performance of the assets under its management. Any MP is 
entitled to look at KIAVs budget 

know the total amount of assets under KIA management. This 
review usually takes place in June or July 

the Kuwaiti newspapers usually publish general points and a 
rough estimate of KIAYs assets at that time. Al-Sa\'ad would 
not disclose the amount of KIA assets 

newspaper discussions of the budget hearings would give a 
rough idea. 


Not Investing in the GCC 


7. (C) When asked about regional investments 

that the KIA was not heavily invested in GCC countries 
only had a few small holdings and interests in things 

V purchased years ago." While noting that the current 
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economic growth throughout the GCC is “а good boom 

that it was really all the same area and economic climate as 
Kuwait and that the KIA did not see the need to invest in the 
whole GCC if it could make some investments in Kuwait. It 
would be a duplicate investment 

duplicate the risk and KIAVs exposure in the region. Тһе GCC 
doesn't need capital 

not want to compete with private sector investment." The KIA 
has some investments in Kuwait 

20% stake in Bubiyan Bank 

said the KIA prefers to let the private sector make these 

types of investments in Kuwait 

was a unique situation. The Central Bank had received almost 
20 separate applications from Kuwaiti banks and financial 
institutions to open an Islamic bank 

instead of having to choose amongst them 

asked KIA to provide some capital to start a new bank and 
then allowed the public to buy a stake. He said the KIA will 
eventually sell its stake. 


Funds Flows Back to Kuwait 


8. (C) When asked his opinion about flows of private 

capital 

back to Kuwait from being invested abroad 

he could not be sure of the mix of incoming funds. He said 
that the most obvious sign that money was coming back to 
Kuwait from abroad was the continued rise of the stock market 
and real estate prices 

Bank has consistently raised the interest rates and capped 
bank lending over the past year. 


Not Ready to Invest in Iraq 


9. (C) The Ambassador encouraged Al-SaVad to direct KIA 
assets towards Iraq to help spur economic growth. Al-SaVad 
agreed that there would be strong opportunities for 
investment in Iraq in the future. In the present 

Al-SaVad said that it was still too risky for KIA to make 
investments there and that there were many questions to be 
answered 

how it would look and when Iraq would really join the 
international economic community. He said that he thought 
that Iraq could be an V'anchor for the region!" in terms of 
economic growth and development. Comparing the GOKYs method 
of investing its oil surplus through the KIA with any future 

oil surplus investment system in Iraq 

there would be many more opportunities for viable internal 
investments in Iraq than there were in Kuwait and that future 
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governing bodies in Iraq would not need to look abroad as 
much as the GOK does for investment opportunities. He did 
however 

oil revenues may have some relevance for Iraq as it wrestles 
with this difficult issue. 


Bio Note 


10. (C) Bader M. Al-SaVad was appointed as Managing Director 
of the Kuwait Investment Authority in December 

worked in the investment and financial sector for 24 years 

and is a graduate of Kuwait University with a major in 
Accounting. He speaks good English. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


LEBARON 


32166 
Park. 


4. (U) A third explosion took place at about 3:00 p.m. at a 

second City Mart grocery store located within a small 

shopping center at Eight Mile Junction (aka Junction Eight) 

a busy commercial intersection eight miles north of downtown 
Rangoon and close to the SPDC\'s Ministry of Defense compound. 


Casualties Reported 


5. (U) According to local sources and eye-witnesses 

the three explosions resulted in serious casualties 

reports ranging from several killed and injured at the trade 
center to several or dozens killed and injured at each of the 
two grocery stores. A senior police official told Emboff 

that five individuals were killed at the Junction Eight City 
Mart and over 40 injured 

the Yangon General Hospital reported at least ten dead 
victims and over 150 injured 

injured foreigners 

other city hospitals. Official state radio acknowledged that 
three explosions had occurred and reported 11 killed and 162 
injured. 


6. (U) There were no known Amcit casualties at any of the 
explosion sites 

frequented by many foreign residents 

source told Emboff that several foreigners 

may have been among the casualties at Junction Eight. The 
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Burmese owner of the City Mart chain told Emboff that many of 
her employees were among the casualties 

30 killed. V" 


7. (U) The Pazundaung Trade Center is currently hosting an 
official V Thailand Trade Fair 

GOB Ministries of Commerce 

crowded on Saturday afternoon with trade fair participants 

and shoppers. Thai Embassy officials told Emboffs that no 
Thai citizens or officials were known to be among the 
casualties at the trade fair. The shopping centers where the 
other two explosions occurred were also crowded with weekend 
shoppers. 


Security Units Deployed 

8. (U) GOB military and police units immediately secured the 
explosion locations 

closed shopping centers and central markets. Although 
Emboffs and Embassy sources witnessed a heavy security 
presence at the three explosion sites 

quiet and many businesses and retail shops remained opened 
for the rest of the day. 


EAC Convenes 

9. (SBU) Post's Emergency Action Committee (EAC) convened at 
1830 to review information and discuss developments. Post 

has accounted for all American diplomats and will convene a 

town meeting o/a May 11 to share information with American 
citizens. The consular section issued a telephonic warden 
message advising all Amcits to avoid crowded public places 
including shopping areas 


Comment: Coordinated and Targeted 


10. (U) There was no immediate claim of responsibility for 

the explosions. The GOB 

official state radio and television 

domestic armed groups and exile organizations as the culprits 
(but offered no evidence linking the groups to the bombings) 
including the Karen National Union (KNU) 

Army-South (SSA-S) 

(KNPP) 

Burma (NCGUB). 


11. (SBU) The day\'s events resembled a deadly explosion at a 
crowded market in Mandalay on April 26 

reported two persons killed and 15 injured and blamed an 
unidentified V'group of insurgent destructive elements!" 

(reftel). The multiple Rangoon blasts 

unusual in that they were so clearly coordinated and targeted 
to cause serious loss of life and damage. End Comment. 
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twice before participating in Iraq-like campaigns in future. 
VBhorer Kagoj\" worries with the rise of the racist British 
National Party. V'Amar Desh!" reports that the re-election of 
both Blair and Bush is not a good omen for Muslim nations. 
“News Today" suggests that the Labour government will have 
to recast its domestic and foreign policy to arrest their 
declining popularity. 


VLabour Wins Third Term!" 

Pro-opposition Bangla language newspaper \"Sangbad\" 
editorially comments (5/8): 

The victory of the Labour Party shows that so-called "New 
Labour" image continues. Although voters did not accept 
increasing tuition fees and reforms in the health sector 

the Iraq issue surpassed all others. Nevertheless 

Labour Party won an absolute majority 

will not end easily. However 

able to ignore the massage they received from voters. Tony 
Blair\'s authority over the party and government will be 
reduced greatly and it would not be surprising if he has to 
leave the post before the end of his tenure. Against the 
backdrop of Britain\'s mistake as an accomplice of the U.S. 
in the Iraq war 

future. It will nevertheless maintain its special 

relationship with the U.S. We congratulate Tony Blair and 
his Labour party for their third victory in a row. 

VBlairVs Historic Win!" 

Pro-opposition Bangla language newspaper VBhorer Kagoj\" 
editorially comments (5/8): 

The rise of the racist British National Party is a matter of 
concern. Although it did not win any seats in the 

elections 

constituencies is a matter of concern not only for Britain 
but also for civil society all over the world. 

In spite of Labour\'s win 

challenges. We believe that his third term will reflect the 
knowledge he has gained from his experiences. We hope that 
Bangladesh\'s friendly relations with Britain will strengthen 
further under his leadership. 

\"Tony Blair\'s Hatrick\" 

Independent Bangla language newspaper \"Amar Desh\" 
editorially comments (5/8): 

Tony Blair has himself said that the Labour Party lost some 
votes due to the Iraq war. The Labor Party lost some 40 
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seats where immigrants and Muslims voters were a determining 
factor.... The victory of Tony Blair and George Bush 

two leaders of the war against terror 

influence global politics 

Third World nations 

VBritons follow their American cousins V" 

Independent English language newspaper V'News Today" 
editorially comments (5/8): 

Though British voters have replicated their American 
cousinsV decision to continue with George W. Bush Jr. 
have done so with a stinging rebuke for Tony Blair. While 
2004 was an electoral improvement for Bush over 2000 
Blair returns to No.10 Downing Street for a historic third 
term with a greatly reduced majority in the House of 
Commons. The reason 

Party MP Galloway put it 

lies you told have come back to haunt you." By giving the 
new Labour 100 fewer seats in the House of Commons than it 
previously occupied 

Blair\'s song. The victory came with a stick. 


There is no doubt that Tony Blair will go down in British 
history as one of the most popular Prime Ministers.... But 
his ganging up with Bush over Iraq didn ft go down well 
with the British people. To justify the invasion 

resort to a maze of deceptions 

Unlike the Americans 

President fs heroics 

imperialist history saw in it a shocking lack of morality. 
They also didn ft like their Prime Minister acting like an 
American poodle. So 

Conservatives have improved their position 

have a long way to go. 


For Labour to stop this slide it will have to go back to 

the drawing board to recast both its domestic and external 
policies. No major shifts are expected 

changes. Anyway 

his family and his party all the best. 
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grenades (RPGs) which the source thought were found in three 
houses located in or around the Sawan District 

6 May 2005: Sawan is the district where the American Embassy 
is located. While information regarding the reports needs 
further analysis and confirmation 
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they warrant close monitoring. 


4. (SBU) The EAC will convene again on May 15 to review any 
changes to the threat environment. 
Krajeski 
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Al-Wagayan said that they have some flexibility in salaries 
and benefits and can give V'special contracts" to make sure 
they retain the best people. KFAED has 65 women working in 
professional positions at the organization 

work in the Operations Group. Al-Bader explained that this 

is because the Operations Group requires frequent 

travel and that most of the women working for KFAED don\'t 
want to agree to this. 


5. (C) Al-Bader said that KFAED has a \"historic\" 

relationship with Africa 

place most in need of project assistance. He said that KFAED 
does not work with countries that do not approach it with 
\"serious proposals 

differences between Kuwait and any potential recipient 
country would not affect KFAED\'s loans and assistance to that 
country. He specifically mentioned North Korea as a loan 
recipient that the GOK \"does not agree with politically" but 
could work with on assistance. KFAED does not have any 
permanent mission or office anywhere outside of Kuwait 
Al-Bader said 

that follows up on some long-standing school and hospital 
projects in that country. 


6. (U) KFAED has over KD 1.7 billion ($5.8 billion) in 
reserves and has its own capital with which to make loans. 
It was originally capitalized by the GOK 

transfers it receives from the GOK now are when the GOK 
wishes to make a direct government-to-government grant 
as in the case with the grants to Iraq. It has an active 
Investments Department and its yearly income on its 
investments covers all of its loans 

Most of its investments are outside of Kuwait 

and he described the previous year\'s investment portfolio 
performance as beautiful" and this year as Vjust ΟΚ." (To 
learn more about the Kuwait Fund 
http://www.kuwait-fund.org.) 


More Cooperation Needed 


7. (SBU) Both Al-Bader and Al-Waqayan repeatedly made the 
point that KFAED used to have much more contact with USAID 
and the World Bank throughout the 1980s on development 
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projects and wished to renew this cooperation in the future. 
Al-Bader explained that KFAED and USAID used to sit down 
together and compare notes 

years. V'More eye-to-eye contact on aid coordination!" is 
needed 

and efforts of all parties." We don\'t have the knowledge of 
what USAID is doing in areas in which меуге operating 

said. He specifically suggested having direct coordination 
meetings 

of World Bank meetings as they used to. 


Iraq: $60 Million Available 


8. (C) Al-Bader said that KFAED is waiting on the new Iraqi 
Transitional Government (ITG) to finalize its ministerial 

selections and then for the new Education and Health 

Ministers to communicate with KFAED about the $60 million in 
grants promised by the GOK (reftel). The Ambassador 

explained that the USG was working with the Provincial 

Councils directly on aid and assistance and urged KFAED and 

the GOK to coordinate as much as possible with other 
international aid and reconstruction efforts for Iraq. 

Al-Wagayan said that KFAED was V'pleased to see the UN back in 
Iraq 

that he was V'intrigued by the UNVs work in Iraq through 

Amman" and wanted to understand more about such an operation. 
When asked if there would be further grants to Iraq beyond 

the $60 million 

but that KFAED may offer loans if needed. (Note: The number 
two at the Foreign Ministry told the Ambassador on May 7 that 

the Iraqis have now sent a communication to the GOK to get 

the ball rolling on use of the funds mentioned above. 

Embassy will follow up.) 


Afghanistan: New Loans Wait For Resolution Of Old Debts 


9. (C) Al-Bader said that KFAED was willing to provide new 
concessionary loans to Afghanistan but that some outstanding 
loans from projects dating back to the 1980s needed to be 
resolved first. He specifically mentioned $15 million from 

an outstanding loan for a sugar plant project 

the current Government of Afghanistan has no records or 
knowledge about the project. KFAED is currently 
administering two grants for road projects in Afghanistan. 
Al-Wagayan said that he had recently visited Kabul for the 
first time in 20 years and hoped that KFAED could resolve the 
outstanding loans and help with Afghanistan\'s V'many needs. 


Sudan: You Can Feel The Hope For Change" 
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10. (SBU) Al-Bader said that he has traveled regularly to 
Sudan 

check on loans and projects. He had not seen any changes at 
all in the past 20 years 

recent trip this year he said that he had seen some changes. 
\"You can feel movement and a hope for change 


Palestinian Authority: \"It's Up To The GOK\" 


11. (C) The Ambassador noted what a critical time this was 
for support of the Palestinian Authority and said that the 
USG is encouraging all of our friends to support the 
financial requirements of the PA. Al-Bader said that KFAED 
supervises two grants given by the GOK to the PA 

not deal with the PA directly. Instead 

World Bank 

Al-Bader said that KFAED may be given more money in the 
future to administer as grants for the PA 

a Vdecision of the GOK.V (Note: The MFA appears to be the 
check-cutting authority for aid to the PA; the last tranche 
was deposited by the GOK in a PA bank account in Cairo.) 


Tsunami Relief For Three Countries 


SIPDIS 


12. (SBU) When asked about reconstruction assistance for the 
countries affected by the December 2004 tsunami 

said that KFAED had been allocated money from the GOK 
Voutside of the normal flows of aid and loans!" to the region. 
He said that KFAED was specifically working with Indonesia 
the Maldives and Sri Lanka 

from the three countries to identify specific projects that 

could be funded by KFAED. 


13. (SBU) Al-Bader said that he was going to start working 

on KFAED\'s five-year plan soon and that the organization was 
looking to expand its work beyond basic infrastructure 
development to more social sector development. Currently 
social sector development accounts for only 10% of project 
loans; Al-Bader said he hoped to raise this to around 20%. 

He specifically mentioned wanting to help build more 

hospitals and schools 

Vbefore and after" contrast. KFAED has started social sector 
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development projects in Egypt and Lebanon and will soon 
expand these activities to Africa. Al-Bader expressed 
concerns over the sustainability of certain projects 

that sustainability was always a problem in any aid activity. 


Bio Notes 


14. (SBU) Abdulwahab Al-Bader was born in 1955 

and has at least two children. He has not traveled to the 

United States in a few years but will likely travel there 

more frequently because of his new position. He has worked 

at the Kuwait Fund for 27 years and served as Deputy Director 
General of KFAED from 1986 until his appointment in May 2005. 
He has a BA in Economics from Whittier College (California) 
and speaks excellent English. 
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few hours between the end of negotiations and the signing 
ceremony and leading Nawaf to threaten to withhold his 
Ministers signature. Although the CEO denied making 
anything more than minor changes to the document 

it was clear he had authored all of them. 


Sunken Pipeline Equals Sunk Costs 


3. (C) Wary of dealing with Iran 

purposefully structured the MOU so as to force Iran to assume 
substantial sunk costs before realizing any profits. 
Accordingly 

for the building of the necessary pipeline 

estimates will cost $100 million 

agreements are made. Previous drafts of the MOU had called 
for a jointly owned pipeline 

Oil Company (IOC) on a Build 

When Iran approached IOCs about the project 

would agree to undertake it without receiving a portion of 

the upstream business 


Iranian Gas Substandard and Secondary Source Only 


4. (C) Nawaf said KPC had queried Turkish officials about 
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their gas deal with Iran 

had pulled out of it after more than five years 

because of the poor quality of Iranian gas. Even if this 
turns out to be true 

source as secondary to others it is pursuing. 


Qatar Offers LNG Until Political Settlement with SAG 


5. (C) Chief among Kuwait\'s planned sources is Qatar 
Nawaf said KPC is still hoping will settle its differences 

with Saudi Arabia 

Saudi territorial waters. In the meantime 

has approached Kuwait with an offer to supply Liquified 
Natural Gas (LNG) via ships. Nawaf said KPC estimates for 
the construction of an LNG terminal were in the range of $500 
million 

unwilling to bear for transport from such a close distance. 
On sourcing from Iraq 

require significant investment in a pipeline for a very small 
amount of flare gas 

(Note: He did not address Iraqi gas exports to Kuwait that 
could be used to power electricity generation for sale back 
to Iraq. End Note.) 


Project Kuwait To Pass National Assembly 


6. (C) The recent favorable report from the National 
Assembly\'s Finance Committee on the Northern Oilfields 
Project (Project Kuwait) makes it almost certain that the 
project will be approved by the entire National Assembly 
said Nawaf. He said KPC and the GOK hope to have the 
assembly vote on the project before the June 28 recess date 
which will mark the end of the legislative year. Although he 
admitted the GOK may not meet this deadline 

Minister is committed to the project and is willing to make 
every effort to ensure its passage by year\'s end. 


Debate Over Bookable Reserves 


7. (C) Responding to Poloffs comment that IOC\'s were losing 
interest in Project Kuwait 

debate inside KPC over whether the project would allow IOCs 
to book Kuwaiti reserves. So far 

other key actors have not been convinced that the potential 
benefit of sweetening the deal this way for IOCs would be 
worth the possible political ramifications. (Note: Some MPs 
have opposed Project Kuwait on the grounds that it would 
somehow transfer or imply IOC ownership of Kuwaiti reserves. 
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They would presumably be similarly suspicious of allowing 
IOCs to book Kuwaiti reserves. End Note.) 


New KPC CEO Management Style 


8. (C) Nawaf said new KPC CEO Hani Hussein is less outwardly 
focused than predecessor Nader Sultan 

at international conferences in favor of an increased focus 

on corporate governance issues. Accordingly 

the formulation of a corporate ethics policy which include 
anti-sexual harrassment and religious freedom provisions. 


Assembly Dissolution Unlikely 


9. (C) Discussing the passage of Project Kuwait 

that many important issues were being crowded out by the 
current debate over women\'s rights. Although the situation 
had proved frustrating for the government 

dissolution of the assembly would be highly unlikely given 
that the GOK had \"paid a lot for this National Assembly" and 
the Prime Minister would not want to have to start from 
scratch or risk losing his key ally 

Al-Khorafi. 


10. (C) Comment: Despite the MOU between Iran and Kuwait 
behavior of Iranian negotiators and the Kuwaiti desire to 
structure the gas deal in their favor in order to guarantee 
forward movement are both strong indicators that the project 
may never come to fruition. The difficulty of Kuwait and 

Iran to deal with each other in good faith does not bode well 
for this project. Kuwait has not lost hope that Qatar will 

be able to supply gas in the near future and continues to 
seek a diplomatic solution to the Saudi-Qatari row. As a 

last option 

albeit at great cost. Either way 

that Kuwait would prefer not to rely on Iran as its primary 
source. 
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OF FAITH TO ISLAM. HE BELIEVES THAT THE GANG IS CONNECTED TO 
AL QAEDA AND OSAMA BIN LADEN. HE STATED THAT THE GANG 
MEMBERS HAVE CELLULAR PHONES AND COULD BE MAKING CONTACT 
WITH PEOPLE IN AFGHANISTAN. HE ALSO STATED THAT THE GANG 
POSSESSED WEAPONS 

THE GANG WAS ISOLATED FROM THE REST OF PRISON INMATES ABOL 
ONE MONTH AGO 

MESSENGER TO \"THE SHEIKHSV HAS THREATENED TO CUT OFF MR. 
KHOURY\'S HEAD WITH A SWORD BECAUSE HE IS CHRISTIAN. HE ALSC 
MENTIONED THAT THE PREVIOUS PRISON DIRECTORS AND THE WHOL 
CADRE OF OFFICERS AND GUARDS HAVE RECENTLY CHANGED BECAL 
OF INVOLVEMENT WITH THE GANG. [COMMENT: ACSOFF ALSO MET 
WITH THE NEW PRISON DIRECTOR 

GANG HAD RECENTLY BEEN ISOLATED FOR POSSESSION OF CONTRAI 
AND FOR ATTEMPTING TO CONTROL THE OTHER INMATES AND BEATIN 
THEM FOR \"UN-ISLAMIC\" ACTS 

COMMENT .] 


4. (U) MR. KHOURY DISCUSSED HIS LIFE IN PRISON SINCE 1997. 

HE ALLEGED CORRUPTION ON THE PART OF THE PRISON OFFICIALS 
AND GUARDS 

DESIRE TO BE TRANSFERRED TO ANOTHER PRISON (BALQA-SALT 
PRISON) WHERE HE BELIEVES HE WOULD FEEL MORE COMFORTABLE 
BE CLOSER TO THE HOSPITAL. HE STATED THAT HE HAD SUBMITTED 
WRITTEN REQUESTS FOR THE TRANSFER AND EACH REQUEST WAS 
DENIED. 


5. (U) POST WILL VISIT MR. KHOURY AGAIN IN THREE MONTHS. 
HALE 
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new government and the beginning of the drafting process for 
the constitution. It was also encouraging and important that 
Sunnis were participating in the political process 

Defense Minister was announced just before the meeting). He 
agreed on the need for talks with the ITG and said FM Shaykh 
Dr. Mohammed Al-Sabah Al-Salem Al-Sabah had excellent 
relations with Iragi FM Zebari. He also spoke highly of new 

Oil Minister Ibrahim Bahr Al-Uloum and new Defense Minister 
Saadoun Al-Duleimi. He added that the GOK was ready to 
receive an Iraqi ambassador and commented the GOK understood 
that Faeq Al Shaykh Ali was ZebariVs candidate 

to receive a formal agrement request from Baghdad (ref e). 


4. (C) The Ambassador again raised the Development Fund for 
Iraq (DFI) 
continued progress in Iraq and restating the U.S. position 


IR, ASEC, AMGT, PTER, CASC, KHLS, MU, EAC SUBJECT: EMBASSY MUSCAT EAC - 05/07/2005 


ALIA WILLING TO CO-SPONSOR USG\'S RADIOACTIVE SOURCES INITIATIVE REF: STATE 798: 
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that there were no pending Kuwaiti claims against them. 
Al-Jarallah said he would press the MFA legal department for 
a determination on the claim issue and proffered that a large 
portion of the $78 or $80 million could be released pending a 
decision on claims (ref b). Al-Jarallah informed the 
Ambassador that the GOK and ITG had reached 

week 

hospital and school construction in southern Iraq (ref g). 

The grant will be administered by the Kuwait Fund for Arab 
Economic Development and the parties are in the process of 
selecting consultants. 


5. (U) Baghdad: Minimize considered. 
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votes since 

an accusation that the GOK financed the campaigns of 
preferred candidates. 


3. (C) When the Ambassador asked if obtaining the municipal 
vote was a good thing 

Some women said they wanted full political rights and not 

half measures. Others said they now did not want the 
amendment to pass since they would not be allowed to vote in 
Municipal Council elections until 2009 at the earliest. In 

fact 

municipal vote with the goal of forcing a confrontation with 

the Government. Yet others added that MPs were holding the 
municipal voting issue hostage in an attempt to advance their 
own agenda items like a public sector salary increase 

reduction in voting age for males from 21 to 18 and inclusion 

of security service personnel in the voting registers. (Note: 
Press reports May 7 indicate the GOK has agreed in principle 

to boost government salaries. MFA Under-Secretary Khaled 
Al-Jarallah told the Ambassador May 7 that the GOK was 
reaching out to political blocs in Parliament but had not 

made any concessions (septel). End note.) Many questioned the 
GOK\'s sincerity to muster the votes needed to grant women the 
right to vote. 


4. (U) In terms of next steps 
mentioned that a campaign via text message was underway to 
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urge women and men alike to skip work on May 9 to protest the 
lack of political rights for women. It is unclear how many 

will participate in the work stoppage and what impact 

any 

nearly 150 women signed a petition May 6 to urge the GOK to 
re-commit to women's full political rights. Some women 
claimed challenging in the courts the constitutionality of 

not allowing women to vote remained an option. Ten MPs 
threatened this course of action in February but withdrew 
plans after the Parliament agreed March 7 to expedite 
consideration of a bill granting full women\'s suffrage (ref 

E); the legislation continues to languish in the Assembly\'s 
Interior and Defense Committee. 


What Will Happen May 16? 


5. (C) The Government 

women to obtain their municipal level political rights May 16 
when the Parliament is scheduled to take up the discussion. 
One estimate puts the margin of victory at a single vote. An 
English-language newspaper reported May 7 that the GOK 
however 

position vacant since April. Appointing a new minister would 
have guaranteed another vote in favor. Justice Minister Ahmad 
Bager 

has a medical examination scheduled for May 16 

prevent him from voting. Bager also missed the May 2-3 
sessions for V'medicalV reasons. 


Columnist Questions GOK Sincerity 


6. (C) Ahmed Al-Deyain 

Al-Rai Al-Aam 

about supporting women\'s rights. He had not heard of any 
deal-making leading up to the May 2 vote 

since the GOK often makes efforts to do so before important 
parliamentary votes. He said Prime Minister Sabah Al-Ahmad 
Al-Jaber Al-SabahVs announced delay until May 16 is like the 
act of an acrobat: just a performance. He described the GOK 
as wayward and not interested in being progressive 

staying in power. 
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will damage the ruling party. Both the People First Party 
(PFP) and Taiwan Solidarity Union (TSU) have declared their 
opposition to the five reforms that will be considered by the 
NA and are hoping to gain enough seats to prevent passage of 
the package 

legislative system that would marginalize small parties and 
benefit the two large parties 

active efforts of the two smaller parties 

KMT officials remain confident that the reform package will 
pass in June. End Summary. 


Election 


2. (C) Public opinion surveys continue to show a low level of 
interest in the May 14 election for the National Assembly 

(NA) 

election. According to the Green-leaning Taiwan Advocates 
survey released April 13 

surveyed had no idea that a NA election would be held on May 
14 and 80 percent were confused about the political partiesV 
stance on the constitutional amendments to be debated by the 
NA. Democratic Progressive Party (DPP) Survey Center 
Director Wu Hsiang-jung confirmed these statistics at a May 4 
DPP briefing to the diplomatic community on the NA election. 
He noted 

erroneously thinks the KMT opposes the constitutional reforms 
while only 20 percent realizes the KMT actually supports the 
reforms. Wu predicted an election turnout rate of under 30 
percent 

in this election voters will vote for political parties 

rather than individual candidates. KMT Organizational 
Development Director Liao Fung-te predicted a slightly higher 
turnout rate of 35-40 percent. In an attempt to boost the 
turnout rate 

commissioned a popular actor to promote the election and 
plans to hold а \"lucky draw" among May 14 voters for a grand 
prize of NT one million dollars (USD 300 


3. (C) The combination of an expected low turnout rate and 
public focus on visits by Pan-Blue leaders to the Mainland 

has made DPP officials increasingly nervous. DPP Legislator 
Bi-khim Hsiao said the DPP is worried about this election 
because people\'s attention has been distracted away from the 
election by the focus on the PRC visits of the two opposition 
party chairmen. National Security Council (NSC) Deputy 
Secretary General Henry Ke told AIT that the government 
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suspects Beijing\'s decision to move up the timetable for the 
Pan-Blue visits may have been timed to hurt the DPP in the NA 
election. A poor DPP showing 

erode ChenVs domestic base. 


4. (C) KMT officials insist they are confident their party 

will do well 

the election until the past several days. KMT Legislator 

Shyu Jong-Shyong told KMT that low election turnout rates 
always favor the well-organized KMT. DPP\'s Wu Hsiang-jung 
separately agreed with Shyu\'s assessment and predicted that 
all 148 KMT nominees will win seats. KMT Chairman Lien Chan 
told the Director on May 6 

KMT and DPP would perform well on May 14 

parties both support the politically popular reform package. 
Although they are not cooperating on the NA 

officials are hoping to win at least one quarter of the seats 

in hopes of then being able to derail the reform package. 
While TSU officials tell AIT that President Chen\'s shift to 

the political center should boost the TSU\'s share of the 
Pan-Green vote 

Wen-chang told AIT that he did not expect the PFP to do well. 


5. (C) Pessimistic over its election prospects 

tried to use procedural mechanisms to block the NA from being 
able to convene. The party used the virtual \"veto\" from its 
pivotal position in the LY to block revisions to the draft NA 
procedural rules. PFP Policy Chief Vincent Chang told AIT 
that if the LY fails to act in the current LY session that 

ends at the end of May 

the NA will not be able to convene. DPP and KMT legislators 
reject this interpretation and argue that once elected 

NA can establish its own procedural rules 

Legislator Hong Chi-chang stated that the LY cannot invoke 
Article 34 to block the NA from convening 

acknowledge that the LY had failed its constitutional 
responsibilities to establish procedural rules for the NA. 
(Note: Article 34 states “Тһе organization of the National 
Assembly 

National Assembly 

Assembly is to carry out its functions 

by law.\" End Note.) 


6. (SBU) The issue of draft rules for the NA lie at the heart 

of political calculations by the TSU and the PFP. The rules 
will need to specify whether the NA assembly will require a 
simple majority vote or a three-quarters majority vote 

either of those present or of all elected members 

to approve the proposed constitutional amendments. The last 
round of constitutional amendments (promulgated in 2000) 
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eliminated the three-quarters NA majority previously mandated 
to confirm revisions passed by the LY (Article 127 
mandating that only changes to the national boundaries 
require a three-quarters NA majority. Article 1 of the 
Additional Articles 

the NA 

of constitutional amendments on other subjects. If the final 
rules require a three-quarter majority and the TSU and PFP 
between them control more than a quarter of the seats in the 
NA 

in size of the LY 

the future influence of their two parties. Some analysts 
expect that the success of the TSU and PFP on May 14 will be 
the driving force in whether to require a three quarter 
majority NA vote. If the two parties together win more than 
one-quarter of the seats they may well insist on NA rules 
that require a three-quarters vote. If they fail to reach 

that number 

majority vote for passage of the proposed constitutional 
amendments. 


Mandate of the National Assembly 


7. (U) Under the rules established by the most recent 
revisions to the \"Republic of China (ROC)\" constitution 

300 NA seats will be allocated to political parties according 

to the proportion of votes each registered group garners in 

the May 14 election. The ad hoc NA elected on May 14 will 
convene for the sole purpose of debating and voting on the 
draft constitutional amendment package proposed by the LY on 
August 23 

must convene within ten days and then must complete its task 
of adopting or rejecting the constitutional amendment package 
within 30 days. With one of the provisions of the packing 
being the elimination of the NA itself 

meeting of the body. 


Five Issues at Stake 


8. (U) The provision calling for the dissolution of the NA is 

one of five provisions of the constitutional amendment 
package to be considered by the NA. In addition 

power to impeach president and vice president would be 
transferred to the LY and 

Grand Justices (Note: a body appointed by the President. End 
Note). A second provision proposes that a national 
referendum will approve future constitutional amendments 
submitted by the LY 

process. 
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9. (U) The remaining three provisions in the constitutional 
amendment package relate to LY reforms. The reforms would 
downsize the LY from its current 225 to 113 members 

73 will be directly elected in single seat constituencies 

while six constituency seats would be reserved for 
aborigines 

proportional voting for political parties. In the single 

seat constituency system 

seats for women. Another provision would change the voting 
system from the current single non-transferable vote!" for 
multiple representation in large districts to a \"first past 

the post!" system with single representatives for smaller 
sized constituencies. The final provision would provide for 
each voter to cast two ballots 

single-member constituencies 

determine the allocation of proportional seats. 


The \"Candidates\" and Platforms 


10. (U) Twelve political parties and associations have 
registered with the CEC for the May 14 election 

candidates designated by these groups to compete for the 300 
seats. Among the major political parties 

nominated 150 candidates 

Party (NP) 26. In addition to the major political parties 

the Democracy Action Alliance 

25 

candidates 

be the first election in living memory in which the ballot 

will not feature individual candidate names and photographs. 
Rather 

group and whether it supports or opposes the constitutional 
amendment package. Given this format 

constitutional amendments would be essentially apparent as 
soon as the election result is announced. 


Comment: Sleeper Election 


11. (C) The amendments passed by the LY last August (Reftel) 
could have important long-term implications for Taiwan\'s 
democratic system. The creation of single-member districts 
should help moderate Taiwan\'s political discourse by forcing 
parties to play to the political center and marginalizing 

smaller 

this package of constitutional reforms may 

obviate calls from Pan-Green fundamentalists for more 
sweeping constitutional revisions. However 

observers are focused on the substance of the election. 
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Rather 

election\'s implications for short-term political positioning. 
Given the recent polarization of opinion over cross-Strait 
relations 

changing stances on Pan-Blue contacts with the PRC 

is justifiably concerned over its prospects. 

PAAL 
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not returned when Mr. Fauzee was released. The 
government would like to know if the documents are 
in U.S. possession and 

returned. 


2. (SBU) Please advise. 


ENTWISTLE 
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fragile democracy has many things to learn from the British 
election. 


\"Results of U.S. elections!" 
Conservative Bangla language newspaper \"Ittefaq\" editorially 
comments (5/9): 


Blair has spoken about leaving his post before the next 
election. The Conservative leader Howard has also pledged 
to give up his post. 


We have many things to learn from elections in Britain. 
Conservative leader Howard is voluntarily giving up the 
party leadership for his party's failure in elections. 

Blair also said that he would leave the post in spite of 
leading his party in three successive election wins. Nobody 
raised allegations of rigging. It is remarkable that the 
Conservative leader has congratulated the leader of the 
winning party. The British parliament is considered the 
mother of all parliaments. Therefore 

has many things to learn from the British election. 


Thomas 
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counseling for children and families of returnees 
return of children to their home village 

data collection on repatriated children. Post intends to 


AGREEMENT SIGNED MAY 6, 2005 REF: A) STATE 57565 B) WONG-TO-SANDERS APRIL EMA 
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inform host government officials of this grant and build 
support for our anti-trafficking programs. Post also 
intends to arrange a high level Embassy visit to open the 
transitional center 

problem of trafficked children working in forced domestic 
labor. 


2. Post understands that only 18 

allocated to this program. Post believes that this program 
could still be accomplished with this amount of funding 

the target number of beneficiaries were reduced to about 200 
children. Should additional funding come available 

requests an additional 2 

proposal and assist with the return of 250 children to their 
homes. 


3. If a copy of the CHODAWU proposal is needed for the 
Senior Policy Operating Group review 
Jemnifer Peterson 


OWEN 
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law enforcement was needed in order to better track the 
progress of cases (i.e. 

Typical money laundering cases require about two years of 
investigation and two years for prosecution. M\'Crystal said 
that the FIC tries to avoid duplicating resources between 
SAPS and Scorpions during investigations. 


4. (U) M\'Crystal emphasized that the FIC does not have 
investigative powers and will not make files public. She 
said that law enforcement can request information from the 
FIC 

testify in court. However 

FIC may have to testify later this year. 


Focus On STR Quality and Training Continues 


5. (U) Currently 

(STRs) are received electronically. The FIC continues to try 
to improve the quality of the STRs it receives. In order to 
improve quality 

others who submit STRs should be better trained on what 
constitutes an STR. MVCrystal stated that STRs should be 
supported by appropriate evidence or pattern 

solely on a hunch or a person\'s dress. She also said that 
many STRs are often related 

100 STRs. All reporting institutions must report an STR 
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within 15 days. If it does not do so 

years in prison or a R 10 million fine ($1.7 million). To 
date 


6. (U) Each financial institution has an Authorized Officer 

who can submit and request information to/from the FIC. This 
officer is appointed by the institution and must be 

accredited by training. The FIC will train and retrain these 
officers as necessary. In regards to FIC staff 

trained 71 financial investigators and has approached the 
University of South Africa (UNISA) to start an accredited 
program for financial investigators. 


Institution Building Continues As Well 


7. (U) As part of its internal growth progress 

foresees the appointment of a Deputy Director later in 2005. 
By June 2005 

Town. The FIC continues to be a member of the Money 
Laundering Advisory Council along with law enforcement 
Banking Council 

This Council advises the South African government on money 
laundering issues. 


8. (SBU) On the international front 

host the Financial Action Task Force (FATF) Plenary session 
next February in Cape Town. The FIC is in the process of 
signing Memorandums of Understanding (MOUS) with law 
enforcement (e.g. 

(e.g. 

Network (FinCEN) and the FIC plan to sign an MOU in late 
June/July during the Egmont Group meetings in Washington. 
The MOU will cover a general sharing of knowledge between the 
two FIUs. 


Comment 


9. (SBU) The FIC continues to make positive strides in its 
development as a Financial Intelligence Unit. Training and 
the quality of STRs remain a focus area as well as meeting 
international standards. The FIC is Africa\'s leader in 
combating financial crimes and is striving to be an 
international player through its participation in worldwide 
meetings and MOUs. Post will continue to monitor the FIC as 
it strives towards its ambitious goals. 

FRAZER 
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that violation of oneVs civil rights and freedom of expression 
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ought not be construed as the same concepts. Milliyet allegedly 
wrote that \"Sedat Peker and Aytac Durak confronted each other on 
a mining issue.V' (Note: Sedat Peker is a criminal gang leader. 

End Note.) Durak will reportedly file a legal suit against 

the author and the paper. 


ECONOMIC DEVELOPMENTS 


1. | RADIKAL / SABAH (GUNEY) / EKSPRES / ZAMAN / BOLGE: 


Ozgumus 

that financial losses incurred by industrialists due to frequent 
blackouts and electricity power failures might be remedied if 
the industrialists opened legal action against TEDAS (Turkish 
State-owned Electricity Company). 


REID 
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facilitate the establishment of legal peace in the U.S. 

(Embassy comment: Khol was almost certainly referring to the 
possibility of a settlement or dismissal of the Whiteman 

class action suit pending in Federal Court in New York.) 

5. (SBU) In a related development 

amendment to the law establishing the GSF came up at a dinner 
on May 3 for former Deputy Treasury Secretary Stuart 
Eizenstat. Parliament will likely act soon to extend the 

deadline for applications for \"in-rem\" restitution of 

publicly owned real property. The deadline had been December 
31 

joined the Austrian states and federal government in 

subjecting themselves to the in-rem arbitration process. 
Austrian MFA Legal Advisor Hans Winkler did not rule out the 


possibility that the amendment might also provide for in-rem 


Umit 
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restitution before the establishment of legal peace in the 


U.S. Winkler said he would seek a discussion of the idea 
within the GoA. (Note: the arbitration panel has so far 

issued one recommendation in favor of in-rem restitution.) 

6. (SBU) ACTION REQUEST: Embassy asks that Department 
undertake a review of the Austrian governmentVs request that 
the U.S. fund all or part of the reimbursement to the 
University of Pittsburgh for Dr. Vivian Curran\'s work on the 
Claims Committee of the General Settlement Fund 

part the cost of professional liability and errors and 

omissions insurance. 

Brown 
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noted that the amount of weapons in the recent past going to 
China from EU states is an indicator that a Code of Conduct 
will not necessarily restrict sales. Ahern responded that he 
thought action might not be taken in the near term by the EU 
and said he clearly understood the depth of U.S. feeling on 
the subject 


3. (C) The Taoiseach was aware of the possible transit of 
President Bush through Shannon airport on May 10. The 

Ambassador told him it was a technical stop only 

that the advance teams 

contingency basis 

Irish authorities. The Taoiseach understood 

to be notified if the situation changed. He expected to see 
the President in Moscow in any event. 


4. (C) On Northern Ireland 

government did not expect to hear anything definitive from 
the IRA in response to Gerry Adams 

unilateral IRA disarmament until results of the UK election 
sunk in. After the meeting 

told the Ambassador that 

with Sinn Fein had been sparse lately 

indications of upcoming movement by the IRA in response to 
Adams 

Fein representatives have expressed their hope for a positive 


5, PolOff drew on reftel talking points to convey to MFA Human Rights Director Julio Duarte the USG 
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response from the IRA soon 

when. They cite Gerry Adams! re-election in Westminster 
elections May 5 by an apparently increased percentage as a 
positive sign of republican support for his call on the IRA. 
KENNY 
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architecture\" that most ASEAN countries now appeared to be 
taking. 


Stipulations for Signing 

3. (C/NF) If Australia did sign the TAC 

would do so in a way that made certain the TAC did not 
interfere with the ANZUS Treaty or conflict with AustraliaWs 
other bilateral defense agreements with the U.S. ASEAN also 
would need to agree that the Treaty would not constrain 
AustraliaVs ability to criticize ASEAN countries in cases 

where it deemed it necessary to do so. Finally 

would need an \"iron-clad guarantee on the public record\" from 
ASEAN that by signing the TAC 

to this yearvs Summit and all subsequent Summits 


Vietnam Gets on Board 

4. (C/NF) In a separate meeting also on May 6 

Vietnam 

Australia welcomed visiting Vietnamese Prime Minister Phan 
Van KhaiVs comments the previous day that V'Australia should 
participate in such a summit meeting and should have an 
important voice in that forum. Asked in a May 5 joint news 
conference in Canberra if he believed that Australia should 
have to sign the TAC to gain entry into the EAS 

said 

Ingruber told us 

due to confusion 

that PM Khai added the proviso that Wwe have to follow the 
principle of consensus amongst ASEAN.\" 


STANTON 
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Iraq. He said FedorYs comments were not the most diplomatic 
in that the State Secretary did not intend to express any 

lack of resolve to keep Slovak troops in Iraq. He said Fedor 
painted himself into a corner with the journalists. Nicolini 
reiterated the Slovaks will not make any unilateral decisions 

on withdrawal or drawdowns 

renew the Iraq mandate in June. Fedor\'s comments do not 
suggest the MOD is requesting an official invitation from the 


33 1. Embassy warmly welcomes Representative Dan Burton (R- IN), House International Relations 
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Iraqi government to remain in Iraq; the MFAYs assessment that 
the Iraqi government wants the Slovak troops to remain is 
sufficient. 


4. (C) Director of the MFAYs Security Policy department 
Lubomir Cano told Charge May 3 that Slovakia closely monitors 
alliesY moves in Iraq. Slovak security and defense planners 
want to make sure Slovak deminers in Iraq are properly 
defended 

continue to authorize military involvement in Iraq. Cano 

said the GOS will watch the actions of its allies and will 

not be the last country to leave. 


5. (C) Speaker of Parliament Pavol Hrusovsky (KDH) told U/S 
Nicholas Burns that Slovak troops would stay in Iraq and 
inquired about the type of troops needed (ref C). Nicolini 

also expressed to poloff a growing interest in supplying 
troops other than deminers. He said the MOD is evaluating 
the type of troops it can supply to play a more significant 

role in the GWOT within the Slovak Armed Forces! limited 
financial capacity. 


Opposition: When will the Slovak Troops Come Home? 

6. (C) Responding to Fedor 

of Parliament 

opposition MP Robert Kalinak (Smer) said 

again deal with this. The election has already taken place 

in Iraq and the situation should stabilize. At issue is not 

the withdrawal or remaining of our troops 

rules for their operation in Iraq and the duration of their 
mission.8 Kalinak reiterated this position in his meeting 

with U/S Burns 

resulting from the Polish drawdown may jeopardize the safety 
of Slovak troops. However 

support remains for the Iraq deployment 

February 10 decision to contribute to the NATO Training 
Mission - Iraq (ref D). Kalinak told Charge May 5 (septel) 
that Hrusovsky\'s visit to Washington (ref C) has been 
especially valuable in shoring up political support for the 
deployment among all parliamentary groups who accompanied him 
(including Kalinak himself). 


COMMENT 

7. (C) There is no serious momentum within parliament to 
change SlovakiaVs unlimited mandate in Iraq 

unlikely the MOD will spearhead such an effort. Absent a 
failure to secure an extension of UNSCR 1546 

GOSY commitment to Iraq as firm through the 2006 
parliamentary elections. Current opposition candidates are 
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ΞΗ FOR WTO SERVICES NEGOTIATIONS REF: STATE 81619 (U) Sensitive but unclassified -- ple 
iters issued a statement May 9 welcoming the Iraq Transitional Government (ITG). The statement, w 


Column 3 

likely to criticize the coalition government\'s contribution 

to the war in pre-election campaigns but stop short of 
advocating withdrawal. Smer Chairman Robert Fico is likely 
to lead the pack in criticizing the Dzurinda government. 

Only the marginalized Communist party (KSS) -- consistently 
polling under the five percent threshold to get into 
parliament -- advocates withdrawal. 

MINIMIZE CONSIDERED 

THAYER 
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AND V'MUTUAL UNDERSTANDING". 


4. AUDIENCE(S). WITH THE COOPERATION OF THE MINISTRY OF PLAN 
AND INTERNATIONAL COOPERATION (MOPIC) 

DIRECTLY WITH THE MINISTER OF INFORMATION 

HIS LEGAL AND TECHNICAL STAFF. SPEAKER WILL ALSO BE WORKING 
DIRECTLY WITH THE HEAD OF THE YEMENI JOURNALIST SYNDICATE 
ALI 

ALTERNATIVE TO THE EXISTING PRESS LAW. 


5. PROPOSED TOPICS AND NATURE OF EVENTS (E.G. LECTURE 
WORKSHOP 

DETERMINED 

MINISTRY OF INFORMATION 

SYNDICATE 

WOULD LIKE TO PROGRAM LECTURES AT MAJOR YEMENI UNIVERSITIE 
LEAST SANAVA AND ADEN. 


6. TYPE OR NAME OF SPECIALIST REQUIRED (E.G. ACADEMIC 
JOURNALIST 

IN U.S. AND INTERNATIONAL MEDIA LAW AND WHO IS COMFORTABLE V 
WITH HIGH-LEVEL GOVERNMENT OFFICIALS. 


7. LANGUAGE REQUIREMENTS. ARABIC LANGUAGE IS DESIRED 

WILL PROVIDE INTERPRETOR FOR ALL MEETINGS AND TRANSLATION / 
NEEDED. POST WOULD APPRECIATE ADVANCE COPIES OF WORKING F 
TRANSLATION. 


8. REQUESTS FOR SUPPORTING BIBLIOGRAPHIC MATERIALS. TO BE 
DETERMINED. 


9. POST CONTACT INFORMATION. 


MISSION PROGRAM OFFICER: 
TIMOTHY J. FINGARSON 

OFFICE TELEPHONE: «967 1 755-2262 
OFFICE FAX: +967 1 755-2282 


apartment MFA Arms Control and Disarmament Affairs, on May 6 informed EXBS Advisor that the pre 
YR DOE/NNSA/NNTRAV FUNDED PERSONNEL REF: STATE 81166 1. Embassy welcomes and g 
WINS REF: DHAKA 02198 1. (U) In a generally peaceful and orderly election with only scattered rej 


SF DR. ABHIJIT DESHMUKH REF: STATE 85182 1. Embassy welcomes and grants country clear: 
)MERO REF: STATE 85704 1. Embassy welcomes and grants country clearance to Dr. Roberto Ro 
ΙΝΟΕ FOR NASA PAULA BONTEMPI REF: STATE 84331 1. Embassy welcomes and grants count 


M SHEIKH HAMDAN REF: A. (A) STATE 79107 В. (В) STATE 84867 C. (C) STATE 76244 
АМҮ DIEGO REF: STATE 85092 Per reftel, EconOff May 10 provided Ministry of Finance Director οἱ 


THE IRAQ TRANSITIONAL GOVERNMENT REF: STATE 79107 1. (SBU) Poloff delivered reftel d 
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MOBILE: +967 7322-8058 


BACK UP PROGRAM OFFICER 

FARIS ASAD 

OFFICE TELEPHONE: +967 1 755-2398 
OFFICE FAX: +967 1 755-2282 
MOBILE: 7321-7224 


RESPONSIBLE FSN: 

MOHAMED AL-HIMYARI 

OFFICE NUMBER: +967 1 755-2454 
OFFICE FAX: +967 1 755-2282 
MOBILE: +967 7344-4934 


10. FUNDING. POST PLANS TO USE I-BUCKS FOR FUNDING. FOR A FIVI 
DAY PROGRAM 

ADDITIONAL PROGRAM DAYS BE AVAILABLE 

PLANNED FOR ADEN AND POSSIBLY TAIZ. 


11. SPECIAL CIRCUMSTANCES. TO BE DETERMINED. 
KRAJESKI 


32190 

signals that Beijing has already started interfering 

with Taiwan\'s upcoming National Assembly elections and 
constitutional reform efforts. The pro-independence 
VLiberty Times 

headline on its front page that read: \"China instructed 
[PFP Chairman James] Soong to oppose the inclusion of 
the referendum [on people\'s rights to amend the 
constitution] into the Constitution. The sub-headline 
added: \"President Chen pointed out that [China\'s Taiwan 
Affairs Office Director] Chen Yunlin went to the United 
States and met with Soong [earlier this year]; Chen 

also placed pressure on the U.S. authorities. Soong 
denied there was such a meeting." The front-page 
headline of the pro-unification V'United Daily News 

also said: \"Bian: Soong opposed to including the 
referendum [on peoples rights with regard to 
constitutional amendments] into the Constitution in 
exchange for [BeijingVs invitation] to visit China." А 
page-two news story in the V'Liberty Times\" also quoted 
Chen as saying that \"the move to include the referendum 
[on people's rights with regard to constitutional 
amendments] into the Constitution is a de facto move to 
institute the Constitution. V 


2. Several editorials and commentaries discussed U.S. 
President George W. Bush\'s telephone call to his 
Chinese counterpart Hu Jintao last Thursday and the 
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United States role in cross-Strait relations. A 

\"China Times commentary by its News Editor Chang Li 
said Bush\'s call on Beijing to reach out to Taiwan was 
aimed at reminding all the parties involved not to 

forget the presence of the United States in the cross- 
Strait interaction. A separate \"China Times" 
commentary also said Bush has been playing a key role 
in the recent development of cross-Strait relations. 

An op-ed article by a political science professor 

printed in the V'United Daily News!" said the United 

States is promoting a V'peace but no unification with 
China" tactic through James Soong\'s China visit. But 
this may bring more problems for Washington. The 
editorials of limited-circulation 

English-language \"Taipei Times V" and \"Taiwan News!" also 
noted that BushVs urging of Hu to reach out to Chen 
showed that ChenVs recent moderate approach to dealing 
with domestic and cross-Strait affairs has secured 
renewed support from Washington. 


3. In terms of cross-Strait relations 

the \"Liberty Times!" called on the Taiwan government to 
remain alert to China\'s threat despite the visits by 

Lien Chan and James Soong to China. A V'United Daily 
News! editorial 

government to accept free interpretations of one China 
by the two sides across the Strait in order to create a 
new cross-Strait situation. End summary. 


A) V Bush Speaks out 
Strait Shakes Hands?" 


News Editor Chang Li commented in the \"United Notes\" 
column of the pro-unification \"United Daily News\" 
[circulation: 600 


\"When Taiwan\'s opposition leaders visited China 
successively 

Chinese counterpart Hu Jintao via the hotline to 
express his hope that Beijing would reach out to the 
Taiwan government proactively. The Chen Shui-bian 
administration also immediately articulated its 
gratitude to [Washington for Bush\'s call]. Right at 
that moment 

in cross-Strait relations have all stepped onto the 
stage. Washington\'s move to actively ask Beijing to 
extend an olive branch to Taiwan was aimed at reminding 
all the parties involved not to forget the presence of 
the United States in the cross-Strait relations. 


\"For Washington 


D ON UNMANDATED SESSION RE: UN HUMAN RIGHTS COMMISSION REFORM REF: SECSTA 
ional Political Organizations Officer Guney on May 9. Guney did not comment on the request to supr 
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relations seems to have gone beyond expectations. Just 
as the State Department said recently that ‘the current 
development of cross-Strait relations is no longer in 

the United StatesV control. [AIT Director] Douglas 
Paal\'s call on [KMT Chairman] Lien Chan before and 
after his China trips indicated the U.S. desire to 

control and lead the [cross-Strait] situation. 


VLienVs China trip has not only enhanced his reputation 
and that of the KMT but has in the meantime 

on President Chen Shui-bianVs ruling authority. What 
the United States dreads is that the Chen 
administration will not be able to stop the strong 
pressure of [TaiwanVs public view] and as a result 

will be dragged by or suddenly tilt toward China during 
the interaction across the Taiwan Strait. Should that 
happen 

and leadership of cross-Strait relations. 


\"The United States attaches great importance to the 
enormous benefits in the Chinese market. But on the 
other hand 

will threaten United States leadership and its 

strategic position in the international community. 
Taiwan will be a very useful bargaining chip [for 
Washington] to strike a balance between the two ends. 
Bush\'s request that Hu contact the Taiwan government 
is 

international arbiter by asserting that only official 
contact is effective. Such a move 

tantamount to letting the Taiwan government throw the 
ball of pressure back to Beijing 

to help the Chen Shui-bian government head off danger. 


VBoth Lien and [PFP Chairman] James Soong represent 
TaiwanVs opposition powers 

anything they plan to because they don\'t need to 
shoulder the pressure of ruling the government. As a 
result 

Says 

limited influence on them. Bush's call [to Hu] 

one hand 

interacting with TaiwanVs opposition parties. On the 
other hand 

deviating too much from its current track. That way 
the United States have the opportunity to exert its 
influence again. While the Bush administration held 
the hand of the Taiwan government 

reminding the Taiwan people not to forget the presence 
of the Taiwan government and of course the U.S. big 
brother. 
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\"Even though Bush's hotline talk [with Hu] has 
additionally released some of the pressure the Chen 
government faces now 

is only concerned about whether cross-Strait relations 
are under its control. Questions like whether pandas 
can come to Taiwan 

products can be exported to China and whether Chinese 
tourists can visit Taiwan are simply technical issues 
of the administrative levels. Realization of these 
questions do not need to wait until Hu reaches out to 
Chen." 


B) \"The Problem Does Not Lie in Chen!" 


Veteran journalist and Political News Section Director 

Wu Tien-jung commented in the \"My ViewsW column of the 
centrist 

600 


Y. For a long time 

in Taiwan have tended to treat the Washington-Beijing- 
Taipei ties as a zero-sum game. As a result 

thrills when Washington-Beijing relations deteriorate 
and becomes heavy-hearted and worried when Washington- 
Beijing ties improve. The independence supporters find 
it hard to forgive President Chen because when 
Washington renewed its defense treaty with Tokyo 
earlier this year 

the treaty. Those independence activists believe Chen 
has 

Taiwan 

international community for no good reason because he 
has tilted toward Beijing 


VBut in reality 

to fit into the current international situation. U.S. 
President George W. Bush is generally regarded as a 
U.S. president that is most friendly with Taiwan 

his Cabinet has the most officials that are friendly 

with Taiwan. But in 2003 

that ChenVs behavior might change the status quo of the 
Taiwan Strait and he has constantly sent special envoys 
to Taiwan demanding that Taiwan not cross WashingtonVs 
red line. Bush has also played a key role in the 

recent interaction across the Taiwan Strait. 


V For Washington 

relationship with China strategically 

both sides have to resort to arms 

because of Taiwan. The DPP needs to adjust itself and 
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understand that the Washington-Beijing-Taipei ties do 

not necessarily have to be a zero-sum game. Washington 
may not necessarily feel unhappy when cross-Strait 
relations improve. In reality 

improvement in Taipei-Washington relations lately 

was mainly because of the goodwill gestures shown by 
Chen towards the resumption of cross-Strait dialogue. 

Ж 


C) \"Let Soong Build the Bridge; Is It a Script Or a 
Guarantee by the Americans!" 


Professor Shih Chih-yu of Department of Political 
Science 

unification United Daily News!" [circulation: 600 
(5/9): 


Y. Therefore 

peace but no unification [with China]. This fits 
perfectly with what Washington has in mind. The 
question is: is this a line or a guarantee? 


\"Washington\'s scheme is to recognize the legitimacy of 
Chen Shui-bian\'s rule in exchange for his giving up of 
de jure Taiwan independence and then promote cross- 
Strait direct links in exchange for Beijing\'s 

contentment with the status quo. WashingtonVs asking 
James Soong to do the job can help Chen Shui-bian evade 
independence advocates. Co-incidentally 

trip solidified the basis for promoting peace but no 
unification. Washington thus collaborated with Lien 

and reiterated support for him on the eve of the Lien- 

Hu meeting. It collaborated with James Soong and 
deceptively denied any involvement before his bridge- 
building trip. It collaborated with Chen Shui-bian by 
suggesting that Hu Jintao reach out to Chen when he 
reacted positively to Lien and Soong\'s visits to the 
mainland. Washington won cooperation when it wanted 
Chen Shui-bian to talk only about peace but no Taiwan 
independence and Lien and Soong to talk only about 
peace but no unification. Opinion polls also showed 
support. 


V. Washington is capable of facilitating the unstable 
equilibrium of peace but no unification. But how is it 
going to deal with the hate-turned love between the KMT 
and the Chinese Communist Party 

limited ability to constrain the Taiwan independence 
sentiment only for a while 

misinterpretation that unification is around the 

corner 
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independence crowds? Even if James Soong has good 
private relations with all parties involved 

them can break their word at any time. By that time 
Washington will know what out of control means." 


D) Does the US Get China's Game" 


The pro-independence 
[circulation: 30 


V'The Bush administration has been sending contradictory 
messages to China in the last two years 

strategic interests in East Asia. So Thursday's phone 
call between US President George W. Bush and his 
Chinese counterpart Hu Jintao comes as a relief. . 


\"Such sound advice [by Bush] comes as a breath of fresh 
air after the contradictory mess that has been US 

policy. We have commented before on how the US has 
concentrated on containing Chen and the Democratic 
Progressive Party (DPP) government and boosting the pan- 
blues - to the extent of the State Departments last- 
minute intervention in last December\'s legislative 

election campaign against the DPP - even though the pan- 
blues 

interests exactly the opposite of the US. The passage 

of Beijing\'s \"Anti-Secession\" Law seems to have finally 
injected a little common sense into policy in 

Washington. . 


VCertainly it is in the interests of the US to see 

tensions in the Taiwan Strait reduced by government-to- 
government talks 

interests that unification never takes place. The best 
possible outcome therefore would be a Taiwan 
permanently in green hands 

jawY rather than "war 


VBut how is this to come about? First 

our American friends that while Taiwan is ready to sell 
wax apples to China and pet the pandas if they come 
the ‘reunification 

show no significant movement as a result of the 
opposition leaders visits. Neither the overwhelming 
preference for the status quo 

unification either now or in the future 

significantly changed. 


VAnd secondly 
budget has still not been passed and that this is the 
fault specifically of the KMT. We said a couple of 
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weeks ago that it was time the US applied pressure to 

the KMT leadership - visa and entry denials 

audits of US business interests of KMT leading lights 
would be the weapons of choice. If the tactic to 

isolate Chen appears to be gaining too much ground 
nothing would throw a spanner in the works as much as 
the KMT backing passage of the weapons procurement bill 
- and a little arm-twisting might bring that about." 


E) VReinforcing TaiwanVs Self-Confidence\" 


The pro-independence 
[circulation 20 


V. Among all leaders in Taiwan 

bian stands at a critical historical crossroad in terms 
of the challenge of leading the country to bridge 
domestic divisions and the cross-strait difference 
while at the same time safeguarding TaiwanVs 
sovereignty 

that the 23 million people have earned in the past 
decade. . 


“Тһе president\'s recent moderate approach to deal with 
domestic and cross-strait affairs has secured renewed 
support from Washington that was manifested last week 
by the advice given by United States President George 
W. Bush to Hu in a `hot-lineV telephone conversation to 
"continue working on ways to reach out to President 
Chen as the duly elected leader of Taiwan.V 


\"Despite Beijing\'s transparent campaign to marginalize 
Chen and the DPP government 

as the growing reluctance of the European Community to 
ease a 16-year old arms embargo on the PRC 

reassure Taiwan\'s citizens that the international 
community has seen through this ploy.\" 


F) \"Don\'t Lose a Sense of Alertness Because of an 
Illusion of Peace\" 


An editorial of the pro-independence \"Liberty Times\" 
[circulation: 800 


V. Facing the fact that the opposition parties hold the 
majority of seats in the Legislative Yuan 

government 

ruling and opposition parties and cross-Strait 

stability 

to China and even asked them to be the pioneers. This 
may be explained as an expedient measure. However 


n reftel demarche, the Ambassador spoke with Guatemalan Acting FM Marta Altolguirre to urge the C 
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have to give a serious reminder here that expedient 
measures can never replace the fundamentals. If the 
government loses its sense of alertness while placing 
hopes on Lien and Soong 

military procurements may not be adopted in the end. 
And Lien and Soong may form partnerships with Beijing. 
Then there will be immediate danger to TaiwanVs 
sovereignty and security. If so 

everything. One does not need to ask to know who will 
be blamed for this in the history." 


G) VJointly Creating a New Cross-Strait Situation on 
the Free Interpretations of One China Basis" 


The pro-unification \"United Daily News!" [circulation: 
600 


V. The fact that Lien ChanWs visit to the mainland has 
attracted so much attention by the international media 
and has been blessed by [countries] including the 
United States explains precisely why the "free 
interpretations of one China\' framework 

maintaining the status quo 

stable international support in dealing with cross- 
Strait relations. 


V. The "free interpretations of one ChinaV [framework] 
itself is 

framework 

between two incompatible regimes. The two Germanys 
agreed to disagree over the goal of unification before 
they unified. The equilibrium point for the two sides 
across the Strait lies in "free interpretations or 

"noY interpretation of one China. Based on this 

two sides can build military confidence 

economic and trade benefits 

advantage Taiwan can enjoy in the mainland. In this 
way 

common interest of Asia-Pacific nations. Naturally 
major countries including the United States 

to see this development. 


V. We hope that Lien\'s visit to the mainland will bring 
an enlightening effect. Following the same direction 
from the unofficial Lien Chan 

Soong 

heading for a new 

situation. V 


PAAL 
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down. Chowdhury also played to popular opposition to the 
war in Iraq 


entrepreneurial Chittagonians work in the Middle East 
vilifying U.S. actions and raising money last summer for 
suspect Iraqi groups. After our discreet appeal to AL 
president Hasina 

anti-USG statements (reftel) 

bashing. 


3. (C) Populist and charismatic with strong ties to labor and 
other civil groups 

front-runner 

the vote. 


The Challenger 


4. (C) Nasiruddin 

ambassador to Saudi Arabia 

BNP\'s alliance with Jamaat Islami (Jl). Yet 

was initially hindered by disinterest from key BNP leaders 
like Tariq Rahman 

Parliamentary Affairs Advisor S.Q. Chowdhury 

because of local political rivalries. Rahman told us in 
February Nasirudin could not win. Nasirudin faced other 
handicaps: his formal nomination was late in coming; one 
faction of the IOJ 

coalition 

Nasiruddin is a lackluster campaigner. 


5. (C) But in the past two weeks 

Jl leaders went to Chittagong to support Nasiruddin. At a 

huge rally on May 7 

and firebrand JI MP Delwar Hussain Sayadee urged ChittagongVs 
1.1 million voters to support Nasiruddin. Tariq invoked the 
blood sacrifices of his family in his appeal for the BNP 
candidates for mayor and ward commissioners. Prime Minister 
Khaleda Zia 

charged a particular party with conspiring to derail 
Bangladesh\'s progress under her administration. She urged 
Chittagonians to V'unite to foil the conspiracy as you did the 

last polls by voting for the BNP-led alliance. V 


Alleged Manipulations 


6. (SBU) In the weeks preceding the election 

the Rapid Action Battalion and the police were harassing 
their activists and leaders in Chittagong with late night 
raids 


LES Classified By: Ambassador William T. Monroe. Reason: 1.4 (B)(D) 1. (C) Summary: Bahrain C 
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some credibility when the Election Commission (EC) 
reportedly over the objections of Home State Minister Babar 
succeeded in getting the BDG to remove Chittagong police 
commissioner Amjad Hussain for inappropriate behavior on 
behalf of the BNP candidate. AL leaders complained loudly 
that the EC\'s decision to accredit up to 650 \"observers\" from 
the National Democratic Foundation 

with no election monitoring experience 

hundreds of supporters with semi-official status at polling 
areas. On May 7 

with seeking to rig the election 

Battalion was created to eliminate opposition members. 


Analysis: The toss-up 


8. (SBU) The race is too close to call with confidence. 

While AL incumbent Mohiuddin Chowdhury retains 

non-BNP accounts 

Nasiruddin jumped back into the race in the final few days 
thanks to a late surge of campaigning by senior party 

leaders. The turning point for Nasiruddin may have come at a 
big rally on May 8. Tariq Zia gave an emotional appeal for 
support 

Zia 

ties to Chittagong. The election may boil down to the 
impression that PM Khaleda Zia wants to win more than Shiekh 
Hasina. Zia initially excused PMO Parlimentary Affairs 
Advisor S.Q. Chowdhury from joining every other BNP leader 
from Chittagong from journeying to the port city to rally 

behind Nasiruddin. Several days ago 

us 

Chowdhury need to recover from his recent heart angioplasty 
operation. 


9. (SBU) The Awami League is already crying foul 

the fix is in. According to local journalists 

already booked the local rally venue for May 11 

to hold protest rallies. AL MP Suranjit Sen-Gupta claims 
extravagantly that Chowdhury would win a fair election with 
80 percent of the vote. With both sides predicting a voter 
turnout of 65-70 percent or about 750 

lot of ghost voters and ballot box stuffing to make up the 
difference. But if the margin is narrower 

percent range as one AL leader told us 

could give Nasiruddin the victory. 


10 (SBU) The minority 

accounts 

typically turn out at 90 percent rates and are generally 
believed to support Chowdhury. The AL complains 


tary Leavitt, with a covering letter from the Charge, to Minister of Health Said Darwazeh on May 9 to : 
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confirm 

any of the 577 polling centers 

heavily from local teachers 

Hindu. The AL also says the BNP had bussed in thousands of 
out-of-towners to vote fraudulently. Chowdhury beat 
Nasiruddin in 1994 by about five percent 

ErshadVs Jatiya Party fielded separate candidates. 
Nasiruddin\'s backers note that Chittagong city is BNP country 
-- all four MPs are BNP -- and that Nasiruddin should win 
easily as the candidate of the ruling alliance. 


11. (SBU) In the end 

candidates is that Nasiruddin campaigns on promises to bring 
more resources to the city as a senior figure in the ruling 
party while Chowdhury is popular for not having raised taxes. 


Polling Day 


12. (SBU) About 18 

personnel were deployed throughout Chittagong to provide 
security for the city's 577 polling centers. Some 2 
observers from 14 Bangladesh NGOs monitored the polls. 


13. (SBU) The voting was mostly peaceful with only a few 
scattered incidents and irregularities. With the cell phone 
network shutdown for the day 

appear equally handicapped and unable to direct possible 
disruptions. Most businesses were closed and there was light 
traffic. AL party supporters reported that there were three 
cases where AL supporters were misdirected away from their 
voting center and/or harrassed by police. Polcouns went to 
these polls and was told by on-site AL poll watchers that 

there were no problems or police harrassment. Polcouns 
observed that in heavily Hindu areas there was no evidence of 
minorities being dissuaded from voting. BNP supporters 
complained of AL thugs influencing voters but Polcouns found 
no evidence of such influence. 


Comment 


14. (C) Almost too late 

the Chittagong race was attracting attention as a warm-up for 
the general election and a referendum on the BNP\'s and AL\'s 
respective popularity. Motivated into action 

now put its prestige on the line. The last time it did that 

we got the Dhaka 10 \"Festival of Fraud.\" At this point it 
seems hard to bet against the BNP candidate 

the race is close but at pollVs close the race is neck and 
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neck. Some observers said that the AL will pull out by 

mid-day but AL MP Sen-Gupta denied this rumor and as of 1600 
local 

polls. Final election results expected around 1100 Tuesday 
local. 

THOMAS 
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consumption 

efforts to deal with narcotics smuggling and use. 


3. (SBU) Lao CaiVs counternarcotics efforts are controlled 
through an interagency task force that includes police 
customs and border guard officers. There are a total of 65 
police officers dedicated to narcotics interdiction and 
another 13 in the counternarcotics section of the border 
police. The police have 15 officers specifically trained in 
drug interdiction efforts through programs in Hanoi and in 
France. The Lao Cai police also cooperate with their 
counterparts across the border in ChinaYs Yunnan Province. 
In 2004 and 2005 

arrests in 143 different cases 

8.4 kg of opium and 750 packets of assorted narcotics. 


4. (SBU) Lao Cai has three treatment centers and 2 
officially registered drug users 

recognize the actual number is likely higher. About 60 
percent of addicts are ethnic minorities 

tradition of small-scale opium production for personal use 
while 40 percent are addicts living in urban areas. Opium 
has been the most widely used drug in the province 

heroin use is increasing rapidly. To deal with drug 
consumption 

eradication and treatment for drug users. Eradication 
efforts have combined public awareness campaigns with a 
program to provide seedlings of new crops and animals as 
replacements for poppy cultivation. As a result 

cultivation has ceased in Lao Cai 


5. (SBU) To treat addicts 

which receives some support from a United Nations project. 
In 2004 

centers. Treatment programs run for 12 months. Lieutenant 
Colonel Ngoai estimated that the success rate for treatment 
is two to three percent 

area 

improving drug treatment. (Ngoai defined \"success\" as 
refraining from drug use for at least 12 months.) 


6. (SBU) Despite the provinceVs efforts 


1. SUMMARY. NIGERIAN ADVANCE FEE SCAMS HAVE MUTATED CONSIDERABLY SINCE THE 
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drug shipments will continue to rise in the region. He 
noted that while the police are dealing with fewer cases 
than in the past 

increasing. Further 

province is increasing 

effectively disrupt drug trafficking rings. 


7. (SBU) Provincial leaders from the Northwest Highlands 
provinces of Dien Bien 

some perspective to the Ambassador on narcotics production 
shipment and use. In Dien Bien 

Chairman claimed that programs to deal with poppy 
cultivation have resulted in the cropYs being eradicated in 

the province. The province has \"aided\" farmers in switching 
to growing corn instead. Lai Chau provincial officials 
characterized the major narcotics shipment route in the 
region as being between Laos and Dien Bien Province. Lai 
Chau has a single narcotics treatment center that gives 
addicts a two-week program and can help place them in 
special employment programs. The Peoples Committee 
Chairman of Lao Cai Province noted that the region\'s long 
and porous borders made countering trafficking in narcotics 
difficult 
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we call upon you to do something for the sake of our 
community and all Australian society 

(Prime Minister John) HowardWs pro-American policies 
al-Hilali to the kidnappers. V'You know the Australian forces 
in Iraq are protected by American forces and don\'t do 
anything - it\'s all politics. Sheikh Hilali told the 

Australian media that he had explained to the kidnappers that 
local Muslims understood their desire to liberate their 
country and make it independent 

reflected poorly on the Islamic community in Australia. 
Blazey noted that Sheikh al-Hilali had in the past called for 
the withdrawal of troops from Iraq. 


6. (C) Blazey emphasized that the Sheikh\'s visit was a 
private initiative -- the result of his meeting with Wood\'s 
brothers at Sydney\'s Lakemba Mosque. The GOA was not 
involved in visit planning 

that might lead to the Australian\'s release. Blazey said the 
Australian Government would be willing to put the Muslim 
cleric on a C-130 to Baghdad if requested 

cleric had so far not asked for GOA support. 


7. (C) Blazey corrected media claims that the Wood family 
was contemplating paying a ransom. They were 


“UNCLEAR ON NEXT STEPS REGARDING BILATERAL AIR TRANSPORT AGREEMENT REF: А. 
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considering making conciliatory statements through the media 
sympathizing with the suffering of Iragis or donating to a 

charity 

family had been very cooperative and seemed supportive of the 
government's handling of the case to date 


8. (C) Blazey also told us that Trade Minister Mark Vaile 

who had called ITG Prime Minister JaVfari on May 7 to discuss 
the problem of off-loading Australian wheat shipments to 

Iraq 

The Australian Emergency Response Team 

Secretary Nick Warner (reftel) 


SIPDIS 

Minister Bayan Jabor on May 8 and found him helpful. In a 
meeting with Vice President Ghazi al Yawar 

told that Wood\'s kidnappers were associated with the 
al-Zarqawi network. Blazey said 

not have any other information that tracked with that 
assertion. 


9. (U) Baghdad minimize considered. 
STANTON 
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Taiwan law came as a shock to the Pan-Green base 
confusion over the PresidentVs policies and objectives. 


3. (C) In the wake of Chen\'s reversal 

expressed fear that Chen 

external pressure 

compromising on what they perceive as core Taiwan interests. 
Veteran DPP legislator Hong Chi-chang 

most pro-reconciliation politicians in the party 

concern to AIT that Chen\'s lack of political principles and 
thirst for public attention will encourage him to seek a 
\"breakthrough\" with Beijing 

to TaiwanVs interests. DPP Deputy Secretary General Yen 
Wan-ching told AIT that such suspicions are fueled by the 
fact that Chen shares his thinking with only a handful of 
aides in the National Security Council (NSC) and Presidential 
Office 

intentions based on often conflicting public statements. 


4. (C) DPP officials are also concerned that Chen\'s 

positioning has left the party vulnerable to a major setback 
during the May 14 National Assembly (NA) election (Ref C). 
With core Pan-Blue voters expected to be energized by the 
Lien/Soong visits and core Pan-Green voters tempted by the 
Taiwan Solidarity Union\'s (TSU) unambiguous condemnation of 
Lien and Soong (and 
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itself holding the middle in an election where most centrist 
voters stay at home. DPP officials have warned Chen that 
plummeting DPP polling numbers are directly related to the 
Presidents ambiguous position on the Lien/Soong visits. An 
informal sampling of DPP supporters in Taichung County in 
central Taiwan found widespread discontent with ChenYs 
position on the Pan-Blue visits 

interviewed telling AIT they will cast ballots for the TSU as 
a protest to Chen\'s moderation. 

Chen\'s Response: Attack on All Fronts 


5. (C) Recognizing the threat to his policy course 

Chen has moved to quell internal criticism and build support 
for his plans to reach out to the two Pan-Blue leaders after 
May 14. On May 6 

he demanded senior DPP party 

legislative leaders defend his policy of reconciliation and 
scolded party leaders for failing to explain his policies to 

the public (Ref D). Chen used a two-hour television 

interview on May 8 to defend his position on the Lien/Soong 
visits directly to the public. Chen aides say a second 
pre-recorded installment of the interview to be broadcast on 
the evening of May 9 will include a strong response to 

attacks from former President Lee Teng-hui. Presidential 
Office Deputy Secretary General James Huang told AIT on May 6 
that Chen\'s highest priority now is to quiet Pan-Green 
discontent 

the TSU on May 14 could complicate the PresidentVs efforts to 
build a centrist base for his policies. DPP Legislator Tsai 
Chi-chang told AIT on May 9 that Chen\'s recent explanations 
have mollified V'about 50 percent" of the party 

that more would need to be done to convince the party's voter 
base that he is not simply reacting to external pressures. 


6. (C) In crafting his message to the DPP\'s voter base 

has tried to walk a fine 

acknowledging Pan-Green anger over the Lien/Soong visits 
while defending his outreach to both the opposition and 
Beijing. On May 6 

actions 

attacks on the Pan-Blue leadership. After offering this 
mantra 

declaring that independence is V'not an option" for Taiwan\'s 
future. Chen has been especially critical of LienVs 
suggestion of a KMT-CCP \"united front" against Taiwan 
independence and his use of the April 29 Beijing University 
speech to criticize Taiwan\'s democratic institutions. 
However 

meeting with Hu Jintao was conducted in the proper manner and 
did not undermine Chen\'s own authority. Chen has also 
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responded to suspicion over his own motives 

his shift towards reconciliation is in reaction to political 
realities and not part of an effort to \"win a Nobel peace 
prize\" at any cost. 


7. (C) DPP officials say that USG support remains one of 
Chen\'s few trump cards in defense of his moderate positions 
from critics on both sides. The Presidential Offices Huang 
told AIT that President BushVs phone call to Hu Jintao 
provided a major boost to Chen\'s efforts to quell Pan-Green 
discontent over his policies. On May 8 

Bush-Hu phone call 

TaiwanVs democratic institutions. However 

continued to claim USG support for its position over ChenVs. 
On May 6 

conveyed to Lien his personal endorsement over Lien\'s recent 
PRC visit. KMT Legislator Su Chi told the media the same day 
that the USG has continued to pressure Chen to endorse KMT 
overtures 

transit the United States. The DPPVs Tsai told AIT that many 
in the party suspect that Chen\'s endorsement of Lien\'s visit 
was the result of U.S. pressure. 


Game Plan: Consolidate 


8. (C) Chen aides say that while the President will try to 
balance conflicting pressures from the Pan-Blue and DPP 
fundamentalists 

concessions to either side even if the DPP loses the NA 
election or the KMT backs out of the proposed Chen-Lien 
meeting in response to ChenVs recent attacks. NSC Senior 
Advisor for cross-Strait policy Chen Chung-hsin told AIT that 
the government has formulated a three-point V'bottom line 
which it has conveyed to the PRC through its own indirect 
channels: 

1) Taipei is willing to facilitate Beijing\'s offer over 

tourism and agriculture 

easing tensions 

establish direct cargo flights. The government will not 
block the panda initiative 

with local Taiwan jurisdictions equipped to accept the gift. 


2) The President will not be forced by Beijing or the 

Pan-Blue into accepting the 11992 consensus\" or one China. V" 
The President has worked hard to build a DPP consensus behind 
the V'Republic of China 

in his \"results of the 1992 Hong Kong talks\" formulation. 


ARAB WORLD REF: TD-314/22246-05 (13 APRIL 2005) Classified By: Ambassador John F. Keane, 


e situation in Quito approaching normalcy, the Ambassador met with FM Antonio Parra on April 26. C 
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Taipei is willing to engage in dialogue with Beijing on any 
subject 

for talks 

finessing the \"1992\" impasse. 


3) The government\'s patience for PRC dialogue with opposition 
parties is not unlimited. If the PRC continues to limit its 
interaction to the Pan-Blue parties while ignoring the DPP 
government 


Comment: Chen\'s High-Wire Act 


9. (C) It is too early to assess whether Chen can 
successfully mollify his Pan-Green base without undermining 
prospects for cross-party reconciliation after the NA 

election. ChenVs May 8 attacks on Lien\'s Beijing University 
speech and allegation that Soong cut a deal in January with 
the PRC to derail constitutional anendments in the NA have 
provoked warnings from Pan-Blue officials over a new chill in 
ruling-opposition relations. While senior DPP officials have 
fallen into line after Chen\'s public rebuke on May 6 

fissures within the party could quickly re-emerge if the 

party suffers a major setback in the NA election. 


10. (C) Chen appears adamant about resisting pressure from 
Beijing and the Pan-Blue to accept \"one China\" and from 
Pan-Green fundamentalists to freeze cross-Strait substantive 
interactions. The risk appears to be less that Chen will be 
forced to alter his fundamental policy course than that 
internal discord and Chen\'s own sharp rhetoric could make it 
impossible to achieve the government\'s policy objectives 
they in the cross-Strait arena or on domestic issues. USG 
statements in support of a government-to-government dialogue 
across the Taiwan Strait have helped ease political frictions 
inside Taiwan on both sides of the Blue-Green. Public and 
private statements from U.S. officials in support of a calm 
dialogue among Taiwan\'s political leaders should also help 
maintain momentum towards cross-party reconciliation after 
May 14 

Defense Procurement Budget during the current legislative 
session (Ref E). 

PAAL 
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that the Thai government often took a hard public line 

was &flexible8 in practice. Kittiphong said there were two 
schools of thought in the RTG about resettlement of border 
camp refugees: the first was looking toward resettlement for 
the refugees; the other 

security agencies 
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resettlement might promote. He stated that he was very 
sympathetic to National Security Council Secretary chief 
General Winai 


11. (C) DAS Ryan then raised the issue of the Chinese 
dissident Lu Decheng 

opposed any plans to deport him to the PRC or other countries 
and that the UNHCR should be allowed to do a formal refugee 
status determination interview. She noted that the USG had 
not encouraged a public campaign for Lu in hopes that this 
would make it easier for the RTG to permit UNHCR access. 


12. (C) Kittiphong replied that the RTG appreciated the U.S. 
position. He reiterated the RTG concern about the pattern of 
PRC and other nationals acting in a Vsystematic way" to use 
Thailand as a transit route for refugee resettlement. He 

also made reference to a recent DPRK refugee case and stated 
the RTG worry of setting a precedent for these types of 
cases. He particularly mentioned initial media coverage of 
Lu Decheng\'s case in late 2004 that \"made it very difficult" 
to process Lu 

doing whatever the United States wanted. Kittiphong also 
said that RTG authorities had checked out LuVs story and 
concluded that he had nothing to fear if he returned to the 
PRC. DAS Ryan countered that based on her first-hand 
experience 

presenting information to the United States and to other 
foreign government officials in attempts to counter refugees 
claims of persecution. 


13. (C) Kittiphong then cited the personal involvement of 
former Foreign Minister Surakiart Sathirathai in the case of 
Chinese dissident Yuan Bin 

in a Thai prison in 2004 before being granted UNHCR access 
and expedited resettlement to the U.S. Kittiphong said that 
SurakiartVs personal involvement in Yuan BinVs case left the 
RTG feeling that they were being used by dissident groups and 
their networks to get people out of the PRC to the US or 
elsewhere. 


14. (SBU) DAS Ryan proposed to Kittiphong that the RTG 
consider the idea of establishing a transit center to handle 
processing of Burmese refugees approved by the PABs. She 
also lauded the RTG 

educational and vocational training opportunities for camp 
refugees. Kittiphong replied that the idea of a transit 
center to assist in the completion of processing was a good 
idea but deferred to the Ministry of Interior (MOI) for the 
final decision. On the issue of providing more systematic 
vocational training in the camps 

sympathetically to this idea and stated that MFA had 
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suggested it during the Cambodian refugee crisis in the 
1980s. It had taken &20 years to get this idea approved." 


Ministry of Interior Says PABs Will Begin in May 


15. (SBU) DAS Ryan explained the U.S. plans for Burma border 
camp resettlement in her April 20 meeting with Thai Ministry 

of Interior Inspector General Tirawattr Kullavanijaya. She 

said the United States would continue with resettlement 
processing for the urban Burmese who had been moved to the 
border camps. She expressed the hope that the Thai 
government would show generosity toward the urban Burmese who 
had not reported to the refugee camps and urged that none be 
deported. She asked about the status of the PABs and the 
possibility of a dedicated processing site for those approved 

by the PABs. DAS Ryan also praised the Thai government 
decision to permit expanded vocational and educational 

training for refugees. 

16. (SBU) Tirawattr responded that the PABs should begin work 
in May and that using the Tham Krabok site was possible. He 
noted that the Thai Ministry of Education was looking at 

getting more involved with refugee education. The Thai 
government was concerned with the international perception 
that camp refugees were being &warehoused8 or not well 
treated. Tirawattr expressed frustration with the lack of 

political progress in Burma and the continuing inflow of 
Burmese 

resettled 


UNHCR Reviews Montagnard Situation 


17. (SBU) In an April 19 meeting 

Representative Hasim Utkan reviewed the Montagnard situation 
in Cambodia with DAS Ryan. He repeated UNHCR 

for signing the MOU on this subject with the Vietnamese and 
Cambodian governments. He said that there were now 129 
Montagnards who had received UNHCR refugee status but did not 
want resettlement to a third country. UNHCR was reviewing 

in some cases for the third time 

previously rejected refugee status. Utkan stated that in his 
view the approval threshold for the Montagnards was generally 
quite low. 


18. (SBU) UNHCR 

involuntarily any of the Montagnards. It believed it had a 
breathing space for further implementation of the MOU prior 
to a high-level meeting in late May with the Vietnamese and 
Cambodians. But time would eventually run out. He 
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emphasized that UNHCR found itself in a difficult position 

when the Montagnard refugees were rejecting the only durable 
solution ) resettlement ) that it could offer. DAS Ryan 

stated that the USG did not want any unmonitored return 
voluntary or involuntary 

concerned about Montagnards who would cross into Cambodia in 
the future and were not covered by the MOU. DAS Ryan said 
the USG would consider whether some of the Montagnard cases 
currently refused by UNHCR might warrant USG review and asked 
UNHCR to provide some illustrative cases. 


Meetings with NGO Representatives 


19. (SBU) The head of the Thailand-Burma Border Consortium 
Jack Dunford 

drop in European Union (EU) funding 

Euros 

not saying so 

assistance projects inside Burma. He added that the recent 
Human Rights Watch report on the Thai-ordered move of urban 
Burmese refugees to the border camps confused the two issues 
of refugee resettlement to third countries with the situation 
faced by Burmese human rights and democracy NGOs in Thailand. 
He said that most of the refugees who were moved to the 
camps were interested in resettlement and the camp transfer 
meant only a delay in that process. He added that the camp 
transfer had not affected the &serious8 human rights and 
democracy groups. The members of these groups typically had 
Thai identification cards 

various Thai government organizations. 


20. (U) American Refugee Committee and International Rescue 
Committee representatives told DAS Ryan that they were 
optimistic about the apparent opening provided by the RTG 
support for increased education and vocational training 
opportunities for Burma border camp refugees. Computer 
skills and Internet access would be important areas to 
support. They expressed the hope that all of this would in 
turn lead to income generation possibilities for the 

refugees. Both representatives also stated concern about the 
slow start-up of the PABs and the possibility that the Thai 
government might take action against the urban Burmese 
refugees who had not reported to the border camps. 


21. (U) DAS Ryan has cleared this message. 
BOYCE 
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is an outrageous atrocity of inhuman (sic) act and we 
KNU 


William J. Fallon, Commander, U.S. Pacific Command, visited Bangladesh 16-17 April 2005. During t 
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spokesperson of the SSA was quoted in several media report on 
May 7 denying SSA involvement and stating her opinion that it 
was an internal struggle within the ruling SPDC. Poloff 

spoke in Bangkok with Sann Aung 

office of the US-based NCGUB. Sann Aung 

just returned from the Thai-Burma border town of Mae Sot 
provided a written statement denying NCGUB involvement. He 
declined to speculate who carried out the bombings 

the exile community at the border was rife with rumors about 
disgruntled former military intelligence (MI) operatives of 

ousted SPDC Prime Minister Khin Nyunt being responsible. 
(Post will send complete statements from the KNU and NCGUB 
via e-mail to Rangoon and EAP.) 


FOREIGN MINISTER SAYS THAIS NOT THE TARGET 


3. (U) Foreign Minister Kanthati Suphamongkhon was quoted in 
the Bangkok Post as saying that \"Thais were not the target of 
the bomb. Commenting on the prospects of a planned second 
Thai trade fair in Rangoon in November 

Minister only commented that the RTG \"might review" whether 
it will go on as planned. 


4. (C) Damrong Kraikruan 

Affairs Division responsible for Burma 

Royal Thai Airforce C-130 dispatched to Rangoon after the 
bombings had returned to Bangkok on May 8 with 128 Thai 
civilian evacuees. No Thai diplomats returned and the Thai 
embassy in Rangoon is functioning normally 

Damrong. The civilian Thais in Rangoon were participating in 
a Thai trade exhibition 

went off. Damrong stated that two of the four Thais were 
injured by the blast in the exhibition hall 

two were hurt while trying to flee. At this stage 

stated that it\'s extremely difficult to know who is 

responsible for the attacks and that he did not put much 
credit into the early claims by the SPDC of who was 
responsible since they were still investigating and gathering 
evidence from the blast scenes. He did note that the May 
bombings appear to be part of a worrisome trend 

two attacks earlier this year 

and another at a Mandalay market. Damrong admitted 

that thereVs no clear evidence linking the attacks to each 
other or to any single group. He opined that the KNU would be 
the least likely group to have the capacity to carry out the 
attack or the motivation to do so since they were still 

trying to negotiate a cease-fire with the SPDC. He offered no 
comment about further RTG reaction or about any possible 
impact that the bombings would have on the status of various 
Burmese pro-democracy groups that operate in Thailand. 


18 Livermore Lab to travel to the Czech Republic, May 14-22, to participate in meetings on rock mech 


'ague welcomes and grants country clearance for Dr. Lawrence Drew of the US Geological Survey to 
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4. (C) Comment. The early conclusion by FM Kanthati about 
the intent of as yet unknown bombers appears aimed more at 
trying to assuage fears of a Burmese-Thai rift following a 
serious and embarrassing lapse of security. Damrong\'s \"по 
comment on how the bombings will affect Burmese exiles 
indicates that the RTG is waiting to get more information 
about who is responsible for this spate of bombings before 
making any decisions about whether any RTG action to restrict 
pro-democracy groups would be justified. While it is too 

early to predict what effect this incident will have on 

official Thai-Burma relations 

capital adds more apprehension to the atmosphere for Thai 
business and government officials already struggling with how 
to deal with the SPDC. End Comment. 


5. (U) Embassy Rangoon and Consulate General Chiang Mai both 
cleared on this message. 
BOYCE 
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enforcement process as a serious impediment to effective 
enforcement in Vietnam. Nike and Proctor and Gamble (P&G) 
which have worked with provincial enforcement agencies on 
multiple counterfeiting cases 

takes months to obtain decisions in enforcement cases. 
NikeVs representative explained that there are too many 
steps and too many actors involved in reaching a decision. 
After receiving a complaint 

check facts 

internally and from the National Office of Intellectual 
Property (NOIP) before they can take action. In several of 
P&G\'s trademark infringement cases 

three to six months for enforcement agencies to issue 
penalty decisions and destroy counterfeit products. This 
delay in resolution gives counterfeiters time to destroy 
and/or sell the infringed products 

restart their business. 


4. (SBU) Companies cited numerous additional problems 
contributing to the slow resolution of intellectual property 

cases 

enforcement agencies 

inconsistent enforcement actions 

implement existing laws. Both Nike and P&G emphasized the 
need for the GVN to establish a single 

of contact for enforcement cases and to make the enforcement 
process more transparent. These steps would help shorten 
the time it takes to enforce companiesV IPR. 


Penalties Too Low to Deter Infringement 


3. SANAA 998 С. ЅАМАА 955 Р. ЅАМАА 912  E.SANAA896 Е. ЅАМАА 895  G.SANA 
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5. (SBU) Participating companies voiced strong concerns 
about the lack of penalties significant enough to deter IPR 
infringement. Civil and administrative penalties are very 
low. According to Nike 

trademark infringement is only VND 100 million (about USD 
6 

amount. Counterfeiters pay the fine and continue to produce 
knock-offs. An attorney with Baker and McKenzie noted the 
draft of VietnamVs new IPR law includes a provision for 
penalties up to VND 200 million (USD 12 

would still be too low. DVD shops 

potential to earn USD 10 

USD 13 

noted that the GVN has only applied criminal penalties in 
industrial property cases involving the production of 
Vdangerous products V" and has never applied criminal 
penalties in any copyright piracy cases. He suggested that 
the GVN should include provisions for landlord liability in 
the IPR law. Many shops selling counterfeit or pirated 
goods are rented; holding real estate owners liable for 
tenants actions could reduce the number of shops rented to 
illegitimate businesses. 


Market Access Issues Impede Expansion 


6. (SBU) Companies in the entertainment industry emphasized 
that improvements in market access are as important as anti- 
piracy efforts to facilitate their entry into VietnamVs 

market. Movies 

labeled V'cultural products V" by the GVN and are therefore 
subject to regulation and censorship. Film distributors are 
required to notify the GVN of the products they want to 
market in Vietnam a year in advance. These products then 
undergo a lengthy review before being allowed into the 
Vietnamese market; some products are banned altogether. 
Time Warner\'s representative emphasized that this review 
process is seemingly arbitrary and lacks transparency and a 
clear timeline for decisions. There is also a complete lack 

of legitimate distribution channels in Vietnam 

severely limits market penetration of legitimate products. 
(Note: Representatives of consumer product and 
pharmaceutical companies also cited limitations on 
distribution and retail sales as problematic for their 

industries in Vietnam. End Note.) 


7. (SBU) While the GVN\'s market access limitations and 
censorship keep out legitimate products 

supply unmet local market demand with pirated goods. The 
combination of market access barriers and the very high rate 
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of optical disk piracy have left the entertainment industry 
pessimistic about short-term prospects for doing business in 
Vietnam. (Note: Representatives of both the movie and the 
recording industries estimated 100 percent piracy for 
American products in Vietnam. End Note.) To facilitate 
entry 

investment in production and distribution of cultural 
products 

restrictions on imports 

and registration processes for cultural products more 
transparent. They also cited the promulgation of optical 
disk regulations as a top priority to address weak copyright 
enforcement. Optical disk regulations help identify 
legitimate factories and products through the use of source 
identification (SID) codes. These codes make it easier to 
pursue both criminal and criminal action against pirates. 


Public outreach 


8. (SBU) Several companies highlighted the need for more 
public awareness on IPR issues in Vietnam. PepsiVs 
representative cited the need to create public consensus for 
IP protection in Vietnam 

general public does not view counterfeiting and piracy as 
criminal acts. Pepsi suggested it would be useful to 
persuade the GVN to include IP issues in school curriculum. 
Robert Stoll 

noted that companies can wage effective public awareness 
campaigns 

effectively to enforce IPR. Microsoft\'s representative 
added that a key part of the message the U.S. Government and 
companies need to send out is that IPR protection also 
benefits the companies and people of Vietnam. 


Industry input on IP Law 


9. (SBU) Baker and McKenzie briefed participants on the 
recent establishment of the Vietnam Anti-Counterfeiting and 
Intellectual Property Protection Association (VACIP) for 
foreign-invested enterprises in Vietnam. Modeled on the 
Quality Goods Brand Protection Committee (QBPC) in China 
VACIP will serve as a collective voice for industry on IP 
issues and work with the GVN to improve IPR enforcement. 
VACIP plans to send the GVN a position paper with 
recommendations for changes to the draft law on IPR and is 
likely to highlight the need for: more effective criminal 

civil and administrative penalties; provisions for Internet 
service providers (ISPs) and corporate liability for 

copyright piracy; a shortening of cancellation and 
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opposition procedures for trademarks; improved handling of 
well-known marks; stricter border measures; and regulations 
for assessing damages in trademark cases involving unfair 
competition. The GVN plans to promulgate the new IPR law 
later this year. 


Next Steps 


10. (U) At the conclusion of the Roundtable 

emphasized that the Mission will continue to act as a strong 
advocate for companies\' market access and IP concerns. He 
committed to sending a letter to Deputy Prime Minister Vu 

Khoan highlighting key points raised during the Roundtable 

and requesting that the DPM open a dialogue on IP issues. 

He encouraged companies to support VACIP and suggested VACIP 
report regularly on the business sectorsY IP priorities to 

the most senior officials in the GVN. 


Lunch with GVN Public and Private Sector 


11. (U) Following the Roundtable 

lunch for participants 

representatives 

Robert Stoll from the USPTO and Timothy Trainer 

of the Washington-based Global Intellectual Property 
Strategy Center 

partnerships in IPR enforcement. 


MARINE 
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3. (SBU) Despite the appearance of normalcy 

residents are in a state of shock after the triple bombings. 
Previous bombings in the capital and at upcountry locations 
at least in recent years 

homemade-style explosives resulting in minimal loss of life 
and damage. The May 7 triple bombings 

carefully coordinated blasts that targeted crowded areas 
frequented by middle- and upper-class Burmese 

diplomats and other foreign residents. 


Casualties and Chaos 


4. (C) The GOB has not altered its preliminary casualties 
figures (11 dead and 162 wounded). However 


xperimental Reactor (ITER) issues. We delivered the letter to Martin Sajdik, Director General of Εοοι 
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hospital sources indicate that the actual toll is likely 

higher (at least 16 confirmed dead and over 200 wounded) and 
taking into consideration those victims who have subsequently 
succumbed to serious injuries 


5. (SBU) According to eye-witnesses 

immediately led to chaos at the blast sites 

and twisted wreckage made rescue a challenge. Eye-witnesses 
also observed that while the GOB responded quickly with 
security forces and riot police 

response was paltry and most victims were rushed to local 
hospitals with taxis and private vehicles. 


6. (SBU) The focal point for emergency care has been 
Rangoon\'s General Hospital 

non-military medical facility equipped to handle massive 
trauma. However 

capacity at 90 patients and other victims were directed to a 
half dozen other government hospitals. Several sources have 
told Emboffs that security officials warned private clinics 

not to treat serious cases because the bombings were viewed 
as politically motivated 

control of the emergency response. 


No Know Amcit Targets or Victims 


7. (SBU) According to Embassy sources 

were slightly wounded 

ambassador and possibly a Malaysian citizen and several 
Koreans. All official Americans 

U.S. mission-affiliated International School Yangon (ISY) 
have been accounted for and there were no known Amcits among 
the casualties. There were 

as U.S. mission personnel and other diplomats frequent the 
two City Mart grocery stores that were bombed. There is no 
evidence 

targeted in the bombings. 


8. (SBU) The May 7 bombings instantly created speculation 
about possible motives (septel) and fed rumors about 
additional 

sources deny that any explosive devices were discovered 
elsewhere in Rangoon. On May 8 

hotels (Inya Lake and Traders) apparently received bomb 
threats 

either location and both hotels remained opened for business. 


Comment: First Thing\'s First 
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9. (C) From a crisis management perspective 

reaction to the triple bombing left much to be desired. 
Emboffs and contacts who visited the blast sites within the 
first hour after the explosions were struck by the presence 
of hundreds of riot police and armed soldiers 

total of two fire trucks and less than half a dozen 
ambulances activated for the entire crisis. End Comment. 
Martinez 
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and began coordination for the visit of a MEGAPORTS 
Initiative/Second Line of Defense Program assessment team to 
Oman. END SUMMARY. 


2. MIDDLE EAST REGION (OMAN 


І. BROAD ITEMS OF INTEREST. Regional EXBS Advisor will make 
contact with Post EXBS representatives in U.A.E. 

calendar initial EXBS Advisor visits 

events and make recommendations to respective Country Team and 
NP/ECC as appropriate. 


Il. COMPLETED ACTIONS FOR THE REPORTING PERIOD. 


A. SITE ASSESSMENTS 
DURING REPORTING PERIOD. 


1. On April 4 

Guard International Port Security Liaison Officers (IPSLO) 
located in Rotterdam 

Oman 

discussed with ISPLO 

ISPS for their respective countries of responsibility. 


2. On April 1-28 

Department of Commerce 

course preparation for the V'Export Control Legal-Regulatory 
Workshop | 

EXBS representative coordinated country clearance 

and housing of trainers and training-facility logistics for the 
course. 


3. On April 18-28 

NP/ECC and Department of Energy to coordinate future visit of 
MEGAPORTS assessment team. The team will assess the ports of 
Qaboos and Salalah for inclusion in the MEGAPORTS Initiative and 
the DOE Second Line of Defense Program. The team plans to visit 
Oman in August or September 2005. 


4. On April 22-28 


damage caused by recent storms and floods, the Embassy hereby declares that a state of disaster ε 
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agency Group Members and their contractors to update the annual 
Inter-Agency EXBS Schedule. 

B. TRAINING CONDUCTED DURING REPORTING PERIOD. 

1. EXBS: None. 

2. OTHER: None. 

C. EQUIPMENT DELIVERED DURING REPORTING PERIOD. 
None. 


D. IMMINENT TRAINING OR EQUIPMENT STATUS UPDATE. 


1. EXBS: \"Export Control Legal-Regulatory Workshop | 
for Muscat 


2. OTHER: None. 


E. SIGNIFICANT DEVELOPMENTS IN EXPORT CONTROLS 
OR RELATED BORDER SECURITY. 


To be determined following initial country visits and review of 
EXBS: Control System Standards Questionnaire for each country. 


F. OTHER SIGNIFICANT ISSUES/EVENTS. 
Same as paragraph 2-ll-E 
G. PRIMARY EXBS OBJECTIVES FOR COMING MONTH. 


1. Schedule initial EXBS Advisor visits to U.A.E. 
Yemen. 


2. Coordinate with Embassy personnel on the ground to identify 
persons and organizations of interest to EXBS. 


H. STATUS OF LAST MONTHVS PRIMARY EXBS OBJECTIVES. 


1. EXBS Advisor and Post EXBS representative - Muscat have 
discussed and identified tentative dates for EXBS Advisor visit 
to Oman. 

2. EXBS Advisor will identify tentative dates for visit to U.A.E. 
and Yemen. 


3. EXBS Advisor will coordinate with Post EXBS representatives 
Muscat 
interest to EXBS. 


III. RED FLAG ISSUES. 


TO MOVE AHEAD WITH AGENDA REF: 2004 AMMAN 08087 1. This is an Action Request for EP/ 


rrorist Finance Control Officer demarched the Ministry of Foreign Affairs to urge Spanish participation 
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None. 


3. Any questions or comments can be directed to Joseph C. Irvine 
EXBS Advisor to the Middle East Region 

6550/6558 

HALE 
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TITLES: "BUSH ON A CRUSADE FOR DEMOCRACY ON PUTINVS TURF. 
POPULAR FRANCE SOIR 

EDITORIALIST THOMAS DE ROCHECHOUART SUGGESTS THAT \"MAY 8 
OPENS THE DOOR TO A PERIOD OF GLACIAL PEACE BETWEEN WASHIM 
AND MOSCOW 

BUT IN HIS EDITORIAL IN LE FIGARO PIERRE ROUSSELIN REMEMBERS 
RUSSIAYS FORMER GRANDEUR AND REMINDS THE U.S. AND EUROPE T 
HELP THE KREMLIN “ВЕТ ON DEMOCRACY 

EDITORIAL IN CATHOLIC LA CROIX 

PUTIN\'S \"TASTE FOR MISPLACED NOSTALGIA" AND THE RUSSIAN 
PEOPLE\'S \"PATRIOTIC PRIDE\" WITH \"THEIR LOSS OF PAST GRANDEU 
QUINIO 

RUSSIANS WHO LOST THEIR LIVES TO FREE EUROPE FROM THE NAZIS 
IN REGIONAL LES DERNIERES NOUVELLES D\'ALSACE 

KIEFFER ECHOES THEIR REMINDER WITH AN EDITORIAL TITLED: 
\"VICTORY WITHOUT RUSSIA?\" POPULAR RIGHT-OF-CENTER LE PARIS 
NOTES THAT PRESIDENT CHIRACVS APPROACH TO PUTIN DIFFERS FRI 
PRESIDENT BUSH: \"PRESIDENT CHIRAC HAS CHOSEN TO PUT THE 
EMPHASIS ON FRANCO-RUSSIAN FRIENDSHIP AND AVOID ANY FORM O 
REPROACH AGAINST HIS "RUSSIANY FRIEND." (SEE PART C) 


SATURDAY\'S LE FIGARO CARRIES AN OP-ED BY VLADIRMIR PUTIN 
TITLED: \"LESSONS LEARNED FROM A VICTORY OVER NAZISM.\" PUTIN 
WRITES: ҮІ AM CONVINCED THAT A UNITED GREATER EUROPE 
SHORES OF THE ATLANTIC TO THE URAL - INOTHER WORDS TO THE 
PACIFIC - REPRESENTS AN EXCEPTIONAL OPPORTUNITY FOR ALL PEO 
ON THE EUROPEAN CONTINENT. TO MAKE POSSIBLE THIS FUTURE OF 
PEACE. THE EUROPEANS CAN COUNT ON RUSSIA JUST AS THEY COUN 
ON RUSSIA TO FIGHT NAZISM.\" 


EUROPE AND THE REFERENDUM IS TODAY\'S SECOND MAJOR STORY. 
LEFT-OF-CENTER LIBERATION \"THE EU IS THE SYMBOL 

INSTRUMENT AND THE POLITICAL GUARANTEE FOR PEACE...THE EU IS 
RAMPART AGAINST THE RETURN OF NATIONALISMS WHICH 
MITTERAND SAID 

CARRIES A STORM." 


FORMER U.S. AMBASSADOR TO PARIS FELIX ROHATYN CONTRIBUTES 
OP-ED TO LES ECHOS TITLED: WA `YESV FROM AMERICA." IN HIS 
APPEAL FOR THE EUROPEAN CONSTITUTION 

ΝΟΥ VOTE WOULD DISSUADE FOREIGN INVESTMENT. THIS IN TURN 
\"WOULD IMPACT NEGATIVELY ON FRANCE\'S ECONOMIC GROWTH. I 


s to nominate PA Ottawa IRC Director Kyle Malone to attend the IRC Directors Conference for Caribk 


MEXICO FOR HOLIFIELD, BAEZA, GARAY AND WHITE STATE FOR INL/LP E.O. 12958: N/A TAC 


acted strongly to news of the budget deal between the NDP and Liberals, stating that he would be reti 
2 is relatively calm, with a very small protest reported on April 27. The OAS mission arrived late on ΑΙ 


I DRAFT LABOR LAWS Classified By: (U) Classified by Ambassador Michele J. Sison, reason 1. 4 ( 
national Development (NZAID). On April 28, Jane Coster, development program manager at NZAID. 
AN IMMIGRATION: US ASSISTS INVESTIGATION 1. (SBU) SUMMARY: State sections, with DS ac 
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SINCERELY HOPE THE PEOPLE OF FRANCE WILL VOTE "YESvY. | REALIZI 
THIS MAY NOT BE VERY DIPLOMATIC ON MY PART 

IS TOO SERIOUS FOR ME TO KEEP QUIET." 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
WWII COMMEMORATIONS - PRESIDENT BUSH TO EUROPE - RUSSIA 


\"RUSSIA\'S GRANDEUR\" 

PIERRE ROUSSELIN IN RIGHT-OF-CENTER LE FIGARO (05/09): \"THE 
VISIT OF PRESIDENT BUSH TO MOSCOW. IS TAKING PLACE IN A TENSE 
ATMOSPHERE. THE AMERICAN PRESIDENT FIRST CHOSE TO VISIT THE 
BALTICS 

RECOGNIZED ITS CRIMES 

THE CHINESE. WHY DOES RUSSIA HAVE SUCH A PROBLEM IN 
DENOUNCING THE REIGN OF STALIN? IN PRESENTING THE 25TH OF 
APRIL 

GREATEST GEOPOLITICAL CATASTROPHE OF THE CENTURY 

PUTIN SHOWED THE EXTENT OF HIS NOSTALGIA. PRESIDENT BUSH 
HERALDED ALL OF THESE CONCERNS WHEN HE SPOKE IN RIGA. FOR 1 
KREMLIN 

U.S. PRESIDENT\'S CRUSADE FOR DEMOCRACY IN THE WORLD 
MIDDLE EAST 

BELARUS ILLUSTRATES WASHINGTON\'S DEMOCRATIC OFFENSIVE. BE 
RUSSIA IS NOT JUST ANY OTHER NATION 

POWER 

U.S. 

OUR LEADERS TO MAKE THE KREMLIN\'S CHIEF UNDERSTAND THAT IT 
IN HIS OWN INTEREST. TO BET ON INTERNAL DEMOCRACY 
DEMOCRACY OUTSIDE HIS BORDERS. THIS IS HOW RUSSIA WILL REGA 
ITS LOST GRANDEUR.\" 


\"SEPARATE MEMORIES\" 

DOMINIQUE QUINIO IN CATHOLIC LA CROIX (05/09): \"THE CEREMONIES 
BEING CELEBRATED IN MOSCOW ARE THERE TO SHOW WHAT THE EU 
CONTINENT OWES THE SOLDIERS OF THE RED ARMY AND THE 27 MILL 
RUSSIAN CASUALTIES. THE AMERICAN PRESIDENT AND HIS WEEKEND 
HOSTS REMINDED EVERYONE THAT SIXTY YEARS AGO HALF OF EURO 
WAS FREED FROM TOTALITARIANISM WHILE THE OTHER HALF WAS NC 
PERHAPS RUSSIAN PATRIOTIC PRIDE 

MISPLACED NOSTALGIA 

HAVING LOST ITS GRANDEUR AND THE UNDER-ESTIMATION 

AND BY THE WEST 

JUSTICE MUST BE RENDERED TO IT. HERE AND ELSEWHERE 

STUDY OF HISTORY IS INORDER SO THAT LIES AND DENIALS DO NOT 
LEAD TO HUMILIATION OR TO HATE. WARS ARE PERVERSE 

EVEN PEACE PAINFUL OR AT LEAST INCOMPLETE.\" 


\"VICTORY WITHOUT RUSSIANS. ?\" 
JEAN-CLAUDE KIEFER REGIONAL LES DERNIERES NOUVELLES D\'ALSA 
(05/09): \"MEMORY IS SELECTIVE. IN THE UNITED STATES 


nternational Organizations Department Valery Mkrtumyan, MFA Americas Department Chief Lilit Tout 
iembers discussed a report prepared by the Greek Embassy on the narcotic situation in the UAE and 
16. 2. Summary: The Government of Turkey completed the ratification process by the Turkish Granc 

B. FITZGERALD-CRYSTAL-COONEY APRIL EMAILS 1. (U) Poloff delivered on April 27 Ref A tall 


iief of Mission Alexander A. Arvizu. Reason 1.4. (a) and d)) 1. (С) USPACOM proposed deployme 


te departure of the Deputy Attorney General who energetically coordinates anti-TIP prosecutions. Enc 


‘ase treat accordingly. ------- SUMMARY ------- 2. (SBU) While the final text of the letter from Presidt 
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KNOW HOW TO INTERPRET HISTORY. YES 

WESTERN EUROPE FROM NAZISM. NO 

ALONE 

REINFORCED BY HUNDREDS OF HOLLYWOOD FILMS. THE CREDIT FOR 
VICTORY BELONGS FIRST TO CHURCHILL\'S GREAT BRITAIN WHICH 
RESISTED ALONE FOR TWO YEARS. THIS CREDIT GOES 

SOVIET UNION. A TROUBLING VICTOR (WHO) REPLACED ONE YOKE WI 
ANOTHER. STILL 

THE FORMER SOVIET UNION) THERE ARE ONLY VERDUNS. SEEING ΤΗ( 
INFINITE BATTLEFIELDS ONE UNDERSTANDS THAT "THE GREAT 
PATRIOTIC WARV UNITED THE USSR WITH BLOOD AND STILL UNITES 
RUSSIA. THE AMBIGUITIES (OF WAR) ARE REAL. BUT IT WAS NOT UP 
TO PRESIDENT BUSH TO REMIND VLADIMIR PUTIN 

THEM IN REMARKS WORTHY OF THE "COLD WAR." TENSIONS WITH 
MOSCOW ARE USELESS. EVEN IF IT MEANS CONTROLLING 

GEORGIA 


VFOR PUTIN 

VERONIQUE SOULE IN LEFT-OF-CENTER LIBERATION (05/09): 
VRELATIONS BETWEEN WASHINGTON AND MOSCOW ARE NOW BASEE 
REALISM TINGED WITH CYNICISM 

THE OTHER. BOTH PARTNERS REMAIN “STRATEGIC PARTNERS. BUT 
PRESIDENT BUSH WILL NOT MAKE IT EASY FOR PUTIN 

HE IS ABOUT HIS WORLD MISSION FOR DEMOCRACY 

IN FORMER SOVIET REPUBLICS. HIS VISIT TO MOSCOW 

PRECEDED BY A VISIT TO LATVIA AND WILL BE FOLLOWED BY ONE TO 
GEORGIA 


\"BUSH\'S THREE SLIGHTS TO PUTIN\" 
THOMAS DE ROCHECHOUART IN POPULAR RIGHT-OF-CENTER FRANCE 
(05/09): \"MAY 8 

BETWEEN THE U.S. AND THE SOVIET UNION. MAY 8 

OPENING AN ERA OF GLACIAL PEACE BETWEEN WASHINGTON AND MC 
AS PUTIN PUT TOGETHER A CEREMONY THAT WAS MEANT TO REAFFII 
RUSSIA\'S NEWLY-FOUND POWER 

MADE PROGRAM TO HUMILIATE THE RUSSIAN PRESIDENT. HE WAS 
CAREFUL TO BRING HIS SUPPORT TO THE KREMLIN\'S ADVERSARIES 
DURING HIS VISIT TO LATVIA. HE ALSO CALLED FOR FREE ELECTIONS 
IN BELARUS. AND WILL VISIT GEORGIA WHERE HE WILL PROMOTE 
FREEDOM.\" WOLFF 
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is observing a number of significant anniversaries. Most 
prominent are the 50th anniversary of the Austrian State 
Treaty and the 60th anniversary of the reestablishment of 
the Austrian Republic after the end of World War II. 
Austria also celebrates the 10th anniversary of its EU 
membership and looks toward its EU Presidency in the 
first half of 2006. As it commemorates these events 
shapes its strategies for the EU Presidency 

seeking confirmation of its role as hub at the center of 


77 1. Embassy welcomes and grants country clearance to the National Nuclear Security Administrat 
1es and grants country clearance to Robert C. Burruss, USGS Research Geologist, to travel to Oviec 


. ANKARA 2159 1. (U) Summary. Karabuk Iron and Steel Works (Kardemir) was rescued from closı 
JRITY TO DELIVER AML/CTF POINTS REF: А) STATE 66723 1. This cable contains sensitive info 
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Europe 

promoting peace and stability 

Southeastern Europe. Chancellor SchuesselVs center-right 
coalition has made important progress on economic 
structural and administrative reform since it took office 

in 2000 

modernization. End Summary. 


The State Treaty: Highlight of A Year of Commemorations 


2. (SBU) As it looks back on its post-World War Il 
history 

2005 

signing of Austria\'s State Treaty on May 15. The State 
Treaty reestablished Austria as a sovereign state after 
10 years of occupation by the four Allied Powers 

United States 

France. The State Treaty is one of the foundations of 
Austria\'s modern identity and is a symbol of Austrian 
freedom and independence. The State Treaty was the 
result of years of tough negotiations among the four 
powers and between Austria and the Soviet Union. 
Austrians consider this \"miracle of 1955\" to be a notable 
achievement of Austrian diplomacy. They see it primarily 
as having spared Austria from a Germany-type division 
into occupation zones and a tense existence on the front 
lines of the Cold War. While the Treaty now serves 
principally as an historic document 

the status of Austria\'s ethnic minorities in Austria are 
still relevant 

the ethnic groups! rights. 


Neutrality 


3. (SBU) Austrian neutrality was a condition the Soviet 
Union imposed for the conclusion of the State Treaty. A 
few months following the signing of the State Treaty 
Austria passed a constitutional law declaring itself 
neutral in perpetuity. Neutrality has lost some of its 
relevance since the end of the Cold War and Austria\'s 
accession to the EU and participation in NATOVs 
Partnership for Peace. Several provisions now allow 
participation in military actions under UN or EU 
mandates. However 

hardships of the Nazi and postwar eras has given 
neutrality the aura of a nation-defining myth which large 
sections of the public still cherish. As neutrals 
Austrians were different from their (capitalist) West 
German or (Communist) East German cousins. Somewhat 


owever, Mission strongly requests that Col. Rhodes meets applicable Spanish language proficincy re 
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illogically 

rather than their geographical and ideological closeness 
to the Western alliance 

and security through the Cold War. 


Austria\'s International Identity 


4. (SBU) Located in the center of Europe 

hub for relations with the formerly Communist East. The 
importance of this location increased as its Eastern 
neighbors joined the EU en masse on May 1 

AustriaWs pre-World War | ties to Southeastern Europe as 
the former center of the Habsburg Empire have imbued 
Austria with a sense of mission to help promote stability 
in the region. In order to foster reform in these 

countries 

Austria strongly advocates the aspirations of the entire 
region to take part in European integration and 
eventually to accede to the European Union. Austria 
perceives itself as having a vocation to act as a 

mediator in resolving regional conflicts 

Kosovo. Austria also has important economic interests in 
the region. It is among the top investors in 

Southeastern Europe 

particular 


5. (SBU) Among Austria\'s initiatives for closer 

relations with Eastern and Southeastern Europe is its 
\"Regional Partnership" with Slovakia 

Slovenia 

drafted a Kosovo concept paper which included proposals 
for minority rights 

religious sites. 


2006 EU Presidency 


6. (SBU) During its EU Presidency in the first half of 
2006 

countries. Austria is a strong advocate of beginning EU 
accession negotiations with Croatia 

promote EU memberships for Bosnia-Herzegovina 
and Albania. Austria also wants to see Serbia- 
Montenegro 

therefore thinking of preparing a Balkans conference in 
2006 in cooperation with the UN - if those interested in 
the region 

consider that conditions are right for progress on the 
thorny status questions. 
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Domestic Situation 


7. (SBU) Austria has a center-right government led by 
Chancellor Wolfgang Schuessel of the conservative 
PeopleVs Party (OVP). Schuessel concluded a coalition 
with the controversial right-wing populist Freedom Party 
(FPO) in 2000 

following the 2002 parliamentary elections. The 
governing coalition has implemented an impressive list of 
items on its reform agenda 

pension system to macroeconomic structural improvements 
tax cuts and significant privatization measures. 

However 

finish 

sector 

system 

the EUVs ten-year economic growth agenda 

VLisbon Program." 


8. (SBU) The coalition is not stable at the moment. In 
spring 2005 

national leadership (spearheaded by the controversial 
Governor of Carinthia 

new grouping 

BZO ministers have expressed their strong commitment to 
continuing the coalition with Schuessel\'s OVP until the 
next regular parliamentary elections 

2006. Still 

as a result of the FPO split 

speculation about the possibility of early elections in 
the fall of 2005. 


Shadows of the Past 


9. (SBU) In the midst of this political turbulence 

older 

powerless Upper House of Parliament made inflammatory 
comments questioning the existence of the Nazi gas 
chambers and complaining of post-war \"persecution\" of 
Nazis by the Allies. These outbursts raised a storm of 
public protest from across the political spectrum. 
Austria\'s entire political leadership 

and BZO 


10. (SBU) COMMENT: In this anniversary year 

are recalling the suffering the country both experienced 
and inflicted during the Nazi era. Just one week before 
the May 15 observances 

commemorating the 60th anniversary of the liberation of 


Jependent Electoral Commission (CEI), Abbe Apollinaire Malu Malu, gave a press conference in Kins 
т Center at the University of Michigan, has been conducting surveys of both business and consumer | 
1 April 28 to deliver the demarche on the need to sustain pressure on Syria to comply fully with UNSC 


ARTA 2068 (NOTAL) D. HELSINKI 0185 Classified By: POLOFF DAVID ALLEN SCHLAEFER FO! 
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Mauthausen concentration camp by American forces 
clear message of the many Austrian dignitaries present 
was Vnever forget". Austrian Cardinal Christoph 
Schoenborn recalled characterized Mauthausen as a place 
that became V'hell on earth\" for seven years. President 
Fischer summoned Austrians to confront their history and 
be vigilant 

the answer. The memory of evil is to be our shield 
against evil.” Austrians are also remembering the time 
of deprivation they lived through immediately after World 
War Il. Austrians are honoring the determination of the 
hard-working generation that rebuilt the country\'s 
infrastructure and economy 

of Austria's modern prosperity. However 

still mindful of the extensive assistance they received 

in this effort from the U.S. 

Plan. While Austria has been neutral in a military sense 
since 1955 

political freedoms and its economic system 

been firmly rooted in the West. 


BROWN 
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assure you the Government insists on passing this law 
Al-Jarallah said the GOK was using the period leading to the 
May 16 vote to expand its contacts with parliamentary groups 
to seek their support for the measure. He reported positive 
indications 

the Municipal Council would be granted 

be easy. 


2. (C) Al-Jarallah characterized the GOK as \"ashamed\" by 
the May 2 vote in which the majority of MPs abstained or 

voted against a law to permit women to participate fully in 
Municipal Council elections (ref c). He described womenVs 
voting rights as a necessity for the GOK and the state of 
Kuwait 

international image of Kuwait. He explained the GOK 
requested the vote postponement because \"conditions were not 
right" and was now redoubling its efforts to secure the 
broadest possible support for the May 16 re-vote. When asked 
about inducements 

raise was a popular issue any time 

reports 

legislation on womens suffrage. Nonetheless 

ready to discuss the salary issue and adopt appropriate 
proposals. He reminded the Ambassador that Foreign Minister 
Shaykh Dr. Mohammed Al-Sabah Al-Salem Al-Sabah was 
interrupting a trip to North and South America to return to 
Kuwait for the vote 


URY FOR GCHRISTOPULOS, LSTURM, AND AJEWELL DEPT PASS USTR FOR PCOLEMAN, W. 


NG 1. (SBU) ACTION REQUEST: As required by the Departments of State and Defense Leahy Ame 


ister Qasrawi told Charge on April 28 that King AbdullahYs meeting earlier this month with Iraqi journa 
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3. (C) While many Kuwaiti women consider voting rights for 
the Municipal Council to be a half measure (ref a) 

Al-Jarallah said the amended legislation would pave the way 
for the target of full political participation at the 

national level. Amended legislation would not permit women 
to vote in or run for Municipal Council until 2009 

Al-Jarallah said the GOK would appoint women to the 16-member 
body. The Ambassador welcomed progress on voting rights at 
the municipal level but noted that the U.S. supports full 

political participation for Kuwaiti women. (Note: Since the 
meeting 

rejection of voting rights for the Municipal Council on May 

16 

speed full political rights. See ref a for details. End 

note.) 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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respond to our demands.\" Akinci claimed the GOAM is behind 
genocide resolutions in countries like Poland and Slovakia. 

He defended Ottoman treatment of Armenians in 

1915 and gave DAS Kennedy a dossier containing the texts of 
the Erdogan and Kocharian letters 

stories. (Note: The press stories all suggested Erdogan 
interest in pursuing rapprochement with Armenia. The dossier 
suggested either that 1) the MFA itself relied on press 
reporting to divine Erdogan 

wanted to underline Erdogan 

Armenia. End Note) 


4. (C) Akinci said the GOAM has never directly told the GOT 
that it recognizes the Kars Treaty borders. Kennedy 

noted the U.S. has raised this several times with the 
Armenians and they acknowledged the current borders. Most 
recently 

to her a public statement in which FM Oskanian had publicly 
referred to the borders defined by the 1921 Kars Treaty. 
Caucasus Department Head Adali said that during eight rounds 
of negotiations 

recognize the Turkish border 

accept the Kars Treaty because they do not want to compromise 
their claims in other territorial 


'6 that Italy\'s next national elections would be held in May 2006. Berlusconi said he had already disci 


CT: FRANCE: GOF DELEGATION TO FOURTH GLOBAL FORUM ON FIGHTING CORRUPTION, 
Informal embassy translation follows: BEGIN TEXT Turkish Republic Ministry of Foreign Affairs Inf 
‘ech Republic, June 1-4, to assess equipment used in measuring flax fiber standards. 2. Embassy p 
air, Research Biologist/Principal Investigator, VA Medical Ctr, White River Junction, VT, to attend the I 


‚airo warmly welcomes your return visit to Egypt. U.S.-Egyptian military relations have benefited from 
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disputes. 


5. (C) Akinci emphasized measures Turkey has taken to ease 
bilateral relations and scoffed at the notion that Turkey is 
\"blockading\" Armenia. He argued that 40 

working illegally in Turkey 

via Georgia 

between the two countries. V'Perhaps these measures would be 
appreciated more if they were reversed; we could always 

deport them!" he added. 


6. (C) Kennedy told Akinci the USG role is not to take 

sides on genocide claims and counterclaims 

encourage bilateral rapprochement. Noting recent genocide 
resolutions in Poland 

should find a way to get out ahead on relations with Armenia 
otherwise it will be constantly on the defensive. 

The USG is pleased at the GOTVs statement that it is 
positively evaluating Kocharian letter. Kennedy noted the 
Armenian proposal for an intergovernmental commission and 
strongly suggested the GOT find a way to build on it. She 
urged that Turkey be as positive as possible in its reply to 
Kocharian. 


7. (C) Akinci twice recalled that the Turkish/Armenian 

border had been closed due to Armenian attacks on 
Azerbaijan and added that \"they must give us a reason\" to 
re-open it. Azerbaijan is V'as Turkish as Turkey 

impossible to separate these issues. If they make one 
gesture on this 

not made one gesture." Kennedy replied that this will come 
through successful OSCE negotiations between Armenia and 
Azerbaijan; Turkey should not hold its dialogue with Armenia 
hostage to the Armenia/Azerbaijan dispute. She again urged 
Akinci to think seriously about how to respond to the 
Kocharian letter. Akinci said the GOT has not rejected the 
letter 

territory. Kennedy noted that the N-K Minsk negotiations were 
tackling this difficult set of issues and were at the best 

stage since the Key West process. Ambassador Mann is deeply 
involved in this effort and will be glad to brief Turkey on 
progress. 


More Positive Approach by NSC\'s Alpogan 


8. (C) In contrast to Akinci 

and accept the opportunity the exchange of 

letters presents. Alpogan told Kennedy he would recommend 
accepting Kocharian\'s proposal for an intergovernmental 
dialogue 


1arche to Cesar Gouveia, Acting Director of International Organizations at the Mozambican Ministry o 


{IL 10-11 1. This cable was drafted by the Net-Centric Diplomacy (NCD) team from the Department | 


S 1.4 (b) and (d) (C) On April 28, Charge delivered reftel talking points to Colm O\'Floinn, Deputy Pol 


‚al on April 28. A number of NGO\'s, including Catholic Relief Services, were assisting the new arriva 
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history 

expressed optimism that Turkey could work more easily with 

the GOAM than with the Armenian diaspora. Kennedy urged him 
to pursue this course and confirmed GOAM 

in moving ahead with Turkey rather than having its national 
security subordinated to the varying diaspora agenda. (Note: 
New U.S. Armenian Ambassador to the U.S. called on Kennedy 
prior to her visit to Ankara to underscore this point. If 

Armenia could secure a diplomatic breakthrough with Turkey it 
would shelve its genocide campaign 


9. (C) MFA U/S Tuygan told Kennedy it was important to 
prevent an Armenian genocide resolution in the U.S. 
Congress. Kennedy replied that the U.S. Administration 
opposes any such resolution as unhelpful to the ability of 
the two sides to focus on rapprochement now 

happened in the past. She urged Tuygan to seize the 
opportunity the letter exchange presents and focus on 
bilateral dialogue. She noted that rapprochement would 
also be a positive in Turkey\'s relations with the EU. Tuygan 
acknowledged the point and said Turkey\'s EU relations should 
not be clouded by extraneous issues like this. 


10. (C) Comment: Alpogan 

this issue (as well as Cyprus - septel) underscore the value 
of a high-level reception in Washington when he visits in 
June. End Comment. 


11. (U) DAS Kennedy cleared this cable. 
EDELMAN 
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banks" during the 2004 Ukrainian presidential election 
campaign 

campaign money has emerged. Mindaugas Kacerauskas 

the Lithuanian MFA\'s Belarus 

told us April 25 that he had assurances from the chairman of 
the board of the central bank that no cash transactions of 

that magnitude had passed through Lithuania\'s banking system. 
Oleksii Selin 

confirmed that the Ukrainian government has no evidence that 
Yanukovich\'s campaign laundered money through Lithuanian 
banks. He said the Interior Minister made his remarks in an 
unofficial internet chat exchange 

allegations do not reflect an official position. Selin noted 

that there have been transfers of large sums between branches 
of Vilniaus Bankas in Lithuania and Ukraine 

characterized as legitimate. 


No Investigation 


zarozzavs impressive background and experience in human rights legal work in Latin America. Larre 


„О. 12958: N/A TAGS: CJAN, KCRM, KJUS, SNAR, DR SUBJECT: DOMINICAN FUGITIVE WOUNI 
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3. Igoris Krzeskovskis 

Cooperation Department 

formal or informal request from Ukraine to investigate money 
laundering charges. In a statement to the press April 15 
said that FCIS would not conduct a pre-trial investigation 

due to a lack of supporting evidence. The State Security 
Department reported April 20 that seven Lithuanian citizens 
might have been the victims of document theft and forgery 
but it found no evidence that these individuals laundered 
money. 


4. The President of the Association of Lithuanian Banks 

called the Lithuanian banking sector V'secure and 

transparent 

\"baseless.\" The Law on the Prevention of Money Laundering 
(reftel) requires banks to report to the Financial Crimes 
Investigation Service (FCIS) any transaction exceeding 50 
LTL (approx. USD 19 

Lithuania 

revoke the license of any bank engaging in money laundering. 


5. Lithuania\'s strict money laundering law 

implementing the law 

and the Ukrainian Embassy\'s recognition that there isn\'t any 
smoke in this story 

that the allegations of illegal transactions are groundless. 


Mull 
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On Sunday 

Mahmoud Abbas as saying that a meeting between him and 
Sharon is needed to push the peace process forward. 

On Sunday 

saying that the army will consider launching an 

operation in the Gaza Strip if the security situation 


continues to deteriorate. 


Leading media (banner in HaVaretz) reported that on 


<UMARATUNGA Classified By: CHARGEY D\'AFFAIRES A.I. JAMES F. ENTWISTLE. REASON: 1.2 
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Sunday 

administrative detention order against Neria Ofan 
right-wing activist who resides in the West Bank 
settlement of Yitzhar. The media say that such orders 
are expected to be meted out to dozens of other right- 
wing activists before the disengagement move. 


On Sunday 

reported that despite the Fatah movement\'s technical 
victory in PA local elections held Thursday 

scored unprecedented victories and now controls at 
least 48 local authorities in the territories. 


Vice Premier Shimon Peres was quoted as saying in an 
interview with Jerusalem Post that he is still not 
convinced the disengagement plan will be carried out. 
Peres said he could envision a \"couple of things V 
blocking the moves 

destroy the homes in the settlements to be left behind. 
On Sunday 

not to modify the decision to destroy those houses. 


On Sunday 
leadership of the Katif Bloc (Gush Katif) settlers 
regarding the proposed relocation to Nitzanim. 


Leading media reported that the ministerial committee 
for legislation Sunday approved changes in the 
Citizenship Law that will allow dozens of mixed Israeli- 
Palestinian couples to continue or begin family 
unification procedures to acquire Israeli citizenship 

for the Palestinian partner. 


Leading media reported that hundreds of Israeli Muslims 
intend to visit the Al-Aqsa Mosque today following 
rumors that activists of the far-right group Revava 

intend to come to the Temple Mount. Israel Radio 
reported that around 200 Palestinians clashed with 
police in East Jerusalem this morning. 


HaVaretz reported that the third conference of 
Palestinians in Europe appealed to the international 
community on Sunday to recognize the right of return of 
Palestinian refugees. 


HaVaretz reported that on Sunday 

Education Committee denounced the cabinetVs decision to 
establish a university in the West Bank settlement of 

Ariel. 


Most media reported that in a petition to the High 


A/ARS/NPA. North Dakota, to visit the Czech Republic 5/20 - 6/02, 2005 to make a presentation on w 
ljana welcomes the visit of and grants Country Clearance to USEU Brussels Agricultural Minister-Cot 


IINISTRATOR WILLIAM GARVELINK ANE DEPUTY ASSISTANT ADMINISTRATOR MARK WARD I 
GR, SENV, XI, XY, UN, FAO SUBJECT: PESTICIDE OVERSTOCKS: FAO LETTER TO LOCUST CC 
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Court of Justice 

life sentence for spying for Israel 

that Israel recognize him as a Prisoner of Zion 

stating that his U.S. jailers cruelly torture him with 
sleep deprivation 

freezing cold water. [NB: The term \"Prisoner of Zion\" 
usually refers to someone whom the \"Law of Return V" 
entitles to immigrate to Israel and who was imprisoned 
because of his Zionist activity in a country where such 
activity is illegal.] 


All media reported that on Sunday 

Eliezer Goldberg submitted his annual report to the 
Knesset 

Yisrael Katz\'s appointments of senior Likud Party 
members to positions at his ministry. 


The media reported on V-E Day\'s 60th anniversary 
celebrations and President Bush\'s visit to Europe. 


During the weekend 

affair involving the wife 

Sephardi Chief Rabbi Shlomo Amar 

the alleged kidnapping and beating of a 17-year-old 
ultra-Orthodox youth romantically involved with Amar\'s 
18-year-old daughter. While many media are uncertain 
about whether charges will be pressed against the 
Rabbi 

police sources involved in the investigation as saying 
that they believe they have sufficient evidence to do 
so. 


All media (lead stories in Yediot and Maariv) reported 

on last night\'s victory of the basketball team Maccabi 
Tel Aviv over Spain\'s Tau Vitoria 

Euroleague\'s Final Four tournament for the second year 
in a row. 


Arab affairs commentator Danny Rubinstein wrote in 
HaVaretz: WBarring any change in Palestinian public 
opinion in the coming weeks 

from Gaza will leave control over the Strip in the 
hands of Hamas. 
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Senior Middle East affairs analyst Zvi BarVel wrote in 
HaVaretz: \"If he transfers control to the Palestinians 
he would need to explain 

why he is not continuing to implement his road map 

commitments." 


Conservative 

\"The only one who can avert disaster is Abbas 

that 

he needs to do is what the road map requires him to 
do.\" 


Veteran print and TV journalist Dan Margalit wrote in 
popular 

reading [the HaVaretz publisherVs] article as if 
maintaining the Jewish majority is at all important to 
him. It isn't even remotely so.\" 


Palestinian journalist Daoub Kuttab wrote in Jerusalem 
Post: America 

respect to the afflicted 

generosity to be abused in such a humiliating way.\" 


Block Quotes: 


|. V The Bitter Taste of the Hamas Victory" 


Arab affairs commentator Danny Rubinstein wrote in 
HaVaretz (May 9): \"Following the publication of the 
results of the second round of Palestinian municipal 
elections in Gaza 

barring any change in Palestinian public opinion in the 
coming weeks 

leave control over the Strip in the hands of Hamas... 
Officially 

Hamas position. It does not recognize the State of 
Israel and supports the continuation of the armed 
struggle... It is possible that sometime in the 

future 

almost certain that the heads of the religious- 

political movement won\'t do so without getting 
something in return -- recognition of their movement 
and readiness to accept them as negotiating partners. 
There does not seem to be any chance of that now -- and 
certainly not soon. Meanwhile 

a paved path 

from Israel as the fruits of victory. V 


II. “Тһе Pretext Behind VConfiscating Weapons VV" 


yf Foreign Affairs. Djama reported the Djiboutian government does have an observer at the Commur 


ırratane Refugee Camp in Nampula, northern Mozambique. The project will be carried out by World F 
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Senior Middle East affairs analyst Zvi BarVel wrote in 
HaVaretz (May 8): \"It is difficult to understand the 

new excuse Israel is presenting for postponing 
implementation of the road map. Ostensibly 

logical and reasonable issue 

in the terms of the road map: confiscation of illegal 
weapons and waging war against Vthe infrastructure of 
terror.V In fact 

functions well as a barrier that can be easily deployed 
again and again 

diplomatic progress.... The transfer of control is 

liable to be interpreted as proof that the Palestinians 
have indeed fulfilled the conditions stipulated in the 
road map and that it is now IsraelVs turn to freeze 
settlements 

begin discussing withdrawal from the West Bank. It is 
this stage that the government -- and the Prime 
Minister in particular -- fears so much. After all 

is the one who formulated the equation according to 
which the disengagement from Gaza would enable Israel 
to hold on to more of the West Bank. If he transfers 
control to the Palestinians 

especially to the Americans 

to implement his road map commitments. Therefore 

is preferable to wait 

expense of a few terror attacks 

collapse of the cease-fire or the fall of Abu Mazen -- 

as long as the road map remains a mute map. The tactic 
used for this end is to demand the confiscation of 
weapons. It is interesting that the Americans 

granted broad authority to the Iraqi government without 
precondition and who took such pride in the formation 
of an independent government in Afghanistan (which also 
did not succeed in confiscating weapons) have failed to 
see through this maneuver. V 


III. \"Abbas\'s Cubes" 


Conservative 

(May 8): \"This indiscriminate shelling of a peaceable 
civilian population cannot be tolerated in Sderot -- 

any more than it would anywhere else in the world. 
Abbas\'s truce was supposed to offer at least a respite 
from over four years of incessant killing and maiming. 
Many in the international community are convinced that 
the promised genuine calm now exists. Satisfied with 
Abbas\'s Vachievement 

his bit under his road map obligations 

ignore that he has said plainly he will not satisfy the 
road map requirement to dismantle the terror groups... 
Even the professed calm is fracturing.... The only one 


Child Health and Human Development, NIH, to travel to Prague, Czech Republic, May 6-10, 2005. P 
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who can avert disaster is Abbas 

hardly be said 

is what the road map requires him to do and what he 
consistently refrains from doing -- combat terrorists. 

He doesn't need Russian helicopters and armored cars 
nor American training and Egyptian advisers. He has 
repeatedly promised to ensure that only his security 
forces are armed 

impose his elected authority and implement his pledge 
to enforce law and order. He has the legitimacy and the 
wherewithal. What's evidently missing 

the will." 


IV. \"Deceit\" 


Veteran print and TV journalist Dan Margalit wrote in 
popular 

out of the bag. In his [May 6] article 

Want Peace 

HaVaretz 

circle of Jewish consensus.... One must not err when 
reading his article as if maintaining the Jewish 

majority is at all important to him. It isnt even 
remotely so. He proposes as a means of maintaining the 
Jewish majority that hundreds of thousands of Arabs be 
given Vresident status only and not VcitizenV status? 
That is pure deceit. Their children will be citizens 

from the moment they are born. A country that is 
incapable of meeting the demands of the second 
generation of illegal aliens will be unable to reject 

the demands for citizenship by the descendants of 
people who moved to it legally 

\residents.\\" 


V. \"America\'s Humiliating Gift\" 


Palestinian journalist Daoub Kuttab wrote in Jerusalem 
Post (May 9): \"The demand by the U.S. Congress to 
divert USD 50 million of President George W. Bush\'s USD 
200-million pledge of aid to the Palestinian Authority 

for Israeli checkpoints is something like requiring the 
Vatican to contribute air-conditioners to abortion 

clinics or divorce lawyers\' fees as part of its policy 

of easing the plight of Catholic women. The new motto 
ofthe US Agency for International Development (USAID) 
is very simple and direct: VFrom the American People.V 
Recent conditions tacked onto a planned U.S. grant from 
the American people is adding insult to Palestinian 
injury. Diverting to Israel millions from monies 

promised to the Palestinian Authority in order to 
reinforce Israeli checkposts deep inside Palestinian 
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territories is a multiple insult to Palestinians. Not 
only is it a reduction from the meager (in comparison 
to the billions given to Israel) grant to Palestinians; 
but to divert money earmarked for Palestinians to 
strengthen the Israeli armyYs occupation is a moral and 
political scandal.... If these U.S. congressional 
restrictions are enforced 

to the efforts of so many good people in America. If 
the gift from the American is coated with poison 

will be a terrible mark that will take a long time to 
heal. America 

respect to the afflicted 

generosity to be abused in such a humiliating way.\" 


Nationalist 

due respect to Bush 
dictatorships 
present stage 
elements." 


Block Quotes: 


\"Bush in Carter\'s Footsteps\" 


Nationalist 

\"U.S. President George Bush called over the weekend 
a speech he gave in Riga 

elections in Lebanon and Egypt.... Democratic elections 
in Lebanon and Egypt could lead these two countries 
into chaos. With all due respect to Bush 

states need dictatorships 

government 

the extremist elements. It was Jimmy Carter who 
pressured the Persian Shah to instate a more moderate 
and democratic way of life in Iran.... Khomeini 
[eventually] came to power and the clan of ayatollahs 

is now threatening the Western world with an atom bomb. 
If the sane world fears the regime in Iran 

finger should only be pointed in Jimmy Carter\'s 
direction.... Bush ... is endangering the Middle East 
which is sitting on a powder keg in any case. The 
criteria of Western morals are not applicable in the 
Islamic countries.... Mubarak is the lesser of the 


> for USGS scientists Gladys Cotter and Thomas Hermann to travel to Prague (05/08-15) to attend ar 
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evils 

successor 

present situation is preferable to real democratic 
elections that will end in the bullet of a gun or the 

bomb belt of a suicide bomber. America should already 
know from Iraq that insanity in the Middle East greatly 
outweighs the sanity 

to return to the region. V" 


KURTZER 
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for the second time on May 6. The Speaker referred the bill 
to an as-yet unconstituted Standing Committee for further 
review; the Committee will have six months from the date of 
its appointment in which to complete its review. Although 
the JHU is optimistic that the bill will pass by mid-June 
believe the SpeakerVs move could be a delaying tactic 
intended to keep the bill from ever seeing the legislative 
light of day. End summary. 


2. (U) The private member\'s bill presented by the Buddhist 
nationalist Jathika Hela Urumayu (JHU) to ban so-called 
VunethicalV conversions was read out in Parliament for the 
second time on May 6. Speaker W.J.M.Lokubandara 

the opposition United National Party (UNP) 

to an as-yet unconstituted Standing Committee 

of 35 government and opposition MPs 

accord with Supreme Court findings that key parts of the 
proposed legislation were unconstitutional (Ref C). The 
Committee will have six months from the date of its 
still-pending constitution to consider proposals for 
amendments to the bill 

before presenting its final recommendation. Any changes 
proposed to the bill by the Committee in addition to those 
recommended by the Supreme Court can then either be accepted 
or rejected by the JHU before the bill is brought for a third 
reading and final vote. If the bill is not amended in accord 
with Supreme Court recommendations 

two-thirds majority for passage. 


3. (SBU) The JHU seems confident that the Standing 
Committee will move expeditiously and the bill will 

pass--with one optimistic MP suggesting June 21 

Lankan Buddhists celebrate the conversion of the island\'s 
inhabitants to the majority religion almost 3 

as a possible date. Another JHU MP 

Thero 

Government to introduce its own draft legislation 

the way clear for the JHU bill to go forward. (Note: His 
assessment that the government will not proceed at this time 
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with its bill tracks with our understanding as well. The 
Secretary of the Buddha Sasana Ministry told POL FSN in late 


SIPDIS 

April that the Minister had instructed him to withhold 
gazetting the Government bill 

note.) 


4. (U) Catholic 

leaders staged a protest rally against proposed 
anti-conversion legislation in the predominantly Christian 
area of Chilaw in northwestern Sri Lanka on May 7. The 
two-hour rally was peaceful 

Superintendent of Police for the area 

or local politicians attended 

Christian Affairs Milroy Fernando 

The National Christian Evangelical Alliance of Sri Lanka 
estimated the crowd at 2 


5. (SBU) It has been ten months since the JHU presented its 
controversial bill for a first reading 

the Supreme Court found essential parts of it 

unconstitutional. Depending on how quickly the Speaker 
appoints members to the Standing Committee--and how quickly 
the Committee decides on revisions to the bill--it could be 
many months more before the JHU\'s proposed legislation has 
its third reading. We think this extended time frame would 
suit most members of the two largest parties 

seems to be little enthusiasm for the bill 

the exception of the JHU 

that passage--and even discussion--of such a bill would be 
inimical to religious tolerance and could incite greater 
communal discord. In his April 20 discussion with Assistant 
Secretary for South Asian Affairs Christina Rocca 


SIPDIS 

Leader Ranil Wickremesinghe said that his United National 
Party is opposed to the legislation and had tried to stop the 
JHU bill in committee (Ref B). The Speakers foot-dragging 
in appointing MPs to the Standing Committee may be intended 
to do just that by drawing out the proceedings for as long as 
possible. We are pleased by the GovernmentVs apparent 
decision to hold off on pushing its own version of 
anti-conversion legislation forward 

press our view that any such legislation could undermine 
religious freedom in Sri Lanka. 

ENTWISTLE 
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Dialogue (TABD)\" which effectively articulated business 
priorities for US-EU regulatory cooperation in the 1990s. 


incovigh. The MFA had already issued a statement on the formation of the Iraq Transitional Governrr 


vered the START treaty itemized cost lists for the period 1 January to 31 March 2005 to 1LT R. Zakirc 


potential insecurity, has succeeded in obtaining headquarters concurrence for a Security Officer here 
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Under this model 

sides of the border to work together to come up with a 
consolidated list of high-priority standards barriers and 
other regulatory issues 

addressing certain regulatory barriers is a \"win\" for one 
side or the other rather than broadly beneficial to both 
economies. Some Canadian stakeholders 

Manufacturers and Exporters Association and the Canadian 
Council of Chief Executives 

their U.S. counterparts (ref Ottawa 1315) 

suggests that this process is uneven across industries and 
could benefit from a push by the two governments. 


Sectoral Collaboration to Facilitate Business 


4. Some SPP suggestions include reference to building on the 
North American Steel Trade Committee (NASTC) as a forum to 
address common issues on a North American basis. We support 
the SPP proposals to expand this model to other sectors 
including autos 

help resolve some of the issues that currently lead to 

dumping and subsidy cases as well as address regulatory 

issues. 


Strengthen North America\'s energy markets 

5. We continue to have reservations about including certain 
issues in the area of energy. Although there has been a 
recommendation that 

greater production of the Canadian oil sands 

an advantage in government involvement in this area. Some of 
the world\'s best energy companies have invested and continue 
to invest heavily in achieving these goals 

doing so under relatively free market conditions without 
barriers to the transfer of technology and while complying 
with Canadian environmental requirements. Inclusion as an 
SPP goal seems to imply that this situation is inadequate 
whereas in fact the situation currently is a model of private 
industry achievement. For the same reason 

stated goal that SPP should enhance oil production from 
mature fields by encouraging oil and natural gas technology 
partnership is unnecessary 

oil prices are driving private firms to make even further 
refinements in these already sophisticated techniques. Also 
in the energy section 

inclusion of a goal to increase electric power distribution 
and transmission system efficiency and reliability is already 
a high-level issue (it was a core concern of the National 
Energy Policy Report of May 2001) 


dundation to the Spanish Foreign Ministry\'s chief of staff for Russian and Eastern European Affairs, ^ 
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years all of our interlocutors have repeatedly stressed that 
a key obstacle to progress has been the need to await 
anticipated U.S. federal energy legislation. The goal of 
increasing electric power distribution and transmission 
system efficiency and reliability is an important one; 
however 

which is intended to focus on solutions that do not require 
legislation. 


Improve the safety and efficiency of North America\'s 
transportation system 


6. Certainly the most consistent message we hear from our 
industry contacts is that 

infrastructure is the major bottleneck. Thus building new 
border infrastructure is critical 

private sector players is crucial; but this involvement must 
include not only private infrastructure owners (e.g. 
Ambassador Bridge) but also the private sector users of 
border infrastructure who might be inclined or induced to 
invest their own funds into specific border infrastructure 

such as FAST approach lanes (such a private sector-funded 
approach lane has been built on the Mexican-United States 
border). (Comment: Industry analysts have explained 
however 

be problematic when it creates monopoly-like situations and 
complicates expansion. Careful agreements between private 
and public stakeholders would be critical to take full 
advantage of private-public partnerships. End comment.) In 
addition 

given a higher profile as a means to expand cross-border 
capacity. For example 

significant extra capacity for cross-border movement of goods 
at much less cost than building new bridges and highways. In 
addition 

shrift as a legitimate alternative that could alleviate 

border congestion 

consider how to bring together CBP 

(including MARAD) 

input from the private sector. Such a grouping could identify 
obstacles to investment and activity in this sector (whether 
legislative 

necessary to consider the Great Lakes separately from 
coastwise trade as a distinct area of operations with 
potentially unique problems. Canada and Mexico could also do 
a similar internal assessment: the analysis would feed into a 
trilateral short sea shipping working group. This effort 

builds on the existing trilateral MOU (August 2003) on 
short-sea shipping to have each of the three partners 

identify obstacles to more effective use of marine 
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transportation and undertake an effort to remove these 
obstacles. 


Efficient provision of financial services throughout North 
America 


7. The already-effective trilateral financial services 
coordination is being folded into the SPP umbrella. Public 
outreach is underway. 


Efficient Movement of Goods 


8. The existing NAFTA Working Group on Rules of Origin is 
making good progress on reducing rules of origin costs on 
goods traded between our countries. No new group is needed 
to address this item 

experience and an already-strong mandate. 


Efficient Movement of People 


9. Unfortunately 

Initiative (WHTI) has not been conducive to progress in this 
area. Canadians in general feel that the WHTI 

require passports for all people entering into the United 
States 

free travel across the border. While waiting for a final 
decision on the WHTI 

interlocutors to explain the security implications of the 

WHTI and to solicit comment on various options that would 
both ensure security and encourage efficient movement of 
people. Although the efficiency benefits of having a single 
document for border officials to check (such as passport) are 
obvious 

border do not have a passport. Moreover 

inform us that the Canadian passport system is unwieldy: a 
Canadian passport is good for only 5 years 

CND 

alternative secure document is chosen under WHTI 

be more convenient and valid for a longer period of time. 
Canadian industry interlocutors have suggested that the ideal 
identification would not be a bulky and expensive passport 
but instead some form of expanded NEXUS card system. 
Expanding FAST and NEXUS would benefit frequent border 
crossers as well as occasional travelers. Online NEXUS 
applications would be helpful for people who live far from 
the border. 
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Joint Stewardship of our Environment 


10. Cross-border environmental disputes such as Devils Lake 
and Teck Cominco\'s pollution of the Upper Columbia River have 
been among the most difficult and intractable issues between 
Canada and the United States in recent years. While the 
International Joint Commission (IJC) remains a respected 
institution and credible arbiter in both countries 

to some disputes have been unwilling for various reasons to 
refer disputes to the IJC for study and recommendations. 
While it is undoubtedly useful to maintain some flexibility 

in how to deal with particularly sensitive disputes 

believe both countries would benefit from a more structured 
bilateral forum or mechanism for raising such issues 
determining the facts and establishing an appropriate venue 
and method for resolution. Rather than continue to deal with 
these cross border disputes on an ad hoc basis 

explore with the Canadians the creation of a means that would 
provide not a certainty of outcome 

that disputes would be dealt with in a timely 

and scientific manner 

several possible outcomes. The Boundary Waters Treaty is 
almost 100 years old and may well need an overhaul to make it 
more relevant in the current policy and political 

environment. This would not be a short-term deliverable and 
may raise concerns among those who are frustrated by lack of 
progress in the above issues 

to better manage our bilateral relations over the longer term. 


11. In the same vein 

both countries of contingency funds for IJC references would 
make the IJC a more attractive option for resolution of 
disputes 

about how to pay for references on priority issues. 


12. Air Quality: The United States and Canada have been very 
successful in efforts to improve air quality. Reductions in 

SOx and NOx have been particularly important in that effort. 
Based on the last bilateral air quality meeting 

the time is right to move ahead rapidly on an annex for the 
reduction of particulate matter. 


13. Water Quality: The Great Lakes Water Quality Agreement is 
arguably the most important agreement we have on water 
quality. It covers the world\'s largest bodies of fresh 

water. Both the United States and Canada have had problems 
getting adequate funding for the agreement review that is 
supposed to be conducted this year. There should be a strong 
push to fund and conduct the review and provide for 

aggressive measures to address water quality problems in the 


gator, Office of Regulatory Affairs, FDA, HHS, to travel to Valencia, May 20-27, to conduct a devise ir 


ith Mario Sandoval, MFA\'s Director of Multilateral Affairs, to urge Paraguay to send a strong delegatic 
AMERICA SUBJECT: REQUEST FOR PRESIDENTIAL ADVOCACY ON GE PROPULSION OFFER 
re, Department of Foreign Affairs First Secretary for EU Common Policies and the OECD (with respo 


e statement in para 2. 2. (U) Begin informal translation of MFA Statement: The Ministry of Foreign A 


ssy welcomes and grants country clearance to FAA Flight Inspection personnel Mitchael Meenan, Pik 
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Great Lakes. 


14. Invasive Species: There has been good progress on 
invasive species cooperation with Canada. Bilateral meetings 
have improved communication between U.S. and Canadian 
officials and given them a better understanding of the 
mechanisms available in each country to address invasive 
species problems. While there are many areas in which 
further progress could be made 

on addressing the introduction of invasive species in the 
Great Lakes and coastal waters through ballast water. 

Neither country was satisfied with the standards on ballast 
water adopted by the International Maritime Organization\'s 
(IMO) agreement. The United States and Canada should move 
quickly to begin talks on establishing VregionalV ballast 

water standards that better reflect our concerns. 


15. Biodiversity: Canada has proposed the reactivation of the 
International Porcupine Caribou Board 

goverment has been pushing for several months. Their 
interest in this body is no doubt the result of their 

well-known objections to U.S. drilling for oil and gas in the 
Arctic National Wildlife Refuge. Consideration of this 

proposal should be coordinated with the energy working group. 


16. Oceans: The United States and Canada have both proposed 
goals related to Global Earth Observations. We heartily 
endorse this issue for priority attention 

its connection to climate change issues and the potential for 
improving weather forecasting. 


Create a Safer and More Reliable Food Supply while 
Facilitating Agricultural Trade 


17. We believe that the objective of pursuing enhanced food 
safety and dealing with foodborne 

hazards are presently addressed to some degree between the 
partner governments utilizing various fora established in 
treaties 

international standard setting bodies. Key to meeting 
timeframes established for the multiple objectives is a 

strong buy-in by targeted federal/state/provincial agencies 

to meet objectives. The groundwork for many of the 
objectives has already been laid 

government leaders to provide the leadership and resources to 
accomplish the task. 


Protect Our People from Disease 


OLLOWING NAMES AND INFORMATION IN CLASS IN ACCORDANCE WITH VIPER ΡΗΟΟΕΡΙ 
“ATE 30016 Classified By: Economic Counselor Kathleen Reddy for Reasons 1.4 (b), ( d), and (h) (€ 


ormation. Please protect accordingly. 1. (U) Summary: The natural resources wealth of the Democrz 
jrazilian state of Amazonas have been investigating the disappearance of 8,000 bottles of Glucantine 
Itrep SUBJECT: WB/G SITREP: 28 PALESTINIANS, INCLUDING AN ARAB-ISRAELI MK, INJURED 
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18. We are strongly supportive of the entire agenda laid out 
for the Health Working Group; indeed 

regulatory requirements for pharmaceuticals is a promising 
area to achieve significant economic benefits for North 
America 

peoples is laudatory. With respect to enhancing public 

health cross-border coordination we point out that it will be 
essential to determine if the current Canada-United States 
agreement on Comprehensive Civil Emergency Planning and 
Management" needs any amendment or annexes to facilitate 
cross-border coordination on public health emergencies. It 
must be noted also that provincial and state and even local 
public health authorities have significant 

principal 

crises. The objectives should explicitly recognize that 
provincial and state stakeholders must be engaged as well as 
federal players. 


Visit Canada\'s Classified Web Site at 
http://www .state.sgov.gov/p/wha/ottawa 
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press all turned out in force to the Party\'s massive 

if under-utilized 

hilltop. Delegates 

wanted to have a good time. Virtually everybody wore 
an emerald green shirt and a bright yellow cap 

stood ready to wave miniature CCM flags and shout 
party slogans on command 

traditional music. The vote to amend the CCM party 
constitution provided an interesting contrast to the 
vote for the nominee. The whole Congress adopted 
noisy acclaim and with nary a dissenting voice 

series of amendments that further increased the NECVs 
power in the party and in the government itself. 


6. (U) While there are no reliable national opinion 
polls 

Kikwete is popular with the man in the street. 
Charismatic and personable 

during his 1995 candidacy for the presidency. In that 
contest Kikwete had also been one of the three 
finalists 


TELESUR SAGA: CHAVISTA CNN, ΤΗΕ MANAGERYS CUBAN CONNECTION, ΤΗΕ AL JAZEERA I 
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other candidate in the first round of voting. In the 

end 

Mkapa 

the years 

expressed disappointment with that outcome and hope 
that Kikwete would eventually prevail. 


7. (C) For now 

leadership 

elects TanzaniaVs President. The three finalistsV 
speeches before the Congress revealed an electoral 
campaign directed exclusively to the 1 

represent the top party organs. The speeches 
contained almost no appeals to the wider national 
electorate: no promises of a chicken in every pot 
few sentimental references to the Tanzanian family 
and very little reference to policy at all 

generalized commitment to eradicate poverty. Each 
finalist emphasized his personal qualifications 
keeping with the guidelines for selecting presidential 
candidates that the party had established earlier in 
the electoral cycle. The finalists all emphasized 

their educational achievements 

service in the government and the party (making little 
distinction between the two) 

maintaining the Union between mainland Tanganyika and 
Zanzibar. 


8. (SBU) National Unity was a theme common to all 
speakers who addressed the Party Congress 

the three finalists 

who mimicked the mannerisms and the aphorisms of the 
late President Nyerere. The speakers all portrayed 

the CCM as the guardian of national unity 

Tanzania from the dissolution of the union with 
Zanzibar 

regionalism or ideological dissention. Several called 
for the CCM to stand firm against any growth of the 
opposition 

threatened Tanzania\'s enviable peace and stability. 

In this 

Congress probably do not differ much from those of the 
average mainland Tanzanian. 


(IPR, ETRD, EINV, DR SUBJECT: DOMINICAN REPUBLIC SHUTS DOWN TELEVISION STATION 
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9. (C) Kikwete\'s nomination reflected the unspoken 
recognition that the CCM could not lose this election 
to any of Tanzania\'s struggling opposition parties 

but the CCM could be defeated someday by an internal 
schism. As the nomination process worked its way 
through the party mechanism 

the CCM would make every effort to safeguard party 
unity in 2005 

over the long term. Speaking in his capacity as CCM 
Party Chairman 

Velectable 

candidate disappointed the people 

the opposition. Mkapa also urged the CCM to build 
support among Tanzania\'s young people. Kikwete is 
believed to have his strongest base of support among 
the party's youth wing 

this exhortation as a signal that Mkapa was throwing 
his support to Kikwete\'s candidacy 

opposed it before. All of the CCM\'s losing candidates 
conceded to Kikwete 


10. (C) It appears that most CCM party luminaries 
decided that 

Kikwete was simply too strong to pass over or ignore. 
Because of his base of fervent supporters in the party 
and in the public 

leaders with the capacity to mount a plausible 

electoral campaign outside of the party structure. 

The CCM opted against disappointing Kikwete again in 
2005 

CCM and take his supporters with him. 


11. (C) Troublesome little Zanzibar is the one big 
exception to the rule of CCM predominance. Zanzibar 
is semi-autonomous 

House of Representatives. If the October elections on 
Zanzibar are free and fair 

likely to elect the opposition CUF party to head their 
government. In the Congress 

implied that opposition gains threatened Tanzania\'s 
peace 

itself. 


12. (C) Behind the scenes 
NEC and the Central Committee apparently went all out 
to shore up the CCM\'s faltering presence on Zanzibar. 


elines on ban of lighters on flights to, from and within the U.S. to the Director General of Civil Aviation 
1 (SBU) PolOff demarched MFA Deputy Director of International Organizations and Commissions Nu 
izzo was named Minister of Agriculture on April 29. President Palacio has yet to name Ministers of Li 


55Ү MUSCAT EAC - 04/27/2005 REF: A. MUSCAT 0683 В. MUSCAT 0662 C. MUSCAT 064€ 


n the Bangladeshi Embassy (ref A,B), the GOK established a hotline that foreign laborers can use to 
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Just two days before the Party Congress convened 
intense pressure from these officials persuaded 
Mohamed Gharib Bilal to relinquish his candidacy for 
the Zanzibari Presidency. Consequently 

Congress never voted on its candidate for the Zanzibar 
Presidency 

had to face an embarrassing challenge from within his 
own party. Zanzibaris in the CCM were presumably 
disappointed by the nominee to the National 
presidency. They might have expected the party would 
nominate one of their own 

Salim Salim. In nominating mainlander Kikwete 
however 

alternating Zanzibaris with mainlanders in the top 
office. Outside observers can only speculate about 
what else the CCM inner circle might have promised to 
the party's hard-pressed Zanzibar contingent. The 
most burning question is one that has occupied Western 
diplomats and opposition CUF politicians for months: 
would the CCM again turn a blind eye if its Zanzibar 
contingent thought it needed to cheat to win elections 
in the Isles? 


13. (C) Of the many foreign guests at the CCM Party 
Congress 

various national \"sister\" parties. Some of these 
represented the Communist Parties of single party 
states; many others represented former sole parties 
that still dominate the emerging multiparty system in 
their countries. The Chinese and Cuban Communist 
Parties sent representatives; so did South AfricaVs 
ANC 

CongoYs PPRD. The unchallenged queen of the gathering 
was Zimbabwean Ambassador Chipo Zindoga 
ZANU-PF. Recognized from the podium and escorted 
conspicuously by her South African counterpart 

was clearly well-known and popular with the CCM rank 
and file at the Congress. 

14. (C) A group of Western diplomats attending the 
Congress recalled that Dar es Salaam had once been a 
haven for revolutionaries from throughout southern 
Africa. Political leaders from Tanzania 

Mozambique 

ideological affinity; many of them also have a 

personal relationship that dates to the Dar es Salaam 
of the 1970s and 1980s. Some of the diplomats 
commented on the sobering implications of this 


4 (b) (c) and (d). 1. (U) This is an action request; see para 6. 2. (SBU) Based on the recommend 
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regional solidarity 

countries. They considered Tanzania\'s recent and very 
public support of Zimbabwe to be a signal that the 
region\'s sister parties intend to close ranks in 

defense of an \"African\" version of democracy 

overlook any undemocratic techniques these sister 
parties might use to perpetuate their power. 


15. (C) Comment: The CCMVs week-long nomination 
extravaganza begs the question: just how democratic 
is Tanzania? Clearly 

than it was in 1970s 

Nyerere consolidated single party rule and a state- 
directed economy. The 1992 introduction of a multi- 
party system opened a space for political competition. 
Democratic institutions such as the National Electoral 
Commission have built their technical expertise and 
gained experience in conducting elections. The public 
has had time to get used to the idea that 

political competition is natural 

doesnt lead inevitably to tribal conflict and 

instability 

Zanzibar won\'t necessarily break up the Tanzania 
Union. Someday 

opposition party will emerge on the mainland 

CCM will split 

a real electoral choice. In the meantime 

Tanzanians have the chance to develop the political 
maturity and the strong democratic institutions that 
may enable them to complete their transition to 
democracy peacefully. For now 

has chosen its candidate 

election is all over with except for the voting. End 
Comment. 


16. (U) Please see Embassy Dar es SalaamVs SIPRNet 
site for a complete update and background on the 
Tanzanian elections. 
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asserted that he was still young 

would return to the Presidency \"if thats what the people 
want.V Duarte has publicly gone back and forth on this issue 
over the last several months. Presidential re-election would 
require Constitutional reform 

it would back only if the ANR agreed to provisions that would 
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allow Paraguayans residing abroad to vote in national 
elections 

process for selecting judges and prosecutors. The ANR 
initially balked at the opposition\'s demands 

Duarte signaled that he might be willing to meet them. 


Paraguay signs Open Skies agreement with Chile 


Paraguay signed with the U.S. on May 2 (ref B) 

signed a similar agreement with Chile on May 4. Agreements 
with Uruguay and Panama are also in the works. (Comment: 
These agreements are a welcome sign that Paraguay is shifting 
to a more open economy 

traditional Mercosur trading partners and more willing to 

reach out to others. End Comment.) 

IMF/IDB expert departs following death threats 


7. (U) Ives Soler 

Paraguayan Customs reform project sponsored by the IMF and 
IDB reportedly received a death threat on April 27. Soler 
subsequently returned to France 

until appropriate personal security measures can be put in 
place for him. Finance Minister Dionisio Borda opined that 

the threat came from someone with V'powerful interests V" 
affected by the intended reforms 

investigating the incident. 


ILO to conclude successful anti-exploitation project 

8. (U) The International Labor Organization (ILO) announced 
this week that it will close its office in Ciudad del Este 

(CDE) in August. Since 2001 

conducted a successful campaign to combat child sexual and 
commercial exploitation in the tri-border area. It has 
performed research 

raised awareness 

exploited children among police 

teachers 

and inconsistencies in the laws of the three countries that 
straddle the tri-border 

(Note: On May 13 

conducting in CDE 

several proposals intended to facilitate continued 

tri-lateral cooperation in this area. End Note.) 


Debernardi kidnappers sentenced to 18 years in prison 

9. (U) At the conclusion of a one-month public trial 

defendants in the case of the 2001 kidnapping of Maria Edith 
Bordon de Debernardi were convicted and sentenced to 18 years 


ir of the Bangladesh Bank, the central bank of Bangladesh. Dr. Salehuddin was previously the mana: 
! 2, Bangladeshi journalist Showaib Chowdhury called us to confirm that he had been released on bai 
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in prison. Carmen Villalba 

members of the same leftist party 

believed to be responsible for the more recent kidnapping and 
murder of former President Raul CubasY daughter 

Cubas. Four other suspects in the Debernardi case remain at 
large 

who were granted refugee status in Brazil after they were 
allegedly tortured by police in Paraguay. 


INL-funded drug dog nets 32 kilos of marijuana in CDE 

10. (U) On April 28 

(SENAD) canine unit detected 32 kilograms of marijuana during 
a routine check of a Sao Paulo-bound bus near the Friendship 
Bridge connecting Ciudad del Este to Foz do Iguacu 

The bus originated from Asuncion. Kilo 

dogs 

bag belonging to two young men from Caaguazu 

SENAD agents arrested the individuals and placed them in a 
local jail until their trial date is set. 

KEANE 
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HIGHLIGHTS OPPOSITIONVS DISCONTENT 


REF: A. MANAMA 501 
B. MANAMA 471 


Classified By: DCM Susan L. Ziadeh for reasons 1.4 (b) and (d). 


1. (C) Four opposition political societies 

the constitutional conference general secretariat 

a May 6 demonstration with the theme V'Constitutional Reforms 
First." The estimated 5 

peaceful 

have expressed publicly and privately that they are using 
demonstrations to increase pressure on the GOB in hopes of 
gaining concessions on constitutional or elections reform. 

The societies represented by the general secretariat 
boycotted the 2002 parliamentary elections and have vowed to 
boycott the 2006 elections unless they are granted a dialogue 
with the King or his representative on amending the 
constitution. End Summary. 


V Constitutional Reforms First" 
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2. (SBU) An alliance of four opposition political societies 
represented by the constitutional conference general 
secretariat 


SIPDIS 

constitutional reforms. An estimated 5 

attended the rally. Before launching the event 

gave strict instructions to participants to cooperate fully 
with police and refrain from using any signs or slogans that 
did not represent either Bahrain or the rally\'s theme 
\"Constitutional Reforms First" Participants were peaceful 
and speakers did not engage in aggressive or hostile 
rhetoric. Patriotic songs played in the background and 
Bahraini flags were handed out. Traffic officials and police 
kept a low profile. 


3. (SBU) The event is a follow-on to the March 25 rally 
organized by leading ShiVa opposition society Al Wifag (Refs 
A and B). The societies represented by the general 
secretariat -- Al Wifaq 


SIPDIS 

Democratic Action Society 

boycotted the 2002 parliamentary elections and have vowed to 
boycott the 2006 elections unless they are granted a dialogue 
with the King or his representative on amending the 
constitution. 


4. (SBU) Despite earlier indications to the contrary 

press announced that Ministry of Interior officials gave the 
organizers permission to hold the demonstration and pledged 
to provide support in regulating traffic. Following the 

rally 

the press that demonstrations are an ineffective way of 
addressing constitutional reform. She noted that only 
parliament can change the constitution and encouraged the 
opposition to participate in the electoral process. 


5. (SBU) AI Wifaq President Sheikh Ali Salman responded 
publicly May 7 saying that if parliamentarians really had the 
power to make constitutional changes 

in the past three years. The head of the general 
secretariat 


SIPDIS 


ugees. To date, Post has received only two proposals, for firewood harvesting and for soil erosion c 
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oppositionists had no choice but to hold demonstrations as 
the GOB refuses to engage in dialogue with them. Prominent 
Sunni cleric Sheikh Salah Al Jowder 

councilman in a Sunni-concentrated area 

and said that all political groups in Bahrain want 

constitutional reform. 


6. (C) Al Wifaq board member Nizar Al Qari told PolOff that 
the four opposition societies had already decided that they 
would participate in the 2006 parliamentary elections. 
However 

order to announce their decision publicly. (Comment: This is 
so they can justify having boycotted the political system 
since 2002. End comment.) In holding a series of 
demonstrations 

that the King will be forced to intervene and engage 
seriously with the opposition. 


7. (C) Mansour Al Jamry (protect) 

independent daily newspaper Al Wasat 

a lunch in honor of visiting Council on Foreign Relations 
President Richard Haass 

Issa Qassem had sent a message through Al Jamry offering to 
meet with the King to discuss the constitutional issue 

the King had not responded. Al Jamry said that 

all the Shi'a political demands are negotiable; they just 

want the opportunity to discuss the issues with the King. 

The types of concessions they are looking for include the 
redistricting of electoral boundaries 

appointed Shura CouncilVs authority 

amendments. (Note: The MEPI-funded National Democratic 
Institute has held several conferences and seminars recently 
on these issues. End Note.) 


8. (C) The opposition is organizing demonstrations to 
pressure the GOB so it can create a face-saving way of 
getting into the political game. Working outside of the 
system 

housing 

Several of the prominent oppositionists are realizing this 
and some are privately expressing interest in getting into 
the parliament 

they would like it to be. The GOB\'s decision to allow the 
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May 6 demonstration may point to the governmentVs recognition 
that actions perceived as restricting freedoms backfire and 
bring additional pressure onto the government. Given that 
parliamentary elections are still 18 months away 

still plenty of time to resolve these matters. But pressure 

is building 

for a resolution to come sooner rather than later. 
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in forming this company is to offer another option for telcom 
users and customers 

all telecom services...The initiative constitutes the first 

step in the liberalization of the sector" Officials within 

the UAEG had previously indicated their intention to 
deregulate the telecommunications sector 

announcement a widely anticipated move. 


3. (SBU) As reported reftel 

government officials had told us they expected that the 

second UAE-wide licensed telecommunications company would be 
TECOM. TECOM 

Media City 

free zones 

Talking to PolEconoff on May 9 

General Manager of TECOM 

taken him by surprise. According to Faraidooni 
telecommunications company referred to by TRA was not TECOM 
but apparently a new company to be based in Abu Dhabi. 
Faraidooni was unsure about this new company 

TRA would be coming out with some \"clarifications\" over the 
next week or two. 


4. (C) Dubai Silicon Oasis director Dr. Eesa Al-Bastaki 

asked whether he thought TECOM would be the second company 
told CG Dubai May 8 that he doubted it very seriously 

TECOM was \"not yet ready to play a national role." When the 
CG pointed out that TECOM would almost certainly be more 
ready than a hypothetical 

even been formed yet 

that perhaps that was the point (i.e. that announcing 

then later forming 

way of postponing real competition in the telecom sector.) 
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prospective hydrogen economy. 


-Turkey\'s National Boron Research Institute was established 


tional Economic Organizations Division April 29 that, later the same day, USTR would announce the r 


n the April 29-30 Iraq neighborsY meeting (full text in para. 2). We will provide MFA\'s readout of the 
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in 2004 and is dedicated to the goals of supporting R&D 
activities to develop new technologies and applications for 

use of boron products and seeking to increase the consumption 
of boron products in Turkey and the world. In collaboration 

with the Turkish Atomic Energy Agency 

Natural Resources and Energy (MENR) 

state boron mining company) 

first National Workshop on boron April 28-29. The workshop 
aimed to facilitate cooperation on research and policies to 
speed up deriving economic value from boron mineral resources 
(by both increasing consumption and carrying out higher value 
production in Turkey). MENR Minister Guler said 

much more to do with boron. Our objective is to use our 
underground resources for the economy." 


3. Comment: Although not rich in hydrocarbons 

rich in some minerals 

best-seller Metal Storm\" depicts the anti-American fantasy 
of the seizure of Turkey\'s boron reserves by the U.S. 
military. Stressing that U.S. interest was not of this 

nature 

discussed possibilities for commercial and research 
cooperation on boron applications. Istanbul will host the 
International Hydrogen Energy Congress and Exhibition July 
13-15 

potential role. Turkey\'s International Center of Hydrogen 
Energy Technologies and Boron Institute will be show-cased. 
(Note: Turkish press reports indicate that California 
Governor Arnold Schwarzeneger will attend the July hydrogen 
conference.) 

EDELMAN 
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MFA who believed both the arms sale and the Zapatero 
government\'s entire approach to Venezuela were serious 
mistakes. Nevertheless 

Rodriguez said it made sense to begin focusing on details 
related to the transfer. He thanked poloff for the demarche 
and said he would relay the USG points to the MOD and other 
participants in SpainVs interagency team that will oversee 

the weapons sale. 


2. (C) Rodriguez said that internal discussions had been 
underway for some time on possible USG objections to elements 
of the sale to Venezuela. It was his understanding that the 
aircraft in question (CN-235 and CN-295) would be sold to 
Venezuela in their most basic configuration and the GOS 
calculated that the USG would be unlikely to object to that 
transfer. However 

regarding the four coastal patrol boats and the four 
Vocean-going patrol boats. Though the GOS has not made a 
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final determination regarding the configuration of the eight 
vessels 

more likely that there will be components which the USG would 
not like to see transferred to Venezuela. Rodriguez said he 
would provide the Embassy any GOS feedback regarding reftel 
points and assured poloff of SpainVs desire to avoid any 
miscommunication on the weapons transfer to Venezuela. 
MANZANARES 
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MFA who believed both the arms sale and the Zapatero 
governments entire approach to Venezuela were serious 
mistakes. Nevertheless 

Rodriguez said it made sense to begin focusing on details 
related to the transfer. He thanked poloff for the demarche 
and said he would relay the USG points to the MOD and other 
participants in SpainVs interagency team that will oversee 

the weapons sale. 


2. (C) Rodriguez said that internal discussions had been 
underway for some time on possible USG objections to elements 
of the sale to Venezuela. It was his understanding that the 
aircraft in question (CN-235 and CN-295) would be sold to 
Venezuela in their most basic configuration and the GOS 
calculated that the USG would be unlikely to object to that 
transfer. However 

regarding the four coastal patrol boats and the four 
Vocean-going patrol boats." Though the GOS has not made а 
final determination regarding the configuration of the eight 
vessels 

more likely that there will be components which the USG would 
not like to see transferred to Venezuela. Rodriguez said he 
would provide the Embassy any GOS feedback regarding reftel 
points and assured poloff of SpainVs desire to avoid any 
miscommunication on the weapons transfer to Venezuela. 
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MFA who believed both the arms sale and the Zapatero 
governments entire approach to Venezuela were serious 
mistakes. Nevertheless 

Rodriguez said it made sense to begin focusing on details 
related to the transfer. He thanked poloff for the demarche 
and said he would relay the USG points to the MOD and other 
participants in SpainVs interagency team that will oversee 

the weapons sale. 


2. (C) Rodriguez said that internal discussions had been 
underway for some time on possible USG objections to elements 
of the sale to Venezuela. It was his understanding that the 
aircraft in question (CN-235 and CN-295) would be sold to 
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Venezuela in their most basic configuration and the GOS 
calculated that the USG would be unlikely to object to that 
transfer. However 

regarding the four coastal patrol boats and the four 
Vocean-going patrol boats. Though the GOS has not made a 
final determination regarding the configuration of the eight 
vessels 

more likely that there will be components which the USG would 
not like to see transferred to Venezuela. Rodriguez said he 
would provide the Embassy any GOS feedback regarding reftel 
points and assured poloff of SpainVs desire to avoid any 
miscommunication on the weapons transfer to Venezuela. 
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military and civilian components utilize separate command 
structures. Under this model 

be supervised by the Spanish Ambassador in Kabul 

occupy separate quarters from the military and would receive 
tasking from the Spanish version of USAID (Agencia Espanola 
de Cooperacion Internacional). Morales said that Spain was 
also considering the \"British model" 

and civilian components report to the same commander 

that he believed Spain would opt for the German model. 


2.(C) Morales said that this demarche was the first time that 
he had heard of the idea of centralized reporting in regard 

to civilian PRT activities and that the GOS would need time 

to consider it. He further said that the Spanish government 
would \"of course\" share information collected by its civilian 
PRT members with NATO 

through Madrid. Finally 

government would consider the proposal that regular reporting 
by civilian PRT members be submitted to NATOVs Senior 
Civilian Representative. 


COMMENT 

3.(C) Decisions about the composition and activities of the 
civilian component of the Spanish PRT are primarily being 
made by Spanish aid agency 

Internacional. Given public skepticism towards Spanish 
military deployments in general 

its mission projects an NGO/humanitarian appearance. As a 
result 

separation of the military and civilian components of the 
PRT. Spanish officials may view direct reporting about the 
activities of the civilian component to NATO as the first 
steps toward direct NATO control over civilians. Several 
times during the meeting 

information sharing would be done via Madrid 

indicating this concern. It is likely that Spain will agree 
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to regular reporting on civilian PRT activities 

likely that reporting will be done via the central government 
in Madrid 

MANZANARES 
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the President of all Djiboutian men and women without 
distinction of their ethnic or regional membership and 
without consideration for their political affiliation.\" 


3. (U) In his lengthy inaugural speech 

following salient points: He reiterated his allegiance to the 
values of democracy and reaffirmed his commitment to 
consolidate peace 

thanked the Djiboutian voters for their support and for 

showing V'responsible and praiseworthy behavior" by not ceding 
to the temptation of \"irreparable\" acts. Guelleh also called 

to the patriotic sense of all Djiboutians to combine our 

actions and efforts so as to engage our country in the path 

of prosperity and modernity.\" He also reaffirmed DjiboutiVs 
commitment to further promote a dynamic cooperation based on 
complimentary resources and underlined the countryVs 
unalterable faith in the necessary integration of DjiboutiVs 

fragile economy in the face of various uncertainties and 
challenges of globalization. 


4. (U) Guelleh stated \"Djibouti\'s aim for a global 
development means the promotion of our country in all social 
economic 

development so that all Djiboutians could benefit from the 
fruits of progress." Citing the country\'s Integrated 
Framework Development Strategy as crucial to the 
reinforcement of infrastructure 

integration of all the regions in the development process 

will enable the country to close the gap in socio-economic 
infrastructures between urban and rural areas. Guelleh said a 
priority is the inclusion of youth and women in the process 

to make the most of their potential and allow women to \"fully 
enjoy their rights and consider themselves an active 
component of our society. V" 


5. (U) In order to achieve its economic goals 

it was necessary to have cooperation between the private 
sector and the public sector. He said V'it is up to all the 
socio-economic partners and above all the State 

authorities 

organizations to assume their responsibilities." He also 
called on the public services to facilitate the needs of 

social and economic actors in order to allow them to create 
investment and employment as well as develop the social and 
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economic infrastructure. Guelleh placed regulation and 
development of infrastructure in poor areas as priorities for 
the state. 


6. (U) Guelleh stated the Djiboutian people would be able to 
clearly see the benefits of the administrationYs objectives 
over the next six years through the improvement of their 
lives and gain benefit from necessary assistance 
foundations for a balanced society 

productive structures through the promotion of their national 
wealth 

training adapted to the needs of the local economy while 
preserving their local cultural heritage 

African and Arab-Islamic values. Guelleh also cited the 
reduction of social disparities through national and regional 
long-term planning 

and protecting and preserving the environment as necessary 
actions. Priorities among national plans were strengthening 
Djibouti\'s position as a hub for business and financial 
services 

Services through trade incentives 

services and the Free Zone. Development of the 
Djibouti-Ethiopia railway 

Durban 

of Djibouti\'s exploitation and export of its salt resources 
were also cited as goals for the next six years. 


7. (U) Guelleh noted cooperation within international 
organizations such as IGAD 

League 

as an important tool to achieve to Djibouti\'s hope for 
regional stability 

order to achieve this 

effort on behalf of regional solidarity between neighboring 
countries and reinforcement of inter-arab states dialogue. V 


8. (C) Comment: Guelleh\'s speech is a verbal outline of his 
agenda for the next six years 

importance on social and economic development. The importance 
placed on getting the development done right has also been 
seen in the rumors regarding who will be in Guelleh\'s new 
cabinet. Talk around town has been indicating that there will 
be a significant shake-up in the Ministries. In the past week 
or two 

of the key ministerial positions with either technocrats or 
professionals rather than politicians. As Guelleh is 

currently traveling to Brazil 

announcements of new cabinet Ministers are not expected to 
begin until his return in two weeks. End Comment. 
RAGSDALE 
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the draft document received from Tirana. The Ministry of 
Public Order is still working on one new paragraph on 
cooperation between police forces. The MFA is pressuring the 
MPO to finalize the draft so it can be returned to Tirana for 
their review. (NOTE: Only after both sides agree on the text 
can the text be sent to Parliament for approval. END NOTE.) 


-- Molyviatis agreed to request more complete data on number 
of traffickers in prison and length of sentences from the 
Ministries of Justice and Public Order. 


-- Molyviatis agreed to support nation-wide 

awareness campaigns to educate the general public of the 
trafficking problems and inform victims and potential victims 
of their rights. 


-- Molyviatis explained that 

screening mechanism was the most problematic. The Justice 
Minister had been advised that the screening mechanism would 
abrogate the States powers by turning over to NGOs 
responsibility for victim identification. Ambassador 

clarified that the involvement of NGOs would not replace the 
frontline security responsibilities of the Greek police. 

NGOs 

authorities as the civilian face of the state -- reassuring 
victims of their status and arranging for any required care. 
Molyviatis agreed to call Papaligouras today to explain that 

it was important to agree on a mechanism to institutionalize 
the role of NGOs in this process. 


4. (U) BEGIN TEXT MFA DOCUMENT: 
Informal Note 


Subject: Meeting of Interministerial Committee on Human 
Trafficking (May 5th) 


The Committee which met on the 5th of May decided inter alia: 


A new Draft Agreement on Children-Trafficking is to be sent 
to the Albanian side in the next weeks. A new Greek law 
necessary for the agreement 

temporary Guardian entrusted with escorting children to their 
country of origin 

the Ministry of Justice. 


Available data on arrests 
to convictions 
these 


TER: AUSTRIAN RESPONSE REF: STATE 72189 This message is sensitive but unclassified. 1. (. 


d (d) 1. (C) In meeting with Foreign Secretary Alberto Romulo on May 2, Ambassador urged the GF 
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three months of 2005 
convicted. 


Already existing cooperation with Non-governmental 
organizations will be strengthened 
of public awareness 


A systematic campaign to inform public opinion on the problem 
of trafficking will be launched by the General Secretariat 

for Gender Equality with the presence of members of the 
Interministerial Committee and the NGOs 

complement the ongoing information circulated through the 
media. One of the aims of the campaign will be to encourage 
victims to refer to the authorities of relevant NGO 


END TEXT. 
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find out that the budgetary implications of a CHR meeting in 
Geneva would exceed USD 265 


2. When Gonzales de Linares was asked if he agreed with all 

of our points 

reform issues in New York under ECOSOC because the CHR had 
previous opportunities to address this issue in April 

necessarily because the CHR has no independent mandate to 
discuss its own reform. The GOS believes that the CHR has 
such a mandate because of precedents set in 1994 with 

previous Working Groups. 

MANZANARES 
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IRAQ 


REF: PARIS 479 
Classified By: A/DCM JOSIAH ROSENBLATT 


1. (S) Summary: Islamic/international terrorism 
investigating judge Jean-Francois Ricard (strictly protect) 
told Poloffs May 6 that his sections open-ended 
investigation into potential Vjihadists to Iraq' has become 
their current priority. With two networks already 
discovered 

is a growing problem not unique to France 

affect other EU countries. Ricard also discussed the 
ex-Guantanamo (GTMO) detainees (with the news that one 
detainee may be released) 

\"white paper" on terrorism 

rivalries within the French government. End summary. 
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2. (S) French press reported the arrests April 24 and 25 of 
six people in the Paris and Marseilles areas suspected of 
involvement in the recruitment and sending of potential 
jihadists to Iraq. This is the second network uncovered in 
France since an inquiry by the terrorism investigating judges 
into Vjihadists to Iraq\" first began in September 2004. In 
comparison to the first network (reftel) 

the suspects recently arrested had significant 

ties to Islamist circles. One of them 

in the past recruited European Muslims to fight in 
Afghanistan. Ricard said he believed that France 

in general 

to form networks to fight jihad in Iraq. As an example 
Ricard said that GOF investigations into this most recent 
network revealed that the suspects had significant ties to 
other Islamists in England. The open-ended \"jihadists to 
Ігаа\" investigation is now the priority 

on the premise that those going to Iraq not only endanger 
Coalition forces and Iraqi stability 

Europe 


3. (S) When asked about the status of the six ex-GTMO 
detainees currently in pre-trial detention 

office was considering the release and dropping of charges 
against Imad Kanouni 

detainees transferred to French custody. Ricard said Kanouni 
had never undergone military training in Afghanistan 
though active in extremist religious circles 

evidence linking him to terrorism planning. The continued 
detention of Kanouni could damage GOF cases against the 
others 

significantly upon its reputation within the French justice 
system 

judges the benefit of the doubt. (As an example 

that the proof against recently convicted Djamel Beghal and 
his accomplices 

would not normally be sufficient to convict them 

believed his office was successful because of their 
reputation.) If they proceeded to trial with the information 
they currently possessed on Kanouni 

the judges had been holding Kanouni without sufficient 
evidence. Therefore 
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Jean-Louis Bruguiere are in favor of his release. Although 

he cautioned that a formal decision had not yet been made 
Ricard said that Kanouni may be released V'before the summer." 
Turning to the eventual trial of the ex-GTMO detainees 

Ricard said he was in favor of trying them separately to 

avoid the spectacle of multiple defense attorneys arrayed 

against one prosecutor. 


4. (C) Prime Minister Raffarin announced on May 3 the 
long-rumored commencement of a GOF \"white paper" on internal 
security and terrorism. Specifically 

paper will be to analyze and report on the type of terrorism 

France might face in 2020 and the governments potential 
responses. The report will be written by the General 

Secretariat for National Defense (SGDN) in conjunction with 


SIPDIS 

the Ministry of Interior 

Chirac in early 2006. The paper encompasses six areas 
of which are being led by different ministries and 
individuals. Pierre de Bousquet de Florian 

(France\'s internal security service) 

studying possible threats; Pierre Brochand 

(France\'s external intelligence service) 

terrorist threats to world stability; Jean-Michel Hubert 
vice-president of the general council on information 
technology within the Ministry of Finance 

on the use of technolgy by terrorists; Jean-Marie Huet 
director of Criminal Affairs within the Ministry of Justice 
will lead a group studying the role of the legal system in 
combatting terrorism; Stanislas Lefebvre de Laboulaye 
for Political Affairs-equivalent at the MFA 

international C/T cooperation; and Francois Heisbourg 
director of the Foundation for Strategic Research thinktank 
(an organization closely linked to the French government) 
will lead a group studying the involvement of citizens and 
public outreach to combat terrorism. Heisbourg already heads 
an effort by the GOF to put online a publicly accessible 
database on terrorism. When asked about the \"white book 
Ricard said he hoped it would result in the passage of 
stiffer penalties for V'terrorism conspiracy!" charges 
currently carries with it a maximum prison sentence of ten 
years. A contact in the Interior Ministry told Poloff May 4 
that the GOF hopes its white book will be taken up for 
discussion by the European Union 

many of its conclusions to the EUVs counter-terrorism 
approach. 


YN PROGRAM PLAN 2006 AND 2007 1. The conclusion of UNESCO s biannual Executive Board rr 
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5. (S) With the announcement in early April by Justice 
Minister Perben that additional magistrates will be assigned 
to counter-terrorism 

Prosecutor\'s office will likely grow from its current number 
of five investigating judges to seven within the next year. 

He said the investigating judges will also be given 

additional support staff. Recruiting the investigating 

judges has been difficult at first 

he and Bruguiere and the other veteran judges - Gilbert Thiel 
and Laurence le Vert - have a distinct 

work environment than is usually the case in the French 
judiciary. Ricard also commented on recent press articles on 
a renewed attempt by DNAT (the National Counter-Terrorism 
Division 

away from the DST that service\'s near-monopoly on Islamic 
terrorism investigations. Currently 

Corsican and Basque terrorism investigations. Ricard 
believed that the DST would continue its primary role 

that it also is in charge of international liaison 

such 

from other countries 

terrorism investigations. 


6. (U) Minimize considered. 
WOLFF 
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incentives for the King to continue making progress to 
reverse the royal takeover of power. 


3. (C) Acknowledging the political risk to the GOI in light 

of the KingVs public statements in Jakarta mischaracterizing 

a potential Indian resumption of arms supplies 

that Ambassador Mukherjee had been sent back to Kathmandu on 
May 7 and instructed to inform the King of the resumption of 

these specific items and nothing more. His message would be 
V'You took some steps 

The GOI does NOT/NOT plan to make any public announcement of 
its decision 

issue of military assistance to Nepal arises during May 11-12 
Parliamentary debate on the PM\'s and FM\'s discussions with 

the King in Jakarta. If the King again makes the wrong 

moves 


USG-GOI Coordination for Delivering Supplies 


ph 6. 2. (U) Summary: On April 28, DCM met with MFA Director General for Economic Affairs Chrys 


a Marathon session that lasted late into the night of May 2, the CCM party?s Central Committee sele 
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4. (C) PolCouns expressed appreciation for the advance 
notification of the GOI decision and noted that our DATTs in 
Kathmandu and New Delhi had conveyed to the Indian MoD the 
USG intention to provide some non-lethal items 

these were the supplies referred to by A/S Rocca in her last 
visit to New Delhi. Rae asked whether these supplies were 
being provided on a concessional basis or if they had been 
purchased commercially 

not know but would find out. 


5. (C) Observing that delivery of USG supplies would be 

subject to Indian overflight clearance 

we hoped we would have no problem receiving that clearance. 
Given that the USG and GOI were moving in tandem on the issue 
of non-lethal supplies 

difficulty 

after the request to receive clearance. 


When Will the RNA Need Ammo? 


6. (C) PolCouns remarked that we have been hearing more 
reports about RNA shortages of ammunition for M-16 and INSAS 
rifles 

discussions to determine where the V'tipping point" is for the 
RNA in its need for supplies. Admitting that the GOI had 

also heard similar reports 

clarifying how dire the RNAVs needs are 

necessary to prevent Nepal from reaching the point where the 
Maoists could threaten a military victory. Additionally 

urged avoiding any situation that gives a public perception 
that the Maoists are gaining the upper hand 

to \"anarchy.\" 


7. (U) Rae added that he had called in the UK DCM 
immediately after our meeting 
message. 


Comment 


8. (C) The GOI decision to resume the delivery of non-lethal 
equipment in the pipeline in parallel with a similar USG 

decision will help reinforce the public perception that 
Washington and New Delhi are moving in lock-step in response 
to the PalaceVs actions and the military situation in Nepal. 
However 

from the Left parties and national security hawks 

harshly criticized the suggestions after the Jakarta summit 
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that the GOI was ready to resume some military supplies to 
the RNA even without full restoration of democracy. 
BLAKE 
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Developments"). 


-- Catch-up item: Injury: UNRWA reported that shrapnel 
injured one Palestinian May 6 

towards the Israeli town of Sderot fell short and landed on 
his house east of Bayt Hanoun. 


-- Mortars/Rockets: The IDF reported that Palestinians 
militants fired two mortar shells at Israeli settler and IDF 
targets in the Gaza Strip May 6-7. 


-- Mortars/Rockets: UNRWA reported that Palestinians 
militants fired a Qassam rocket towards the Israeli town of 
Sderot May 6 that fell short and injured one Palestinian 
addition to the two reported in the May 6 SitRep. 


-- Shootings: The IDF reported that Palestinian militants 
launched three shooting attacks overnight May 6-7. 


-- Explosions: UNRWA reported that the IDF safely detonated 
an IED May 7 near the barrier fence east of Bayt Hanoun. 


5. (SBU) ARRESTS: 

-- Israeli media reported that IDF soldiers arrested two 
Palestinians May 7 after the two attempted to cross illegally 
into Israel. 

6. (SBU) BORDER CROSSINGS: 

-- Route Four (Salahadeen Road) 

artery 

Junction. 

-- Erez Crossing was closed May 6-8. 

-- The Erez Industrial Zone was closed May 6-8. 

-- Sufa Crossing was closed for Palestinian laborers May 7-9 
but was open for the import of aggregates used in 
construction May 8-9. 


-- Karni Terminal was open May 7-9. 


-- Rafah Terminal was open for arrivals and departures May 
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6-9. 


-- Tel al-Sultan checkpoint was closed May 7-9. Toufah 
checkpoint was open for residents of al-Mowassi 
males aged 16-30. 


7. (SBU) POLITICAL DEVELOPMENTS: 


-- UNRWA reported that clashes between Fatah and Hamas 
members broke out in various locations in the Gaza Strip May 
6-9 

five Gaza municipalities May 5. Unofficial results 

proclaimed Hamas the winner of a majority of council seats in 
al-Burayj 

10 

victory there. Several hours later 

took to the streets in Rafah 

supporters. UNRWA reported that six Palestinians were 
injured 

number of injured at 10 in Rafah. A similar scene played out 
in al-Burayj where a reported 15 

met in the streets by 8 

reportedly canceled its celebratory marches in Jabaliya to 
avoid further clashes 


-- Fatah supporters held a demonstration of some 4 
in al-Burayj May 7 
elections there. 
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You can also access this site through the State DepartmentVs 
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nuclear weapon state.\" He noted the U.S. approach to 
\"isolate\" Iran. Kuwait\'s approach 

position 

Al-Jarallah further explained that the GCC\'s shared interests 
with Iran focused on trade -- he described the annual volume 
of trade between Iran and Dubai as $1 billion -- and 

security. He said GCC relations with Iran have historically 
been negative 

GCC-Iran dialog that would hopefully lead to better relations 
and regional security. Despite KuwaitVs decision to reach 
out to Iran 

described the relationship as a \"headache.\" 


80382 Classified By: Acting Charge d\'Affairs, Josiah Rosenblatt, for Reasons 1.4 (b) and (d). 1. (C) 


isory for parts of Colombia (faxed to WHA/AND). The paper asserted that the travel advisory does πι 


D, EINV, PE SUBJECT: CAN PERU IMPROVE COMPETITION IN TELECOMS INDUSTRY? Ref: Lir 


ar in Benin reached 9,874 as of 10 p.m. on Мау 2, an increase of 799 іп one day. Observers are brac 
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3. (C) Commenting on Iranian elections 

reports that Khatemi supporters were promoting extremists 
with the notion that should they assume power 

combined with Iran\'s precarious regional and international 
situation and domestic security concerns 

damage the extremists. 


4. (C) See ref A for an assessment that the Iran-Kuwait gas 
deal is unlikely to proceed quickly. 
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Visit Embassy Kuwait\'s Classified Website: 
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thought it unlikely that the time available would permit any 
re-hash of prior-year work programs. However 

that it was difficult to restrain discussion in experts\' 

groups (Wwe can\'t put them in a strait-jacket\") and that 
keeping the meeting on track would require agile work by the 
chair. 


2. (SBU) Auer agreed that any discussion of the 2006 RevCon 
agenda should wait until December 2005 at the earliest. She 
noted that there was little variance between European and 
U.S. threat assessments. The EU position that some sort of 
verification instruments were needed in the area of 

biological weapons was well-known 

that the U.S. would demonstrate \"some flexibility\" in order 

for the 2006 RevCon to achieve progress. 

Brown 


2. (SBU) The new Berlusconi Cabinet 

Ciampi April 23 

replaced (Ref A). The key change affecting economic policy 
may be the return of ousted Finance Minister Giulio Tremonti 
as Deputy Prime Minister. In the first days of the newly 
formed Government 

including a ham-handed suggestion to raise revenue by 
leasing government-owned beachfront property in the 


1chief called on Finance Secretary Zakir Ahmad Khan to discuss the inter-ministerial SIPDIS panel K 


42028 Embassy received letter granting vessel clearance from the New Zealand Ministry of Foreign 


RIGHTS VETTING FOR: 
RIGHTS VETTING FOR: 
RIGHTS VETTING FOR: 
RIGHTS VETTING FOR: 
RIGHTS VETTING FOR: 
RIGHTS VETTING FOR: 
RIGHTS VETTING FOR: 


PLT. OFF. THANAPORN THANUPANT REF: A. JUSMAG/THAI MEMO OF 
LTC NOPPOL POLPATIPICHARN REF: A. JUSMAG/THAI MEMO OF 27 / 
1LT. TIPPAWONG RODJANATHAM REF: A. JUSMAG/THAI MEMO OF 2t 
1LT. THAYAGIAT CHANARAT REF: A. JUSMAG/THAI MEMO OF 26 APRI 
МАЈ. WEERACHON SOMBOONSIN REF: A. JUSMAG/THAI MEMO OF 2 
1LT. SUPHANNIKA VIDHAYASARONYUDH REF: A. JUSMAG/THAI MEM: 
WG.CDR. ARUNEE DILOKNORANART REF: A. JUSMAG/THAI MEMO O 


Column 3 

underdeveloped south of Italy. (Comment: Retaining 
political support in the south is essential for Berlusconi 
to win in the next national elections. End Comment.) As 
Finance Minister 

measures 

deficit. His successor 

disparaged TremontiVs policies by declaring an end to 
creative public finance 

budget reform package of the last decade. The dynamic 
between Tremonti 

and Siniscalco 

Commission and the IMF (and 

coalition 

economic policy over the next year. 


OTHER NEW FACES...AND OLD FACES IN NEW PLACES 


3. (U) Berlusconi also replaced three new ministers with 
portfolios related to economic policy: Communications (Mario 
Landolfi) 

Health (Francesco Storace). Gianfranco MiccicheY was named 
to the new Ministry (without portfolio) of Development and 
Territorial Unity. MiccicheY will focus on strategies to 

help the south. See bios on these ministers in para. 17. 


CONFLICTING DOMESTIC/INTERNATIONAL DEMANDS 


4. (U) The Government faces conflicting demands 1) by voters 
(and some in the coalition) 

jobs/pay raises 

exports; and 2) by the European Commission and bond markets 
which seek fiscal discipline 

economic reform 

funding measures. The Government will be hard pressed to 
please either grouping 


CHALLENGING ECONOMIC ENVIRONMENT; TEXTILES SLUMP 


5. (U) GDP growth has been anemic over the last three years 
averaging just 0.6 percent annually. The Government has 
ratcheted down its 2005 growth forecast from 2.7 to a still- 
optimistic 1.2 percent. The manufacturing sector has had 
negative growth in six of the last eight quarters. Italian 
exports have become less competitive 

productivity increases have not kept up with wage growth. 
The textile industry 

base of Deputy PM Tremonti 

nearly 50 


IMBO 1971 1. Per request ref B, Post is pleased to submit the following proposals for funding. Sinc 
ICKNOR FOR REASONS 1.5 D AND E. 1. (C) SUMMARY: Ref Coord, PRM/A Program Assistant, : 
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dozen employees each and exporting well over half their 
goods. 


JUGGLING BUDGET DEFICITS... 


6. (U) On April 29 

deficit forecast from 2.9 to 3.5 percent of GDP 

in line with earlier estimates by the IMF and European 
Commission. The Government also indicated that it would 
lower its stock of debt from 105.8 percent of GDP (end-2004) 
to 105.3 percent (end-2005). Both figures are in excess of 
the EU\'s ceilings of three percent of GDP (deficit) and 60 
percent of GDP (debt). The Government will seek to convince 
the EU that the weak economy justifies exceeding the deficit 
ceiling 

mend. 


...AND DEBT 


7. (U) Italy has been bringing down its stock of debt 

thanks largely to low interest rates and privatizations. 
However 

and with interest rates rising 

to continue shrinking its debt. Until 1999 

government debt was held mostly by Italians. However 
trend has shifted since the introduction of the euro 

most Italian foreign debt is now held outside of Italy. 
Foreign bondholders will be watching closely for signs that 
the newly revamped EU Stability and Growth Pact will result 
in even greater divergence in fiscal policy among eurozone 
economies. If so 

into a higher risk premium on its sovereign debt. Standard 
and Poors has already downgraded Italian sovereign debt in 
July 2004. 


COMPETITIVENESS PACKAGE TOPS ECONOMIC AGENDA. 


8. (U) The Senate passed the first part of the GovernmentVs 
competitiveness package May 4 

Chamber of Deputies for expected quick consideration. The 
decree law includes provisions on corporate incentives 
public works funding 

pension funds; and creates a new entity to promote foreign 
direct investment in Italy. On the revenue side 

package also increases alcohol consumption taxes 
purchasing knockoff goods 

hiring off the books. The second part of the 
competitiveness package is under consideration in the 


29 April announcing that the Slovenian and Iraqi PermReps to the UN had exchanged notes establis 
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Chamber of Deputies as standard 

Professional associations killed a provision that would have 
diminished their control over who can work in their 
occupation. Lack of open access to enter many professions 
causes distortions in the Italian labor market. In March 
junior coalition partner the Northern League threatened to 
oppose the package if it did not address economic impact of 
Chinese textile exports. At the EU-level 

has sought help combating counterfeit goods and remediation 
for alleged textile dumping from China (Ref B). 


\"IRAP\" BUMPS TAX CUTS OFF THE AGENDA. 


9. (U) The European Court of Justice (ECJ) Advocate General 
issued an opinion March 17 that Italy\'s regional tax on 
productive activities (IRAP) 

conflicts with EU legislation because the tax is too similar 

to the VAT. The ECJ will soon issue its ruling. If the ECJ 
rules that IRAP must be eliminated or changed 

almost certainly include a phase-out period to keep from 
inducing a public sector funding crisis in Italy. 

Abolishing IRAP would slash 33 billion euro in GOI revenue. 


10. (U) Finance Minister Siniscalco declared 

Government has always considered IRAP inefficient and poorly 
conceived...Now the Government must replace it as soon as 
possible...to make firms competitive and in line with the EU 
Stability and Growth Pact.\" As the Government considers 
alternatives to replace IRAP revenue 

opportunity to craft a tax alternative that will minimize 
market distortions on employers 

property owners. Confindustria 

industrialists 

recently pushed for elimination of any charge on 
labor/payroll in the taxes that replaces IRAP. 


11. (U) Despite ltalyVs fiscal woes 

his mantra of income tax cuts right up to the CoalitionVs 
lopsided defeat in the early April regional elections. Post- 
election analysis showed that tax cuts did not resonate with 
many voters 

sustainable into the future 

meaningful long-term value. Voters also realized that tax 
cuts would be accompanied by offsetting fees and service 
charges 

pockets. Finally 

reform to make government spending more efficient and to 
reduce waste and redundancy in the bureaucracy -- changes 
that would have addressed key factors in Italy\'s economic 
stagnation and helped to stimulate the economy. Since 


Sensitive but Unclassified -- Please protect accordingly. 1. (SBU) In accordance with ref A, Embass 
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forming the new Government 
future income tax cuts. 


PROGRESS ON MARKET OVERSIGHT REFORM MAY SLOW. 


12. (U) After the collapse of Parmalat in late 2003 

Finance Minister Tremonti proposed sweeping market oversight 
reform legislation. Subsequently 

into separate bills 

2005 

second tranche of the reform has passed the Chamber of 
Deputies and is under Committee review in the Senate (Ref 
C). However 

the bill 

for reconsideration. Competing legislative demands to 
prepare the 2006 budget and pass voter-popular measures 
will likely delay progress on oversight reform. If the 
Parliament does not pass the reform before dissolving for 
the 2006 elections 

square one; and the next Government will need to submit a 
new bill for consideration. 


13. (SBU) The version passed by the Deputies would create 
tough oversight on conflict of interest between banks and 
companies and requires banks to provide potential retail 
investors with a prospectus for bonds that the banks sell. 
Consob 

powers in the supervision of auditing firms 

financial police (Guardia di Finanza) would work more 
closely with Consob. The bill would make mega-fraud a new 
category of crime (fraud affecting more than 289 

investors or holdings greater than USD 7.5 billion). The 

bill also puts limits on the credit that banks can extend to 
major shareholders (75 percent of the value of the shares 
the investor owns) and requires that company boards include 
an outside member who represents minority shareholders. 


THE SOUTH...AND OTHER MEASURES ON THE HORIZON 
14. (SBU) The Government will be looking for low/no-cost 
actions attractive to disaffected voters 

Mezzogiorno South. One of the first of these 

raise revenue and increase tourism in the south by leasing 
Government beachfront property 

poorly presented. (Comment: The presentation was 
reminiscent of the lack of consultation that contributed to 
TremontiVs resignation last year (Ref D). End Comment.) 
Rather than garner support in the south 

viewed by many in the target region as a sign that the 
Government was out of touch with the south and unwilling to 
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take on core issues 


15. (U) Separately 

increase in 2005 

federal budget deficit by as much as 0.2 percent of GDP. 
Also 

has discussed submitting to the Parliament earlier than 

usual the DPEF 2006-2009 (four-year budget plan) and 2006 
budget. (Comment: DPEF is usually presented in July and the 
budget 

would give the Government an opportunity to demonstrate to 
the Commission that the excessive 2005 deficit was an 
anomaly. 


COMMENT 


16. (SBU) In 2001 

minded 

years 

of implementing the systemic reform Italy s economy badly 
needs. He will be even less likely to focus on reform over 
the next yeaQ especially the unpopular measures needed to 
rein in government spending and reduce bureaucracy. Despite 
Finance Minister Siniscalco\'s abhorrence of one-off 
measures 

to cut both the deficit and the debt. Whichever side wins 
the next national elections will still be confronted with 

the tough challenge of getting Italy\'s economy back on 
track. End Comment. 


17. (U) BIOGRAPHIES OF NEW KEY MINISTERS 


Tremonti previously served as Finance Minister from June 11 
2001-July 3 

coalition infighting. Tremonti is a tax law professor and a 
practicing attorney. Tremonti has more than twenty years of 
service teaching and cooperating with Governments of both 
the left and the right. In 1992 

then-Italian Socialist Party (PSI) Prime Minister Giuliano 
Amato. Tremonti stayed in that position through 1994 with 
Amato\'s successor and current Italian President Carlo 
Azeglio Ciampi. During that time 

committee to streamline Italy\'s tax system. 


In 1994 
under the centrist ticket \"Patto Segni.\" He was appointed 


anvironment, science, technology and health (ESTH) regional hub in Muscat. Although the Gulf coun 
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Finance Minister for the Government headed by Forza ltaliaWs 
(FI) Silvio Berlusconi in 1994 and was not only a key 
economic adviser to the PM 

advisers 

Italy and speaks English well. 


Claudio Scajola 
Activities 


In 1982 

Liguria); but in 1983 

of a local corruption scandal 

briefly but later fully acquitted. Scajola was re-elected 

Mayor of Imperia in 1990. He was elected to the Chamber of 
Deputies with Fl in 1996 

Scajola is one of BerlusconiVs closest advisers. He was 
instrumental in deciding who to include in -- and who to 
exclude from -- FIVs electoral ticket in the 2001 

parliamentary elections. 


In June 2001 

this capacity 

international and domestic terrorism and organized crime. 
In June 2002 

he was accused of offending the memory of Marco Biagi 
Labor Ministry adviser killed by the New Red Brigades. In 
November 2002 

the 2003 local elections 

brought Scajola back into the government as Minister for 
Enforcement of Government Program. Scajola speaks French 
but does not speak English. 


Francesco Storace 


Storace was one of the promoters and founders of the 
National Alliance (AN) party 

Gianfranco FiniVs closest advisers. Tension has emerged 
between the two leaders 

Parliament in 1994 

della LibertaV) 

Vice President of the Chamber of DeputiesV Oversight 
Committee on Radio and Television 

Joint Parliamentary Investigative Committee on the Mafia. 
As a journalist 

Storace was elected President of the central region of Lazio 
(Rome\'s region) in April 2000 

bid. He speaks very little English. 


Mario Landolfi 


1 1. (SBU) Following up on discussion at the most recent US-India Peacekeeping Joint Working Gro 
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Minister 


The former AN spokesman is a relative lightweight in the 
Cabinet. As AN spokesperson 
embassy contact. 


Gianfranco Micciche\' Forza Italia (FI) 
portfolio) of Development and Territorial Unity (new office) 


Until his recent appointment 

Minister 

of Southern Italy. Previously 

Regional Institute for Financing of the Industries of Sicily 
(IRFIS) for 11 years. He was the founder of Forza Italia in 
Sicily. MiccicheY is a close advisor to PM Berlusconi 
appointed him National Vice Coordinator of Forza Italia in 
2004. 

Sembler 
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rolling\" by providing recommendations at an upcoming GOS 
cabinet meeting 

long-term strategy. Kviecinska hoped that 

with the small NGO community working on the trafficking 
problem 

immigration officials in repatriation and assistance to 
identified victims. She said that she had been surprised to 
learn that the border police are already quite supportive of 
their NGO partners 

NGO representatives to participate and observe investigations 
in some instances. 


Future Cooperation 


6. (SBU) Kviecinska stressed that USG support in identifying 
conferences 

experience could be gained abroad both at the professional 
level as well as the Ministerial level would be greatly 
appreciated. Invitations for high-ranking officials to 

present SlovakiaVs activities and achievements in 
counter-trafficking would be extremely welcome. 


Comment 


hanim Al-Ghanim, Director of the MFA Legal Department, to discuss the status of the $78 million in fr 
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7. (SBU) During the meeting 

to the new National Coordinator as V'she 

the hat to her preferred candidate and apparent odds-on 
favorite for the job 

policeVs anti-trafficking unit. According to Kviecinska 
Babincova is pleased that the issue with which she has been 
So active is finally getting significant financial resources 

and high-level support. Kviecinska hopes that Babincova\'s 
elevation to the new position will give her the access needed 
to continue the governments newly-found momentum on this 
issue. 


8. (SBU) Not all of these ideas are new 

assessment included several recommendations from a 2002 
proposal Slovakia submitted to the United Nation\'s Office for 
Drugs and Crime Prevention. That proposal is still waiting 
for funding. Nonetheless 

the government is committed to moving forward with 
strengthening anti-trafficking activities with domestic funds 

in the absence of the promised international assistance. 
THAYER 
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countered that this would be a commercial dispute 
company should pursue through international dispute 
resolution mechanisms. 


7. (S) Tripepi also questioned the specificity of our 
information regarding Iranian domestic production. While 
conceding that Iran may well be producing \"generic\" fast 
boats 

being produced according to advanced FB Design 
specifications. Tripepi was skeptical that 

Design prototypes 

boats of the same quality as those produced in Italy 
especially given Iran\'s lack of easy access to the advanced 
construction materials used to fabricate such boats in Italy. 
Tripepi suggested that exchange of more detailed information 
through intelligence channels would enable the GOI to better 
evaluate whether there would be any value in another approach 
to FB Design. 


8. (S) In response to Ecmin 
Fraschini was supplying engines or services to Iran 
noted that the GOI had denied a license for the firm to 
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export eight \"amagnetic\" (presumably meaning non-magnetic) 
engines to Iran. Such engines 

characteristics that required a munitions 

dual-use 

Isotta Fraschini was still in contact with Iran regarding 

ongoing or future commercial transactions. 


9. (S) Comment: We interpret Tripepi\'s argumentation as an 
effort to draw some clear lines with respect to what the 
Italian government (or at least the MFA) will 

do regarding future cooperation on fast boats and related 
U.S. systemic concerns over Italy\'s export control regime. 
The GOI will: 1) continue to hold the line on blocking the 
last delivery of the last FB Design boat; 2) continue to 
carefully scrutinize license applications to Iranian 
end-users 

control lists (like the non-magnetic engines); 3) discuss 
broadening dual-use controls in multilateral fora. What the 
GOI will strongly resist is: 1) requests for unilateral 
changes to Italian export control laws and practices 

of a multilateral framework; 2) requests to block Italian 
export 

subject to multilateral controls; 3) requests to investigate 
Italian companies absent strong evidence of a violation of 
agreed multilateral export control regulations. 


10. (S) Comment (cont.): While perhaps presented more 
forcefully on this occasion 

consistent with MFA views throughout the course of our 
long-running disputes with Italy over fast boats. What 
progress we have made on the issue (blocking the last of 12 
boats) 

Productive Activities (to which we will next present our 
demarche) without apparent assistance from the Foreign 
Ministry. End Comment. 


SEMBLER 
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three contenders to replace Eric Edelman as the new US 
ambassador in Ankara: Former US Ambassador to Moscow 
Alexander Vershbow 

L. Wilson 

The report expects the new US ambassador to arrive in Turkey 
some time this fall. There are concerns that the 

appointment of a Jewish envoy to Ankara could subject the 
new ambassador to anti-Semitism in Turkey 
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report. Unidentified US sources in Washington told Sabah!" 
that if the post is not given to a Jew 

perceived as a victory for anti-Semitism. 


The Incirlik Decree: Saturday\'s \"Cumhuriyet\" publishes what 
it claims to be the ‘secret decree\' issued by the Turkish 
government to allow the United States to establish a 
logistical cargo hub at Incirlik Airbase. The decree no. 
2005/8712 

but not published in the Official Gazette 

and allied countriesY to use some military bases 

other facilities in Turkey for logistical purposes related 

to lraq 

equipment 

providing the US with new rights at Incirlik has led to 
speculation that the constitution has been violated 
according to \"Cumhuriyet.\" The government argues that 
parliamentary approval was not necessary 

authorization was granted in accordance with UN Security 
Council resolutions. Article 92 of the Constitution 
however 

forces in Turkey is permissible only if it is approved by 

the parliament 


DAS Kennedy Visits North Cyprus: Deputy Assistant Secretary 
of State Laura Kennedy told a press conference on Friday 
following her meeting Turkish Cypriot president Mehmet Ali 
Talat in Lefkosa that the Turkish Cypriots had openly 
displayed the will for a solution 

the UN Secretary General would continue his good will 
mission and resume negotiations. Kennedy said that the 
United States would continue to take steps to ease the 
international isolation of Turkish Cypriots and eliminate 

the economic inequality between the two sides of the island. 
Kennedy expressed the belief that this would speed up 
efforts for reunification. Talat said Kennedy came to 

Cyprus to see the actual situation and hear what the sides 
are thinking. Talat expressed belief that the United States 
would launch concrete initiatives as soon as possible. He 
added that UN Secretary General Kofi Annan is thinking of 
sending an envoy to the island. Talat urged the resumption 
of negotiations under the auspices of the United Nations. 
Kennedy later met "TRNC Prime Minister\' Ferdi Sabit Soyer. 


Erdogan to Join COE Summit in Warsaw: Prime Minister Tayyip 
Erdogan will attend the Council of Europe (COE) Heads of 

State and Government Summit in Warsaw on May 16-17. The 
summit is to discuss terrorism 

trafficking 

the free movement of people 

issues. Foreign Minister Abdullah Gul said Prime Minister 
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Erdogan may meet Armenian President Kocharian at the summit. 


ECHR to Decide on Ocalan Retrial: The Turkish Foreign 
Ministry (MFA) has advised the government to act quickly to 
enact the necessary law to allow a possible retrial of 
imprisoned PKK leader Abdullah Ocalan 

could harm Ankara\'s European Union bid 

reports. On May 12 

(ECHR) is expected to rule on a retrial of Ocalan. Justice 
Minister Cemil Cicek said that Ocalan can easily be retried 
if the ECHR rules that he should be 

media to treat the issue calmly and on the people to act 
with common sense. 


Greek Vessel Docks at Turkish Cypriot Port: A Greek cargo 
vessel 

(Famagusta) port in Turkish Cyprus to empty cargo it carried 
from Britain 

Greek daily \"Alithia.\" WAlithiaW said the incident was a 
blow to NicosiaVs efforts to block direct trade with 

"occupied zonesY in the north. `The problem that was 
expected to be caused by US or British ships has instead 
been caused by a Greek ship 

ship\'s captain said that he had been misguided into the 
northern Cypriot port. 


Iran Approves Mobile Phone Deal With Turkcell: Iran 
approved a $3 billion contract to operate the country\'s 
second private mobile phone license awarded last year to a 
consortium led by Turkey\'s GSM operator Turkcell 

report. The deal is the largest outside the oil and gas 
sector since Iran\'s 1979 Islamic revolution. The 
Telecommunication Company of Iran (TCI) reportedly said the 
deal will be signed between the Iranian government and the 
consortium next month after all legal procedures have been 
finalized. Turkcell had earlier said it would decide 

whether to continue with the deal once the final contract 
had been approved by the Iranian parliament. 


Rally Protests US Troop Presence in Incirlik Airbase: A 
group of university students and leftist parties rallied 

over the weekend in Turkey\'s southern province of Adana to 
protest against the US military presence in Turkey. The 
group called for the expulsion of US troops from Incirlik 
Airbase. Police took security measures around the US 
Consulate in Adana 
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37 percent of these children are from Turkey\'s eastern and 
southeastern provinces. 42 percent of the street children 
have had no education 

to the report. 


EDITORIAL OPINION: VE Day; UK Elections 


VPresident BushVs Self-Defined Mission 

Yasemin Congar wrote in the mainstream \"Milliyet\" (5/9): 
VPresident Bush's trip to Europe has given certain 
indications about his foreign policy priorities as well as 

the diplomatic style we can expect during his second term. 
During his first term 

against terrorism in the post-9/11 atmosphere 

issue as a main justification for toppling Saddam Hussein. 
In the second term 

of the struggle against terror. Both the war on and the 
administration\'s Iraq policy are combined with a mission to 
expand freedom. .. This priority can be seen in almost 
every foreign policy statement or remark by President Bush. 
He highlights that "freedom is the natural right of all 

people 

appeasement for the sake of stability.V . President Bush\'s 
recent speech in Riga contains both the essence of his self- 
defined mission for freedom and the US expectation from its 
allies on this issue.\" 


VHave We Taken The Lessons from World War 112\" 

Yasin Dogan wrote in the Islamist-opinion maker V'Yeni Safak\" 
(5/9): V'The anniversary of the end of WWII should remind us 
that this was one of the worst disasters of humanity 

that it resulted from an imperialist policy. The US used 
atomic bombs against Japan 

horrifying aspects of imperialism. . WWII also marked the 
end of fascism 

Italy into war machines. The primary actors in World War Il 
distorted the notion of civilization 

showed respect for humanistic concepts. . With the end of 
WWII 

United Nations and drawing up the International Declaration 
of Human Rights. Yet today 

this spirit. World politics is moving toward the formation 

of a world system based on the interests of superpowers. 
Despite the commemorations of the tragedy of WWII 

that little effort is being made to prevent such events from 
happening again.\" 


VElections in the United Kingdom" 

Yilmaz Oztuna commented in the conservative \"Turkiye\" (5/9): 
VBritain has always been considered as the center of 
democracy in the world. This is the first time in the 
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country\'s history that the Labor Party has won elections for 
the third time in a row under the same leader. Eight years 

of Labour rule has naturally caused some Britons to become 
weary of the current government. That should be considered 
as the main reason for the decreased number of Labour votes 
and seats in the House of Commons. The result shows that 
despite all the problems 

US in its initiative on the Broader Middle East and Northern 
Africa. The voters decided that the US project is also in 

the British national interest. This project can be seen as 

an effort to secure the energy resources of the 21st 

century. This is a first-come-first-served initiative that 

will benefit those who support it by improving the national 
industry and the prosperity of its people." 
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3. (SBU) In an effort to normalize relationships with local 
journalists 

editors from state and private media during which 

to press reports 

intend to repeal the restrictive Access to Information and 
Privacy Act (AIPPA) 

would consider supporting some amendments to the law. 
Jokonya further indicated that the Government would enforce 
the law less ruthlessly in the future and would also be more 
amenable to foreign reporters. 


4. (SBU) Despite Jokonya 

intimidation have continued. On 21 April 

two journalists from the independent Standard weekly 
newspaper for Wabusing journalistic privileges." The two 
journalists had reported that during the parliamentary 
election missing ballot boxes had been located at the home of 
a senior ZANU-PF official. While the GOZ does not dispute 
the content of the article - the accused official has 
appeared in court over the matter - it accused the two 
journalists of publishing the story with the intention of 
inciting public violence. 


5. The April 28th edition of The Daily Mirror ran an article 
implicating the Deputy Minister of Science and Technology 
Patrick Zhuwawo 

of a farm in Mashonaland West. The journalist who wrote the 
article reported in it that during his investigation he was 
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threatened by relatives of Zhuwawo 

Mugabe 

Mirror reported receiving death threats from another ZANU-PF 
insider 

Chief of Staff General Vitalis Zvinavashe 

story about Zvinavashe 

hijacking a vehicle. 


6. (C) The MIC has repeatedly delayed making a decision on 
the case of the Associated Newspapers of Zimbabwe (ANZ) 
publishers of the Daily News. After the MIC refused the 
ANZ 

Supreme Court set the MIC 

and ordered the ANZ to resubmit an application for 
registration 

application no later than 14 May. The MIC was originally 
scheduled to meet with the ANZ to discuss their application 
on 29 April 

minute 

meeting 

ANZ provide a market analysis 

statement 

told the Embassy that the requests were simply another 
stalling tactic by the MIC. 


7. (C) Continued arrests and intimidation dash hopes that 
Zimbabwe 

wake of the elections and Jokonya\'s modest outreach has done 
little to bolster the confidence of local journalists. That 
said 

controlled by ZANU-PF interests 

Standard and Independent 

stories that highlight government corruption and criticize 
the government 

decision on the Daily News is likely to be the best indicator 
of the Government 
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HUNGER STRIKE THREATENS HIS HEALTH 


REF: PAP 1116 


Classified By: Charge dW Affaires Douglas Griffiths 
(D). 


1. (C) Summary. The health of former Prime Minister Yvon 
Neptune continues to deteriorate as a result of his continued 
hunger strike waged in protest of his prolonged detention. 
Neptune resumed the hunger strike after being transferred 
from the UN Argentine hospital to an annex of the National 
Penitentiary in the Pacot neighborhood of the capital on the 
evening of April 21. The following day 

Minister was taken to St. Marc for questioning in his case 
as former Interior Minister Joclerme Privert had been 
questioned earlier that week (reftel). On April 28 

Neptune\'s health took a turn for the worse and UN and Haitian 
doctors determined that he needed to depart Haiti to seek 
medical attention in the Dominican Republic. Despite this 
proposed humanitarian solution 

international community and supported by the Interim 
Government of Haiti (IGOH) to resolve his situation 

refused to cooperate to save his own life. In the aftermath 
the IGOH has washed its hands of further intervention in the 
case 

the dysfunctional judicial system. Neptune appears to be 
persuing the path of martyrdom for the Lavalas cause. End 
Summary. 


Reluctant Trip to St. Marc 

2. (U) After being transferred from the UN Argentine 

hospital to a National Penitentiary annex on the evening of 
April 21 

hours of April 22 under heavy UN and police escort (Note: 
Neptune tried to resist the transfer to St. Marc and even bit 

a female prison guard who attempted to put handcuffs on him. 
End Note). Upon arrival in St. Marc 

judge Clunie Pierre Jules announced that she had not summoned 
Neptune and therefore she was not prepared to conduct the 
questioning at that time. Neptune returned to the prison 
annex in Port-au-Prince that afternoon without questioning. 


Letter From A Pacot Prison; Neptune\'s Health Declines 

3. (C) From his room at the prison annex in Pacot last week 
Neptune wrote a vitriolic letter detailing his account of the 
events and accusing the IGOH of trying to kill him. In the 
letter he vowed that he would maintain his hunger strike 
until he was freed unconditionally or that he would die with 
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dignity in prison. On the evening of April 28 

as though his words were coming to fruition as Neptune\'s 
health took a drastic turn for the worse. That evening 
director of the National Penitentiary called UN SRSG Valdes 
informed him of Neptune\'s declining health and requested that 
an Argentine military doctor examine him. The Argentine 
doctor went to the annex and determined that Neptune was 
reaching a critical stage and that he was in desperate need 
of fluids. Neptune was still lucid enough 

categorically refuse the doctors appeal for him to take 
fluids 


4. (C) On the evening of April 29 

asked the judge in St. Marc to name a commission of Haitian 
doctors to examine Neptune. Throughout the day 

the Ambassdor pressed Prime Minister Latortue to send the 
octors to examine Neptune immediately. Latortue blked and 
said that the judge in St. Marc had apprved the commission 
of doctors but that they had to wait for the car to arrive 

from St. Marc with the written authorization (Note: We later 
discovered that the judge had ignored the Argentine doctors 
original proposal and had simply ordered Neptune to be 
transferred immediately to the General Hospital 

death sentence given the atrocious conditions there. End 
Note). Latortue told The Ambassador and Valdes that he had 
no choice other than to follow the judge\'s order. Later that 
night 

and urged a quick resolution 

could no longer hide behind the judge when interests of the 
nation were at stake. Brunache agreed to order Neptune sent 
to the Canape Vert private hospital 

ultimately resisted. 


Humanitarian Gesture Refused 

5. (C) Over the weekend of April 30-May 1 

support 

to the Dominican Republic so that he could get the urgent 
medical attention he needed. The government had agreed to 
grant Neptune a provisional release on humanitarian grounds 
requiring that he remain at the disposition of the judicial 
system while seeking medical treatment. Originally Neptune 
agreed to the plan and was preparing to leave the country on 
May 1 but 

fast to his demand for unconditional release. Neptune 
reportedly objected to the implication that he would be going 
into exile. Neptune\'s wife told the DCM that he had been 
manipulated by both Lavalas partisans and the government. 


The Aftermath 
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6. (C) After the plan fell through 

Valdes that the plan\'s failure had been Va blessing in 
disguise\" asserting that the Lavalas partisans in Miami were 
poised to declare Neptune their presidential candidate had he 
been released and sent to the Dominican Republic (Note: We 
have no confirmation of this. End Note). Latortue also told 
Valdes that Fanmi Lavalas had planned to demonstrate in 
Port-au-Prince. From the other side 

Marc V'would have been torched\" to protest Neptune\'s release. 
Latortue said he officially "washed his hands" of further 
involvement in the case and stated that henceforth 

case would be a matter for the judge. 


Comment 

7. (C) Neptune has boxed himself into an impossible 
situation. We will now find out how serious he is about 
taking his hunger strike to the bitter end (doubts have been 
raised in the mind of some UN personnel as to whether he was 
fully observing the strike; Valdes said he has seen some 
elements of theater in some of Neptune\'s actions). It is 
clear that there is a strong possibility that Neptune will 

die 

the Dominican Republic 

revive the \"kidnapping\" charges 

But in the end 

to exploit this case politically with the ultimate hope of 
creating a martyr. The international community needs to 
stand firm on the principle that we proposed a humanitarian 
solution in the interest of saving his life 

cannot simply escape justice 

talk to a judge. Valdes made this point in an interview with 
local press on May 2 and we will follow that line as well in 
our public statements. 

GRIFFITHS 
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SYG. Upon returning to Ankara 

Gul that proposed agreeing to two informal NATO-EU meetings 
per year. Ceylan said that Gul has had an especially busy 
travel schedule of late 

not yet had the opportunity to study the memo. 


3. (C/NF) Ceylan said it was the bureaucracy\'s preference 

that the EU \"invite\" participants to the first meeting 

that was only a preference and a NATO-convened meeting could 
also be acceptable. However 

the memo to FonMin Gul 

feel more strongly about an initial EU lead. He saw 

questions about who does the inviting or hosting as secondary 
and could be worked out later. 
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4. (C/NF) Ceylan emphasized the need for such meetings to be 
\"informal;\" when we asked what that meant 

be like NATO\'s other informal meetings 

in Vilnius. Ceylan stressed that at such a meeting 

Berlin Plus (i.e 

Therefore no NATO classified operational information could be 
introduced. The meeting would thus discuss general political 
matters only 

what this rubric might mean: The ministers could discuss 
political support for Afghanistan 

ISAF; general discussion (and even agreement on) NATO 
providing logistics support in Darfur would be permitted 

no discussion of the number of aircraft 

operations 


5. (C/NF) Ceylan was also concerned that a new NATO-EU 
cooperation problem may get in the way of the informal 
ministerial concept moving forward. He told us that he 

learned that at a recent RELEX meeting in Brussels 

blocked administrative arrangements for allowing non-EU NATO 
members to participate in European Defense Agency business. 
While he worried that this might influence Gul 

the minister would still be persuaded of the need to move 
forward on NATO-EU cooperation. 


6. (C/NF) Comment: The Turks have been struggling with how to 
deal with the NATO-EU cooperation issue for many months 
they have been stuck on the Cyprus issue. We believe that 
they are seeking a constructive way out of this problem 
though they will insist that the way forward be on their 
terms. Ceylan also admitted to us that he did not clear his 
proposal to Gul with TGS; the military is not only a major 
policy player here but also holds a hard line on Cyprus. 
Thus even if Gul approves MFA may get blowback from the 
military. Ceylan was confident this would not be a problem 
but it is clear to us this initiative is at a sensitive stage 

in Ankara. End comment. 
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The result so far has been that a couple of hundred people -- 
both military and civilian -- have been arrested as 

provincial networks belonging to Air Force Commander General 
John Numbi are broken up. These moves likely will improve 
security in the province in the short-term 

come closer to elections the risk of politically motivated 
violence in the province 

PPRD 

pre-electoral and electoral violence has prompted Monuc to 
request additional troops 
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neighboring Kasai provinces 

sufficient only to sustain operations in the Kivus and Ituri 
district. End Summary. 


Katanga -- Hotbed of Problems... 


2. (C) Katanga is widely considered to be President Kabila\'s 
strong base in the DRC. His mother and sister live there 

and he frequently visits 

politicians and businessmen. His circle of closest advisors 

is composed largely of Katangans 

addition to varying degrees of loyalty to the President 

himself) the same divisions which characterize the province 
itself. Specifically 

province is epitomized by the rivalry between senior 
Presidential Advisor Augustin Katumba (a southerner) and Air 
Force Commander General John Numbi (a northerner). 
Historically the province also has suffered ethnically-based 
violence between Katangans and Kasaians resident in Katanga 
and a persistent separatist current which dates back to 
independence. Of these factors 

potentially the most explosive 

elections 

difficult to balance. 


... and Intrigue 


3. (C) Tensions have been rising in Katanga for the last 
several months 

which include inciting new violence against the Kasaians. 
(Numbi was implicated in the previous killing of Kasaians 
when the V'real Katangans\" tried to purge their province of 
outsiders.) Numbi built a series of networks in southern 
Katanga 

penetrating the Presidential Guard (GSSP) 

the intelligence services (particularly the ANR) 

(the mining company for which NumbiVs father worked) 
NGOs and parts of the political structure. Elements of the 
latter two have been associated with recent separatist 
tracts. Numbi also is known to have connections to certain 
Mai Mai elements in northern Katanga who have been among the 
most troublesome in terms of provincial security. 


4. (C) About three weeks ago 

indications that Numbi was preparing some sort of \"action\" in 
Katanga 

strike as many of NumbiVs networks as possible. The first 
step was to bring quietly into the country some of the 
Congolese soldiers (mostly former Tigers and their 
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descendants) who had been residing in neighboring Zambia. 
These troops moved quickly into the northern part of the 
province and began military action against some of the Mai 
Mai there 

Mai Mai casualties and the forced dispersal of some of the 
most intransigent elements who had been located near 
important mining sites (some of which belong to friends of 
Augustin Katumba 

National Security Advisor Samba Kaputo 

loyalist of Katumba\'s camp 

where he reportedly foiled an attempt by the GSSP to take 
over the city\'s airport. In the ensuing days 

the Vice Governor of the province 

loyalist 

over 30 regular military officers and the head of the local 
civilian intelligence office (a known Numbi crony) 

several civil servants and politicians in Lubumbashi 

and Likasi 

cleanup is expected to continue and expand 

Defense Minister Adolphe Onusumba 

Lubumbashi by the President May 8 to assist Kaputo. 


Oil On Troubled Waters 


5. (C) President Kabila himself went to Lubumbashi May 9 
probably to deal directly with the involvement in the 
intrigue of former provincial governor Katebe Katoto 
younger brother 

Katumba and of the President himself. In the murky waters of 
Katanga politics 

to lie in his financial -- and political -- support for 
\"Solidarite Katangese 

those arrested in the recent sweep. (Note: \"Solidarite 
Katangese\" sprang from the roots of an older organization 
\"Katangese Pour La Soldarite 

massacre of Kasaians. As such 

belonging to Numbi\'s sphere of influence as well. End Note.) 
Kabila had already met twice with Katoto 

and once in Lubumbashi 

behavior and rhetoric 

negotiate 

-- an ambition that Kabila does not support. Kabila would 
prefer to avoid arresting either Katoto or Numbi 

so likely would cause the current situation to escalate just 
when it appears on the point of being resolved. Instead 
Numbi has been forced to remain in Lubumbashi 

protect or assist those who had been working for him 

likely Katoto\'s punishment will be much the same. 


Comment 
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6. (C) Although the press has been seized with the 
separatist angle to the story 

virtually nothing to do with separatism and everything to do 
with a power play by Numbi 

named commander of the army in the wake of a financial 
scandal involving current army chief General Kisempia. Given 
NumbiVs temperament -- and temper -- it is quite likely that 
he was planning some sort of violent action in response to 
the Presidents military move against Mai Mai elements that 
Numbi controls. Although this incident is 

something of an internal house-cleaning 

real risk that as we move into the pre-electoral and 

electoral period there will be renewed violence between 
Kasaians and Katangans. It is in an effort to contain or 
prevent such violence that Monuc is requesting additional 
troops to be stationed in Katanga and the two Kasai 
provinces 

Monuc\'s current deployment is focused on keeping peace and 
dealing with security threats in both Kivus and lturi 

district 
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Our commitment to do what is possible to ascertain the truth 
and possible responsibilities remains unchanged. It is a 
commitment we intend to honor 

respect we owe to the memory of Nicola Calipari. The Italian 
judiciary can count on the firm support of the Government. | 
want to free the ground from any misunderstanding: there is 
no connection between the investigation into the 
circumstances of the death of Calipari and the continuation 
of the Italian commitment toward reconstruction in Iraq...We 
do not intend to establish any kind of link between the 
assessment of the event in which our official lost his life 

and Italy\'s role in Iraq. Italy is in Iraq in compliance 

with a UN Security Council Resolution. 


End synopsis of transcript. 


4. (U) In response to press questions after the debate 
Berlusconi said: 


The Center-Left opposition\'s attitude was responsible 
because they did not place under discussion the alliance nor 
the friendship with the US. The opposition continues to ask 
for our withdrawal from Iraq 

agreement with the Iraq government and the allies. In the 
past 
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to this prospect. There is no reason today to say 
Veverybody home. It would sound irresponsible and 
incomprehensible. On the progressive withdrawal of troops 
from Iraq we already announced our position some time ago. 
We already discussed it with our main allies. We will 
continue to talk with them. A progressive reduction of our 
presence will certainly occur. | had even given an 

indication of when. Everything will be in agreement with the 
Iraqi government and with our allies. | even spoke about it 
directly and personally with Bush and Blair. Therefore 
continue in this direction. An international conference on 
Iraq will soon take place. Italian efforts for the 

reconstruction of Iraq are not isolated and even NATO and the 
EU are now involved. 


5. (S) COMMENT: BerlusconiVs remarks 

Iraq and on US-Italy relations 

and his government staked out on the Calipari case from the 
beginning: a commitment to fix responsibility. Although this 
commitment was not actually included in the joint 
investigations terms of reference 

an obligation to adhere to it. We believe this was at the 
heart of US-Italian disagreements over the joint 

investigation conclusions and set the tone of both the 

Italian report and Berlusconi\'s remarks to Parliament. In 
particular 

CalipariVs own role led the Italian government and 
investigators to ignore a question that seemed obvious to the 
US investigation: out of the 30 cars that came to the 
blocking position 

night? As in Reftel 

discourage USG spokespeople from point-by-point refutation of 
the Italian report or Berlusconi\'s remarks. As much as 
possible 

our view of the incident. This will hasten the fading of the 
case from the political radar screen. 


6. (U) Baghdad minimize considered. 
SEMBLER 
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willing to see the EU adopt a positive attitude. 


2. (C) Dawson said that the GOI would not issue a national 
statement to complement that of the EU. However 
28th response to a parliamentarian\'s question 


laime Giron and lead advisor Jose Renato Salazar оп May 5. Giron had not been aware of the issue 
A advised that Paraguay\'s full delegation to the OAS General Assembly will comprise the following: 


Column 3 

formation of the [ΤΩ “ап important milestone on the path to 
political reconstruction" and \"the first time the Iraqis have 
had a government freely chosen by themselves. The note to 
parliament also discusses \"the difficult security situation" 
and problems between Sunnis and Shia. Dawson said there were 
several reasons the Irish had not issued a national 

statement. For one 

ITG would also have had to include references to the security 
situation and the ethnic composition of the government. The 
DFA felt doing so would diminish the impact of a positive 
statement on the ITG. Secondly 

a logistical problem issuing statements while FM Ahern 
carries out his role as envoy for the UNSYG. The FM and the 
political director 

UN roles that coordination of such statements will be 

difficult. All things considered 

that the EU statement and the note to parliament offered 
sufficient support for now and they will look for future 
opportunities to issue positive statements on Iraq. 

KENNY 
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If they want 50 percent 


COMMENTS 

3.(C) The GOS is very concerned about this issue 

that they dispatched former Deputy Foreign Minister 

Costa 

potential withdrawal would be a blow to the Bolivian economy 
and that the threat may provide Spain with a valuable 
bargaining chip in negotiations with the government. Spain is 
concerned about the economic effects of this legislation 
appears to be more concerned about political stability. As a 
result 

on this issue but will likely continue to diligently work 

behind the scenes in negotiations with Bolivia and within the 
EU. 

MANZANARES 
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Village\" office. (Note: The Smart Village is a high-tech 
business park on the outskirts of Cairo. End note.) Nazif 
was accompanied by Finance Minister Youssef Boutros Ghali 
Internatinal Cooperation Minister Fayza Aboulnaga 

Secretary General Dr. Sami Saad Zaghloul 


SIPDIS 

Rady. Senator Frist was accompanied by the Charge; staff 
members Mark Esper and Nick Smith; and ECPO Counselor 
(notetaker). 


Security Council (NSC) Deputy Secretary General Henry Ko told AIT that Philippine intelligence offici 


Column 3 

3. (SBU) Nazif opened by noting the Smart Village setting 
and went on to explain the state of the IT sector in Egypt. 

He explained that Egypt was blessed by geography*its 
location at the crossroads of Europe 

that Egypt lies right in the path of major submarine fiber 
optic cables 

use. Nazif explained the GOE\'s V'Computer in Every Home" 
program 

installment via their monthly phone bills 

Internet service 

for just the cost of a local phone call. According to Nazif 

two million Egyptian households regularly access the 
Internet. In response to a question from the Senator 
admitted that providing Internet access to Egyptian schools 
was proving a challenge. The growth of Egypt\'s school age 
population (50 percent of Egyptians are under 25) was 
outpacing the GOE\'s ability to provide resources. Nazif also 
bemoaned the dearth of Internet content in Arabic. 


4. (SBU) Asked about economic reform 

Egypt had begun an ambitious reform and privatization program 
in the 1980s that stalled after the global economic downturn 
prompted by the Asian financial crisis and the war to 

liberate Kuwait. His new government 

reinvigorated economic reform by cutting tariffs 

jump-starting privatizations 

slash corporate and personal income taxes and reform the weak 
financial sector. Nazif pointed to the explosive bull market 

in the Cairo Alexandria Stock Exchange. 


5. (C) Asked by Nazif to elaborate on the reform plans 
Boutros Ghali characterized his tax reform plan as one that 
\"Republicans would love. Income taxes have been simplified 
and rates cut in half 

GOE planned to move to an income tax self-assessment system 
like that in the U.S. Customs had been improved not simply 
by cutting tariff rates 

confusing exemptions. Simply eliminating exemptions allowed 
Boutros Ghali to idle 7 

previously been employed to verify importersY compliance with 
myriad overlapping exemptions 

have been exiled to a Ministry of Finance \"think tank" near 
Cairo where 

Likewise 

income tax self-assessment would make redundant 39 
inspectors. In response to a question from the Senator 
Boutros Ghali said that Egypt has no capital gains or 
inheritance taxes and no tax on dividends. 


6. (C) Still to be tackled 
estate and value added taxes. VAT in particular needed 


.OMATIC NOTE B. 24 SEPT 2004 SCWG ACTION ITEM LIST 1. This is an Action Request. Po 
ON, EINV, EFIN, ETRD, BEXP, KTDB, PGOV, SF SUBJECT: SOUTH AFRICA ECONOMIC NEWSL 


i: N/A TAGS: EFIN, PTER, ETTC, PREL, AU, KFTN SUBJECT: TERRORIST FINANCE: ELEHSSAN 


ARK ASQUINO FOR REASONS 1.4 (B) AND(D) 1.(C) Summary: The April 26th Caspian Pipeline 


Column 3 

reform 

and inconsistent application. Nonetheless 

concluded 

forecast a 40 percent fall in customs revenue after the 

tariff cuts 

and economic upswing meant customs revenues fell only 24 
percent. Over time 

revenue to all only 10 ) 15 percent due to the tariff cuts. 


7. (C) Turning to political reform and regional issues 

Nazif stressed the value he placed оп EgyptVs ties to the 

U.S. He noted President BushVs statements on political 
reform and asserted that the GOE has ambitious plans in that 
regard. Regarding the peace process 

was important for the international community to support the 
Palestinian economy vigorously. He said that Egyptian 
business is ready to invest in Palestine V'if the environment 

is right". Minister Aboulnaga added that the Japanese and 
Italian governments had already had discussions with the GOE 
on working together to boost the Gaza economy. 


8. (U) CODEL Frist did not have an opportunity to clear this 
message before departing Cairo. 


Visit Embassy Cairo\'s Classified Website: 
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shops”). Energy Minister/PDVSA President Rafael Ramirez — has 
himself told the press that investigations into corruption in 
western Venezuela are likely to spread to other PDVSA 
operations. Allegations have also re-surfaced relating to 

the operations of PDVSAVs trading department which has 
reportedly been using intermediaries to place oil exports. 
Finally 

Caracas source 

of all CITGO bonds to avoid future SEC reporting 
requirements. These allegations provided a backdrop in the 
week of May 2 to rumors that Venezuela\'s oil production had 
fallen. Chavez and other senior GOV officials publicly 
blamed the alleged production shortfall and other problems in 
PDVSA on CIA penetration. In these circumstances 

unlikely the GOV will actually investigate a number of these 
issues. In fact 

as the reported proposal to re-purchase CITGO debt out of 


SBU) On 5 Мау 2005, per reftel para. 6, DTRO-Almaty delivered the U.S response to the Russian pr 


THCOM FOR POLAD US SOUTHERN COMMAND MIAMI, FLORIDA E.O. 12958: N/A TAGS: ECOI 
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fear that the U.S. Government will start to turn over rocks. 
End Summary. 


2. (U) About 40 people were fired in PDVSAVs western division 
early this year (a number of whom have been re-hired). These 
firings were reportedly linked to such activities on the 
employees" part as graft in the award of contracts. However 
in a press interview on April 24 

President Rafael Ramirez — said that PDVSA would investigate 
corruption charges against dozens of other managers of the 
company's operations in the west of the country. Ramirez _ 
also said the investigation of corruption could spread to the 
eastern operational division and other PDVSA-controlled 
activities. 


3. (C) Joe Wright 

Western Venezuela 

hiring difficulties in 2003 

owned personnel services known as \"body shops!" to staff its 
operations. Saying that ChevronTexaco itself has used such 
operations 

through applications and provide administrative support for 

the employees they locate. Most of the PDVSA employees thus 
located would have been technicians or clerks. The rumor in 
the west 

corruptionY on the part of the companies involved in 

providing the employees to PDVSA and that PDVSA managers were 
involved. Many of the contracts expired at the end of April. 
Thus the rumor of massive firings of employees contracted 
through this mechanism that emerged in major Venezuelan 
newspapers at the beginning of May. 


4. (U) On April 11 and 12 

two stories describing the V'consulting fees!" that 
intermediaries are receiving for placing oil exports. These 
articles followed reporting in Caracas daily V'Tal Cual" in 
March which described at length the failure of PDVSA\'s 
trading department 

Chavez 

Allegations about corruption associated with PDVSA\'s trading 
department have been rife since the handling of the gasoline 
sales during the December 2002-February 2003 strike. 


3E IS SENSITIVE BUT UNCLASSIFIED. PLEASE HANDLE ACCORDINGLY. 1. (SBU) In response 
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5. (C) Allegations have also surfaced about the management of 
CITGO. In 2004 

after he assumed control of PDVSAVs eastern operations during 
the strike 

organized the move of CITGOVs headquarters from Tulsa to 
Houston. This move has provided the backdrop to numerous 
allegations 

purchased the location of CITGOVs future Houston offices and 
then leased the space back to the company at an inflated 

rate. Other allegations have ranged from the misuse of 
company aircraft to a $30 

Houston private school attended by a company Director. 
Although Marin was once believed to be bound for an OPEC job 
he has been fired and is under investigation ) if only by 

some members of the National Assembly. In his effort to save 
his job (and 

Marin told the press that CITGO had in fact been a very good 
business for Venezuela because the company had spent as much 
as $200 million in 2004 on purchases of PDVSA crude that were 
priced over market prices. 


6. (C) Representatives of the Venezuelan National Assembly 
traveled to Houston in March to gather information on the 
situation in CITGO. A Caracas source who recently met with 
one of the deputies who visited Houston told econoff May 2 
that the deputy had been surprised by the number of new 
allegations he had received via anonymous letters delivered 
to his hotel room. In response to a question about the 

status of the National Assembly inquiry 

that it has been stalled by members of Chavez\'s Fifth 
Republic Movement (MVR). He added that he had been informed 
that a proposal had been submitted for the consideration of 
the PDVSA Board the week of April 25 to buy back all CITGO 
bonds so that CITGO would not be faced with future reporting 
requirements to the SEC. The PDVSA Board 

&running scared.8 


7. (C) These allegations provided a backdrop in the week of 
May 2 to rumors that Venezuela\'s oil production had fallen. 
Despite the fact that President Chavez said publicly for the 
first time that western Venezuelan production is 100 

below what it V'should be 

said once again that Venezuela\'s production is 3.3 million 


a judge of the International Court of Justice (ICJ) to Department of Foreign Affairs United Nations/Int 


JBIN R. SANDERS FOR REASON 1.5 (A) AND (B) 1.(C) Post has sought to verify the information in 
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b/d. Chavez and other senior GOV officials publicly blamed 
the alleged production shortfall and other problems in PDVSA 
on CIA penetration. Sources who have recently visited PDVSA 
installations report the increased presence of the National 
Guard as well as prominantly placed posters warning about the 
CIA and saboteurs. 


8. (C) Although allegations of corruption in PDVSAVs 
operations have been a staple of the Caracas rumor mill for 
the past two years 

allegations is notable. It is also notable that so many 
different issues have popped into the public view. The 

public comments about Venezuela\'s production levels have also 
served to increase the profile of the various corruption 
charges. Atthe end of the day 

the GOV will actually investigate a number of these issues. 

In fact 

reported proposal to re-purchase CITGO debt out of fear that 
the U.S. Government will start to turn over rocks. 

Brownfield 
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leadership disputes. Previous speculation among observers 
was that independents would be excluded from the process and 
that the grandfather clause would apply to only parties 

currently seated in parliament. End note.) 


8. (SBU) Regulating the presidential elections would be a 
nine-member commission 

Constitutional Court 

five \"neutral\" members of the public of whom three would be 
named by the PA and two by the Shura Council. 
Controversially 

the committee are final and not subject to dispute 
contestation 

quoted in several Egyptian dailies on May 9 as stating that 
the national referendum (required to ratify an amendment to 
the constitution) would be held before the end of the month. 


9. (SBU) Among opposition parties 

observers and commentators 

has been negative. The opposition Wafd Party\'s daily 
newspaper pronounced its verdict in unequivocal terms on its 
banner headline: \"Assassination of Political Life in Egypt: 


Ws Directorate for Multilateral Political Affairs and Human Rights, assured us on May 6 that, in any foi 
and grants country clearance to Robert West and Padme Yanamandra-Fisher from the California Ins 
untry clearance to Durand Begault, from NASAYs Ames Research Center (ARC), to travel to Barcelo! 
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d grants country clearance to James A. Costrell, from NASA Headquarters, to travel to Madrid, June 

1519 1. Embassy welcomes and grants country clearance to Frederick Angulo, Medical Epidemiolot 


on April 29 to advise him of the invitation. Fernandez accepted immediately. In subsequent convers. 
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The state does not believe in political pluralism...its 
insistence on imposing the control of the NDP is clear...The 
state will have a free hand in supervising the elections." 


10. (SBU) Khaled Mohieldin 

TagammuVY Party who had stated (but not formally announced) 
his intention to run for President said that he was now 
reconsidering in light of news of the PAVs draft amendment. 
Speaking to the independent daily Al-Masry Al-Youm 
denounced the draft 

facto referendum. He also described the requirement that 
parties secure at least five percent of the seats in the PA 

and the Shura as obstructive. Mohieldin said he would make a 
final decision on his candidacy after he the final version is 
approved by the full PA. 


11. (C) (Comment: As noted in ref A 

octogenarian) Mohieldin is the only party representative 
other than Ayman Nour to have expressed an interest in 
competing for the presidency this year. His withdrawal would 
leave only Nour among those legally qualified to compete 
although Nour 

June 

the law on political rights 

parliamentary session ends in June. End comment.) 


12. (C) The draft was also denounced as V'unacceptable V" and 
Vundemocratic V" by representatives of the Muslim Brotherhood 
(whose spokesman 

reportedly just before he announced his own intention to 

\"run\" for president - more on MB developments septel) 

Kifaya (\"Enough\") a protest movement comprising a broad and 
eclectic range of political trends (ref A). 


13. (C) Significantly 

from some key reform advocates within the ruling National 
Democratic Party (NDP). Usama Ghazaly Harb 

liberal journalist and member of the NDP\'s reformist policy 
secretariat 


SIPDIS 

Council during the May 8 vote. Ghad Party Vice President 
(and fierce GOE critic) Hisham Kassem told poloff on May 9 
that disappointment in the draft was V'nearly universal." 


14. (SBU) However 

generally viewed as a member of the party\'s \"reform camp 
was among those who endorsed the draft and urged the 
opposition to take advantage of the new opportunities 
presented by the amendment. Another NDP MP asserted to the 
press that the five percent rule (for parties to put forward 


‘welcomes and grants country clearance to Larry Kessler; Daniel Schultz; Ginette Michaud; Ronda B 
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presidential candidates) was reasonable and that V'any party 
that can\'t win five percent of the seats can\'t claim to have 
a voice" in the nationVs affairs. 


15. (C) We stand by our assessment (ref C) of MubarakVs 
initiative to amend Article 76 of the constitution as 

historic. The move represents a major concession of 
principle (that direct 

referenda 

also broke the taboo on constitutional reform - it was 
essence 

that the constitution was a virtually sacrosanct document 
and the move has opened the door much wider for debate on 
further 

fueled vigorous public debate 

great caution 

alternatives to him. At the same time 

Mubarak 

for a truly democratic legacy is now clearly in question. 


16. (C) It was always questionable whether this year's 
presidential contest would feature serious competition. 

Egypt\'s legal opposition parties 

disorganized 

combination of NDP sabotage and the parties\' own 
incompetence. The prospective withdrawal of the leftist 
Tagammuv party\'s Mohieldin from the race would leave only the 
Ghad PartyYs Ayman Nour facing Mubarak. As for Nour 

he was not facing a criminal forgery trial set to begin just 

as the presidential campaign should be revving up 

have been facing an uphill battle 

leader of a fledgling party against the vast resources and 
institutional weight of the NDP. As it turns out 

arrest and detention led to the near implosion and apparent 
hobbling of his party 

that the NDP and security authorities have been engineering 
aggressive harassment and disruptions of his campaign events. 


17. (C) Beyond the 2005 presidential race 

question is whether Mubarak 

is laying the foundation for a democratic legacy for Egypt. 

The answer will hinge on the GOE\'s ability to make a dramatic 
break with past electoral practices in this yearVs 

parliamentary elections. The requirement that prospective 
independent presidential candidates obtain 300 endorsements 
from parliament and regional councils is primarily designed 


67 1. (SBU) Poloff discussed the reftel demarche concerning a 2005 Commission on Human Rights 
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to exclude candidates from the Muslim Brotherhood and other 
Islamist groups 

political parties by a constitutional ban on \"religiously 

based parties." The endorsement requirement for 
independents 

parties obtain 5 percent of the seats in parliament in order 

to put forward presidential candidates 

reasonable hurdles in the presence of a transparent electoral 
system. 


18. (C) However 

requirement. The largest opposition bloc (though it is not 
recognized as an official parliamentary bloc) is the Ghad 
Party with six out of 454 seats in the PA. The Wafd and 
Tagammuv parties each hold three PA seats - 15 others are 
held by \"independents\" linked to the Muslim Brotherhood. 
The NDP\'s overwhelming dominance in the national legislature 
(even greater at local levels) 

product of a variety of dubious and flawed electoral 
practices which have historically stacked the deck against 
challengers. 


19. (C) While the introduction of judicial electoral 
supervision of polling stations in the 2000 elections was 
welcomed as a partial remedy 

other obstacles to fair and transparent elections in Egypt 
including outdated and easily manipulated voter lists 
inequitable distribution of campaign funding 

access 

intimidate voters and block access to polling stations. If 
the 2005 elections bear any resemblance to those of 2000 
NDP will retain its strong majority in both parliament and 
provincial councils and 

door will remain closed to independents and parties that 
would aspire to compete for the presidency. 


20. (C) Therefore 

to be assessed as a step forward on Egypt\'s path to 
democracy 

be the country's most open and transparent ever. The GOE 
should make every reasonable effort to ensure that opposition 
candidates are afforded every opportunity to compete for 
seats this fall. Ironically 

credibility of its stated commitment to political reform 

will have to hope that the opposition wins as many 
parliamentary seats as possible in the coming elections. If 
the same ratio of ruling party to opposition seats is 
preserved 

completely undermined. The rough tactics and dirty tricks 
the ruling party is allegedly pursuing against Ayman Nour\'s 
Ghad Party do not bode well in this regard. 


ffairs and Foreign Trade (MFAFT) on April 29. Reid stated that a Patent Act that would address the p 
ights, Carlos Roman, and to its Director of OAS and Hemispheric Affairs, Carlos Chocano, on 5/5. N 
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21. (C) As the amendment process moves forward 
underscore to GOE interlocutors how much is riding on the 
implementation of credible 

elections this fall. President Mubarak still has room for 
maneuver: Almost all of the criticism leveled at the draft 
laid out by parliament has been directed at the PA rather 
than himself. He could 

that he is not satisfied with their blueprint and ask them to 
revise it to improve the opportunities for genuine 
competition. It is also within the power of Mubarak and the 
NDP to ensure that the management of this years 
parliamentary elections does not resemble that of past years. 
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REF: CARACAS 1356 


Classified By: ECONOMIC COUNSELOR RICHARD M. SANDERS FOR REAS 


1.(U) The Venezuelan government\'s \"land reform!" project 
threatens one of Venezuela\'s premiere wildlife refuges. Hato 
Pinero 

Venezuela\'s Cojedes state has a 50 year history of 
conservation and has for decades served as Venezuela\'s best 
example of sustainable development. Venezuela\'s National 
Land Institute (INTI) under the leadership of Eliezer Otaiza 
has launched a no-holds-barred attack on Pinero variously 
accusing it of environmental crimes 

irrigation as well as claiming that the ranch is idle land 

and land to which its owners have no legitimate title. The 
Branger family 

the courts. Observers worry about the environmental impact 
of an eventual state seizure should the family lose its case. 
Pinero contains hundreds of species of plants and animals 
several of which are threatened and many of which are found 
nowhere else in the region. Environmentalists point to the 
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GOV\'s poor track record of land management on public lands 
and worry that government action could cause irreversible 
harm to a fragile ecosystem. End Summary. 


2. (SBU) Hato Pinero is a nature reserve and cattle ranch 
located in Venezuela\'s central plains 

The ranch extends over 80 

wetlands 

private nature reserve 

1953 shortly after the Branger family purchased the land 
started promoting itself as an eco-tourism destination in 
1985. Pinero is home to over 500 animal species (including 
several threatened feline and reptile species) 

species (over 2896 of the species found in Venezuela) 
tract of virgin jungle 

to the nature reserve 

and researchers annually 

over 11 


3. (C) Pinero is the largest private reserve in Venezuela 
according to Deborah Bigio 

la Defensa de la Naturaleza (Fudena) 

environmental NGO which focuses on the llanos region and has 
been particularly active in promoting private conservation 
efforts. Bigio notes that Pinero is the crown jewel of 
APRINATURA 

Venezuela that includes more than 37 ranches and has over 
400 

forms part of a jaguar habitat that was established jointly 

by 20 ranchers in Cojedes. 


4. (SBU) Along with Hato Charcote (reftel) 

been the focus of the GOV\'s public attacks on \"latifundios\" 
or large rural estates. The GOV claims that the \"alleged 
owners do not have clear title to the land 

land is not being used productively. The GOV -- which itself 
is the largest holder of idle lands in the country -- claims 

that it plans to seize idle lands and turn them over to 
peasants for farming. This has exacerbated the problem of 
illegal squatters on a number of ranches (which the GOV has 
been loathe to confront) and has encouraged more squatters to 
stake their claims in anticipation of a seizure. Pinero 

unlike other Branger-owned ranches and the Charcote ranch 


3 reftel talking points as a non-paper to MFA Africa-Middle East Director Jose Juan Hernandez Cimac 
men Larrea emphasizing the reasons a new convention would weaken existing international accords. 
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(owned by the British Vestey company) 
squatter problem. 


5. (C) According to Jaime Perez Branger 

Agropecuaria San Francisco (the Branger family holding 
company for its agricultural interests including Pinero) 
GOV does not communicate with his company directly 
instead has chosen to speak through the press. In a 
newspaper interview in early April 


Venezuela\'s National Land Institute (INTI) claimed that 
though Pinero charges in dollars for tourism it V'provides no 
benefits (to its employees) and pays no taxes\". (Note: It 
was in this interview that he exhorted Venezuelans to \"learn 
to hate the gringos!” in anticipation of a coming military 
conflict with the U.S.) He also accused Pinero of egregious 
environmental damage 

an allegation that the ranch cut down trees to make corrals. 
Pinero has also been publicly accused by the government of 
treating their employees as \"slaves\" and of diverting rivers 
for their own use. 


6. (U) The attack on Pinero is part of the governmentVs 
well-publicized war on \"latifundios\" and \"oligarchs.\" 
Venezuelan President Hugo Chavez has called for the seizure 
of these \"latifundios\" for redistribution to the poor. 

Unlike previous Venezuelan land reform efforts 

scheme does not give the poor title to the land 

are be given V'cartas agrarias V" which only allows them to act 
as tenant farmers as the land cannot be sold or mortgaged by 
the farmer. 


7. (U) Under the land reform law originally published in 2001 
and updated in April of 2005 

government if the current V'alleged owner" cannot prove 
legitimate title for his holdings not only from the time of 
purchase but also in an uninterrupted string back to before 
1848. Many landowners do not have the capacity or ability to 
comply with this requirement. Once a landowner has been 
notified that his land is to be seized 

period to appeal the INTI decision to the courts. 


8. (C) Diego Diaz Martin 

largest environmental NGO 

political agenda seems confused and inconsistent. Local 
often national laws do not support the actions of INTI and 
the government 
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government retreat embarrassing. The government 
is making excuses after the fact to justify its actions. 


9. (C) Environmentalists from Venezuela and around the world 
are fearful of a GOV seizure of Pinero. As Venezuela\'s 
oldest and highest profile private eco-tourism reserve 

loss of Pinero could have far reaching effects. VitalisV 

Diaz says that while the extent is uncertain 

biodiversity could be enormous. Diaz also points out that 
researchers from around the world have published over 500 
papers on work done at Pinero 

be a major blow to the ecological and biological research 
community. Fudena\'s Bigio is concerned that the entire 
private conservation movement might be derailed by a seizure 
of Pinero. She notes that private ranchers have made 
significant investments and incurred significant opportunity 
costs in setting up refuges and protected areas on their 

lands 

to keep their lands. Landowners would be extremely hesitant 
to make such a commitment in the future. 


10. (SBU) The government has suggested that it is best 
equipped to manage the countryVs biological resources and 
claim that the country\'s biodiversity is part of the 

country's patrimony. According to INTIVs Otaiza \"no private 
owner can manage biological and forest reserves for their own 
benefit 

belongs to the whole country." Venezuela\'s environmental 
NGOs do not share Otaiza\'s belief. The NGOs emphasize that 
Inparques 

has a terrible record for managing lands. Illegal building 
mining 

country's national parks system. 


11. (C) Venezuelan environmentalists repeatedly complain that 
the state has never dedicated the resources or manpower to 
effectively manage its national parks. As an example 

point to Canaima National Park in the Gran Sabana which 
covers an area of over one million hectares yet has only six 
employees. Guatopo National Park 


park 

120 

points out that the Avila National Park 

Caracas and the Caribbean 

buildings 

control further expansion on national lands. A GOV takeover 
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of Pinero 

Venezuela\'s best opportunities for successful sustainable 
development. 


12. (C) Emboffs visited Hato Pinero in April 2005. During 
the visit 

either on the periphery or inside the reserve. According to 
Antonio Julio Hands Branger 

Foundation 

Hato Pinero 

various GOV agencies during the last few months. In 
mid-April 

from INTI 

Ministry of the Environment and Natural Resources (MARN) 
Inparques. This group 

concerned with trying to find problems with Pinero than in 
understanding how the reserve was operated. According to 
Hands 

not contain a single scientist. 


13. (C) Econoff was shown the areas of alleged environmental 
Vdestruction 

movement to facilitate road maintenance (of gravel/dirt 
roads). Econoff also observed the dismantled irrigation 
system adjoining the Cojedes River 

Hands 

According to Jaime Perez Branger 

place for the irrigation system from 1999-2005 

has not allowed them to renew the permit. 


14. (C) Econoff also had the opportunity to speak freely and 
privately with workers at the Hato 

drawn from towns near the Hato. These employees 

whom have worked for decades at the Hato 

they were offended by the accusations leveled by the GOV and 
pointed out that several families have multiple members and 
multiple generations working at Pinero. 


15. (C) Hands told Econoff of a visit by members of the 

National AssemblyYs committee on the environment and natural 
resources who visited the ranch after the first allegations 

were publicized. Hands said the Assembly deputies -- 

including some pro-Chavez legislators -- left the ranch 
convinced that the allegations were baseless. (Comment: This 
account was also relayed to Econoff in conversations with 
environmental NGOs. It should be noted 

power of a National Assembly committee is almost negligible. 


ГТНІМК MURDER IS RELATED TO POLITICS 1. Ovidio Amaya Avelar, a 75 year-old National Party 
Jonduran Congress approved the United Nations Convention Against Corruption. The congressional 
ALPA . B.TODD/PALMIERI E-MAIL 04/25 C. STATE 75344 D. STATE 752027 1. Honduran 
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End Comment.) 


16. (C) Jaime Perez Branger 

hopeful. In a meeting with Econoff on May 2 -- even as INTI 
inspectors were counting head of cattle at Pinero -- Perez 
noted that the pace of INTI actions had slowed 

as a positive sign that the government is becoming more 
deliberative in its process. He said that he felt that the 
evidence for the motions presented to the presiding judge was 
strong. 


17. (C) The evolving history of GOV actions as part of its 
\"land redistributionW program doesn\'t give much reason to 
believe that the GOV will not do what it has said it will. 

The recent passage of the revised land law that reintroduces 
provisions of the 2001 law that were struck down by the 
Venezuelan Supreme Court 

that is already taking place. Venezuela\'s environmental 
groups are extremely pessimistic 

course of action. Environmental NGOs in Venezuela have 
traditionally taken a non-political stance that is unlikely 

to change in the current political climate of Venezuela. 
Environmental causes in Venezuela do not have much of a 
political constituency. MARN is weak and lacks both 


resources and scientific expertise to accomplish much. The 
owners of Pinero have been somewhat successful in appealing 
for pressure on the GOV from international NGO\'s 

and academics 

might have. For now 

battle the GOV to a draw in the current legal proceeding. 

The GOV holds the power in this asymmetric war 

short-term victory for Pinero this month may not mean much in 
the long run. 

Brownfield 
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shipments for the store 
well over the winter. End ΕΥΙ and Comment.) 


3. McKay also expressed concern about the provisions of the 
Western Hemisphere Travel Initiative 
border communities in Maine and New Brunswick a passport 


reiterated ROYG support for the transitional government in Iraq, as expressed by President Saleh or 
EQUESTS ZINDANI EVIDENCE REF: А. SECSTATE 81750 В. SANAA 916 Classified By: Ambe 
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requirement would significantly curtail commerce 

daily exchanges of all sorts. His comments were similar to 

those that we have heard from other border provinces. We told 
McKay that the language of the WHTI allowed for other acceptable 
documentation 

known -- perhaps jointly with Maine -- during the rulemaking 

public comment period. 


4. Regarding border infrastructure 

Brunswick had upgraded to four lanes the highway from Woodstock 
NB 

Canadian border. McKay said that a significant number of people 
had registered for FAST but that there was no infrastructure on 

the U.S. side yet for it to be used. 


5. McKay also noted that Premier Bernard Lord was planning a 
trip to Washington May 20. He hoped to see Senators Collins and 
Snowe of Maine 

discuss the border and to plead Atlantic CanadaVs case on 
softwood lumber. We made a number of suggestions for meetings 
and appreciate comments from colleagues in Ottawa and Washington 
in this regard. (COMMENT: To the extent that it is possible to 
accept Lords requests for meetings we would urge USG agencies 
to do so. He is intelligent and well-spoken 

better cross-border relations and is likely to be a force in 

Canadian politics for years to come. Many identify the young 
bilingual Lord as a potential leader of the Conservative Party 

at the national level. END COMMENT.) 
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disparity between costs of agricultural production for U.S. 
and other CAFTA producers and those faced by Dominican 
producers.\" The CEA claims that the only way that the 
Dominican Republic will be able to compete is by subsidizing 
or otherwise supporting agriculture producers. The CEA 
proposed to the Senate a program of subsidies and other 
benefits for Dominican producers that it asserts will put it 

on equal footing with the other CAFTA countries. The 
announcement gives Wexamples of assistance in the United 
States 

with an estimate of subsidies received in support from U.S. 
Government. Several of the products 

onions 

government subsidies according to the Embassy\'s Agricultural 
Attach. The CEA announcement does not explain the figures 
and does not offer an estimate of the offset needed by 
Dominican producers. 


COMMENT 


IT'S THE REAL THING: U.S. SOFT DRINK COMPANIES PLEASED WITH NEW TAX RATE REF: 


REF: MUSCAT 0744 Classified By: Deputy Chief of Mission William R. Stewart. Reason: 1.4(c). -- 


44 Classified By: POLCOUNS WOO LEE FOR REASONS 1.4 (BAND D). 1. (C) We presented ref 
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Embassy officers have been in regular contact with the chair 
of the Senate committee reviewing the issue of compensation 
for Dominican industry related to CAFTA 

andy bargaining numbers. In a political environment where 
members of congress and various administration officials have 
commented that fiscal reform should wait until after May 2006 
elections 

and the even tougher requirement to start making those 
choices. 

KUBISKE 
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published an op-ed by Gautama Fonseca entitled Customs 
Union and CAFTA.\" \"Juan Manuel Villasuso 

economist 

following: `LastVs week Central American Customs Union is 
clearly a objective of the governments of the region. But 
CAFTA will affect negatively efforts so far." 


V'It will affect external customs 
commercial legislation and will cause subordination on 
CAFTA\'s integration.\" 


\"Toward this reality 
Central American integration after CAFTA\'s approval?\" 


2. On 05/09 \"La Tribuna\" carried an op-ed by Selim Kassis 
entitled Mr. Maduro and CAFTA.\" “Оп July 1991 

was President of the Central Bank 

that thought they would be affected expressed optimism that 
a bigger market will bring them advantages.Y This was said 
reference to a multilateral agreement with Central American 
countries. Also he said there will be stabilization and 

price decreases. \" 


\"Fourteen years later we now hear that CAFTA will be good if 
negotiated properly 

didn\'t stabilize the economy. We are now at the edge of 
misery.\" 


\"Either we are against or not for CAFTA 
be signed when Mel Zelaya is president so there is 
transparency and real benefits to the Honduran people.\" 


It also ran an editorial entitled \"Duet.\" \"Thanks to the 
information given by Antonio Saca we found out that the May 
12 meeting in Washington to will talk only about CAFTA.\" 


\"What is not clear is the convincing power of Nicaraguan and 
Costa Rican presidents 
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their own Congresses.\" 


\"So the rest of the Central American presidents will have an 
uncomfortable task to convince the U.S. Congress 

duo they are dragging. LetVs see if they can convince anyone 
there if they haven\'t been able to convince anyone here. V 


Pierce 
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scoring for those companies that had products recalled. BFDA 
responded that the score could be differentiated based on 
whether the recall was government mandated or self-initiated 
and whether the recall was for quality or safety issues. 


6. (U) PhRMA also disagreed with the scoring based on the 
regulatory environment of the manufacturing country and 
differential based on the type of documentation provided 

(full documents vs. the Certificate of Pharmaceutical Product 
(CPP) and template) 

inappropriately scored and violated BFDAYs commitment to 
ensure that the RPN factors would be risk based. BFDA 
countered that a manufacturer\'s willingness to submit full 
documentation was a show of compliance with Taiwan 
regulations and should be rewarded 

quickly rejected by AIT and PhRMA. ΒΕΡΑ agreed to provide 
more detailed explanations of each factor and post them on 
the BFDA website. 


7. (U) Finally 

weighting for each category. Due to simple mathematical 
errors 

weights the first category. BFDA confirmed its intention is 
to weight each category as a fixed percentage of the final 
Score and promised to review the math. 


8. (U) Discussion of computer validation (stage three) 
procedures focused on BFDA\'s creation of a detailed draft 
checklist. PhRMA expressed concern that the checklist it had 
Seen was too detailed and suggested that it would be 
impossible for manufacturers to complete. AIT urged BFDA to 
remain consistent with the principles of stage one and two 
validation and minimize additional required documentation. 
BFDA clarified that the checklists were being drafted as an 
internal tool only and that manufacturers would not be 


, VM, HIV/AIDS, AFLU, WTO SUBJECT: VIETNAM: NATIONAL ASSEMBLY OPENING Sensitive bu 


Column 3 

required to submit these documents. Suen and his staff 
agreed that a description and overview of computer systems 
already validated by a competent national authority should 
meet TaiwanVs requirement. BFDA also requested that PARMA 
prepare a concrete proposal for computer validation 
requirements and confirmed that it would be willing to accept 
any CPP that includes a GMP certificate issued after computer 
certification had been included in the GMP process as 
fulfillment of this requirement. ΒΕΡΑ also reminded PhRMA 
that manufacturers that volunteer for inspection are exempt 
from these requirements. 


9. (U) Separately 

on Counselor to the Minister of Health 

and BOPA Director General Dr. Wang Hui-po. Hsiao and Wang 
again confirmed that BFDA is the competent Taiwan authority 
for all matters related to pharmaceutical validation. They 

also raised the issue of BOPA\'s review of active 

pharmaceutical ingredients (API) 

are conducted by a BOPA-assigned committee. PhRMA noted that 
it may not be possible for all manufacturers to provide 
requested GMP-API documents since each country has differing 
requirements. BOPA agreed to consider any input from PhRMA 
as the guidelines are being drafted. 


10. (U) AIT Econoff took the opportunity to raise a separate 
issue regarding registration of medical devices. 

Manufacturers and importers are being required to register 

all classes of medical products by June 20 

import restrictions. Manufacturers and importers have 
expressed concern that BOPA staff will be unable to process 
registration applications by the deadline 

barring life-saving devices from Taiwan. BOPA DG Wang said 
BOPA recognized the problem and had decided that as long as 
manufacturers submitted registration applications by the June 
20 deadline 

the end of 2005. 


11. (C) Comment: ΡΠΗΜΑΝς frustrating meeting with ΒΕΡΑ was 


D) 1. (C) In the run-up to Defense Minister Mukherjee\'s planned June 27 arrival in Washington, Mis: 
rectly from Paris, where he had been receiving treatment since a stroke at his office in Djibouti on Fe 
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in significant part a result of PARMAVs lack of coordination 
either with BFDA or AIT. PhRMA informed AIT less than a week 
before the delegation was scheduled to arrive and made no 
effort to involve AIT in scheduling of meetings or setting of 
agendas. The parties had widely divergent expectations for 
the meeting and it was only the timely intervention of AIT 
officials that allowed the parties to return to the table for 

what ended up being moderately productive discussions. The 
most significant obstacle to progress in resolving 
pharmaceutical validation issues has been a lack of reliable 
communication between Taiwan 

the origin of the problem has been disorganization and an 
inability or unwillingness to coordinate on PRRMAVs part. 

The remaining technical issues involved with RPN calculation 
may require some compromise but should not be too difficult 
to resolve. To do so 

coordination and communication between PARMA 

AIT made this point clearly to PARMA delegates and it 
appeared to be understood before they departed. 

PAAL 
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WITH A RHETORICAL OLIVE BRANCH 


REF: HCMC 451 


1. (U) SUMMARY AND COMMENT: Vietnam celebrated the 30th 
anniversary of the \"liberation of Saigon" throughout the 
country April 29-30. As Vietnam geared up for the event 
media sources charted an interesting path between 
highlighting the 10th anniversary of bilateral relations 

with the United States and the 30th anniversary of 
\"liberation\" and the end of the war. The country's mass 
media 

carried coverage on U.S.-related topics for months 
particularly on how Vietnam gained independence and the 
United States lost the war. The press intensity was 
predictable 

used more positive and forward-looking language than we 
expected 

characterized press references to the United States in the 
past 

SUMMARY AND COMMENT. 


2. (U) Events marking the end of the war were generally 
upbeat and devoid of any specific references to hostilities 
with the United States. For example: 
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Hanoi: In an historic and victorious atmosphere 

hosted a large-scale ceremony to celebrate the 30th 
anniversary of the end of the Vietnam War on April 29. 
Attending the event were leaders of the Communist Party of 
Vietnam (CPV) 

Fatherland Front 

Minh comrade-in-arms General Vo Nguyen Giap and 
representatives from various organizations and walks of 
life. In his opening speech 

highlighted the Vietnamese spirit of V'unity and solidarity\" 
during the war 

reconciliation. He stressed that the Vietnamese people 
should use these qualities to build a Vietnam characterized 
by V'success 

PM KhaiVs speech was followed by remarks by Lieutenant 
General Tran Hanh 

Association 

General HanhVs speech V'still showed some hatred 

from Quan Doi Nhan Dan (\"People\'s Army) newspaper 
commented 

Governments view and guidelines. The veterans are 
becoming \"less influential 


3. (U) Ho Chi Minh City (HCMC): One day later 

ceremony to mark the anniversary took place in Ho Chi Minh 
City (reftel) 

attendance. President Tran Duc Luong and the city\'s Party 
Secretary Nguyen Minh Triet addressed the event. In his 


SIPDIS 

speech 

last to return\" spirit during the war in the Saigon area. 

In response 

city\'s determination \"to build itself into a city of social 

and political stability 

growth and regional and international economic integration. V" 
To this end 

States 

history. 


4. (U) Together with Hanoi and HCMC 

activities took place in every corner of the country. In 
central Vietnam 

to celebrate the 30th anniversary of national reunification 
at the historical site of Hien Luong Bridge 

demarcation line once divided the country. In the south 
provincial leaders and tens of thousands of revolutionary 
veterans and people took part in gatherings in Dong Nai 
Tho 

the victory. In the north 
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Phu Tho and Hai Phong also contributed to the festive 
atmosphere nationwide. 


10th Anniversary: Reconciliation is the Theme 


5. (U) Besides the generally upbeat tone of the 30th 


anniversary events 

United States in recent speeches and media coverage has been 
more positive. This is in contrast to the insulting 

epithets sometimes used to identify the United States 

as Vhegemon 

his aforementioned 30th anniversary speech 

Phan Van Khai did not call the United States anything other 
than its name. In the latter half of the remarks 

moved away from a historical focus and referred to V'the end 
of the old guardsV ега.\" V'About 60 percent of Vietnam\'s 
population was born after 1975\" 

Government counts on this generation to guide the country to 
new heights of knowledge 

domains. Official rhetoric and documents usually refer to 
the United States a source of knowledge 

innovation 

Vietnam should focus on its future relationship with the 
United States rather than its historical conflict. 


6. (U) Separately 

\"International Weekly" magazine 

Van Kiet 

discussion of the end of the war) stressed that V'one should 
not mention history too much. History is just like life 

with both the right and the wrong." \"When you speak about 
people\'s mistakes once 

quiet if you speak twice or three times. And frequent 
repetitions just create a negative impact on their 
sentiments.\" \"Nothing is impossible 

was over several decades ago 

authority to the next generation. In other words 

the war to belong to the past - a past that we wish to close 
out 

sleep 

\"Closing out the past\" and V'moving toward true 
reconciliationY are the \"current trends 

America think-tanker 


7. (U) During a press briefing on April 21 

Le Dzung responded to a question from AFP: \"We would like 
to express our deep sympathy to American families that have 
relatives 


3 В. 04 KUWAIT 2742 Classified By: Ambassador Richard LeBaron for reasons 1.4 (d). 1. (U) Tw 
iublished a report from the UAE Arabic daily Al-Khalij stating that Saudi Finance Minister Al-AVssaf, αι 
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War.V Earlier 

sent a very friendly open letter to the American peopl. 
According to an April 22 press article 

Defense also seems to have gotten the mesage: He included 
\"the American People among te \"international friends V" 
Vietnam had to thank fr their support in helping Vietnam 
achieve victory in the war. V[Watching a current war 
documentary] we clearly see the goodwill of the American 
people 

Vietnam by the American people put pressure on the 
administration 

an agreement with Vietnam and withdraw its troops from the 
country. For that reason 

only to the Russian and Chinese people but also to our 
American friends." 


Comment 


8. (U) Although sensitive bilateral issues 

rights 

provoke the official media 

VietnamVs recent media coverage of other aspects of the 
United States seems to reflect the Governments 
\"instructions\" to the media to promote reconciliation. As 
the two countries approach the 10th anniversary of the 
normalization of diplomatic relations 

forward-looking trend continue. More recently 

disputes or conflicts have arisen 

a case-by-case to issues with the relevant United States 
agencies rather than referring to the entire United States 
as a Vbad system. End Comment. 


MARINE 
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Minister Suhair AI-Ali. She noted that he would spend much 

of the first half of May on a whirlwind tour of the region 

starting in Morocco (another U.S. FTA partner). He supports 
efforts to broaden Jordan 

Free Trade Area (MEFTA) and plans soon to make a new proposal 
on cumulation of content to USTR 

already proposed to Israel that it consider entering into an 
agreement on cumulation under the U.S.-Jordan FTA (allowed by 
one of the FTA clauses) 


il to Ambassador Liberata Mulamula, head of the Multilateral Affairs Department at the Ministry of For 
82967 1. This is an action request. 2. On May 6, Poloff delivered the demarche on preventing an ur 
IRTATION AND FAA E.O. 12958: N/A TAGS: EAIR, ECON, ASEC, ETRD, DJ SUBJECT: SAFE SKIE 
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8. (C) On the Jordan-Israel Qualifying Industrial Zones 
(QIZs) 

in annual exports to the United States 

met three times with the QIZ investors 

developers to discuss their problems. QIZs are a \"top 
priority" for the minister 

of the MOIT Industrial Development Department. But QIZ 
investors V'want everything" to bolster their competitive 
situation in the global economy 

promised to take their package of proposals to the Prime 
Ministry later in May. But first 

Zu 

want from government and what they will do as a private 
sector partner. Then Zu 

feasible solutions for the QIZs at the PM 


9. (C) Minister of Planning and International Cooperation 
Suhair al-Ali has to date set a slower pace than Zu 

AI-Ali has not yet taken any steps to significantly 

restructure her ministry 

ministry 

reports that already in her brief tenure 

definite shift in the MOP from an insistence on early release 
of direct \"local currency" (i.e. 

non-programmatic aid) funds to an approach centering on 
ensuring GOJ fulfillment of the negotiated conditions 
precedent for those funds 

country director for Jordan brings a much more relaxed style 
to the job than did her struggling predecessor Tayseer Smadi 
or the hard-charging and highly turf-conscious Awadallah. 


10. (C) While she has not previously served in the GOJ 
Minister al-Ali is no stranger to the circles of power in 
Jordan. She is the scion of a prominent Palestinian family 
and a personal friend of both King Abdullah and Queen Rania. 
Perhaps more importantly 

and by all accounts harmoniously - with Awadallah in the 
past. A fellow alumnus of Georgetown who attended the 
university at the same time as Awadallah 

Citibank) the MOP 

funding facility 

activities were coordinated by the MOP. Also while at 
Citibank 

project finance training program in co-ordination with 
Awadallah who was then the Planning Minister. At Citibank 


МІ. С) STATE 83995 1. AMBASSADOR SIGNED THE 1996 PARIS CLUB AGREEMENT AS AUTHO! 


ent about Iraq since the January 30 elections, on May 7 the GOI released a summary of PM Manmot 


1 B. 04 KUWAIT 4540 Classified By: Ambassador Richard LeBaron for reasons 1.4 (b) and (d) 1 
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she was reputed to be a competent manager 
risk-taker; she is unlikely to significantly shake up her 
ministry or to challenge Awadallah 

traditionally allocated to the MOP. She will 

likely soon face the need to significantly re-staff her 
ministry as Awadallah brings his people into the MOF. 


Cabinet on Short Honeymoon; Fighting A \"Bureaucratic 
Blizzard" 


11. (С) Ali said Zu 

fate of economic reforms in the cabinet in the first few 
sessions. However 

required inter-agency consultation or cabinet approval and 
for all of their expressed hopefulness 

making no predictions about Zu 

the V'old school" bureaucratic gamesmanship that has in the 
past slowed some of Jordan 

reforms. Ali points to overlapping portfolios in different 
ministries as one problem that might stifle Zu 

innovations 

help Zu 

in policy gridlock. Hmoud said that parliamentary 
recalcitrance and a bureaucratic mind-set at the Prime 
Ministry were two challenges Zu 

put Zu 

expressed confidence in the minister 

information on the obstacles he faced as he prepared to plow 
through what Hmoud called the V'bureaucratic blizzard". 


12. (C) Awadallah 

of this economic team and will be the drivers of reform. 
Encouragingly - and in contrast with the majority of the 
ministries in the new cabinet - the bulk of the other 
ministries dealing with sectors of the Jordanian economy 
retain their ministers. Minister of Energy and Mineral 
Resources Azmi Khreisat 

plan at the beginning of his tenure as minister in October 
2003 

provides continuity to guide the energy sector 
transformation. This root-and-branch project includes the 
privatization of all power generation and distribution 
(transmission would remain under government control) 
hundreds of millions of dollars worth of BOO and BOOT power 
generation projects 


M/C BRIAN FLORA. REASON 1.4 (B) AND (D). 1. (C) Reftel points were delivered on May 2 to the / 
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transmission backbone 

by foreign oil 

preparations for the upcoming expiration of the Jordan 
Petroleum Refinery Co. monopoly on production 

and distribution of fuel products. Minister of Tourism and 
Antiquities Alia Hattough-Bouran 

the same time as Khreisat 

implementation of an ambitious strategic plan for her sector. 
This plan 

in 2004 

facilities to private management and investment and a renewed 
focus on support of private-sector efforts to promote Jordan 
as a destination 

policy to reduce barriers to the industry 


13. (C) Also returning are Minister of Transport Saud 
Nseirat and Minister of Information and Communications 
Technology Nadia al-Saeed 

most recent reshuffle in October 2004. Since assuming 
office 

high-priority reforms such as the restructuring of the Civil 
Aviation Authority 

port 

corporations partially or fully owned by the GOJ 

for several rail projects. Saeed has efficiently continued 
her predecessor 

e-government and coordination of efforts to improve IT in 
Jordan 

ongoing deregulation of Jordan 

New to his position is Yousef Shraigi 

Agriculture (and former Minister of the environment); not a 
strong personality 

competent worker by Embassy personnel who have worked with 
him. Also new is Labor Minister Bassem Al Salem 

to his post a background in banking. Al Salem hopes to pull 
the government out of the supervision and management of 
Jordan\'s Social Security Corporation (SSC) 

will de-politicize the SSC and fundamentally transform the 
investment climate in Jordan. 


14. (U) JordanYs economic team may get a boost from an 
unexpected quarter 

appointed Minister of Environment Khaled lrani (ref B) had 
been a consistent champion of environmentally friendly 
development. His prior job was as the Director of the Royal 
Society for the Conservation of Nature (RSCN) 

operations are notable for their support of development and 
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use of private sector tools to protect and conserve natural 
resources. For example 

paid for in large part by USAID funding 

Ammanvs trendiest restaurants 

under Irani has also developed several environmentally 
friendly ecotourism destinations. As Environment Minister 
he will doubtless continue with a nuanced policy that links 
rural development 

RSCN 

the day-to-day manager and custodian of JordanVs national 
parks under an agreement with the ministry he now heads 
Ministry of Environment. Irani is young 

and brings to his environmental portfolio a strong skill set 
that includes NGO experience 

skills 

tools for conservation. 


15. (C) This is an economic team facing many challenges. 
King Abdullah will not be patient if the team does not show 
results quickly. And the challenges faced are daunting. 
Although economic growth is currently strong 

perceptions among the populace are widespread that an elite 
few in Amman are enjoying the lionYs share of the wealth 
generated 

on the outskirts of Amman and the increasing numbers of 
Humvees and other luxury cars cruising the roads. The 
government faces a growing bulge of new entrants to the 
workforce over the coming years. Employing those young 
people will require an invigorated economic reform program 
changing laws 

attract the foreign and domestic investment needed to create 
jobs. Water constraints on continued development loom large 
in the future and the government has several very expensive 
projects planned to try to address them. Jordan will 

continue to be vulnerable to the vicissitudes of its region 

-- continued unrest in Iraq or Israel would deter needed 
investors. Jordan\'s own internal security vigilance is also 
key 

would stop the current recovery in the tourism sector in its 
tracks and further slow investment. 


16. (C) Facing the county\'s debt challenges will remain key 
and take up much of Awadallah\'s time at the beginning of his 
term. A debt management law requires the government to get 
the country's sovereign debt/GDP ratio to 80% by end 2006 
factor complicating the governmentVs desire to wean itself 

off foreign aid and foreign oil assistance. Awadallah will 
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have to move this agenda ahead in the face of a Parliament in 
which many members detest him (Ref C) and want him out of 
government. Many traditionalist East Bankers in the 

legislature resent him bitterly for his perceived arrogance 

(and his West Bank roots) 

Economic Transformation Program he 

previously managed was not included in the government budget 
approved by Parliament. Widespread rumors that Awadallah was 
put in the cabinet under U.S. pressure may mean that his 
reform initiatives could be branded as American directives. 


17. (C) These economic ministers must whip their own 
ministries into shape 

worried about their own prerogatives and special interests 

and face the economic 

above. Fortunately 

credentials of any in years. lts members are already 
demonstrating energy 

problems. Jordan has made substantial economic reforms since 
Abdullah became King; this team has a real chance to raise 
economic reform in Jordan to another level. 


18. (C) Perhaps the biggest challenge of all 

be to win parliament 

meetings with the King and Prime Minister Badran 

Bank stalwarts who have publicly declared their opposition to 
the cabinet are standing firm. If the Islamic Action Front 
either joins the opposition or abstains 

the vote. Badran is proving an uncertain political operator 

a role for which he has little experience and no aptitude. 
Cabinet and palace insiders have told Charge there is an 
intense internal debate on an appropriate strategy to gain 
confidence; Badran advocates dumping key but controversial 
figures such as Awadallah in order to satisfy the Lower House 
(and quixotically telling most of his visitors that these 
ministers were not of his choosing). Failing that 

inclined to call parliament into session at the latest date 
possible (November) while getting Awadallah and others to 
deliver something significant such as G-8 debt relief. 
Awadallah 

to deliver by November 

the reality of their fear to face up to parliament. The King 

is contemplating half measures 

Tougan 

with a southern East Banker. He and the leading reformers 
blame outgoing GID chief Saad Khayr for inciting this 
opposition; most of the MPs who oppose the new cabinet were 
packed into the Lower House during the 2003 gerrymandered 
elections masterminded by Khayr. But while Khayr was 

his departure for Washington 

allies to drop their objections 


Ys strong opposition to the proposed Inter-American Convention against Racism and Discrimination, 
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developed a momentum and sustainability of its own. 
Throughout the history of this parliament 

government have resorted successfully to outright bribery to 
gain majorities for unpopular actions 

but the price keeps rising 

credibility of all those involved. 
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and to military operations." 


RADIKAL: Five thousand people participated in a demonstration 
in Diyarbakir organized by the Freedom for Headscarves 

Initiative 

against cruelty 


BOLGE: The Anti- Terror Branch of the Mersin Security 
Directorate reportedly captured two alleged PKK members 
were allegedly readying bomb attacks against public office 
buildings and facilities of economic importance. Ample devices 
for manufacturing bombs and an abundant supply of guns were 
reportedly found in the flat where terrorists took cover. 


OZGUR GUNDEM: A 33-person delegation from the Turkmen 
Businessmen\'s Association in Iraq will visit Ankara and 
Gaziantep to hold meetings 

in Gaziantep. 


OZGUR GUNDEM: A play by a well-known Turkish author 
was staged in many provinces of Turkey 

southeastern Turkey. Ozgur Gundem reports that the staging of 
Aziz Nesin\'s play 

certain statements in the text of the play referring to \"Kurds\" 
and \"(Turkish) Armed forces". According to Cizre\'s Security 
Directorate 

information they had about one of the actors\' background. 


OZGUR GUNDEM: The explosion of a bomb in a military waste 
dump area reportedly killed an 8-year-old boy and wounded a 
10-year-old severely in Serenli village of Mardin province. The 
father of the wounded boy will file a complaint against the 
Jandarma. 


EVRENSEL / OZGUR GUNDEM: Forty-six village guards in 
Kekikduzu village of Van province applied to the Office of the 
Governor and the Sub-governor after the Saray District Jandarma 
Command communicated to them that a military operation would be 
conducted along the Iraqi border. The village guards reportedly 
stated that they no longer wanted to participate in military 


Committee (HIRC), Western Hemisphere Chairman, who will lead a delegation to Panama during Ju 
теп Shui-bian achieved a small symbolic victory when he made an unannounced visit on May 4 to Fi 


RIGHTS VETTING FOR: MR. AUEN KUNKEAW REF: A. JUSMAG/THAI MEMO OF 28 APRIL 2005 
U.S.-Singapore Regional Emerging Diseases Intervention (REDI) Center is currently coordinating all 
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operations 


CUMHURIYET / OZGUR GUNDEM: ` Ministry of Education statistics 
indicate that the average number of students per class/teacher 

in the southeastern provinces of Turkey is 60. The average 

number of students per class decreases sharply in the western 
provinces 

33 students per class in Istanbul 

Ankara. 


CUMHURIYET: State Minister Guldal Aksit noted that the number of 
street children in Turkey in 2004 is 41 

children coming from eastern and southeastern provinces of 

Turkey constitute thirty-seven percent of the street children. 


OZGUR GUNDEM: DEHAP Adana Administrators organized a \"dinner 
for peace\" and mediated successfully to amicably resolve a feud 
between the Ozlu and Erden families in Adana. 


REID 
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encourage the King to not react negatively to the platform 
statement 

taken stands on issues such as corruption that the King had 
identified as prerequisites to discussions. India will push 
the King to take further measures to restore civil liberties 
and protect human rights 

military equipment as a V'gesture of good faith.\" A/S Rocca 
flagged the issue of ammunition supplies for the RNA as one 
we may face in the near future 

US-India discussions in defense channels to refine our 
understanding of the military situation on the ground in 
Nepal. End Summary. 


An Opening for Negotiations? 


2. (C) After noting that events had moved rapidly since A/S 
Roccavs last visit three weeks ago 

PolCouns 

Nepalese political parties to make a common statement of 
objectives 

May 8 would provide a starting point for negotiations between 
the parties and the palace. Before departing for Jakarta 

the King had told Indian Ambassador Mukherjee that he was 
unable to negotiate with the parties as they were disjointed 
and unwilling to address previous problems of governance and 
corruption. As the common platform appeared to respond to 
those particular objections 


'ase protect accordingly. 1. (SBU) Post delivered reftel demarche May 4 to the New Zealand Ministry 
‘hich was carried іп the Arabic and English press May 10, said that the UAE hailed the final compositi 


ivious day the GOT held their first Interministerial Coordination Meeting to discuss Turkish participatic 
rants country clearance to the National Nuclear Security Administration\'s (NNSA) Office of Defense | 
2orts of irregularities, the current Chittagong mayor, Awami League\'s ABM Mohiuddin Chowdhury, wc 
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King now to engage the parties seriously on restoring 
democratic government. 


3. (C) Noting that the King had thus far used Article 127 of 
the constitution \"for all the wrong reasons 

that the party platform requests the King to use that Article 
to recall the Parliament 

reviving a peace process with the Maoists. Rae suggested 
that this might be palatable to the King 

assuage his fears that a restored Parliament would 
immediately try to infringe on his powers. Rae argued that 
one of the biggest winners from this exercise was Congress 
leader GP Koirala 

been untainted by allegations of collusion with the palace. 


3. (C) Commenting that the King\'s greatest concern was 
retaining his position 

initial reaction to the partiesY proposal would be outright 
rejection. However 

(including party agitation and the continuing insurgency) and 
careful incentives 

non-lethal military supplies and assurances of the 
continuation of a constitutional monarchy 

to work with the political parties on a path to emerge from 
the present standoff. Rae agreed that in order to leave room 
for negotiation 

to reject the partiesV statement unconditionally 

outcome would play into the hands of the Maoists. At this 
stage 

disingenuous. 


Resumption of Supplies and Restoration of Civil Liberties 


4. (C) Rae explained that the GOIVs decision to resume 
non-lethal military supplies (reftel) was intended to signal 

to the King that India was pleased with the end of the 
Emergency 

faith 

basic civil and human rights. The supplies to be provided in 
the near term included Mahindra jeeps and night vision 
equipment 

mine-proof vehicles as they had been used in the past against 
civilian demonstrations. India hoped that the KingVs 

response to receiving these supplies would be to make further 
progress in restoring civil liberties 

commented that the UK 

appeared \"distressed and disappointed" when notified of the 
GOI decision. 


5. (C) Rae stated that his biggest concern is that V'the rule 


ance to Dr. Abhijit Deshmukh, Program Director in the Division of Design, Manufacture and Industrial 
mero, Senior Investigator, National Institute of Child Health and Human Development, NIH, to travel ! 
ry clearance to Paula Bontempi, from NASA HQ, to travel to Santiago de Compostela, June 18-24, to 


D. (D) ABU DHABI 1680 Classified By: Ambassador Michele J. Sison, reasons 1.4 (b) апа (d). 1. ( 
f Economic Planning Yousif Humood information on the June 6-7 Beyster meeting. Humood said tha 
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of law is almost non-existent\" in Nepal 

citizens seem to have no legal recourse to contravene 
government actions 

Emergency. He commented that the midnight arrest of former 
PM Deuba 

reports of \"vigilante\" groups killing suspected Maoists 

(which India suspected may be backed by the government) added 
to the sense of fear among party leaders and other Nepalese. 
Rae added that the chairman of the National Human Rights 
Commission is reported to be either a supporter of the KingVs 
actions or afraid to challenge them 

human rights and civil liberties is something that Wwe must 
keep drilling home" in interactions with the АСОМ. 


Police Training and Morale 


6. (C) Responding to A/S Roccavs identification of police 
training as a longer-term need to provide a secure 
environment for elections 

program for training up to 10 

two batches of 300-400 had completed training before the 
program was suspended after February 1. The Nepalese police 
currently feel out of place under the unified command 
structure that groups them together with the RNA. Rae noted 
that the RNA receives all the Palace\'s resources and 
attention 

disbanded civilian governments. Especially in outlying 
regions 

and salaries compared to RNA soldiers 

remote areas live across the border in India for safety 

said. 


Ammunition 


7. (C) A/S Rocca flagged for the Indians their earlier 

estimate that the RNA had 4-6 monthsY worth of ammunition 
from February 1 

coordinate in monitoring the need for ammunition in order to 
prevent the RNA from losing ground to the Maoists. Rae 
agreed to ask the Indian Ministry of Defence to contact the 
Embassy DAO to provide its updated estimate of the RNAYs 
ammunition requirements. He reiterated the GOI view that the 
Maoists V'must be convinced they can\'t win militarily\" so 
there is time for the current 

develop. He also noted with concern reports that the RNA has 
been trying to source ammunition from China. 


8. (C) Rae agreed that the first message to the King was to 
encourage him to keep open the option of using the partiesV 


ATE 82967 (0) Poloff delivered reftel talking points to Peerasak Chantavarin, Director of the Social C 
ort Judge Buergenthal\'s renomination but undertook to forward the demarche and accompanying di 
tional Political Organizations Department Head Levent Sahinkaya, who replied that Turkey shared the 
National Committee and Country Offices to evaluate Turkey UNICEF,s program content and effective! 
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common platform as a point of negotiation 

and GOI also needed to push the parties to continue to 
negotiate together to find an agreeable roadmap out of the 
present impasse. He commented that a US request to the King 
not to \"overreact\" to the partiesV statement was \"very 
important coming from Washington 

emphasize to the monarch that the party proposals were not 
the last word on the subject 

discussions of a return to democracy. 


Comment 


9. (C) The Indian decision to release some non-lethal 

military supplies to the RNA after hearing about USG steps in 
that direction demonstrates the importance the GOI places on 
maintaining a united front in our interactions with King 
Gyanendra. Although still convinced that his steps since 

April 23 have been inadequate and superficial 

that offering positive incentives 

will elicit more substantial actions to engage the parties 
restore civil liberties and work toward democracy. Despite 

its current sanguine outlook on ammunition needs 

does not make sufficient progress 

nevertheless to resume more substantial military assistance 
in response to RNA requirements or Maoist gains. Rae made 
clear that the GOI is unwilling to risk an RNA collapse in 
order to maintain pressure on the palace. 


10. (U) A/S Rocca has cleared this message. 
BLAKE 
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diseases. Also 

community-based data collection to reduce dependence on GOB 
assertions and unreliable government data. On capacity 
building 

more local and expatriate trainers and experts to work with 
both UNICEF staff and also technical-level GOB staff. She 
said that because the quality of child protection in Burma 
was currently so low 

especially in rural areas. UNICEF Burma was trying to get 
the budget to hire additional expatriate staff for more 
remote programs. 


4. (SBU) Ms. Long also pointed out a few specific new 
directions UNICEF programs would take in the next five years. 
Most notably 
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child protection component that will focus on building a 
functioning juvenile justice system (in conjunction with 

ICRC) 

fighting child exploitation (especially trafficking 

labor 

changes will be a redirecting of UNICEFYs HIV/AIDs work to 
deal more intensively with mother-child transmission and AlDs 
orphans (both growing problems in Burma); expanding existing 
childhood development programs (from the current peri-urban 
focus to more remote regions); and 

education affordable (to reduce dropouts). 


Is UNICEF Too Close to the GOB? 


5. (SBU) Responding to the COM s observation that some view 
UNICEF as too close with the GOB (a common criticism of 
UNICEF 

the type of structural changes they hope to achieve in 
GOB-controlled areas like basic healthcare and education 

\"you have to work with anybody who can help you get to kids 
even if they're otherwise reprehensible.V She said there 

have been positive results to UNICEFVs efforts to build trust 

in key ministries. She noted 

of Education has refused to work with any other UN agency or 
international NGO on curriculum in public schools. UNICEF 
Ms. Long pointed out 

domestic violence components added to school curricula in the 
townships in which UNICEF operates. Ms. Long stressed that 
UNICEF has a wide array of NGO partners with whom the agency 
works without any GOB interference and cooperates well with 
the UN Country Team. 


6. (SBU) The UNICEF rep said that her agency's ties to the 
GOB at the working level did not do it much good when dealing 
with the designated UNICEF V'focal point 

Development and National Planning 

relations with him were quite poor and it was difficult for 
UNICEF to get necessary meetings with the Minister to seek 
his approval for planned changes and additions to UNICEFYs 
mandate. This bad situation had become even worse since 
former Prime Minister Khin Nyunt was ousted in October 2004. 
She did not seem to think these poor ties at the policymaking 
level would hurt UNICEFYs new country plan 

Regular Ties to NLD 


7. (SBU) Ms. Long volunteered that UNICEF had been taking 
monthly meetings with the NLDVs Central Executive Committee 
(CEC) to explain the agency's activities and plans. She said 

the CEC had not raised any objections to UNICEFVs new country 
plan and indeed had urged the agency to do as much as 
possible to build the country\'s decrepit education system. 
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In the past 

had been a vocal proponent of a particular UNICEF childhood 
development project in suburban Rangoon. 

8. (SBU) (Note: U Lwin 

slightly different take. He told us on May 3 that UNICEF had 
only met twice with a member of the CEC (once to discuss 
Global Fund issues and once to describe the new country plan) 
since the current country representative took office. No 
UNICEF official has been to the NLD headquarters during this 
time period. He also said that during the country plan 

briefing the NLD had been in a Wlistening mode" and he did 
not recall endorsing any component of the plan. He admitted 
that ASSK had always been the primary point of contact with 
the UN agencies 

she was imprisoned in May 2003. End note.) 


9. (SBU) COM asked if UNICEF would be amenable to more 
bilateral and informal visits of embassy staff to UNICEF 
project sites. Though UNICEF\'s regular diplomatic group 
trips have been informative (ref C) 

been less willing to arrange informal visits to project sites 

by individual emboffs during up-country travel -- perhaps 
fearing a negative GOB reaction. Ms. Long agreed with the 
COM\'s suggestion and said she would work to set up such 
visits in the future. 


Comment: On the Right Track? 


10. (SBU) UNICEF has been effective in many of its programs 
here. There are some outstanding concerns over UNICEFVs 
activities here; particularly problems of oversensitivity to 
GOB criticism 

of a true results-oriented assessment process. However 
while the country rep is optimistic 

dealings with the GOB 

improving the quality of UNICEFVs programs and the auditing 
mechanism that will help ensure efficiency. Likewise 

the last year there has been a significant changeover in the 
administration in UNICEFVs Burma HQ -- a change for the 
better one senior UNICEF official claimed. End comment. 
Martinez 
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has spawned the two groups recently banned by the government. 
The JMB is alleged to be the military wing of AHAB 

JMJB appears to be mainly composed of AHAB members and was 
formed to counter supposed leftist/Communist influence and 
criminality in northwestern Bangladesh. As noted in Ref A 

the JMB and JMJB are accused of perpetrating a number of 
attacks on \"un-Islamic\" targets in northwestern Bangladesh in 
early 2005. The government believes that al-Galib instigated 


s for reasons 1.4 (b) and (d). (C) MFA Deputy Director General for Security Policy Fatih Ceylan calle: 
itrep SUBJECT: WB/G SITREP: THREE MORTAR SHELLS FIRED IN GAZA; ONE PALESTINIAN K 


OFAC (GLASER), FINCEN Е.О. 12958: DECL: 04/10/2015 TAGS: EFIN, ECON, ETTC, KTFN, PTE! 


Column 3 

several IED attacks against cultural events in early 2005 
though he claims he has called only for \"rhetorical jinad\". 
Local intelligence agencies report that al-Galib has 

travelled to India 

the recent past. In Kuwait 

AHAB receives some funding from a Kuwait-based NGO 
Revival of Islamic Heritage Society (RIHS). The Bangladesh 
government has frozen the local accounts of RIHS as it 
investigates al-Galib and his associates. The government 
continues to build its case against al-Galib and his 
associates 

COMMENT: Although Islamist organizations in Bangladesh are 
primarily focused on internal affairs 

patterns and links suggest he has ties with regional and 
international Islamist movements. Such ties could 
conceivably evolve in a closer working relationship in the 
future 


B. NAME: RAHMAN 

DPOB: UNK 

Affiliation: Operational commander of the JMJB whose 
exploits have received wide coverage in the local press. 
Although the government has claimed to have made great 
efforts to capture Bangla Bhai 

in India. While many of the JMJB\'s attacks were allegedly 
against \"un-Islamic\" targets 

dressed up in Islamist garb. Although a number of JMJB 
members have been arrested 

been seized. Seizures have been limited to locally-produced 
black powder used in IEDs. 


C. NAME: ISLAM 

DPOB: 01 OCT 1963 

Affiliation: Senior associate of Dr. al-Galib and senior 
member of AHAB. 


D. NAME: SALAFI 

DPOB: 02 AUG 1946 

Affiliation: Senior associate of Dr. al-Galib and senior 
member of AHAB. 


E. NAME: AZIZULLAH 

DPOB: 28 FEB 1976 

Affiliation: Senior associate of Dr. al-Galib and senior 
member of AHAB. 


4. (U) Visas Viper Committee meeting was chaired by DCM 
Judith A. Chammas and acting consular section chief Robert 
Jachim acted as coordinator. 


THOMAS 
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CHT in terms of its market performance. In the Taiwan Stock 
Exchange (TSE) 

since last June. Based on CHT 

per share on the TSE May 4 

issuance 

shares 

2.6 billion). This cash income could be used reduce the 
governments fiscal deficit 

NT dollars (USD 8.8 billion) for year 2005 


5. (U) Investment houses are closely eyeing CHT 

ADR sale. In the 2003 American offerings 

awarded 1.15 billion NT dollars (USD 36.5 million) to Goldman 
Sachs 

Encouraged by this lucrative trade 

securities companies 

Stanley and Nomura Securities 

in the June offering 

billion NT dollars (USD 57 million). The media speculates 
based on previous ADR placements 

banks 

sales of telecom stocks or underwriting at the New York Stock 
Exchange 


6. (C) Privatization of CHT is one of Taiwan 

accession commitments. The Taiwan government has repeatedly 
promised privatization of CHT despite the fact that it has 

not yet reached an agreement with the CHT labor union over 
pension plans. Vice Chairman of the Council for Economic 
Planning and Development (CEPD) Hsieh Fada told AIT that 
CHT\'s announcement of the ADR underwriting bid came as a 
surprise given that negotiations with the union didn\'t appear 
to be near to a solution. CHT had proposed that employees 
nearing retirement be given a lump sum payment upon 
completion of service and that future retirees pensions be 
calculated and paid in accordance with TaiwanVs new pension 
law. CHT\'s union demands that all employees 

length of service with the company 

retaining the current retirement system with monthly pension 
payments after CHT is privatized. If CHT were to accept such 
a proposal 

MOTC would need to bear 45 billion NT dollars (USD 1.4 
billion) in pension liabilities for CHT. In order to gain 

the unionVs support 

to amend the current privatization law so that both sides 
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could reach an agreement that would carry a smaller price tag 
for the government roughly 7.1 billion NT dollars (USD 225 
million). 


7. (C) CHT privatization faces challenges apart from labor 
relations 

forward. In an April 20 meeting with AIT Director 

w/o Portfolio Lin Ferng-ching confided that the privatization 
of \"Chunghwa Telecom is like а noose around my neck." Tsai 
Zse-hong 

Science & Technology Advisory Group (STAG) said that 
privatization was a difficult issue and that CHT has seen a 
large loss of traffic recently due to a migration to Voice 

over Internet Protocol (VolP) services. He declined to 
quantify how much traffic has been lost 

STAG isnVt sure if the numbers being given to it truly 

reflect traffic loss by CHT. Tsai said CHT is very concerned 
about VoIP and one rumor floating about is that CHT is trying 
to program features into its system that would degrade the 
quality of popular VoIP operator Skype. 


8. (C) Conventional wisdom says that technological changes 
and competition from internet and wireless services are going 
to significantly erode CHTVs market share over the next five 
to ten years. Although CHT is still far and away the most 
powerful player in Taiwan telecoms 

has decided that telecom share prices have reached a level 
that justifies releasing these shares. Given CHT\'s declining 
voice traffic and concerns that its business is migrating to 
VoIP providers 

overcome problems in order to place these shares while the 
market for them is relatively strong. End Comment. 

PAAL 
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Cancer 

give a lecture on Ovarian Pathology at the XXII Congreso de 

la Sociedad Espanola de Anatomia Patologica (SEAP) in Palma 
de Mallorca. 


3OG to welcome the formation of the Iraq Transitional Government and convey support for Iraqvs rec 
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2. Embassy understands that no assistance is necessary. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general 

other large cities in Spain --including resort/convention 

areas such as Benidorm-- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passportVs 
photo page. Visitors can protect themselves against crime by 
being street-smart 

In the event you are victimized by crime 

security-related incident 

Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
StateVs website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas 

threat information through its Consular Information Program 
documents 

http://travel/state.gov. In addition to information on the 
Internet 

calling the Department of State in Washington 

202-647-5225 from their touch-tone telephone 

information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

MANZANARES 
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always be a talking point" for the BJP. However 
characterized this as an opportunistic issue. In India Vs 
northeast 

public anxiety about illegal migration of Muslims from 
Bangladesh. With the recent improvement of Indo-Pak 
relations 

in New Delhi 

terrorist attack 


rown Prince Shaikh Salman told delegations attending a May 10 preparatory meeting for the Noveml 
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3. (C) Jaitley was upbeat on the US-India relationship 
emphasizing that ties with the US are no longer a point of 
controversy in Indian politics. Citing his own situation as 
typical 

living in the US 

York. Despite this upbeat context 

about the US visa denial to Gujarat Chief Minister Narendra 
Modi 

could take such an action against the party that began the 
transformation of US-India relations. Charge explained the 
rationale and legal basis for the US decision. Jaitley 
agreed with the ChargeVs point that Modi was a polarizing 
personality 

the US to let the Chief Minister visit the US 

have attracted a few demonstrators and then nothing more 
would be said. Regardless of US explanations 

warned 

BJP rank and file. 


4. (C) Reflecting on several weeks spent in Bihar leading the 
BJP\'s state election campaign 

about growing gaps in the quality of governance across India. 
Virtually all new investment 

the four southern states 

Maharashtra) and \"within 100 kilometers of Delhi." He 
lamented the V'Robin Hood" syndrome that prevails in Bihar 
arguing that caste politics lend a V'social sanction" 
criminalization of politics that drives away investment. 
Recalling helicopter flights over Bihar 

economic desert 

only form of industrial infrastructure. He also decried -- 

but sympathized with -- the mass exodus of Bihari 
professionals from that state to cities like Delhi and 

Mumbai 

Service. 


5. (C) Putting on his hat as a former Commerce Minister 
Jaitley confessed that the BJPYs opposition to a Value Added 
Tax (VAT) at the state level was based on a narrow political 
calculus 

VAT soon in order to protect their revenue streams. He gave 
the Congress government generally positive marks for its 
handling of economic policy issues 

contradictions inherent in the UPA coalition. Jaitley was 
relatively relaxed in response to the Charges pitch for 
opening of the Indian services sector. He agreed that legal 
services should be opened to foreign competition 

the performance of the Indian bar has begun to improve 
though the quality of judges suffers from a \"Gandhian\" 
mindset that leads to unreasonably low salaries. On retail 
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he argued that foreign competition should not seriously hurt 
the mom and pop stores that form a BJP constituency. 
However 

like Wal-Mart should proceed slowly 

retailers are just now coming into their own. 


6. (C) Comment: Although visibly pained by the Modi visa 
revocation 

clearly values his personal and commercial connections to the 
US (several US corporates are legal clients). As the 
competition for BJP leadership heats up 

the advantages of a telegenic personality and strong ties to 
the New Delhi establishment. However 

remarks here about Hindutva 

Sangh Parivar are weak 

mobilize the BJP base. 

BLAKE 


32280 

32281 

EUROPE FACE TO FACE WITH PUTINVS CHALLENGEW AND CATHOLIC Ly 
CROIX 

TENSION. OTHER REPORTS ΟΝ ΤΗΕ PRESENCE OF WORLD DIGNITAR 
IN MOSCOW INCLUDE A COMMENTARY IN LE FIGARO ABOUT PRESIDEN» 
CHIRAC WHO \"REFUSED CONTROVERSY\" WHILE IN MOSCOW AND DIE 
VECHO THE AMERICAN CASTIGATIONS.\" LE PARISIEN ALSO COMMENT 
PRESIDENT CHIRACVS SPEECH: WHILE IN MOSCOW PRESIDENT CHIR 
EMBARKED ON THE CAMPAIGN FOR THE ‘YES 

"WITH THE EUROPEAN TREATY EUROPE WILL REAFFIRM ITS POLITICAI 
INFLUENCE.Y EUROPE WILL BE A MORE AMBITIOUS AND MORE 
PEACEFULY EUROPE AS WELL AS ^A FRIEND TO RUSSIA THE GREAT." 
LE MONDE\'S EDITORIAL TITLED WINDIVISIBLE LIBERTY" COMMENDS ТР 
U.S. FOR VITS SUPPORT TO AWAKENING DEMOCRACIES\" AND ΒΕΘΒΕ 
THAT THE EU 

THE SAME FIRM LANGUAGE IN FAVOR OF DEMOCRACY. IN REGIONAL 
OUEST FRANCE DOMINIQUE MOISI PENS AN EDITORIAL IN WHICH HE 
APPLAUDS PRESIDENT BUSH FOR DEFENDING FREEDOM AND DEMOCI 
(SEE PART C) 


THE ECONOMIC PRESS 

HOW \"PARIS AND BERLIN ARE TRYING TO AVOID A MAJOR CRISIS AT 
EADS 

FORGEARD TO RESIGN AS HEAD OF AIRBUS COULD CREATE A CRISIS. 
UNNAMED SOURCE SAYS AN EXECUTIVE COMMITTEE IS WORKING TO 
FORGEARD TO \"TEMPORARILY\" BE BOTH THE PRESIDENT OF EADS Al 
AIRBUS. 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
WWII COMMEMORATION - PRESIDENT BUSH TO RUSSIA - GEORGIA 


VBETWEEN EMOTION AND STIFFNESS\" 


attend the Middle East Cancer Consortium Ministerial in Geneva on May 17. Deputy Secretary Gene 


6 REF: STATE 79775 1. The Ambassador received a fax copy of a letter (in English) dated May 10 
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DOMINIQUE MOISI IN REGIONAL OUEST FRANCE (05/10): WA MIXTURE 
OF EMOTION AND STIFFNESS CHARACTERIZED YESTERDAY\S CEREM( 
IN MOSCOW. IT WAS LEGITIMATE FOR WORLD LEADERS TO BE PRESEI 
IN MOSCOW. RUSSIAN VETERANS DESERVED THE TRIBUTE 

OUR ADMIRATION AND OUR GRATITUDE. BUT CELEBRATING THE PAST 
MUST NOT HIDE THE REALITIES OF THE PRESENT OR OUR CONCERNS 
THE FUTURE. WHILE PART OF EUROPE 

GERMANY 

OF HISTORY 

BY STARTING HIS VISIT TO THE FORMER SOVIET UNION WITH RIGA AN 
ENDING IT WITH TBILISI 

A CLEAR MESSAGE TO THE WORLD IN GENERAL AND PUTIN IN 
PARTICULAR. LIBERTY AND DEMOCRACY ARE ON THE MARCH. TODAY 
TBILISI 

PRESIDENT BUSHVS VISIT 

LIBERATION AND THEIR DEFIANCE OF MOSCOW. EUROPE NEEDS TO H 
THEIR MESSAGE 


VINDIVISIBLE LIBERTY\" 

LEFT-OF-CENTER LE MONDEVS EDITORIAL (05/10): "COMMEMORATION: 
ARE MEANT TO CELEBRATE HISTORY 

SEARCHING. THIS WOULD HAVE BEEN THE CASE IN MOSCOW EXCEPT 
THE FACT THAT SEVERAL LEADERS FROM BALTIC COUNTRIES DECIDE 
BREAK WITH THE POLITICALLY CORRECT. PRESIDENT BUSH PROVED I 
HIS SPEECH IN RIGA THAT RECOGNIZING ONES ERRORS COULD NOT 
A ONE-WAY STREET. HAVING ACKNOWLEDGED THAT RACIAL SEGREG, 
WAS A SHAMEFUL EPISODE OF U.S. HISTORY 

ROOSEVELT\'S ACCEPTANCE OF YALTAVS DIVISION OF EUROPE. AS WI 
AS THE FACT THAT AMERICANS SACRIFICED THE RIGHT TO FREEDOM 
THE WEAKEST IN THE NAME OF INTERNATIONAL STABILITY 
PRECISELY FOR AN ILLUSION OF STABILITY. HIS VISIT TO GEORGIA 
WHERE THE AMERICANS HAVE BEEN ACTIVE IN THE ELECTION OF 
SAAKASHVILI 

LEADERSHIP OF PRESIDENT BUSH 

STATUS QUO BUT AN ADVOCATE OF DEMOCRATIC CHANGE. THE IRAQ 
EXPERIENCE DEMONSTRATES THAT THIS IS ALSO A RISKY POLICY. 
NEVERTHELESS 

MOSCOW 

DEMOCRACY." WOLFF 
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States only has one President. Chen said that Lee should 
understand that Taiwan also has only one President. In 
response 

Chen 

public over his 2004 campaign promises to pursue greater 
\"Taiwanization\" policies. 


With Friends Like This... 


n citizens detained in Taiwan as illegal immigrants, including many TIP victims, creates unnecessary 
Ws Civil Aviation Law, which imposes compensation liability on airlines for delay due to causes beyon 
. 04 BANGKOK 5239 1. (SBU) SUMMARY: The Thailand G8 Counter- Terrorism Action Group (СТА 


: DAYS WHEN AN OFFICIAL-LOOKING BUSINESS PROPOSAL ON LETTERHEAD WOULD ARRI\ 
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3. (C) Chen also further alienated his erstwhile ally 

Soong 

President that the PFP would support the government\'s 
legislative agenda 

Procurement Budget 

immediately denied the existence of any under-the-table 

deals. KMT Spokesman Chang Jung-kung boasted that Chen\'s 
revelations would undermine support for the PFP at the May 14 
polls. PFP officials are still fuming over ChenYs May 8 
accusation that Soong met in January in the United States 

with PRC Taiwan Affairs Office Director Chen Yunlin (Ref A). 
President Chen said that Chen Yunlin used his purported 
meetings with Soong (and USG officials) to urge intervention 

to derail plans to revise the constitution (Ref B). (Note: 

the Department may wish to prepare contingency press guidance 
in case Taiwan reporters ask whether Chen Yunlin raised the 
constitutional revision or National Assembly issues during 

his January meetings in Washington. End Note.) PFP 

officials have demanded Chen apologize for the accusation 
and Soong himself was filmed personally denying any contacts 
with Chen Yunlin in the U.S. 


4. (C) While Pan-Blue officials have rejected ChenVs recent 
allegations and publicly accused him of souring the political 
atmosphere 

of ruling out a post-May 14 meeting of political leaders. 

DPP Legislative Yuan (LY) Defense Committee Member Shen 
Fa-hui told AIT that it is critical for Chen to meet with 

Lien and Soong shortly after the May 14 NA election in order 

to secure a Pan-Blue commitment to move forward on the 
Special Defense Procurement Budget before the LY recesses in 
late May. Shen complained that Chen\'s repeated rhetorical 
shifts between reconciliation to condemnation have added an 
unneeded variable to the process. Shen added 

the door appears to remain open for a meeting between Chen 
and the two Pan-Blue leaders between the May 14 election and 
the anticipated May 17 vote on the Special Defense 
Procurement Budget in the LY Procedure Committee (Ref C). 


5. (C) Chen\'s recent rhetoric has also provoked sharp 
criticism from within the DPPVs own ranks. DPP officials 

told AIT that party Chairman Su Tseng-chang was furious over 
ChenVs condescending treatment of party leaders during a 
televised May 6 DPP leadership meeting. Officials said that 
Chen privately apologized to Su on May 8 

responsibility should the DPP perform poorly in the May 14 
election. While Su kept his frustration to himself 

New Tide faction members publicly stated that ChenVs recent 
sharp rhetoric amounted to a \"slap in the face" to New Tide 
co-leader and National Security Council (NSC) Secretary 
General Chiou l-jen 


A: ATHENS 1197 В. В: STATE 84836 1. (U) Summary: DCM delivered demarche (reftel B) on M 
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centrist policy course. ChiouVs Chief of Staff 

told AIT on May 9 that Chiou has been taken off guard by some 
of Chen\'s recent rhetoric 

various conversations with James Soong. 


6. (SBU) While most DPP leaders have kept a low profile in 
the wake of ChenVs public statements 

moved to soften Chen\'s edge 

business group to highlight the President\'s commitment to 
easing tensions with Beijing and facilitating greater 
cross-Strait economic interaction. Hsieh touted a planned 
Presidential address on May 20 that Hsieh said will set a 
clear marker for future cross-Strait relations. 


Comment: Falling Off the Wagon? 


7. (C) The media and most political observers thus far appear 
to be writing off the Presidents series of ad hominem 

attacks on fellow political leaders as typical 

Chen Shui-bian campaign behavior. Heated domestic political 
rhetoric notwithstanding 

continued to advocate a moderate pragmatic approach to 
cross-Strait issues in recent days. It is also positive that 

all sides 

to Chen\'s statements in ways that leave room for inter-party 
talks and cross-Strait pragmatism after May 14. The major 
variable may be James Soong. Chen\'s decision to smear Soong 
as a PRC stooge while revealing details about under-the-table 
promises may complicate Soong\'s ability to explain to his 
followers what the PFP stands to gain from an alliance with 
the unpredictable Chen Shui-bian. 

PAAL 
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longer article in \"Hoy\" on May 7 was based on an interview in 
which Wiarda explained the political obstacles to U.S. 
ratification of CAFTA. Following their usual editorial 

slant 

Foresees Rejection of CAFTA by U.S. Congress.8 


Highlights of the hour-long address 
half an hour of Q&A : 


- - U.S. foreign policy today 

attaches a low priority to Latin America. Top policymakers 
by and large have paid attention only to crises in the 
region. 


- - This is inevitable 
superpower must engage with &more than 200 political 
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entities8 (nations and international organizations). The 
Dominican Republic is a small blip on a big screen. 


- - Dominicans tend to overestimate U.S. interest here 
on their screen the United States outshines all others. 


- - &Benign neglect8 is not necessarily a bad thing. 

Crisis managers in Washington are exasperated with countries 
that keep them awake at night. Substantive regional 
policymaking takes place below the White House and cabinet 
at assistant secretary and DAS level 

relevant area expertise and experience. 


- - Since January 

been replaced by less ideological 

Secretary of State Rice has more interest in the developing 
nations than her predecessor. 


- - President Fernandez will go to Washington at a propitious 
moment. After 3-1/2 years of the global war on terror 

is on the way to being won 

¿looking for a way to withdraw U.S. forces from Iraq 

away from an overriding concern with counter-terrorism 
&return to more normal diplomacy.8 


- - &Mr. President 

open to your proposals and your country 

time in the recent past. It 

to take advantage of this favorable moment (coyuntura).8 


- - Secretary Rice 
Europe are important signals of this rebalancing of U.S. 
priorities. 


- - The administration is taking up recommendations that Dr. 
Wiarda and other academic experts originally developed for 
President George H.W. Bush in 1991-92 on future directions of 
post-Cold War policy. The recommendations were shunted aside 
during the Clinton Administration 

2001 with Mexico 

again being dusted off. Essentially: Reduce the traditional 
emphasis on Europe and the Middle East; devote more attention 
to Asia and Latin America. 


- - The Dominican Republic is a much more sophisticated 
partner for the United States today than in 1962 

first came here. Then the country was 75 percent illiterate 
70 percent rural 

80 percent of its exports; today Dominicans are 75 percent 
literate 

services 


ed us that Foreign Minister Pierre Pettigrew is now scheduled to attend the CD Ministerial in Santiagc 


Column 3 
on sugar for only 3 to 4 percent of GDP and a small fraction 
of exports. 


- - The Dominican-American community is entering politics 
holds elected offices at municipal and state levels 

beginning to influence policy as part of the large Hispanic 
minority in the United States. Dominican-Americans will help 
promote this country 

in the current lobbying for U.S. ratification of CAFTA 

would offer the country unrestricted access to the world 
biggest market. 


- - The changes in the country since the fall of the Trujillo 
dictatorship reflect those elsewhere in Latin America. 

Thirty years ago 

regimes; today 19 of 20 (34 of 35 if all the Caribbean is 
included) have governments that are more or less democratic. 
Stable democracy correlates highly with developed economies. 
Unstable Haiti 

illustrative. Venezuela is an exception &because it floats 

on oil.8 


- - U.S. authorities prefer to deal with democracies 
are more responsible than extreme regimes of right or left. 


- - Structural issues in the region include corruption 

poverty 

disenchantment with democracy among citizens who do not enjoy 
expected benefits in well-being or services such as education 
and health care. Strong democratic faith in the Dominican 
Republic relates to bad memories of the Trujillo era. 


Q&A were led off by polemical Hamlet Herman 

Wiarda 

questioners chimed in skeptically on specifics. The speaker 
gave reasoned replies to each. 


2. (U) Drafted by Bainbridge Cowell. 


3.(U) This piece and others in our series may be consulted 
on our classifed SIPRNET site 
http://www.state.sgov.gov/p/wha/santodomingo« /a» along 
with extensive other material. 

KUBISKE 
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abducts 

for ransom will be sentenced to forced labor for life." 

During a May 6 speech in Jeremie 

the kidnapping problem and said the decree was only the first 
step in increasing the overall level of security. 


451 В. STATE 41922 C.04ACCRA2503 D. ACCRA 302 Classified By: Ambassador Mary 
ional Organizations at the Ministry of Foreign Affairs and Foreign Trade, on April 13, 2005. Brown dic 
ations at the Ministry of Foreign Affairs and Foreign Trade, on April 13, 2005. Brown did not have any 
?rganizations at the Ministry of Foreign Affairs and Foreign Trade, on April 13. Brown did not have an 
Deputy Director for International Organizations at the Ministry of Foreign Affairs and Foreign Trade, « 


for reasons 1.4 (b) and (d). 1. (U) SUMMARY: Over the course of the past year, Paraguay has sol 
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5. (U) On May 7 

undertook several operations against kidnappers in the 
Port-au-Prince neighborhoods of Bel-Air and Delmas 42. HNP 
spokesperson Coicou told reporters on May 8 that during the 
operations 

arrested fifteen alleged kidnappers 

and recovered an unknown number of stolen vehicles. The 

three victims had been kidnapped throughout the previous week 
for unknown ransom demands. One victim was a Haitian married 
to a French national. 


6. (U) Of potentially greater significance 

announced May 8 the formation of a joint HNP-MINUSTAH 
anti-kidnapping unit. We understand that this will bring 
together MINUSTAH military and CIVPOL units with specially 
selected HNP officers 

was temporarily established last year in response to a 

similar wave of kidnappings. We will report details on this 
new cooperation as soon as possible. 


7. (SBU) One of the alleged kidnappers arrested in the 
operation was Francel Jasmin 

Front for National Reconstruction (FRN) political party. No 
accusations have been raised that the FRN was involved in any 
kidnappings 

publicly on May 9 

the party had engaged legal services on behalf of its member. 
He added 

elements!" out of the party 

face the judicial process. In a statement defending himself 
Jasmin said HNP investigators interviewing him had also 
implied the collusion of Richard Chevalier with some of the 
kidnappers. Chevalier 

advisory team funded by INL 

and 

by the HNP in mid-2004 (ref B). The Embassy has long since 
severed its relationship with Chevalier 

light recently that he has been posing as an V'agentV of the 
Embassy and/or DEA. 


Comment 


8. (SBU) Kidnapping has became a major issue over the past 
month 

the IGOH for its inability to put a stop to it once and for 

all. This weekend\'s success in breaking up an apparent 
kidnapping ring allows the IGOH and police to show they can 
back up rhetoric with action 

much-needed breathing room for the PM as well as a boost to 


;onvening for the first time since swearing in President Palacio on April 20, Congress met in Quito to 


IL 2005 B. STATE 021314 - GUIDANCE C. 03 STATE 34981 - GUIDANCE 1. (U) This is an 
\PRIL 2005 B. STATE 021314 - GUIDANCE С. 03 STATE 34981 - GUIDANCE 1. (U) This ie 
e in the region) are now focused on combating child labor. According to the GRP, over four million cr 


zASON: 1.4 (B,D). 1. (C) Summary: Violence in the East*mainly involving the Liberation Tigers of Τε 
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the self-esteem of the HNP 

some of its own members responsible for the spike in 
kidnappings. That said 

remains a profitable way to earn quick money 

criminals and for those with more political goals. It 
remains to be seen how much effect these latest steps will 
have. End Comment. 

GRIFFITHS 
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dream" of Israeli control over all of the territories 

could not be realized today because of the 
circumstances. However 

blocs \"will be a part of the State of Israel 

territorially connected to Israel 

larger population than there is today.\" Sharon also 

said: When you see road blockages [by anti- 
disengagement protesters] 

eve of civil war. (Maariv bannered Sharon\'s comment.) 


Leading media quoted FM Silvan Shalom as saying at a 
meeting with PA Interior Minister Nasser Yousef Monday 
after Sharon told Israel TV that the disengagement plan 
will be implemented regardless of Hamas\'s showing in 
the upcoming Palestinian Legislative Council elections: 
VIf Hamas wins the parliamentary elections in the 
Palestinian Authority 

out disengagement.V Israel Radio cited angry responses 
among the PA and Fatah leaderships. 


Leading media quoted senior IDF officers as saying 
Monday that the IDF and settler leaders are working 
together to formulate basic rules for handling 
resistance to the evacuation of settlements. Several 
media quoted a senior IDF officer as saying that under 
no circumstances will security forces open fire on 
settlers during the evacuation of Gaza Strip 
settlements. Jerusalem Post quoted anti-disengagement 
activists as saying at a rally last night that they 

plan to V'paralyze the country V" next week as part of an 
experiment in advance of the disengagement plan. 


Yediot reported that most ministers (all of the Labor 
Party\'s eight ministers and four of the 13 Likud 
ministers) support overturning the cabinet decision of 
June 2004 stating that Israel will demolish the 

settlers homes in the Katif Bloc (Gush Кай?) and the 
northern West Bank. The newspaper cited the Defense 
Ministry\'s estimate that the cost of demolishing the 
settlers homes in the Katif Bloc will come to 200 
million shekels (around USD 46 million) 


3 (1300 HOURS LOCAL) This is a joint ConGen Jerusalem/Embassy Tel Aviv cable. 1. (SBU) Sum 
y in this case, which boils down to the finding that the hotel manager had written authorization from Bi 
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demolition process is liable to take eight to ten 
months. 


HaVaretz and Jerusalem Post quoted Chief Justice Aharon 
Barak as saying Monday that the July 2004 ruling of the 
International Court of Justice at The Hague (ICJ) also 
includes many positive aspects for Israel. The 
newspapers reported that influential Justice Mishael 
Cheshin blasted the ICJVs non-binding ruling 

questioned its factual basis. 


Israel Radio quoted a State Department spokesman as 
saying Monday that Iran must not be allowed to develop 
a nuclear weapons capability 

carries through with its threats to resume uranium 
conversion 

of its program 

of its suspension pledge and its agreement with the EU- 
3 (the UK 


Yediot reported that the PA has complained to the World 
Health Organization (WHO) and the UNV's Office of the 
High Commissioner on Human Rights in Geneva that Israel 
makes use of security checkpoints that 'undress V 
Palestinian women. The newspaper cited the Foreign 
Ministry\'s concern that the Palestinians will 

intensively use that claim to attack Israel during the 
WHO\'s annual conference that will take place in Geneva 
next week. Yediot quoted Foreign Ministry sources as 
saying that the machine installed in Rafah conforms to 
all international standards. 


Yediot quoted FM Shalom as saying Monday at a briefing 
with the EU countries ambassadors that he and Sharon 
have decided to make \"concrete\" steps to have the spy 
Jonathan Pollard released from prison in the U.S. 
Jerusalem Post also quoted Shalom as saying that 
Ambassador Danny Ayalon will visit Pollard next week. 


All media reported that on Monday 

billionaire and Israeli expatriate Haim Saban gained 
control of Bezeq 

Saban-Apax-Arkin consortium\'s offer of 4.237 billion 
shekels (around USD 972 million) for the 
telecommunications company. 


All media reported on events related to Remembrance Day 


for the Fallen of Israel's Wars 
commemorated tonight through Wednesday night. 
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1. Mideast: 


Independent 

\"[Israel] must shape its policies so that it can truly 
help those considered to be more moderate -- whether 
they be from Fatah or Hamas -- to fulfill their 
commitments to their supporters.\" 


Defense and foreign affairs columnist Amir Oren wrote 
in HaVaretz: Sharon cannot cancel the evacuation 

he ignite George Bush\'s rage. But nor can he actually 
go through with it. ThatVs the perfect situation as far 
as he is concerned: an eternal limbo 

that neither lives nor dies. V 


Block Quotes: 


|. "Hamas 


Independent 

10): “Тһе results of the municipal elections in the 
Gaza Strip and West Bank appear to spell fear for 
supporters of the political process. According to the 
results 

has lost a number of important positions of power 

the Palestinian Authority 

Fatah 

coming to negotiate with Israel. HamasVs achievements 
in the elections could also serve as an excuse for 
opponents of the process in Israel.... [But] Israel\'s 
withdrawal from Gaza is not a Hamas victory that can 
stand on its own if Hamas fails to capture a piece of 
the governmental pie. And this can\'t happen if the 
organization is unable to come to terms with the 
aspirations of the majority of Palestinians and their 
leadership.... Israel 

Palestinian population and its various leadership into 
Vsupporters of terror and Vopponents of terror 
required therefore to adopt finer and more precise 
distinctions. Primarily 

that it can truly help those considered to be more 
moderate -- whether they be from Fatah or Hamas -- to 
fulfill their commitments to their supporters.... The 
term Vterror infrastructuresV requires a more narrow 
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definition that rests on acknowledging that Hamas\'s 
participation in the political process is part and 
parcel of the complexity of Palestinian politics. This 
would indeed be a fundamental change in Israels 
strategic perception 

escaping it. V 


Il. “Тһе Evacuation Is Only on the Horizon" 


Defense and foreign affairs columnist Amir Oren wrote 
in HaVaretz (May 10): \"Behind the sudden wrapping in 
the tallit [Jewish prayer shawl] 

discovery that the demolition of the settlers houses 
and the evacuation of the rubble would very much extend 
the evacuation 

the government of Ariel Sharon 

Shaul Mofaz in the role of Dov WeisglassVs arm 
maneuvering to turn the evacuation into a horizon -- 
always there 

longer the execution of the evacuation is delayed 
intensity of the vow in its name will increase. It 

wont be canceled 

occasional updating 

developments on the ground 

of the religious teachers of our era.... Sharon cannot 
cancel the evacuation 

rage. But nor can he actually go through with it. 
ThatVs the perfect situation as far as he is concerned: 
an eternal limbo 

dies.\" 


The Director of the Interdisciplinary Center\'s Global 
Research in International Affairs Center 

Barry Rubin 

Jerusalem Post: \"As has so often happened 
prospects for stability in Egypt are good 

likelihood of real improvement is dim.\" 


Block Quotes: 


\"Change in Egypt?\" 


The Director of the Interdisciplinary Centers Global 


he visit he had the opportunity to meet with Foreign Minister Morshed Khan; Principal Secretary to the 
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Research in International Affairs Center 

Barry Rubin 

Jerusalem Post (May 10): \"Consider the statements made 
by some [Egyptian] reform movement leaders. Ayman Nour 
told a Cairo crowd: YWe can be for democracy and 
against the United States.V And the vice-chairman of 

the Enough group is none other than Abdel-Halim Qandil 
a critic of the regime but also editor of the 

sensationalist and radical Arab nationalist newspaper 
al-Ahali. It is not surprising when he calls for armed 
Egyptian involvement in attacks on Israel and on 
American forces in Iraq. In other words 

opposition includes courageous moderates 

seriously infiltrated by radical Islamists and 

nationalists.... Mubarak will ... continue to be 

president until he dies and passes on the office to 
whomever he chooses. This might be 

not be 

Egyptian politics 

VreformV movement within the ruling National Democratic 
Party. More likely some former general who has held 
high governmental posts will be selected. As has so 
often happened 

are good 

dim. V 


3. President Bush Visits Latvia 
Georgia (May 6-10): 


Conservative 

V'The Baltic peoples were eager Nazi collaborators 
among the most zealous in exterminating their 
countries\' Jews.... The Jewish voice must not be left 
out. V 


Block Quotes: 


VSelective Memories" 


Conservative 

(May 10): \"Sixty years after the fact 

War 1 is unexpectedly again the subject of heated 
controversy 

ReichVs defeat 

the Iron Curtain\'s descent upon them at wars end. 


anics. 2. Embassy point of contact will be Mark Canning, tel: (420) 257 5333 822, Email:CanningM/ 


visit the Czech Republic, May 2-6, to present lectures and conduct a workshop. 2. Embassy point c 


А 891 Н. ЅАМАА 883 І. ЅАМАА 882 Ј. ЅАМАА 876 К. SANAA 875 Г. SANAA 863 
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U.S. President George W. Bush inserted himself right 
into the middle of the quarrel when he wrote to Baltic 
leaders that V-E Day Valso marked the Soviet occupation 
and annexation of Estonia 

imposition of communism.\' This provoked an angry 
response from the Russians 

implied equation of the occupation by Hitler and 
domination by Stalin. The significant piece of the 
puzzle that remains glaringly absent from these 
polemics is the fact that the Baltic peoples were eager 
Nazi collaborators 

exterminating their countriesY Jews.... To keep the 
record from becoming too distorted and history from 
being more tendentiously revised than is already the 
case 

sake of posterity 

Lithuanian and Estonian leaders refused to attend 
Moscow\'s 60th anniversary celebrations on the pretext 
that the Russians had not apologized sufficiently... 
Though Jews never massacred hundreds of thousands of 
Baltic nationals 

Baltics\' fallacious equation and its derivative 

narrative 

As a result 

anti-Semitic overtones.... Before the Baltic states can 
expect any apologies to them 

much more serious effort to come to terms with their 
own active participation in the Nazis\' Final Solution. V 


KURTZER 
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benchmarked Amina\'s first menstruation in 1995 to age 15 thus 
placing her at 18 years of age at the time of the crime. 

There are no records to substantiate Amina\'s age. 


9. (C) In late April 

the Italian NGO project V'Action for Freedom" that is helping 

in Amina\'s defense 

to local and international press 

international NGOs began to take action. On Wednesday April 
27 

Charge d\'Affairs (CDA) 


son: 1.4 (b, d, h). 1. (S) As forecast in ref A, the German Ambassador in Muscat received no instructi 
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penalty in AminaVs case. According to Horves 

of mission ratified the demarche and are opposed to the 
execution. Amnesty International (Al) has also taken up the 
case. On May 7 

between Ambassador and the EU CDA 

the EU stance on the case. 


10. (C) Several local NGOs 

Organization for Defending Rights and Freedoms) 
international newspapers (from as far as New Zealand) and 
some blogs have begun to cover the case. According to Kraus 
this publicity upset Minster of Human Rights Amat al-Alim 
Soswa 

issue. However 

confided to poloff that Soswa felt that pressure was 

\"helpful\" in having the case reviewed. 


11. (C) Like any death penalty case in the U.S. 

allegations in this case are difficult to ascertain. There 

are several questionable factors surrounding Amina\'s case. 
The fact that Amina was tried in a governorate where the rule 
of law is mostly absent is cause for concern. Amina\'s 
allegation of torture is also likely true. Amina\'s 

allegation of rape 

possible that she was not in custody when she conceived. 
SoswaWs behind the scenes mediation and international 
attention are the reasons that Saleh so readily stayed the 
execution and called for a review of the case. Post expects 
that the ROYG will continue to attempt to resolve this case 
while considering the consequences of negative publicity 
linked to a possible re-trial and the traditional right of 

the victimVs family to exact revenge. Ambassador will meet 
with Soswa and the EU to further inquire on the case and post 
will continue to monitor developments. End Comment 
Krajeski 
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deploy along the Gaza-Egypt and the Israel-Egypt borders. 
Himself a disengagement opponent 

the majority of Israelis support Israels withdrawal from 

Gaza and parts of the northern West Bank 

backlash once the populace realizes that they might also have 
to give up settlements that are widely viewed by Israelis as 
intrinsically a part of Jerusalem. Rivlin and Steinetz both 
expressed what they called the GONs disappointment with PA 
President Mahmud Abbas" failure to disarm terrorist groups 
as well as the codification of that failure in the agreement 
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reached with the factions in Cairo allowing them to keep 
their weapons. Rivlin predicted that Abbas is too weak to 
negotiate on behalf of the Palestinians 

compared Abbas to Arafat 

re-arm in the mid-1990s rather than completing their 
destruction. End Summary. 


2. (C) Senate Majority Leader Bill Frist 

staff members Mark Esper 

Barbero 

head of the Knesset Foreign Affairs and Defense Committee 
Yuval Steinetz. The Ambassador and Poloff (notetaker) also 
attended. Rivlin opened the meeting by stating that 
although \"the vast majority" of the Israeli public support PM 
SharonVs plan to withdraw from the Gaza Strip and parts of 
the northern West Bank 

ultimately view the PMVs plan as a mistake -- once it sinks 

in that Israel may also have to give up Jerusalem 
neighborhoods that most Israelis think of as intrinsically 

part of Israel 


3. (C) Asked if the evacuation could actually lead to civil 
war 

to prevent just that. \"If we knew where we were going after 
Gaza 

towards the West Bank settlements are V'totally different" 
than towards those in Gaza 

he had supported the disengagement plan when it was 
unilateral. Now 

be back on the roadmap 

trying to get Israel to ignore the PalestiniansV obligations 
under the first phase. While he said he did not think the 
situation would lead to civil war 

situation is very difficult for Israel. Rivlin\'s preference 

is to live \"along with V" the Palestinians 

retains its fundamental character as a Jewish state. Many 
Israelis 

Israeli state as a danger 

adding that if there is an actual border between Palestinians 
and Israelis 


4. (C) Noting that it had been hard to convince people 
especially the Europeans 


лотіс Affairs and European Integration in the MFA, and Martin Netzer, Chief of Staff in the Ministry of 
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thus an obstacle 

(Abu Mazen) is headed down the same road of compromise with 
terror as Arafat had in the past. Rivlin said that Abbas has 
Vfailed to deliver the goods 

disappointed 

together. The fact that the militant groups agreed only to a 
period of quiet 

the Presidents weakness 

Rivlin\'s view 

the difficult final status subjects of refugees 

borders and Jerusalem. Rivlin opined that Abbas will be able 
to keep his position as PA president V'only if we (Israel) 

meet his every demand." Otherwise his government will 
crumble. 


5. (C) When asked 

of President Abbas\' chances for political survival 

Israel could do to help Abbas 

concessions from Israel while it remains engaged in the fight 
against terror have ultimately been unproductive. 
Furthermore 

-- now it is the turn of the Palestinians 

some concrete steps in order to build Israeli confidence in 
them. Although he expressed confidence that most 
Palestinians want peace 

remained problematic. 

6. (C) Defense and Foreign Affairs Committee Chairman Yuval 
Steinetz agreed 

militant leaders in Cairo 

During his campaign 

Abbas had repeatedly promised to dismantle terrorist 
organizations and unauthorized militias 

the roadmap. Since Cairo 

going in the opposite direction 

President Abbas having agreed that the organizations would 
not be disarmed. Israeli intelligence 

is reporting that the militant groups are using the time of 
quiet to recover 

Yasir Arafat in the mid-1990s. 


7. (C) In response to the Senator\'s question as to what the 
U.S. could do to help 

U.S. must continue to insist that there be no more terror -- 
even the idea of terror in Palestinian society had to go. 
Rivlin stressed that 

U.S. must maintain a consistent refrain opposing terror. 
Steinetz concurred 

compromises on this subject and no valid shortcuts to 
disarming the terror groups. 


Column 3 
...and Last 


8. (C) Turning to one of his favorite themes 

that Lebanese organizations as well as Iran and Syria supply 
most of the weapons to the Palestinians 

of place of origin 

come into Palestinians hands via Egypt. Steinetz said that 
Egypt is V'doing nothing" in response. Furthermore 

is trying to \"blackmail\" Israel into accepting the deployment 
of two Egyptian battalions along the Egypt-Gaza border and 
another three armored infantry brigades along the 
Egypt-Israel border. Some variant of this proposal is 
currently being debated in the Knesset 

calling it the Vbeginning of the end of demilitarization.\" 
Sharon 

bad idea. 


9. (C) Steinetz urged Senator Frist to recommend that the 
U.S. use its economic and military aid to pressure Egypt into 
backing away from what Steinetz termed its clear policy of 
allowing the Palestinians to re-arm so that they and Israel 
can \"bleed together. Pressing his point 

Egypt is doing two things. First 

enter the territories through Egypt. Egypt 

imprisons or even executes individuals who smuggle weapons 
into Egypt 

smuggle weapons out of Egypt. Second 

that the GOE is pressuring President Abbas into allowing the 
factions to continue to exist 

in Arafat similarly in the mid-90Ys when the PA had cracked 
down on Hamas. 


10. (C) Rivlin echoed SteinetzVs skepticism regarding Egypt 
saying that he does not believe that the Egyptians are ready 
to V'get involved seriously" in Palestinian affairs. If they 
were 

take on the militant groups 

Furthermore 

Israel-Egypt border could also have implications for the 
Golan Heights: Syria could well make the same demand 
area where there is only the width of the Sea of Galilee 
rather than the entire Sinai peninsula dividing the parties. 


11. (U) CODEL Frist did not clear this message. 
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on the Palestinian Authority and the many challenges in the 
security and economic area that lay ahead for the PA 

of which is curbing terror. Peres also cited demographic 
concerns affecting GOI intentions to develop the Galilee and 
the Negev (reftel). END SUMMARY. 


2. (C) On May 1 

Security Advisor Mark Esper 

Army Senate Liaison Officer Colonel Michael Barbero met with 
Vice Prime Minister Shimon Peres. Peres was accompanied by 
Yoram Dori 

Coordination 

The Ambassador and Econoff accompanied CODEL Frist. Peres 
called the Syrian withdrawal from Lebanon \"a major step\" in 
regional stabilization 

voice\" in the Middle East. Syria\'s \"circumstantial\" presence 
in Lebanon 

affecting some 20% of the Syrian economy and making it hard 
for Syria to leave Lebanon. Peres said Syria\'s future does 

not look good and that \"the dictatorship\" of Basher al-Assad 

is getting weaker. 


3. (C) Israel's neighbor Jordan 

positive story in which foreign investment has strengthened 
the economy. Corporations such as Intel 

Motorola have helped the economy grow 

government to then invest in various markets in the 
Palestinian territories 

follow the Jordanian model 

that economic democracy and political democracy must exist 
simultaneously for a nation to have a stable economy. 
Jordan\'s problems with the Palestinians are due to outside 
influence 

groups. 


4. (C) Shifting his focus to Egypt 

President Hosni MubarakVs leadership as V'carefulV in its 
movement. He praised Egypt\'s existing trade agreements and 
healthy agriculture 

said that Egypt is \"weak\" in technology. Commenting on 
another North African nation 

Libya\'s having \"gone out of the terror and arms business 


\--see para. 8 for action requested. 2. Summary: Newly-appointed Environment Minister Khalid Irar 
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the greatest change is in the children of the leadership 
are \"giving up the desert for modernity.\" Peres noted that 
elections in Iraq mark the end of dictatorship there 

that for the \"first time in Arab history an Arab voted for an 
Arab president.\" He predicted 

have continued difficulty in the area because of terrorism. 
On Iran 

front internationally to thwart Iran\'s desire to develop 
nuclear weapons 

U.S. to do this alone. If Iran becomes a nuclear power 
will create an appetite in other Arab countries to pursue 
such endeavors -- nuclearization of the Middle East is 
\"irreversible 


5. (С) In response to Senator Frist\'s question as to whether 
the PA is ready to act after the disengagement 

that moving from the \"glory of terror to husbandry of state V" 
is a big change -- the PA must V'cut terror" altogether. If 
Israel performs this PA responsibility it will create 

bitterness 

\"impressive and serious\" but do not have experience in 
governance. Social issues are a problem rooted in high 
unemployment 

problems if it is to gain support. Peres said \"реасе must be 
privatized\" by direct investment in the territories 

that industrial zones managed by private groups will allow 
the economy to grow in the territories. We will be out of 
Gaza in four months 

and solutions are slow.\" Israel is looking at what needs to 
be done to facilitate such a move 

afterV in order to stage things now. 


6. (C) Peres explained that the greatest problem remains the 
movement of goods in and out of Gaza due to security 
environment and constant terror threats. Products still take 
roughly 21 days to go from Gaza to the West Bank 

adding that he intends to dismantle security impediments in 
time to help movement within Gaza. Emphasizing that the 
greenhouses in Gaza can reduce unemployment once they are 
turned over for Palestinian use 

Center for Peace has created a plan for 10 

greenhouses to help the Palestinians further ease 
unemployment. The GOI intends to compensate settlers with 
two-thirds of the cost of each greenhouse he or she owns 
Peres said 

remaining third of the cost. The Dutch have offered to 
cooperate on this matter by providing USD 20 million through 


lean, Central America, Canada and Venezuela from 05/16/2005 through 05/20/2005. 2. Ms. Malone ' 
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the World Bank 

vehicle for the transaction. Peres also mentioned a GOI plan 
to pay 200 

help the families as the economy slowly stabilizes. 


7. (C) Peres indicated that the GOI is focusing on the 

Galilee and the Negev regions for economic development 
although the demographic issue of an Israeli-Arab population 
that comprises some 20% of the Israeli population needs to be 
addressed in these areas. Peres said that financial 
assistance for development in these areas would be helpful. 
(Note: The GOI previously has raised with the USG officials 
the idea of the USG being asked to provide assistance to 
these areas of some 250 million USD each year for four years. 
This assistance would be used to build roads and relocate 
military bases to the Negev 

settlement there. Reftels provide further details of GOI 
thinking on these plans. End Note) 


8. (U) CODEL Frist did not clear on this cable. 
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of South America opposes the language. Foreign Ministers are 
meeting May 9 to seek a resolution to the impasse. 


GUESS WHO IS \"NOT\" COMING TO DINNER? 


2. (U) According to Brazil\'s Ministry of External Relations 
(MRE) 

Summit (Vice President Francisco Santos Calderon will 
represent Colombia; Foreign Ministers Antonio Parra Gil and 
Maria Levens will represent Ecuador and Surinam respectively. 
Bolivian President Carlos Mesa canceled at the last minute 
due to pressing legislative issues.) 


3. (U) However 
well below GOB expectations -- and hopes. While Algeria s 
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President Abdelaziz Bouteflika 

organizer for the Summit 

unexpected absentee will likely be Morocco\'s King Mohamed -- 
reportedly because of a spat over appropriate hotel 
accommodations for his oversized delegation. Minister of 
Cooperation and Foreign Affairs Mohammed Nasser Mansoor 
al-Khasibi will head Morocco\'s delegation. Arab Heads of 
State include Qatar Emir Hamad bin Khalifa Al-Thanim 
Djibouti\'s President Ismail Omar Guelleh 

Talabani of Iraq (participating in his first international 

event as president) 

Palestinian Authority. The Comores Islands will be 
represented by Ms. Soule Abdou ElBack 

Autonomous Island of Ngazija. The Prime Ministers of 
Lebanon 

the rest of the other Arab League countries round off the 
expected attendees. 


4. (SBU) Comment: While the Summit does not officially 
begin until May 10 

whether the absence of most senior Arab leaders has softened 
the Summit\'s impact. We expect that locally 

anticipated turn out will also raise questions about 

President Lula\'s image as a global statesman. Five heads of 
state out of a possible twenty-two from the Arab League is a 
low batting average. Certainly 

a prime mover and shaker during preliminary meetings between 
the two regions 

The GOB had known for two months that EgyptVs President 
Mubarak would not attend 

other heads of state 

peninsula. As Brasilia -- a city not accustomed to such 
international spotlight -- remains tied up in traffic knots 
because of security 

are asking why are we doing this? 


5. (U) We will provide a follow-up report on the summit in 
septel. 


Chicola 


32294 

are those who were residing in Qatar before 1930 and 
maintained their normal living under their Qatar 
naturalization\" until 1963. Government officials claim 
those losing their nationality are dual nationals 

status not permissible under Qatari law. Qatari law does 
not appear to prohibit dual nationality but does state that 
\"Qatari nationality can be withdrawn from any of its 
holders!" if the individual has V'acquired another 
nationality.\" According to numerous sources 


J Summary. 2. (SBU) Attorney General A.F. Hassan Ariff tendered his resignation on April 28. He cite 


ant Kocharian to his Turkish counterpart Prime Minister Erdogan stuck broadly to the outline that Fore 
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Qataris possessing dual nationality with the full knowledge 
of the government of Qatar have not been ordered to drop 
their non-Qatari nationality. Sources further claim that 

not all the individuals whose nationality the government 
has revoked had dual nationality. 


4. (C) The Nationality Law of 1961 also states that minors 
have the right to choose their original nationality upon 
their 21st birthday. The children of parents whose 
nationality is withdrawn also lose their Qatari 

nationality. The children have no ability to keep their 
Qatari nationality 

nationality law. 


5. (C) It is alleged that approximately 6 

people have lost Qatari nationality through revocation. 
Those holding government employment have lost jobs 
their entire families lose government benefits (housing 
education 

eligible as citizens of Qatar. Many whose nationality has 
been revoked are residing in Qatar as stateless people 
(Vbidouns V") who cannot travel out of the country. 


6. (C) Individuals possessing Qatari and American 
nationalities have also been affected by this practice. A 
Qatari-American man recently lost his Qatari nationality. 
His children 

also lost their Qatari nationality as a result. Two 
U.S.-born daughters of a former police officer have also 
had their Qatari nationality revoked. Their father came to 
the Embassy to report that he gave up his Saudi nationality 
in 1996; yet 

nationality of their deceased grandfather 

automatically resulted in their whole familyVs losing 
Qatari nationality. 


7. (C) Some speculate that the apparent campaign of 
revocation is happening now as part of the government's 
preparation for upcoming elections and concerns about Saudi 
interference in Qatari politics. The Al-Murra is the 
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largest tribe in Qatar and it is alleged that there is some 
apprehension that the tribe will form a large voting bloc 
in the new parliament. (Note: Some estimates put the 
Al-Murra tribe number at forty thousand. End Note.) 
Further 

there is concern Saudi Arabia will use its influence with 
the Al-Murra tribe to interfere in Qatar\'s internal affairs 
and politics. 


8. (C) The governments of neighboring Gulf countries are 
said to be concerned that these revocations will impact 
domestic and tribal politics in their respective 

countries. The Al-Murra tribe has branches in Bahrain 
Kuwait 

that should Qatar continue with this policy 

repercussions affecting regional stability. Sources also 
allege that Kuwait has offered to mediate between Saudi 
Arabia and Qatar regarding this issue 

to be high between the two regarding Qatar\'s treatment of 
tribe members. 


9. (S) Senior government officials have reported that the 
current campaign of withdrawing nationality comes after 
several years of pressing dual nationals to choose which 
nationality they wish to retain. Many of these dual 
nationals are members of the Al-Murra tribe. Those still 
holding dual nationality are now being identified and their 
nationality withdrawn. Government officials further note 
that several thousands have lost their nationality 

that approximately 2 

citizenship restored. 


10. (S) On May 1 

report that Dr. Jabor Al-Merri 

Qatar Petroleum and prominent member of the Al-Murra tribe 
had met with the Emir regarding this issue. According to 
Mr. Al-Merri 

taken this issue to the international media and stated that 
he would not be pressured into changing the policy. Post 
has submitted a diplomatic note expressing USG concerns 
about the practice of withdrawing nationality and seeking 
an explanation from the Qatari government (reftels B & C). 
UNTERMEYER 
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MENTALITY 


Classified by Polcouns John Kunstadter; reasons 1.4 b and d. 


1. (C) Summary: A Council of Europe (COE) prison expert says 
the design of Turkey\'s high-security F-type prisons meets 
European standards 

Inmates are allowed very little time outside their cells. 
There is no evidence of systematic torture 

officials put problem inmates in isolation without seeking 
prison board approval. Moreover 

F-type system are convicted of terrorism although their 
crimes involve non-violent speech. A draft law will require 
prisons to establish education and training programs 
money has been allocated for this purpose. End Summary. 


2. (C) We met in April with a COE prison expert conducting a 
review of TurkeyVs prisons. Our contact 

former prison director in Britain 

study scheduled to end in 2006. He has inspected 36 Turkish 
prisons to date and has made recommendations to the GOT on 
prison reform. He shared with us his observations on the 
Turkish penal system. 


3. (U) The issue of Turkey\'s high-security F-type prisons is 
emotionally charged and highly politicized. Until 2000 

almost all Turkish prisons utilized a ward system 

prisoners lived in open wards with 50 to 200 inmates. 
Prisoners convicted of terrorism and those who shared similar 
ideological views were often incarcerated together. As a 
result 

recruiting and intimidating inmates. Prison authorities were 
reduced to maintaining perimeter security. 


4. (U) To address the situation 

December 2000 and January 2001 moved hundreds of prisoners 
charged with terrorism and organized crime into new 

small-cell F-type prisons. The F-type design resembles 

prisons in developed countries and is consistent with 
recommendations made to Turkey by the COEVs Committee for the 
Prevention of Torture and Inhuman or Degrading Treatment or 
Punishment. F-type cells hold 1-4 inmates and the prisons 

have open-air yards. 


5. (C) Human rights organizations and prisonersV groups claim 


hasa April 28 to announce that the CEl would ask Parliament for an extension of the transition as pro 
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that prison authorities isolate F-type inmates 

and deny them access to water 

toilets. A number of demonstrators have died during hunger 
strikes protesting the F-type prisons. We cannot completely 
discount the allegations 

them. Moreover 

terrorist organizations such as the Kurdistan Workers Party 
(PKK) and Revolutionary PeopleVs Liberation Front (DHKP-C). 
We have occasionally met with representatives of the 
Association for Solidarity with the Families of the Arrestees 
and found them to be highly indoctrinated. When pressed 
they defend the use of violence against the Turkish State. 


6. (C) Our contact told us the F-type prisons are neither as 
repressive as critics claim nor as progressive as the GOT 
would have us believe. Physically 

some of the administrative practices are draconian. Most 
F-type inmates are held in three-person cells. Authorities 
sharply restrict their access to other prisoners and 
opportunity to exercise outside the cell. These restrictions 
do not violate COE standards for terrorist inmates -- the 
rules provide wide latitude for the treatment of those 
convicted of terrorism (Note: For example 

of Human Rights has ruled that PKK leader OcalanVs prison 
conditions as the sole inmate on Imrali Island are legal 
though the Court has determined that he did not receive a 
fair trial. End Note). 


7. (C) However 

terrorist prisoners by definition have been convicted of 
direct links to terrorist violence. In Turkey 

defendants convicted under the Anti- Terrorism Law were found 
guilty of non-violent speech deemed sympathetic to terrorist 
organizations. In some cases 

been convicted of being PKK supporters for advocating 
education in Kurdish 

types of prisoners are incarcerated in F-type prisons under 
the same conditions as violent militants. As part of the EU 
reform process 

terrorism in the Law to require a direct link to violence 

but most of the country's З 

before the amendments. 


8. (C) Regulations allow F-type inmates to meet in groups of 
10 for up to five hours a week. Our contact said that in 
practice 

stand-off between administrators and inmates. Administrators 
refuse to allow inmates to socialize in larger groups outside 
their cells unless they participate in communal work 
programs. F-type inmates have been boycotting the work 
programs 
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programs or trade courses 
with unskilled labor. 


9. (C) Our contact said the two sides remain at a standstill 
because the prison system lacks legitimate rehabilitation 
programs. Instead 

inmates produce shoes and other goods. Our contact advised 
the GOT during the drafting of the new Execution of 
Punishments Law 

new law requires prisons to establish programs teaching 
inmates a trade or occupation that would enable them to earn 
a living after their release. However 

that Parliament has not designated any resources to pay for 
such programs 

implemented in the near future. 


10. (C) Our contact said he suspects that guards in F-type 
prisons occasionally beat problem inmates 

indication of systematic torture. Instead 

extreme \"lock down" mentality among prison administrators. 
F-type inmates spend very little time outside their cells 
where they even eat their meals. He said he has made little 
headway in efforts to encourage Turkish prison authorities to 
allow more inmate activity. Now that Turkey has abandoned 
the out-of-control ward system 

loosen the reins on inmates. Our contact said he took a 
group of Turkish prison administrators to the UK 

were shocked to see inmates in a high-security prison 
participating in activities in groups of up to 50. 


11. (C) F-type prison authorities often punish problem 

inmates by moving them to single-occupant cells for extended 
periods. Our contact said this type of isolation does not 
violate COE regulations 

each punishment. But Turkish authorities appear to be meting 
out such punishments without seeking board approval. 


12. (C) Our contact proposed a number of other amendments to 
the law that the GOT declined. He recommended that the 
Jandarma be relieved of their role in prison security in 

favor of prison guards. Currently 

forces under joint military and Interior Ministry control 

provide perimeter security for prisons. They also search 

prison cells and transport prisoners to court and between 
prisons. The problem 

officers are generally 18-21 years old and poorly trained. 

They are armed and organized as soldiers and what training 
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they do have is not relevant for dealing with inmates. If a 
problem arises during a cell search 

place apart 

pieces. 


13. (C) GOT officials have flatly told our contact they do 
not trust the prison guards and prefer to rely on Jandarma. 
He agrees the guards are corrupt 

solution is to develop a more professional guard force. The 
GOT has begun steps in this direction 

prison guard academy in Ankara two years ago 

second in Istanbul one year ago. A third is scheduled to 
open shortly in Erzurum. Before the opening of the Ankara 
academy 

whatsoever 

VGo to work." 


14. (C) The GOT also rejected our contactVs proposal to place 
prison doctors under Health Ministry authority. Prison 

doctors are currently attached to the Justice Ministry 

also runs the prison system. As a result 

doctors have told him they are not willing to challenge 

prison administrators on health issues for fear that it could 
harm their careers. He said he was successful in convincing 
the GOT to amend the law so that it will require inmates to 

be examined by a doctor upon entry into prison. 


15. (C) The draft Execution of Punishments Law will require 
the establishment of psychiatric wards. Our contact said 

that while this is positive in theory 

how it will be implemented. If these wards are not properly 
staffed and administered 

for abuse. Prison administrators could label problem inmates 
\"crazy 

declaration 


16. (C) Our contactVs observations provide a rare glimpse 
into the Turkish prison system. Consular officers visit 
Amcit prisoners 

consolidated into a few select facilities. On rare 
occasions 

high-security prisons. Our contact said Justice Ministry 
officials started off taking him to V'show prisons.\" But he 
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has insisted on visiting a different prison each time 

is now starting to learn what conditions are like for the 
vast majority of inmates. 
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strain in Turkey-US ties has not yet been relieved. The 
columnist Fatih Altayli writes that Washington has not yet 
forgotten the strong criticism of US policies by Prime 

Minister Erdogan 

Edelman waiting for six weeks before granting him a meeting. 
The commentary expects that Erdogan will be given a meeting 
with Bush in mid-June 

to the US twice - once to attend the graduation ceremony of 
his daughter at California University 

meet with the President. Altayli writes that Ukrainian 
President Yushchenko is due to visit Turkey in mid-June 
which may conflict with a Bush-Erdogan meeting in 
Washington. He asserts that Washington 

effort to "show Turkey that it is not the center of the 

world 

Ambassador Edelman until the fall. 


Gul Meets EU Ambassadors: On Monday 

Abdullah Gul hosted a luncheon for the ambassadors of 
European Union countries in Turkey. Gul told the EU envoys 
that a negative outcome of the French referendum on the EU 
Constitution should not affect Turkey\'s EU membership 
process. He noted that Turkey is ready to expand its 
customs agreement with the EU in a way that will include new 
member states 

conveyed to Gul their concerns about the Turkish 
governments anti-EU statements. They noted especially a 
statement by PM Erdogan that some in the EU are trying to 
“divide Turkey. The EU deems such remarks as 
"unacceptable. The envoys also expressed concern about 
rising nationalism in Turkey. 


CESS Report Recommends That TGS Be Under Defense Ministry: 
The Center for European Security Studies (CESS) and Turkey\'s 
Center for Eurasian Strategic Studies (ASAM) have formed a 
working group to prepare a report on military-civilian ties 

in Turkey. The report will be used as a reference point for 
discussions between Turkey and the EU 

On April 28 

after CESS recommended in the report to put the Turkish 
General Staff (TGS) under the control of the Turkish Defense 
Ministry. Such an arrangement is commonplace in EU member 
countries. CESS noted that Turkey must abide by EU rules 
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and practices if it hopes to join the European Union. 

PUK: Turkey Supports a Federal Iraq: The Iraqi Patriotic 
Union of Kurdistan (PUK) Washington Representative Kubad 
Talabani told the Council on Foreign Relations (CFR) May 5 
that Prime Minister Erdogan 

President Jalal Talabani 

federal structure in Iraq. Kubad 

President Jalal Talabani 

can to ease Turkey\'s concerns about possible Kurdish 
independence. Kubad said Ankara realized that Iraq could 
remain unstable in coming years 

between the two countries would be to Turkey\'s benefit. 


Turkish Popular Support for EU Diminishes: A monthly 
opinion poll conducted by the ANAR research company for the 
ruling AK Party shows that Turkish popular support for EU 
membership has dropped to 63 percent from the previous level 
of 70 percent 

among 3 

first week in April. While rising nationalism in Turkey has 
apparently diminished support for the EU 

boosted the potential votes for pro-Kurdish DEHAP and the 
extreme nationalist MHP 

distribution of votes among political parties in a 

hypothetical general election is as follows: AKP 46.6 

percent 

4.5. 22 percent of respondents view Erdogan as the most 
trusted political leader in Turkey 

Sezer at 6.3 percent 


Gul to Visit Romania 

Abdullah Gul left for Bucharest 

the 8th Summit of the Heads of State and Government of the 
South-East European Cooperation Process (SEECP). Following 
the summit 

groundwork for the upcoming meeting of President Sezer with 
his Ukrainian counterpart in Kiev in June. 


Dervis Resigns to Take Over UNDP Post: Former Turkish 
economy minister Kemal Dervis resigned from his post in 
parliament as a deputy from the opposition Republican 
PeopleVs Party (CHP) in order to take up his new position as 
head of the UN Development Program (UNDP). Dervis will 
begin his UN posting in August 2005. 


Baghdad-Istanbul Flights to Resume: Turkey has decided to 
allow Iraqi flights into Istanbul after a 15-year hiatus 

\"Yeni Safak\" reports. Iraqi Airlines will reportedly fly 

from Baghdad to Istanbul five times a week. 


за thanked us for the information and said she considered the nominee an excellent candidate with ai 
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EDITORIAL OPINION: VE Day; President Bush in Georgia 


“Democracy is the New Weapon!" 

Emin Pazarci wrote in the conservative \"DB Tercuman\" (5/10): 
\"The US has adopted democracy as a weapon and has started 
using it in every international circumstance. NGOs will be 

the tool for achieving this goal. The US plans to support 

and finance NGOs and allow them to manipulate public 
opinion. The US hopes and believes that its interests will 

be served by using the ‘democracy weapon.\' Cyprus has been 
one example of this process. The non-governmental 
organizations played a determining role in the outcome of 

the Turkish Cypriot elections. A similar process took place 

in Ukraine and Georgia. . The US is now preoccupied with 
Russia. Growing Russian control over Eurasian energy 
resources is a matter of immediate concern for Washington. 

So Bush has launched a campaign against Moscow by 
questioning the nature of Russian democracy. The Russian 
leader is very aware of the next step 

reacting harshly to Bush\'s remarks. . But there is one thing 
that is odd about all of this: nobody is questioning 

American democracy or raising the obvious contradictions 

such as the continued use of the death penalty in the United 
States and the Americans\' propensity to collaborate with 
dictators.\" 


\"The Debate On Freedom\" 

Smi Kohen commented in the mainstream \"Milliyet\" (5/10): 
\"The VE Day celebrations demonstrated friendship between the 
old winners and losers 

differences between friends of today. The celebrations 
included a debate about facing up to history 

predictably led to tension between Russia 

US over the Baltic states. Russia wants to distance itself 
from the historical responsibilities of the Soviet Union. 

Putin thinks that a one-time apology is good enough. But 
the current debate is more about the future than the past. 
The differences stem from policies for the future. In fact 

the architect of this debate is President Bush. His 

speeches 

doctrine of democracy and freedom. Bush not only expressed 
support for democracy 

that need to go through the democratization process. Bush 
believes that the time has now come for countries like 
Belarus and Moldova. The US is urging Moscow not to be 
afraid of democratization in neighboring countries. But the 
Russian leadership is expressing its discontent 

telling the United States to mind its own business. This 
debate looks like it could be a source for new conflicts 
around the world. It may not lead to the development of new 
and opposing ‘blocs 
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create new tensions and disputes.\" 


\"Bush in Georgia" 

Fikret Ertan commented in the Islamist-intellectual \"Zaman\" 
(5/10): \"Georgia\'s capital Tbilisi is going to host a very 
important and special guest today. Of course 

US President George W. Bush. This is the first-ever visit 

by a US President to Tbilisi. The people of that city have 
been preparing for this important visit for a long time. 

They will no doubt crowd the "Independence Center today to 
listen to Bush\'s speech on democracy and freedom with great 
excitement. With this visit 

improve and strengthen relations between two countries that 
have been moving closer together for the past ten years. 
Bilateral relations between the US and Georgia have been 
growing in three areas: military 

Bilateral military relations are definitely ahead of the 

political and economic dimensions 

historic visit highlights GeorgiaWs growing importance for 

the US 

and ally in the Caucasus.\" 
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1. (C) At the final preparatory Ministerial meeting on May 

9 

\"terrorism\" language for the Summit Declaration 

press reports. Brazilian Foreign Minister Celso Amorim 
affirmed that the Declaration would condemn terrorism 
\"without adjectives 

criticized the Brazilian and international media for 

fostering doubt about this. However 

reports 

paragraph to Article 51 of the United Nations Charter and the 
\"inherent right of individual or collective defense" in the 
case of armed attack on UN members. Amorim admitted that 
this language treated the V'right of resistance to foreign 
occupation" as an international human right 

declined to comment whether this was an indirect criticism of 
the U.S. presence in Iraq or of Israel in the occupied 
territories 


2. (SBU) The Declaration 

will reportedly also include a reference to the legitimacy of 
Argentine sovereignty over the Malvinas (Falkland Islands) 
and will praise recent elections in Iraq 


'omenWs iron absorption. 2. Embassy point of contact will be Mark Canning, tel: (420) 257 5333 822. 
inselor Norval Francis, to visit Ljubljana, Slovenia May 03 - 04, 2005, as a Committee Member for the 


3ANGKOK FOR OFDA SENIOR REGIONAL ADVISOR TOM DOLAN KATHMANDU FOR OFDA ВЕС 
)MMUNITY REF: (А) 04 ROME 0722; (В) 04 ROME 3979; (C) 04 ROME 3581; (D) 05 ROME 0764 
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inserted at the last minute. Language expressing concern 
over U.S. sanctions against Syria also will likely remain in 
the final Declaration text. 


3. (C) The tone for the Ministerial was set early by 

Algerian Foreign Minister Abdul Aziz Bel Khadem speaking on 
behalf of the Arab states. While the Minister hoped the 
Summit would open \"new horizons" for countries from the two 
regions 

the Vlegitimate right of self-determination for the 

Palestinians and rejection of occupation." Elsewhere 
Brazilian President Lula also reportedly made public comments 
on the Palestinian issue. In a meeting with Palestinian 
National Authority leader Mohamoud Abbas 

patience of the Palestinian people with the political 

trajectory which brought his WorkerVs Party (РТ) to power 
after having waited many years and suffered numerous 
electoral defeats (1989 


4. (C) Hotel woes continued right into the eve of the 

Summit. After Moroccan King Mohamed allegedly declined to 
come to Brasilia because of \"inadequate\" luxury hotel space 
for his delegation 

TalabaniVs turn to take umbrage with sub-standard 
accommodations. Unsatisfied with its rooms at the Hotel 
Nacional -- the Presidential Suite at the Nacional certainly 
seemed luxurious enough to U.S. security staff -- the Iraqi 
delegation transferred en masse to the Blue Tree which 
improvised last minute luxury quarters. 


5. (C) Comment: Until the Summit Declaration is released on 
May 10 

language on terrorism 

already seen by the USG. However 

reports 

from the Arabs and others to include harsh treatment of the 
U.S. 


Chicola 
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the impact of a Summit bust on Brazilian foreign policy and 

on Foreign Minister Amorim personally is premature. But it 

is clear that Foreign Minister AmorimVs reputation 

damaged by the Seixto Correa fiasco in the WTO race 

riding on both the outcome of the Summit and forward movement 
on Brazil\'s UN Security Council aspirations. 


Chicola 


lity of Democracies meeting from Djiboutivs NY/DC Mission, but that the Government of Djibouti curr: 
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is concerned that accepting only municipal level rights would 
freeze the rights movement until 2009 

Municipal Council elections are scheduled to be held. Dr. 
Rola asked PM Shaykh Sabah during the meeting to refer the 
issue to the constitutional court if nothing can be done on 
the matter in Parliament. (Note and Comment: Article one of 
the election law limits national level political rights to 

men 

distinction between men and women in Article 80 

for V'universal suffrageW and in Article 82 

\"a member of the National Assembly shall be a Kuwaiti by 
origin in accordance with law." Referring the election law 
to the constitutional court is a risky endeavor. If the 

court upholds the current election law 

will be armed with a legal ruling against women\'s suffrage. 
If the court were to declare the election law 

unconstitutional 

rights 

influenced or that it has no right to make social law that 
contradicts their version of Shari'a. They are also likely 

to argue that it is better to gain parliamentary consensus on 
the issue if the society is to accept the change. End Note 
and Comment.) 


5. (C) Activist Maha Al-Barges told EmbOff that the women all 
agreed to not discuss the details of their meeting with the 

PM. That said 

promised to pass the municipal rights legislation on May 16 
and to keep pressing for full political rights. The PM 
cautioned 

realized during this year\'s parliamentary session which is 
scheduled to end on June 28. 


6. (C) Activist and attorney Kawthar Al-JouVaan said the 
meeting was a good one and that she believes the PM is 
serious about pursuing women\'s political rights 

believes some of his ministers may not be supportive of the 
measure. She told EmbOff that it was the first time she has 
felt optimistic about (women\'s) rights" 


The Strike That Struck Out 


7. (SBU) A rally and womenvs work strike planned for May 8 
never materialized (ref B). The rally and strike were 
intended 

national level political rights for women. Others did not 
actively support the rally or the strike and were not 
surprised at its failure. 


elief, a NGO that has assisted refugees in Mozambique since 1998. With Ambassadors Fund assis 
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-- Maha Al-Barges told EmbOff that there was no coordination 
on any strike 


-- Dr. Ma\'souma Mubarak remarked that the ideaVs short notice 
and weak planning led to its failure saying that it wasn\'t 

realistic \"for Kuwaiti women to gather on a request in less 

than 48 hours." 


-- Dr. Rola Dashti told EmbOff that V'the intention was not to 
stage а rally or a sit-in. We left it to each woman to adopt 
a suitable position she deemed fit. V" 


-- Activist Shaykha Al-Nisf said that holding a strike 
particularly in front of the National Assembly would be 
Wuseless and would not lead to women gaining their rights. 


Next Steps 


8. (C) All women publicly and privately vowed to continue 
pressing for women\'s national political rights. Some like 
Maha Al-Barges 

municipal rights bill but they will continue to push for 

national level political rights. Others are likely to 

continue opposing the municipal level legislation viewing it 

as a half-measure that ignores the absence of the more 
relevant Parliamentary rights. In addition 

measure pass 

the Municipal Council elections until 2009. While Dr. Rola 
Dashti remains hopeful 

within the GOK are opposing the PMVs efforts. She appealed 
publicly to PM Shaykh Sabah to \"foil a major conspiracy being 
hatched by a number of leading ministers against womenVs 
rights." She also appealed to the U.S. to refuse to receive 
the Prime Minister who plans to visit Washington in July. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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Abbas might be willing to let Hamas become involved in 
disengagement planning committees if they cooperate in 
delaying elections. However 

to ask for a delay in elections and meanwhile join a \"unity 
government\" with Fatah because such a move could ruin their 


'urpose of her visit is to give a talk at an annual meeting on human genetics 2. Embassy point of cor 
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reputation as an \"uncorrupted\" political alternative in the 
minds of the Palestinian people. 


4. (C) Senator Lieberman and Ambassador Kurtzer both asked 
General Kupperwasser if he believed that Abbas is a 
fundamentally different leader than Arafat. Kupperwasser 
agreed that he was 

for Abbas to V'tell the truth about the situation" and V'win 

the trust of the Israeli people. Kupperwasser estimated 

that at this delicate political moment Abbas would only do 

what he V'needs toV" before his visit to Washington DC. There 
is no replacement for Abbas in KupperwasserVs estimation 
however V'we need something more from him than Hag Sameach\" 
(referring to the briefing held by President Abbas in 

Ramallah before Passover in which he wished the Israeli 
people a happy holiday). 


5. (C) Turning to a discussion of the situation in Lebanon 

and Syria 

still trying to understand that Syria is out of Lebanon--most 

of all the Syrians themselves. However 

upbeat about the prospects for ending terrorism in Lebanon 
Kupperwasser claimed that one crossing is still open \"for 
military use\" and that Iran was transporting weapons each day 
through this passage to Hizballah (after they are flown in 

from Iran to Damascus). Kupperwasser assessed the potential 
of imminent return on Saturday (May 7) of opposition 

politician Michel Aoun to send a shock wave through Lebanese 
politics. While pessimistic about the status of combating 
terrorist activities in Lebanon 

elections are free and fair 

opposition to win in Lebanese elections. Predicting that 

this would lead to the end of Syrian-Lebanese military ties 
Kupperwasser maintained that terrorists and weapons are being 
transferred into the refugee camps in Lebanon now 

such shipments are not possible in the future. Kupperwasser 
praised American involvement in forging ahead with UNSC 
Resolution 1559 

States thinks.\" 


Iran 


6. (C) Senator Lieberman queried General Kupperwasser about 
his views on Iranian nuclear intentions. While General 
Kupperwasser would not predict a timeline for Iranian 
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completion of a working nuclear weapon 

Israeli view that the Iranian nuclear program is a military 
project. He further surmised that the leadership will 

continue to play the game (of EU-3 dialogue and engagement) 
until the moment of truth: referral to the UN Security 

Council. Senator Lieberman questioned why Security Council 
review would have any impact in the regime; Kupperwasser 
replied that Iran does not want to become a pariah state. 
Kupperwasser concluded should the Iranian nuclear program be 
referred to the UNSC 

stability of the regime - and the regime would choose 

survival over a nuclear weapon. 


7. (U) Senator Lieberman did not have a chance to clear this 
message. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www. state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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Arabia 

the \"issue\" of Ahmad Chalabi could be solved; privately 
King told Charge the GOJ has established a back channel with 
the new DPM to deal with the matter. In a further sign that 
relations are on the mend 

was recalled to Baghdad in March after a Jordanian was 
reported responsible for the Hillah suicide bombing 

to his post this week. The King told us Talabani was very 
usefully focused on ending infiltrations from Syria 

gained a wariness of Tehran 

security institutions as a primary task. End Summary. 


2. (C) Security cooperation and fighting terrorism topped 
the agenda during Iraqi President TalabaniVs two-day visit to 
Jordan May 7-8. In comments that were carried widely by the 
local media 

were moving forward: \"We are determined to remove all 
obstacles that could impede progress of these relations and 
Jordan is keen on building close and strong relations with 

the new lraq.V For his part 

with Arabic daily al-Rai that his talks with King Abdullah on 


1d participate in the North Atlantic Treaty Organization (NATO) research and technology information n 
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May 7 were V'excellent 

to eye on the need to enhance bilateral ties 

cooperation and combating terrorism. The King echoed this 
assessment in private 

Charge on May 9 that his meetings with the Iraqis were very 
positive 

Jordan for their first official visit in the region. The 
Jordanians will follow up with the Iraqi defense minister to 
discuss in detail military cooperation 

King 

equipment to the Iraqi forces. He mentioned that his letter 
to President Bush 

Security Adviser Saad Kheir over the weekend 

Jordan\'s commitment to encourage the ethnic groups of Iraq to 
work together and to generate a counterweight to Iranian 
influence. The King said that Jordan was doing its best to 
tamp down mosque rhetoric that praised the \"resistance\" in 
Iraq 

elements opposed to his own leadership as well. 


3. (C) Foreign Minister Zebari 

told reporters after meeting acting Foreign Minister Alia 
Hattough-Bouran оп May 8: We believe that there are many 
terrorist networks which are taking advantage of the current 
situation in the region and trying to maneuver their way in 
Iraq. These groups are coming from the outside and we want 
to magnify our security cooperation to combat them." 
Talabani told al-Rai that U.S. forces must remain in Iraq to 
prevent \"external interference" and to stabilize the country. 
In a veiled reference to Syria 

\"tremendous and unlimited external interference 

insurgents in Iraq receive financial aid 

support \"from some Arab countries 

Jordan 

Charge that Talabani related that his first priority is to 

engage Syria on this matter. 


4. (U) Talabani on May 8 also met with PM Badran 

of deputies Abdul Hadi Majali 

Rifai. In a further sign that Jordanian-lraqi ties are on 

the mend 

returned to Jordan on May 7 after he was recalled to Baghdad 
for consultations in the aftermath of reports that a 

Jordanian citizen was responsible for a suicide bombing in 
Hillah. 


5. (C) Talabani told al-Rai that he discussed the issue of 


rent. An informal translation of the statement is provided below. 2. (U) Begin text. The expected con 


v, Duty Officer, Arms Reduction Control and Inspection Activities Center, Republic of Kazakhstan Min 
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new DPM Ahmad Chalabi 

Court in 1992 on bank fraud charges 

during his visit. \"(Chalabi) played an opposition role 

against Saddam Hussein\'s dictatorship... | asked His Majesty 
to politically solve the issue and 

resolve the matter in a satisfactory way to both sides." 
Separately 

of DPM Chalabi could be resolved. V'Chalabi is now a leading 
member in the Iraqi government. He was elected and we look 
forward to settling this issue. We want to resolve the 

matter without any embarrassment to either side. V 

Privately 

up a V'back channelV with Chalabi and are trying to figure out 
a way to deal with ChalabiVs fugitive status in Jordan 

well as come up with a mechanism to forgive his outstanding 
debt in Jordan. A complicating factor 

King 

individuals 

to hear from Talabani that he (and apparently Chalabi as 
well) now seemed to have shifted and begun to recognize 
Iranian interference in Iraqi affairs as a problem. 


6. (C) Several Iraqi contacts resident in Jordan lauded the 
Talabani visit 

Iraqi leadership. They said the Kings efforts would go a 
long way in countering the support among many ordinary 
Jordanians for the \"resistance\" in Iraq. An Iraqi working 

for a German development organization in Jordan told poloff 
that he is much more optimistic about the future of 
Jordanian-lraqi relations now that the King has come out very 
publicly in support of the Iraqi Transitional Government. He 
believes the tide is turning against support for the 
\"resistance\" in Jordan 

efforts. However 

Iraq looms over everything. Yasin Elewy 

businessman who met with Talabani during his visit 
Talabani struck him as a simple man 

one who would V'stand up\" for Iraq. He viewed the King\'s 
efforts to intervene with the Jordanian press (ref A) as 
necessary to protect Iraqi interests and also to move the 
bilateral relationship forward. This upbeat reaction was 
echoed in the Jordanian press. In a view echoed by numerous 
commentators 

Jordan and Iraq were opening a new positive chapter in their 
relationship. 


7. (U) Minimize considered. 


> after requesting one in February 2005. The UN\'s Resident Representative explained (following Apr 
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Please visit Embassy Amman\'s classified web site at 
http://www. state.sgov/p/nea/amman/ or access the site through 
the Department of States SIPRNET home page. 
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SIPDIS 

MFA contact also stated that NATO and the EU should be aware 
of historical sensitivities in the region against foreign or 

a Western presence. France therefore reiterates the 
importance of the AU retaining ownership of assistance 

efforts in Darfur. The French also believe that NATO and EU 
efforts should be complementary 

NATO efforts as long as they bring Wvalue added. End 
Summary. 


France keen on EU assistance 


2. (C) In a May 9 meeting with Francois Carrel-Billiard 
DAS-equivalent director for NATO/ESDP issues 

poloff FranceVs preference for EU versus NATO assistance for 
the African Union mission in Darfur. By way of background 

he noted that working in the region has not been easy 
especially given historical sensitivities opposed to the 

presence of non-Africans 

reservations have been mostly overcome. Nonetheless 

this and other reasons 

to lead relief efforts. He cited key French bilateral 

assistance to date: deliverance of some 700 tons of 
humanitarian assistance via French forces in neighboring 
Chad 

assurance of security for some refugee camps in Chad. France 
also has contributed to the EUVs assistance to the AUVs Peace 
Facility 

million euros. 


3. (C) Carrel-Billiard confirmed that France and Germany have 
produced a non-paper with specific proposals for further EU 
assistance reinforcing the AU\'s efforts. By way of examples 
he noted that France could assist with the training and 
rotation of a Senegalese battalion to Darfur 

planning assistance to the AU 

already in Addis. France could also help EU efforts by 
providing observation flights over Darfur. The flights would 
help the AU to get a lay of the land in order to better 

target its assistance. Carrel-Billiard emphasized that 

French observation flights would not seek to create a V'no-fly 
zone 


Мапа Ruiz, on April 22. Ruiz responded April 27 that the MFA has not yet received a request for fundi 
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stabilization efforts. He said that currently France is 

flying planes along the Chad side of the border (Operation 
DORCA) and is prepared to extend the flights over Darfur with 
AU and regional concurrence. Carrel-Billiard volunteered 

that Sudan may oppose the operation 

raise questions about Sudan\'s ultimate aims for Darfur. 


4. (C) In response to our queries 

that EU member states had not yet commented on the 
Franco-German proposal 

May 13 PSC. He could not share details on planning for the 
PSC 

terms of a NATO or EU response to the recent assistance 
request from AU Chairman Konare 

and NATO members likely would come to a decision on their 
responses based on what the United States decides \"to bring 
to the table." He ventured that this would be especially 

true of the British. 


Pragmatic on a NATO role 


5. (C) We stressed the USG position that NATO and the EU 
should have roles to play in assisting the AU and that 
assistance should be complementary -- no need for NATO-EU 
conflict. Carrel-Billiard in turn reiterated FonMin 

BarnierYs May 2 comment to the Secretary that France would 
take a Vpragmatic approach\" towards a NATO role (refs A and 
B). He observed how France and the U.S. have worked well in 
the region (transport of Rwandan troops) and was optimistic 
that agreement could be reached between NATO and the EU. 
France was not opposed to a NATO mission 

predisposed towards building on the existing EU mission 
added. Separately 

Barbier told Embassy Africa watcher that an EU mission did 
not preclude a NATO role 

ΙΟ DAS-equivalent Jean-Pierre Lacroix similarly emphasized 
that there was enough work in Darfur for NATO and the EU. 
Carrel-Billiard cautioned that for NATO-EU cooperation to 
Work 

efforts 

on French resistance to a NATO meeting with Konare at the 
NAC 

useful to hear out Konare at the secretariat level before 
moving on the larger NAC forum. Obviously 

with the NATO SecGen would also provide insights into AU 
thinking 

positive comments 

whether Chad 

be open to a NATO presence in Darfur. 
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Comment 


6. (C) Making clear FranceVs preference for an EU mission 
Carrel-Billiard nonetheless presented us with a cautiously 
positive view of a NATO role in Darfur. We note that the 
French position on support for NATO and EU missions is still 
evolving 

of any comment on the MFA strategy for the May 13 PSC. We 
also expect the MOD and the Presidents office to shape 
France\'s final approach to a NATO mission and will provide 
further information as received. Separately 

with many issues in France these days 

referendum on the European Constitution may color the debate 
as well. We understand from the MFA that while FonMin 
Barnier is open to a NATO role 

and others at MOD feel more strongly about the primacy of an 
EU mission. This preference is linked to accusations by some 
French opponents of the Constitution that the EU is 
subordinating EU security and defense issues to NATO. We are 
pursuing this discussion with our MOD interlocutors 

that it has generally been the MOD that has been more 
supportive than the MFA of U.S. views. We add that the local 
German Political Counselor (protect) conveyed the same 
message to us that President Chirac favors an EU mission in 
Darfur in order to provide French voters with a visible sign 

of the EUVs security and defense policy (ref C). End comment. 


7. (U) Khartoum minimize considered. 
WOLFF 
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paper" prepared in close coordination with the World Bank. 
Though in recent months the focus has been on the delays 
since a December agreement with the IMF staff on the outlines 
of a new IMF program 

Security reform is a major structural reform that 

should put Turkey\'s retirement and health systems on a much 
more sustainable basis. In recent years 

deficits of Turkey\'s three social security institutions 

reached 4.5 percent of GNP. The deficits were not only 

large 

from 2.5 percent of GNP in 2000 to 3.5 percent of GNP in 
2004 

absence of reform. These deficits have been a major 
contributor to Turkey\'s financial problems. According to the 
white paper 

the last ten years equate to 1.24 times Turkey\'s consolidated 
debt stock. The white paper also makes a convincing case 
that now is the time for Turkey to move to a more sustainable 


ıspection of Industrias Quirurgicas de Levante. 2. Embassy understands that no assistance is neces 
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system 

support its smaller retiree age group during the transition: 
only in 2012 will 7 percent of Turkey\'s population be over 65 
years old 

however 


3. (SBU) The Social Security situation is a microcosm of the 
economic policy quandary faced by the AKP government: earlier 
governments irresponsible or inept policies left a 
fiscally-unsustainable legacy that AKP has to take 
politically-unpopular steps to correct. In the early 1990s 

Prime Minister Demirel changed the pension rules to allow 
people to receive pension payments as early as age 42 for men 
and 38 for women. This has meant legions of Turks drawing 
pensions while still in their forties. This feature was 

reformed in 1999 

for men and 58 for women 

such that people are still retiring in their forties. Other 
parameters were not altered significantly in the 1999 reform. 
As a result 

excessive generosity 

inefficient because it consists of three separate agencies 

one for civil servants 

and one for all other employees. 


4. (SBU) In order to see through this very difficult reform 

the GOT made the inspired decision in 2003--encouraged by the 
IFIVs--to transfer Tuncay Teksoz 

following social security issues 

and Social Security and give him responsibility for 

shepherding the reform. Teksoz assembled a team of 
economists from Treasury and the Central Bank who recognized 
the severity of the problem and did both the technical work 

and consulted with stakeholders 

need for the changes. Though the political level sometimes 
quibbled over how to implement the reform 

2003 Prime Minister Erdogan exacerbated the social security 
deficit with an above-inflation increase in payments 

Teksoz and his technocrats running the process helped get a 
consensus around the unavoidable need to rein in the deficit. 


5. (SBU) Social security and ΙΕΙ officials have told us that 
when there were frictions with the IFIs over the social 


an to the upcoming Global Forum on Fighting Corruption in Brazil in June. Sandoval recognized the 1 
FOR FRENCH-ITALIAN SHIP PROJECT REF: PARIS 2902 Classified By: Ambassador Mel Semble 
insibility for WHO). McIntyre said that Ireland generally shared U.S. views on the outstanding issues i 


ffairs and European Integration welcomes the naming of the new Government of the Republic of Iraq 


xt; Kenneth Jack, Pilot; John Dewitt, Technician; and John Hodges, MX Support, to travel to Rota twic 


JRES: 2. SPANISH DAILY EL PAIS REPORTED THAT FRENCH POLICE ARRESTED TWO ALLE 
3) Carmelo Barbarello of the MFAVs General Directorate for Multilateral Economic and Financial Coop 


itic Republic of Congo (DRC) is enormous, including diamonds, copper, cobalt, nickel, zinc, uranium, 
, a drug used to treat a parasitic disease common in the Amazon. Last October, locals in Amazonas : 
IN WEST BANK BARRIER PROTESTS -- APRIL 29, 2005 (1300 HOURS LOCAL) This is a joint C 
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security reforms in recent months 

assumptions used in the elaborate World Bank-provided 
model--there were 585 variables. When the GOT tried to use 
more optimistic growth assumptions 

of the pressure off of how harsh the parametric changes (see 
below) needed to be. The ΙΕΙ5 pushed back 

eventually agreement was reached. 


6. (SBU) The IFls left the exact mix of parametric changes to 
the GOT 

options for a given overall cost reduction 

politically-delicate decisions on which parameters to change 
to the GOT. Instead 

targets under the IMF program 

overall social security deficit to GNP. For the coming three 
years 

percent of GNP 

deficit would surpass this threshold. Over ten years 

2015 

component equivalent to close to 1 percent of GNP. In the 
long run 

deficit under 1 percent of GNP. 


Projected Deficit of Retirement System (in percent of GDP): 
2005 2010 2020 2030 2040 2050 
Without reform: 3.6 3.5 3.7 4.0 5.8 7.0 


With reform: 34 29 22 15 0.6 0.1 


7. (SBU) The above targets are to be achieved from a 
combination of parametric changes and cost-saving 
efficiencies from the merger of the three 
institutions--Bag-Kur (for self-employed and farmers) 
Sandigi (for civil servants) and Social Security (for 

everyone else). There are five parameters affecting the cost 
of the pension payments: 


--valuation of wages: the value placed on a lifetime of wages 
in order to determine the size of the retirement pension 
payment. In a country like Turkey 

near-hyperinflation 

rate of growth of wages or that of prices (i.e. inflation) is 
used to value past wages. 


Column 3 
--indexation of benefits: how much pension payments increase 
during retirement. 


replacement ratio: the size of pension benefit a worker 
receives in retirement for each year worked. 


--years required to receive full benefit. 


--retirement age: the age at which one can retire and be 
eligible for pension payments. 


8. (SBU) In the end 

politically palatable by finding a formula that would achieve 
the targets without many Turks feeling a significant 
near-term impact. The GOT accomplished this by leaving 
already-vested rights alone 

new formulae to future earnings. New entrants to the labor 
force 

regime. As for future pain 

sharp reduction in what it would have expected to receive 
upon retirement are civil servants 

civil servants. The civil servantsV plan was more generous 
in several respects: replacement ratio 

work-years required to qualify (see below). Teksoz pointed 
out it would be awkward for the civil servants to protest 
over no longer getting preferential treatment: in 2004 the 
civil servantsV pension plan\'s deficit was about TL 8 
Quadrillion ($5.7 billion) 

other systemsY was TL 11 Quadrillion ($7.6 billion) 

the fact that civil servants accounted for only 15 percent of 
total employees in all three systems. 


9. (SBU) In general 
all three systems around less costly parameters: 


-- Valuation of wages will be based an equal weighting of wage 
growth and inflation (CPI basis). This was reportedly a 
compromise between the ІЕІ\ѕ and the GOT 

wanting the slower-growing inflation rate and the GOT wanting 
wage growth. 


--Indexation of benefits: pension payments will increase in 
line with the CPI rate of inflation 

servants and farmers in the Bag-Kur system were indexed to 
more costly wage growth. 


--Replacement ratio: Whereas the civil servants had earned 3 
percent of their salary in pension payments for every year 
worked 

all will earn 2.5 percent until 2016 

thereafter. In addition 
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calculated based on their final salary. Under the new 
unified system pension calculations will be based on an 
employees average salary during their entire working life 
substantially reducing the size of the pension payment. 


--Retirement age/years required to receive full benefit: all 
systems will require 9000 days worked 

phase-in of the 1999 retirement age requirement 
increasingly older retirement ages beginning in 2035. The 
higher retirement age after 2035 is being justified in terms 
of projected increases in life expectancy. Though this will 
achieve little savings in the near-term 

is a crucial change from Turkey\'s very early retirement age. 


10. (SBU) The IFI and Turkish experts expect the targeted 
cost savings to be achieved over time through a combination 
of the above-described parametric changes and substantial 
savings from the merger of the three separate systems. The 
actual merger of the three systems will require additional 
legislation but Teksoz told us the plan would be to have a 
unified agency by the beginning of 2006. In addition to the 
efficiency gains from combining three separate systems into 
one 

system will be better able to track people who fail to pay 
their premia 

than one system. 


11. (SBU) Comment and Conclusion: The pension reform is a 
major step forward 

path--albeit a gradual one--to a sustainable 

pension system. It is one area of reform in which the GOT 
seems to have real ownership 

take action while Turkey still has a relatively young 

population. Pension reform also has the benefit of 

simplifying Turkey\'s currently complicated retirement system. 
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but no amount of make-up can disguise that it was a defeat.\" 


7. (U) USDP Feith has reviewed and cleared this cable. 
WOOD 
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BECAUSE OF VIDEO PIRACY REF: SANTO DOMINGO 1861 1. On April 27 the District Attorney\'s 


i, the Director of Airports, the head of Dominican airport security and the managers of all international 
ibia Lezcano on April 29, stressing the qualifications of U.S. candidate for Inter-American Commissio 
abor and Energy. Below is biographical information for the following new Cabinet members and gove 
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Israelis must be changed. Stressing the importance of 
technology and its positive contributions towards the health 
sector and security establishment 

GOI hoped to receive some (unspecified) level of assistance 
to facilitate economic development in the Galilee and the 
Negev. END SUMMARY. 


2. (C) On May 2 

Security Advisor Mark Esper 

Army Senate Liaison Officer Colonel Michael Barbero met with 
Finance Minister Benjamin Netanyahu and his Chief of Staff 
Yechiel Leiter. Netanyahu said that Israel\'s economic 
condition has improved under his leadership. The lsraeli 
economy was V'six weeks from collapse when he took the helm 
as Minister of Finance 

System having grown to such an extent under previous 
governments that the state almost buckled under the resulting 
heavy economic strain. Further 

unreasonable concessions from an economically weak nation. 
Under his management 

taxes 

employees. The GOI encouraged people to go back to work 
urging them to seek any available employment 

less than perfect. Netanyahu also took credit for raising 

the retirement age and working with unions to find better 

ways than strikes for labor and management issues to be 
addressed. 


3. (C) Netanyahu told Senator Frist that within ten years he 
aims for Israel to be in the top ten countries in the world 

in per capita income. Israel is growing stronger in the 
already \"solid\" tech sector 

patents are many and varied 

and bring profits back to Israel. Unemployment conditions 
are improving and the GOI is working with unions on issues 
that are important to both labor and management. Defeating 
welfare fraud is a top priority of the GONs economic agenda 
Netanyahu said 

against the misuse of government funds. Those who are 
entitled to financial assistance will continue to receive it 
Netanyahu said 

cut from the program. Cutting waste and outsourcing social 
welfare programs such as care for the elderly to the private 


! Classified By: Deputy Chief of Mission William R. Stewart. Reason: 1.4(c). ------- Summary ------- 
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ations of the Emergency Action Committee (EAC), Ambassador requests that the Department not exi 
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sector in order to lower taxes are showing excellent results. 
For example the GOI has already privatized nine homes for 
the disabled 

the quality of care received. Netanyahu said his primary 
goal is to privatize 4096 to 5096 of the government in the next 
20 years. 


4. (C) Netanyahu said that the GOI will provide tax free 
status for businesses that come to Israel 

that the jobs and overall economic growth these firms provide 
will more than compensate for lost tax revenue. The World 
Bank wants to lower its debt and increase its gross domestic 
product (GDP) 

Israel's current debt to GDP ratio is 102% (Note: The amount 
is more like 10596. End Note) and the annual deficit is 3.496. 
Netanyahu told Frist that the GOI intends to continue to 
reduce its expenditures. Netanyahu continued 

Israel Lands Authority (ILA) 

land within the Green Line 

be \"slain.\" He said Israel needs land reform 

a strong free market for growth. 


5. (C) The security fence has reduced terror activity by 95% 
within the Green Line 

Israel might require U.S. assistance to construct efficient 
crossing points. The technology sector has bolstered the 
security and defense establishments with surveillance and 
early warning systems that allowed the security forces to 
quickly and effectively respond to terrorist activities. 

These advanced technological systems are operated by the best 
and the brightest minds in Israel 

contribute to innovative applications when they return to the 
private sector 


6. (U) CODEL Frist did not clear this cable. 
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and Embassy staffs were working on closing out remaining 2005 


'ummary ------- 1. (SBU) The Ambassador chaired a meeting of the Emergency Action Committee ( 


ankan courts recently convicted three stores in Colombo for IPR violations, following a major police c 


transmitted separately to the Health Ministry, via courier. Dr. Bwijo confirmed that Health Minister Ani 
several decisive developments in voter registration, nomination of candidates and preparation for the C 
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terms sheet issues; 

-- Explained that he had possibly misspoken at the JEDG when 
he claimed GOI legislation includes a 3.4% budget deficit 
target 

2005. Bachar promised to provide clarification soon; 

-- Admitted he felt the GOI could have done more on IPR and 
promised to look into ways to deal with the issue; 

-- Promised to help resolve a major tax issue involving the 
American International School; and 

-- Said he would look into the GOl\'s purchase of a non-U.S. 
scanner for the Haifa port utilizing US FMF funding. 


End Summary 


Israeli Negev/Galilee 
Assistance Request V'Not Ready" 


2. (C) Bachar briefed the Ambassador on IsraelVs request for 
U.S. assistance for Negev and Galilee development. He said 
he had participated in a useful meeting with Deputy National 
Security Advisor for Economic Affairs Shirzad 

Bachar had outlined some of the GOIVs thinking on the issue. 
Bachar termed the meeting a \"kickoff\" in which the \"rules of 
the game\" had been discussed. Bachar said the GOI was 
thinking along the lines of a long-term development plan 
augmented by U.S. assistance 

assistance somehow related to an undefined plan. Bachar said 
the meeting did not focus on potential U.S. assistance for 
Israeli disengagement. Furthermore 

follow-up taskings. Bachar seriously doubted whether the GOI 
would be in a position to raise assistance for either 
Negev/Galilee or for disengagement during the PM\'s scheduled 
May 24-25 visit to Washington 

travel to Washington for further discussions. 


3. (C) Bachar said the idea for resuscitating GOI plans for 

the Negev and Galilee had originated with the PM\'s Director 
General llan Cohen. Since then 

lead on the civilian aspects of the development plan. Bachar 
said the concept of such development was not new 

that the GOI had decided to give them a newly energized push. 
Bachar expected to chair a meeting of all involved 

ministries on May 24 to consider next steps on the project. 


4. (C) The Ambassador reminded Bachar that the USG was 
waiting for an estimate of disengagement costs 

fulfill a request made by U/S Larson late in 2004. Bachar 
noted that the GOI did not yet have \"precise\" numbers for 
disengagement 
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remained in the civilian sphere. The GOI 

would do almost whatever it took in order to make certain 
disengagement went smoothly. If this took further 
expenditures to keep the settlers quiet 

it was possible such expenditures could result in a higher 
2006 deficit than currently estimated 

committed to preventing such an outcome. Bachar hinted that 
one reason the GOI did not want to provide an exact estimate 
of disengagement expenses was that such an estimate would 
provide settlers a stronger position from which to bargain 

for higher compensation levels. 


5. (C) Bachar summed up the recently-concluded Joint Economic 
Development Group (JEDG) meeting by noting that it had V'gone 
smoothly. MoF staff 

Embassy to help iron out the details of the 2005 terms sheet. 
(Note: The terms sheet outlines the specific economic terms 
Israel must meet to receive future tranches of loan 

guarantees. End Note) On a related note 

he believed he had erred when he informed A/S Wayne during 
the JEDG that GOI legislation had institutionalized a deficit 

level of 3.4 percent 

2006 

for 2005 only.\" Bachar promised to supply the Embassy with 
more specific information soon. The Ambassador noted that 

in relation to the Loan Guarantee Agreement 

taken any settlement deductions since 2003. As a result 

in view of IsraelVs continued funding of settlements 

had run up a potentially significant amount of future 

deductions. Bachar said he recognized this fact. Econ 

Deputy raised FinMin Netanyahu\'s reported intention to issue 

а new 

asked how Bachar saw that relating to the LGA language urging 
the GOI to give due consideration to the reduction of Israeli 
debt/GDP levels. Bachar responded that 

also concerned about overall debt levels 

tax rates were at an economic disadvantage internationally. 


6. (C) The Ambassador noted that 

the GOI had agreed to try to work out differences with the 
U.S. on IPR. This had not yet happened 

been placed on the Priority Watch List. Although it was 
unlikely Israel would be moved even higher on the list and 


ging director of the Palli Karma Sahayak Foundation (PKSF), a non-profit organization known for its v 
| and to express appreciation for the Embassy\'s appeal to BDG officials to accord him full due proce: 
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thus be subject to possible sanctions 

PWL was not a good place to be and urged Bachar to help out. 
While noting that the MoF did not have primary action on the 

issue 

better on this issue\" and promised to see if he could help in 

some way. The Ambassador also noted negative developments on 
the patent term extension and promised to provide Bachar more 
specific information on the issue. 


7. (C) The Economic Counselor outlined a disagreement 
between the American International School and the GOI tax 
authorities relating to whether the school would have to pay 
VAT tax on property it had purchased for its new campus. 
According to an agreement reached in the 1960s between then 
Ambassador Barbour and then PM Golda Meir 

consider the school legally the same as the Embassy for tax 
purposes. Unfortunately 

advantage of the schoolVs expansion to reevaluate this 
agreement 

The Ambassador noted imposing a new tax on such a major 
purchase could unnecessarily put the schoolVs future into 
question. Bachar appeared genuinely concerned over the 
disagreement and promised to speak to the tax authorities to 
reach a resolution. 


8. (C) The Ambassador closed out the meeting by noting the 
GOI had decided to utilize USG FMF funding to purchase a 
non-U.S. origin scanner at Haifa port. This was against both 
the spirit and the letter of FMF and was unacceptable. 

Bachar asked for more information on the issue and promised 
to do what he could to correct the problem. 


Bachar Committee 
Recommendations to Knesset 


9. (C) Bachar noted that 

ministry was doing to make certain disengagement proceeded 
successfully 

one example 

financial market reform would be submitted to the Knesset the 
week of May 20. 


ontrols, both from the local NGO REDESO. UNCHR will fund a firewood project, however, from its 
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statement was issued April 8 following an extraordinary 
meeting of the bishops and coincided with the visit to Haiti 

by the UN Security Council (which received a copy of the 
document during its meeting with the bishops). While the 
bishops welcomed the international community\'s participation 
in carrying out the elections 

let just anyone impose anything on us. The elections are our 
affair." The statement encouraged the population to go to 
the polls and called for enhanced security. 


3. (U) The statement noted the Church was obliged to 
intervene since its duty was to \"mark out (the) path\" and it 
had \"the duty to form consciences.\" The bishops boldly told 
voters not to \"sell or negotiate\" a vote to \"those who 
promise mountains and miracles and do not reveal concrete 
ways to accomplish them.\" To the candidates 
recommended the formation of alliances between parties with 
similar positions 


Priests should stay out of politics 


4. (U) A few days later 

statement addressed to priests 

advising them to refrain from overt political activity 

risk being defrocked. Specifically 

the Church\'s position that priests may not \"take active part 

in politics 

or in partisan groups or associations.\" The statement banned 
priests from seeking public office or participating in 

electoral campaigns. 


Politics nonetheless 


5. (C) Although nobody has said so publicly 

statement was clearly aimed at reining in Father Gerard 
Jean-Juste 

Aristide. Many here see him as a potential Presidential 
candidate; he does not speak about that publicly 


ed reftel demarche оп 2 May to Ambassador Faisal Al-Mashan, MFA Arab World Department Manag: 
ed down sentences ranging from 10-20 years for most of the 31 defendants tried on charges of partic 
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become visibly active within the Lavalas movement since last 
fall. This has put him at odds with his church hierarchy. 
Cap-Haitien bishop (and ex-chair of the Bishops conference) 
Hubert Constant told the Ambassador April 21 that he was 
worried that Lavalas would put forward a charismatic 
candidate with an \"aura of justness who would garner 
landslide-like support but then return to the corrupt path of 
the Aristide regime. He was particularly wary of Jean-Juste 
and made clear the statement banning clergy from running for 
office was aimed at him. Separately on April 22 

Nuncio told the DCM that he was \"delighted\" with the 
statement and hoped it would force Jean-Juste to make his 
intentions clear. 


6. (C) For his part 

BishopsY statement. He told PolCounselor May 6 that he was 
\"not worried\" about his superiors 

be a candidate but that he could not give up his political 
activism. He dismissed the Bishops\' conference as a 
Vconservative DuvalieristV institution that had little 

contact with the harsh realities of Haiti's poor majority. 
(Septel will report on the larger conversation 

demonstrating just how politically active he is 

conducted at his church in the company of many members of the 
hard-line Fanmi Lavalas V'Political Commission. V") 


Church worried not just about Jean-Juste 


7. (C) Bishop Constant made clear that the ChurchVs 
concerns extended beyond pro-Lavalas priests 

Ambassador about what he called \"the other extreme." He said 
Vuniformed 

emerge from the ex-military camp. Constant felt this sector 
would put forward a strong candidate that could broadly 

appeal to the Haitian public. Constant said he thought the 
elections would take place successfully 

that the IGOH move forward with public works and employment 
projects 

promises. Constant was also frustrated by the voter 
registration process. He lamented the V'unacceptable burden" 
on Haitians in the rural areas who he said would have to make 
several lengthy trips to the urban areas to register and then 
return to vote. (Note: This concern may be mitigated by OAS 
plans to have mobile voter registration teams travel 

throughout the countryside. End note.) 


Comment 


8. (C) The statement warning priests to stay out of politics 
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is clearly targeted towards Jean-Juste 

dominant conservative slant of the Bishops Conference 
despite the presence among the bishops of a few who are 
pro-Lavalas. The animosity toward Aristide 

runs deep. Hinche Bishop Louis Kebreau 

conference president 

about the priest-turned-president. Kebreau believes that 
Aristide 

ascending to the Presidency. For Kebreau 

of the other bishops 

with Jean-Juste. The Catholic Church has rarely been 
apolitical here -- Haitians still credit Pope John Paul IIVs 
March 1983 visit and his statement that V'things must change 
here\" as the spark that led to Jean-Claude Duvalier\'s 
downfall. These latest interventions demonstrate that the 
Catholic Church hopes to play an active role in the political 
arena and 

perspective both statements are constructive and helpful to 
the process. 

GRIFFITHS 
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eradication. NAS met with the UN to discuss coca estimates 

and a public response to the CNC figures. NAS also met with 
the OAS/CICAD and ICT to coordinate their activities and to 
discuss the upcoming Y Acceso Cacao Conference on June 2-3. 


10. (U) On May 12 

graduate from each of the Santa Lucia and Mazamari Police 
Academies. The graduates will be immediately assigned to 
DIRANDRO\'s eradication security and the special operations 
groups as well as the newly created road interdiction group. 


12. (U) CADA continues to measure coca fields in support of 
USAID\'s Alternative Development Program (ADP) and recently 
finished quantification of coca in ADP areas in Ucayali 

using Chemonics-furnished imagery. Two CADA engineers will 
participate in the poppy mapping with the AT-65 Turbo Thrush 
surveillance plane. 


'esults of the 2005 Special 301 review and that Lithuania remains on the Special 301 Watch List. Και 
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13. (U) The RARE aircraft (AT-65 Turbo Thrush) arrived in 
Iquitos 

delays; it overnighted in Iquitos because of weather before 
proceeding on to Pucallpa to begin aerial reconnaissance of 
opium poppy fields in the Jaen area. 


14. (SBU) After months of Ministerial wrangling 

Minister decided that the Ministry of Production should be 
given the responsibility for maintaining the registry of 

sales and use of chemicals that will be used detect the 
diversion of chemicals to narcotics production. The Ministry 
of Interior 

has not accepted the decision and is now delaying the 
implementation process. 


15. (U) DEA approved funding of a coca yield study in the 
Cuzco region to complement the five areas previously studied. 
In early May 

Peru to evaluate the possibility of conducting a five-year 
research program using ICT\'s facilities in Tarapoto. The 
research would focus on pesticide use and persistence. A 
separate study of cacao management is also being proposed. 


16. (U) On April 1 

Review Unit (MRU) was signed. The MOU is intended to 
formalize bilateral cooperation of the port and cargo 

security program. PeruVs main seaport of Callao is home to 
this model MRU and K-9 unit. This bilateral agreement is the 
product of almost a year of negotiations between the Embassy 
and GOP counterparts. Future plans include the expansion of 
the MRU program to other strategic seaports such as Paita 
Chimbote 

included the Director General of the PNP 

Customs Commissioner 


17. (U) On April 27 

Maritime and Riverine Program Officer met with Jose Luis 
Noriega Lores 

(ENAPU) 


Forces is developing the UHF Jamming Program described in reftel A, case number 05-957032. On 
saribbean and Americas Department, Ministry of Foreign Affairs and Foreign Trade. Scott responded 


Column 3 

Paita. The Paita MRU would be modeled after the Callao MRU. 
Noriega was supportive and said his chief of port security 
would accompany the NAS-sponsored port security delegation 
during their visit to Paita on May 5. 


18. (U) On April 28-29 

Foreign Affairs (MFA) hosted a seminar on trafficking in 
persons (TIP). NAS worked closely with OAS in Washington to 
facilitate the agenda and overall organization of the 
seminar. The seminar 

(2) 

high-level GOP participation and significant media interest 
including good coverage of the Ambassador\'s remarks. 
Participants came from a variety of GOP ministries 

press 

See septel. 


19. (U) The goal of the seminar was to generate a set of 
recommendations for a national action plan on TIP. With that 
goal in mind 

groups іп an attempt of avoid V'talking heads V" and no clear 
outcomes. The reactions of the participants were positive 
and the results constructive. 


20. (U) The OAS sparked some controversy with the 
presentation of a rapid assessment study on trafficking from 
Latin America to Japan. Prior to the seminar the Japanese 
delivered a demarche to the OAS strongly objecting to the 
study and its negative portrayal of JapanVs anti-TIP efforts. 
The author of the study 

professor Kaname Tsutsumi 

for the first time at the seminar. The GOJ brought its TIP 
expert from Japan to challenge the findings of the OAS study. 
The study can be found at www.oas.org/atip/reports/. 


21. (U) NAS is moving forward on implementing anti-drug 
community coalitions based on the successful U.S. model. 
Eduardo Hernandez 

of America (CADCA) 

training and implementation of coalitions with eight NGOs 
selected by NAS. Prior to his visit 

briefed each NGO extensively on what coalition building 

entails 

approach. A key message to the NGOs was that the concept or 
framework of community coalitions should be valid worldwide 


ge Uribe and Naval Operations Commander Vice Admiral Guillermo Barrera on April 23. Uribe said F 
imacy of a transaction for the export of AB205 Bell helicopter spare parts to Tunisia and concludes th 


JCAL) -- ONE IDF SOLDIER, ONE PIJ GUNMAN KILLED IN TULKARM-AREA SHOOTOUT This is 
est opportunity. 2. (SBU) On May 2, EconPol Unit Chief followed up with Hubert Hrabcik, Section Cr 
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but the implementation of the concept is particular to each 
country. 


22. (U) CADCA will conduct a two-day training session on 
June 6-7 

consultations. At the end of the June training 

will be equipped with a blueprint for the initial step in 
developing coalitions. The NGOs should identify an area to 
work in and the community leaders who could form the 
coalition. CADCA and NAS will evaluate the NGOs\' proposals 
in early August. On August 15-16 

CADCA training session before the NGOs actually begin 
coalition building. CADCA will work closely with the NGO 
OPCION to organize the training sessions and handle logistics. 
STRUBLE 
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disparity between costs of agricultural production for U.S. 

and other CAFTA producers and those faced by Dominican 
producers.\" The CEA claims that the only way that the 
Dominican Republic will be able to compete is by subsidizing 
or otherwise supporting agriculture producers. The CEA 
proposed to the Senate a program of subsidies and other 
benefits for Dominican producers that it asserts will put it 

on equal footing with the other CAFTA countries. The 
announcement gives Wexamples of assistance in the United 
States 

with an estimate of subsidies received in support from U.S. 
Government. Several of the products 

onions 

government subsidies according to the Embassy\'s Agricultural 
Attach. The CEA announcement does not explain the figures 
and does not offer an estimate of the offset needed by 
Dominican producers. 


COMMENT 

Embassy officers have been in regular contact with the chair 
of the Senate committee reviewing the issue of compensation 
for Dominican industry related to CAFTA 

andy bargaining numbers. In a political environment where 
members of congress and various administration officials have 
commented that fiscal reform should wait until after May 2006 
elections 

and the even tougher requirement to start making those 
choices. 

KUBISKE 
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the pilot for the \"EFA\" Eurofighter program. Trontin said that 


an shrinking for over a decade, sharing in the nationwide decline in crafts sales from USD 20 million t 
of Directors, Haitian business leaders raised the lack of security, particularly the threat of kidnapping, 
ada\'s support for the Iraqi transition and said that the GOC planned to have Minister Pettigrew make 


“refurbished medical equipment, which do not apply to new products. No customs duties discounts a 
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the equipment is currently with their client 

Aerospace. According to their web site (www. liebherr.com) 
Liebherr Group is a family business based primarily in Germany 
with a Swiss holding company 

Liebherr Aerospace is one of several divisions. Liebherr is 
“оле of the worldVs leading manufacturers of construction 
machinery .. (and) an acknowledged supplier of technically 
innovative user-oriented products and services in numerous other 
fields." During our conversation with Mr. Trontin 

a more complete response by letter. 


3. Post blue lantern action officer also spoke with Philippe 

Dore of Zodiac Aerazur 

placing three orders per year for 30 years for this kind of 

safety foam from U.S. supplier company Foamex. The foam is used 
in the manufacture of fuel tanks to minimize risk of accidents 

or leaks. Mr. Dore faxed us a copy of the most recent actual 
orders (faxed to PM/DTCC on May 10) 

Foamex: one for 30 buns of orange safety foam (for October 22 
2004 

(for January 18 

foam 

for the Type IV blue safety foam is 2300mm x 469mm x 250mm. 


4. In both cases 

commodities that are the subject of this purchase order 2014- 
2171789 will be used in connection with the manufacture of fuel 
tanks for military vehicles and racing cars.\" The order forms 
also went on to say V The following statement shall be 
incorporated as an integral part of the bill of lading 

invoice: VThese commodities are authorized by the U.S. 
Government for export to FRANCE for Zodiac - Aerazur. They may 
not be resold 

be disposed of in any other country 

form or after being incorporated through an intermediate process 
is not other end-items 

the U.S. Department of State." 


5. Mr. Dore said that these orders are for helicopters for 
Eurocopter and other companies. This was explained further in 
the order forms 


(quote) 

The end use and end user: 

Foam for Fuel Cell Tank of Obussier Tank for Rheinmetall Company 
in Germany. 

Foam for Fuel Cell Tank of Wiesel Tank for Rheinmetall Company 
in Germany. 

Foam for Fuel Cell Tank of Microturbo military car for 

Microturbo in France. 

Foam for Fuel Cell Tank of Tiger helicopter for Eurocopter 


y issues including trafficking in persons (TIP). Changes in the ministry of government, which heads t 
HARD ONE STEP CLOSER REF: Lima 995 1. (SBU) Summary. Good news on three commercial : 
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Company in France. 
(end quote) 


After giving mailing addresses for each of the three companies 

listed above 

French and German governments can sold (sic) to another European 
government" which appears to refer to fuel tanks provided for 

the Tiger helicopter 

earlier citation concerning prohibition against resale or 

transfer to “алу other country" without prior written approval 

of the U.S. Department of State. We will inquire further about 

this apparent contradiction 

in mid-May. 


6. Both Zodiac Aerazur and Aerazur Superflexit confirmed that 
they were separate divisions of the same company 

However 

order was related to the Eurofighter program. Zodiac Aerazur\'s 
order for safety foam is part of a long-standing relationship 
with Foamex as its supplier for the manufacture of fuel tanks 
for military vehicles and racing cars 

this case 

corroborate these findings with appropriate French government 
officials. 

WOLFF 
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about American hegemony 

immense danger of uniformity..." The article also 
quotes Chirac as saying 

weight to ensure that an international convention on 
cultural diversity is signed at UNESCO this fall." We 
have seen the complete remarks and they are strong on 
the need for Europe to stand for the cultural exception 
and against a free market in V'cultural goods. V 


4. (C)The Mission also interprets the clash during 
UNESCO\'s recent Executive Board over the European 
UnionVs attempt to expand its participation in the 
cultural diversity negotiations as one more sign of 
French determination to push for the convention. It 

was clear that the French had lobbied member states 
(especially the Francophonie) hard 

support their resolution. We were informed by members 
of other EU delegations that France was so confident of 
its success that it resisted the consensus resolution 

and was determined to push for a vote. (Note: UNESCO 
prides itself on being a consensus organization and 
seldom relies on votes.) 


SBU) Political-Economic Counselor and Pol Unit Chief delivered reftel demarche on April 28 to the B 


1Ρ -- and Romulo, personally -- to continue to work within ASEAN to push Burma toward democratic « 
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5. (SBU) At a Group | (WEOG) meeting on April 13 
the United States and France both presented candidates 
for the chairmanship of the General Conference Legal 
Committee. This is an important position because this 
committee will need to make the decision to waive 
UNESCO\'s rule that stipulates that in order for the 
General Conference to adopt a convention 

ready seven months before the start of the Conference 
in October. In an unusual secret ballot 

majority selected the French candidate. (Comment: 
clearly most EU countries were unwilling to vote 
against another EU member 

UK 

support came from Canada 


6. (C)The importance France placed on that vote 
became clear earlier that week when French Ambassador 
to UNESCO 

to Ambassador Oliver that the US consider seeking 
positions on other bureaus or as a vice chair of the 
Executive Board rather than the chair of the General 
Conference legal committee. After the April 13 Group 
One meeting 

had made a mistake. Note: We understand that 
Guigenou 

France\'s highest ranking diplomats 

chosen by Chirac to push the cultural diversity agenda 
at UNESCO.) 


7. (С) Comment: Much UNESCO business is now being 
looked at through the prism of the cultural diversity 
negotiations. We interpret the French desire to have 
the EU take over negotiations on cultural diversity as 

a way to keep wayward states in line. Our Greek 
Czech and Polish counterparts tell us privately that 
they are not pleased with the way France is steering 
the process. Of course 

answer why the EU has to be at the negotiations. The 
Commissions cultural types are the ones sitting at the 
table 

over trade. 


8. (C) Comment continued: We are disappointed with 
the outcome of the vote on the chairmanship of the 

legal committee. While we still have a seat on the 
committee 

agenda for the General Conference and could conceivably 
push a flawed convention forward for consideration. We 
also take the strength of support for France as a sign 

that certain countries do not want to cross France. 
Portugal 
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for a seat on the Executive Board 

against our candidate despite our heavy lobbying. We 
also had hoped to pick up votes among the Nordic 
countries. 


9. (C) Comment continued: We have been at pains пої 
to depict our presence at UNESCO as a battle between 
French and US influence. Though the tensions have been 
clear in the cultural diversity negotiations 

publicly sought to downplay them. Recent events are 
bringing these tensions into the open. In a sense 
UNESCO has been France\'s playground for many years 
it enjoys huge influence in the organization. We 

cannot avoid the reality that French influence is 

enhanced because UNESCO is in Paris where the French 
can draw on almost unlimited resources 

frequent appearance of President Chirac to push their 
agenda. France is also skillfully using the EU and 

other groups like the Francophonie to thwart US 

interests. We expect that France will continue to see 
UNESCO as the V'soft underbelly\" of the UN system to 
push an agenda counter to US interests and we will push 
back firmly. End Comment. 
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of us who have responsibilities in this sphere...as | 
remember the discussions and read through the report 

able to regain my focus.\" The free flowing nature of the 
roundtable debate and the broad representation at the event 
in itself speaks to Ghana\'s positive human rights 
environment. We will factor this feedback into future 
research and reporting on human rights issues in Ghana. 


YATES 
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test of the Lula administrations energy model 

reconsiders its auction rules and objectives 

will cast a cloud over the investment climate in the electricity 
sector. END SUMMARY. 


AUCTION RESULTS 


2. (U) The new energy model was one of the Lula administrationVs 


BANGKOK FOR OFDA SENIOR REGIONAL ADVISOR TOM DOLAN KATHMANDU FOR OFDA RE! 
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early priorities (Ref C) 

the second round of electric energy auctioned under this new 
model. (Ref A reports on the first auction.) The April 2 

auction included two V'products 

contract to supply electric energy beginning in 2008 and 2009. 
In total 

was sold (1 

(Note: Because the contracts are for eight years 

contracts signed during the previous auction will meet demand 
anticipated for these same years. End Note.) The average price 
for contracts beginning in 2008 was R$83.13 MWh (US$33.25) 
no energy for contracts beginning in 2009 was sold. 


3. (SBU) Mauricio Tolmasquim 

minister) of the Ministry of Mines and Energy (MME) 

Brasilia EconOffs on April 13 that the goal of the auction was 

to achieve V'adequate prices.V (On April 29 

the President of the GOB Energy Research Enterprise (EPE). The 
new Executive Secretary is Nelson Huber.) Tolmasquim considered 
the results \"good\" because the prices matched econometric 
expectations of a reasonable rate of price increases. In terms 

of contracted energy 

as half-full 

Brazil's energy model. In those terms 

success that the MME has claimed: prices across the two auctions 
were R$57.71 MWh for 2005 

2007 

Given the limited amounts sold in this round 

auction itself just barely avoided a total collapse and the 

president of the Brazilian Chamber of Electric Energy Investors 
(CBIEE) is quoted in the press as calling the auction results 
\"disastrous.\" 


4. (SBU) Tolmasquim told Emboffs that the GoB would have to hold 
new auctions for the unmet 2008 and 2009 demand. Implicitly 
acknowledging that the auction rules and structures had been 
complex 

focused on meeting demand beginning in a single year. He also 
noted that the \"new\" energy auction 

would likely have to be postponed until these additional \"old\" 
energy auctions could be completed. (Note: the MME distinguishes 
between \"old\" energy -- from generators that came on-line before 
January 1 

and those that came on-line after January 1 


AUCTION RULES: THROUGH A GLASS DARKLY... 


5. (SBU) According to several of our interlocutors 
the auction have lead to suspicions of excessive government 
intervention in the process. For instance 


than heads to review the UN Convention on Terrorist Financing. Khan stated that the panel would mi 
tend reftel meeting. We informed them of the meeting venue and time. CHAMMAS 


1eeting last Friday once again showed how important it is to assign an attorney advisor to this Missior 


SSE PHILLIPS. NO NAMES WERE PROVIDED DURING THE MEETING. BROWN. 
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minute changes to the auction rules 

decrease the demand to be sold by the 700 MW that had not been 
purchased in the December 2004 auction and was held over for the 
April 2 event. Executive Director Regis Martins of the 

Brazilian Association of Independent Electric Energy Producers 
(APINE) said that this last minute change provoked such an 

outcry by producers and distributors that on April 1 

reinserted the 700 MW into the demand to be auctioned. 


MANIPULATION OF DEMAND 


6. (SBU) Echoing concerns first voiced following the December 
2004 auction 

Regulatory Agency (ANEEL) 

energy generation companies 

that the auction rules artificially cut the demand during the 
bidding process. This has the effect of forcing prices down. 
Christiano Vieira da Silva 

Market Studies division 

the demand was \"cut\" off the top so that the auction would not 
be aborted because of insufficient supply. With the demand set 
as lower than the supply 

the price. In the end 

considered too low by so many suppliers that they withdrew their 
offers 

auction altogether. A JP Morgan analyst reported that the 
decision to cancel the offer for contracts beginning in 2009 
Vunderscored the complexity of the auction rules 

[energy] pool\'s vulnerability to alleged government interference 
over prices. V 


INDUSTRY GRADE? \"F\" FOR FAILURE 


7. (SBU) The industry response to the first auction in December 
2004 was mixed 

(Refs A and B); however 

auction was generally negative. APINE considers the auction a 
failure. On the Sao Paulo stock market (BOVEPSA) the Monday 
following the auction 

value on were in the electric energy sector. In a meeting with 
Brasilia and Rio EconOffs 

Batista said he had expected to see more V'rationalV results in 
the second auction because of tighter supply/demand 
involvement of non-state producers 

about the impact on inflation in 2008-09 

pressure for the producers to get cash. (Note: during the 
December 17 auction 

effective January 1 

Note.) Putting a positive 


santhopoulos at his request. Chysanthopoloulos informed DCM that Greece intends to abrogate its 1 
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near-collapse 
were not yet willing to accept V'unrealistically low\" prices. 


8. (SBU) Sao Paulo EconOff spoke with a senior executive of an 
international energy generating firm 

generating companies 

at the artificially depressed price the GOB had set. The 
executive said his firm has been telling the GOB for years that 
the GOB\'s attempt to manage the market by segregating energy 
into old 

lamented the auction\'s lack of transparency. While suggesting 
\"it\'s anybody\'s guess as to how the GOB should proceed 
source said that for the energy sector 

investment 

market sends \"the worst kind of signal." In his opinion 
considering the current environment 

will wish to make new investments in Brazil. He surmised the 
GOB may soon have to depend on its own funds to finance energy 
supply and related infrastructure projects. Another executive 
expressed concern about the GOB or parastatals leading 
investment into new energy projects because of their 
fundamentally different perspectives about business operations; 
he also considered additional investments into the country less 
likely if the GOB continues to diminish the value of the 

product. 


FEAR AND LOATHING 


9. (SBU) In particular 

object to the differentiation between \"old\" and new" energy as 
creating artificial price differences for the same product. An 
executive of a private energy generation company told Brasilia 
EconOff that with multiple rounds of auctions for the same 
product 

by companies who sold energy at one (lower) price during an 
early auction 

(higher) price at a subsequent auction. Eric Westberg 

president of APINE who now represents a private investment firm 
expressed surprise to Brasilia and Rio EconOffs that the energy 
model had not generated any lawsuits yet 

because the state-owned generators dominated the first auction 
and were less likely to sue the GOB. 


COMMENT: \"NEW\" WINE IN \"OLD\" BOTTLES? 


10. (SBU) Although the Lula administration generally has pursued 
market-oriented and orthodox macroeconomic policies 

model creates a system in which the State plays a leading role 

in a mixed private-public energy sector. The lack of 


сіва five of the eleven declared presidential candidates to proceed to the next round of internal party 
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transparency and apparent GOB manipulation of the auction rules 
to achieve stable 

however 

having a negative impact on the investment climate. The likely 
delay of the new energy auction until the November time-frame is 
bad news 

new hydroelectric plants started as soon as possible in order to 
meet expected energy capacity needs beginning in 2009. And 
while the GOB model arguably will provide more stability for new 
concession holders than they have chosen to give to existing 
energy producers 

they view as \"unbridled\" market forces is clear. As many 
details of the auctions for new energy remain to be worked out 
there is still time for the GOB to adjust to a more open 

approach. If this is to indeed happen 

power producers will be key. 


11. (U) This cable reflects input from Consulates General 
Sao Paulo and Rio de Janeiro. 


CHICOLA 
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president.\" Kufuor expressed confidence that the leaders of 
West Africa could bring him along. 


6. (C) Kufuor said the porousness of the Togo border is of 
great concern 

briefed by his own services of at least 80 points along the 
Ghana-Togo border which were used for smuggling. He 
complimented his own Customs 

(CEPS) for the good work they are doing to track the 
increased smuggling. This concern seemed to be primarily 
economic in nature 

Chinese goods. The Ambassador explained the assistance the 
U.S. has given Ghana with its border protection 

indicated they need more. 


7. (C) In a previous conversation with the Ambassador in 

March before the election 

Asawase by-election in his home Ashante region would be an 
important test for his New Patriotic Party (NPP) since the 
constituencies in this new Kumasi district were primarily in 

poor Muslim areas (called \"Zongos\"). The NPP had done poorly 
in similar districts throughout the north in the December 

2004 election. Despite Kufuor\'s intervention of replacing 

the female candidate with a male Muslim just weeks before the 
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election 

8. (C) In our post-election meeting 

downplayed the significance of this loss. He regretted that 

the new district had been formed with such heavy predominance 
of \"zongos\" but said that his party was working hard to reach 
out to Muslim populations. At one point he spoke with a bit 

of bravado that the NPP was making progress with the politics 
of the North because moderate Muslims were supporting the 
NPP. He was confident that in the future more Muslims would 
support the NPP 

could have voted against him in 2004 because he had a Muslim 
vice president. 


9. (C) The Ambassador asked the President for his 
observations and insights into the growth of fundamentalist 
Islam in Ghana. She said in her travels in Ghana since 2003 
she had noticed some changes in Northern Muslims 

growing number of women fully covered in black headscarves 
and clothing. He said that there are clear changes within 
the Muslim community 

expressed concern over the growth of conservative Muslim 
groups in general but particularly in Kumasi. The poor 
\"zongos\" are filled with young people who are not educated. 
They only follow what they are told by the Imams. He agreed 
that he had seen an increase in the use of headcoverings 
during his widespread election campaign travels. He also 
repeated what he said in the March 9 meeting 

making in-roads in Ghana 

preachers and poverty. When asked if he felt the Ghanaian 
government was getting closer in trade and other relations 
with the Iranian government 


10. (С) The Ambassador raised deregulation of oil pricing at 
the early May Mini-Consultative Group Meeting with a dozen 
Ghanaian ministers 

encouraging Ghana to adhere to its deregulation plans 
protect its budget 

government from setting fuel prices. This intervention was 
also on the agenda of the postponed scheduled Presidential 
meeting. Kufuor returned to this subject in our May 5 
discussion 

petroleum deregulation process. He said that his government 
had already taken the difficult step of raising the oil 

prices by over 50 percent 

budget and would continue with the deregulation process. 
(Note: The British High Commissioner had told the Ambassador 
that the President had called him to a meeting just prior to 


Poloff delivered points on U.S.-Russia MANPADS arrangement (reftel A) to French MFA Office for Di 


οἱ take into account decreases in murder and kidnapping and other significant security improvements 


na 984 This report contains sensitive business information. Please protect accordingly. 1. (SBU) S 
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the Asian trip to pass the same message. This indicates a 
commitment has been made at the highest level.) 


11. (C) The Ambassador's earlier conversation with 

Defense Minister Kufuor 

the real reason for this late night call. The Ambassador had 
expressed her concern about the growing number of allegations 
and experiences of corruption that the embassy was hearing 
about from a variety of businessmen 

colleagues. President KufuorVs response was unlike his 
brother\'s 

blamed the NDC opposition for accusations and undermining the 
government. The President asked the Ambassador to give him 
details 

into them personally. 


12. (C) The Ambassador asked why he had approved at least 
four ministers in his new government who had corruption 
charges exposed in their parliamentary vettings. (Many in the 
media and diplomatic circles have been asking the same). He 
defended each one of the ministers in some detail (a speech 
which had surely been given before). His most curious 
defense was of Roads and Transport Minister Richard Anane 
since new damaging press articles emerged this past week with 
additional allegations. Kufuor applauded this minister\'s 

results and pointed to the huge road projects 

and successes indicating that sacking people like this did 

not make sense. In this case 

performance while acknowledging the man had some problems 
with his private life. He said that he sincerely would like 

to know about specific corruption cases so he could have them 
investigated. The Ambassador suggested a possible 
investigation of the ports 

about pervasive corruption. She said that while businesses 
and NGOs found it difficult to get their goods through 
corruption at the ports might lead to bigger problems making 
the country more vulnerable to security and terrorism threats. 


13. (C) The President was candid about internal political 
grumblings in his party and the future of the NPP\'s political 
cohesiveness. He spoke about his future and legacy and what 
he wanted to accomplish in the first two years of his second 
term. He is aware that some donors and outsiders are 


‘ing for another wave after Togo\'s constitutional court rules some time today on the validity of the ele 
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concerned that actions are not being taken swiftly enough 
and was defensive about this pointing out that it takes any 
government time--even America--to select new ministers and 
put together a budget. He was proud of the February budget 
deliberations. He acknowledged that he has current ministers 
who are already \"running\" for president which also 
complicates political activities. 


14. (C) Kufuor raised the subject of former President 

Rawlings 

his brother. She said that at public meetings at the recent 

APARC Africa Presidential Archives and Research Center 
Conference in South Africa 

relatively constrained regarding complaints against KufuorVs 
government; however she knew Rawlings had spoken about Kufuor 
government's corruption to conference participants privately. 


15. (C) The President chided the Ambassador about being 
tough on him over the Millennium Challenge Account (MCA) 
progress 

compact to progress 

signed compact completed. She complimented his personal 
engagement and the establishment of the new Ghanaian MCC team 
complete with experts and private sector representatives who 
seemed to be making headway. She also informed him that an 
MCC team would be once again in Ghana working the next week. 
He seemed confident in the new team and in the success of the 
Ghanaian compact. 


16. (C) In the Presidents musings about Ghana\'s potential 
and his desire to see real economic growth 

situation of GhanaWs airline connections. He said Ghana can 
and will become the transit hub of West Africa. He said 

that Ghana International Airlines (GIA) and North American 
Airlines (NAA) would be coming on line as reported (Ref D). 
He also confirmed that he was working directly with President 
Mbeki (Reftel E) on Fifth Freedom rights to allow passenger 
access in Accra to South African Airways 

flight scheduling with direct access between Accra and the 
U.S. He repeated that he has taken the airline business out 
of the Ministry of Roads and Transport and moved it to the 
Presidential offices in the castle 

personal interest in making these connections a reality. 
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17. (C) The Ambassador mentioned the invitation from 
Corporate Council on Africa's Stephen Hayes to President 
Kufuor to speak at the June 22 CCA luncheon in Baltimore. 
Trade Minister Kyerematen had earlier indicated he and 
President Kufuor were considering attending. The President 
said he hoped a serious group of business persons from Ghana 
would attend and could meet with serious U.S. investors. The 
Ambassador said that her embassy was already coordinating 
with Minister Kyerematen and would be delighted to help 
arrange his schedule and meetings if he were to come to the 
U.S. Kufuor asked if there would be any possibility of 

meeting with President Bush and Secretary Rice. The 
Ambassador said she would pass the request on and make every 
effort once we knew his decision about travel. 


18. (SBU) Request for AF/W action: Can AF/W ascertain 
whether there would be any chance of a brief meeting with 
President Bush and Secretary Rice if President Kufuor were to 
come to Washington approximately June 20-23? 

YATES 
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about what is essentially a de-escalation in the growth rate 
of rents.\" Conservative М.Р. Dave Batters noted at a 
Transport Committee hearing on May 9 that at least one 
international airline (El Al Israel) suggested to him that 

they may soon make a decision to not fly to Toronto because 
of high costs at the airport. According to Batters 

costs El 
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that the senior management of his company will hold a review 
of ExxonMobil\'s program in Venezuela in early June. Ward 
also informed econoff that he anticipates the GOV will look 
for a way to force ExxonMobil to back out of its proposed 
multi-billion dollar petrochemical investment rather than to 
pull the plug itself. 

End Summary. 


2. (U) An energy industry trade publication 

Today 

negotiations with the GOV over its unilateral decision to 
increase the royalty levied on the production of extra heavy 
oil. According to this report 

its Cerro Negro project would pay the higher royalties 


e the passage of a new IPR law in 2003, Sri Lanka has taken strong action to curb IPR violations in tl 
and Poloff (Embassy Libreville) met with refugees in Libreville on April 14 to address resettlement, pri 


¡Americas Desk head Kuat Seksenalinov April 29. 2. Per Reftel, points were delivered verbally. Sek: 
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Vwhile Venezuela will allow the U.S. oil giant to exploit 
Orinoco reserves longer than previously expected. That 
report was followed on May 9 by an article in Venezuela\'s V'EI 
Nacional" that asserts 

Government to get a majority of shares without contributing a 
majority percentage was with ExxonMobil 

project.... Exxon agreed to pay a higher royalty 

insisted on being the project operator. It also asked for 

the extension of the contract 

While the Goverment insisted on being the majority 
shareholder 

reserves. V 


3. (C) Econoff met with ExxonMobil de Venezuela President 
Mark Ward May 10 to discuss these reports. According to 
Ward 

and its discussions with the GOV are “аға complete 
standstill.\" He added that the senior management of his 
company will hold a review of ExxonMobil\'s program in 
Venezuela in early June. Ward underlined that the company 
will notify the USG in advance of any action it may take. 
Ward also informed econoff that the company had contacted 
John Wright 

rebut the story. When asked about his source 

had received the information from within PDVSA. Ward 
believes the GOV is trying to manipulate the company 
hoping it will make some intemperate rebuttal that can be 
used against it. 


4. (C) Ward briefly touched on the status of ExxonMobil\'s 
proposed petrochemical project. (Note: Under significant 
pressure from the GOV 

Development Agreement for this project on August 12 
immediately before the presidential referendum.) Ward said 
the technical work on the project is moving ahead well 
because most of it is being done in Houston. The 
negotiations on the project agreements are also moving ahead 
slowly 

not being given access to key Venezuelan decisionmakers. A 
bureaucratic mess within the GOV 


compounded with a V'political mess 
conflict between Pequiven (formerly PDVSA\'s chemical 


hing diplomatic relations. According to MFA Iraq Desk Officer Beti Likar, the GoS is currently discuss 


3y Legal Counselor exchanged diplomatic notes on May 3, 2005, concluding an exercise specific stat 


про 826 c) Colombo 813 This cable is for participants in the May 4 Tsunami IAWG Meeting. 1) (U) F 


Column 3 

affiliate that is now uner the auspices of the Ministry of 

Basic Industres) and PDVSA Gas. To this must be added the 
GO\'s current disposition towards ExxonMobil. Ward 
anticipates that the GOV will look for a way to force 
ExxonMobil to back out of the project rather than to pull the 
plug itself. He would not comment in response to a question 
about whether the GOV would then seek to bring Petrobras or 
some other favored company into the project. 


5. (C) Referring to a recently published comment by 
ExxonMobil CEO Lee Raymond that one needed V'to be patient 
with Venezuela 

had nothing to do with being patient. In the current 
environment 

arbitration 

McFarland 
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5. (U) Cadena was told that ten minutes later Rivas stormed 
out of the hotel room 

sexually assaulted her. This is when 

damage to hotel property 

thrown on the floor 

hotel reported approximately $4 

Rivas down 

A medical exam conducted at the hotel 

at the Ecuadorian Embassy in Lima 

been intoxicated and also found traces of Valium in her 
System. Rivas claimed the Valium found was from medicine the 
doctors gave her after the incident. The deputies went down 
to the lobby the following morning to pay for the damages 
according to Cadena. 


Rivas Disputes Cadenavs Version 


6. (U) The deputies involved disputed this version of the 
story in the May 3 session of Congress. Rivas claimed she 
was victim of a political persecution for being a member of 
BucaramVs Ecuadorian Roldosista Party (PRE) party. Rivas 
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also reportedly went to a Quito clinic on May 6 

was found to have cracked ribs due to blows received from 
Sanmartin 

Rivas said Sanmartin had \"disrespected\" her and that she 
reacted by slapping him; he in turn punching her. Rivas is 
reportedly considering charges against Sanmartin. Sanmartin 
offered a televised apology to Rivas for having acted in 
excess; Rivas accepted the apology. Rivas 

5 from a subsequent trip to Lima 

appointment with Cadena to clear up the matter 

refused to see her. 


Cadena Dismissed from Embassy 


7. (SBU) Cadena was removed from diplomatic service three 
days after the incident. Luis Narvaez 

Ambassador to Peru 

the extent of the incident and that Cadena\'s version is \"far 
from reality 

reasons. PolOff spoke with Cadena on May 9 who said that 
mainstream mediaVs accounts of the events were generally 
accurate. Cadena said he assumed he had been sacrificed in 
the name of bilateral relations. Cadena received a letter of 
dismissal two weeks after the events 

scandal hit the front pages. 

Constituents React 


8. (U) The scandal has provoked strong reactions among 
constituents of the Congress members involved 

entirely negative. In Ambato (Tunguragua province) on May 6 
various local leaders met and decided that Sanmiguel should 
resign immediately. In Cotopaxi province 

the Indigenous and Peasant Movement of Cotopaxi asked the 
same of deputy Vasquez. In both provinces 

possibility of marches led by youth groups 

still calling for \"todos fuera\" or V'everyone out" 

to the Congress. The \"forajidos\" or \"outlaws\" who went to 
the streets last month to protest Gutierrez are calling for 
mobilizations outside Congress on May 12 to protest Congress 
and Palacio\'s naming of Cabinet members who do not respond to 
their calls for fresh faces. 


Congress Desperately Changing Subject 


9. (U) In the face of this new scandal 

leaders are trying to restore credibility to the institution. 
Congressional president Wilfrido Lucero told PolOffs on May 
2 that his priority would be to \"restore Ecuador\'s 
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democracy 

passed 

court 

Attorney General. After a new National Judicial Council is 
named 

court. Lucero said he wants to maintain dialogue with the 
President 

the executive. Lucero said pending issues included TIP (a 
personal concern of his) 

of more deputies who had supported ex-President Gutierrez! 
unconstitutional acts. 


Veto Likely to Pass 


10. (U) Congress has 30 days from May 5 to decide whether to 
accept or reject the PresidentVs partial veto of the law 
concerning the make-up of the Supreme Court. To approve the 
bill incorporating the PresidentVs veto 

needed; to override the veto 

party members have said they will not participate in the 

vote; the PRIAN party\'s position is unclear. According to 
deputy Ramiro Rivera 

whether to reduce the number of magistrates from 31 to 16 
and the Supreme Court being left vacant while a new one is 
formed. The congressional version had created a temporary 
court 

believed this was of dubious constitutionality 

object to a veto. 


11. (U) Some worry that the Supreme Court 

reportedly has a backlog of 8 

some interim judicial decision making body. The house arrest 
of former President Gustavo Noboa on May 8 highlighted the 
vacuum created by the lack of a top court. Noboa has charged 
the Minister of Government and Acting Attorney General of 
political persecution. 


Constitutional Trial Balloon 


12. (U) During the week of May 2 

interest in making a Constitutional change to reduce the 
one-year waiting period for constitutional reforms to a few 
months. PSC leaders publicly objected that Lucero did not 
specify what reforms would be passed once this Constitutional 
WlockW had been removed. QuitoWs protesters or \"forajidos\" 
however 

the Constitution to serve their means. 


Silver Lining? 


tries confront many of the same challenges as their counterparts in the Levant and Maghreb, there ai 


up (Ref B), PolCouns and Poloff discussed IndiaVs efforts to encourage high standards of conduct fo 
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13. (U) Other issues Congress is working on in an attempt to 
show the public good faith include a bill that would seek to 
combat trafficking in persons and child exploitation and a 

bill to extend CongressY work week. Unfortunately 

read and passed the wrong version of the TIP bill 

expected to start over on May 10. Congress will also begin 
reallocating the various commissions. 


Former First Lady Back in Congress 


14. (U) Former First Lady Ximena Bohorquez 

ex-President Lucio Gutierrez 

as a PSP Congressional deputy 

Bohorquez and her daughter have refused assylee status in 
Brazil on May 6 and reportedly returned to Ecuador on May 8. 
She has reversed her earlier request to step down from 
Congress 


Comment 


15. (SBU) Salacious national and international headlines 
surrounding the Lima incident could not have come at a worse 
time. Just when it thought it had gotten itself out of the 
spotlight by booting out V'deputies for sale 

Lima scandal broke. Congress is obviously still jittery that 
populist calls for everyone out" of Congress will begin 
again. We are cautiously optimistic that Congress new 
vulnerability could actually advance USG interests 
continue to press for Congressional action on key bills 
including TIP and money laundering. 

CHACON 
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Admiral Drew Robertson 

Security Policy at National Defence (DND) 

geographic limitations on the Canadian deployment were due to 
the way that ISAF had evolved. He stated that Chief of 
Defence Staff Lt. General Hillier was of the view that the 
legal basis for the Canadian Forces\' deployment to 
Afghanistan should be adequate to cover operations in any 
part of the country. At the same time 

constraints that made it difficult to change the mandate for 
Kabul at this stage. Robertson asserted that the issue would 
Vgo away!" in the next phase of Canada\'s involvement in 
Afghanistan (Kandahar). 


2. (C) On rules of engagement 


ozen Iraqi assets (Reftel) that remain at KuwaitVs mission to the U.N. Al-Ghanim confirmed that this 
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Relations (IDR) officer Eric Laporte reiterated comments 
reported in ref A 

training in crowd control techniques. At the same time 

said 

ISAF operations expanded 

control may occur more frequently. Laporte noted that a 
review is underway regarding the introduction of crowd 
control techniques into CF training. Robertson added that 
the government wanted to avoid a situation where Canadian 
Forces would be the \"default\" crowd control mechanism in lieu 
of a constabulary force. Thus training would likely focus on 
providing a capability for V'in extremis!" situations. 


Visit Canada\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/ottawa 
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published an op-ed by Gautama Fonseca entitled V'The 
Decision.\" \"The presidents of Central America decided to 
travel to the U.S. to beg Congress to approve CAFTA as 
quickly as possible." 


\"Never in history of mankind was there a higher moment of 
servitude 
beings.\" 


\"They haven\'t even asked anyone here what they think about 
CAFTA. But 
representatives are in charge.\" 


\"This handful of men keeps acting with the same 
irresponsibility 

The faces and the names have changed 

They are the same wolves disguised as lambs.\" 


\"It\'s horrible to have to witness the show in which our 
presidents are starring!\" 


\"How horrible! V 
Pierce 
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tank 

contracts. Sometimes brutal with his business rivals. In 
the last year 
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successful nationwide \"listening tour" Emerging as an 
effective public speaker. Key questions: Will Tariq run for 
parliament in the next election? (Probably). When would he 
and his mother try to arrange his elevation to the top? To 
what extent does his mother control him or concur with his 
actions? (Reports are mixed.) 


C) Haris Chowdhury: PM Zia\'s Political Secretary and a close 
Tariq ally. His history as a BNP youth leader 

demeanor 

against the opposition account for his thuggish reputation. 
Capable of outlandish statements 

MFA dithered 

the Iraqi election. 


D) Salahuddin Qader Chowdhury is officially Zia\'s Adviser for 
Parliamentary and Energy Affairs 

player. Scion of an important pro-Pakistan political family 
accused of V'war crimes\" during the 1971 war of independence 
critics vilify him as an alleged rapist 

killer. Yet 

personable 

the PMO of how Americans think and act. His influence is 
reflected by his ability to survive three major 

embarrassments in 2004: his defeat for OIC SYG after an 
effective Awami League diplomatic campaign against him; his 
vulgar attack on Sheikh Hasina afterwards; and widespread 
speculation that he was involved with the Chittagong arms 
haul shipment. After the latter incident 

then Foreign Secretary/now Ambassador to U.S. Shamsher 
Chowdhury predicted his exit from the PMO. 


E) Syed Iskander: The PM\'s brother and link to the military. 
As a retired army major 

military procurement contracts and on senior military 
appointments. Also an MP and tied by business to Tariq. 


F) Home Minister of State Lutfuzzaman Babar: His dynamic 
management has turned a major political liability for the BNP 
-- law and order -- into a modest asset 

and launching the Rapid Action Battalion 

popular initiative this term with a crime-weary population. 

A known smuggler 

pro-Jl/pro-Islamist. His influence will grow as his ministry 
becomes more active in the run-up to the next general 
election. His health is a big question mark. He regularly 
goes Thailand for medical treatment and is expected to visit 
American doctors this summer for unknown ailments. 


G) Kamaluddin Siddiqui: The PM\'s Principal Secretary is loyal 
to Zia but not her son 


Jirector, МІН; and Dr. Igor Belyakov, Staff Scientist, National Cancer Institute, NIH, to travel to Malagz 
‚to travel to Gran Canaria, May 15-21, to participate at the Conference on Electromagnetic and Light 
Guelleh sent on the occasion of Guelleh\'s re-election as president of the Republic of Djibouti. Yous: 
'8 Classified By: Economic-Political Counselor Gregory E. Phillips for reasons 1.4 (b) and (d) 1. (C) 
lations Economic and Social Council (ECOSOC), and USUN Coordinating Ambassador for the UN G 
17 1. (SBU) Summary. The Polish government sent a letter to USAID Administrator Natsios on April 
JCAL) -- THREE IDF INCURSIONS IN WEST BANK; ABU MAZEN LEAVING FOR STATE VISITS М 
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dangerous. Sometimes shockingly candid in talking to us 
about corruption and BNP politics. His influence stems from 
his role as ZiaWs gatekeeper and his bureaucratic ability to 
get things done. However 

enjoyed during Zia\'s first term 

force. Repeatedly over-promises to us. Projects himself as 
the USGVs best friend in the PMO. 


H) Finance Minister Saifur Rahman: Dominates economic 
development 

some political issues. Broadly respected for his competence 
and experience 

aid while increasing its forex. Remains wary of FDI. He 
seems to do nothing to control his son 

after Tariq 

offspring. An accountant 

Manmohan Singh model. Rahman apparently miscalculated or got 
out elbowed by cabinet colleagues when they refused to extend 
in office the reformist central bank governor. Prone to 
outlandish public statements denying obvious Bangladesh 
problems 

Compared to his shortsighted cabinet colleagues 

at a broad range of issues in terms of national interest. 
Rahman is the one minister the Ambassador can use to get 
important bilateral points to the top. 


1) Health Minister Khondakher Musharraf Hussain: Another 
beneficiary of ZiaVs loyalty based on their long association. 
Energy minister in ZiaVs first administration 

involved with coal mining deals with the Chinese 

member of her kitchen cabinet. A geologist 

teacher of Tariq Rahman\'s 

to Parliament in 1991 

any other minister. Also reported to be exceptionally 
corrupt. In 2002 

shipment for months looking for a payoff. 


Middle Circle 


3. (S) The next group is important 
technical areas. 


A) Reaz Rahman: The Foreign Policy Adviser is de facto 
foreign minister. An old-time BNP stalwart 

Tariq and Babar. Capable 

with making the SAARC summit in Dhaka a logistical and 
political success. 


C) Mosadek Ali \"Falu\": The PMVs former private secretary 
reputed intimate companion 


ING GROUP (MAY 4, 2005) REF: A. CAIRO 3184 B. CAIRO 3183 C. CAIRO 3062 Classified 


icated its agreement to move forward on ACOTA. Intra-GON coordination has been accomplished, at 
or. The letter requests US provision to TGS of EADSIM version 12 software per the June 2001 Mem 


on ECOWASYs actions in Togo since the death of President Eyadema. ECOWAS supported the Toc 


Column 3 

circle since leaving the PMO to take up his seat in 
parliament he won in the controversial Vfestival of fraud\" 
Dhaka 10 by-election in July 2004. Owns a television 
channel 

well as in Bangladesh. 


D) NSI DG Brig Mohammed Haider: Became 

key player soon after his appointment in January as the head 
of the National Security Intelligence Service 

civilian intelligence agency. Works on many political 

matters 

for example 

conference in November. 


E) Civil Aviation State Minister Mir Nasiruddin: Enjoys the 

PM\'s favor 

former ambassador to Saudi Arabia to ensure Zia is well 
treated when she goes to Mecca. She forced her son Tariq and 
other reluctant BNP leaders like S.Q. Chowdhury to go to 
Chittagong in a last-ditch 

challenge to the Awami League incumbent in the May 9 mayoral 
election. Not a dynamic campaigner or manager but wily. 
Kamal Siddiqui privately told us Nasirruddin is holding up 

the sale to Bangladesh of Boeing 777 jets because he wants a 
bribe. 


F) Industries Minister Motiur Rahman Nizami: Also leader of 
Jamaat Islami 

coalition partner 

to seek to exert 

opposition to the proposed USD 2.5 billion Tata investment 
because in part it was Indian 

BDG lead to the dynamic chairman of the Board of Investment. 
Nizami now supports the project after part of it was slotted 
for his constituency. His goal is to broaden JI\'s appeal and 
turn Bangladesh into a theocratic state in the next 25 years. 
One son is a graduate of the University of Maine. A son in 
Manchester reportedly channels local contributions via the 
NGO Muslim Aid to Bangladeshi madrassahs. 


Outer Circle 


4. (S) These people have access but less influence than their 
title or reputation might suggest: 


A) Law Minister Moudud Ahmed: This politically opportunistic 
lawyer can be counted on to promote the BDG line 

defending extrajudicial police killings to its request for an 
umpteeneth postponement in separating the judiciary from the 
executive. In a cabinet short on technocrats 


ivel to Girona and Barcelona, May 21-27, to inspect drug manufacturers Fort Dodge Veterinaria, S.A. 
riences, the National Science Foundation (NSF), to travel to Santiago de Compostela and Madrid, Ju 
gical Disorders and Stroke, NIH, to travel to Barcelona, May 15-18 to participate in a meeting on strol 
sentative, to travel to Leon, May 12-21 to attend the International Commission on Illumination (CIE) rr 
i, (D) (S) On May 4, Emboff delivered reftel points and background papers to Department of Foreign 


On May 4, Emboff delivered reftel points and background papers to Department of Foreign Affairs, L 
ador delivered Reftel A talking points regarding a U.S.-Mozambique Trade Investment Framework Ag 


3eason: 1.4(ο). ------- Summary ------- 1. (SBU) The Deputy Chief of Mission chaired a meeting of t 


d should not be : edited except by means of the Post-EVDB software. EXPORT-SOURCE: POST-EV 
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legal matters and drafting legislation is vital. Accessible 

and often constructive in dealing with us. Was the key 
player in ramming legislation through parliament last summer 
on workersY rights in the EPZVs to end the threat of lost GSP 
benefits for Bangladesh. 


B) Local Government Minister/BNP Secretary General Mannan 
Bhuyian: Marginalized by Tariq\'s ascendancy and viewed with 
suspicion by the PMO since BNP dissident MPs last year mooted 
his name as an alternative leader to Zia. He is the BNPVs 
moderate public face in dealing with the opposition and 
condemning acts of political violence. A former pro-China 
communist 

include keeping the opposition communist and socialist 

parties at bay. 


C) Foreign Minister Morshed Khan: Owes his position largely 
to his business wealth and generosity to BNP coffers. An 
unrespected leader of an unrespected ministry 

blamed for Bangladesh\'s poor international image. Khan 
however 

cabinet support for at least eight UN counter-terrorism 
conventions. On occasion 

inner workings and plans. 


D) Chief of Army Staff LTG Hassan Mashhud Chowdhury: No sign 
of political ambition or independence 

Bangladesh remains a potential player under the right 
circumstances. Due to retire in June but might be extended. 

The Awami League claims he is pro-Islamist but he comes 

across as just unobtrusively pious. Mashhud aims to 

modernize the military to ensure that Bangladesh can maintain 

its lucrative role in UN peacekeeping operations. 

THOMAS 
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considerable support from neutral 

\"Green\" (DPP) 

increased over the course of his visit 

support in Taiwan for engagement with Mainland China to 
reduce cross-Strait tensions 

peeved by Beijing 

&non-peaceful means.8 


2. Taiwan 

closely tracks cross-Strait and virtally every other public 
issue 

to create headlines or to persuade readers. Some 

are more comprehensive 

party identity 

Among the trends identified in multi-year surveys have been 
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the long-term rise of the Democratic Progressive Party (DPP); 
emerging Taiwan identity 

pro-independence sentiment; long-term support for maintaining 
the cross-Strait status quo; and growing support for 

resolving cross-Strait tensions. End Summary. 


3. When Kuomintang (KMT) Chairman Lien Chan told Beijing 
University students on April 29 that he represented the views 
of &most people8 in Taiwan 

countered that &most Taiwanese8 viewed Lien as selling out 
Taiwan to China. Both claims drew on particular public 
opinion polls the two leaders had selected from the pro-Blue 
and pro-Green press. Opinion polls play an important roll in 
Taiwan politics 

as to understand public opinion. When he was asked about 
President Chen 

SecGen Ma Yung-cheng started his explanation with V'according 
to polls and other indications....8 TaiwanVs plethora of 

public opinion polls range from the balanced and 
methodologically sound to the politically motivated intended 

to convince. To the latter end 

own in-house opinion polling operations 

sets of polls 

and one for publication to persuade and create political 
momentum. 


Lien Chan: \"Journey of Peace\" or \"Taiwan Sell-Out\" 


4. |n recent weeks 

focused on the fast moving state of cross-Strait relations 
and 

trip 

May 5-14 trip 

unification) &United Daily News8 published a poll on May 2 
showing 56 percent of respondents island-wide believed the 
Lien-Hu talks improved cross-Strait peace and 51 percent 
believed Lien did Wan excellent job8 on his trip. A survey 

in the centrist &China Times8 the same day showed 56 
percent of respondents were pleased with Lien 

percent believed he did not betray Taiwan 

China. On the other hand 

(pro-independence) Taiwan ThinkTank published in the 
&Liberty Times8 April 26 proclaimed in headlines that 71% 
of respondents opposed Lien Chan making any agreement with 
Chinese leaders. 


5. None of these published polls 

methodology used or released cross-tabulations that would 
have enabled evaluation of the reports. Rather 

left to accept or reject the poll results wholly on faith or 


ncouragement, decided to go after illicit coca in conflictive zones of the Huallaga Valley in CY 2005. 


AG Alex Acosta to participate in meetings on anti-trafficking issues, in support of postVs objective, to 
1.4 (d) 1. (U) This is an action request. Please see paragraph 6. 2. (C) AIT Econoff met May 4, 20 
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political allegiance. The Taiwan ThinkTank poll (para 4) 

reported that 67% of respondents opposed Taiwan V'accepting 
one China and becoming a local government ruled by Communist 
China 

politicized. 


6. The Lien trip itself appears to have raised the public 
assessment of Lien and the KMT. The centrist (some say 
\"light Blue\") TVBS Poll Center conducted a poll on May 2 
immediately after Lien Chan returned to Taipei. Respondents 
&satisfied8 with Lien 

\"successful\" (46% and 53%) outnumbered those who were 
\"dissatisfied\" and thought it &unsuccessful8 (25% and 21%). 
As one of the few polling agencies in Taiwan to also publish 
cross-tabulations (party affiliation 

TVBS survey revealed that 

majorities of KMT and PFP Pan-Blue supporters were in the 
\"satisfied\" and \"successful\" columns. The survey 

also showed that a surprisingly high 34% of ruling-DPP 
supporters judged the Lien trip \"successful.\" The poll 
further showed a relatively high level of approval in heavily 
VGreenW south Taiwan 

termed the Lien trip \"successful.\" Similarly 

poll by the centrist ERA (Niandai) Survey Research Center 
found that respondents who believed the Lien visit was 
\"helpful\" to cross-Strait peace had increased from 46% before 
to 55% after the visit (though the absence of 
cross-tabulations conceals the political identity of this 

shift). 


7. Recent DPP polls show a corresponding decline in the DPP 
approval rating from 37% in mid-April to 24% in early May 

just after Lien 

before the May 14 National Assembly vote 

stimulated considerable angst within the DPP 

fingerpointing at the President and his conciliatory 

statements about the KMT and PFP Mainland China trips (Ref 
C). 


Lien Chan 


8. Lien 

supporters -- &successful8 trip 

speculation that Lien might try to stay on as Chairman. 

Lien Chan\'s announcement earlier this year that he would step 
down as KMT Chairman in August stimulated a heated campaign 
between Taipei Mayor Ma Ying-jeou and LY Speaker Wang 
Jin-pyng to succeed him and position themselves for the 2008 
presidential race. PFP LY Caucus Convenor Chen Chi-pin told 
AIT that he and other Pan-Blue LY members expect Lien to 
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reverse his decision to step down. Public opinion polls 
however 

converting into support for Lien remaining as Chairman. 
Rather 

Lien staying on increased from 43% in February to 48% after 
the trip 

him staying on (36% to 39%). The poll found 

KMT supporters continue to give top preference to Ma (57%) as 
the next party Chairman 

at 13%. 


Polling Deficiencies 


9. Opinion survey organizations with which AIT spoke 
typically conduct quick (3-6 hour) evening telephone random 
surveys of approximately 1 

distribution. Most public opinion polls 

only composite 

cross-tabulations essential to analyzing survey results. 

ERA 

only composite results. Center Director Tai Li-an would not 
-- or could not -- provide AIT with copies of ERA poll cross 
tabulations. For example 

week about the Lien and Soong China visits found 42% of the 
896 respondents believed the visits would be V'helpfulV to 
cross-Strait peace and 35% said no. However 

any cross-tabulations 

age 

understanding Taiwan public opinion on the two visits. 


10. Chengchi University 

Director You Ching-hsin told AIT that ESC had found party 
affiliation 

significant variables affecting political views in Taiwan. 

TVBS Poll Center Director Wang Yeh-ding separately agreed 
emphasizing that party affiliation was the single most 
important determinant of Taiwan public opinion. 


Polling Trends 


11. Several polling organizations have conducted periodic 
surveys over many years to provide public opinion trends. 
ESC 

surveys over 11 years 

five years 

and social trends revealed by these ongoing surveys are: 


(1) Ethnic Identity: The ESC poll series shows a steady 
rise in Taiwan identity from 17% in 1992 to 44% in April 


ig Van Tu proposing another round of WTO accession bilateral negotiations with Vietnam June 13- 1t 
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2004 

6% over the same period. The percentage of people claiming 
to be both Taiwanese and Chinese 

nearly constant at around 45%. According to ESC Director 
You 

phenomenon among younger people and has not been accompanied 
by a similar rise in pro-independence sentiment. (Note: The 
May 2 TVBS poll 

negative attitudes toward the Lien visit among respondents 
in the 20-29 age bracket than among any other age bracket.) 


(2) National Identity (unification vs independence): TVBS 

and ESC surveys show a high constant level of support for 
maintaining the cross-Strait status quo. In the ESC poll 

series 

fairly constant 59% over the past five years. Polls 
commissioned by the Mainland Affairs Council (MAC) show an 
even higher level of support for the status quo 

around 80% 

include as status quo supporters of unification and 
independence willing to wait). On the other hand 

series shows that support for unification has declined from 
20% to 12% and support for independence has risen from 11% to 
20% from 1994 to 2005. 


(3) Political Parties: ESC opinion surveys show long-term 
increase in Taiwan voters identifying themselves as DPP 
(i.e. 

Support for the KMT 

to 22%. The swing factor in deciding legislative and 
presidential elections has been the large body of voters who 
classify themselves as \"neutral 


12. TVBS Poll Director Wang also pointed out that his 
surveys revealed a substantial decline in voter support for 
the PFP. One year ago 

about 15% 

December 2004 legislative elections 

in the aftermath of the Chen-Soong meeting. 


Comment 


13. (SBU) The plethora of public opinion polls in Taiwan is 
a mixed blessing. Well done 

understanding trends and projecting responses by the 
electorate. Unfiltered and politicized 

abuse by politicians and politicized media 

select polls that prove their point or to commission polls 
with questions calibrated to provide desired results. 
Nevertheless 


sh time, FAS and the Ministry of Finance (MOF) agreed to set aside a small portion of the proceeds fr 
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including ESC and TVBS 

available 

ERA 

in the 2004 presidential campaign (Ref A) and TVBS in the 
December LY election (Ref B) 

provides the cross-tabs essential for trend analysis and 
discerning the impact of public opinion polls on inter-party 
politics. However 

service is viewed with deep suspicion by many after its March 
2004 experimental exit poll produced results wildly different 
from the final result. 

PAAL 
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2. (C) Kanthati said ADM Fallon had assumed a V'heavy 
responsibility" in his new position and offered Thailand\'s 
assistance. He noted that Thailand and the U.S. have had 
established relations for 172 years 

Fallon could draw on this \"rich heritage as a resource 
during his tenure. Kanthati thanked ADM Fallon for U.S. 
assistance during the tsunami crisis 

and immediate cooperation between the U.S. and Thai forces 
was the dividend from years of joint training together. ADM 
Fallon thanked the Thai Government for the use of the Thai 
Naval Air Station at Utapao and noted it was the key in the 
overall regional relief effort. 


3. (C) Kanthati highlighted the ongoing Cobra Gold exercise 
as a good example of our close working relationship. ADM 
Fallon agreed 

into an exercise that included many countries and civilian 
agencies. ADM Fallon said that one of the important lessons 
from the tsunami was that the military can provide leadership 
and logistics during the initial stages after a disaster 
longer-term aid will need to be done by civilians. Kanthati 
also expressed appreciation for the decisive action by the 
U.S. when a group of Somalis attempted to hijack a Thai 
fishing vessel 

example of U.S.-Thai cooperation. 


NORTH KOREA - \"WE\'RE HAPPY TO HELP\" 


4. (C) Kanthati was eager to discuss North Korea and asked 
ADM Fallon for his latest assessment of the situation. ADM 
Fallon said that there were many things that were unclear 
about North Korea given its isolation and secretive nature. 
ADM Fallon said the U.S. was continuing with the Six-Party 
Talks process. 


5. (C) Kanthati said that he had visited North Korea last 


arrorist attacks in Iraq (text in para. 2). MFA Head of Department for Iraq Avni Botsali told PolMilOff tl 
ТЕ 146478 1. Summary: Last month, EXBS Advisor primarily focused on the status and directio 


IL OFF: REASON: 1.4 (B) AND (D) SUMMARY -------- 1. (C) On April 28, Assistant Secretary of Def 
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year 

\"celebrated\" thirty years of relations. Kanthati said the 

North Korea officials had opened up to him because he is a 
German speaker 

officers. The Foreign Minister said the North Koreans told 

him that they did not want U.S. forces to withdraw from the 
peninsula 

attack the North using standoff weapons. Kanthati noted that 
interestingly 

opposite lesson than the Libyans following the U.S. led 
invasion of Iraq. He said the North Koreans had told him 

that the U.S. had invaded Iraq because Iraq appeared weak and 
did not have WMD; the North Koreans believe that a appearance 
of strength through possession of nuclear weapons is the only 
way to deter the U.S. Kanthati said the North Koreans had 
indicated that they were willing to continue the Six-Party 

Talks 

the U.S. Kanthati said that Thailand 

would be willing to facilitate negotiations between the U.S. 

and North Korea. ADM Fallon thanked the Foreign Minster for 
his offer 

framework. 


BURMA - \"SPDC WILL NOT ASSUME ASEAN CHAIRMANSHIP\" 


6. (C) Turning to Burma 

interact regularly with the Burmese Foreign Minister -- as 

well as other ASEAN Foreign Ministers -- on the difficult 
issue. Kanthati claimed that he continues to emphasize with 
Burmese officials the importance on progress towards 
democratization and the need to release of Aung San Suu Kyi 
(ASSK). Kanthati said the SPDC was taking a \"break\" from the 
constitutional convention 

reconciliation process would resume in November. Kanthati 
said he is optimistic the constitutional process would be 
completed in a few months. Kanthati said the Burmese 
leadership claimed that if they released ASSK prior to the 
completion of the national reconciliation process it would 
destabilize the country. Kanthati said he has continued to 
press the SPDC on moving the constitutional process forward 
but by all indications November was a firm date for a return 

to work. 


7. (C) Kanthati said that the Burmese had told him 

privately that they have \"considered the importance of ASEAN 
as a whole and are willing to withdraw from assuming the 
ASEAN Chairmanship in 2006-2007. The Burmese Foreign 
Minister indicated that his Government would back down 

only at its own initiative. Kanthati said the Burmese are 
hopeful that they will not have to V'wait for their next turnV" 
before assuming the ASEAN Chairmanship 


JCAL) -- TWO PALESTINIAN TEENS SHOT AND KILLED BY IDF IN SEPARATION BARRIER PRO” 
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seat following the completion of the national reconciliation 
process. 


8. (C) Kanthati explained that the necessity for Thailand\'s 
engagement with Burma was based on the reality created by 
their shared 2 

continue to interact with Burma 

deliver the message of the international community. ADM 
Fallon said he recognized the challenges of a shared border 
but questioned Kanthati\'s characterization that the Burmese 
were making progress towards national reconciliation. 
Kanthati said his assessment was that the regime was indeed 
moving forward. He claimed that the other ASEAN Foreign 
Ministers agreed with the RTG that ASEAN member countries 
needed to continue to engage with the Burmese. Kanthati said 
that Thailand shared the U.S. objective of democracy in 
Burma. He characterized ThailandVs approach as similar to 
the U.S. approach to China - engagement. 


CHINA - WA PARTNER" 


9. (C) Turning to China 

that China now has the strongest influence on the Burmese 
regime. Kanthati said that for their overall relationship 
Thailand must engage China as Y'a partner." He said that the 
Thai are well aware that China could be a competitor 

believes that the relationship can be \"win-win.\" Kanthati 
believes that China can play a positive role in the region. 


10. (U) ADM Fallon has cleared this message. 
BOYCE 
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Lockheed MartinVs efforts to sell F-16 aircraft to Thailand 
Thaksin recounted his efforts to have Sweden and Russia agree 
to enter into a barter arrangement involving Thai chicken in 
exchange for Saab Gripen or Sukhoi SU-30 fighters. He made 
it clear that he was inclined toward RussiaVs or Sweden\'s 

offer of a barter -- not counter trade -- deal 

birds.\" Thaksin expressed gratitude for U.S. assistance 

during the tsunami crisis and was very supportive of the 

Cobra Gold exercise program. The Prime Minister was pleased 
that Iraq had chosen a new Cabinet and said that his recent 

trip to Jordan had convinced him that PM Adnan Badran was 
serious about fostering good governance in Iraq. Noting 
Thailand\'s good relations with both Tokyo and Beijing 

Thaksin was concerned about the Sino-Japanese rift and 
pledged to do what he could to reconcile the two sides. He 

was pleased about Taiwan KMT leader Lien ChanVs recent visit 
to Beijing 


1. (C) On April 29, Assistant Secretary of Defense for International Secu 
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Strait would ease. Thaksin said that Thailand was committed 

to promoting democratization and reconciliation among various 
factions in Burma. He seemed sure that Burma would 
eventually agree to give up its upcoming chair of ASEAN but 
suggested Rangoon needed a way to do so without appearing to 
cave in to outside pressure. Thaksin explained that his 
Governments problems in the southern part of the country 
were a domestic matter but expressed concern that teachers in 
Koranic schools had been distorting Islamic teachings to 
promote unrest. In dealing with the violence in the South 
Thaksin was disappointed in MalaysiaVs lack of cooperation in 
arresting suspected terrorists who had entered Malaysia from 
Thailand. Thaksin seemed pleased that members of the 
National Reconciliation Commission were traveling to the 
southern provinces to assess the situation in person rather 

than only V'reading critical reports in the Bangkok papers. V 
Thaksin pledged to implement the CommissionYs recommendations 
and singled out the Commission head 

Panyarachun 


RELATIONS ARE GOOD -- THE TSUNAMI BROUGHT OUT OUR STRENGTI 


2. (C) PM Thaksin began the meeting by expressing approval 
that this year's Cobra Gold exercise 

and elsewhere in the country 

from the relief effort after the December 26 tsunami. He 
thanked ADM Fallon for U.S. assistance during the crisis and 
said he was pleased Thailand was able to allow U.S. forces to 
use Utapao Royal Thai Naval Air Station as the hub for 
regional military relief efforts. Cobra Gold and similar 
exercises allowed U.S. and Thai forces to work together 
effectively 

multinational flavor to Cobra Gold but stated that 

mind 

combined U.S.-Thai cooperation. ADM Fallon agreed about the 
importance of the bilateral relationship 

that in his conversations with senior Thai military 

officials 

facilities at Utapao and to enhance our ability to work 

together in the future. Fallon told Thaksin how reporters 

and others who attended the Cobra Gold opening ceremony in 
Chiang Mai on May 2 had expressed admiration for how well and 
how quickly the United States and Thailand were able to 
cooperate during the tsunami crisis. 


IRAQ 


3. (C) ADM Fallon thanked the Prime Minister for ThailandVs 
assistance in Afghanistan and in OIF and inquired whether 
Thailand would be prepared to send staff officers to man the 
multinational headquarters as requested in a recent letter 
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from CJCS Gen. Myers. Thaksin said he was pleased with 
recent positive moves in Iraq 

new Cabinet. Without specifically addressing General MyersV 
letter 

Thailand\'s previous six-month rotations to Iraq and said that 
Thailand might be able to provide future assistance so long 
as it could be labeled as \"humanitarian.\" Thaksin noted that 
some Thai MP\'s had tried to link the Muslim insurgency in 
southern Thailand with ThailandYs OIF deployment but he 
dismissed such comments 

OIF had not caused any undue problems for his Government. 


THAKSIN\S TRIP TO JORDAN 


4. (C) Continuing his assessment of the Middle East 

Thaksin said that during his recent trip to Jordan 

related well with PM Adnan Badran. Noting that Badran was a 
Sandhurst graduate while he was a graduate of the Thai 
National Police Academy 

how to talk to each other. Badran struck Thaksin as 
committed to helping to build a democratic Iraq. 


CHINA 


5. (C) While noting Bangkok\'s good relations with both 
Tokyo and Beijing 

ongoing Sino-Japanese rift. Saying \"this is not healthy for 
the region" twice 

countries should do their utmost to heal the relationship 
between the two countries and pledged to do his V'modest best" 
to repair things. He predicted that cross-strait relations 

would improve 

recent visit to Beijing had helped immensely as had Taiwan 
President Chen Shui-bian\'s expressed willingness to conduct 
talks with the PRC. Thaksin was dismissive of suggestions 
that Taiwan and the Mainland might someday come to blows 
characterizing any separatist talk in Taiwan as designed for 
domestic consumption 

not to disrupt economic growth. 


BURMA 


6. (C) Explaining differences between U.S. and Thai 
approaches to Burma 

kilometer border Thailand shares with Burma. Thaksin claimed 
that the Burmese leadership was comfortable talking with him 
and that he always stressed the importance of freedom and 
democratization in talks with Rangoon. He said that the 

ruling State Peace and Development Council (SPDC) was \"riding 
a tiger and afraid of being eaten!" in dealing with Karen and 

other minority groups. Thaksin claimed that ASEAN is the 
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only organization linking Burma to the outside world and that 
the SPDC cannot afford to lose that link. He expressed 
optimism that Burma would eventually agree to give up its 
upcoming chair of ASEAN but admitted it must find a way to do 
so that does not make it seem it is giving in to outside 

pressure. Thaksin was skeptical that Aung San Suu Kyi would 
be released from house arrest before a new Constitution comes 
into effect and the junta can demonstrate its ability to 

control the political process. 


UNREST IN THE SOUTH 


7. (C) Thaksin pointed to Koranic teachers in schools in 

the South who distort the Koran by persuading youths to rise 
up against the Government as the chief cause for unrest in 
that region. He stressed that the matter was a strictly 
domestic issue but noted problems with criminals crossing the 
border into Malaysia. He said that outward appearances of 
smooth relations between Thailand and Malaysia covered 
increasing tensions between the two countries due to 
Thailand\'s growing frustration over Malaysian unwillingness 
to arrest criminal suspects on their side of the border. 
Thaksin also noted the need to monitor the flow of funds from 
outside Thailand to Koranic schools and other institutions in 
the South. He suggested that he had evidence that militant 
groups were funded that way in the past. 


8. (C) Thaksin told ADM Fallon that he was pleased that 
members of the National Reconciliation Commission were now 
traveling to the southern provinces to assess the situation 

in person. He claimed that earlier they only stayed in 

Bangkok and read press stories criticizing ThaksinVs 

policies. V'Such is life with a democratic free press 

sighed. Now that the Commission was working in earnest 
pledged to implement their recommendations. He also singled 
out Commission head 

whom he would listen. 


F-16 


9. (C) ADM Fallon noted the importance of Thailand 
procuring new weapons systems with an eye on interoperability 
with U.S. forces and suggested that F-16 would be a better 
choice for Thailand\'s planned new fighter purchase than the 
Saab Gripen or the Sukhoi SU-30. Thaksin told ADM Fallon 
that 

Minister 

the wake of the avian flu crisis and asked whether Sweden 
might be willing to \"barter trade things that fly -- Thai 
chickens for Swedish airplanes" or \"birds for birds 

joked. According to Thaksin 
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explore this deal. Later 

President Putin who also agreed to explore swapping Thai 
chicken for SU-30s. Putin went on to say that he viewed the 
deal with Russia as better than the deal with Sweden. 
(Comment: Although not discussed 

Lockheed Martin had offered a one hundred percent 
countertrade deal or other recent developments in the fighter 
negotiations. End Comment). He clarified that what he 
wanted in the fighter deal was \"barter\" rather than \"offsets\" 
or \"countertrade\" because of Thai concerns about their 
current account situation. 


10. (U) ADM Fallon has cleared this message. 
BOYCE 
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favored elements that were willing to employ violence to 
advance their interests. Haurobi lamented that the 
non-violent MDC had little recourse to discourage ZANU-PF 
from future acts of violence other than to publicize the 
murder. Following EbrahimYs murder 

MDC supporters had fled their homes and were hiding in the 
bush to avoid further violence or potential arrest. 


3. (C) COMMENT: Ebrahim\'s murder and the systematic 
persecution of MDC supporters in rural areas highlights the 
challenge the MDC is dealing with as it attempts to increase 
its support in these areas. Rural residents are acutely 

aware that suspected MDC supporters face difficulty accessing 
food distributions 

even traveling 

drivers providing transport for MDC members. This pervasive 
climate of intimidation no doubt significantly cut into the 
МОС\ rural vote in March and will have to be overcome if the 
party is to increase its base of support in rural provinces. 


DELL 
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member staff 


SERVICE PRIORITIES: ROYAL THAI AIR FORCE WANTS TO KEEP COPE 
TIGER 


3. (C) ACM Anubhund Snidwongse 

began by explaining the importance the RTAF places on our 
largest annual joint/combined air exercise 

Anubhund explained that Cope Tiger is a multinational 
exercise involving Singapore that offers training 
opportunities for Thai and American pilots unavailable 
elsewhere. While appreciative of regular invitations from 
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the United States to participate in the Cope Thunder air 
exercise in Alaska 

by training in environments similar to those at home. 
Anubhund also suggested that Cope Tiger affords American 
pilots the benefits of practicing maneuvers over terrain that 
is different from what they encounter in the United States. 


4. (C) ADM Fallon explained that he had ordered his staff 

to make a comprehensive overview of all exercises under PACOM 
control. While noting the importance he places on using 
exercises to give his flag officers command opportunities 

ADM Fallon stressed the equal benefits joint/combined 
exercises afford U.S. forces by improving tactical abilities 

and strengthening cooperation with allies. He also noted his 
desire to expand joint training in combined exercises to 
improve service integration. He assured Anubhund that 
gathered information from his staff 

from Thai service commanders through JUSMAGTHAI and DAO to 
make sure he was also aware of their training priorities. 
Speaking as a naval aviator 

aware of the benefits gained from training with other 

countries. He also noted the importance of pilots becoming 
familiar with new technologies that have revolutionized air 
warfare. He mentioned a recent opportunity he had had to 
test fly an F-14D that was compatible with the Joint Tactical 
Information Distribution System (JTIDS) 

communication 

multi-service use. JTIDS and similar technologies 

Fallon explained 

entire battlefield and make decisions they could not make 
before. It will be even more important in the future 

Fallon suggested 

integration of technologies that have improved the pilotVs 
awareness of the battlefield 

which have these capabilities make sense as Thailand looks to 
the future. 


ROYAL THAI NAVY WANTS TO IMPROVE UTAPAO FACILITIES 


5. (C) ADM Satirapan Keyanon 

pointed out that much of the equipment at Utapao Royal Thai 
Naval Air Station is old. Compounding problems 
maintenance budget had not been sufficient to keep pace with 
needed improvements 

control systems. Satirapan noted that transiting U.S. 

aircraft land at Utapao almost daily and that Utapao was the 
hub for U.S. relief efforts during the tsunami crisis. He 
expressed hope that PACOM could help the RTN improve Utapao. 
ADM Fallon thanked the RTN for allowing the use of Utapao 
during the tsunami aftermath and agreed to dispatch a small 
team to look at Utapao and to share ideas with RTN experts. 
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Satirapan was visibly pleased and said he looked forward to 
welcoming the team. 


THAIS WANT HELP FIGHTING TERRORISM 


6. (C) GEN Boonsrang Niumpradit 

that the Thai military\'s most pressing need was for improved 
training and equipment to counter terrorism. ADM Fallon 
expressed his view that redirecting training to create more 
agile and quick-thinking units that can seize opportunities 
rapidly was his top training priority. He emphasized that 

such training was more important than anything else we could 
do to beat terrorism. He also emphasized the need to improve 
intelligence cooperation and suggested that this was an area 
where the United States might offer even more assistance. 
Boonsrang welcomed the news and expressed his hope that 
subject matter expert meetings on intelligence might be set 
up soon. Chaisit agreed indicating his J2 could work to 
facilitate better information exchanges. 


IRAQ 


7. (C) ADM Fallon reminded Chaisit that CJCS Gen. Myers had 
sent a letter to Thailand asking them to contribute staff 

officers to man the multinational headquarters for OIF. 

Chaisit acknowledged his Governments delay in responding 
suggesting that the delay was due to the recent cabinet 

reshuffle that named GEN Thamarak Isarangura Na Ayutthaya as 
Defense Minister. Chaisit ssaid an answer might be coming 
shortly from the Defense Minister. In a pull-aside with 

PolMilOff later 

press this issue with Thamarak soon to get a response. 


F-16 


8. (C) ADM Fallon told Chaisit that 

interoperability standpoint 

Thailand to make in its ongoing competition to select a new 
fighter aircraft. ACM Anubhund agreed 

personally would much rather have an American plane than a 
Swedish or Russian one and that the F-16 makes more sense for 
the RTAF from a logistics and pilot training standpoint as 

well. (NOTE. Anubhund\'s comments echo those weVve heard 
from other RTAF officers -- if the decision were left up to 

the RTAF 

the Commerce Ministry and the Prime MinisterVs office may 
result in the procurement decision being made for business 
reasons 


THAI-TAC 
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9. (C) LTG Kemarat Kanchanawat 

that Thai-TAC 

talks 

work to make Thai-TAC more strategic in focus 
discussion of facilities like the Interagency Intelligence 
Fusion Center in Northern Thailand and the possible 
construction of a Maritime Operations Intelligence Fusion 
Center focused on the Andaman Sea. 


10. (U) ADM Fallon has cleared this message. 
BOYCE 
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presence" of the US military in the Asia-Pacific region. 

Winai commented that the Thai military was in the South 
principally to provide support for the understaffed police 

and would stay in that role for at least one to two years to 
provide stability. He regretted ThailandVs initial 

assessment that criminals were primarily responsible for 
Southern violence nd said that Thai leaders now blamed the 
problems on youth who had been misled by extremist religious 
teachers. Winai reiterated that Thailand was trying to win 

the \"hearts and minds\" of Thailand\'s Southern Maly-Muslim 
population. Regarding Burma 

Thai-Burmese border patrols as a normal and necessary 
activity between neighboring countries. He asserted that 
Burma would not have democracy anytime soon 

Rangoon government would surely use the upcoming National 
Convention to ensure it stayed in power. He opined that 
China\'s regional clout would continue to grow \"faster than 
everyone expects\". END SUMMARY 


2. (U) Admiral William J. Fallon 

Command (PACOM) met with the Chairman of Thailand\'s National 
Security Council 

Bangkok. Both men expressed their satisfaction with the 

state of the military and security relationship between the 

U.S. and Thailand 

U.S.-Thai coordination and cooperation after the December 26 
tsunami 


SIPDIS 

military exercise. General Winai expressed his pleasure with 
the new multilateral nature of Cobra Gold 

commented that the inclusion of the Japanese in the exercise 
was a welcome development. General Winai spoke of the 
importance of retaining a strong U.S. military presence in 

the Asia-Pacific region 


NEW ROLES FOR THE THAI MILITARY 


oposal regarding ground transportation notifications to LTC Anarbek Akhmetalin, Acting Deputy Chief 
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3. (C) When asked about the military presence in the South 
Winai emphasized that Thailand was trying to have its 
military play a greater role in assisting national 
development and helping with disaster relief in addition to 
its traditional combat-oriented duties. He noted that 
although there had been a lot of criticism directed at 
Thailand\'s deployment of troops to the South 

deployment was necessary for the security of the region. 
Before the RTA beefed up its presence there 

region had \"less than 50 percent" of the personnel needed to 
effectively police the area. The military was there to help 
provide stability and to work \"side-by-side\" with the police 
he said. 


CONTINUED MILITARY PRESENCE 


4. (C) Winai added that it was essential for the military to 
stay in the South for at least one to two more years. He 
stated that the imposition of military law in areas of the 
South was necessary to provide a legal basis for the military 
to support the police. Nonetheless 

martial law was already being considered in certain districts 
in the three Southernmost provinces. Winai asserted that 
Thailand\'s number one priority was to provide safety and 
security to innocent people 

been successful in doing this in the South. Although 
Thailand was trying hard to win the hearts and minds 

noted that many local people remained afraid to cooperate 
with government officials. The RTG 

a way to regain the confidence of the predominantly 
Malay-Muslim population. 


PAST MISTAKES 


5. (C) Winai regretted that the Thai Governments initial 
assessment of the situation in the South was Vnot 100 percent 
correct". While Government officials had originally believed 
the violence was caused by poverty 

drug addicts 

young men responsible for the unrest had been V'indoctrinated 
by their religious teachers.\" When asked whether Thai 
Muslims were well represented in local administration 

replied that 

of Thai Muslims in schools 

existed 

Winai told Admiral Fallon that the RTG was working to improve 
Thailand\'s image in Muslim countries in order to counter 
negative perceptions resulting from its handling of the 

violence in the South. 


FRANK TALK ON BURMA 
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6. (C) When asked about ThailandVs recent invitation to Burma 
to begin joint border patrols 

felt the need to have a mechanism in place to ensure that 
minor border disputes did not escalate into larger conflicts 
arguing that these patrols were a normal matter of course for 
two neighboring countries. He also noted that Burma V'always 
accuses\" Thailand of assisting dissident groups on the 

border 

some merit to the claims. He emphasized that Thailand now 
had a policy of not providing any assistance to armed 

dissident groups on the border. In his closing comments 

Winai added that Thailand was \"embarrassed\" that there were 
those who perceived its policy towards Burma as being at odds 
with that of the international community. 


7. (C) Winai noted that there had recently been some major 
changes in the Burmese government resulting in the former 
Prime Minister being sacked. He also noted that when the 

Thai Supreme Commander Chaisit Shinawatra led a delegation to 
Burma in February 

to emphasize that widespread international rumors of 

continued rifts within the governing SPDC were untrue. The 
Burmese admitted to V'having problems!" since October 

that they were looking forward to reconvening the National 
Convention. 


8. (C) Winai said that he did not expect much real progress 

to be made on Burma. \"If (Americans) expect to see real 
democracy in Myanmar 

speculated that the Burmese government would use every means 
at its disposal to influence the writing of a new 

constitution to maintain its grip on power. It would be 

highly unlikely for any government in Rangoon to be able to 

meet Western standards for democracy any time soon 

opined. 


CHINA 


9. (C) Winai suggested that China\'s importance as a regional 
economic power would definitely continue to grow 

even faster than everyone expects.V This would probably lead 
to the development of a stronger Chinese military. After 
Admiral Fallon noted that military expenditures in China were 
already on the increase 

reason that Thailand favored a continued strong U.S. military 
presence in the region. Winai added that relations with 
China would be a good discussion topic for Admiral Fallon\'s 
May 4 meeting with Prime Minister Thaksin. 

BOYCE 
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corruption were low 


3. Mutharika has played on this public nostalgia as part 

of a bid to win over the MCP-dominated central region 

that was Dr. Banda\'s political stronghold. Thus far 
MutharikaVs most important move to co-opt MCP support has 
been his decision to implement MuluziVs long unfulfilled 
promise to build a Dr. Banda memorial mausoleum. The 
move even convinced one of Dr. Banda\'s grandnephews1 to 
leave the MCP for the Presidents new Democratic 
Progressive Party (DPP). Another of Mutharika\'s tactics 

is his emphasis on food security 

Dr. Banda\'s focus on agriculture. 


4. Banda the Dictator 

revered figure. After Muluzi was elected President in 

May 1994 

atmosphere that began in 1992 with the democratization 
process. Malawi\'s national identity had been tightly 
intertwined with that of the country\'s president-for- 

life 

circulation 

for the country to move forward. Names of the vast 
majority of roads 

bore Kamuzu Banda\'s name were changed. Dr. Banda\'s face 
was removed from all paper money and most coins. The 
suppression of Banda\'s image peaked in January 1995 with 
the arrests of Dr. Banda and his MCP \"strongman\" John 
Tembo for the 1983 murders of three cabinet members and 
an MP. The acquittal of Dr. Banda and his co-accused 
resulted in the Muluzi administration slowing and later 
abandoning its vilification of Banda . Thus when Dr. 

Banda died in November 1997 Muluzi didn\'t hesitate to 
organize a grand State Funeral. However 

MuluziVs decade in power have now directly resulted in 

the resurrection of Dr. Banda\'s image as an effective 
leader 


5. COMMENT. The nostalgia for Dr. Banda is a sign that 
the general public senses a vacuum in the role of 

national leader. Since taking office after controversial 
elections 

himself and his new party as both a leader and a 

political force. In the course of helping rehabilitate 

Dr. Banda\'s image 

distinguish himself as the rightful successor to Dr. 

Banda. Mutharika\'s claim that the political 

economic stability of the Banda era is back does not 
amuse the UDF protectors of Muluzi\'s legacy and is seen 
as an insult to the \"founding father\" of Malawi\'s 
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democracy. Mutharika as the New Banda is also viewed as 
a threat to the national leadership ambitions of the MCP 
making President Mutharika\'s quest to capture the MCP 
support base unlikely to succeed. 

GILMOUR 
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for potential contractors to hear more about USG signature 
infrastructure projects and learn about USAID contracting 
procedures. The conference was well attended and should 
allow for a more rapid start to USAID tsunami infrastructure 
projects once the supplemental is passed. 


Value Added Tax Conundrum 

7. (SBU) We continue to be stymied in our effort to find a 
simple solution to VAT exemption for USG contractors 
performing US assistance projects in Sri Lanka. The Finance 
Ministry has developed a rather convoluted system that would 
require all purchases to be registered roughly a month in 
advance (while the Government has not laid out this 
timeframe 

minimum). We hope that part of the problem is simply a lack 
of institutional memory in the Finance Ministry 

the Fiscal Policy officers are fairly new in the last couple 
months. Nonetheless 

resolution to this issue 

assistance projects in Sri Lanka. 


All-Hazards Warning 

8. (U) Post notes with interest the various plans for all- 
hazards warning systems 

Hawaii 

supplemental funding. We would appreciate some more 
perspective 

are to be linked with national systems. In particular 

would like to have a sense as to whether funding will be 
available for country-specific all hazards warning systems. 


Tourism V'Bounce Back!" Initiative 

9. (SBU) The USAID-sponsored Competitiveness Program will 
launch a joint project on May 11 with representatives from 

its tourism cluster 

Tourism Board and Sri Lanka airlines to promote vacation 
travel to Sri Lanka. The strategy is to reassure and 

attract European and Indian visitors. The campaign will 
combine television advertisements and press events with 
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trade shows and will also include targeted invitations to 
noted travel professionals and personalities. While overall 
arrivals of foreigner visitors remain fairly high 

this is the result of foreign disaster assistance workers 
and volunteers. Numbers of vacationers remains low 
vacation-dependent businesses continue to struggle. 


Post-Tsunami Analysis by Leading Sri Lankan Think Tank 
10. (U) One of Sri Lanka\'s leading policy think tanks 
Institute for Policy Studies 

tsunami rebuilding situation 


SIPDIS 
points (many of which are longstanding issues): 


--The disaster had uneven impacts. 13 of the country\'s 25 
districts were affected 

particularly hard hit accounting for over two thirds of the 
deaths and almost 60 per cent of the displacement (as of 
January 


--There is a need to place the tsunami within the broader 
debate over policy choices facing Sri Lanka. For example 
public sector problems and shortcomings in the context of 
the tsunami highlight many well known and long running 
challenges to the public service 

service culture or consultation 

and firing policies 

coordination 

local levels and weak oversight of public funds. 


- The primary reconstruction priority is not raising 
additional funds 
rapidly and equitably restores tsunami-affected areas. 


- The reconstruction process must build on the existing 
capacities and strengths of the poor 

building roads and houses with local skills 

fishing craft with local boat builders 

of the destitute through community-level centers. 


--The reconstruction must avoid the impression of a two-tier 
situation developing between tsunami survivors and other 
poor groups such as those displaced by the conflict and 
other low-income households. 


--Regarding the most pressing issue of permanent housing 
there is an urgent need to start a dialogue with 
beneficiaries about house design 

priorities to allocate land to beneficiaries 


; (CHR) resolution establishing a five-day working group in Geneva to discuss CHR reform, with Henr 
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INGO Meeting 

11. (U) Foreign Minister Kadirgamar and TAFREN Chairman Mano 
Tittawella (who is leading Sri Lanka\'s delegation to the May 
12 private sector forum) attended a Red Cross sponsored 
meeting with INGO representatives in Geneva on May 7. 
During this meeting 

following themes: 

--Need for INGOs to work as development partners of the 
Government to ensure that assistance reaches those in need. 
--Need for NGOs to register with the Center for the Non- 
Governmental Sector (CNGS) in the Finance Ministry for post 
tsunami reconstruction work 


SIPDIS 

Government to easily integrate their activities and programs 
in the overall reconstruction plan. 

--Need to build local capacities particularly of the 

district level administrative units 

--INGOs to develop their own Vguiding principles for their 
operations parallel to those developed by TAFREN for the 
Government of Sri Lanka. 

--Need for clearer understanding among the partners involved 
i.e. Donor countries 

NGOs and the Private Sector and the Government 
reconstruction activities undertaken in order to fill the 

gaps on funds available and project needs as well as to 
avoid duplication. 

--In view of the availability of substantial funds 

consider reaching out to the wider community along with the 
tsunami victims. This will also help to avoid creating new 


SIPDIS 

inequities. 

- Need to maintain quality standards in all reconstruction 
work; rebuild better and environmentally sustainable. 

--Need for transparent reporting mechanisms and to keep the 
public informed of the outcome of contributions made. 
LUNSTEAD 
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delegation is severely restrained from issuing any public 
statement or giving any interview to the press regarding 

their interview with the prisoner or any matter concerning 

the prisoner.\" The Court went on to say 

pass any comments on the foreign policy of the Government of 
India. This additional order is a reaction to a press 
conference the lawyers held after prison officials denied 

them access to Gajurel in March. In that press conference 
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they criticized not only the prison officials but also the 
Government of India for its policy on extradition and 
suggested that Gajurel\'s imprisonment was \"politically 
motivated. V 


3. (C) K. Chandru 

the High Court to gain access for the legal team 

that Vthings are not looking too good now!" for GajurelVs 
being granted asylum in either of two European countries 
where Gajurel hoped to find asylum. He also said that 
without a grant of asylum 

prison in Chennai 

be released. In fact 

Post show that Gajurel was granted bail previously but chose 
to remain in prison. 


4. (C) COMMENT: Without a grant of asylum in some foreign 
country 

the status quo. The government does not want to try Gajurel 
since even if he were convicted he would have to be released 
because he has already served close to the maximum sentence 
for the passport fraud offense with which he is charged. 
Lawyers for Gajurel know this as well and so are not pressing 
for a trial on the passport offense since they don\'t want to 
see him released without a grant of asylum. With neither 
side pushing for a trial and political asylum less likely 
according to his lawyer 

where he is in Chennai Central Prison for some time to come. 
END COMMENT 
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described a three-pronged attack on disengagement comprised 
of settlers who will resist on the day of by refusing to be 
evacuated 

and water supplies 

orders. He explained that whether settlers were willing to 
negotiate or not 

Sharon 

caravans after disengagement rather than receiving the houses 
the GOI has talked about in the Nitzanim area. Sternberg 
denied that settlers are removing agricultural equipment from 
the greenhouses in the Gaza Strip because if disengagement 


levilla and on May 3 emphasized our request that the Dominican Republic, as a member of the coalit 
. On May 6, Larrea told PolOff the USG\'s reasoning made sense and that she tentatively agreed witl 
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falls through 
End summary. 


2. (C) Eran Sternberg 

officer on May 4 that some Gaza Strip settlers are 
negotiating with the GOI on disengagement and relocation 
because they want to V'prepare an insurance policy.\" The 
settlers want to have somewhere to go once they are 
evacuated 

dialogue to have a say in their fates. 


3. (C) Sternberg reported 

settlers remain in favor of continuing the struggle. He said 
for them there is no other option because the GOI will not be 
ready to relocate them in three monthsV time. Since they 
will be \"refugees 

least \"save their respect." Sternberg added that even some 
who are willing to talk to the GOI will still fight the 
disengagement plan. 


4. (C) In response to econoff\'s question on how they plan to 
fight the evacuation 

triangle. He said the first leg is the settlers themselves 

who will stay in their homes and resist the soldiers or 

police on evacuation day. The second leg consists of 
supporters who will go to the Gaza Strip to live with the 
settlers. According to Sternberg 

settlers from the West Bank 

Israel such as Tel Aviv who support the settler movement. 
Sternberg continued that the two together 

their supporters 

disobedience and will \"paralyze the system without violence. V 
As examples 

supplies 

of the triangle is comprised of soldiers and police who will 
refuse orders to evacuate settlers. He did not provide any 
other details besides saying 

help. Sternberg estimated that these tactics will have a 
50-50 chance of stopping disengagement. 
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5. (C) Sternberg explained that the settlers who do not want 
to negotiate with the GOI are refusing because they are 
disappointed with Prime Minister Ariel Sharon 

now calling V'Crime Minister Sharon.\" According to Sternberg 
the settlers feel that Sharon is conditioning the relocation 
solution to Nitzanim on them being V'good kids 

is that the GOI does not have a solution at all. He said 

this makes the settlers angry and they feel Sharon is 
\"destroying people\'s lives\" and is \"not serious\" about a 
relocation plan. 


6. (C) Even for the settlers who are willing to negotiate 

with the GOI 

government to fulfill its promise to the settlers and \"not 
cheat us 

settlers are trying to delay the evacuation by six months or 

a year so that they will see houses in Nitzanim rather than 
temporary caravans. Sternberg continued that these settlers 
do not believe Sharon either and feel they will be forgotten 
after disengagement 

the ground and not just trailers. 


7. (C) Sternberg said that regardless of whether settlers 

are willing to negotiate with the GOI on relocation planning 
or not 

contrary when he says something.\" He cited the example of 
Sharon\'s actions vis-a-vis Jonathan Pollard: Sharon 
allegedly was supposed to ask the President on the settlersV 
behalf for Pollard\'s release during his visit to Crawford 
Ranch 

never did. Sternberg also said Sharon \"forgot a petition 
signed by 112 MKs\" in support of PollardVs release. In 
response to econoff\'s question on whether the settlers would 
evacuate peacefully if Pollard were released 

responded that it would V'not avoid the struggle 

reduce the flame some amount.\" Ultimately 

Pollard incident proves to the settlers that Sharon cannot be 
trusted. 


8. (C) With respect to settlement assets 

personally did not care whether the settlers homes are 
destroyed or left intact for the Palestinians. On the 
greenhouses 

their agricultural equipment to new greenhouses outside of 
the Gaza Strip because the settlers think there is a chance 
disengagement will fall through. If the settlers stay in 
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Gaza 
explained. 


9. (С) It is difficult to determine how far the settlers are 
willing to go to fight the disengagement plan. Sternberg 
claims that even those who are negotiating with the GOI plan 
to disturb the process. Yonatan Bassey of the Disengagement 
Authority 

are secretly talking to him will speak out against the 
evacuation for symbolic reasons but in the end will go 
without much of a fight. Regardless of what the settlers may 
or may not be currently planning 

Ministry contacts have told us the GOI is willing to up the 
ante financially to ensure the evacuation takes place as 
smoothly as possible. End comment. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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the newspapers latest opinion survey on its front 

page 

has dropped from 44 percent in February to 39 percent. 
The popularity rate for KMT Chairman Lien Chan 
following his recent trip to China 

from 31 percent in February to 47 percent. A poll 
conducted by the pro-unification \"United Daily News on 
its second page also showed similar results. According 
to the V'United Daily News!" poll 

has plunged to 32 percent 

office in 2000. Several newspapers 

independence VLiberty Times 

and a long-time supporter of Chen 

first few pages reporting on former President Lee Teng- 
huiVs and the Pan-Green camps criticism of Chen. 


2. All the major Chinese-language Taiwan dailies 

carried reports on their inside pages on Soong\'s 

planned meeting with Hu Thursday. A page-four news 
story of the \"Сһіпа Times" headlined: WSoong-Hu meeting 


candidate for Congress, was shot to death on April 22 in La Arada, Santa Barbara, 2005. His neight 
decree was signed by President Ricardo Maduro on March 30, and the decree was published in La ( 
MFA Director of Multilateral Affairs Irena Cardona told Acting PolCouns PolOff that the Honduran del 
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will define the 1992 Consensus 

story of the VLiberty Times" said: \"Tomorrow\'s Soong-Hu 
meeting will discuss the 1992 Consensus." Both the 
VLiberty Times" and the \"United Daily News\" also spent 
a whole page discussing the upcoming ad hoc National 
Assembly election and the 'Law Governing the National 
Assembly\'s Exercise of Power 

the Legislative Yuan. 


3. In terms of editorials and commentaries 

newspapers continued to discuss Chen\'s remarks made 
during his three-and-a-half hour TV interview over the 
weekend and his flip-flopping attitude. A \"United 

Daily News\" editorial said Chen launched strong attacks 
against former President Lee and in the meantime sought 
to redefine his plans to change Taiwan\'s name and to 
write a new Constitution. A V'United Daily News" 
commentary said ChenVs passionate remarks were an 
attempt to resolve his power crisis. A V'Taiwan Daily" 
editorial 

confirmed some previous speculations that the United 
States has indeed intervened in the China trips by KMT 
Chairman Lien and PFP Chairman Soong. Editorials of 
two limited-circulation 

despite their different political orientations 

said that Chen has brought on himself most of the 
problems he is facing now. 


4. Two newspaper editorials discussed the disputed ad 
hoc National Assembly election which will be held this 
coming Saturday. The VLiberty Times! said the election 
would offer Taiwan people a chance to become a normal 
and complete country if the constitutional revision 
concerning the popular right to referendum is passed. 

А \"Сһіпа Times!" editorial also sought to clarify 

certain disputed issues concerning the ad hoc National 
Assembly election 

the Constitution people\'s right to amend the 

constitution does not equal de jure independence. End 
summary. 


1. President Chen\'s Weekend TV Interview 
A) \"Chen Shui-bian Launches Harsh Attacks on [Former 
President] Lee Teng-hui and Redefines Name Ratification 


and Constitutional Reform \" 


The pro-unification \"United Daily News\" [circulation: 
600 


V. To criticize Lee at this time 
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actually moving towards redefining ‘Name Ratification 
and Constitutional Reform.Y Chen would like to change 
the national title to \"Taiwan\" within three years. 

Chen stresses that if he cannot make the change 
Teng-hui could not do it either even if he were the 
president. Chen emphasized that \"Name Ratification 
and Constitutional Reform\" is not equivalent to 
changing the national title. In another abrupt turn 

Chen said that when the national assembly is abolished 
that is considered Constitutional Reform; When Chen 
added "TaiwanV on the passports and included 'TaiwanV 
watermark on IDs 

Chen Shiu-bian\'s new theory 

Constitutional ReformY is no longer a V'cannot be done 
issue\" but it is already done! 


\"Facing challenges from all sides 

this time seems to have started his new strategy. On 
the one hand 

Replace his previous title from "Father of Taiwan\' and 
"Forefather of Democracy" to "Undisciplined Old 
Senile.\’ On the other hand 

Ratification and Constitutional Reform. Under the new 
definition 

betrayer to Name Ratification and Constitutional 
Reform 

Ratification and Constitutional ReformY a dream come 
true! .\" 


B) \"A-Bian\'s Passionate Act: to Counteract the Power 
Crisis\" 


Journalist Chen Ming-feng observed in the \"United 
Notes\" column of the pro-unification \"United Daily 
News\" [circulation: 600 


V. The public criticized President Chen for his fickle 
and unpredictable behavior. It is a matter of fact 

after the \"Bian-Soong\" meeting 

Chen\'s harsh comment on Lien\'s China trip 

swayed from pro-left to pro-right on the Cross-strait 
issues. But over time 

understand the atmosphere within the DPP. In the five 
years since Chen was first elected President 

and Chen\'s motto for People\'s government and \"the third 
path\" have not met eye-to-eye. In fact 

awry and many important political issues have become 
slogans to manipulate the voters. Even though the 
opposing parties cannot deny responsibility 

President Chen somewhat responsible? 


1 April 10. In that statement, Saleh congratulated new Iraqi President Talibani and expressed Yemen 
issador Thomas C. Krajeski for reasons 1.4 b and d. 1. (U) Ambassador delivered ref A demarche to 
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\"President Chen opened the door after the \"Bian-Soong\" 
meeting and their ten-point consensus. By having Soong 
pass a message during his visit to China 

have to bear alone the accusation of being a traitor or 
becoming too friendly with the communists. President 
Chen should know very well the reason for his changing 
behavior 

the legislative election 

international situation. But can the DPP supporters 
understand? How can they accept that their past 
decisions have been crushed? 


V'The fact is that since the establishment of the DPP 

it has experienced many civic-related activities and 
pro-independence events etc 

fundamentalist base is left? How many will ignore 
social and national security to insist on pro-Taiwan 
independence? There might be some but definitely not 
many. The queries pouring from within are really about 
President ChenVs personal leadership and not only 
limited to Cross-strait issues. 


\"For Taiwan\'s interests 

leaning towards being neutral gives more opportunity 
for development in cross-Strait relations. Once the 
two sides of the straits can resume talks 

economic prosperity will be possible. Whatever it is 
President Chen must insist in reconciliation. The 
President must be able to put away his status and 
communicate with all parties 

leadership to regain his credibility in order to 

resolve the crisis.\" 


C) \"Pan-Blue Legislators\' Attempt to Block the [U.S.] 
Arms Procurement Bill Undoubtedly Proves that Lien and 
Soong Are Mouthpieces and Executors Acting on Behalf of 
China\'s Interests - Presidents Expose [at the TV 
Interview] Proves That the United States Has Obtained 
Lien\'s and Soong\'s Agreement with Regard to [U.S.] Arms 
Procurement Bill. Lien and Soong Must Clarify Their 
Positions.\" 


The pro-independence \"Taiwan Daily\" [circulation: 
150 


V. President Chen\'s expose [during his TV interview 
Sunday and Monday] also confirmed some reasonable 
speculations 

interfered in the China visits by [KMT Chairman] Lien 

Chan and [PFP Chairman] James Soong. Washington has 
obtained Lien\'s and Soong\'s agreement with regard to 


----- Summary ------- 1. (SBU) The Ambassador chaired a meeting of the Emergency Action Commi 


A points on May 4 to Department of Foreign Affairs and Trade (DFAT) Assistant Secretary for Arms C 


Column 3 

[the passage of] the arms procurement bill 

return 

governments endorsement for their China trips. This 
information has also more or less explained Chen\'s flip- 
flopping attitude toward the opposition leaders China 
trips 


\"The United States 

sides of the Taiwan Strait will resume dialogue so that 
they will not engage in military conflicts triggered by 
escalating confrontations. On the other hand 
Washington is concerned that the Pan-Blue camp will 
tilttoward China too much and that would endanger the 
United States strategic interests. The United States 
as a result 

Soong\'s China trips and in the meantime used this 
opportunity to seek to resolve the disputed U.S. arms 
procurement bill currently stuck in the Legislative 
Yuan. WashingtonVs contact with Lien and Soong 
stated in ChenVs remarks 


V. Taiwan and the United States 

island\'s rescue whenever there is a conflict in the 
Taiwan Strait 

and modernization of the Chinese military. Given its 
military strength 

modern war against [Taiwan] and has posed a serious 
threat to the U.S. militaryVs intervention in cross- 
Strait conflicts. This is a fact already widely 
acknowledged by military security specialists all over 
the world 

see if Taiwan has the determination or capability of 
defending itself with U.S. assistance. 


VFrankly speaking 

getting more and more uncertain following Lien and 
Soong\'s visits to China. Even the United States 

will likely assist Taiwan 

[Lien\'s and Soong\'s China trips] will be the beginning 
of Taiwan tilting toward China politically. The U.S. 
conclusion to this question will significantly affect 

the United StatesV basic policy toward Taiwan 
especially in terms of bilateral military cooperation. 

As a result 

without doubt 

this question] 

dodge. If the Pan-Blue camp attempts to block the arms 
procurement bill again 

under the leadership of Lien and Soong 

mouthpiece and executor acting on behalf of China\'s 
interests. V 
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D) V'Chenvs Isolation Is His Own Doing" 


The pro-independence 
[circulation: 30 


V. As a national leader 

term goals and a comprehensive strategy for achieving 
them 

decision-making process. But he seems to think he can 
see more clearly than others and can afford to ignore 
the people. We do not object to Chen seeking to 
improve ties with China 

play fast and loose with TaiwanVs security 

TaiwanVs sovereignty and the power of the people. 


V'The crisis that the present administration faces has 
been precipitated by Chen\'s increasingly domineering 
manner. He has now attacked former president Lee and 
the TSU simply to bolster his own policies - seemingly 
betraying those who have supported him and risking a 
split within the pan-green camp. Chen has brought most 
of these problems on himself. He should take the 
advice of former DPP chairman Lin Yi-hsiung and take a 
good hard look at himself. V 


E) "Chen May Pay a High Price for Unsubstantiated 
Charges" 


The conservative 
\"China Post V" [circulation: 30 
(5/11): 


V. Chen\'s weekend TV interview was aimed at winning 
back hard-line independence supporters 

reportedly planning to vote in the coming poll for his 
once staunch ally 

(TSU) 

of the mainland visits by Lien and Soong - trips they 
worry will cause Taiwan to lean toward China that in 
turn may undercut their political cause. . 


\"Chen\'s fierce attacks on his opponents over the 
weekend 

defending his policy 

of drawing attention away from a damaging internal 

party rebellion against him over his policy flip-flops. 

But it remains to be seen whether his remarks and moves 
to please the independence fundamentalists will be able 
to help his party to ward off widely predicted losses 

in the election. 


t Unclassified -- Please protect accordingly. 1. (SBU) Summary. Although WTO accession continues 
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VOne thing 

have to pay a high price for his unsubstantiated 
charges against Soong and Lien. . Besides 
admission that the proposed referendum article is a 
ground rule for pursuing formal independence is likely 
to remind Beijing that the Taiwan leader has not 
lessened his push for a separate Taiwan republic 
because of its recent enactment of an anti-secession 
law. 


V More fundamentally 

the backing of concrete evidence 

to the public that their president is a politician who 
might be willing to sacrifice social harmony or risk 
national security if he can do so to win elections. 


2. National Assembly Election 


A) VThe Legislative Yuan Should Quickly Pass the “Law 
Governing the National Assembly\'s Exercise of Power to 
Facilitate Constitutional Operations" 


The pro-independence V'Liberty Times" [circulation: 
800 


V. Taiwan\'s current Constitution was created in China 
by the KMT regime and forcefully imposed on the Taiwan 
people. It is filled with the structure and 

operational logic of the Greater Chinese sentiment and 
also fails to uphold TaiwanVs public opinion. As a 

result 

efforts of constitutional amendments or re-writing a 

new constitution has always been a goal that the Taiwan 
people strive for. Even though the four constitutional 
revisions that these ad hoc National Assembly members 
[who will be elected this coming Saturday] 

with may not really be able to achieve such a goal 
revision regarding including in the Constitution 

people\'s right to amend the Constitution will certainly 
hand the power of amending the Constitution to our 
people. In the future 

Taiwan consciousness and sovereignty wins the support 
of the majority of the Taiwan people 

into a normal and complete nation via the popular right 
to call for a referendum. Most importantly 

people will no longer be cheated by those 'self- 
deceptiveV slogans of some politicians and can move 
their historical duties forward by themselves. Just 
because the move to include in the Constitution 
people's right to amend the Constitution will highlight 


sion continues to be approached by senior GOI officials inquiring about US deliberations on IndiaVs a 
bruary 9. News photos and footage of his disembarkment from the plane revealed a vigorous Foreig 
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TaiwanVs sovereignty and show that Taiwan people аге 
their own masters rather than slaves or servants of 
China 

and intends to block the passage of such a 
constitutional revision by working together with the 
United States and TaiwanVs opposition parties. .\" 


B) V'Arguments over the Inclusion into the Constitution 
Popular Right to Referendum and De Jure Independence" 


The centrist 
[circulation: 600 
(5/11): 


V'The election of the ad hoc National Assembly members 
will be held this coming Saturday 

will not only concern whether the proposed package of 
constitutional amendments will be passed 

reality also a test of the political parties 

reputations and people's confidence in them. . 


V. From observations of this wave of Chinese fever 
interwoven with Constitutional amendments 

which most deserve further discussion and clarification 
are whether writing referendum into the Constitution 
would result in de jure Taiwan independence 

whether KMT and PFP\'s China fever means collaborating 
with the Communists to contain Taiwan and further 
endanger the ensuring of TaiwanVs entity. 


VLinking writing referendum into the Constitution with 

de jure Taiwan independence is one of the main appeals 
of the Democracy Action Alliance 

the ad hoc National Assembly representativesV elections 
and opposes the Constitutional amendment bill. The 
basis of the allianceVs discourse is that once the 
Constitutional amendment bill is ratified and passed 

the National Assembly will exist no more 

future when there are bills on territory change and 
Constitutional amendment 

via referendum 

Constitutional scholars address as the so-called "de 

jure Taiwan independence\' problem 

in Chinese Communist Party\'s fierce opposition 

will bring Taiwan into a dangerous situation of war. 


\"The Democracy Action Alliance\'s discourse opposing the 
Constitutional amendment bill also earns support from 
PFP 

bill when it was passed in the Legislative Yuan last 

year 
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between its earlier and current positions regarding the 
Constitutional amendment bill with the allianceVs 
discourse. However 

writing of referendum into the Constitution was 

criticized by President Chen Shui-bian in a TV 

interview the other day as Chen said [PFP Chairman] 
James Soong was using the position in exchange for the 
Chinese Communist Partys agreement for him to visit. 
Then Chen further pointed his finger at the Chinese 
Communist Party for interfering with TaiwanVs 
Constitutional reform and stated bluntly that 

abolishing the National Assembly and writing referendum 
into the Constitutional Amendment bill is essentially 
making a new Constitution. Hence 

writing of referendum into the Constitution is not only 
the language of electoral antagonism 

upgraded into controversies over whether the Chinese 
Communist Party is interfering with Constitutional 
reform and whether the Constitutional amendment bill is 
essentially the making of a new Constitution. .\" 


V. Essentially 

Constitution is just an improved procedure for 
Constitutional amendment ratification designed for the 
replacement of ratification by National Assembly 

it does not necessarily relate to de jure Taiwan 
independence 

essentially making a new Constitution. . 


\"Another dispute that needs to be clarified is whether 
Liens and Soong\'s China trips indicated that they have 
joined hands with the Chinese Communist Party to 
restrain Taiwan and whether such a move will endanger 
the construction and development of Taiwan\'s entity. 
The first thing that must be clarified is that what 

both Lien and Soong advocated in China was that they 
are against Taiwan independence 

consistent with the Pan-Blue camp\'s position. But anti- 
Taiwan independence obviously should not be seen as 
tantamount to anti-Taiwan. In other words 

political party can have different views and ways to 
express their love and prospects for Taiwan. All the 
various options 

maintaining the status quo 

protected under the freedom of speech. .\" 
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regulations. The steering committee hopes to establish 
compliance best practices and communicate the industry\'s 
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proposals to international banking regulators. 


4. (SBU) Al Qamzi also said that the Central Bank Governor is 
considering establishing a program whereby an independent 
external auditor (such as Ernst and Young) will issue a 
standard certificate to U.S. financial institutions 

certifying that a given exchange company is licensed in the 
UAE and complying with the UAE\'s anti-money laundering and 
terror finance requirements. Al Qamzi said that such a 
program would be instituted in order to satisfy requirements 
under the USA Patriot Act and still allow UAE businesses to 
operate in the United States. He also said that it is an 

effort to close loopholes and keep money exchangers working 
through the formal financial system. UAE money exchangers 
have told the Central Bank that if their accounts are closed 
their only other alternative is to work through unregistered 
operators in the U.S. 


5. (U) During the Central BankVs April 2-3 International 
Hawala Conference 

the steering committee 

MSBVs face. V'Some banks are hesitant to join hands with 
exchange companies in promoting formal money transfer 
channels and are beginning to deprive regulated exchange 
companies of their legitimate business needs...Indiscriminate 
risk classification does not distinguish between Vhighly 
regulated 

paints all exchange companies with the same brush.\" 
SISON 


32346 
32347 
32348 
32349 


2. (C) Kunigelis and Zinkevicius at the MOD were equally 
supportive. Zinkevicius was enthusiastic about establishing 
a repository for regular reporting and assessment of civilian 
activities in PRTs. Zinkevicius pointed out that this could 
complement the online donor assistance database that the 
Government of Afghanistan has established to track aid flows 
into the country. 

Mull 
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February and not to get bogged down squabbling over 
nomenclature clauses that could derail progress already made. 
Chen responded that while Taipei understands this 
nomenclature is nonetheless important to Taiwan and he could 
not guarantee his superiors would agree to the suggestion. 
Chen also discussed TaiwanVs proposed changes for revising 


renty Islamic extremists, including 18 Kuwaitis, were sentenced by the Criminal Court on May 8 in twc 
Jring a GCC Finance MinstersY meeting in Bahrain May 7, gave Saudi concurrence for GCC countrie 


eign Affairs. Ambassador Mulamula said that the Tanzanians would give due consideration to the са! 
mandated session on UNHRC reform to Ambassador Liberata Mulamula, head of the Multilateral Af 
:5: FAA/TSA EVALUATION VISIT REF: A. А) 2004 DJIBOUTI 1424 B. B) 2004 DJIBOUTI 1288 ᾿ 
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the draft WHA resolution in para 6. Action request for 
EAP/TC and UNMIGeneva in para 8. End summary. 


2. (C) In a meeting on May 10 

Chen and MOFA Section Chief for UN Affairs Bob Chien that the 
USG will continue to work on TaiwanWs behalf to ensure the 
IHR \"package\" is adopted. Chen responded that no progress 
has been made on the fourth component of the package 
resolution calling for the WHO Director-General to implement 
the IHRs universally. Taipei 

fourth component to be included in next weeks discussions in 
Geneva but currently has no information on its status. He 
explained that Taipei fears if progress is not made on the 
fourth component 

The Deputy Director responded that the PRC had agreed in 
principle to this package last February in Geneva and that we 
expect Beijing to abide by the four components. Chen asked 
the Deputy Director to query Washington and Geneva to make 
sure the fourth component is not being hindered by the third 
component 

WHO and Taiwan on how they deal with each other on 
IHR-related matters. The Deputy Director promised to convey 
the question to Washington and Geneva. 


3. (C) Chen then raised the nomenclature issue 

that this is very important to Taipei. The Deputy Director 
told him that Taiwan has much to gain from the four-part 
agreement 

Taiwan 

flexible as possible while the \"package\" framework is being 
finalized. Chen responded that Taipei will be flexible 

not if the dignity of TaiwanVs people is compromised. He 
could not 

willing to abandon negotiations on the nomenclature issue. 
The Deputy Director pointed out that with limited time and 
diplomatic capital available 

objectives are most important. 


4. (C) Chen then explained that if the situation in Geneva 
sours for Taiwan 

bid for observer status in the WHA. The Deputy Director 
questioned the logic of this tactic and asked Chen what 
Taiwan would gain by forcing such a vote. Chen replied that 
it would publicly show which countries oppose Taiwan and 
alert the world to TaiwanVs unfair exclusion from the WHA. 
It would also 

support for Taiwan is increasing 

that may support Taiwan this year include Nauru 

and possibly some African nations. The Deputy Director 
advised Chen that not pressing for a vote might be the most 
practical option unless there are clear indications of strong 


RIZED REF C WITH THE REPUBLIC OF CONGO\'S FINANCE MINISTER PACIFIQUE ISSOIBEKA 
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support 


5. (C) Focusing on TaipeiVs goals for the WHA meetings 
stated that Taiwan wants to be identified as a separate 

health territory authority similar to that agreed for 

Taiwan\'s WTO accession. He proposed using the V'separate 
customs territory of Taiwan 

the TPKM agreement as a model for Taiwan\'s WHA observer bid. 
He added that they would reluctantly also agree to \"Chinese 
Taipei" as a short form of the name. Taiwan 

wants its CDC to serve as the focal point for Taiwan in the 
WHA. Finally 

request to Washington that the USG serve as Taiwan\'s V'case 
manager\" for the 2 2 debate on its WHA observer bid. Chen 
explained that Taiwan needs an experienced party to temper 
debate among the PRC and Taiwan. The USG 

ensure that Taiwan is fairly represented. 

6. (C) Chen also passed to the Deputy Director the following 
Taiwan request for revisions to the draft WHA V'Revision of 
the IHR" resolution: 


(Begin quote) 


Regarding the draft WHA resolution on the Revision of the 
International Health Regulations (IHR) 

insert the following after point 5.(6) \"to take all 

appropriate actions to facilitate the universal application 

of the revised International Health Regulations" (in sequence 
of our preference): 


1) including inviting Taiwan to attend all relevant meetings 
and conference convened by the Organization 
CDC-Taiwan as an IHR Focal Point 

assume the rights and obligations of IHR Participants. 


or 


2) including inviting the health authorities exercising sole 
effective control over health situation in all territories 

which may be affected by the diseases subject to the 
Regulations to attend all relevant meetings and conferences 
convened by the Organization 

Focal Points 

obligations of IHR Participants. 


or 


3) including providing ample access for relevant meetings and 
conferences in pursuit of the universal application. 


(End quote) 


тап Singh\'s message to Iraqi PM Al-Jaafari, which welcomed the formation of the new transitional go 


. (C) Political up-and-comer Shaykh Mohammed Al-Abdullah Al-Mubarak Al-Sabah (ref B) provided tl 


APEC Unit of Foreign Affairs Canada\'s International Economic Relations and Summit Division (EER) 
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7. (C) Comment: Taipei has a good opportunity to make 
significant progress with the IHR four-part agreement. The 
challenge is to keep Taiwan focused on real 

progress via the four components instead of squabbling over 
nomenclature 

achieved. Some of TaiwanVs senior officials 

Foreign Minister Mark Chen 

compromise if the nomenclature issue cannot be resolved. 
Such an all or nothing approach could derail the months of 
hard work that went into hammering out the four-part 
agreement on TaiwanVs behalf. AIT is hopeful that common 
sense will prevail among Taiwan officials next week in 
Geneva 

four components. 


8. (C) Action Requests. Please provide instructions on how 
we should respond to the following questions posed by 
Taiwan\'s MOFA: 


(1) The status of the fourth component of the IHR \"package\" 
and if the third component is hindering passage of the fourth 
component. 


(2) Taipei's request that the USG serve as Taiwan\'s \"саѕе 
manager\" for the 2 2 debate on its WHA observer bid. 


(8) Taiwan\'s proposed changes for revising the draft WHA 
resolution. 
PAAL 
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the East Asia Summit (EAS) 

they expect India 

to the December summit as part of an WinclusiveW EAS. END 
SUMMARY 


YES TO BANGKOK MISSILE DEFENSE CONFERENCE: OCTOBER 6-7 


2. (SBU) On May 10 

officers from the ASEAN Affairs Division to discuss the 
proposed U.S./Thai ARF Missile Defense Conference 

regional issues. ASEAN Division Counselor Dr. Suriya 
Chindawongse led the Thai side. Suriya agreed that October 6 
and 7 would be the best dates for the proposed co-hosted 
conference. The RTG has checked the ASEAN calendar 
those dates do not interfere with other ASEAN events. He 
reiterated that Bangkok would be the preferred venue. 


PRESENTING THE CONFERENCE AT THE ARF SOM: WPLEASE COORDIN 
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3. (SBU) Suriya said that he expected to have ASEAN 
endorsement for the Missile Defense Conference prior to the 
ARF SOM in Vientiane on May 20. Suriya said that Thai MFA 
Permanent Secretary Krit Garnjana-Goonchorn -- who will lead 
the Thai delegation to the SOM -- will give a 

Vpre-presentationW on the proposed Missile Defense Conference 
to ASEAN members on May 18. To date 

any complaints or concerns from other ASEAN members about the 
Missile Defense Conference. While he is optimistic that 

ASEAN members will not have any serious late-breaking 
reservations about the conference 

countries at the ARF SOM (which he would not name) might 
raise some concerns. He advised that the U.S. delegation 
should be prepared to answer questions in Vientiane. 


4. (SBU) Suriya asked how the U.S. delegation would raise 

the issue of the Missile Defense Conference at the SOM. 

Would the U.S. would present an updated version of the 

concept paper presented in Potsdam? Suriya recommended that 
the U.S. give a broad presentation 

well as basic logistical information (dates 

Following the U.S. presentation 

immediately offer support for the U.S. proposals. Suriya 
requested that the U.S. delegation coordinate its 

presentation with the Thai ahead of time. 


PREPARING FOR THE CONFERENCE: U.S. EXPERTS BRIEF IN BANGKOK 


5. (SBU) Following the ARF SOM 

intra-agency meeting to discuss the Missile Defense 
Conference and determine responsibilities within the Thai 
government. As of now 

MFA or MOD will have the lead within the Thai bureaucracy. 
Suriya said that the RTG will request a technical briefing on 
the draft agenda from U.S. arms-control experts. The RTG 
prefers to have the briefing in Bangkok in order to be able 
to include the widest audience possible from within the Thai 
government. In an aside 

an important factor in bringing the Thai military on board 
and that MOD\'s participation will be a crucial factor in the 
ConferenceVs success. 


6. (SBU) The Thais said they appreciated that Assistant 
Secretary of State for Arms Control Rademaker would lead the 


SIPDIS 

U.S. delegation 

senior official to work with him as co-chair. They expressed 
appreciation for the U.S. offer to cover the costs of the 
conference 

reception during the event. 
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7. (SBU) Suriya asked that the U.S. think about what kind 

of \"deliverable\" should be expected from the Missile Defense 
Conference. The Thai expressed concern that an overly 
ambitious outcome document might bog the meeting down. They 
suggested that an ARF Statement 

as a possibility; at a minimum 

Thailand to issue a summary report as co-chairs. 


EAS: THAILAND WANTS 


8. (SBU) Turning to the East Asia Summit 

that the RTG is following the consensus established at the 
Cebu ministerial. Suriya stressed that from the beginning 
Thailand had favored an \"inclusive\" EAS (reftel) 

confident that Australia 

to participate at the December EAS in Kuala Lumpur. Suriya 
noted that New Zealand is particularly close to receiving an 
invitation 

Bangkok had gone V'very well.\" 

BOYCE 
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Also on May 8 pro-government Al Ahram (circulation: 
750 

Strange Statement by Bush 

call for open presidential elections in Egypt and 
international monitoring. End headlines. 


2. Muslim Brotherhood (MB) members hit the streets 
arrested. All major newspapers reported May 7 that 200 MB 
members had been arrested and 30 policemen injured in 
clashes during May 6 demonstrations in four provinces. 
According to a May 7 report on news website \"Masrawy.com 
a MB member in Daqahliyya province died after police fired 
tear gas on demonstrators. Pro-government Al Akhbar 
(circulation: 800 

arrested for \"resisting authority and injuring security 
forces.V The following day 

in fact 

leader Essam El Erian. Erian declared 

that he had been arrested because of his plans to run for 
the presidency. Egyptians read on May 9 

newspapers Al Hayat and Al Sharq Al Awsat 

Mahdy Akef\'s statement that the MB will not stop 
demonstrating \"until political reform is implemented. V 
(Note: Akef also issued a vague warning about \"civil 
disobedience 


3. April 30 terrorist attacks discussed: On May 7 
independent daily Al Masri Al Youm (circulation: 20 


stressing the redundancy and financial implications of the initiative. Duarte indicated that he would di 
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reported that the government could not identify the dead 
body found after the April 30 bomb attack near the Egyptian 
Museum initially reported in the media as that of the 
bomber. A leading medical examiner was quoted saying that 
DNA tests on the dead man were \"inconclusive.\" On May 6 Al 
Ahram\'s editor-in-chief criticized satellite channels for 
focusing on the terrorist attacks in Egypt. Also on May 6 

a senior Al Ahram commentator wrote that the attacks 
revealed the flaws in Egyptian security forcesW handling of 
terrorism and criticized the GOE\'s disregard for the 
country\'s lower classes. Al Akhbar reported May 6 that 
government interrogations of arrested terrorist suspects 

had revealed that the attacks organizers had collected 
money publicly under the pretext of sending it to victims 

of war in Iraq. On May 7 another Al Ahram columnist stated 
that terrorists in Egypt \"are nourished by mosque preaching 
and cassette tapes that instigate negative ways of 

thinking.\" 


4. Egyptian media OK; Arab media not OK: On May 9 
Egyptian Channel 2\'s popular program \"Al Bayt Baytak\" 
(\"Make Yourself at Home\") hosted Hassan Abul Ella 
assistant of Minister of Information; Mustafa Bakry of the 
sensationalist weekly Al-Osboa (circulation: 50 

Dubai TV media celebrity 

stated that the Egyptian media serve the country better 
than other Arab media establishments that \"aim only at 
attacking other countries." Mentioning Al Hurra TV in 
particular 

\"hidden political agendas.\" Demerdash replied that the 
Arab media has to abandon its \"taboos\" and \"love of 
conspiracy theories\" if it wanted to improve. 


GRAY 
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international trade) replaced a bureaucrat decades older in 
2002 

Geneva (he is Italy\'s principal representative on the 

European Commission\'s 133 Committee on trade). Our other 
direct contacts in the ministry include both veteran 
bureaucrats with extensive experience and young officials who 
are well versed on current issues. 


4. (C) Vice Minister of Productive Activities (MPA) Adolfo 
Urso 

accomplished politician 

Alliance (one of the two larger parties in the governing 
coalition) 

Minister Gianfranco Fini (who is widely viewed as a possible 


ne 4-6, 2005. Embassy also welcomes the following participants of the congressional delegation: Μι 
ji, which officially recognizes the PRC. Following his scheduled three stop South Pacific island tour tc 
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successor to Berlusconi in a future center-right government). 
Urso came to his position within the most stable government 
Italy had seen in half a century (notwithstanding the 

political turmoil of recent weeks 

Berlusconi-led center-right government) 

further encouraged him and his staff to take a proactive 
approach on foreign trade issues. Yet in the nearly four 
years they have guided Italy 

staff have shown limited inclination 

to persuade other EU member states to strongly advocate 
positions of particular interest to Italy. 


5. (C) Some of the inertia of foreign trade officials may 

stem from the incorporation in 2001 of the Ministry of 
Foreign Trade within the Ministry of Industry (which was 
renamed the Ministry of Productive Activities 

reorganization was legislated by the outgoing center-left 
government and took effect just as BerlusconiVs center-right 
government entered office. The downgraded \"vice ministry 
continues to occupy the same building on the outskirts of 
Rome 

after five years 

VMinistry of Foreign Trade" sign (in Italian) 

the two ministries continued lack of integration. Though the 
Minister of Productive Activities has nominal responsibility 


for foreign trade issues 

frequently acts independently (though not in every case 
which can confuse the lines of authority for Foreign Trade 
bureaucrats). We are watching with interest whether the new 
Minister of Productive Activities 

viewed as more politically connected and demanding than his 
predecessor 

ministries. 


Pro-U.S. Tendencies 


6. (C) MPA/Foreign Trade 

particularly frustrating 

alignment with the United States on many trade issues 
including some of the most high-profile recent disputes. For 
example 

that the U.S.-EU dispute over the U.S. foreign sales 
corporation tax provisions (FSC) is a distraction best 
resolved as quickly as possible. Nevertheless 

to the European Commission decision to impose retaliatory 
tariffs 

review recent U.S. tax legislation that grandfathers certain 
provisions of the abolished system 

noticeable steps to temper EC actions. 


ı B. STATE 021314 - GUIDANCE C. 03 STATE 34981 - GUIDANCE 1. (U) This is an action r 
USG-related avian influenza (Al) activities in Singapore. REDI Center Acting-Director Dr. Richard Kr 


of Foreign Affairs and Trade (MFAT). On May 9, Brian Wilson, senior negotiator for services and dey 
on of the Iraq government and hoped that this latest political development would usher in a new perio 
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7. (C) Sandro Fanella 

that oversees both WTO issues and bilateral trade relations 
with the U.S. (and regularly attends the EC 133 Committee 
meetings as TetiVs deputy) 

Commission 

political cover 

decline to implement them if the WTO rules against the U.S. 
Though Fanella 

bet against him 

Ministry 

asked for greater GOI support. 


8. (C) Vice Minister Urso 

occasionally veer into surreal 

territory. A particularly striking example occurred in May 
2003 

initiate a WTO case against the EU over its moratorium on 
agricultural biotech approvals. Urso responded by advancing 
his own complicated idea -- that the range of U.S.-EU trade 
disputes (steel 

even our competing WTO agricultural proposals) should be 
linked to facilitate their simultaneous resolution. He 
suggested that each issue could be negotiated separately but 
in parallel 

would be necessary. Though we countered that the U.S. 
believed that each issue needed to be resolved separately 
its own merits 

of a V'grand bargain" with the Prime Minister and even with 
WTO Director General Supachai and then-European Trade 
Commissioner Lamy. We suspect 

advanced this proposal any further than our meeting. His 
often unrealistic approach to resolution of trade issues 
certainly makes us wonder how effective an advocate he has 
been for Italian trade interests in Brussels and in Geneva. 


9. (C) Until just recently 

indications (Gls) has been the only trade issue over the last 
few years that Urso and his staff have pushed aggressively 
and consistently. Italy is a driving force behind EU efforts 

to extend WTO protection of Gls beyond wine and spirits. Our 
efforts to convince the GOI that Gl protection is an issue 

for the TRIPS Council 

more effective and practical approach 

During the 2003 WTO Ministerial in Cancun 

delegates panicked that the U.S. and the EU were seeking a 
common agreement on several issues that reportedly would have 
sacrificed the EU 

Italy 

Prime Minister 

that the U.S. back down from our alleged demands that the EU 


yn in PSI and what steps Turkey will take in promoting PSI. The meeting was chaired by DDG for Arn 
Nuclear Nonproliferation funded personnel: Randy R. Rogers; William J. Dougherty; Brian B. Peters 
)n with 350,891 votes while the BNP challenger, Mohammad Nasiruddin received 259,410 votes. 2. 


Innovation at the National Science Foundation, to travel to Benalmadera, June 16-19 to attend the 1: 
to Barcelona and Madrid, May 22-26, to participate in the Third Course lan Donald Ultrasonography it 
attend a special session on Applied Ecosystem-Level Research to Reverse Coral Reef Degradation, 


C) Summary: Deputy Prime Minister and Minister of State for Foreign Affairs Sheikh Hamdan bin Zay 
t he would contact Beyster to make travel arrangements and inform EconOff once he had done so. N 


n. In subsequent conversations, Amornsate said that the Royal Thai Government (RTG) has already 
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give in on Gl protection. In the end 

ministerial prevented Gls from being addressed. While we 
assume the GOI lobbied strongly with the Commission against 
any concessions on Gl protection 

top-level Italian government officials in this instance did 

not believe Italy had sufficient influence with the 

Commission to derail such a concession 

to contact the U.S. directly. 


10. (C) The GOI 

broadly Italy 

positions regarding the current round of WTO negotiations. 
Other than Gl protection 

repeatedly indicated to us that they generally are content to 
allow the Commission to drive positions 

EU member states to exert greater influence (such as France 
on agricultural talks 

access negotiations). Despite statements by our foreign trade 
contacts in early 2003 that Italy planned to exert more 
influence on EU trade interests during the course of its EU 
presidency in the second half of 2003 

significant increase in GOI activism. 


Boeing vs. Airbus: Italy 


11. (C) Italy has much at stake in the high-profile dispute 
over large commercial aircraft (LCA) subsidies. Alenia 
Aeronautica 

Finmeccanica (in which the GOI holds a 32 percent stake) 

a leading partner in Boeing 

AleniaVs joint venture with the U.S. firm Vought Aircraft 
Industry will produce 60 percent of the plane 

(thus producing a total of about 26 percent of the entire 
plane). Italy is not part of the Airbus consortium 

Alenia is a subcontractor to produce about four percent of 
the fuselage for the A380 aircraft 

previous Airbus projects as well. Alenia Aeronautica CEO 
Giovanni Bertolone told econoff April 15 that the company is 
concerned about the current U.S.-EU stalemate on negotiating 
a new subsidies agreement. He is nonetheless optimistic about 
the success of the 787 project 

received over 200 orders. He said Airbus cannot yet count on 
the A380 breaking even; given its huge investment costs 

will need to sell more than twice its confirmed orders so 

far. Bertolone also expressed doubts about the viability of 
the Airbus A350 program 

development lags several years behind that of its perceived 
competitor 


12. (C) Our MPA/Foreign Trade contacts also call for the LCA 
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subsidies dispute to be resolved quickly. However 

admitted to us that the GOI is not pressing the European 
Commission to reach an agreement with the U.S. Our recent 
conversations indicate they do not believe they can 
effectively influence the four Airbus countries (UK 

France 

mostly quiet. Over lunch with Ecmin on April 13 

Trade 

suggestion that Italy should play a more assertive role 
within the EU towards reaching a solution on LCA subsidies. 
For his part 

would appreciate a more proactive approach from the 
government towards a resolution on subsidies 

overly concerned (perhaps due to his doubts about the 
viability of the A350). It seems to us likely that Alenia 
relative sanguineness on the issue has only reinforced the 
Trade Ministry\'s inclination toward passivity. 


Other Ministries Also Passive - With One Significant Exception 


13. (C) Other Italian ministries with a stake in trade issues 
do not pick up the slack left by MPA/Foreign Trade 

the area of agriculture. The MFA has no equivalent to the 
various trade offices in the State Department 

Bureau - its General Directorate for Multilateral Economic 
and Financial Cooperation (Italian acronym DGCE) plays an 
inconsequential role most of the time in setting Italian 

trade policy. One exception involves trade issues discussed 
within the G-8 process 

General is Italy 

MFA 

occasionally intervenes on a trade issue if such an issue is 
scheduled for discussion by the COREPER in Brussels; but even 
in these cases 

guidance. 


14. (C) The Ministry of Agricultural Policy 

anything but passive when it comes to Minister Gianni 
Alemanno 

whatever means possible 


agricultural biotech products. Like Urso 

another up-and-coming politician from the same National 
Alliance party 

agricultural biotech as a politically expedient means to 
build his political capital. In this respect 

Urso 

use foreign policy issues under his purview to 
opportunistically burnish his public image. 


division, International Organizations Department, Ministry of Foreign Affairs (MFA). He immediately fo 
plomatic note to the Turkish missions at the U.N. and The Hague, as well as the MFA Legal Departm 
} U.S. goal to complete the revision of the International Health Regulations (IHR) at the May 12-13 me 
ness per request in reftel. UNICEF,s activities in Turkey focus on maternal and child health; early chil 
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15. (C) Despite Urso 

cultivation of GMOs in Italy 

unwilling to confront Alemanno 

his ministry take pro-GMO decisions in Brussels when the MPA 
not MinAg 

good company 

downplay their differences with Alemanno (except in private 
with us) 

significant opposition to GMOs. 


Chinese Textiles: Urso Energized by a Perceived Threat 


16. (C) Vice Minister Urso has demonstrated uncharacteristic 
vigor in the last few months regarding the threat to key 
Italian industries from increased Chinese textile and apparel 
imports 

Trade Agreement. To promote Italian foreign trade 

ministry organized a well-received conference in February 
that attracted several thousand participants 

Minister Berlusconi 

senior GOI officials 

executives. At the conference 

counter the perceived Chinese threat 

both Berlusconi and Fini. Urso 

at least in part 

Northern League party (one of two smaller partners in the 
Berlusconi coalition government) urgently calling in its 
campaign rhetoric for duties to be applied to Chinese 
imports. Urso appears to be using the issue to broaden his 
appeal (and that of his National Alliance party) 

similar fashion to Alemanno 

Alemanno 

party across the political spectrum in calling for the EU to 
impose WTO-consistent safeguards measures on Chinese textile 
imports. 


17. (C) During a meeting with then-Commerce Under Secretary 
Grant Aldonas in mid-March 

Chinese threat to the Italian textile industry. He suggested 
that Italy and the U.S. cooperate to gauge the nature of the 
threat accurately. Urso also emphasized that he planned to 
push for immediate EC action during a meeting with European 
Trade Commissioner Mandelson later that week. By some 
accounts Italy has been the most active member state to push 
the Commission to act. Nevertheless 

announcement in mid-April of guidelines that would later 
trigger actual EC action on safeguard measures fell well 

short of Urso 


Comment - Why Such Passivity? 
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18. (C) Italy 

did not begin with Urso 

very probably persist after he leaves the ministry. To a 
certain extent 

Commission 

policies of all EU member states 

the most activist Member State officials. However 
Commission 

countries from exerting substantially more influence on 
Brussels than does ltaly. Aside from this issue of 
competency 

in his ministry reflect a broader 

tendency to seek the middle ground within the EU. Italy has 
been a very strong 

European Project from the beginning 

support by (mostly) downplaying those national interests that 
may be at odds with the EU as a whole. 


19. (C) In the past 

Brussels could also be attributed to Italy\'s frequent changes 
in coalition governments. Such changes made policy 
continuity difficult 


policies 

the EU consensus. Recent experience indicates 

even a long-lived governing coalition may not automatically 
lead to a more assertive Italian projection of national 
interests 

lead. (On Common Security and Foreign Policy--i.e. second 
pillar--issues 

the Berlusconi government has become more assertive 
example in supporting the U.S. on Iraq and successfully 
resisting Franco-German attempts to establish a separate 
defense planning headquarters outside the Berlin-plus 
arrangements. Italy has not been in the vanguard 

in the other area of EU Member State competency 

law enforcement--i.e. third pillar--issues 

counterterrorism. Italy\'s EU Commissioner 

heads this portfolio.) 


20. (C) The main implication for the U.S. of the dynamic 
described in this message is that even when Italy\'s interests 
are aligned with ours in trade disputes with the EU 
Commission and the larger Member States 

Italy\'s meaningful support. This situation is likely to 
continue until such time as Italian trade officials see 

Italy\'s long-term national interests better served by 
becoming the thorn in the Commission\'s side 

poodle in its lap. End comment. 
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21. (U) This message was drafted by John Finkbeiner 
on his experience over the last three years as RomeWs trade 
policy officer. 


SEMBLER 
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SharonVs disengagement plan 

fuel a Palestinian perception that Israel can 

ultimately be destroyed altogether under unrelenting 
terrorist assault. However 

newspaper that he accepts disengagement as a done deal 
that reflects popular will. Leading media reported 

that the plan to relocate settlers from the Katif Bloc 

(Gush Katif) to the Nitzanim dunes located between 
Ashdod and Ashkelon received a boost on Tuesday when 
the National Council for Planning and Construction 
ordered the drawing up of a detailed master plan for 

the area. 


Israel Radio reported that the PA has not collected 
weapons held by militants in Tulkarm and Jericho 
despite assurances by PA leaders that this has been 
carried out and instructions handed down by PA Chairman 
[President] Mahmoud Abbas. The radio also cited 
criticism by Abbas of Sharon\'s postponement of the 
disengagement move 

that a Hamas victory in the Palestinian elections would 
forestall the implementation of disengagement. Israel 
Radio also quoted Palestinian FM Nasser al-Kidwa as 
saying that the peace process will be discontinued if 
Israel does not abide by the Sharm el-Sheikh 
understandings. 


HaVaretz and other media reported that the U.S. and UN 
are looking into the possibility that an international 

force would replace Israel in the Sheba Farms area in 
exchange for Hizbullah\'s disarming and becoming a 
political party. The media reported that Terje Roed- 
Larsen 

process 

officials in New York and told them that recognition of 
the Sheba Farms area as Lebanese would require a new 
border agreement between Lebanon and Syria 

both parliaments 


4 PolMilCouns May 10 to inform us that FonMin Gul has approved the concept of biannual informal N 
ILLED IN THE WEST BANK -- MAY 10, 2005 (1300 HOURS LOCAL) This is a joint ConGen Jerusal 
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lines with the UN. Israel Radio quoted senior GOI 
officials as saying that reports that Israel has agreed 

to such a deal are unfounded. The station quoted a 
senior Lebanese official as confirming that Roed-Larsen 
told him that Israel will return the Sheba Farms area 

to Syria next month. 


HaVaretz (Aluf Benn) points out differences between the 
U.S. and Israel regarding Iran\'s nuclear \"point of no 
return. V 


HaVaretz recalls that U/S John Bolton 

candidate for the post of U.S. representative at the 

UN 

colleagues 

U.S.-supplied arms. The newspaper evokes a report in 
which Bolton wrote that the assassination of Salah 
Shehadeh 

did not constitute a violation of the rules of use of 
American weapons. Bolton\'s paper contradicted the 
conclusions of another State Department document. 


HaVaretz reported that 12 reservists belonging to 

Battalion 925 of the IDFYs Armored Corps have announced 
that they will refuse to serve 

involved in the struggle to prevent the evacuation of 

the Katif Bloc. 


HaVaretz cited a High Court of Justice petition filed 

on Tuesday 

Palestinians who own agricultural lands in Jerusalem 
permits to enter and work on their land 

ruling by A-G Menachem Mazuz that the 1950 Absentee 
Property Law does not apply to them. 


Yediot reported that the Kuwaiti security services have 
recently arrested Dr. Salam Abu Shaaban 

citizen of Palestinian origin 

Israeli article in a Kuwaiti newspaper. He and his 

wife were dismissed from their jobs 

was nationalized. Yediot reported that Shaaban told 
the Foreign Ministry 

web site 

but that he will not give up his faith in peace. 


Yediot reported that the PA and the Arab League plan to 
establish a sister-city alliance between Nablus and the 
German city of Nuremberg. The newspaper quoted 
official Israeli sources in Berlin as saying that the 

choice of Nuremberg is shocking because of that cityVs 
past. 


YOUNG Ε.Ο. 12958: DECL: 12/31/2009 TAGS: ELAB, PGOV, ECON, ZI, Zimbabwe Congress of Τι 
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All media reported on the dedication Tuesday of 
Germany\'s new national holocaust memorial in Berlin. 
Yediot reported that the EU has recently included the 
denial of IsraelVs right to exist in its definition of 
anti-Semitism. 


Leading media reported that Jewish Agency Chairman 
Sallai Meridor told Sharon on Tuesday that he will step 
down at the end of June. HaVaretz quoted a senior 
source in the Jewish Agency as saying that Meridor\'s 
departure was meant to allow Sharon to block the 
appointment to the chairmanship of Natan Sharansky. 


HaVaretz reported that a committee headed by Interior 
Minister Ophir Pines-Paz is formulating a new 
immigration policy for Israel that is expected to be as 
Severe as any in Europe. 


HaVaretz retraces the involvement of U.S. foreign 
policy and intelligence in Israels Independence and 
Six-Day wars. 


Independent 

every further evacuation is perceived as a trauma and 
not as a building block for peace 

opportunity 

free nation 

hands." 


Conservative 

“When put in perspective all [of Israels] problems are 
dwarfed by what has been achieved here since 1948.... 
Strategically 

tackling the post-Cold War era\'s biggest menace -- 
terror. V" 


Ultra-Orthodox Yated NeVeman editorialized: V'The 
celebrations of the State of Israels independence ... 
symbolize the decline of the Israeli nations under the 
leadership of Zionist ideology. V 


Block Quotes: 


onstruction and political transition. 2. (SBU) Altolaguirre said she was impressed by Iraqvs successfi 


) Conflicts between communities and mining companies are among the most serious problems that c 
?2, 2005 Post sent a memo via e-mail to INR Visas Viper listing persons involved in the Cecilia Cubas 
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|. \"It\'s In Our Hands 

Independent 

11): \"Fifty-six years ago 

ended with the armistice agreements 

goal we celebrate today on the 57th Independence Day: 
the establishment of an independent state for the 
Jewish nation in the Land of Israel.... This 
Independence Day there is nothing more optimistic and 
important to strive for than the repartition of the 

Land of Israel 

the state of Israel and the state of Palestine 

do so with sense and goodwill 

if our neighbors benefit 

disengagement from Gaza must be the first stage on the 
way to a logical partition of the country 

opportunity to create two independent entities 

through cooperation could bring prosperity while 
pettiness will lead to their destruction. Since Israel 

is more powerful and prosperous than its nascent 
neighbor 

concessions.... If the entire intent in the departure 
from Gaza is to temporarily calm things down 
neutralize international pressure and buy time 

looking for new subterfuges with which to grab more 
land with the help of the flexible route of the 
separation fence; if every outpost in the West Bank 
turns into Vthe rock of our existenceV; if every 

further evacuation is perceived as a trauma and not as 
a building block for peace 

nearly the last opportunity to be a truly free nation 

will have once again slipped out of our hands.\" 


Il. \"Plenty to Celebrate\" 


Conservative 

(May 11): \"Fifty-seven years after David Ben-Gurion 
declared its establishment 

affairs seem 

as those of most others. The Jewish state is deeply 
embroiled in diplomatic intrigue 

and in far-flung arms deals 

shoulder deep in struggles with judges 

fellow politicians. Despite its genuine desire to 
realize Isaiah\'s visions of social justice 

has its unfair share of poor 

disenfranchised people.... Still 

perspective all these problems are dwarfed by what has 
been achieved here since 1948.... In fact 
accomplishments are today impressive not only when 
viewed through such historic prisms 

compared with current global trends. Strategically 


in Dickson. Reason 1.4 (b) and (d). 1. (C) Summary - The U.S. and Canada are clearly on a collisio 
3 1. (U) Poloff delivered reftel demarche to Pamela Moore, Senior Policy Officer at Foreign Affairs C 
tion 19-50113-000P; Allotment 4134; Obligation 4134526119; Function Code 1370; Object Code 2621 
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Israel is ahead of most countries in tackling the post- 
Cold War era\'s biggest menace -- terror... 
Economically 

veteran economies like Germany\'s and FranceVs are 
struggling to achieve viable growth rates 

managed to restore its economic growth even after being 
momentarily debilitated by a vicious terror war.... As 

we celebrate our independence tonight 

stock of all this and remember that with all the flaws 
setbacks and hardships that involve our existence here 
-- it's worth the effort. V" 


III. “Мо Holiday 


Ultra-Orthodox Yated NeVeman editorialized (May 11): 
\"Aren\'t all the deeds of the Zionist leadership 

it comes to uprooting Judaism ... a sufficient reason 
for knocking off balance the festive character of this 
day?.... One may assume that those who support the 
celebrations this year would have had second thoughts 
if the issue of transferring all the territories 

including East Jerusalem 

had been part of those festivities.... The celebrations 
of the State of Israel\'s independence ... symbolize the 
decline of the Israeli nation under the leadership of 
Zionist ideology -- which had dreamed of turning the 
House of Israel [i.e. the Jewish people] into a nation 
like all others.\" 


KURTZER 
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FACE OF ILLEGAL IMMIGRATION 

SAYS IN AN INSIDE INTERVIEW. LEFT-OF-CENTER LIBERATION DEVOTE 
ITS LEAD STORY TO THE SOCIAL ASPECTS OF THE EUROPEAN 
CONSTITUTION AND EU LEGISLATION ON WORKING HOURS. CATHOLIC 
CROIX LEADS ON THE EU REFERENDUM 

CLAUSES ALLOWING NATIONS TO DISREGARD THE LIMITATIONS SET B 
THE 48-HOUR WORKWEEK 

EUROPEAN PARLIAMENT. ECONOMIC LES ECHOS INTERVIEWS NICHOL 
JABKO 

THE CONSTITUTION PUTS EU DEFENSE ENTIRELY IN THE HANDS OF 
NATO. THE COMMON SECURITY CLAUSE V'RESPECTS THE COMMITMEN 
MEMBER STATES TO МАТО \" IN A SEPARATE REPORT LES ECHOS МО” 
THAT ECONOMISTS DO NOT CONSIDER A "NOV VOTE TO THE REFEREN 
TO BE A THREAT TO FRANCE\'S ECONOMY. 

POPULAR RIGHT-OF-CENTER FRANCE SOIR DEVOTES ITS LEAD AND F( 
PAGES TO THE BLACK COMMUNITY IN FRANCE AND ASKS: VIS THERE / 
NEW BLACK POWER IN FRANCE?Y' THE CONCLUSION IS THAT FRANCE 
BLACK COMMUNITY IS TOO DIVERSE AND DOES NOT SPEAK AS ONE 
POLITICALLY. 


ver Forum for the Future that continued G-8 engagement and support was essential in helping maint: 
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TODAYVS MAJOR INTERNATIONAL STORY AS REPORTED IN AN INSIDE 
ARTICLE IN LE FIGARO IS WTBILISIVS TRIUMPHANT WELCOME FOR 
PRESIDENT BUSH.\" THE EDITORIAL BY BRUNO FRAPPAT IN CATHOLIC 
LA CROIX COMMENTS ON THE RECENT CEREMONIES IN MOSCOW 
WEST\'S CAUTIOUS APPROACH TO HISTORY" AND THE \"RISING OF NE 
PERILS\" WHICH IN FRAPPAT\'S EYES ARE CHINA AND RUSSIA. (SEE 
PART C) 


IRAN AND RAFSANDJANIVS DECLARATION THAT HE WILL ВЕ A CANDIDA 
IN THE JUNE 17 ELECTIONS ARE FRONT-PAGED IN LE FIGARO. AGNES 
ROTIVEL WHO PROFILES RAFSANDJANI IN LA CROIX CONCLUDES: "ҒО 
MANY IRANIANS DISAPPOINTED IN KHATAMI 

CANDIDATE WHO CAN END IRANVS INTERNATIONAL ISOLATION AND RE 
TIES WITH THE U.S. 

URGING IRAN TO PUT AN END TO ITS NUCLEAR PROGRAM.\" 


LIBERATION REPORTS ON VEGYPTVS FALSE PLURALISM.\" WEGYPTYS 
OPPOSITION TO MUBARAKVS REGIME HAD FIGURED IT ALL OUT FROM 
START. THE POLITICAL REFORM THAT WAS SO EAGERLY AWAITED IN 
EGYPT FIZZLED OUT YESTERDAY 

OPERATION WITH ΤΗΕ PARLIAMENTVS ADOPTION OF THE RULES GUID 
THE PRESIDENTIAL ELECTION. THE HOPE ELICITED BY MUBARAK\'S 
SURPRISE ANNOUNCEMENT TWO MONTHS AGO HAS BEEN DOUSED Β) 
STRICT CONDITIONS FOR THE ELECTION. THE MANEUVER IS CLEARLY 
AIMED AT MUBARAKYS SOLE RIVAL GROUP 


LE FIGARO CARRIES AN OPEN LETTER SIGNED BY A GROUP OF 
PARLIAMENTARIANS HEADING AN ASSOCIATION CALLED V'THE YES FO 
THE NOW AND WHO OPPOSE TURKEYVS EU MEMBERSHIP. THEY CONTE 
THAT VOTING "YESY IS THE BEST WAY TO SAY ΝΟΥ TO TURKEY. 


ALAIN DUHAMEL IN AN OP-ED INLIBERATION TITLED V'THE FRENCH 
EXCEPTION 

COMMENT ON FRENCH POLITICAL CULTURE. FRANCE HAS IN HIS VIEW 
\"INTERMITTENT\" DEMOCRACY 

ON VOTING DAY EVERY FIVE YEARS. DUHAMEL CONTENDS \"FRANCE I: 
NOT A TRUE DEMOCRACY IN THE SENSE OF THE US 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
BUSH TO GEORGIA 


VA TRIUMPHANT WELCOME FOR BUSH IN TBILISI" 

LAURE MANDEVILLE IN RIGHT-OF-CENTER LE FIGARO (05/11): V'A 
TRIUMPH. IN A NUTSHELL THIS SUMMARIZES THE WELCOME RESERVE 
FOR PRESIDENT BUSH IN GEORGIA. HIS TRIP TO MOSCOW 

AS IT WAS BETWEEN RIGA AND TBILISI 

PRESIDENT\'S DUAL STRATEGY: MAINTAIN AN OPEN DIALOGUE WITH 
PUTIN WHILE AMERICAN BULLDOZER DIPLOMACY CONTINUES ITS POL 
OF А `ОЕМОСВАТІС ENCIRCLING\ OF RUSSIA. ALL THE WHILE MAKING 


ral for Hospital Affairs Samir Al-Kayed told SIPDIS ESTHOff on May 10 that Minister Darwazeh and : 


from Vice Minister of Trade Luong Van Tu accepting the U.S. proposal for another round of WTO bile 
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BELIEVE THERE IS NO CONTRADICTION IN THIS APPROACH. THE NATU 
OF THE WELCOME PROVES THE IMPORTANCE OF UNCLE SAM FOR GE 
AND ITS ATTEMPTS TO SUCCEED ITS ANCHORING ITSELF TO THE WES 
WHILE SAAKASHVILI HAS PLAYED THE EUROPEAN CARD 

OF EU DIPLOMACY IN ACKNOWLEDGING THE IMPORTANCE OF THE 
CAUCASUS DOES NOT SEEM TO RESPOND TO HIS EXPECTATIONS. 
CONVERSELY 

MASSIVE TECHNICAL SUPPORT TO GEORGIA. WHICH CONTINUES TO B 
CAUGHT IN A STIFLING WRESTLING MATCH WITH MOSCOW IN ORDER 
GAIN ITS SOVEREIGNTY.\" 

GEO-STRATEGY: CHINA AND RUSSIA 


VRISING OF NEW PERILS\" 

BRUNO FRAPPAT IN CATHOLIC LA CROIX (05/11): VRED FLAGS ON RED 
SQUARE AND CHINESE TEXTILES COVERING THE WEST. RED AND YELI 
PERILS? ΤΗΕ KREMLINVS MILITARY CEREMONIES WERE WITNESSED В: 
REPRESENTATIVES FROM DEMOCRACIES WHO WERE SOMEWHAT PEF 
CAME NEVERTHELESS. THE ECONOMIC AMBITIONS OF THE RISING 
EASTERN POWER ARE COMMENSURATE WITH ITS NEEDS 

AND ITS APPETITES. AND THOSE SAME DEMOCRACIES 

U.S. KEEP FROM RAISING THEIR VOICES 

WITH A RISING POWER 

ADVERSARY. IT IS NOT WISE TO INSULT EITHER RUSSIA OR CHINA: 
THE FUTURE OF THE WORLD WILL ALSO BE DEFINED BY THIS. EUROPI 
THE U.S. AND INDIA KNOW IT. REREADING HISTORY THROUGH 
POLITICALLY CORRECT LENSES IS ONE THING. BUT RUSSIA IS TRYING 
TO REGAIN SOME OF ITS LOST GRANDEUR WHILE CHINA MAY SOON BI 
ABLE TO IMPOSE ITS OWN. THE WEST IS NOT DONE WITH HISTORY 
WHICH MARCHES ON. LITTLE WILL DEPEND ON WHAT THE WEST DOES 
SOCIETIES AND INDIVIDUAL PEOPLES 

CHINESE 

TODAY\'S LEADERS. WOLFF 
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Commissions\" which investigated separate high casualty 
incidents in 2004 in southern Thailand involving Thai 

security forces. In April 2004 

killed at the Krue Se Mosque and 85 demonstrators were killed 
at the Tak Bai Police Station in October 2004. No startling 
new facts were revealed about either event. However 

full reports do provide more details about the shooting of 7 

of 85 demonstrators killed at Tak Bai and actions of military 
commanders shortly after the crackdown began. Muslim leaders 
generally reacted positively to the NRC\'s release of the 
reports but again voiced concern that promised compensation 
to families of those killed has not been dispersed. The NRC 
met again on May 9 to set up sub-committees to pursue 
specific goals more systematically. END SUMMARY. 


ONE YEAR LATER: THE (IN)-COMPLETE STORY OF APRIL 28 
KRUE SE MOSQUE 


hardship for both groups and a heavy financial burden on the Taiwan government. Contrary to claim: 
1 the control of the airline (force majeure). AIT agrees with United that the relevant regulation is not c 
G) held its first quarterly meeting under the Chairmanship of UK Ambassador David Fall on April 27. 
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2. (SBU) After completing a three-day fact-finding trip in 
Narathiwat Province on April 20 

the complete texts of the reports from separate Independent 
Commissions (authorized by the Thai government) on the 
controversial Tak Bai and Krue Se Mosque incidents. During 
the fact-finding trip 

these reports by religious leaders and families of victims 

from the violence in the South 

doing so would clear the air significantly. The NRC also 
consulted with police and military officials in the South 

(and perhaps the issue was discussed privately with the Prime 
Minister). The Thai media aired the debate over the value of 
releasing the full texts. On April 20 

session meeting of the NRC 

Minister Anand Panyarachun appeared at a press conference and 
provided copies of the 52-page Tak Bai report and the 38-page 
Krue Se report to the media. \"We insist on transparency 

said. English versions of the reports can be found on the 
Internet site of The Nation newspaper at: 
http://www.nationmultimedia.com/specials/takb ai. 


3. (U) The Krue Se report covers only one of several violent 
incidents that occurred in three different provinces on April 
28 

simultaneous assaults on seven targets in Yala 

Pattani 

details about the weapons used by the militants and security 
forces 

detailed timeline. This is in contrast to the four-page 
summary report released on August 4 

authors of the full report state that autopsies were not 
performed on the bodies of the 31 militants killed by Thai 
Special Forces at Krue Se Mosque. However 

fluids were taken and later tests concluded that no narcotics 
or other V'illegal substances" were present. (Note: This 
appears to contradict an official RTG statement of April 29 
2004 stating 

drugs and were instigated to resort to violence. It was 
disclosed that those arrested were subject to urine test 

(sic) and found to have taken drugs. See Reftel C. End 
Note.) The full report criticizes General Panlop Pinmanee 
Deputy Director of the Internal Security Operations Command 
(ISOC) 

then-4th Army Commander General Pisan Wattanawongkhiri 
failing to negotiate with the insurgents. V'In their 
negotiations with the militants 

no talks 

encourage surrender." 


SOME TAK BAI DEMONSTRATORS SHOT FROM A DISTANCE 


/E IN THE UNSUSPECTING AMERICANVS POSTAL MAILBOX. NIGERIAN SCAMS NO LONGER . 
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4. (SBU) In contrast to the Krue Se report 

report is much more detailed and offers more specific 
accounts and recommendations (Ref B). The full report 
reveals that after examining the bodies of the demonstrators 
forensic scientist Dr. Pornthip Rojanasunan concluded that 
Vit was clear the victims (at the Tak Bai police station) 

died of gunshot wounds caused by bullet shot from distance 
(sic).\" Another part of the report reveals that Queen 

Sirikit summoned General Pisan to an audience at Narathiwat 
Palace at 12 midnight on October 26. The report notes that 
Gen. Pisan 

at a hotel in Narathiwat the same night. Among the 
recommendations not previously revealed is the suggestion 
that the RTG produce radio and TV programs in the Malayu 
(Yawi dialect) language to create understanding between the 
local populace and the government. The report also suggests 
that the RTG \"avoid the implementation" of martial law and 
employ Vthe Emergency Administration Emergency Situation Act 
B.E. 2495 (1953) 

over the military. 


MUSLIM REACTION: RTG GETTING BETTER 


5. (U) Muslim leaders welcomed the release of the reports. 
Some Embassy contacts from the Islamic Committees of Pattani 
and Yala complained that the reports were not released in 
Yawi and therefore many Thai Muslims 

religious and community leaders 

access to them. Media reports quoted families of those 

killed on April 28 as stating that they have not yet received 

20 

RTG last year. The families of the young members of the Ban 
Suso soccer team in Saba Yoi 

this complaint. One reported eyewitness of events at Saba 
Yoi was quoted in The Nation newspaper as saying 

dead bodies we found at the scene 

brother Kamaridin 

providing compensation for the families of those killed by 
security forces on April 28 is controversial among military 
commanders. (Note: Five Thai security forces were killed and 
21 injured in the affected areas on April 28. See Reftel D. 
End Note.) 


NRC CREATES SUBCOMMITTEES 


6. (U) On May 9 
at the Ministry of Foreign Affairs (MFA) in Bangkok. The 


ay 9, regarding the U.S.-Greece Bilateral Air Transport Agreement (BATA) to MFA Director General o: 


Column 4 Column 5 
one of the three Christian Democrat ministers in the 

will keep his post in the new government as 

some of CSSDVs 

including Jan Kavan and Vladimir 


have openly complained that CSSD should have more 
seeing Svoboda as too 


Paroubek will be forced to find some 


Kavan and Lastuvka led a similar but 
effort to downplay references to transatlantic 


the Christian Democrats and the Freedom Union -- have 


though it 


a 
and laws on conflict of interest and 


to include the budget taxes and fees 
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he dismissed Supreme 


Column 4 
Congress decided to fire Gutierrez 


who hopefully will end his 
our 


it has been formally resolved 


even though it will not guarantee 


it seems that we are developing new ways of 
V saving the constitutional appearance 


\"In coma.” WEcuador came out of a political 
spinning out the president Lucio Gutierrez 
after his 


Ecuador was qualified as 


internal stabilization and 


the Tegucigalpa-based liberal daily WLa Tribuna V 


wins an Oscar because no one can finish a full 
and Cuba 


V the new formula that substitutes "coup dVetats.V 


with constitutional 


titled 


Column 5 


and 


who 


a star in long-film acting 


», April 28-30. 2. (SBU) Canadavs Chief Elections Officer, Jean-Pierre Kingsley, remains undecided | 


' C. Yates for reasons 1.5 d and e. 1. (SBU) Summary: On April 20, Ambassador and PolChief met 
| not have any immediate comment. TIGHE 

r immediate comment. TIGHE 

iy immediate comment. TIGHE 

әп April 22. Brown did not have any immediate comment. TIGHE 
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sea-level and other data 


the US has consistently supported open and 
including in the context of tsunami 


14-16 
with the aim to develop the draft design and work 


contact Liz Tirpak (DOS/OES 
202-647-0238) End Summary and 


made by Head of Delegation 
NOAA 
was well 


USAID NOAA) made formal presentatior 


who emphasized ІОС\'ѕ role in linking 


Jght to expand relations with the Arab world by seeking diplomatic relations with Arab nations, includit 


vote in a new Congress president, and debate purging its ranks of ethics violators and name a new € 


action request for human rights verification required by the Leahy Amendment; see para. 2. 2. (U) . 
; an action request for human rights verification required by the Leahy Amendment; see para. 2. 2. ( 
tildren are currently forced to work full time. Of these, 2.4 million are working in hazardous jobs such 


amil Eelam (LTTE), Karuna faction cadres, and even the Sri Lankan military*continues to percolate, k 


Column 4 


such as storm surges and tropical cyclones. 


Matsuura noted that V'synergies between existing 


he drew 


providing for open 
and promoting the three components of 


but no nation pledged 
India 
and Thailand appear to have the most advanced 


warning 
and preparedness 


free and open distribution of raw data from 


while India could offer only \"international product 
adopted by the Assembly in 2003 


the Policy 
not to seismic or other 


sea- 


India 


Column 5 


free and unrestricted exchange o 


with India\'s plan being the most 


should 


Indonesia 


Column 4 


the national centers agreed to supply 


addressed first in 


organizational aspects 


with particular 


including perturbation measurement from the 
infrasound measurements 

and on-shore radar. 

which was tasked to identify and 


analysis 


(3) the strategy for building an IOTWS 


in 
to all national 


Column 5 


satellite-based ocean 


and (4) 


imary: An IDF soldier died April 25 near Halhoul village, north of Hebron, after being run over by a Pal 
edoian, and was entitled to sell the property. However, Bedoian does have the right to appeal to the Y 


Column 4 


hazard and risk 


Column 5 
and warning dissemination and message format are 


sea floor configuration 


topography 


currently operational used for the 


should be upgraded within 6 months and fully 


to ensure the evolution of the system relative to 


vocal participants with narrow interests often 


there was the recognition that many of the 


Column 4 Column 5 


data 
and warning dissemination capacities. 


free and open distribution of raw data 


since without both the timeliness and 
national commitments and 

it was 

since . 

it was 


and archived for post- 


Director Pacific Tsunami 
and Dr. Laura Kong Director 


2 Prime Minister, Dr. Kamal Uddin Siddique; Chief of Army Staff, LTG Hasan Mashhud Chowdhury; al 
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and issuing alerts for local events 
and sharing of 


communications between 
products (e.g. 

Services (e.g. 

quality control) 


national support 


assists member states with technology transfer 


including 
evacuation maps 
to facilitate an effective response to tsunami 


community-based early warning 
Red Cross) 
and 


Column 5 


tsunami travel and height 
testing of communications syster 
and can provide backup 


and 


simulations 


awareness building and public 


\2@state.gov 3. Security: All Americans are advised to be continually aware of their surroundings, ε 


yf contact will be Mark Canning, tel: (420) 257 5333 822, Email:CanningMA2@state.gov 3. Security: 


Column 4 Column 5 
the group called for preparation of 

inundation and evacuation maps that identify 

safe areas and shelters. The group 

structural 

coastal structures elevated 


and non-structural interventions (protection 
and conservation of coastal ecosystems 


education and public outreach as were note 


with clear 


Mediterranean 
Caribbean and Central West Atlantic 


such as 


M. SANAA 860 N. SANAA 836 Classified By: RSO Timothy Laas for reasons 1.4(b) and (d) 1. (€ 


B. 2004 NEW DELHI 7702/7530/7343 C. 2004 NEW DELHI 6604/5054/4682 3587/3186/140 
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real-time global seismic 
how it detected the Dec 26 earthquake 


4/26/2005 16:38 
or ordering her not to answer certain 


in posts opinion 


Y and \"returned to host or 


when DHS records later 


employers 
the 


and the ultimate unverifiability of 
post would have 


the DHS district office in 


Column 5 


and how it 


05KUWAIT1711 


weakens the reliability of 


ons from Berlin overnight nor any during the working day on April 27 regarding the German crane shi 


Column 4 


the telephonic 


and when compared to the results of the 


also showed a pattern of fraud and 


when used together 
post is using the DHS records as the 


post counted raw and revised 


age and sex. The 


or in Status: 135 


though 


and twenty one (21) no departures. 


or in status: DHS records 


it 
and 
because for the purpose of this study 


we can only assume that 


the results are 


Column 5 


were actually 


we are only 


Column 4 


while DHS records later showed no departure from 


an overstay rate of 14 per cent. 


we see 25 out of 
and overstay rate of 19 per cent. This is 


AGE AND SEX: 


age and sex. Looking at the 

Indians 

we see the following results. The attendant numbers 
number of 

number of overstays 


while higher 
is roughly in line 


while 
is 


the average 


the average date of birth 


with the remaining twenty samples evenly distributed 


we would 


Column 5 


Filipinas 


and overstay 


Education and Research. Brown 


Column 4 


overtime compensation and tax 


food 
the 


and advises 


the Consular Section for the purpose of this 
in 
transportation and lodging costs 


post was eager to 


may call for a re-evaluation of 


85 were paid less than 600 USD per month 
this translates into 


significantly higher than the 50 per cent 
given the difficulties 


the threat of coercion under which the B1 
and the 


we 


roughly one in five. b) Among 


Column 5 


accommodation 


to 


Column 4 
there is nearly universal noncompliance with United 


Column 5 


and to ensure compliance with 


or who themselves have failed to comply with US 


post should consider 


neither nationality nor gender proved to be 


time with employer and family status are probably 


but to continue 


refusing all B1 


this 


ts $50,000 to be provided to assist in the relief effort. END SUMMARY 2. During April 21-24, 2005, 


Column 4 Column 5 
indicates that there is a small subset of domestic 


such 

however is probably the only way to decre; 
4/26/2005 17:57 O50TTAWA1256 

but can be 
4/26/2005 17:59 O50TTAWA1258 
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the GOV has sent a clear message to the 


get out. End Summary. 


Minister of Energy and Petroleum/PDVSA 


the increased tax rate would only 


the 


President 


і hopes to revamp his Ministry and transform it into a regulatory agency not charged with managing с 


27 that Spain would be represented by Advisor to the Director General for International Affairs of Terr 


Column 4 


to make it 


the so-called 
was launched on April 4. The 


however 


including a number of companies new to the 
i.e. 
and India\'s ONGC. 


company reactions have been muted. A manager 


unless the 


the association representing the 
met with the Venezuelan tax 


including ChevronTexaco\'s Boscan 
will suffer the biggest loss in value. Caracas-based 


Column 5 


Minister 


players such as RussiaWs Gazprc 


will be arriving Continental 1950 at 1250 hours on May 16, 2005 and departing on May 20 at 1405 ho 


il 22, 2005, in a routine traffic inspection in the vicinity of Tocoa, Honduras, the INL funded Honduraı 


за! announced late Tuesday between NDP leader Layton and PM Martin was an agreement in princi 
with the new Defense Minister on April 27. For the first time in recent memory, Congress moved dec 


:gional Middle East director Dr. Taleb Al Rafai with its draft revised labor law and draft labor union law 
ng for the Afghan National Assembly and Provincial Council elections scheduled for September 18. E 
stigation of the GOH Immigration Service. Post received information from various sources indicating 1 
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the 

however indicates that the tax 
not as 

not PDVSA. 

however the deeply held feeling on the 
get out. 
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Chavez called for a new 21st century socialism and 


as 


uctions. Post also delivered talking points to the Ministry of Defense Foreign Liaison Office and MoD 
p,s Middle East report. The consensus of the group is that the UAE government is aware of the drug 
за State of America concerning Peaceful Uses of Nuclear Energy. Post received a request to find oul 
ο the Australian Department of Foreign Affairs and Trade (DFAT) International Security Division Ехесі 


cy. The focus of this team will be to advise and assist the Royal Thai Army in its efforts to address or 


за health grounds but the actual cause appears to have been ΒΡΩ dissatisfaction with his level of sul 


sign Minister Oskanian gave us April 21 (reftel), it differed slightly in tone. The text of the letter and ac 
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Chavez swore in what the GOV 
000 new military reservists at 


Chavez approximated 20 000 
Chavez said he 

Chavez 

Chavez 

he was raising the stipend each reservist received for 

000 bolivares (approximately USD 8). He 

claiming the USG had pressured 


but had been 


he reiterated his call 

adapted to 

to resolve the underdeveloped worlds ills. 
Chavez claimed he was going to 


create a crisis in Venezuela and ensure he is 


and pointed out that some of his supporters were 


Chavez praised the economic 


Chavez patted himself on the 


thereby gaining an extra 2.5 billion 


he said 
000 


1, Scott E. Hulse, Christopher J. Joines, and Richrad L. Waters, to travel to Rota, May 5-15, to suppo 
Group Meeting and participate in the Storage Taskforce Meeting to prepare a workplan for an interna 


е and then-Prime Minister Tansu Ciller and, today, can be considered a successful privatization story 
ΙΜΙ/ΟΤΕ to officials at the Ministry of Public Security (MPS). Econ/C reminded MPS of his December 
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Chavez 


DAO noted that the 
000 included both reservists and active duty units 
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Alves thought 

he explained would 

Ribeiro noted would like to 


which only a handful of Brazilian firms had the 


and 
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Alves observed that the latest Budget 

in its Portuguese acronym) which lays 
currently in 

already envisions PPP counterpart spending. This 


which would 

Goias Minas Gerais 

Santa Catarina and Espirito Santo among others 

CPP in the form of a holding 


state and municipal governments will all sponsor 
with a mix of different regulatory approaches. 


as their success or 


the State Secretary 


itis 


i.e. low return 


which are 
members of the GoB economic team admit that PPPs 


while the jury obviously is still out on 
PPPs look to be more of a band- 
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both 


that Brazil needs. 
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and wondered if subsidies for alternate crops would 


and commending legislation pending in Congress. 


Parra said Ecuador simply had no 
with ATPDEA 


but in an increasingly globalized world no country 


there were few practical alternatives. 


who initiated the cycle in 1997. Bucaram was a 
which was 


he said. 


vided by Article 196 of the transition\'s Constitution. Malu Malu said the written request will be deliver: 
ounced his findings for the First Quarter of 2005 on April 5. His primary finding was that business cor 
Ὁ be done to ensure its implementation. Qasrawi, whose AUB education gives him a special interest 


ned DCM on April 28 and expressed anger and dismay over reports that he had just received from Ac 
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an 


who worked with Parra on safe passage for 


Parra clearly signaled a 


when he again 


overweight (he joked about the 

suffers 

and said he was 

frank and delightfully gregarious in the manner 

VJapo V which he acquired as a child for 


but seemed proud 


a city he loves to visit. Another 
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a U.S. engineering 
designed and oversaw construction of the Yacyreta Dam 


\FRICA REQUESTS FIFTH FREEDOM AVIATION RIGHTS TO U.S. FROM GHANA Ref: ΡΗΕΤΟΗΙ/ 


the below listed Panamanian Public Force person(s) and/or unit(s) and that State Department transm 


r reports last month that a Jordanian carried out a suicide bombing in Hilla. According to Qasrawi, pc 
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the Vice President contacted the 


2006 will face an unprecedented situation, with the terms of the President, Parliament, and Governr 


Counselor at the Brazilian Embassy in Paris, regarding the possibility of jointly meeting with GOF offi 
ji Transitional Government is now completed, and having the new government start functioning today 
Jrity: All Americans are advised to be continually aware of their surroundings, alert to suspicious acti 
822, Email:CanningMA2@state.gov 3. Security: All Americans are advised to be continually aware 


' opportunity to reconfirm our common commitment to stability in the Middle East and to discuss frank 
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we had hoped our 
Paraguay 
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s on the information to the appropriate persons in the Ministry of Health. He said that the Ministry of F 


15 and telegraphic reports to the SIPRNet. The NCD application was successfully installed on a Clas: 


tephen Dawson, Acting Regional Director - Middle East and North Africa, DFA. O\'Floinn noted gene 


r. Refugees were taking shelter in private homes, churches, and at Camp Come. The GOB had beer 
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he dismissed Supreme 


Congress decided to fire Gutierrez 


who hopefully will end his 
our 


it has been formally resolved 


even though it will not guarantee 


it seems that we are developing new ways of 
V saving the constitutional appearance and 


\"In coma. WEcuador came out of a political 
spinning out the president Lucio Gutierrez who 
after his 


Ecuador was qualified as 


internal stabilization and 


the Tegucigalpa-based liberal daily "La Tribunal" 


wins an Oscar because no one can finish a full 
and Cuba a star in long-film acting 


1 impressive background. She will make the appropriate office aware of Carozza\'s qualifications anc 


i request. See paragraph 4. 2. (SBU) On April 24, 2005, Dominican extradition fugitive Jose Pimen 


Column 4 Column 5 
V the new formula that substitutes "coup dVetats.V 


with constitutional 


titled 
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\" but 


ostensibly on grounds of \"delicatesse:\" 


she said that 


provided ASEAN avoid public demands 


therefore when Cambodia 
4/27/2005 1:04 05BANGKOK2845 
4/27/2005 1:04 05BANGKOK2846 
4/27/2005 1:05 O5MANILA1897 


4/27/2005 2:19 O5ABUDHABI1858 


Province has exacerbated already-strained tensions within the United People,s Freedom Alliance (U 
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as opposed to the type of extremist activity 


the 


the UK is 


a UK advisor will begin working in 


the team is 


Canada has 


the UAE\'s National Anti-Money Laundering Committee 


there is an Australian police officer based in 


they plan to organize 40 


\"From the Gulf: 


, Email:CanningMA2@state.gov 3. Security: All Americans are advised to be continually aware of th 
з FAPC Expert Training Seminar. 2. Control Officer for your visit is Matjaz Kavcic, Office phone: 386 


SIONAL ADVISOR WILLIAM BERGER GENEVA FOR USAID KYLOH ROME PASS FODAG NSC ЕС 
1. Summary. The United Nations (UN) Food and Agriculture Organization (FAO) alerted USUN Rome 


Column 4 


and although the training does not focus 
CT elements are covered in 


the Swiss DCM stated 


the Swiss have police do 


and not a CT problem.) 


in part 


so as to 


but there are some areas 


and police officials in Dubai and 


the DCM querried CTAG members 


and whether any of the countries had Mutual 


an extradition treaty 


Column 5 


because they believe it 


and a prisoner transfer 
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but none of the treaties have been 
and negotiations are still ongoing. Like the U.S. 


but the UK has not made the 


but the Australian 


the UAEG states that an MLAT is a 
Russia Italy 


all CTAG countries reported that the UAEG does not 


however noted that the UAEG has respon 


the British Embassy will 
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Internal Security Department Civil Defense Force 


Immigration and Checkpoints Authority 
Commercial and Industrial Security 
and Corporation of Rehabilitative Enterprises. 


to follow strict hygiene practices and to undergo 


antly has no official stance on Secretary RiceVs proposal, nor does it have voting rights in or member: 


itance, World Relief would construct three classrooms for vocational training assistance, and would p 
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AVA will ban further imports from that location 


Singapore will not quarantine 


either in poultry or in humans. 


the MOH will 


but because 


but to date these offers have not 


тәсі will be Mark Canning, tel: (420) 257 5333 822, Email:CanningMA2@state.gov 3. Security: All / 
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Column 5 
U.S. business representatives are concerned it will 
Singapore 
MOH 
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which AHC Morjane had raised with him. 


where most of the malnutrition had been detected. 


and 


Sanders forwarded the final copy of the 
which RMA immediately forwarded to PRM. The 


although no clear diagnosis of malnutrition 
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the cure rate has been 89 percent. 


and all 


providing for a more 


and that ration distributions 


the 
now 
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VA Strange Position": 


it still 


the privately-owned Arabic daily \"al-Watan\" 
“Тһе Ball is in Israel's Court": 


Israel should end its policy of targeted assassinations 
and give up plans to build 


1anagement committee. 2. Embassy point of contact will be Mark Canning, tel: (420) 257 5333 822, 
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VRiceVs Storm": 


the U.S. has turned its attention to 


the 
so diplomatic calls for 


it will face U.S. might or it will have to 
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government officials and human rights 
Assistant Secretary for South Asian Affairs 


Column 4 


A/S Rocca told Foreign 


V with Congress especially 


such as 
Palihakkara 


adding that he shared some of the U.S. reservations 
Y he declared Wwe do have 


however 


8 he allowed. He also mentioned that the GSL had 
s Rapporteur on religious freedom to visit 


head of the Sri Lanka Muslim 
told A/S Rocca and the Ambassador that his party 
adding that the government has no 


Janatha Vimukthi 


but concluded by 


Column 5 


that the government was working 


ifidence vote of the Iraqi parliament for the transitional government formed by Ibrahim JaVafari was re 


istry of Defense. 1LT Zakirov had no comments and no reaction. He stated that he would forward tr 


il 28 joint meeting with the GOL Minister for Security) that the threat and crime levels prompted her re 


Column 4 


he said 


he acknowledged. Wickremasinghe reported that he 


if the bill were to come up for a vote 
8 


he speculated. 
he said 


he said 


it was on the \"order book" which 
meant nothing. (Note: Per reftel 


but stressed that many of the Buddhist clergy 
such as one 


human rights activists 


Column 5 


the UNP had tried to 


the UNP 


the UNP believes the 


that the 


he 
the JHU 


ing from Javier Solana on behalf of the Madariaga European Foundation. She said the MFA would οἵ 


Column 4 


especially in 


participants agreed; the furor was perpetrated by 
an undercurrent 


Weerasooriya 


but that she is using the GSL bill in a game of 


once having secured that support 
Weerasooriya warned 


once riled 


no political 

the Tamil National 

which drafted one of the current bills 
somewhat schizophrenically 

for an issue with so few 


the anti-conversion specter has continued 


as popular wisdom seems to hold 
itis a dangerously short-sighted game 


in the strongest possible terms 
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she can 


are difficult to defuse. 


that it is not seeking 


a gambit to win a 
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over 60 metric tons 
and an Egyptian military field hospital at 
000 patients). In addition to tens 


Egypt feels that it is lending 


finally approved by 
reinforced by direct 
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05KUWAIT1712 
the Ministry of CommerceVs Al-Ghanim has 


and that he is very active. 


and 
however that the government 


but because they are to Kuwait S benefit. Al-Ghanim 
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there are \"lots of excuses. V" 

who acts as the working 

cited as an example an earlier 

which had to be scrapped because of 

is fully committed to the process 

he 

the message from the U.S. side is not clear. 


the Kuwaitis are hearing completely 
USTR and Patton Boggs. 


the U.S. side was complimentary during the 
but presented a different 


Kuwait s laws on intellectual property righ 


the two sides need to sit 
he said they will 


experienced 


adding that 


the Ambassador said it would be important to send 


s recent raids of businesses selling counterfeit auto 


spare parts 


ssary. 3. Visitors are reminded that bearers of diplomatic and official passports coming to Spain on c 


ralue of Paraguay\'s participation in this Forum but asked for more information about the level of dele 
ar for Reasons 1.5 (b) and (d) 1. (C) Action Request: Embassy Rome seconds Embassy Paris\' reco! 
dentified in ref A, but recognized the need for further EU-U.S. discussions on thresholds for rejecting 


headed by Ibrahim al-Jafaari as an important step for the further stabilization of the situation in that c 


se, May 25-26; and May 30-31, for certification of aids for the Department of Defense and certain fore 
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and noted that he had 


and other critical parts -- pose such a serious 
the Minister vowed to continue 


he has increased the number of 


stepped up the 
and raised 


and has approached the Minister of 


and he praised 
who Al-Taweel believes will 


s ongoing tax dispute 
and while noting that he was not asking the GOK to 
pointed out that this case was 


and believes that the 
s commercial law 


and added that other 


they have not yet resorted 


which is ready to be submitted to the 


zGED MEMBERS OF ETA ON APR. 28, 2005. THE ARREST TOOK PLACE IN CAUSSADE, FRAN 
»eration, Nonproliferation Coordination Office, called in econoff on April 28 to provide an update on a 


gold, coltan, niobium, and cassiterite. As the DRC turns its eyes to peacetime economic developmer 
state found an abandoned boat that contained Glucantine, money, and ammunition rounds on a remc 
onGen Jerusalem/Embassy Tel Aviv cable. 1. (SBU) Summary: Some 28 Palestinians were lightly tc 
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ExxonMobil 


and praised his efforts in pushing the issue 


Al-Taweel predicted it will move forward. 
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\" Taiwan\'s biggest daily 


but Lien did not respond 


and U.S. Deputy 


the pro-independence \"Liberty Times" 
pro-independence English- 
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and Occidental are the U.S. majc 
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ran a banner 


\" and the 


---- Summary ------- 1. (C) President Hugo Chavez has been vigorously pushing for the creation of Τ 
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pro-unification English- 


saying it will open a new page for cross-Strait 


000] commented in its editorial (4/26): 


if he could promote justly and 


it is certain 


not 
but the 


even though Lien travels to China in a 
he needs to act with perfect 
neither haughtily nor humbly and he should 


pro-status quo \"China 
000] said (4/26): 


coordinate the diversified 
and come up with a viable 


but national interests should always come 


i Office raided the headquarters of Dominican television station Virus, located in Santiago, the countn 
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TaiwanVs politics would have a new look 


000] (4/26): 


without 


historically significant. In terms of the 
the CCP is a 


it 


people should not look at the 


the significance of 


the ball is still in the 


or toward Disaster?" 


English-language “Таіреі Times" 
000] editorialized (4/26): 


Chen has given his 


airports in the Dominican Republic. 2. Santo Domingo Las Americas Airport, Santiago Cibao Intern: 
n on Human Rights Paolo G. Carozza. PolOff delivered talking points and c.v. Lezcano said she wou 
ırnment officials: First Lady Maria Beatriz Paret de Palacio, Vice FM Marcelo Fernandez de Cordova. 


|. (SBU) The Ambassador chaired a meeting of the core Emergency Action Committee (EAC) April 2 


2 around-the-clock hotline, which began operation April 29, can receive complaints via telephone and 
nt terror attacks took place in Cairo on the afternoon of April 30. An explosion in downtown Cairo kille 
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which continues to languish in the 


who will believe us in the 


then these two trips may turn out to be 
but the first 


pro-unification English-language 
000] noted in an 


followed by that of 

James Soong of the 

also for peace and 

will definitely serve to help bail 


a ‘priority taskV it promised but failed to 
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it looks like nothing is progressing in Sri Lanka. 

V the 


A/S Rocca stressed. 


Palihakkara then commenced a lengthy 


he admitted but the JVP 


even if they make political 


tend Authorized Departure beyond the current expiration date. 3. (SBU) The EAC unanimously agre: 


EAC) April 30 to review the Embassy\'s security posture following the local weekend. Members notec 


rackdown on illegal music and video stores. The raids were carried out as a result of complaints mac 


na Abdallah would head up Tanzania\'s delegation to the 58th World Health Assembly. Dr. Bwijo also 
2ctober elections in Tanzania and on Zanzibar. The following is a round up of the most recent develo 
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V he opined. 


JVP APPROACHES TO PEACE PROCESS 


but 


if internal 
international attention 


adding that lately both the Indian Foreign 


V he replied \"India doesn\'t want to be іп 
but neither do they want anyone else in the tent. V" 
he asserted 


she said 


JVP Leader Somawansa 


like everyone in Sri Lanka wanted lasting peace 


he indicated 


М. SANAA 863 N.SANAA860 О. SANAA 836 Classified By: RSO Timothy Laas for reasons 
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Sri Lanka Muslim Congress (SLMC) leader Rauff 


especially 
could encourage 


led by the 
should help ensure that all minorities in the 


Hakeem asserted that even those MPs would welcome 


Tamil National 


he commented 


vork in micro-finance. He was appointed for a standard four-year term. 2. (U) Dr. Salehuddin succee 
ss. Four persons, including his two attorneys, provided the taka 100,000 bail (about USD 1600) for h 


2) On April 28, Post conveyed ref A points to Angelique Eijpe, Policy Officer for Syria, Directorate for | 
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the JVP is trying to subvert the principle of 


enshrined in the 13th Amendment by usurping the 
Sampanthan charged. For example the JVP is 

e.g. irrigation 

he said. In particular the MP asserted 


for 
the JVP had halted a Japanese project to 


he claimed. 

the LTTEVs continued violence gives 
the 

he observed. A/S 

the U.S. would 


iu 
although he cited alleged GSL support 


B: they have to be given the opportunity to do 
militant organization.W It is V'unfortunate that 
he charged. 

it would have to accept the tenets of pluralism 


he said. V'We have to bring them 
V he concluded. 


however (septel) and may offer the best hope 


Column 4 Column 5 
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positive 


issued positive statements 
and contributed $20 million to 


and has agreed to train 


while making clear 
such 


and lift the caveats on its national forcesV 


including Bono have 


not the positives (reftel). 


the U.S. has key 


including Deputy 
have told the Spanish that engaging 


; supplementary budget. The second proposal, for soil erosion controls, is nota significant unmet г 


er. Al-Mashan agreed the ITG needs the public support of the international community and asserted 
"ipating in an illegal organization and plotting to overthrow the government. Although no judicial appe 


Column 4 


the full access Spain has granted U.S. forces to 
its continued monetary contributions to 
the U.S. 


such as Zapatero\'s Venezuela policy. 
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although JVP Leader Somawansa 


accompanied by the Ambassador and 
visited Kalmunai 


to assess the reconstruction efforts 


masons and welders. 


but which now cannot be 


and prohibitively expensive to purchase 


Column 5 
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suitable land 
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A/S Rocca viewed the Arugam Bay area another 


causeway and bridge reconstruction as well as projects 


BETTER ORGANIZATION 


accompanied by the Ambassador raised U.S. 

where she said 

Rocca 

particularly for the U.S. military effort a 

although his 

Erskine Bowles was a possibility. 

she continued and the world presented 


the Ambassador 
it appears that nothing is happening. Agreement on 


the Ambassador urged the timely 


Jisiene said the GOL is committed to strengthening IPR protections and would seriously consider the 


¡graph numbering) JOINT STATEMENT OF THE MINISTERS OF FOREIGN AFFAIRS OF THE МЕК 


Column 4 


Column 5 
Palihakkara emphasized that the 
but rather to rights over territorial waters V he 
Palihakkara 
and 


would still go along. 
the GSL was willing to resume peace talks 


such as Muslim parties to take part 


and that they had 


Rauff Hakeem 
warned A/S 


Hakeem complained that there was no 


they would probably expand into 


he warned thereby exacerbating 


Column 4 Column 5 
Hakeem believed that the government would use 


he asserted. The Ambassador noted that he had 
but there seemed much confusion within the 


the more 
aggravating the tense climate 


the SLMC 


Hakeem said. He also argued that the 


Hakeem cynically noted that he would only 


Prime Minister Mahinda 


Norwegian facilitator Solheim is quite clear that 


he insisted. He asserted that 
there was no need for such a mechanism because the 


April 20, 2005, the MFA sent a Diplomatic Note confirming that Turkish Armed forces ordered one Int 
| that Foreign Minister K.D. Knight has been proposed to lead the delegation, but that the recommenc 


"resident Uribe\'s Democratic Security Strategy was designed to combat drug trafficking and terrorisn 
at it is a legitimate transaction. In addition, the post has investigated concerns regarding the end use 
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Amarasinge 
the mechanism would undermine the 


according to Amarasinghe. The 


Amarasinghe said. 


adding hopefully 


events 


Y he concluded. 


citing a recent report from a private corporate 


asserting that the LTTE had 


; a joint ConGen Jerusalem/Embassy Tel Aviv cable. 1. (SBU) Summary. On May 2, one IDF soldier 
lief in the MoHVs Public Health Division. Hrabcik said Austria would follow the EU consensus regardi 


Ὁ 2 million a year. All sales channels are hurting: tourism is down, many U.S. wholesale buyers are s 
as the top economic and business issue they face, and argued for a much tougher law enforcement 
favorable comments welcoming the creation of the Iraqi government at the earliest opportunity. Visit 
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Sampanthan said 
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Marin said he did not 


who was ап adviser to Aznar\'s presidential 
said that the PP had misread the Spanish electorate 


chief foreign policy adviser to the PP 
was less inclined to advocate a shift in 


but acknowledged 


both because it is his own district and 
the PSOE would view a 
when an absolute majority 


and perhaps more importantly lingering voter 
are clearly potent weapons in the 


Column 5 


promising to take up 


O5MADRID1628 


re granted for the import of used equipment. However, internal regulations within the government pro 


he GOE\'s fight against TIP, are ongoing. On April 28, the Ambassador met with the First Lady and e 
disputes. Arcadis signed its contract for an environmental remediation project, completely resolving tl 


Column 4 
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DS/T 


thefts of unattended property 


streets 


in particular). Visitors should only use credit cards 


suits 


seek assistance from Tourist 


unconsciousness 
death. 
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at 


and pick 


and markets or while on \"tuk-tuk 


silks 


and if 


Column 4 Column 5 


although there may be a bus lane that 


they remain 


including Al-Qa-ida and 
have utilized Thailand as a transit 


including incidents attributed to armed local 


the indiscriminate nature 


including 


especially in locations where Westerners congregate 
discos bars 
and other places frequented by foreigners. 


¡lateral Affairs Director at the Interior Ministry (Mol), Brigadier General Kurt Hager. Hager noted tha 


change and release of Aung San Suu Kyi, as well as other key roadmap goals, as Romulo had done ; 


Column 4 Column 5 
and to securely 


which are 


visitors to Bangkok must exercise 


24 hrs/day). On behalf of U.S. Embassy Bangkok 
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who reportedly 


demanded that the military operations in southeastern 
a peaceful environment be maintained and 


the Office of the Diyarbakir Prosecutor allegedly has not 


is handling the 


who originally come from Diyarbakir wounded one police 


sticks and stones. 


a fight 
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mine clearing specialists came from 
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with the headline: \"Sixty 
Lien Chan arrives in Nanjing.\" The \"China 


in which Chen mentioned that 


\' but it is a historical fact that 


pro-unification 


saying it is full of big challenges 


GIONAL ADVISOR WILLIAM BERGER GENEVA FOR USAID KYLOH ROME PASS FODAG NSC Ft 


set May 7 and formally recommend that the BDG sign the Convention. The panelVs only concern, he 
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000] editorialized (4/27): 


V and both men chatted about it on the phone. 


V but it is a historical fact that there was no 


Chen does not acknowledge the words "the 
V but he does not deny “the contents of 


two systems"; it was [an attempt to] 


V are they 


V the contents he referred to were 


but ‘the contents of the talks in 


if 


1. Both Judy Osborn and Mike Peay did a fantastic job as usual, but we were left for over a week witt 


Column 4 Column 5 
M 


we hope that both Lien and 


pro-unification English-language 
000] noted in an 


the mission Lien carries with him is 
he must have 


even though he 


Lien has to use his wisdom and 


ultimately for action by the 
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991 Bilateral Air Transport Agreement (BATA) with the U.S. by May 18th, in order to avoid being taker 


balloting. The five who made the first cut -? Foreign Minister Kikwete, Prime Minister Sumaye, Nyer 
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Spain is safe. However Madrid 


alert and aware of their surroundings. 
or experience any 
please contact the Embassy\'s 


it shares credible 
available on the Internet at 


U.S. travelers can hear recorded information by 


D.C. at 

or receive 
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and in providing non-formal 

including literacy and recreational activities. 
particularly in the west even 


SCF/UK reports in the six months between 


74 percent of them were 


Column 4 

13 percent were in 

10 percent in their third 

and 3 percent were already mothers of three 
not yet 19 years old 


just below malaria and acute respiratory 


which established the UNOCI operation under 
UNOCI was given the mandate of protection for 
institutions 

Y... without 


[UNOCI is] to protect civilians 
within its 


it called 


but does not 


such as the FAFNVs new effort for 


Column 5 


and in their fourth 


and civilians under imminent 


Column 4 Column 5 


it may either 


or 
as confusion still exists on this point. It 


or to go to a health center which has a 


a critical gap is a lack of coordination 

various 

but no one is 

asking particular organizations to try to 

or looking at the entire fabric 

the landscape 

and many issues have not been addressed in this 


as it is doing the same in other countries such as 


who oversees the entire UN humanitarian 


but much more is needed. OCHA recently filled 


but also for all Ivoirians and third country 


isarmamentVs Small Arms/Light Weapons (SA/LW) action officer, Jean-Francois Guillaume on April 1 


; since Uribe took office, especially in Cartagena, San Andres Island, Bogota, and Medellin. 2. Begin 


ummary. Two recent developments in the telecommunications industry have GOP officials pointing t 


ctions. 2. In a major shift to the west, the daily exodus of Togolese into Ghana has accelerated from 


RING AND MWH CASE Classified By: DCM Kevin M. Johnson for reasons 1.4 (b) and (d). 1. (U) M 
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accusing it of being a ploy to engender lvoirian 
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V with a 


s May 


our other key partner (in 


as well as on counternarcotics 


anti-trafficking in persons efforts and other law 


xet May 7 and formally recommend that the BDG sign the Convention. The panelVs only concern, he 


“his is an action request for human rights verification required by the Leahy Amendment; see para. 2. 
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and urge USG support. We may wish 
to insist on some level of PNP financial support for 
as the Department of National Defense is 


respectively. 


NT OF 


NT OF 


efficient and 


weak training system 


poor 
and unrealized strategic vision. It is 


serving a democratic society. 


itis understood 


itis understood that both 


1e past few months. The public and private sectors are working together to implement the IPR law. | 
atection, and repatriation issues. In response to a small pro-settlement demonstration earlier in the м 


senalinov did not provide a substantive response. Ordway NNNN 
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covering the areas of 


selection 

training and education promotion 

logistics management 

professional standards operational procedures 


strategic planning and 


Drug 
Department of Homeland Security among 


ing whether to cover bilateral relations with Iraq from either a third country or its UN Mission. There t 


Column 4 


Column 5 
direct observations 


focus group discussions 
and task/process analysis. 


documents and facilities while the USG shall 
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under-trained 


and under-staffed 
000 buildings. One consequence of this ratio is that 


it is generally only to ensure that 


us of forces agreement with the Netherlands to provide privileges and immunities for U.S. forces in A 


'er updates from USAID/DART in refs A and B, on the ground coordination of relief and transition effo 


Column 4 
fully-trained 


BUET is now training each year 35 
including Rajuk and the Public Works Department 


which has the equivalent of Rajuk\'s mandate for 


and sent more senior engineers to the 


the Asian tsunami 
and the Savar 
there are indications that the BDG is 


a new 


due out in six months. According to the 
one week after the tsunami 


and Public Service Announcements are in 


Dhaka\'s emergency 


hand-held hydraulic clippers 


local Boy Scout troop leaders stepped in to provide 


48 Dhaka-based fire fighters who had recently 


Column 5 
supervisory 


an inter-ministerial 


gloves 


Column 4 


Column 5 
experienced in 
has shown it can 
but even 
it lacks 
the police 


or the paramilitary 
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and stressed the need for more consideration 


and will become more precious as the 


Lebanon needs to 


including the following specific 


Chairman of 


told ESTH FSN on March 21 
which 


the Orontes and the Nahr El-Kabir rivers. 


re many ESTH concerns that are unique to the sub-region. Embassies Muscat, Sanaa and Doha ha 
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USD 440-500 


canals pipes and pumping 


of which USD 165 million was given as a low- 


and noted that it 


the Syrian- 


with 60 


another important aspect of Lebanon\'s overall 


000 of 
000 comes from USAID and USD 120 000 from 
000 of which USD 331 


000 is funded by the 


r troops participating in UN peacekeeping operations (PKO) with MEA Joint Secretary (UN Political) F 
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raise awareness especially among local 
and build capacity for better 


Supported by Cisco Systems 


since in many instances students 
GLOBE is less accessible to 


the Al-Shouf Cedars 


created 
and currently manages it in cooperation with the 


research and monitoring rural 
eco-tourism environmental awareness 
USAID gave the Society USD 


000 to publish a booklet and a CD on the biodiversity 


March 24 Econoff and ESTH FSN met Dr. 
World Health Organization (WHO) Accident and 


money has not been transferred to the UNSCR 1483 Development Fund for Iraq account at the New 
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and financial support to various joint 
the Ministry of Health (MOH) 
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childhood injuries 

violence against women 

and emergency preparedness. In 2003 
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but that the 


Prof. Eytan Gilboa writes that the newly 
but that it will not change 

Jerusalem Post featured 

the initiator of the think tank Gulf 


who urges dialogue with 
but has also castigated U.S. pro-Israel 


the 
which are starting now. This second 100 days 


the fate of the peace process the fate 


1, May 16-21, to attend and participate in the Second International Conference on Immunopotentiator 
Scattering by Nonspherical Particles. 2. Embassy understands that no assistance is necessary. 3. 

souf expressed his pleasure in receiving the message and stated he would immediately pass it to Pre 
On May 4, Econ Unit Chief delivered reftel talking points, background paper, and names to Birgit Ertl 
eneral Assembly, who will visit Panama during May 12-13, 2005. 2. Embassy Control Officer for the 
6 stating that while it supports the idea of an international conference on lraqi disabled issues in princ 
AY 7 This is a joint ConGen Jerusalem/Embassy Tel Aviv cable. 1. (SBU) Summary. IDF forces ος 


| by Charge Gordon Gray for reasons 1.4 (b) and (d). 1. (SBU) The Charge chaired on May 4 a me 


Column 4 


if he 
if he succeeds in 
if he takes over land and property 


as well as ours.... Abu Mazen\'s 


Sharon\'s aides described Abu 


and he must 
because there is nothing behind 
as of now 


and hear from him face to face 


we will cross our fingers.\" 


pluralist Yediot 


left-leaning HaVaretz: “Тһе Syrian 
ostensibly completed yesterday 


pluralist Yediot 


Syria is completing 
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is toeing the line. He will 


‘least for now, and Post recommends keeping up momentum by dispatch soonest of team or teams і 
orandum of Understanding regarding Missile Defense Modeling and Simulation. We will pouch the o 


jo elections happening within 60 days because that is what the Constitution provided for, although the 


and Inke SA., for compliance with FDAVs current Good Manufacturing Practice Regulations. 2. Επι 
ne 17-25, to attend meetings of the American Society of Limnology and Oceanography and associate 
ke research with colleagues at the Grupo Ferrer. 2. Embassy understands that no assistance is nec 
1eeting and participate in working sessions of various technical committees. 2. Embassy understanc 
Affairs, UN/International Terrorism and Illicit Drugs section, Third Secretary Eoin Duggan. Duggan s: 


JN/International Terrorism and Illicit Drugs section, Third Secretary Eoin Duggan. Duggan said the GC 
¡reement (TIFA) to Antonio Fernando, Mozambican Minister of Industry and Commerce. The Minister 


he core Emergency Action Committee (EAC) on May 4 to discuss the local security situation and revi 
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one may hope that war-torn 
which during the past three decades has mostly 


will be able to find the golden path despite 


and has already shown its 


But U.S. Doesn't Trust Assad\" 


left-leaning HaVaretz (April 27): “Тһе 
ostensibly completed 

is far 

Syrian President Bashar Assad 


even if he obeyed the explicit American demand 


beginning with the issue of the Iragi-Syrian 


Washington simply does not trust Assad.... 
Assad 
and at worst is an incorrigible 
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left-leaning HaVaretz (April 27): 


but because the current [U.S.] 


the Palestinian Authority was 


whereas Israel retained control of 80 
the 


which received a 
without renouncing 
Israel 


We planned coordinated interdiction and eradication ops for March and April in the Yanajanca area s 
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with which it may be 
given a 


pluralist Maariv (April 27): \"Iran will have 
and Israel must prepare to reduce the 


Israel must also avoid a direct 
and must remove from its 


with 
with everything this implies. 
and harasses it through its 


there is no direct conflict 


with which it may be 
given a 


including terror attacks around the 
and also 


on its own and with its own 
Iran\'s nuclearization not only today and 
not to say until the end of 
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reduce trafficking in persons. 2. The Control Officer for your visit is Colleen Hyland, Office phone: 3: 
105 with Ministry of Foreign Affairs (MOFA), APEC Task Force Chief Lisa Li-hsin Chuang to deliver rel 
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which provided for sanctions for certain such 
remains U.S. law. The U.S. continued to be 


most executives said that 


with agencies 
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V and not just 
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5. Embassy will convey GVN\'s response as soon as it is received. MARINE NNNN 


Column 4 Column 5 


4/27/2005 11:00 O5PRAGUE611 
4/27/2005 11:06 05COLOMBO792 
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with 

the way the regulation was written which allows 


creates an equity issue that could 


particularly on the housing front as a result of 
we think that any approach to the 


this Government in 


we suggest the following 
and request Department and other agency support as 


we believe representatives from FEMA USGS and other 


per se but instead 
with emergency 


but merely provide input 


but should look for ways to promote a proactive 


to abandon the zones in favor of 
at least in some areas not just as a 


and could be touted as the result 


om sales of the donated commodities for a fund, called the AmbassadorVs Fund, to be used for smal 


1e evening of May 4 that FonMin Gul had also called KDP leader Masoud Barzani to offer condolence 
n of the Commodity Identification Training (CIT), which was scheduled to take place in April, but was 


ense for International Security, Ms. Mira Ricardel, accompanied by Ambassador Ralph Frank, met wi 
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INCLUDING VIS-A-VIS THE U.S. THE OUTCOME IS A MAJOR 
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ON THE IRAQI ISSUE FOR EXAMPLE. 
IE 


3 
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POINTS 


DIRECTOR OF THE OBSERVATORY FOR ARAB 


ANALYZES THE VDILEMMAS OF HEZBOLLAH.\" (SEE PART C) 
BASBOUS 
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HIS MOTHER\'S APPEAL TO THE FRENCH 
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CHANCELLOR SCHROEDER\'S 


LEFT-OF-CENTER LIBERATION COMMENTS: \"THE FIRST 


MAY 


:CHOS 
WITH COMMENTARIES CRITICIZING THE TIMING OF 


AND \"BREAKING ΤΗΕ FESTIVE SPIRIT" 


EGYPT SAUDI ARABIA AND IRAN 


PARTICULARLY AS A SCENARIO FOR A SHOCK BETWEEN 


THE MOMENT OF TRUTH IS FAST APPROACHING. THE 

Y WHICH SPREADS ACROSS 

IS NOT TO THE LIKING OF SYRIA. UNTIL NOW THE 
ICH 


R ONE 
SYRIA HEZBOLLAH FACES A NUMBEI 


TS 
LL 


PUTIN IS 
T TO 


TESTS SOUTHEAST OF MODNIN This is a joint ConGen Jerusalem/Embassy Tel Aviv cable. 1. (: 


irity Policy (Acting), Ms. Mira Ricardel, accompanied by Ambassador Ralph Frank, met with President 
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HE SHARES THE SAME APPROACH DIRECT AND WITHOUT 


ESPECIALLY WHEN SPEAKING ABOUT THE FIGHT AGAINST 
RUSSIA RETAINS AT 


THE FORMER SOVIET UNIONVS ROLE IN MIDDLE EAST 
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NOW THAT SYRIA HAS BEEN WEAKENED 
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including TEPE-Nacap. The article claimed 


it had demanded extra payments from BOTAS. 
according to the article BOTAS made a 


because of proximity 
harking back to the 
but claimed 


took their cut and then 


«h was a well- connected business figure and philanthropist. His death is expected to have notable sc 
nittee,\ he did not provide concrete Vnext steps\' to implement the SanVEgidio brokered plan for the r 
‘ing which the incumbent parliament is not operational and cabinet ministers spend much of their time 
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they resort to arguments about scope and 


and was considering initiating a court 


but not Systemic Abuses 


mountainous terrain 


but is still not all 

the naming 

Osman Gokcel 

brought a serious management perspective 


but 


BOTAS may have not adhered 


the plethora of sub- 
some apparently chosen for political 
more than technical competence 


which may remain a lingering issue. 
multi-country projects for future 
Embassy finds no credence in 
while a London-based Kurdish 
domestic groups have made no 


next to 
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it was inevitable 


fourteen 


has led to 


General Assembly of the OAS. 2. Moreno and Benitez advised that FM Leila Rachid will head Parag 
1 Paraguay has received similar requests from four other countries -- Argentina, Uruguay, the Domini 
022 0002 ------------------------------------------ 0000000 PD&S $40,222.00 $20,874.90 $19,347. 
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countering the shrill claims of 


Embassy and reps discussed 


responsible for BTC security in 


agriculture animal husbandry 
and womenVs education in addition to 
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and the Cooperation on Amazonian Ecosystem 


which is 


2005 in Washington D.C. 
that would necessitate a timeline where 


to allow time for the legal scrub 


these arrangements are now required by Brazilian law. 
the GOB announced a new policy requiring that the 


R: 57-1-426-6466 Captain Elba Lucia Granados Leon DOB: 26-Jun-68 Cedula Number: 2358 


ty Partnership SUBJECT: Security and Prosperity Partnership in Canada - A Mid-term Update Ref: C 
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environment and health that could be more 
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Brazil is a powerhouse 


ahead of countries such as Austria Poland 


and NIH has nearly USDOL 15 


NASA and SI to 


and timely 
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eres, Permanent Representative to the OAS -- Ambassador Mario Sandoval, Director General of Μι 
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but 


J/S Rae underlined that 

India is still looking for concrete actions from the 

Rae 

including an understanding that the state of emergency 


and that 


along with 


explaining that the poor 


V (Ref C) Rae complained 


suggesting instead that Nepal needed other pillars 


Rae opined that it will be difficult to assess if 
or merely 


f two new consulates, one in Davao, Mindanao and the other іп Loag, on the northern tip of Luzon isl 
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and \"not to keep hearing reassurances\" from the 


but 


Conditions Remain 


and 


V meaning after positive actions by the palace 


and that it was most important to keep 


he speculated the King would be willing to do m. 
but might use future 


that there was pressure from other parts of the 
notably the military to resume assistance 


Rae added. 


but was unsure about 


y Cooperation Working Group (SCWG) meeting held in Ankara, and to the 30 June 2004 Embassy D 
»nomic newsletter based on South African press reports. Comments and analysis do not necessarily 


(SBU) On May 6, post conveyed reftel name, background paper, and talking points to Birgit Ertl from 


forming a Russian board of directors (CPC-R), combined with a demand for a variable tariff on oper: 
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the J/S expressed interest in a USG assessment of 


Rae said it was unlikely that China would step in to 
the J/S expressed 


despite official assurances from the Embassies of 


his admission of the pressure from the Indian Army to 


and how 


not an assessment of the military balance. 
he conceded that Indias hang-tough approach rests 


he had asked for a meeting and 
a country with which we have 
very intimate relations | did 


compulsions in which he had to take action 


a country with which we have a 
we have always regarded constitutional 


, Arms Reduction Control and Inspection Activities Support Center, Republic of Kazakhstan Ministry c 


1ary: On May 3, the Ambassador received the visiting IMF team, here for the fifth review of Paraguay 
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and in the light of developments in recent 


and therefore on the whole | think the 
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the Armenian media expressed 


once again!" to honor an alleged 


opposition 


controlled by the main 
offered an opinion which came in 


reaction to the U.S. 


idian Coast Guard (CCG) Headquarters. Armstrong stated that he would advise CCG management « 


'easons 1.4 (b) & (d) Summary and Comment ------------------- 1. (C) Formation of a Croatian Coast C 
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a popular opposition newspaper 
V in which һе 


V with the April 26 front-page title 


a pro-western opposition paper 
\"The President again resorted to the use of 


another opposition newspaper 
\"They\'re Not Afraid of Hurting Our 
V on April 26. The author reflects on the 


saying 


in spite of the influential 


a newspaper run by the Armenian 


] joined opposition newspapers ARAVOT 
and A1-Plus 


YERKIR 


reported 
campaigning for 


pledged to properly characterize the genocidal 


\"In retreating from his promise 
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\"[They] 


wrote 


published an 


\"Maybe [U.S. Presidents] want tc 


in expressing disappointment at 
the only 


\"In February of 2000 


I| would not commit support to a nominee for the ICJ at this time but is aware of Judge Buergenthal\'s 


There does not seem to be any evidence to support this. UNHCR has been following the issue of the 
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\"President Bush again did not use 


this would not 


closely linked to 
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once again 
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according to the Bishop - the 
a diaspora group claimed 


but the Bishop played down that 
stating that organizers were able to feature exactly 


if not on the invitation. End note.) 


but that his 
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attend the 8th Annual Conference on Electromagnetic and Light Scattering by Nonspherical Particles. 
on Audio-Haptic Interaction and to meet with collaborators and colleagues to discuss multi-modal inte 
SHOWING; QASSAM ROCKETS LAND IN SDEROT This is a joint ConGen Jerusalem/Embassy Τι 
3. Visitors are reminded that bearers of diplomatic and official passports coming to Spain on official | 
to travel to Madrid, May 30-June 7, to attend two meetings: the Annual International Burden of Foodk 


to do CAFTA events in New York and Washington. He looks forward to the trip, including the opportu 
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Syriac 


but that now only six families remain (in Midyat and 


approximately 50 Syriac homes in the village 


according to the Syriacs 


contacts allege that land associated with 


by means of local 


000 Euros 
at best 


representatives of the 
with 
as they have been renovating 


with funds raised by 
and appears to have at least 


unlike 
who used the grounds of the church as a 
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and contacts 


we were told -- by the State 


luman Services, Food and Drug Administration, to travel to Sevilla, May 16-20 to attend the Global Η: 


PRIL 2005, MADRID SUBMITTED EIGHT VISAS VIPER CABLES IDENTIFYING TWENTY-FIVE IN 
conscripts cannot be sent abroad and only professional soldiers who volunteer may be sent out of cc 
ssary and costly and that issues of UN reform should be discussed in New York. Lacroix agreed. 2.1 
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500 years) and had an 
to 
both 


there have been no practical results. More 
contacts 


have also been unproductive to date. 


V despite their apparent skepticism 


but also work 


as they did in the case 


contVd: It appears that ethnic Kurdish 
many of whom are likely village 
as well as local officials were more than happy to 


and indeed the region 


and put the villageVs 


as important its commitment to religious tolera 
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these popular sites nevertheless offer a 


i-Paul Normandin, Director of the Human Rights Division at Foreign Affairs Canada, on May 5. Norm 


edivac 27 of the injured from the Erbil bombing and 10 of their family members for advanced medica 
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Assistant Secretary of 


she also addressed misperceptions that the United 


\"We welcome 


V'Thank you for this opportunity to dialogue with you. 


decisions made by our friends around the world may be 
but it is critical that the 


many others expressed genuine concerns about 
the process of clearing immigration upon arrival 
and anxiety about perceived anti-Arab sentiment in 
VWhy is it that Arabs 


aviewed by the Attorney GeneralVs office and by several ministries. Reid didn\'t know when the docur 
es against racism put forward by Brazil in the OAS. Unofficially, Roman said that Peru had reacted fc 


o agreed there was no reason to negotiate an additional instrument on racism and said he would spe 
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and stressed that the new U.S. immigration procedures 
but also everyone in the United 


reminding her interlocutors that people from 90 different 


the U.S. Embassy administers a number of competitive U.S. 


students can obtain 
Masters 


or Ph.D. degrees. Information at 


which provides 


which provides scholarships for students who wish to 
humanities 


and 


many American universities offer scholarships to foreign 


you may also contact the Educational Advisor 


their 


and their application process. Another 


, ECON, EINV, JM, SNAR, KCOR, KCRM, ELAB SUBJECT: KINGSTON POL/ECON ROUNDUP: AF 
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especially since September 11? 


there is a high degree of respect for religious and 


VWe want Omanis to come to the United States to better 


its people and culture. | very 


ion, issue a statement of support for the Iraq Transitional Government. Hernandez subsequently info 
п our position. However, she wished to review the text of the resolution providing a mandate for the v 
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illegal organization that 


\"Defense attorneys have been allowed to represent the 
but the only evidence that they have are files 
the defense attorneysY case 


You can purchase guns like those in any 


the defendants are accused of selling weapons. 
why would they 


\"Can our Sultan who is 


VNext Monday 
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United Nations Development Pro 
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United Nations Development Program (UNDP) - 


United Nations 


Institute 

Food & Agriculture 
Cairo 

Conrad 


Cairo 


Cairo 


Ain Shams University Cairo. Major: 


xor who was traveling in the same car was also killed. The victim\'s cousin, also in the vehicle, was w 
Gaceta, akin to the Federal Register, on April 20. 2. Honduras signed the convention on Мау 17, 200 
egation to the OAS General Assembly will be led by Foreign Minister Leonidas Rosa Bautista, and wi 
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The English 
Cairo. Arts Section 


VServe Your Country" 

in partnership with Ministry of Youth 
“Тһе Volunteer Network - Egypt" 
\"Nahdet Masr\" 

Cairo 

\"Fathet Kheir\" NGO 

Cairo 

\"Sahara Safaris\" Forum for Desert 


\"Pen Temple Pilots\" Forum for Art 
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's desire to improve relations with Iraq. The FM noted that an Iraqi delegation, perhaps headed by Pi 
Minister of Foreign Affairs Qirbi on May 8. Qirbi said that he had not heard of the organization and t! 
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more so than she 


and has helped organize conferences and summits to 


Nora 
but found the work uninspiring. When 
she found her 


and will continue to 


connections Nora would make on the IV 


TION 1. (SBU) Post contacted Tarek Kabil, Chairman and CEO of Pepsi Egypt, and Lobna El Dessc 


ttee (EAC) on May 7 to review the Embassy\'s security posture following the local weekend. Member 


‘ontrol and Counterproliferation Peter Shannon, and separately to International Safeguards Director F 
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TV Nile News reporter to participate in 
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Al Ahram\'s Scientific Section 


з to be the focus at the spring National Assembly (NA) session that opened on May 5, the Governmer 
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Cairo University. 


Egypt. 


dmission to the PSI core group. In this context, MEA officials cite the April 15 discussion between the 
n Minister with no visible effects of his illness. 2. (U) On May 5, the heads of diplomatic missions in [ 
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in particular 


out of personal 
especially U.S. scientific 


technological 


the most recent of which was \"Circus 


he has never been to the U.S. An IV program in 


especially scientific 
which would reflect on his work upon return. 
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1992-1996 
Channel III-ETV 


) separate cases for entering Iraq to fight U.S.-led forces, or providing training to others to fight there. 
s to sign bilateral FTAs with the U.S. This Saudi approval of an exception for bilateral FTAs with the 
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Ain Shams 
Faculty of Alsun Spanish Dept. 1983 
Cairo University Faculty of Mass 
1993 


MTV in London 1994 


UNICEF Office London 1994 


adidacy. 2. While she did not explicitly suggest a quid pro quo, Ambassador Mulamula inquired abot 
fairs Department at the Ministry of Foreign Affairs. Ambassador Mulamula said that she would consul 
1. (SBU) Summary: A team of Federal Aviation Administration (FAA) and Transportation Security Adm 
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program could enhance her creativity and 


ON MAY 6, 2005 AT 1800 HR. THE AGREEMENT IS IN FORCE AS OF THAT DATE. NO PARLIMI 


vernment and offered to assist the country's reconstruction in areas of mutual interest (text in para З 


he Ambassador with the results from a poll he commissioned indicating 50% of Kuwaiti men back full 


Column 4 Column 5 


4/27/2005 13:35 05ANKARA2389 


who had been unaware of the request but 


the MFA would then be prepared to 


and he was eager to receive any 


a former national security advisor to 
explained that water policy has long been a chief 
Turkey has 


and it has explored ways to use 


which does not consider water a national security 


but rarely implements its yesVs. V 
any change in Turkey\'s conservative policy will 
he concluded. 


Former DSI president Dogan Altinbilek 


Iraq claimed that 


then Turkish President Demirel was a hard-liner on water 


, the International Crime Division (AGC) and the Regional Security Office (IDC). In a follow up discus: 
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the three 
he added. 
the lack of mutual trust 
and Turkey has 
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in the context of the Vienna Convention 


one that doesn\'t involve them having 


in 
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Allam-mi 


the Minister asked 


and knew that U.S. 
these were matters 
and it was wise that the Chadian Mission had 


since it is 


the next step appeared 


or would soon apply for 


he added. 
but the issue of a squatter in a diplomatic 


from the GOC\'s point of view. 


and both the Minister and Allam-mi were 


which is what Soubiane is no 
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itis not out of the 


less enthusiastic protection of the 

or slow visa approvals. In an environment 
this would be 

and appears avoidable. 


but it seems reasonable that the GOC could 


if it 


the police would 


it appears from today\'s meeting that the 
the more 


the embattled President Deby) and 
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iscuss the talking points with Multilateral Affairs Director Mario Sandoval, who was unavailable that d: 
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the 


nine percent over three hours a day. 


embers: Rep. William Delahunt (D-MA) Rep. Gregory Meeks (D-NY) Rep. Barbara Lee (D-CA) Rep. . 
) visit Taiwan diplomatic partners Kiribati, the Marshal Islands, and Tuvalu, President Chen flew to Fij 


'equest for human rights verification required by the Leahy Amendment; see рага. 2. 2. (U) JUSMA! 
'ause is working with the academic community in Singapore to encourage AI discussions with regione 


Column 4 
Food Safety Agency Director Doctor Maria P. 
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4/27/2005 14:15 


the task force took no further action on 


the Luxembourg 


at its March 16 General Affairs and External 
postponed opening of accession 

due to the GoC\'s failure to fully 

EU leaders orally 

after heavy lobbying from Austria 

UK and 


together with High Rep Solana and Enlargement 


just after a regularly scheduled session of the 
which 


chief 
told us April 27 that the task 


it 


including the retirement of 


Del Ponte was reported to have 


\"there will be full cooperation when Croatia delivers 
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to establish an ad 


duty director in MFAT\'s Trade Negotiations Division, reported to us that a proposed revised offer for t 
id of stability that would allow the government to carry out its duties, particularly the drafting of a new: 


ns Control Bulent Meric and BG Haldun Solmazturk, Department of Disarmament and International S 
; Scott E. Gable; and Michael G. Hoxie to travel to Algeciras, May 23-June 2, in connection with the Ν 
(SBU) The Chief Election Commission (CEC) MA Sayed said that the elections were fair but both sid 
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but Asenius told us the plan 


including two new laws on intelligence 


Luxembourg FM Asselborn was very 
that ICTY cooperation is “ап 


and that such cooperation goes through the Hague 


not taking any overtly 


\"you have to do your 


EU member states were told the task 


following consultation 

when there had been significant further 
in a Presidency initiative that took our 
the Luxembourg 


any GAERC discussion would likely take 
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4th International Association of Science and Technology for Development (IASTED) Conference. 2. 
1 Obstetrics and Gynecology, and attend a Seminar on Signaling Networks in Immunity and Inflamme 
, Sponsored by the American Society of Limnology and Oceanography. 2. Embassy understands tha 


red (HbZ) and Ambassador met May 8 to review developments in Iraq and U.S.-UAE relations. At ou 


y delivered congratulatory messages to both President Jalal Talabani and Prime Minister Ibrahim al-J: 
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despite orders from President Abbas to stop 
V endanger disengagement and 
Mofaz 


but such steps had not 


the PA had warned the 
one PA 


ammunition and Russian APCs; 


reiterating 

not 

deficits. General Ward noted that the GOI and PA 
or vicious 

whereby the Israelis claim they cannot assist the PA 


noting that any 


ansider our request and respond as soon as possible. MANZANARES 
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but implementation depends upon Palestinian actions. 
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noting that a 


maintaining that the PA had designated Dahlan as 
that Dahlan could include whomever he wanted 
and that the GOI must focus its efforts on 
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and later President Abbas and 
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\"we will target them. General 
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when meeting 
should fearlessly demand that China destroy 


the editorial said; if he does not the editorial 
he is simply a political liar. A pro-unification 
on the other hand 


He Will Become a Public Enemy of the 


000] editorialized (4/28): 


striving and saving China [during his 
China and Taiwan 
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China is the real 
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how 


and how to save Taiwan\'s independent sovereignty 


he should 
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research assistant of TaiwanVs 
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even though the ruling 


the State Department still 
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the focus of 


once both sides of the Taiwan Strait resume 
the United States will no longer stand on the 


not Beijing.\ In 
Washington stressed that the best way to 


it will not only miss an excellent 
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however 
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on the other hand 
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the imposition 
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but much less severe than many analysts predicted 


that 2004 taxes (at the higher tax rates) were 


since the GOR is faced with increased 


on April 7 the GOR approved a draft law 


now being debated by the Senate Budget and 
imposes jail sentences for tax evaders on 
leaving little room for creative 
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however about the corrupt mid-level mana 
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although a longer time horizon is 


the GOR made amendments to the fiscal code in 
capital gains 
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rather than the product of Sri Lankan 
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JHU representatives claimed that 
it 
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the Archbishop 


V but that the Church has not yet scheduled 


it is only 


according to 

Cardinal Man of Ho Chi Minh City had requested 
but this was refused 

and Archbishop 

that this appeared to be a case of local 


and has also received permission to physically 


and will bring in 50 more this 


followed by one in the north but no dates have 


eed, nor can the project be readily monitored. STILLMAN 
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Kiet expressed 


while northern VietnamVs other seminary in 
draws from only two. Although the Hanoi Seminary is 

the end result is that it can only train seven new 

while Vinh can train fifteen. 

V however. The Church 


where the shortage is greater. The Ordinance appears 
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but 


ties appear to be warming. The GVN made positive 
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will be approved to lead that 
Vietnam\'s Government Committee for 


Archbishop Kiet speculated that 


\" including U.S.-Vietnam relations 


MFA Western 
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in \"many cases V the Vatican has not consulted 


Pope John Paul ll named Archbishop Man of Ho Chi 


and we know of none other 
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with USD 6 billion 
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perhaps better than anybody that it is doubtful 
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or 
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basic interests have 


left-leaning HaVaretz editorialized: WEven 
which 


Israel cannot wait for foreign 


left-leaning HaVaretz editorialized (April 


and the continuation of 


ever since President George W. Bush 


who for the first time in years 


it will change the entire 


the regime -- of Damascus change 
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hardly to 
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ng revisions to the International Health Regulations (IHRs). Hrabcik noted that, in principle, the GoA 


Column 4 
perhaps more than half. 
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the question about its outcome is still open. 


this brief visit by President Putin could be 


but in actual fact 


4/28/2005 10:06 
\DERS 
ACCORDING TO FRENCH 
=D 
ΗΟ 


Column 5 


relations between 


O5PARIS2873 


iourcing elsewhere, and Haitian items are not very cost- competitive in the Caribbean gifts market. Αἱ 
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the founder of Hoa Hao 

as well as the interpretations of Le Quang Liem.) Under 

the copying and distribution of audio-visual 

V and must be 
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who told us that her family 


a number of Hoa Hao supporters stood 
listening to the trial through the court's 


we spoke with Huynh Nhu Chau Head of the 


Chau said that to his knowledge 
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it is trying to assuage concern voiced by the 
while 
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there are 667 persons under its 


498 persons have received recognition as refugees 
22 have cases pending 


since the 
35 individuals have been voluntarily 
82 have been resettled abroad 


although the majority of these had already crossed 


so resolving 82 cases in less than three 
Utkan 

the UNHCR expects to resettle 29 

and an 


with an eye to accepting cases in 2006. 
but 


Utkan admitted. This number has dropped from 350 


the UNHCR is 


and this 


the UNHCR\'s 


if these individuals have been offered asylum 
been counseled repeatedly on the potential 
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the UNHCR position is that 


\" Utkan 
and its lawyers are currently carrying out an 


and was 


and believes that a successful result 


however and while the Cambodians sent ε 


Utkan believed that the problem would be worked out 


' said, was the extent to which Bangladeshi laws must be amended but now believes such changes w 


vout legal advice and certainly felt the lack of continuity in our legal representation while we were eng; 
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so Utkan is hopeful it will 


despite the Cambodians declining in 


the UNHCR 
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labeled \"foreign interference. V 


because in GomaaVs words: \"such fundir 


along with the dignity of the Egyptian people"; 


1to the European Court of Justice (ECJ) for violations of EU law. Chyrsanthopoulos proposed that th 
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America only understands power and 
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Hanat Al-Yak 

which discussed USAID assistance to 
daughter of Al-Wafd party Chairman Gomaa. 
along with one speaker in support. While the 


the program\'s 


000 U.S. experts and 22 


000) and Nahdet Masr (circulation: 
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000). A March 18 profile about USAID assistance and 
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the real target is the GOE. When 


the opposition looked for a new 
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that percentage 


a number of Chavez" military 
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and Vice President of a bank in 
he worked in Miraflores 


a Vice Minister of 
a Vice Minister of Interior and Justice 


where he developed his 
and from where he launched 


Chavez has transformed loyalties and bonds into 


and in some cases control of large budgets in an 
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when the military side of the Fifth Republic 

however dissipated with the change in the 
with the exception of those called 

has been tapped more 


Chavez is 
casting 


and even in the pre-Chavez era 
with 
plainly 


Corpovargas initially had a budget of $1.4 
after just three days of rain in February 
it was 


never 


lower-quality materials. 


4/28/2005 11:53 O5NEWDELHI3213 


5 and again on April 22. Guillaume told poloff the MFA appreciated being informed on the matter add 


text: VISIT OF THE SECRETARY OF STATE CONDOLEEZA RICE ASSESMENT OF THE TRAVEL 


o improved competition in the market. America Movil, a Mexican company owned by Carlos Slim, ac 


Column 4 


having learned a 


which remains completely stalled; 


Y because both 


and the intervention by a 


which is located downriver from 


would be damaged if Baglihar were used for flooding 
as 
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PM Manmohan Singh 
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a New Delhi-based World Bank 
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despite their pre-existing annual memberships on 


Y ranted one 


profit maximization is what motivates 


despite the 


spending 70-100 USD a head. By 


an annual membership offering unlimited golf (carts 


for example 
now fetches more that 1 


with a number of regular golfers opting for 
there are 
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and all-inclusive 


can expect to pay a mere 650 US 


who play most weekend 


the only course in the 
000 USD 
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one can 


the clout of the Tunisian First Family 


this is hardly virgin 
since the son of the country's first President 


a brand of laundry soap 


such as rose and jasmine water 


often made from a family recipe. But is this 


and welcomed guests this year with 
Omo has obviously 


upper class Tunisians 


which are 


some say the price is a 
and 


and knowledgeable sources say growing numbers are 


the British National 
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is currently 


are used to 


ler scale humanitarian and/or developmental projects selected by the Ambassador. Once the Ambas 
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at 


images that later wowed the doctors back in the states 
and the skilled surgeon 


performed the delicate operation without 


the clinic has flaws that undercut its value. 
its marble is not treated with an 
and patients and equipment slide too 


forcing the patient to 


knoweldgeable sources say is 


i.e ambulances and EMTs; and 


there are not enough trained 


Hat And Hair At A Time! 


and we believe Tunisians\' affinity for our 


Tunsisians felt personally affronted over 


no-show rates at Embassy events were significantly 


this is no 


35. COMMENT: Relations between Barzani and the Turks have been strained of late, so this phone с 
eventually postponed to a later date. EXBS Advisor worked closely with MFA, Customs and Turkish . 


th Ivo Sanader, Prime Minister. In addition to a tour of regional issues, Croatian Prime Minister Ivo S; 
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though there is still much room for 
some 


if not the war for hearts and minds 


another theory is that TunisiaVs foreign policy for 


until France surpassed Spain. Then after World War 
it was the U.S. versus the Soviets who subsequently have 


the Ottoman-backed semiautonomous local 
the Beys of Tunis) could no longer balance French 
in the early 1990s many 


Tunisians fear their country 
we believe they 


these fears are diminishing steadily as all 


all shows sold out quickly 
sales of pirated 


and small 


many (including the GOT) cite young womenVs 


Column 5 


in Tunisia. 


and groups 


SBU) Summary. IDF troops shot and killed two unarmed Palestinian teens near Bayt Ligya village (o! 
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Tunisians have begun wearing New York 
and now we 


not to 


poloff noticed lower middle class 
as well as upper class Tunisian children 


but the existence of Blond Arab 


but lower middle class women are doing it 
albeit with somewhat darker dyes. While this is still a 
we submit the hypothesis that the rate of growth 


but if true 


baseball caps 


blond hair for Tunisians signifies Europe and the 
the Hijab 


these are ways young 

or just 

or some combination of both. 

we predict further positive developments. 
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t Stjepan Mesic and Berislav Roncevic, Minister of Defense. In both meetings defense reform and th 
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2005. The new government hailed this 16 percent 
boosting 


the 


the imposition 


an 


but much less severe than many analysts predicted 


that 2004 taxes (at the higher tax rates) were 


since the GOR is faced with increased 


on April 7 the GOR approved a draft law 


now being debated by the Senate Budget and 
imposes jail sentences for tax evaders on 
leaving little room for creative 


000; four to 12 years for those 
000; five to 16 years for those 
000; between 10 and 20 years for 


cial impact. END SUMMARY 2. (U) A former General Attorney, Cheikh founded COMAD in 1996. Hi 
'eturn of FDLR members and their families to Rwanda, and seemed out of touch with realities both in 
3 on the campaign trail. Following the elections, the formation of a new government will likely take an 


uay\'s delegation, but that the composition of the rest of the delegation is still under consideration. ΤΙ 
zan Republic, and Bolivia -- and all four are under consideration. KEANE 
10 KEANE 
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traveled to Bucharest to review the MOFYs methods 


however about the corrupt mid-level mana 


partially composed of law 
in an attempt to examine reports of 
this unit would have the 


although a longer time horizon is 


the GOR made amendments to the fiscal code in 
capital gains 


Post is cautiously 
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is the continuation of a high level of mid-manager 
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although Israel V'has heard 


and the GOI supports our plans. Prime Minister Sharon 


told the DCM in an aside 


but said that Vthere are very strong 


based on information he received from the MaVale Adumim 
the approval process is clearly moving 


and the redrafts are being done by two 
Yoram Fogel and Amatzia Aharonson. The 
Benny Kashriel said the alterations 


Жама 1104 1. (SBU) Summary - From a distance Mission Canada is heartened by the effect and att 


jlization process. Giron offered one caveat, however, stating that he needed to confirm if the Interior 
Iltilateral Affairs -- Minister Elisa Ruiz Diaz, Alternate Representative to the OAS -- Counselor Liz Cc 
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press indicated that he reportedly told the Knesset 


Kashriel told Consulate poloff on April 18 that 
and the GOI supports our plans. Prime 
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sludge 
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and enhancing crop yields and 
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and 
managing heavy metals 


though 


animal manure 
is much less regulated than 


however 


Israel is carefully testing and regulating the 


V have 

standards for maximum 
warning 

and restrictions on when 

for example by prohibiting its 
near water sources 


reclaiming 


but Jordan 
in part with 
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is public acceptance. 


although fundamentally the 


have the potential to engender a 


where and how biosolids 


and on produce 


and. According to information provided to TaipeiVs office in Manila, the request was made personally 


lip Note outlining specific questions Turkey must answer for every Third Country Transfer and military 
‘reflect the opinion of the U.S. Government. Topics of this week\'s newsletter are: - Signs of Slowil 


the Financial Market Division in the Ministry of Finance. Ertl promised to distribute the information in 


ating expenses (OPEX), created the logjam. In earlier meetings with Ambassador Ordway, Chevron 
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although these gains don\'t emerge 


had a richer 


had more blossoms and contained higher quality grain 


phosphorus 
zinc and other micronutrients in the biosolids. 


Practical Follow-up 


the 


and fewer from regional participants. 


with occasional flashes of 


participants offered several ideas for 
and stressed the need for practical 


including expanding scientific knowledge 
building person-to-person contacts in the 
and advancing a sustainable development agenda in 


and participants are ready 
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potassium) and the presence 
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2005 

Division of Science and 

(DCTEC/MFA) an official notification (number 152 
2005) approving the research project proposal 


Embassy received from the Brazi 


V (number RFA-FDA-OPD- 
under the direction of Dr. Roberto Giugliani of 
Rio Grande do Sul. An 


UFRGS with financial support from 


it is recommended that: 


CONEP 


drawing its 
declares its approval 


X Defense. LTC Akhmetalin had no comments and no reaction. He stated that he would forward the 


ıs Standy-by Arrangement. The program remains on track quantitatively, but faces some continued d 


of our interest in using these boats as part of a nascent Liberian Coast Guard, but also reiterated to p 
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\"Milliyet\" 


the equipment to be carried by US 
flight durations number of 
flight corridors and 


3uard remains a work in progress. Although the Ministry of Sea, Tourism, Transport and Developmer 


; candidacy and supports US presence on the ICJ. KENNY 
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Athens Nicosia 
Turkey\'s official Anatolian 


Russian Votes on Armenian 


Ankara canceled 


V 
the conservative-intellectual 


000 ethnic Armenian tourists from 


з ROC refugees in Gabon very closely, as has Post, and we are both of the view that the security env 
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VZamanv' notes. 


Hospitals in Afghanistan: Prime 


Y saying that in Kabul there is nothing 


New Head of UNDP Will Work to Reduce Poverty: 
the newly 
faces 


\"Sabah\" repotrts. The report 


Russia has not backed off its plan to sell 
the military 


however 


and is certain that eventually Israel will need 


but we need to look at 


Moscow was supportive of Israel and protected 
along with the US. Moreover as the US pledged full 


. 2. Embassy understands that no assistance is necessary. 3. Visitors are reminded that bearers of 
тасіоп. 2. Embassy understands that no assistance is necessary. 3. Visitors are reminded that bee 
al Aviv cable. 1. (SBU) Summary. Fatah won at least 60 percent of 906 municipal council seats in IV 
ousiness need to obtain a Spanish visa prior to arrival to Spain. 4. THREAT ASSESSMENT: In gene 
orne Illness, and the European Enteric Disease Network-ENTERNET. 2. Embassy understands tha 


nity to meet with President Bush. HERTELL 


armonization Task Force Steering Committee Meeting to make revisions to the procedural document 
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diplomatic 
sending hundreds 


the Iran issue will be higher on 


Russia is beginning to 


the US Embassy website is carrying explanatory 


the US has got what it 


"there is nothing new on the issue. We have only 


rumors spread that Washington would use 


this information is false. Cargo flights would be 
and they would carry only 


as the UK is an important part of 
the Americans were hurt by the 


some unidentified officials said that Incirlik 
and that the US has other 


but | am seriously confused. If there are no 
and if everything is the same as 
then let Turkish officials inform the Turkish public 
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and economic support for Israel 


IDIVIDUALS, EIGHT SUSPECTED MEMBERS OF ETAAND SEVENTEEN SUSPECTED MEMBE 
xuntry. Financial, career, and personal incentives continue to draw more volunteers for these deploye 
Lacroix promised to ensure that our points were fully considered but noted that the GoF supported thi 
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and we will feel more 
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leader of the opposition and 
and its 


Parliament has only agreed that the amendment 


passage of the 


Tembo is 

former 

some opportunist MPs want to maintain the status 
in the case of already 


join a political party) in the 


and seems to be aimed 


iandin stated that the Government of Canada (GoC) would continue to oppose this resolution, as it hc 


| care in Turkey. (The GOT had offered such care in its message of condolences for the bombings, r 


nent would be returned for final drafting, but expressed hope that it would go before Parliament for Οἱ 
avorably to the proposal for the working group to develop an Interamerican Convention in consultatior 


ak with his MFA advisors about supporting our position. Separately, Embassy provided the full set of 
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so ad revenues can be expected to be higher but the 

s monopoly 

BBC and 

as \"Ammannet\" a popular on-line radio station 
s license 


reportedly due to a stalemate within the Cabinet 


Ammannet 

which 

s founder Daoud Kuttab told IO would be interpreted 
enabling it to produce social and 


as the GOJ may not have been inclined to approval. 


namely the Muslim Brotherhood 


Too 


s recent 
publisher of Arabic daily Al Ghad 
then 


s terrestrial channels for a reported 2 million 
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s Independent Television News (ITN) and Dubai s Al 


and internationally via satellite. Alayyan 
S television advertising market 


long rumored to be 


radio 
outdoor) increased 25 percent from 2003 to 2004 


and has continued this upward trajectory 


notably the telecommunications and banking sectors. 


while banking accounted for 

once the kings of the local ad market 

came in at just $3 million in spend 

S and 


in its decision over the past year and 


the GOJ touched off an ad war among banks fighting 


fashion photographs and haute cuisine 


irmed us that on May 5 he had sent an action memo through Deputy Foreign Minister Alejandra Liriar 
vorking group before giving a definitive answer. Larrea promised to review the text as soon as it bece 
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these developments have not until now led to 


or reporting that is 'harmfulV 
s relations with other countries. The security 


most dealing with 
an independent Arabic daily 
for instance a series of 


but continues to face pressure from security services 


S prison system 


citing threats and summoning by 


s recent 


inform 


though it remains too early to tell if the result will 


the press 


an attitude developed over decades where the media 


it would appear there is either 


Column 4 


the current developments are creating the 
itself a significant 
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s Barcelona process that 


and the ensuing pressure 
5 southern flank in Italy and Malta 


the EC led an assessment mission to 
as 
to analyze conditions at ports of entry 


JFS 
the EC is awaiting a response from the Council to 


which may delay a 
is the fate of the Bulgarian medical personnel 


Column 5 


05PARIS2896 
05ANKARA2432 
05PRAGUE630 
05PRAGUE632 
O5BRUSSELS1685 


the EU is 
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as a resource-rich 


Libya is not in need of funding for activities (as 
such as Albania and Morocco 


s only significant carrot is 


the EC currently feels that it would be best to 


like the OAU convention on refugees and the 


s actual ability to control 


Annecchino said that despite its lengthy land 


there were actually very few trans-Saharan routes 


smugglers and traffickers. He felt Libya 
although 


Annecchino also felt that Libyan 


particularly on the 
as well as by bilateral initiatives 


'ounded and is in serious condition at the Santa Barbara hospital. The three men were driving from € 


Il include Honduran OAS PermRep Salvador Rodezno, Director of Foreign Policy Alan Oviedo, and A 
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highlighting the ill treatment 


Italy has assured the EU that 


particularly as it related to asylum and migration 


from the JFS Commissioner 
are ltalian citizens underscores the critical 


as in most other EU 


carries a political punch also increases the 


perhaps at an upcoming 
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V as UN 


Sherbiny stated that this 
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United Democratic Party (UDP). 
party leaders reiterated that their 


they said 


the number 
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have 


rime Minister al-Jaffri, is expected to attend celebrations on May 22 in honor of the fifteenth anniverse 
yat Palestinian Islamic Jihad were not active in Yemen. 2. (C) The FM took the opportunity to comm: 


зику, Chief Financial Officer for Coca-Cola Bottling Company of Egypt, to confirm implementation of t 
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which has missed 


2005 and were not registered by the IEC: 


of the Commonwealth 


the parties had formally 


there do not seem to be any 


but the 

including post will field 
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they remained both concerned about the capacity of 


opposition party leaders have 
but they themselves 
this is a good 


rs noted no substantive changes in the local security environment since the last meeting. Accordingly 


ussell Leslie in the Australian Safeguards and Nonproliferation Office (ASNO). We also passed the | 
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who is also Minister of Home Affairs 
the 
the Irish Consul and the UNDP Resident 


Frank Martin 


including the vicious April 1 attack on an American 


the 


National Police and 


if necessary; Lesotho did not 
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speaking as Dean 
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we believe somewhat 
the major 11 opposition leaders (of the 24 parties) 
they stated they 
Ambassador asked the 
he called it V'one of anticipationW and \"healthy 
turnout level 
albeit not 
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South Africa Australia 


ZEGA 


1t has yet to show the swift actions on the legislative agenda needed to meet its December 2005 acct 
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and cut flowers to international markets. The 

a true self-starter and the most 

described how he began by 

and how his company grew into a much bigger 
now named Yedent Agro-Procesing. Yedent now 


South African 
and Guinness. In fact 


his company 
now processes and distributes domestically to 


a panel of four 


including the U.S. NGO 


Y in an effort to stimulate greater interest in 


another panelist noted the considerable growth of 


frozen aquacultural shrimp from Mozambique 


the U.S. Department of Commerce 


business linkages 
a business consultant gave a 


and profiling of target 
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the World 


and the 


and networking 


2 Secretary and Foreign Minister Natwar Singh, during which Natwar indicated strong GOI interest in 
Jjibouti, led by the Dean of the Diplomatic Corps, Eritrean Ambassador Mahmoud Ali Jabra, called foi 
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000 scholarship competition for the 


and the winner 


the Hub 


lobster and fish to the U.S. The Hub is al 


and Post expects a 
Acrow Bridge in May. 


representatives 
fisheries 
and energy and power sectors have confirmed 
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and that the Czechs 
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as suggested 
Presidential Advisor Osama El Baz 


the Egyptians argued 


poloff encouraged his Swiss counterpart to keep up 


taking advantage of 
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business 
however 
saying “We 


the leader 

even the result. | would not be loyal or 

we\'ve already 

меуге happy. ThatVs not the way 

Y Follini concluded. The Northern League\'s group 
Alessandro Ce 

V'There is no axis of the 
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was too early for Cairo and other 
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and family income in the next cot 
delivered a 


and 


helpfully addressed 
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but an axis of change 


and it was your inadequacy and 


meanwhile reacted to the 
saying V'You did not have the courage (t 
it is 


\" Daisy leader Francesco Rutelli 


particularly in the 


itis hard to see how the center-right could 
the tendency toward 
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uploaded cables under a 
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with the most recent 
apostrophes turn 


cable uploading is no longer the 


Four others, three Kuwaitis and one bidoon (stateless Arab), were fined for low-level involvement. F 
U.S., the report said, came as a result of Saudi CP Abdulla\'s recent trip to the U.S. and meeting witr 


it possible US support for a Tanzanian candidacy to lead an international organization. She noted tha 
t with the Tanzanian delegation in Geneva to further inform herself of the rational for convening a wor 
iinistration (TSA) officials conducted the first Safe Skies for Africa evaluation visit for Djibouti from Ap 
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and pictures are very time 


such as the Egypt at Street Level portlet. We have 


but this would eliminate the daily report 


after loading four cables on a recent 
a search on the name of that CODEL (included in the 
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which described the elections as having proceeded 
\" 


and too favorable. 


Barbier insisted that the statement had come from 


FM 
or by Barnier himself who 
used a press conference in Luxembourg April 25 to 
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refers to the subsequent 
referring to France\'s ties 


preferring Faure Gnassingbe 


and says that Foreign Minister Barnier instead 
would have done 


Barbier 


but insisted that 
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but no injuries were reported according to UNRWA. 


the main north-south traffic 
closed at 0830 hours April 28 at Abu Khouli after 


but was open for the import of aggregates used in 


but operating slowly April 28. 


). The MEA did not release a copy of the letter, and the Iraqi Charge told PolMilOff on May 9 that he 


political rights for women. Another 28% support women\'s right to vote, but not pursue elected office, 


sion on May 6, AGC\'s Katie McLaurin informed polmiloff that the Government of Canada would co-sj 
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000 people would arrive in 600 buses rented for 
Israeli police estimated the crowd at no more 
000. UNRWA staff reported that they observed some 52 
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especially if it is 


agreed that we would 
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even linking it to the 
read the daily\'s editorial. Le 
with another plane the 


grounded on the airfield. 


using the 


on its own 
its American rivals crushing dominance\". Most 


urges an \"Airbus\" approach for 


and it alleges that the Boeing system 
if not more so\" with public monies. Finally 


Column 4 


however 

and reports that the French 

there have been several references in 
particularly targeting Airbus. 


VLa 
V to print a letter from the Charge 


the flight of the Airbus 


rather than dwell on all the negatives 


Turkey\'s future with the EU 
the failure of the Services Directive and 


itis also an opportunity for some to reinforce the 
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LOOKING AT THE FIVE BEST YEARS FOR U.S. EXPORTS 
2002 - $1.236 

2004 - $1.274 BILLION 

IN THREE OF THOSE YEARS TOTAL 


A RECENT STUDY PREPARED BY THE MINISTRY OF 
INDUSTRY 


THE COSTS OF MOVING 


A DIZZYING ARRAY OF 
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goes further 


і.е. 


the accession of 
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1999 - $.954821 BILLION 


AND COMMERCE CONCLUDES 


ay. On 5/9, Duarte advised PolOff that Paraguay decided on 5/5 to align itself with the Mercosur bloc 
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FEES AND OTHER SURCHARGES (A 
I.E. INCLUDING OTHER TAXES IN ` 
WHICH OF COURSE 


THIS CANNOT FULLY EXPLAIN THE LAGGING 
ASIAN AND AFRICAN EXPORTERS FACE 
T 


WHICH OVER A TEN-YEAR TIME PERIOD HAVE REGISTERED 


THE 
THIS 242 PERCENT GROWTH 
S 
BRAZIL RANKED SEVENTH IN THE WORLD. 


IN 2001 26 PERCENT OF U.S. EXPORT: 


272 IN 2003 AND 371 IN 2004.) OTHER U.S. SMES 


) 
IN OUR VIEW THE GOB 


IT WOULD BE A MISTAKE TO ASSUME THAT HE 

ON MARCH 4 AT FINANCE 
LULA ZEROED OUT TARIFFS ON 

GIVEN THE RECENT 


Jim Moran (D-VA) Rep. Henry Cuellar (D-TX) Rep. Connie Mack Jr. (R-FL) Rep. Kenny Marchant (R- 
i, bypassing his planned transit stop in Guam. Rumors had been swirling about Fiji before ChenVs de 
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HE WILL MAKE GOOD ON HIS THREAT LULA IS NOW 


S 
AND HAVE PROVED A READY 
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refusing to engage on the northern 
he claimed the Ecuadorian armed 


not 
who had clashed recently with protesters determined 


the troops received the same black eye as the 


however. 


as Espinosa long-removed from 
was clearly still in read-in 


and will 


Espinosa chose not to 
showing a non-partisan 
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GTHAI has requested that the Embassy/State Department complete human rights vetting for Mr. Aue 
il entities, including the University of Hong Kong. During an April Biosafety/Biosecurity workshop spc 


he WTO services negotiations would be sent to Cabinet the week of May 16. Assuming that Cabinet 
constitution. The cabinet reiterated that it would stand by Iraq in whatever endeavor that might help it 
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police 


and that 


however 


and under the best of circumstances this could 


these so-far scattered strikes could turn 
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opposition Mayor of San Francisco Municipality in 
and President of the Venezuelan Association of Mayors 


in a television interview on April 24. 
Guns 


speaking to reporters April 24 


while 


while 
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military and government workers 


the number of disgruntled lvoiriar 


O5CARACAS1285 


and Money 


predicted that the 


ecurity, Turkish General Staff(J5), and included representatives from MFA, the Turkish General Staff, 
legaports Initiative Project. Team will meet with Spanish customs, port authorities and terminal oper: 
es noted a number of irregularities. Observers noted that most of the irregularities seem to be comin 


Embassy understands that no assistance is necessary. 3. Visitors are reminded that bearers of diplc 
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r urging, the UAE issued a statement May 9 welcoming the newly formed Iraqi government. HbZ agre 


aVafari through diplomatic channels and is considering issuing a public statement of support as well. 
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and should not 
naming the Patriot Act and the British 
but one which 


all of which would 


and the additional two sessions 
they stand a better chance of ramming it through 


though weak will likely contest strongly. 
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of kidnapping him for 12 hours 
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the MVR\'s Regional Tactical Command suspended 


as people became accustomed to 
they would be more 
accusations 


where he resides 


depriving him of expected political patronage. 


the MVR primaries are a 


these primaries were indeed an 
although rumblings of 
obvious favoritism 


announced in December 2004 


which by law is charged with 
was 
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and obviously had not had time to think 


while keeping in mind his 
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/ernment (ВТО) has not yet established a final position on formation of a working group in Geneva to 


J.S. did not appear to be controversial, and he was hopeful that suitable compromises would be reac 
ilization and emergency preparedness. UNICEF has a positive and cooperative relationship with rele 
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Captain Reymundo Barroso 
and Captain Anibal Prado. 


police officers 


MOGJ Minister Aleman told EmbOff 


Prosecutor 


the PNP\'s Investigations Office 
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and then had 
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and 
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the MOGJ was the 
issuing a press release 


Embassy 


which the 
PNP Cooperation 
EmbOffs told MOGJ Minister Aleman 


Ministry of the 


underscored 


and offered technical and financial 


Embassy\'s Narcotics Affairs Section 


who 


the GOP has proactively pursued this 


the MOGJ 


public outcry over the case has been muted 
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but also 


but needs to do more to ensure accountability 
break military ties 

and end corruption. The government 

the United 

and foreign governments. Human rights training is 


000 officials in the past year 
according to 


kidnappings by 
and forced displacements by 37 percent in 2004 


major issues before Congress include 
both controversial proposals that 


) to first inform SYG de Hoop Scheffer, then our Charge. EDELMAN 
Jebron, on Мау 9, according to Palestinian sources, but the killers and motive remain unknown. РА [ 
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Colombia\'s gross domestic 


but the rate has 


Peru 


35 pounds of cocaine were found on a 


and two in the U.S. were arrested for 


while the investigation continues on the 
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and the Pueblo Originario 
a the nationVs largest indigenous 


the delegation met with noted jurists 


Borja Duran Ballen 
business groups the Solicitor General 
Heinz Moeller Cesar Trujilla 


a former FM and OAS Democracy Charter signatory 


and rejection of safe haven for corrupt former 


GutierrezV legal advisor couterargued 


aided by the corrupt media elite. In the end 
citing threats and 
Omar 


Ernesto Valle and Fernando Rosero echoed Gilmar\'s 


they said in 2005 as in 1997 


bsence of diplomatic relations with Iraq, the MFA considered it would be awkward to issue unilaterally 


ith a copper mine in Tintaya, has succeeded in ameliorating once highly conflictive relations with the | 
to have connections to the FARC. 3. (SBU) The following names were submitted in the memo: C 
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including Brazilian FM Amorim will arrive 
also 
and 


and with Quito 
president of congress Wilfredo Lucero and 


for health 


and would be represented by his Ambassador here. 


where Congress held its alternate 
unprotected by police or military at the 
from leaving the building for several hours after 


Congress called for an 


Congress was dismissed on April 28 after a 


political and economic 


years. We continue to believe that a reference to the International Joint Commission (IJC) would hav 
narche with her colleagues at FAC, including Marie Gervais-Vidricaire, Director General of the Global 
ction Code 1370; Object Code 2288 2. Please ship via APO to Amembassy Asuncion, Public Diplom: 
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Minister of Social 
Minister of Environment Anita Alban 


energy and agriculture have not yet beer 


former Supreme Court President 


000 bribe 


the heartland of the leftist Popular 


told the Crown Prince that the November meeting needed to show concrete results. He praised the < 
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DAUSTR Bryan accompanied by USPTO 
Jennifer Ness U.S. Copyright Office 


Econ/C and Econoffs 
called on VM Tu to discuss the status 


with the Vice Minister emphasizing the positive 


he cited strong growth in direct and indirect 
the presence of 


the VM pointed 


including foreign companies. 


in local media and on GVN agency 


the VM asserted. The GVN has set up a 


the VM added. On IPR 


he said Vietnam still 


he said. Additionally there 


the GVN has issued 


the VM affirmed that Vietnam has 


: Fluent English speaker, active, energetic and progressive, 48 years old, BA in Industrial Engineering 


GVN delegation for this round of bilateral talks. Text of the letter follows. 2. Begin text: Hanoi, Мау” 
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\" he 


U.S. companies are careful to ensure 


they are still looking 


fewer restrictions on 


it will likely see an 


DAUSTR Bryan added. 


DAUSTR Bryan noted approval of long- 


she noted there is a 


there are no licensing 


she 


DAUSTR Bryan explained 
the USG implemented regulations 


she 


ens, TaiwanVs Bureau of Immigration reports that there are hundreds of Chinese illegal immigrants w 
include this issue in its white paper for 2005. Taiwan\'s Civil Aeronautics Administration (CAA) has di 
iailand, focusing on creation of a RTG/CTAG CT working group, document fraud, terrorist financing a 
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should the 
this sounded 
but she would need to check the schedule of the 


VM Tu said he 


he 


regulations and implementing regulations 
Vietnam has not yet sent any 
the GVNVs latest 


translating the drafts and 


he 
Vietnam will begin 
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while the USG has Vietnam\'s revised 
as has been discussed in previous meetings it 


the USG will need 


late April or early may is not a 


VM Tu requested that 


he explained. DAUSTR Bryan responded that the United 


4/29/2005 2:02 O5TAIPEI1963 
the 


the system must have 
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favored by U.S. 


will become the dominant standard for supply 


the industry organization that 


an effective logistics/supply chain 


mass-produced 


the 


doubts the cost of materials 


Huang Chi-fang 


who 
told AIT/T 


on the other hand 


such as port container security programs; 
public 


some Taiwan firms are 


readers and systems. Taiwan firms have already 


Column 5 


an 


can operate with 
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Taiwan\'s powerful 


Taiwan firms have all but abandoned 


they assume that firms like IBM Microsoft 


the annual growth rate for 


the global market for tags would reach USD 


Taiwan firms are likely to claim only one percent 


which claims a customer base with 
8 U.S. firm. 


which provides port security RFID 


and semiconductor manufacturing 
tag and reader 


ssible role in discussions surrounding the elections standards initiative. Visit CanadaVs Classified W 


to discuss extradition matters, pending legislation and several human rights cases. The Ambassadc 
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especially in this election year 
particularly 


and with average New Zealanders who feel they 


the recent prosperity -- marked by 


the 


which is expected to 
the 


New Zealand -- with one of the 


unemployment 


and its credit rating was sinking. 
the Labour government dramatically 
removing subsidies and most 


wages 


the reforms undergird five years 


with average annual GDP growth 
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to 


taxes and 


prices and capital movement; an 


| business initiatives with several countries in the Middle East in an effort to expand trade. As current 


igress with 65 votes. Palacio told the press on April 25 that he would respect the agreement that allo 


Car. Jaray CHOMCHALAD, Naval Personnel Department, who has been selected to attend the WCN 
for LCdr. Warintorn KUMHONG, Naval Personnel Department who has been selected to attend the « 
some children also fall victim to trafficking in persons (TIP). Details of the projects follow: -- Commur 


int (CFA) and the patience of either side. The most egregious incidents over the past month include ! 
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the economy grew 4.8 percent. The unemployment rate 
is the lowest in the developed world and 


other factors signal the ride may soon be 
slower consumer spending and the 


economic growth is expected to slow in late 


it also has tinkered with 


the government has made policy decisions 


with its major gas field expected 


hydroelectricity; and 


the government in 

the Electricity 

and charged it with ensuring security of supply 
the commission has 

but 


the government has intervened in 


state-owned enterprises. State-owned Genesis 


the Electricity CommissionVs chair said 
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and the government has not 
V he said. Three state-owned 


the government announced that it 
the country's former state 
to open its fixed-line telephone service to 


based ona 
had 


the Cabinet overruled him 


a subsidiary of Telstra Corp. of 
is Telecom\'s land-line rival and would have been 


You didn\'t expect this government to favor 


which is among 


residential and business telephone 


several companies 


the Labour government 


the government 
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including TelstraClear 


al-Duwaik. An IDF investigation is ongoing; PA security sources said that the driver had no political ε 
re on documents relevant to the sale had been forged. He also alleges in a letter to the Justice Minis 
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the government has 


which holds less than 1 percent of the 
contributes little to economic 
for the 


it does not yet 
which would require another 


the Prime Minister in February 2002 announced a 
information and communications 


and the creative industries 
the Prime Minister signaled 


called the Growth and Innovation 
provides grants for such initiatives as 
industry training 


the government covers 


this amounts to a refund of the goods 


who argue that such 
the OECD 


V'Setting an uneven playing field may 
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including film 


research and investor 
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particularly a 


the current government has restored many 


will deter investment and will inhibit growth. 


a third term in office in this year\'s 
although if it governs in coalition with the 
an interventionist bias 

despite its 

the government overall has maintained 


put the operating budget in 
while 


shed Khan welcomed close cooperation with U.S. Pacific Command (PACOM) since 9/11 and expres: 
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but 


once very rare 


and visitors should be 
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2 is normally a very safe city by U.S. standards but visitors are encouraged to exercise common sens 


; or individuals and to avoid large gatherings. With regard to crime, Prague is normally a very safe cil 
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such as scams and 


is a daily occurrence in these cities. 
especially at 


to avoid becoming a target of opportunity. 


New Zealand does not play a 


Heroin and Cocaine 


at night visitors 


which are available via the Internet at 


e status (per reftel C). Key offices and personnel represented at the meeting included: AMB, DCM, E 
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most notably in the context of the 


Lithuania seeks to 


Lithuanian governmental and non-governmental 


and Lithuania is one of the most 


Lithuania has engaged Russia both bilaterally 


since that date marked 


after much deliberation 


a flood of Lithuanians fled 
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nitor communications over the local weekend (Thurs-Fri) for any instructions and keep us informed. 
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and will have to leave the place 


people in Cukurca reportedly stated 


who make most of their 
reportedly 


Hatay and Adana) to Sirnak to stop 


Column 4 Column 5 


lacking a 
would have to 
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nourishing speculation that 


the BZO and self- 


they 


two Upper House MPs caused a national 


a Vienna FPO rightist unleashed 


new 


however. Two state 


while the single strongest FPO group 
has gone over en masse to Carinthian Governor 
the confusing strategy 


neither of Austria\'s two right- 
giving 


even as unresolved questions about party 
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he had been meeting with two Sinhalese 


he was pushed into a 


the results of the 


Sivaram was a 


V as well as a founder/editorial board member 
the pro-Liberation Tigers of Tamil Eelam (LTTE) 


he 


Sunday Times 
and other Tamil newspapers. In the late 1990s 
and 


2004 


World Press Freedom Day) 40 policemen raided 
purportedly searching for weapons. (The 


the Sri Lanka Freedom Party (SLFP) to the point of 


anagement reported that floods damaged more than 3,700 houses in 175 communities and destroyec 
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drawing heavily upon a meeting 
who reportedly 


its partner NGOs and tsunami 
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some sinister connection and/or 
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comprehensive 

\" with V higher 


to his knowledge. He 
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overall 
broader 


ictions currently handled by the Ministry. Among the specific projects he is reviewing are the impact c 


inistry of JusticeWs Directorate General for International Juridical Cooperation; and the Economic Cot 
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V which Xiao Qian described as a PRC initiative 
among other issues. He pointed to an existing 
attendance at each 


Secretary of National Defense CruzVs 


but the GRP 
V perhaps because of concern over its 
Y but had finally accepted the PRC wording. 


the GRP continued to use the term V'golden 
V however. End note) He underscored 


V specifically indicating the U.S. He noted 
while admitting 


which Hu did not raise. 


with 15 new agreements (not 14 as reported in the 


and a new tranche of long-term low 
Xiao Qian said was on the V'Early Harvest progr: 
Laos and Vietnam. He indicated that tl 


but that the GRP had pushed hard 


treach, websites, and special outreach projects to information professionals and targeted audiences. 


ise plate PAMO326. The driver of the vehicle was identified as Gilmer Alberto ARGUIJO-Morazan (№ 


st. The deal seemed odd, since even with NDP support the Liberals would appear to come up short i 
tribunals, and approve a method to select a new Supreme Court. They will meet again on April 27 to 


Ithough the UAEG is committed to changing the labor laws, Rafai noted signs of interagency disagree 


nmigration officials were accepting bribes to sell Honduran passports to the highest bidder and allowi 


Column 4 


with an eye on opening this post later this year if 


000 per year) who come to this area for 


Chengdu 


V emphasizing instead the consular aspect that was 
but currently has no 

and the PRC still 

along with a bay front site in Manila 


Guangzhou 


28 


with general pledges of greater 
but no new action programs apart from a 


which should happen later in 2005 


Y which he 


calling it a global and complex struggle\" 
separatists\" and others. 


with the PRC urging that UN members \"not hasten\" 
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and Xiamen) now offered by 


Xiamen 


ositions and promised to raise these issues with their mission in Geneva nlt April 29. Both MFA and ^ 
'k with third countries and international organizations. In attendance at the meeting were representat 
25 could have a negative effect on exchange of nuclear information and potential cooperation on deve 
was on the proposal for a Secretary Rice/Foreign Minister Downer joint op-ed (Ref B) piece highlightit 


proposal as outlined below. END SUMMARY. 2. (C) This initiative is in response to a directive from 


»ptance of the Bangladesh Bar Council\'s cancellation of the law license, for fraudulent credentials, of 
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SHIP 


the Department of National Defense (DND) and Armed 


especially while the DND 


the DND has 
Chow 


all agreed separately 
DND 


elements of 


quipping 


V the leading members of the 
the owner of 


was among the 
and the 


De 
and Chow all separately observed that Tan and San 


Eduardo \"Danding\" Cojuangco 


and believe the upcoming visit of the 
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and pundit 
however 
and professional staff of the Natic 


VWe can\'t see beyond the end 


ty. 3. Visitors are reminded that bearers of diplomatic and official passports coming to Spain on offic 
ssions. 2. Embassy appreciate that country clearance be requested at least seven days prior to visit 


ansferring to private sector control larger, higher profile state companies. Karabuk\'s turnaround over 
10w to proceed. Econ/C also explained that U.S. law enforcement agencies would very much like to n 
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a USD 300 million credit line 
V and about USD 34 million in debt relief 


Director of East Asia and 


including a broad agreement to develop economic and 
as well as an Exchange of Letters on the 


the Chinese 

who was in Sri Lanka for less than 24 hours 
Opposition Leader 

and made a brief trip to Panadura 


which was only the most recent in a steady stream of 


drew relatively modest press coverage. 
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not surprisingly appears to focus on 


while 


Sri Lankavs largest export.) Sri Lanka is 
Rajakaruna 
although so far no substantial success can be 


Li Qinfeng 
told poloff after the visit. 


he said; other projects will 
the Chinese 


Li emphasized. (Note: 


Y Panadura\'s home district of Kalutara 


but our guess is that it cannot 
the Chinese Red Cross 
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V Li said 


V Li observed. 


V the joint communique 
separatism and extremism\" 


Li stonewalled 


Li said 


pro-Marxist Janatha Vimukthi Peramuna (JVP) has. 


he added 


along with its categorical opposition to 


the GSL was 
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to 


merely repeating the text of the 


or draw them into the debate 


and 


Aalu Malu\'s announcement was supposed to follow the conclusion of the current constitutional debat 
while down slightly from the Fourth Quarter of 2004, was still much higher than the First Quarter of 2 
support free, fair, timely elections. Charge will reinforce the message with Royal Court Minister Muas 


on GAM bases. Ahtisaari said that based on conversations with his own sources, he did not believe t 
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MFA Head of Department for Iraq Avni 


led by MUC Secretary General Dr. Harith 
met with FonMin Gul in Ankara on April 27; they 


al-Dhari expressed to Gul the Iragi Sunni ArabsV 


and that the 


and further 


dismissing 


Sunni Arabs are effectively barred by the Kurds 


he strongly 


Gul reportedly said. 


if CF were willing to release only a 
particularly imams 
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, Post received a diplomatic note from South Africa's Department of Foreign Affairs dated April 19 int 


me, Daniel Samuel Lopez, 27 December 1964, 8-237-87. National Police (PNP), Arraijan Police Zon 


' observations Embassy Baghdad can offer on this subject. 2. (U) Minimize considered. Please visi 
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building on Governor Loong\'s 
and USAID\'s experience. US soldiers also would 


not unilaterally in their 


and saw such engineering 


and reminded the Governors to avoid raising community 


he stressed to the Ambassador: We аге 
and we are 


even as we teach the true meaning of our Faith. 
We 


and is fully corrupt. V" 


and have 


we 


to a man and 

all Cabinet-level leaders involved in Mindanao peace 
and development issues have welcomed the prospect 
explicitly 


Jccessor chosen by the new Parliament after elections. Parliament will be dissolved, in March to per 


ruption. Tonniatti was familiar with the topic of the Global Forum, but needed guidance from Brasilia c 
ansitional Government as it undertakes its important responsibilities during the political interim proce: 
'e city by U.S. standards but visitors are encouraged to exercise common sense precautions and to b 
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\" \"might cause violence or 

V involves V'security of the 


as it 
correspondent for 
reported that Prime Minister Ba 


complained Jaradi Vit will be 


Chief of the YJS Activities Committee and 
reported that according 
the draft law was 


\"they know that we asked to participate in the 


\" observed 


he 


V said Thabet \"they will 


V predicted Thabet. Thabet also told 


} in Geneva. Gouveia will also pass the information on to the appropriate persons at the Ministry of D 


- 2. Outstanding support was provided by Embassy Cairo. Control Officer Michael Kidwell (ESTH of 


d full implementation of UNSCR 1559. He made no commitments or substantive comments regardin 


arnational border had reopened earlier in the day, leading him to believe that even greater numbers o 
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UNDP 


Ambassador cautioned Information 
\"the world will be watching 
Y how the new press law will be instituted 


Y Awadi assured. 


Awadi said \"we 

and no matter what our position is now we 

as currently written journalists would not accept all 
the Minster replied \"then we will 


Awadi contended that he had asked the YJS for input 


Awadi commented \"the average Yemeni would reso 


Awadi skirted the issue 

but 

\"it has to be the right moment.\" Otherwise he warned 
disgruntled tribal Sheikhs 


in turmoil, delaying decisions at all levels. KENNEY 


19 to arrest him pursuant to an arrest order issued based on a USG extradition request. Pimentel shc 
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both the 


and 


will have to deliberate with each other. 
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but when the 


however 


Biosecurity and Ethics 
V and were 


to the events title 
V and the 


with extraneous 


Office of the Chief 
and included Richard Hughes 


FAO Liaison 
Foreign Agricultural Service. The U.S. Mission 


' same time, it serves as yet another example of the Janatha Vimukthi Peramuna,s (JVP) political mu 
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they nevertheless stressed the need for further 
members in their 


thereby demonstrating the 


land tenure HIV/AIDS 
and biotechnology; and the Special Program for 


including Zero Nominal Growth in the MTP. 


and would be discussed in other FAO bodies later 


but 


rd to crime, Prague is normally a very safe city by U.S. standards but visitors are encouraged to exer 
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with all countries commending FAOVs 
supporting the three 


and encouraging continued work with the SARD 
a civil-society led 


both issues should have been stand-alone 
rather than having been included in the 
making substantive discussion on SARD 


some 

including the U.S. 

and Zimbabwe 

in paragraph 27 of the SARD paper 

would be consistent with existing ones (e.g. 


would not create barriers to trade 
there was enough 


the COAG Report proved 
in 


then declared that the 


the Secretariat agreed that this was an 


much concern was voiced 
in both budgetary and staff 
to FAO. This concern was noted with the request 
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Australia 
still raised concerns similar to 


and 
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Brazil took the floor to say that they would 


however 


it became clear that the 
we worked behind the scenes 


and to 


land and rural 


the EU mentioned 


ym 


until we understand 
FAO 


e criteria for membership, for his reference. RAGSDALE 


, plumbing, and bricklaying. The target audience of the project would be unskilled camp residents wit! 
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the issue of 


Biosecurity and Ethics; 


Food Security and Rural 


we were assured that in the future 


ensure food safety provide 


who then requested that the Secretariat prepare 


idividuals and to avoid large gatherings. With regard to crime, Prague is normally a very safe city by 
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special status. They are 


weak 


and rampant corruption in the government tax 
the potential for money laundering - 


money transfers etc - is high. The 


the GDRC has 


better regulate the solvent ones and 


the banking system in the DRC remains 
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Asia 
Office of the Secretary of 


Joint 


and US Pacific Command J4 (Logistics) Brigadier 


they could blaze 
such as the Philippine 
to follow. 


saying 

sensible 

the chair of the US 

noted while PDR was off to a 

a tremendous amount of work remained to be done 


AFP Chief of Staff 
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and North 


and long 


eir surroundings, alert to suspicious activities or individuals and to avoid large gatherings. With regar 
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the DMB had begun to loosen 


something it had refused to do for four years. \"It is 


Ww 


BG Allen stated it was a useful and very positive 


and also 


he 
cooperation on PDR could serve as a 


his senior Undersecretaries the senior AFP 
and representatives of the Department of Foreign 
and examined in detail the status of each of the 


the 
he believed was to ensure effective 
night movement to contact and night casualty 


were testimony to what the two countries were 
and how far they had come together. V'Count on us to 


Column 4 
\" he said 
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which would be responsible for research 


budget 


e.g. 
Acquisition 


such as 

effective use of the 

meshing US Defense Resource 
and future PDR 


planning 


enlisted 
and operations and training 


because its size was 

could potentially provide 
joint 

commercial support 
organization and manpower 
the AFP 

needed help 


tailored PDR training course for newly 


which could also 
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and legislative issues. 
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etc. 


and implementation; propose rea 


in addition to the 


professional military 
maritime security 
in order to ensure 


-- the Iraqi people, for the first time in decades, will finally be led by a legitimate, representative, and ı 


JTRO-A. Calling from the U.S., the DTRO Almaty telephone is 011-7-3272-50-49-76; for emergencie 


sy\'s assistance in locating a security firm and quickly installed fencing and barriers similar to the Che 
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justify and account for a 


Cruz said the DMB was 


DMB Secretary Boncadin 


evidently Wwas becoming convinced" of 
as she recently 


Y scarce resources 
and not held 


and a defense-wide 


unit rotation policy and combat 
noncommissioned 

and officers are also targeted. Although not fully 

efforts are underway to organize and integrate 

and develop the 


and engineering civic 
(encaps). 


explosive safety disposal of obsolete munitions 
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e.g. Foreign Military 
to a working group that would study the issue and 


develop the final POA&Ms and continue detailed 
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FTVs 2004 operating profit has been reduced to 


Finance and Industry. As part of that 
the familiar DIGITIP ("Direction General de 


the new entity is called the 

information and 

electronics computer 
electronic communications 


the organization of 


multimedia and on-line 
software and professional 


but as 
and Bouygues Telecom) France\'s competition 
the Competition Council in early April called on 


particularly in the wholesale 


ART has examined giving more space to mobile 
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undercutting the incumbentsV 


mobile network 


which makes Orange the first French mobile 
is aimed at expanding 

such as 

to 

and 85% of 


or 3G 


3G and WiFi technologies) to a total of two 


has resumed merger 


as telecom operators seek to boost their 
Italian incumbent 


which exceeds both Cegetel and Neuf Telecom in 


France Telecom\'s Wanadoo. With a high demand 


competition for new customers has 
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icess, with Irish Ambassador to the UN in Geneva, Mary Whalen, as the Intergovernmental Working ( 


1 European Integration of the Republic of Croatia expresses its support to the people of Iraq and their 
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and as a method of delivering 


although the authority has not yet set 


France\'s telecoms regulator ART 
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voice and data services in packet mode; and 
which are open 
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ART will be able to 
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3 is sold and distributed exclusively by the Brazilian Ministry of Health, the Federal Police are also inv: 
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lack of search and seizure authority)? 


Column 5 


or an amount five times the value 


randomly search 


rdware necessary for the station to broadcast. Virus is now off the air. This is the first case in the Dc 
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e.g. NSG intervention to 
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ndatory retirement. In a surprise move, the cabinet rejected a proposal by Finance Minister Saifur Ra 
ion in jail and, when he was released on April 30, his blood pressure was 80/150. He said he also su 


nith Eijpe, who said that the GONL shares the U.S. view on the need to maintain pressure on Syria tc 


Column 4 


yes. 


known violators 


called the Denied Entities List 


but we have not been able to 


to be 


Column 5 


etc. 


Column 4 


the GOI has not turned down a license application. 
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Influenza Epidemiology Unit Leader at the U.S. 
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FAO 
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however that Sema has met 
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effective 
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USAID Mission Director 
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who is portraying himself as a victim. Call-in shows 
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000-3 000 people. 
the Presidential Assistant for Mindanao who is 
but project 


and 
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and Rabin took the irreversible step of 
the Sharon-Peres duo with 
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occupation-free 


independent Jerusalem Post (April 29): 


but indifference 
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independent Jerusalem Post editorialized: 
[Lebanon\'s] destiny is 


independent Jerusalem Post editorialized 
with Syria gone Beirut must make the 
and lose no 
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Hsieh 


warning that his language would not only 
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an official at the KMT\'s 
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the Socialists -- if elected -- will likely be far 


but it would be wrong to overestimate their 


but 
Strasbourg Berlin and Moscow. Stanishev 
unfortunately few true Atlanticists in 


Stanishev has told his electorate that he 


some of the most powerful insiders in 
including those around Purvanov dismiss 


the BSP 


the BSP 


most BSP leaders probably feel more at home with 


for historical as well as cultural 

there are far more Russophiles in Bulgaria than 

for example Poland or the Czech Republic. C 
relations with Russia would likely 


especially in the energy sector. The Bulgarian 


Risk Engineering the leading Bulgarian firm in 
is closely tied in with Russian 
there are a whole series of 
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and who still owe a debt of gratitude 


pressure from the European Union will 


but it is difficult to judge 
we doubt there will be a 


when street 
there 


but still within 


but fiscal reality should prevail in the long run 


a radical shift in 
although promotion 


which many believe will primarily 


and thereby help 


the NMSS may well be the underdog on election day. 
if the Socialists end up forming a coalition 


we will continue to engage the 
to the 


s that govern the GHTF functions. 2. Embassy understands that no assistance is necessary. 3. Vis 


¿RS OF ISLAMIST TERRORIST GROUPS LINKED TO AL-QAEDA. 3. CABLES REFERENCE NUI 
а positions than are available. Nevertheless, the law brings Slovak military operations into line with I 
e USG position and opposed the establishment of the five-day working group. 2. ROSENBLATT 
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to isolate the hard-liners within the BSP. 
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by 


SAYS BARNIER\" 
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all articles by 


by Jean- 


by Patrick de Saint 


by special 


interview with opposition leader 


by Thomas Hofnung in Lome 
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by special 


signed J.-P.T. 


ad in Geneva, when it is considered by the UN Economic and Social Council (ECOSOC) in New York. 


eftel.) Botsali said that MFA was trying to charter an aircraft or, failing that, would request the Turkish 
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both 


by Patrick de saint 
by special 
by Thomas Hofnung 
by Patrick 
jned 
OPPOSITION FEARS ARMY DIRTY TRICK\" 


AGE 
all articles by Philippe Bernard 


y 


by Patrick de Saint Exupery 


by Christophe Ayad 
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by Thomas Hofnung in Lome 


ansideration before 2006. 2. Regarding the U.S.-Jamaica bilateral IP agreement cited in reftel, Reid 
1s with Brazil. 2. Emboffs will continue to raise this issue with the Foreign Ministry. STRUBLE 


talking points to MFA International Affairs Director Michelle Cohen and requested a response. HERTI 
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by 


by correspondent in Durban 


signed C.D. in 


by correspondent in 
by special 


signed T.O in 


unsigned 


by 


MODERN EUROPE" 


interview of former Malian minister Aminata Traore on her 
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V the draft legislation 


ingston Gunmen -- Latest Crime Statistics -- Prime Minister Rolls Out the Goodies -- PNP Sources R 
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but have not committed 


MEA Joint Secretary 


but previewed the possibility that the 


its passage 


a journalist with very 
the article outlines the 
application 


transfer 
and trans-shipment of materials 


its Exclusive 
or registered in India 


foreigners in India 


000) to life 


the Indian Business Standard 


introduction of the 


Column 5 


and enforcement of the proposec 


re-transfer 
equipment or 


and \"persons in Indian service 


10 to Foreign Minister Carlos Morales Troncoso. Embassy requested that Hernandez inform us of an 
ime available. KENNEY 
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including DRDO 


ISRO and the Ministry of Commerce 


Meera Shankar that she brief Mission on bill 


such as the Food Safety and 
it still 


which we will pose if/when we receive the briefing 


V'The government may set up a 


the Inter-Ministerial 


however she acknowledged that the GOI r 


nor of any 
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but to Embassy 
these checks are not carried out. Currently 


but 


Jaishankar was optimistic that the legislation would 


V Jaishankar told Charge on 


we have seen no evidence of Parliamentary 
the main 


BJP spokesman and former Foreign Minister Yashwant 


especially as regards 
he argued that the main 


many of which remain stuck \"in 


Sinha said he was happy 


and welcomed the AdministrationVs intention to develop 
as outlined in the 


Sinha stated that \"we\'ll be supportive 
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to include questions about how many aircraft 


emphasizing the Administration\'s 


noting 
civil nuclear cooperation and 
the Congress-allied NCP the BJP and the 


pro-US group (several of 


its 


N-Material 


life penalty for offenders as India 


the UPA government is bringing in 


up to life imprisonment on those 


santa Barbara when Amaya stopped the car to drop off an unidentified man they had given a ride. Be 


ssistant to the Vice Minister Ana Carlota Duron. 2. Cardona said the MFA was still studying the candi 
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non-state players 


2005\' has been 


asa 


the bill 


chemical or 


this legislation will be in addition to the 
including its Exclusive 
and to all Indian citizens wherever they are residing. 


aircraft or any other medium 
wherever they may be. lts 


within and beyond the 


branches or subsidiaries outside India of 


ary of Yemen\'s unification. Krajeski 
ent on the State Department\'s Report on International Terrorism, which states that Yemen took no ac 


Column 4 


re-transfers 
equipment or technology (including software) of 


biological weapons 
munitions and devices 
fissile material and delivery systems and indicates 


equipment or technology relating to manufacture of 
chemical or nuclear weapon. 


selling 
who is a resident 
visiting or studying or conducing research within 
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V Vgefining the future of the country was not the 
V and \"wrong practices that have 


at its current pace 
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transit and trans-shipment of 


radioactive 
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economic reform in 


he recently lowered tax rate on locally produced soft drinks (reftel). Kabil said that Pepsi had been pl 


/, the EAC agreed that the Embassy\'s already heightened security posture and FPCON remain appr 


points to DFATYs APEC Business Facilitation and Secure Trade Director Karen Lanyon. We sought / 
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in 
Fadil\'s private consulting work should not have 
provided he did nothing to would reflect 


angering 
but we have no corroboration of this claim.) 
another 


in the end 
Fadil may have concluded it was time to press 
However 


he lacked a political 


another 


his reputations in tatters. Some are now saying that 


and the rotten ones below are generating little 


whether economic or political 
even when the 
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Mirac Akdogan (Malatya deputy) 
and 
have come to 


Akdogan criticized CHPVs 
which allegedly aims 
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seeing very little happen. He wa: 


as a French-educated expatriate 


remains 
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Muhsin Kocyigit 
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Iran Adana Mayor Aytac 


a ten-year-old girl has been 


alleging no military 


a founding member of the Kurd-Der 


racial 


DEHAP Provincial Executives in Siirt were allegedly 


the Turkish side of the border with 


German and Switzerland has reportedly come to Turkey to 

where the wreckage of 

with its 2 200 tons of poisonous 
is reportedly still negatively affecting the marine 


assion target. The Government also fails to acknowledge that HIV/AIDS is a disease rather than a sc 
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Chairman of the 

stated that Turkish 

attracted by the lower costs of investment inputs 
have recently been seeking 
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Hong said that over the coming 
the New Tide plans to press forward with a series of 


head of Taiwan Affairs at the PRC State Council\'s 


when Xin was still stationed at the TAO in Beijing. 


but Chiu dropped out of active 


including TAO 


Hong remarked touched on the 


but focused more on the likely 


Reftel.) 


PSI, and flagged this as topic for the Indian Defense Minister's upcoming visit to Washington. As τε 
rmally on the minister to welcome him back and wish him well. We found him in excellent form, fully . 
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Hong said that the faction decided to keep him in 
was fear that Chiou may V'feel compelled" to 


would likely quash the 


when a group of New Tide legislators visiting the 


both to exchange views on general trends and 


Hong said the New Tide is no longer wedded to 


Hong said he 


but different in terms of political system 
and general outlook. These differences can be 
but attempts by Beijing to force Taiwan 


Hong said that the 


the New Tide 


whose 


the New Tide\'s cross-Strait moderation 
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is constrained by the tense relationship between 


his faction colleagues see his primary 


for the moment at least as resting with the 


a group he established in 2001 to boost DPP 


we have also noticed increasing 


including some like Taipei County 


DPP 
and former MAC 
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2005 

Division of Science and 

(DCTEC/MFA) an official notification (number 152 
2005) approving the research project proposal 


Embassy received from the Brazi 


V (number RFA-FDA-OPD- 
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under the direction of Dr. Roberto Giugliani of 
Rio Grande do Sul. An 


UFRGS with financial support from 


it is recommended that: 


CONEP drawing its 
declares its approval 


but has reminded 


ЗепаШев range from three-year jail terms to fines of USD 10,000. Only one of those sentenced, Kuw 
1 President Bush. 2. (C) The Ambassador, during a May 9 discussion with Bahrain Finance Minister € 


Column 4 


4/29/2005 13:36 


V sponsored 


UK 


Basescu stressed that the Black Sea area 


security and prosperity.\" He also 


V dismissed concerns voiced in some Western European 


s Defense White Paper shortly 


but would also be a provider. Formulating the 
he then said that Romanian 
and would instead become 


he called it vital to Romanian interests 
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and German Embassies as well : 


and 


t Tanzania had nominated Ambassador James Kateka to the International Tribunal on the Law of the 
‘king group in Geneva to discuss the Secretary GeneralVs proposal to reform the UNHRC. 3. Ambas 
ril 18 - 22. DjiboutiVs Civil Aviation Authority (DCAA) and Airport Management from Dubai Ports Intern 


Column 4 
but in the midst of an active 
Y 


a zone of strategic opportunities. The 


frozen 
arms 
and extremist-separatist movements (which) constitute 


y 


integrated 

democratization and economic 
tangible 

channeling efforts through 


especially given that the end of the Cold 
the spread of democratic institutions and values and 


including 
persons 


however 


stressing 

Special Envoy 

Caucasus 

gave a keynote address that stressed the 


when he noted that NATO engages in useful 
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narcotics and human trafficking 


and arms 


that HMG 


had not seen it, but welcomed the sentiment it contained. Comment ------- 2. (C) This is a small, bu 


, while 22% oppose womenvs political participation to any degree. The results mirror those of other st 
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Onno Simons 
cited 


but 


V opining that a Black Sea strategy should be 
V incorporating a role for NATO as well as 


Director General of the MFAVs 
underscored that the Black Sea 


concluding that regional security 


but 
including 


and participants 
to explore diverse 


including frozen 
economic disparities 
and trafficking in persons 
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the Deputy 


uneven democratic 
narcotics 


»onsor the U.S. initiative on radioactive sources and would announce its support in Seoul. McLaurin : 
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and WMD. At the same time speakers 


a view shared by a number of other 


with the NDUVs Dr. Simon 


where frozen conflicts are stumbling blocks to 
including Professor 
agreed on the lack of regional identity but opined 


V especially given 


a Basescu ally later observed 


while Dr. Simon noted that the U.S. has 


Column 4 


in addition to the UK envoy 


President Basescu underscored that importance in a 


Basescu also observed that Romania 
but that 


Romania should focus on developing an V'organizational 
however 


it also highlighted 

and his other public remarks and private 
have made clear 

Romanian 

including Basescu 

and the April 20 


however 


Basescu has energetically engaged in the 
illustrated by his 


including the 
and has not been shy about calling 
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also 


for the time 


a 


Romania continues to consider 


are still groping to define 


to view Basescu\'s attention to Bl 
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Y but Basescu appears 
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including me.\" He would be willing to 


Tidjani responded 
Obasanjo agreed 


and would personally support a dialogue 


he said. 


he said. He noted that the 


he said he had told the media 
there needs to be a peaceful 


\"the feeling is that after the death 
\" he said. 


not on the streets 


where do you want 


Olympio responded. He detailed how CENI and the 


Column 5 


05ACCRAS809 


and there was 


but he 


adding that 


in support of the proposed Convention. KEANE 
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alone or with Canada and 
to invite the government and 


but heVs seeking an international rescue 


and he was certain that Faure would as well. 


Y he said 


Niger 


which Olympio thought was 


Olympio told PolChief that ECOWAS is 
with no substance and little financial 


but it has not been 
Olympio said. He sees Ghana\'s 


when 


the IGP told Olympio the GOG wanted 


they look for him. Olympio 


he said 
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y 


because he wants to 


that Olympio is a dual 


-TX) Rep. Joe Wilson (R-SC) and Spouse (Roxanne) Staff: Mr. Caleb McCarry, Professional Staff Mi 
»parture, but officials kept the trip under close hold and only revealed details of the visit once Chen w: 


n KUNKEAW, The Supreme Court, who has been selected to attend the WCN 1908A, Judge Advoca 
insored by the REDI center, Dr. Amar Bhat, Health and Human Services (HHS) Director, Office of Asi 
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Canadian High Commissioner Don Bobiash 


but that his Political 


he should be in 


Olympio had made 
but fears that Gnassingbe would use a 


ECOWAS and the Government 


Bobiash felt that the EU was reluctant to criticize 


Bobiash 
is whether Africans will put pressure on the Gnassingbe 


Olympio didn't appear to have a 
except to hope that the United States will 


although he harbors hopes of support from Ex-Chief 


agrees to the need for a revised offer and approves it, New Zealand would submit its offer by the Ma 
t recuperate, regain its regional, Arab, and international role, and safeguard its territorial integrity. 2. ( 


, Turkish Customs and other ministries. . 2. (SBU) Topics discussed during the afternoon long meet 
ator personnel to discuss development of construction contracts for the installation of portal monitors. 
g late in the process and seemed to favor the losing BNP candidate. Media reports stated that the C 
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there is no meeting planned 


but once 


he expects a number of 


and said he would discuss them with opposition 
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which must be formally confirmed by 


the aforementioned commission will travel to 


as demanded by 
represents a 
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matic and official passports coming to Spain on official business need to obtain a Spanish visa prior 
rs of diplomatic and official passports coming to Spain on official business need to obtain a Spanish \ 
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zed that it was important to keep U.S.-UAE judicial cooperation on track and said he would speak to t 


Amornsate noted that the language the RTG had used in its diplomatic messages was almost identic 
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including the local chief prosecutor is 


the completion of evaluation sheets by the 


IPACT 


we would hope to continue these 
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northern 


V and claim that the 


\"Yeni Safak\" writes. The 


"which will 


heal the wounds 


the MFA 
noting that Turkey will support all efforts to help 


discuss reform of the UN Human Rights Commission. He refused to speculate how Thailand would 


hed. However, on most issues, the Turkish delegation would align itself with the EU and seek to vote 
rant government agencies in Turkey and has been effective, particularly, in bridging the gender gap ir 


Column 4 
representatives 


and the foreign ministers of Iraq 
Egypt 


and that a political 


say Turkish officials 


Israeli 


expressing a common will for cooperation. TOBB 
president of the 

and Ahmad Hashim al- 

chairman of the Palestinian Chambers of Commerce 
in which Hisarciklioglu announced the 


Israel and Turkey. Hisarciklioglu noted 


industry 
such as opening doors 


may be discussed at the 


\"Sabah\" reports. Erdogan is scheduled to 


Column 5 


Iran 
Kuwait 


noting 


Palestinian Businessmen Explore 


and agriculture. 


Column 4 Column 5 
out of fear that a Turkish prime minister 


Foreign Minister Abdullah Gul refused to cover his 


and not in a positive 

the writer of the well-known article 

says he likes Turkey a lot. Regarding his "ugly 
V he 


and | ат on Turkey\'s side in 


but President Bush is 


the crisis in Turkish-American 
but also about the 
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the amendment for Incirlik which 
was 
at the AKP group meeting PM 


he was neither a Prime Minister nor a parliamentarian. 
such a privilege was only given to real 


the AKP government didn\'t perceive that and 


is sending positive signals 
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he made it quite clear from the start that there was 


who noted that he had spent many years 


as outlined in reftel points 


9/11) but that Spain simply does not ac 


»olice said that the man\'s death appeared to have resulted from a criminal act, but added that they a 


nmary. Meetings with Spanish contacts suggest that Spain remains serious about fighting terrorism f 
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while simultaneously 


V Spain 


Yturriaga said 


including Spain 


regarding applicability to the armed 

Spain believes that such international legal 
including the armed 

such as that suggested in 

would only serve to weaken IHR reporting 


Yturriaga made it clear that the 


the 
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also face similar concerns 


r respective May Day campaigns, the Zimbabwe Congress of Trade Unions (ZCTU) focused on pove 


Column 4 
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the ICRC will be able to regularly 


2004 that the GOT had 
such as the 
visiting Tunisian jails 


but we assume they will 


returned poloff\'s call and confirmed 


both in terms of material conditions of 


he 


which he said includes all the necessary 


Bouvier 
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05ZAGREB679 
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especially since the ICRC is 
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but revived efforts to encourage 


the GOT contacted the ICRC to 


probably because of foot 


our work is not yet done: it remains to be seen 
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and that the progress of Russia\'s internal reforms 
Montesino stressed the 


Russia must be part of the 
and thus Spain also supports Russia\'s 


Montesino only replied 
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including the estimate that coca hectarage did 


га statement of support for the ITG. Guatemala would therefore look for an appropriate (i.e., multilatı 


ocal community through a permanent &dialogue table8 established with the help of Oxfam America. 
)smar Feliciano Martinez, DPOB:7JUN1968, Paraguay Anastasio Mieres Burgo, DPOB: 20DEC1' 


re been the most constructive approach, but Canada,s failure to accept our request for a reference in 
Affairs Branch. 2. (SBU) In a follow-up conversation on May 10, Moore advised poloff that FAC con 
acy; Attn. PAO Karen L. Williams; Unit 4732; APO AA 34036. Fiscal data for shipping will be providec 
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although it would have been 
last year 

the U.S. Colombian 


Colombia alone had a 


and we are approaching that goal. 


the Sierra Nevada de Santa Marta 
there were almost 7 


more than 10 percent of 


they are having to replant coca in 
even so 


production levels 
we believe 


well-funded narcoterrorist 
just that 


it is worth noting that 

opium poppy cultivation 

a huge success. Opium poppy 
400 hectares in 

100 hectares in 2004. In 2001 


and civilian officials of Colombia is working and 


and the lowest production 
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and Choco due to 


000 hectares of coca 


are not able to maintain 


ultimately 


in keeping with our 


Colombia was the 


symbolic importance achieved by the U.S. invitation to Arab participants at last years Sea Island Sun 
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and form the basis for criminal and terrorist violence 


we will win." 
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but 

and several 

the Paraguayan representative to 


who was in turn 


ANDE. More to come when we learn more 


who faces an 


this week the 
shelving 


several of the complaints were 


Velazquez is one of several Colorados 


the Attorney GeneralVs Office is investigating the 


Cecilia Cubas. The report 


Osmar 
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was in email contact with FARC leader Raul Reyes 
in addition to his 


police in Ciudad del Este thwarted an 


as they 
via septel. 


a 1989 winner of the 
died on April 26 at the age of 


which led to his decades-long 


first from Paraguay under the dictatorship and then 

and 
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many 


| from Purdue, MBA from France, President of Hikma Pharmaceuticals 1995-2003, Minister of Health 


10th, 2005 H.E. Mr. Michael W. Marine Ambassador U.S. Embassy to Vietnam Your Excellency Mr. ; 
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urban tensions and insecurity job flight 
and fraying social services 


driven by \"liberal\" (open 


to which 


22 polls in a row have shown that 
a 


specifically by imposing a \"liberal\" 


particularly those whose political 
that the proposed constitution 


if voters can be brought to 
some of the 


the leaders of FranceVs 


V and stressed their differences over 


'ho have been waiting for long periods to return to the PRC, many for more than one, some more thai 
rafted an amendment that would redress UnitedWs concerns, but has decided not to submit it to the L 
nd Thai endorsement of all UN CT related conventions. CTAG Ambassadors agreed to continue pre: 


MARK FROM HIS MONEY ARE EMERGING RAPIDLY. MORE RECENT SCAMS HAVE ADVANCEI 
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all who advocate \'yes\' 
аге now stressing the V'socialV in the V'social 


Y are 


formless 
unable to maintain the 


two leading 
both purporting to explain 


the choice facing the 


between a 


indeed enshrine liberal principles -- and that is 


in an expanded Europe dominated by 
Spain 


and 
V on the other hand 


which are 


competitive economy) 
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whether of left or 
market 


the Nordics 


signifies defending a complex 


and those who dont. 


ean Commission (EC). The crucial issue for the Greeks appears to be the EC position that extendin 
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2002 in the first round of France\'s 
well over half the voters 

cast blank ballots or voted for marginal 


see in this voting 


well over half 
and 


VyesY versus VnoY reveals the deep gulf between the 
those who feel represented 


according to this theory\'s proponents could well 

it is generally agreed would bring 
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use 


and ineffective prevention of transfer of 


including Brazil and urged adoption of the 
he stressed the 


noting the May 2001 statement 


including obligations to allies. He outlined USG 

fissile materials and 
noting that U.S. assistance to 

together with aid from 

now totals USD 20 billion. In response to 


A/S Rademaker 
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it is 
because for all 


if a need arises in the future to test nuclear 


the AP and Rezende: Echoing statements made at 


Guerreiro said the GOB had never said it 
and he \"hoped\" that Brazil would 
although it would be after the 


Guerreiro said although some ongoing 


since non-weapons states must have 


and Brazil understands the UNSC would 


not starting immediately with sanctions -- 


\" Guerreiro said the GOB 


and will seek USG cooperation in this 


eb Site at http://www.state.sgov.gov/p/wha/ottawa DICKSON 
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disarmament and peaceful nuclear cooperation as well 


\"but that cannot be the only proposal V he said. 
and it is \"unavoidable\" that Israel will come up 


Guerreiro opined. In other 
Guerreiro saw little prospect for a 


Guerreiro did not agree with the 


witness the 


on a related point Guerreiro said the GOB 


South Africa and other 


Y but not one that Brazil had 


and may then look more carefully at the 


ir formally asked about the status of the Grace Coleman extradition request (there has been no move 


president of Mercosur, Paraguay has been engaged in preparatory negotiations of a declaration for t 
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technical and investigative 


and if U.S. personnel are protected by Article 


but with special 
Guerreiro said FM 
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and while there were 
the sentence was lighter than expected. 


Sentences Him To Three And A Half Years 


ws USG use of the Manta air force base and will continue free trade agreement negotiations. The Pi 


1 1384A, Naval Command College at Newport, RI from 25 July 2005 - 16 June 2006. Embassy Bang 
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the firing on the Sri Lankan Navy cutter on April 5 (ref. A) and the murder of nine suspected Karuna οἱ 
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which is to be held in Tunis. He was convicted for 


although Abbou\'s defenders 


also 


\" the group of his supporters who have 


which poloff attended 


and at one point poloff had 


the two sides were cordial 


5 per cent 
and there were a dozen uniformed police in 
which participants said was normal. Abbou\'s 


all the Tunisians quickly stood up and started singing 
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affiliation and that they believed the incident was a traffic accident. A Palestinian youth handed over a 
stry that the judge was bribed, or at a minimum, partial to the buyer of the hotel. 2. (U) Separately, Be 
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in which the legal profession was a major player.) 


and the trial 


the level of 


no witnesses or evidence were heard. 


remained in court room talking). The final verdict 


the trial had a very energetic charged 


they seemed at a loss over how to react to the 


including Human Rights Watch and Lawyers Without 
poloffs from 
Swiss German 


but that Embassy\'s 
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who are next in 
but 


most observers expected a harsher sentence 


he 


his relentless vituperative focus on the 
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which will guarantee 

according to 

Maghreb Arabe Presse (MAP). 


illegal immigration money 
drug and arms trafficking cyber crime 
Portugal Thailand 
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Casablanca port authorities seized another 


000 packages in a purported shipment of small marble 


the Moroccan Navy 


including two 
were arrested. 


the Spanish Civil 


according to MAP. An echo radar 


the Moroccan police dismantled two V'cocaine 


consumption and 


000 doses!" of cocaine and are searching for another 


but reported his alias was \"Debana.\" His arrest 


sed his commitment to working with the U.S. to institutionalize Democracy in Bangladesh and comba 
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according to media sources. Fernandez discussed 

illegal immigration issues and economic 
Minister of Communications Nabil 

and Parliament Speaker Abdelwahed Radi during 


and she 


Fernandez stated 


\" 
\"nor remain under the umbrella of the United 


Interior Minister El 


representing a 60-percent 
according to MAP. 
000 candidates to 


including 9 000 Moroccans and 

000 others mostly from Sub-Saharan Africa. 
the GOM has arrested a 

600 would-be illegal immigrants including 6 

according to the 

1 148 persons were arrested and οἱ 


held on March 31-April 1 in 


e precautions and to be particularly wary of PragueVs famously efficient pickpockets and scam artists 


y by U.S. standards but visitors are encouraged to exercise common sense precautions and to be pz 
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and Morocco no longer qualified as such in CRS 
Manzer 

was its MEPI-funded project in Al Haouz province 
aimed at promoting democratic 


International Republican 
Sarah Johnson 


including the Islamist Party for 
has been set for May 12-16. 
Johnson 


Ari pushed for the 


and that its work is unrelated to the G8 or 


which opened its doors in 
has obtained approval from its Washington 


(Note: Ref B suggests, however, that no instructions to take action are likely to emanate from Berlin. 
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ABA will partner with the 

and plans to 

ABA has also completed its assessment of the 

that it is close to signing a 


criminal law and 
judicial outreach and confidence building and 


PLANS MAY 16 EVENTS 


Ahmed Ghayet told Poloff that a third member 


000-person economically depressed city to 
which is made up of mostly 17- to 

is known as the V'babies of Maillage within the 
Ghayet noted. Ghayet said the Maillage 


Moroccans and Spaniards 
May 16 and March 11 
Casablanca and Madrid -- to 


and include an exposition of 
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but 

for instance were too young to remember 


on the margins of the Barnier 
that Aoun had a following among young people in 
and they claimed that Aounists had prevailed in 


and opined that if true it was 
but not most universities in 


Column 4 


Column 5 
MFA 
which 
citing French neutrality. He said 
and cited Chirac\'s 
Patriarch Sfeir and бауа 


since everyone knew French Lebanon policy was being 
or press statements as a condition of the 


he spent 15 years here 


and he fought Syria 
Aoun was not the GoFYs enemy 


and 


if so 
4/29/2005 19:06 05PARIS2945 
the most significant difference 
EU G-8 


MFA and Presidency officials also 


U.S. priorities on Iraq in 
and exchange views on the planned U.S.-EU 


Column 4 

MFA Cabinet Advisor for Middle East/UN issues 
GoF Interministerial Coordinator for Iraq 

MFA DAS-equivalent for 

MFA 


and desk officers for Iraq and UN affairs. 


EUR/ERA Deputy Director Jeffrey Rathke 


with French officials 


KURDISH SEPARATISM 


namely maintain momentum 


the U.S. 


U.S. forces would 


who now numbered some 150 
equipped security forces 


Thibault affirmed that the designation of the 
despite delays 


each of the three presidency council members were 
inclined towards consensus. TalabaniVs accession 


in that it 


especially Kurdish 
to Iraqi unity; Thibault cited the Kirkuk 
Kurdish claims to oil revenues 
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and poloff 


000 in 
but were in need of more 


and Kurdish efforts 
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such as the 


especially drafting the 
Thibault noted concern that the 


Thibault conceded that the GoF was not 
but merely observing that a negative 


due to its appearing V'under the protection of 


and confirmed U.S. 


and that the process 


and similarly 


the Kurdish list (another coalition of parties) 


such as the fact that negotiations for a new 
some 3 weeks after voting took place. Thibault 


and asked whether Vice 
in the 


DONOR COORDINATION 


J about 43,000 hectares of crops. Also, 339 bridges were destroyed and 340 kilometers of county roc 
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which the GoF had begun to 


and 
with 


Ripert cautioned that we should not put too much 

the UN appeared committed to taking a more active role 
despite security 

like the EU 

and help channel 

confirmed 

offering 


out of a total 700 Iraqi trainees covered by the 


even 


in U.S. 

we had found that reconstruction projects in Iraq 

not just 

but due to other factors such as 


Ambassador 

regional 

and Brussels had been marked by consensus that the 
and give 


if the expiration in 2008 of the contract for Jordan\'s petroleum refinery and establishing an industrial ' 


inselor from Spain\'s Embassy to the European Union in Brussels. MANZANARES 


Column 4 


and economic fronts. The political aspect should 
support 

and encourage all 

the 

while on the 

it should concentrate on coordination to 

vice new pledges. At 

any offers conference participants 

could make on lraqi debt forgiveness 

to help Iraq meet its IMF commitments by 


not ceiling 
and cited the U.S. decision to forgive 100 percent 


and agreed that the main purpose of the conference 
to assist the new Iraqi government and 

Thibault 

as outlined by Ripert 

Thibault endorsed the 

and cautioned that 


such as the duration of the MNF-1 


but he stressed that he was making the point in 


Ripert asked what the U.S. thought of 
to focus on 


as well as the 
without adding fourth agenda item. 


Thibault and his colleagues sought 


stressing the GoF preference to keep the 
and avoid an unwieldy 


with the P-5 


Column 5 


especially 


for debt 


with an Iraqi lead and 


G-8 


She can offer Conference participants views on Mission CanadaVs use of Goldmine contact manage 
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but it was also clear that not all participants 


and offered to share 
U.S. draft list with the GoF; the current 
of 


that we wanted to see India and Pakistan 

and that no decision had been made on inviting 
though it might make sense. On 

Thibault commented that the 


though other French participants including Boche in 
were not insistent on this 


which could not be resolved in 


as well as the relative roles 


Presidential Middle East 
particularly the emphasis on the political 


but quipped that 


noting that we 


Boche said the U.S. emphasis on rule of law 


with Iraq in the lead and 


of having \"lead nations" in 
adding that the 


which had not been possible up 


ADDIS NEGATIVE), DOB: August 9, 1973, Honduran ID Number: 0806-1973-00265. The load of coc 


n a vote, but without the NDP they didn,t stand a chance. The vote could take place as early as next 
debate how to replace the constitutional and electoral tribunals. The Ambassador met with internatioi 


ament, particularly with the Ministry of Justice. The UAEG remains undecided about the structure of ! 


ng Chinese and other third country nationals, possibly including Special Interest Aliens (SIA), to enter 


Ministry of Health indicated that inter-Ministerial coordination on these issues was not exceptionally st 
ives from the Embassies of Austria, Belgium, Canada, the Czech Republic, Finland, Greece, Hungan 
3lopment of Turkey\'s Nuclear Power plants but -most importantly- it could impede desired return of - 
19 PSI successes to be placed in Australian, and perhaps international (Asian Wall Street Journal, Ini 


the USPACOM Commander to explore methods to assist the RTG with its efforts in southern Thailan 
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noting that the GoF preferred a 
G-8 


with Amb. Jones 


Jones stressed that media coverage of the January 


including for provincial councils in all 18 


by giving a sense of 


and in closing 
emphasizing the 


when in fact they were by and large in listening 


when the 


without bringing anything to the table in terms of 
with concerns about Kurdish separatism 


with the Kurdish issue viewed here as the more 
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which had allowed us to 


which would make life 
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neighbors) than the 60 or so 


raised continued GoF security co 
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a pro-BNP High Court judge. PM Khaleda Zia is expected to accept the resignation, effective May 1 


al Embassy translation of the diplomatic note follows. Begin Text: Ministry of Foreign Affairs of the Η 


ial business need to obtain a Spanish visa prior to arrival to Spain. 4. THREAT ASSESSMENT: In g 
orsY arrival in Spain. Ref cable was received same date of traveler\'s arrival in country. Embassy und 


the past three years is the result of new, better management and a strong steel market. End sumrr 
1eet with MPS and establish a mechanism for regular cooperation. MPS officials expressed willingne: 
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а пем 
and elections likely 


made clear that we 
and 

democratic Lebanon. 
according to Boche 


chiefly Egypt and Saudi Arabia. 


and we needed to remain 


as well potential disturbances launched by loyalists 
which remained under Syrian 


namely 

who wielded considerable nuisance power. 
Boche reasoned 

and take great care not to 

the most 

and 

Y such as its plan of national 


and wanted to 


but instead would be the logical 


Column 5 


permitted 


we needed to keep as many 
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as there was 
and 


with 
and members of its 


or put 


Y cautioning that 
1983 separate peace with Israel which 


we should not make things difficult for our 
like Egypt and Saudi Arabia who could 


and that we 


albeit more equal relationship. Boche added that 


points. On the timing for Hizballah 
the U.S. was willing to accept a sequenced 
however we 


at the same time for the 
and warn 


and noted that France had not given any 
and had 


which was something which the Arabs 
and China could support. 
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ASSOCIATION AGREEMENT OBSERVERS 


in his separate meeting 
stressed the importance of U.S. and 
which had achieved remarkable 


and the need to 
Thibault stressed that the 
independent Lebanon should not have private 


he added in the real 
we needed to look to political realities. The GoF 


Jouret 


and how would it proceed. 


and Hizballah must change its doctrines 
France viewed Hizballah as 


which would help create jobs and 
to accompany the disarmament 
Jouret said the GoF 


noting that the Gol had demarched the GoF on the 


referral to ratification by member 

France was prepared to hold out as long as 

ten years or more to keep the agreement frozen. 
Jouret confirmed that there would be 


might decide on their own to observe the elections 
he 
were largely Aoun supporters who tended to perceive 


e in the National Assembly, and was to have included the public unveiling of the electoral calendar. F 
'004. Though Curtin cautioned that the study could not account for unforeseen economic shocks, sut 
her upon his return from Singapore April 29, and with the King at the earliest opportunity. 2. (C) Con 


he attacks were in response to GAM provocations, but were deliberate assaults launched by the TNI 
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pay N4million.\" Otedola did not divulge 


the strike is bad business and he is willing to pay 


Lagos Governor Tinubu\'s actions are politically 


Tinubu must find ways to show he is 


so much the better Odetola averred. 


when it can be secured at all. Black-market 
while major oil 


Zenon has lost over N3 billion in revenues and 


Otedola offered to help 


the strike persists. 
President of the National Union of Petroleum 
told us the sticking point 


after the 


pronouncing it the only guarantee 


a Lagos government official told us a 


forming the United States that South Africa has requested fifth freedom traffic rights at Accra, for the, 


e, Guillermo Antonio Valdez Zamora, 11 November 1965, 8-243-409. National Police (PNP), Riverin: 
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which were perhaps avoidable they find the 
4/29/2005 19:48 O50TTAWA1305 
and they point 


which appear 
may postpone progress on the copyright 
but Canadian officials hope the process 


but 


the Canadians are open to the idea of a working group 


which could also provide a forum to 


however that the Canadians 


which they reject. A more 


representatives of the 


t Embassy Ammanvs classified web site at http://www.state.sgov/p/nea/amman/ or access the site th 


mit May elections. After the elections, the Government will resign, regardless of which side wins, to E 
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as one option an active 
orasa 
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an opinion shared by Embassy 

\"uninformed untested 


we rate him the likely 
a Washington \"charm 
a lesser version of that extended 


we do want to help move its few U.S.-friendly 


our 
economic and people-to-people ties; 


despite the 


its interlocutors 
and the meetings were productive. We 


Brazil and Spain; 


shore up stability and 


Parra 


:oncerning our proposal (per reftel) for a joint demarche. After seeking such guidance, Tonniatti said 
ss in Iraq. The lraqi Transitional Government, which has been formed with the great support of the p: 
ie particularly wary of Prague\'s famously efficient pickpockets and scam artists. Special caution is w 
exercise common sense precautions and to be particularly wary of Prague\'s famously efficient pickp: 


ya and Field Marshal Tantawi. We look forward to discussing these topics with you prior to your meet 


efense. LALIME 
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however; 

although меуге 

not against them; 

but we worry his attitude might threaten excellent 
Finance Minister Correa\'s anti-free trade 


IFls skittish; 


you are 


will 


and we would rather Ecuador stay engaged. 


primarily) and 


but failed us on Article 98. 


as do ours; our Article 98 efforts 
but only protections from a 
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ficer in the combined Economic and Political section) and OMS Felicia Lynch did a wonderful job of p 


g our requests for election monitors and designation of Hizballah by the EU Clearinghouse. He said: 


f Togolese could follow. 2. (U) On the Ghanaian side, some 450 Togolese have arrived in small groi 
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Ecuador and the 
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\" 


Lupo Frigates from 
and French AMX-30 tanks. 


despite the deal for corvettes and other equipment 


20 Colombian planes 
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жа DNCD lieutentant in the neck and abdomen. DNCD agents shot and killed Pimentel in an action 


Iscle in the current political arena. The flap*which centers on a UNP-sponsored no-confidence motio! 


Column 4 
90 troop capacity each 
71 troop capacity each 
53 troop capacity each 
19 troop capacity each 
936 


with a 


available to the border 24 hours after 
AMX13 


while Colombia has none. 


but not in regular war. 
double-action exercises. 


will Colombia ask 


000 
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Scorpion 
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but it has publicly stated 


4/29/2005 22:35 
and could apply a partial veto. 


President 


April 28-290 


something the OAS should help Ecuador attain. 


not 


but the system works. The 
similar to 


and that he would become more 
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zise common sense precautions and to be particularly wary of PragueVs famously efficient pickpocke 
me rate and violent crime is extremely rare. Nonetheless, visitors should take normal security precat 


= AND TSUNAMIS: USAID/DART SITREP #21 - VISIT TO JAFFNA ------- Summary ------- 1.The US 
iable posts and donors to respond. USUN Rome appreciates guidance, as pesticides overstocks will 
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holed up as he was. The military had withdrawn 
not afterward. 


illegally. Power had been concentrated. The 
to 


and called for military 


Congress overturned another decision of 


named 

Congress claimed 

from which these four 

had been rejected by former president of 


President Palacio must send a list of candidates 


Column 4 Column 5 
they are expected 


the Palacio government 
approved by 
to select a new Supreme Court include 


President 


a former 

was at the top of Palacio\'s list for the 

Cordovez has declined the post. 

according to the same source 

a retired bishop of Cuenca and 

and Alfonso Barrera Valverde a 


the president of CONAIE Ecuador\'s 
on April 28 publicly declared that 


h families and youths over 16 years of age. World Relief has demonstrated to post that it has signed : 
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and no Ecuadorian participation in Plan 


and 


including ex-Minister of Social Welfare 
ex-CODENPE president Nelson Chimbo 


a pamphlet bomb was reported at 1240. The pamphlet 


4/30/2005 2:46 
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complicated Thai bureaucratic 
and a previous unwillingness of the MFA to take a 


it will still be a challenge to get the ministries 


Thaksin has rejected individual items at cabinet 
over the 


and specifically the Prime Minister 
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understand 


U.S. standards but visitors are encouraged to exercise common sense precautions and to be particul 
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which she is 


Econ Officer met with KSE Manager of the 
the current trading 


having broken the 8 000 point barrier 
continues to set new records and has 


plus fees 

14 

and a handful of mutual funds and is 
Saturday to Wednesday. 


000 registered 
and there are 14 licensed brokerage houses that 


foreigners can 


but no 


which would require any foreign 


Al-Rasheed said that \"it makes no 


who take 


in Al-Rasheed\'s opinion are actually 
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based in South Dakota 
worth $1.5 million 


the KSE awarded Daktronics an additional $7 


according to Al-Rasheed 


adding new categories for Islamic 
holding companies 


based on her experiences with 
the KSE was highly regulated 


and that KSE employees need to put in a written 


Al-Rasheed explained 


and has suspended companies from trading on the 


Al-Rasheed said that the KSE was trying to 


Al-Rasheed explained 
then simply hold on to all of the stocks. 


But They Get Their Own Trading Hall 


Column 5 


completed an initial 


of an 


with the 


and the IT sector. 


perhaps 


and not through the KSE. 


but some individuals would buy 


d to crime, Prague is normally a very safe city by U.S. standards but visitors are encouraged to exerc 
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which is a separate area for women on the 
asa 
feels uncomfortable 


brothers uncles 
and that the 


and to allow women to feel comfortable 
KSE created the Ladies Trading Hall as a 


the Hall 
with about 50 women present. The KSE 


including 


but did not attend this year because one of her KSE 


Ahmad Al-Rasheed is 
and one 
Maha is a well-known attorney. 


democratically elected government. Iraq has now completed the important phase of perfecting its ins 


s after hours, please call 011-7-327-333-223-0864. ORDWAY ΝΝΝΝ 
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who has accepted an 
has committed to resolving this 
because once they register \"the debate will 


which will take place on May 2 he said that 'some MPs 


incery\'s. Тһе UNVs previous coverage by a Regional Officer in Johannesburg was determined to be 
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as indicated on the national ID card. He likened 


he said that some people currently \"shift\" every 


but also some liberal urban 


a disagreement 
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in 1997 moved into the disputed region 


that there will be 
and that a 


President Khatami responded that the 


it must be 


Column 4 


and were working 


his hands are tied" because the 


the Foreign Minister remarked that the 


something 


Column 5 


irt/convention areas such as Benidorm-- attract a large number of criminals and pickpockets and freq 
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ahead of the 


Shaykh Dr. 


dwindling numbers of Kuwaiti students to 
and visa issues. 
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apparently related 


according to 


one woman shot the other and then herself. 
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incident 


a Senior Advisor at Minister Level to President Duarte, might make a strong head of delegation. Wal 
‘al Electric\'s bid to provide the propulsion system for the joint French-Italian Multi-Mission Frigates (F 
aroup Chair, and with former Irish Attorney General and EU Commissioner for Health and Consumer 


“democratically elected representatives in their efforts toward building a stable and prosperous demo 


n a Spanish visa prior to arrival to Spain. 4. THREAT ASSESSMENT: In general, Spain is safe. Но! 


JRGOTTEN IN A SELF SERVICE LAUNDRY SHOP. ACCORDING TO POLICE INVESTIGATORS 
y an Iranian entity seeking to acquire the chemical 3-Quinuclidinol. Pharmaline representatives furthe 


of the major institutions, metals/minerals, and state-owned enterprises and private companies in the 
estigating a possible connection between the FARC and local government officials during the sale of ' 
je residents. Among those injured was Israeli Arab MK Mohamad Barakeh, who was reportedly light! 
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one at the site of the attack and the other later 


including motives and intentions remain unclear and 


still at large for the two women killed. 


told police that the cell had 


two 


one Italian one Swede 
none fatally. 


commenting publicly his view that the latest 


both 


describing them as criminal loathesome acts. 


referring to 
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possibly due to 


already heightened security posture for the 


and the embassy website will post any 


Post delivered the following notice to 


April 30th there were two deadly 


ez,s ambitions for continental leadership were it to be successful. It would seek to displace private m 
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and all 


both of which occurred adjacent to tourist areas. 


including an American. The Egyptian 


Americans should continue 


2005 or before if additional 


it shares 


available on the Internet at 
U.S. 

s American Citizen Services 
Sunday to Thursday 


U.S. citizens can contact the 
Garden 
Cairo. General information about Egypt is available 


s website www.usembassy.egnet.net. The most 


and Middle East and North Africa Public 


all residents of and visitors to Egypt are urged to 


yminican Republic where an investigation into broadcast piracy has closed a station. Itis a promising 


15 and Commissions Javier Bonagas. Embassy will follow-up with MFA and report any further develop 
of Tourism Maria Isabel Salvador Crespo, SRI Director Elsa De Mena, and additional information for 
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in light of a series of bombing 


the BDG recognized it needs to update its laws from 


and 


the drafters promptly made the changes. 


which is consistent with the 


but amendments to other laws are 
especially to the 2002 Anti-Money Laundering Act 


according to BDG officials Vunder 
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the Center 


it the Embassy\'s already heightened security posture and FPCON remain appropriate. End Summa 


lary payments more than 15 days can be prosecuted. Punishments include reimbursing the workers 1 
luseum and Ramses Hilton hotel. The GOE announced that the injured tourists included an Israeli οἱ 


cific threat that instigated our request for AD, has improved to the extent necessary to support an EA 
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and the World Economic Forum. 
ESI 


past and present pollution levels environmental 
and the capacity of a society to improve 


environmental 


TaiwanVs largest 


as a result of environmental 
TaipeiVs streets are notably 


Taipei implemented daily trash 
effectively eliminating garbage piles 
Taipei implemented a 


recycling in Taipei 


even kitchen food waste is 


the proportion of days 


End Summary. ------------------------ Local Security Situation ------------------------ 2. (SBU) On April 31 


the newly-enacted IPR law. End Summary. Police raid ----------- 2. On February 17, three magistrat 


ter registration in Zanzibar?s Urban West Region, the Zanzibar Electoral Commission (ZEC) extende 


(septel forthcoming). Key offices and personnel represented at the meeting included: AMB, DOM, D, 
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carbon monoxide 
and particulates). To provide 
using a similar air pollution composite index 


in 
17.5 percent of the days in Washington 


Taiwan 


currently less than 10 


Taiwan has one of the highest urban 


while Taiwan has had some success in 
motor vehicle air 


given Taiwan\'s 


Taiwan\'s rock bottom ESI ranking 


one of the principle collaborators of the 


but instead to rely on data from international 
in Taiwan\'s case 
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sulfur dioxide 


DC were above 
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Column 5 
where for most economies 2- 
in 
as a result much of 
one of 21 indicators used for all of the 
the researchers were 
a clear mistake on the part of the ESI project 
Taiwan was given a numeric zero the lowest 


the 


AIT\'s 


hman to raise the retirement age for the Governor to 67, so as to allow the respected Dr. Fakhruddin 
iffers from glaucoma. З. (SBU) Chowdhury predicted that, since he has received interim bail, the ВО‹ 


' ensure full compliance with UNSCR 1559 and generally supports the points raised in ref A. Eijpe no 
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forested and 


Levy revealed that the 


he conceded that the 
however made 


it was agreed that ТЕРА would send a 


the poor quality data is largely a result of 


the scope of the 


ESI is apparently 
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there has been very little oversight 


DGT. State-owned Chunghwa 


an outcome welcomed by DGT. DGT believes 


73 
000 


DGT 
2005 that it will adopt a light 


Y such as 


DGT is planning to draft a 


DGT will allow telephone numbers to 


nine between one and two billion NT dollars (USD 
and 25 between 100 million and one billion 
a total of 206 


28 between one and two billion NT dollars and 


allowing consumers to 


Skype\'s Taiwan partner within 
Skype 


Ji PM Ibrahim al-JaVafari upon the announcement of a new government, and referred to an April 30 s 
nonitored a rare protest march in favor of the defendants on the evening of May 1, in which 100-200 y 
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IP service providers and consumers 


Chunghwa\'s 


domestic long distance services for 17 


specifically Skype 


Mao Chi-kuo 


as it would no longer enjoy market monopoly 
due to 


there is unlikely to be an 
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scope and 


the Charge 


civil nuclear 
the Charge sought feedback from the MPs 
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traditional 


boldly predicted at an IP 
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civil space 
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the MPs from across the political spectrum were 


this was not the case for other MPs and the Indian 


primarily as evidenced by the 
as the most significant 


Wen V'captured the popular imagination while the US 


the MPs observed 


and underlined that the March 25 initiatives would 


one MP 
\"but most Indians remain highly skeptical V. 


PolCouns and DATT responded by explaining 


V one Congress MP advised. 


many of whom have published favorable op-eds. 
we need to do much more. In addition to 
mission 

including defense 

to enlist their assistance in getting the 


Column 5 


les neighboring Iraq, as well as of Iraq, met in Istanbul, Turkey, on 29 and 30 April, 2005, to assess tl 
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Convenor Rajya Sabha (Congress) 
Lok Sabha (Congress) 

Rajya Sabha (Nationalist Congress Party) 

Lok Sabha (BJP) 

Lok Sabha (Congress) 

Lok Sabha (Congress) 

Rajya Sabha (Ciju Janata Dal) 

Lok Sabha (Congress) 

Executive Director IUPF 
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charges that could carry the death penalty. In 
the GOB is likely to confiscate any property held 


the GOB lodged a case 


revoked his citizenship and banned him from 


the GOB published a 42-page pamphlet as an 


one such 


which the SPDC accuses in its pamphlet of 


it is unlikely that he still owns property in Burma 


would signal the regime\'s intolerance of even 
provide an additional excuse 
and bolster the 


J program is to protect Turkish military forces against IEDs (improvised explosive devices). ΕΡΕΙ ΜΑΙ 
| to follow up with Scott closer to the event to determine the composition of the GOJVs delegation. 2. 
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especially those run by 
have set up operations in 
and the Philippines anticipates increased Chinese 


small- and medium-sized manufacturers and labor 


street 
one of Manila 
with posters bearing an image of intertwined Chinese 


their 
and the increasing prominence of 


however 
though not 
trade and commercial relationship back as far as 


DCM at the PRC Embassy 


the Philippines has recognized 


the threat 
the relatively cheap 
and the prospect of diverted 
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s main 


has a much longer history 


emphasized to us 


arrera discussed counterdrug strategies on the north and Pacific coasts and rivers. In 2004, the Nav 
iisian Air Force not, repeat not, the Tunisian Army has a contract with SW Florida Aviation to repair its 


2d during a gunfight between members of the Eddiri and El Khour families April 30, and two additiona 
nd radionuclear events; and a federal-state clause for the IHR. Concerning the other reftel points -- f 


Column 4 Column 5 


S 
5896 in 2003 and 24% in 2004. 
396 in 2003 and 9% in 2004.) It is also 


S accession to the 


a fast growing but smaller share 
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and these economies 


of 
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or 1% of all Philippine imports. In 2004 
or 6.3% of its imports 


textiles petroleum products 
iron and steel. The high 


especially firms headed up by 

can cope with competition through 

but smaller firms which make up the 
will face difficult adjustments 


S visit both sides set targets 


Jctions in USAID funding. Despite recent initiatives to reinvigorate the sector, no immediate turnaroul 
osals. They concluded with a request for the USG to consider sending U.S. troops to Haiti to help wit 


fill not grant financing to imports of used or refurbished equipment. We have heard of some isolated ‹ 


Column 4 


do not tell the whole story of Philippine-Chinese 


s General 


more than double the $5.185 
s National Statistics Office. This 


textiles 


s largest 
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in 1993 and now has approximately $250 
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s Republic of China has stated that medical 
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both legal and illegal are also 
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the danger exists that the supplied war 
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serious concerns. 
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on what grounds did 


because the export 


Export and Transit of 


where such a conflict threatens to break 
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who were accompanied by H.M.G.B. Kotakadeniya 
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and Ven. Sobitha JHU deputy 
are two of seven monk MPs still affiliated with the 
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the revised bill has dropped an earlier 
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Ven. Sobitha 
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etc. When 
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he alleged 
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characterizing it as Kotakadeniya\'s \"special\" 
however 


a gang led by a local Buddhist monk 


Galle District 


NCFSL reported. 


according to Nayomini Weerasooriya of NCFSL 


who promised to look into allegations of the 
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and leaders of the Philippine National Police (PNP) 
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Sharon and Abbas. 


the only 


clusions regarding the two April 30 terrorist attacks in Cairo (refs A and B) that left four foreign tourist: 


y USDel was told that Nigeria agreed to an ACOTA program. The Nigerian presentation emphasized 
ssile Defense Agency 7100 Defense Pentagon Washington, DC 20301-7100 Mr. MATLOCK, TI 


y to accept their participation in a government of national unity. Chambas will travel to Togo on May + 


Column 4 


promoting diplomatic relations 
and the threat of 


out of the national 


first and foremost the development on the 


the leader of 
as saying that Peres and 


as part of the general conciliation 


the 


Column 5 


wrival to Spain. 4. THREAT ASSESSMENT: In general, Spain is safe. However, Madrid, Barcelona 
need to obtain a Spanish visa prior to arrival to Spain. 4. THREAT ASSESSMENT: In general, Spaii 
: In general, Spain is safe. However, Madrid, Barcelona and other large cities in Spain --including res 
. THREAT ASSESSMENT: In general, Spain is safe. However, Madrid, Barcelona and other large c 
and Department of Justice officials for reference. KENNY 


id direct notification simultaneously from U.S. Treasury Office of Foreign Assets Control (OFAC) and ı 
rd English and Portuguese versions of the draft TIFA text contained in Ref B to the Ministry of Industr 


ıbassy\'s already heightened security posture and FPCON remain appropriate. End Summary. ------- 


Econmic Development START MEMO PROJ-DESC: Women and Economic Development. END MIE 


Column 4 Column 5 


Chair of Ben Gurion UniversityVs 


pluralist Maariv: V'The relentless 
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even 
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Chair of Ben Gurion UniversityVs 
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they remain 


including Al-Qa-ida and 
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J has enabled the Vietnam Mission to support a variety of deserving humanitarian projects, including 


Column 4 Column 5 
and other places frequented by foreigners. 


and to securely 


which are 


visitors to Bangkok must exercise 


24 hrs/day). On behalf of U.S. Embassy Bangkok 


5/2/2005 10:21 05MUSCAT715 


along with the 


which 


the Head of Censorship and 


Jid after the twin bombings of KDP and PUK gatherings last year. END COMMENT. 2. (U) Text of int 
estone accomplishment. EXBS Advisor continued to encourage Turkish full participation in PSI activ 


^bers) Bosnia-Herzegovina and Serbia and Montenegro and on reconsidering awarding the Legion οἱ 


Column 4 Column 5 


the Ministry confiscated over 160 000 pirated works 
and instruments used for illegal copying 


797 pirated films were confiscated; 


3 cases are still pending trial. 


as well as the 


the court system in Oman has produced only a 
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we know that the 1992 consensus" was 
V Chang 
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Peres said he urged Qurayav to try to establish 

and to develop beach resorts in Gaza. He called for 
000 dunams of Gaza land in 

000 or so on which settlers have already 


who Peres suggested should be the Dutch 


although he expressed understanding for the 


Peres said the GOI 


Vice Premier Shimon Peres told A/S David 
positive 
and the PA\'s 


Peres said 


supported by 


not 
represents the \"end game.\" The 


the Palestinians enjoy support 


the issues of Jerusalem and refugees 
would come 
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still benefits from a period of confidence in his 
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and more after them. Second the GOI has 


he said. Third the 


not only for fighting against terrorism but 


; the Philippine intelligence communityYs concern that the PRC intends to use the new consulates to i 


ith fulfillment of the US information requirement. The TU Dip Note does that, particularly for very old . 
:conomy Adds 14,000 Jobs per Month; - SMEs Struggle to Adopt BEE Practices; - March Trade De 


1 National Bank, and Economic Chamber of Commerce (for further distribution to commercial banks). 


ative David Willis were vexed over Moscow,s hard-line. Both were united in opposition to a CPC-R bc 


Column 4 


but Mofaz 


not equipment. The equipment could 
Welch commented. 
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000 Palestinians are 
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he claimed. 
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could be the Netherlands. The GONL 
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for the first time 
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however 
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at the February Sharm al-Sheikh summit. Given 
Peres 


which would cost 


he said 
perhaps at Rafiah or Nitzana 
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Ukraine is one of the main European 
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up from just $1.6 million registered 


a large part of that money 


who runs a charity and small businesses in 
believes that many of the trafficking 


\" he says. 


Friday April 29: 


sources told the A.A 


will be deported once the legal 


ing included: A. Establishment of smaller working groups to better concentrate on the various parts 
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although there was an equal number of yes 
Justice Minister Ahmed Bager 
permitting him to cast only one vote 


which 


fueling speculation 


Justice Minister Ahmed Bager and Social 
and two MPs 

were absent. Minister 

and MP Al-Osaimi 


however 
but the reason for 


eral) venue to convey its support. She said she would take up with FM Briz the issue of establishing | 
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yet he doubts that 

800 Army 

he says was very costly 
i.e. letting the 


he knows what he is doing 
according to Salas. 
so he 


Judge Nobre assured us that there will be 


it will be presented before a jury. The case 
he said. Regarding 

Nobre points out that there are only nine 
versus 244 state judges hence 


Canuto 
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regularly demanded their and others\' 


a key Mission goal. 


the Embassy seeks Department support in 


Ecuador\'s largest bank began 
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we note that 


in effect 


El Hachemi Djaaboub 


he began to call for the professionalization of 


Guenaizia had extensive business 


according to a well-informed 
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wanted either to replace 


he was at least equal to the Prime Minister and 


Bouteflika appointed both Belkhadem and 
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1t developments in IPR enforcement in Sri Lanka. 3. Proposed projects: Proposal 1 The National In 
gees in an attempt to ascertain why there was so little interest in repatriation. Despite assurances 
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with something for the various interest groups 
no clear signal of an 
and no effort to reach 


little else has changed on 


further circumscribing the militaryVs political 


the 


5/3/2005 11:53 


the Ambassador raised the 
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she said 


it could operate as an interest group under 


the application would be denied 


and gatherings requires that citizens in good 
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ugoslavia. 2. (U) Foreign Minister Dimitrij Rupel immediately and publicly welcomed the 
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and President 


if the organizers plan to 
the government must take legal action against 


and Bahrain should find ways 
through civil society 


not only through marches. The 
and people must learn 


but people must follow the 


at 


the organization 
ensuring that its by-laws 


and suggested that perhaps the MFA could serve as 
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he original Dutch note and a certified copy of the U.S. note in reply, which constitute the agreement, : 


ee 2. (SBU) Mano Tittawella, TAFREN Chairman, and two or three private sector rep 
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Al Belooshi said that she will meet with the Minister of 


with an aim of improving the situation 


and hiring staff. Interior was 


she was still struggling to 


not just 


and it wants to 
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timely exchange of 


below. End 


during the second half of 
to follow up and evaluate the commitments entered into 


Colombian PolCouns Raul 


but not big on action or follow-up." On 
Sanchez said the GOC is pleased with the 


in 


rbon exploitation. While essential to these countries\' economic well-being, hydrocarbons exer 
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Adnan 
and former Municipal 
NIA\'s 


when moderates Saleh Ashour and Dr. Yousef Zalzah 


swept their candidates out of office. 


this grouping 


mostly through Al-Mohri\'s editorials 


and according to some Kuwaiti political observers 


Dr. Nizar J. Mulla-Joma 
where speakers 


\' post is unable to confirm this. 
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the INCM 


jreed to review the recommendations with Rao and convey their decisions to the Indian UN Mission it 
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is based on the nonviolent teachings of Imam 
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Peace and Justice claim to have no outside 


KuwaitVs 


region-wide. Citing the liberation of 


and thanking the U.S. 
Al 


when the 


such as in Kuwait State Security and the 
and discriminated against religiously and 
KuwaitVs ShiVa have generally operated in the 


Behbehani 


V in an effort to emphasize their distinction from 
many of whose families arrived 


there is no prominent Shiite news 
post assesses that local dailies do cover 


the GOKVs struggle against extremist elements has 


the most extreme of which 
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vas his understanding that Kuwait was prepared to withhold the amount of the claim and transfer th 


Column 4 
leaving 
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although Shiite MP Dr. Yousef 
who is known to have refused two cabinet 
is widely spoken of as a 


and infrequent attempts by PM Shaykh 


KuwaitVs ShiVa are likely to make 
as long as there is cause for optimism in 


Poloff was approached by a former 
who thanked the U.S. for the withdrawal of Syrian 
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Rao did not further specify an Indian 
but referred us to the April 28 statement made by 


and 

accusing V'those 

Vin 

Africa.\" End Note) 

Rao stated that the GOI position 


which was silent on the veto. 


or break ranks 


but commented that the UNSYGVs suggestions on areas 
and agreed to try 
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ECOSOC and UNCHR reform are not 
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independent of UN reform proposals 


and encouraged further 
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military industries 
and Palestinian terror groups are training. The 


in fact 


Israel will have 


take over the assets that 


Sharon said that Israel 
for example 


industrial zones desalination and power 


Sharon said he is concerned about Hamas! 


training the trainers as an approach, and doing that training at the Peacekeeping Wing at Jaji, in coo 
1e TGS Scientific Decision Support Center (SDSC) currently uses Extended Air Defense Simulation ( 
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more than 250 


but the two sides did not 


but he does know what the outer circle is of 


but \"in the meantime 


Sharon said 


Lebanon could lose this 
democratic country. 


he said 
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but that Palestinian terror headquarters remain in 
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Sheikha Lubna 


replacing MinState 
who is suffering ill health. She confirmed 


stroy cocaine base laboratories in the Pizana area in February. Eradication proceeded in Yanajanca i 
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with Al-Suwaidi concentrating 


but stressed that the UAE economy was larger and 


might not 

she noted that 

like that in the 

required wide consultation to ensure that any agreement 

she believed that a 4th round would be 


but wanted to be sure that it understood its 


he showed EconChief a 


which he agreed to do. 


st with transportation from airport and will also arrange transportation 
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Ambassador urged Sheikha Lubna to forward 


the federal government sent it 


she added improved the UAEG\'s ability to 


which would be housed 


EconChief met with William Brown Senior 


Tax Advisor to ADIA (Protect Both). 


and Financial Services. Brown said that his 


but thought that they had 


had a number of concerns. For 
ADIA was concerned about whether the FTA would 
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a long time Abu 
noted that the UAE worked on a Majlis 
everyone wanted to be 
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and that failure to meet these criteria has 


Econoff pointed out that the 


that the GOT has not responded to 


and that U.S. industry's patience was wearing 
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said that Turkey-Israeli joint defense projects now 


\"Zaman\" reports. The paper 


US Agree on Incirlik Air Base: Turkish papers 
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but we have not yet agreed on 
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and to urge Turkey to open its border with 
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Turkish diplomacy should not 
at least in the 


but Israel has shown no desire so far for 
there is still a lot 


chances for success in the 


the new 


the situation 


albeit more gradually. Although the 


the "main axis\' 


just like in 

terrorism will not be able to change the 

Sunni Arab 

peaceful and sovereign lraq. The establis 


the holding of free elections 


V | mean democracy. 
we believe that the main 


Ganey Tal, but no injuries resulted. According to Israeli media, police have reportedly mapped all set! 


good. Mesic laid out his two strategic goals: First, membership in the European Union and second n 
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seizes the microphone from her husband and 
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and Laura Bush for Emine 


| came across this scene on CNN- 


she and Mrs. Cheney are forced to sit up by 


she\'s a lot more 
the First Lady was 


no 
go out and find himself a humor 


instead of opening court 
the 
and he would have gained a lot of public 


there would need to be not 
but also a high degree of 
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за aid annually donated by international organizations such as the USAID, the EEC and Care Internal 
VEgidio and the governments of Rwanda and the DRC to help facilitate the FDLRVs return to Rwand: 
willingness to respond to our initiatives will be similarly limited. END SUMMARY 
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to expand the force to over 12 


Feith said we should increase the 


intelligence 


Feith again stressed his view that we 
not jump to Phase ll without 


NATO should keep in mind the 
which is the need to finish Phase I. 


Feith noted that all AU 


noting in particular the 
which he said was slow at the start 


Anders 
and noting that such 


Pieter Feith 


which would include aerial surveillance and 
but such a mission had not yet been proposed 
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000. Stating that 


nated PolOff Mark Stamilio, email: stamiliom@state.gov, tel: 595-21-213-715 ext. 2046, to serve as p 
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ASG 


he said he wanted to be clear on where NATO is at 


first with the African 
and that the NATO effort would be complementary to 


what the EU is doing and 


Kobieracki said NATO 


that NATO knows what it has and is aware of its 


Canadian General Fenton(?) asked 


he asked 


Lt Gen Perruche 


it hasn\'t been 


according to General Perruche the credibility of the 


Perruche said that where they 
they are having a positive affect \"globally we 
but there is no collective impact 


no delineation of tasks among 
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i, we can afford to be more ambitious than they can, but by setting up the process and the timelines r 
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he said that clearly there are also some 


who was 


added that the AU lacks 


there are those in the region who V'count the 


Stamps added that intense political 


Brigadier General Brauss 
they 


the latter requiring a lot of the 


he added that in the AU there 
which creates bottlenecks within 


Pieter Feith 


the requirement is for 815 officers of 
communications equipment vehicles and 


the police requirement goes up to 


logistics and communications will still 


according to 


ANE 
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we need the AU 
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to focus on the March AU-led Joint Assessment 


to be sensitive to the tension described above and 
Hendrikson 


the NATO side asked if the EU had been 


Feith suggested reading the documents currently 


copies of which the EU 


Feith again stressed 


as it makes no sense said 


to pump more troops in (a effort he attributed to 


Feith said 


General 


an officer of 
a uniform and 


ncrease Chinese intelligence collection on U.S. and Taiwan military targets. 
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BG 
but if two NATO 


an officer of the IMS asked about expansion 


isn\'t that a fait accompli? Christian 


consistent with 
was \"don\'t rush to Phase 


Feith suggested 
the EUMS said that if we all 
we can work with the AU together. 


ASG Kobieracki said that NATO is looking 


Kobieracki asked 
EU 


however 


Feith commented that \"you\'ll get all the cooperation 
Kobieracki reiterated that NATO 


the meeting adjourned 
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ficit Widens; - Motor Vehicle Sales Still High; and - Wage Gap Widens. End Summary. SIGNS O 
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failed 


requiring a re-vote on the 
or against the measure to reject it outright. 


and the Speaker delayed the vote for two weeks. 


which does not include 


which is apparently 


was to propose a vote on whether to 


requiring a re-vote on the 


resulting 


Three Conflicting Opinions 


the Speaker first 


the advisors returned three separate decisions. Two 


in fact the amendment 


a majority of 


after hours, please call 011-7-327-333-223-0864. ASQUINO NNNN 


e Minister Borda, his relationship with President Duarte is better than ever. Borda appears to be kee| 
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the vote on the suspension is anticipated. If 
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the first time women 
unless other adjustments are 


Advisor to 
Yousef Al-Ebrahim 
V which indicated that \"things are not moving in 


Al-Ebrahim added that it should be viewed as a 
but only if there is a program for 


however 
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told the Ambassador that the Assembly should 
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but 


called yesterday\'s events 
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dicated that the CCG would likely rely upon Foreign Affairs Canada (FAC) to handle negotiations betv 


stry appears willing to surrender part of its Coast-Guard-relevant resources to improve the GoC\'s ovt 
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13 Ministers 
supported the amendment in addition to 17 MPs. 
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attorney for left-wing Kurdish activist and 
also said a 


so there is no question about his guilt. 
Alatas averred that the Turkish public is not 


he noted 


judicial standpoint 
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there were only minimal protests 


retrying 


sons or threats. Post will continue to monitor and engage with UNHCR on the issue of Congo/B refu 
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which by all accounts he 


in name at least) State Security Court 


where defendants were presumed guilty and little 


which had led to the ECHR ruling against 


the court repeated its initial 
which an appeals court promptly overturned. The 


on the rise in Turkey 
as reflected in the 


and suspicious of its motives. The retrial is likely 
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sss need to obtain a Spanish visa prior to arrival to Spain. 4. THREAT ASSESSMENT: In general, S 
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ideological interests 


Secretary General of Nirit the Israeli 
told economic officer on 


but 


the new settlement being developed adjacent to Nirit 


\" Nirit\'s residents will 


Nirit\'s residents agreed that Nof HaSharon 
according to Ginatt. 


and do not expect to win 


iscussion on UN reform must take place in New York. According to Normandin, Canada is not oppos 


support. They hoped to be able to fly the patients out of Erbil on May 7. Subsequently, B 
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since 
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so it remains to be 


because the killing was 
there would not be grounds for a case of 


"еу/ at the ten-year mark. He said he did not think such a review had taken pla 
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while Italian magistrates had 


on the 


the 
and SISMIVs Baghdad Station Chief; i.e. the V'Italian 


they said it was the only hard copy in existence 


generally on the grounds that the 


Castellaneta 


though 


no deliberate intent. 


it was important for the Italian government not to 


and we would endeavor to continue doing so 


including access to all evidence. The one 
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however were given copies 


and it will not 


although we might want to do 
Washington or Rome.) 
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Alves thought 


he explained would 


Ribeiro noted would like to 


which only a handful of Brazilian firms had the 


and 


Alves observed that the latest Budget 

in its Portuguese acronym) which lays 
currently in 

already envisions PPP counterpart spending. This 


which would 


Goias Minas Gerais 
Santa Catarina and Espirito Santo among others 
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CPP in the form of a holding 


state and municipal governments will all sponsor 
with a mix of different regulatory approaches. 


as their success or 


the State Secretary 


it is 


i.e. low return 


which are 
members of the GoB economic team admit that PPPs 


while the jury obviously is still out on 
PPPs look to be more of a band- 


both 


that Brazil needs. 
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Wellington and Auckland have 
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once very rare are 
and visitors should be 

such as scams and 

is a daily occurrence in these cities. 

especially at 


to avoid becoming a target of opportunity. 


New Zealand does not play a 


Heroin and Cocaine 


ceeded to shoot Amaya twice in the head, Amaya\'s neighbor in the face, and Amaya\'s cousin in the 


| promised to inform the Embassy of the GOH decision on Carozza\'s candidacy as soon as a decisio 
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at night visitors 


which are available via the Internet at 
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24 hours/day). 
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stating that 


claiming that it could have improved Nextel\'s 


accompanied by Commercial Counselor then 


working with 
is 


the new rate should be in place by the 


Peru\'s rates have yet to 


but rather companies negotiate the rate among 


competition 
worried about the consumers has requested all 
offering the Philippines as a model argued that 


Telefonica complained that doing 
the high 


and the MTC\'s build out 
although he declined to pinpoint 


San Roman 


language of the amendment might be open to differing interpretations. To ensure that the GOE and 


the Ambassador chaired a meeting of the full EAC to review the Embassy\'s security posture followin 


nes on the import and export of radioactive sources and to the IAEA Code of Conduct on the Safety: 
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costs would be lower. San 


MTC recently required that 


however must meet new MTC 


but it plans on becoming more 


which should be in place by the 
will level the playing field among mobile 
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but its ability to 
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working in 


could turn a deficit-ridden privatized state 
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whom 
with a view to continuing 


but 
and the situation 


and the banks opposed it 


but reiterated his willingness to 


which we believe would be very helpful in 


at the recent Euromed 
Morocco revealed that it had 


he said 
the GOA would move quickly. 
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like poverty 
are addressed. 


but does implicitly 


and especially prosecute acts committed in the 
regardless of the perpetrator. The CommissionVs 
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Guayas province home of Ecuador\'s 

Guayaquil had the most labor conflicts 
between 1994 and 2003 Guayas had 336 cases of labor 


compared with 217 in Pichincha (home to Quito) and 


Spanish newspaper \"EI Pais\" reported that 


to whom she paid $70 a month (significantly 


which they believed could only be 


000 Colombians are now working in 
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a site with fewer 


the 
estimates the project 


for a total 


an island eight miles from 
held a public forum to discuss LNG on April 3. 
present to represent the government walked 


Minister Miller had a heated exchange with Manuel 
president of the Cat Cay Yacht Club and a staunch 
with Mr. 


focusing on the dangers posed by the 
and the 
oceans and marine life in the 
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Ms. Sam 
is white. Said Minister Miller \"Had this been a 
it would not have 


which he said were not meant to be 


with ads now 


May 5. 


the LNG debate has been long protracted 
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twenty-one political parties 
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labor centrals 
the Andean Commission of 
and International IDEA (Institute of Democracy and 


as well as new commitments 


the EEP 


in conformance with 
also limits the content of election propaganda 


written 
and 


in conformance with existing law 
officials running for re-election are 
and using any government funds for the benefit of the 


and the 
provide informative 
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requires 
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indeed concur in their May 7 meeting on an exception for bilaterals FTAs with the U.S. He 
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Alan Garcia (APRA) 
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public 
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m in Geneva because they were frustrated, both with the tendency of UN delegations to overlook hun 
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and including Australian 
would arrive 


consistent with the 


V the PM declared. 


Y Downer 


not just for 

that we stick with the Iraqis and 

help Iraq become a free 

and to pull out now would be the worst thing 


callous and innumane\" act. 
meanwhile 
commenting on a radio program that he was not 


as they have 


agreeing 


Blazey expressed appreciation for the \"excellent\" 
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attempted to manage 


3s appearances, the GOI has been quiet about Iraq since the January el 
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onomies for support in advance of the APEC Counterterrorism Task Force Meeting and Senior Officie 
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given that the U.S. obligation is 
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Vervaeke said the EU fears the 


as well as the disarmament 
return and reintegration (DDRR) of 


territory 


South Africans and others 


the Ugandan leader praised the Pakistani 
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whose objective is to 


as well as the other 


to work with the DRC and MONUC to help make the 


the FDLR would not be 


but 
or more precisely near the 


but cautioned against 


public 
no unpopular decisions 
and the communities are stressing their 
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the USG will also share a 


the 


while noting that there was still a $6 million funding 
Ranneberger stated that they must 


should be done about turning him over to the 


including Charles Taylor. The Troika indicated 
including perhaps through a UNSC 


de Muyser agreed that there 


De Muyser said pressure on Bryant was needed. 


De Muyser noted that 


but noted that the Sierra Leone PKO is 


that he was somewhat encouraged by 
Ivoire but that the Togo 
Ranneberger noted 


but that a key question was where the military 
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but urged a more proactive approach. Henriksson 
S 


we are looking at various benchmarks. 
the transitional government needed to 


Ranneberger 
included costs and fears of over-extending the AU and 


at best 
he said it was an EU 


that certain Member States were extremely 
and that it was the best hope for peace in 


Hitchens characterized the EU approach as \"yes 
unless...\". He 


noting 


Hitchens suggested that it 
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rs that Beijing would try to pressure Suva not to allow Chen to visit. 


ses no credible information of gross violations of human rights by this individual. Embassy Bangkok 
nistry of Health officials to discuss SingaporeVs Al preparedness and regional concerns (Ref В). RE 
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Javier Solana met with President Museveni. 
Museveni V'reconfirmed Uganda\'s 


Manahl agreed 


EU and Member States and said that the U.S. wants to 


that it links Taha and Garang in partnership. Since 
the CPA and 


he urged both to move 


New Zealand agrees with the United States on the importance of meeting the May deadline for subm 
| the UAEG to make an official statement welcoming the ITG (septel). SISON 


of PSI; maritime, land and air. B. A detailed discussion of proposed and actual participa 
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particularly by 


as a result of pressure by U.S. and 
and the presence of the AU. Both sides agreed on the 


doing an effective job. He said 


he stressed that 


the Egyptians 


should be expanded 

as 

need to be 

EU military experts believe 
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and Eritrea in. 


and should receive additional EU 


па and other large cities in Spain --including resort/convention areas such as Benidorm-- attract a 
3, Barcelona and other large cities in Spain --including resort/convention areas such as Benidorm 
n Spain --including resort/convention areas such as Benidorm-- attract a large number of criminals ar 


jotiations in Abu Dhabi. He listened to Ambassadon\'s pitch on Proliferation Security Initiative endorse 


jection to issuing a public statement of support, but has not reached consensus on appropriate lang. 
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there are 
and the EU is concerned 
the East etc.? 


including the establishment of a 


he 


noting that they are also 


but it depends on cooperation from the AU. He sees 


the UN Economic and Social Council (ESOSOC). Peerasak said that the MFA is still listening and w 


legation, which includes Mr. Kivanc from the Turkish Mission in Geneva and Dr. Yesir from the Mi 
' five key areas in which UNICEF focuses its resources globally: 1) girl,s education, 2) e 
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which the two sides had covered throughout the 


we should not lose sight of NEPAD 


and all other AU programs. Ranneberger said 


in addition to increases 


with the AU being their 
but not only 

S 

saying that the EU 


noting that Africa presents an opportunity 


including GSPC 
as is 


including Sudan. The PDAS outlined the 
and he and Heflin 


with substantial funding. De Muyser 
s 2005 priorities 
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interlocutor. The EU will provide 


as well as an 


and asked 


Column 4 


Column 5 
which he saw as positive. Ranneberger said the 
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to travel to Ljubljana 


Slovenia on May 
2005 


to discuss trafficking issues 


Office phone: 386-1-200-5708 fax: 386-1-200- 
Cell phone: 386-70-323-664. 


tel: 386-1-308-1270; FAX: 386-1-308-1015. 
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or about 12 dollars (with additional discounts 
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please contact your control 


Slovenia is 


there have been some incidents of purse 
usually at night outside of 


and official visitors should take appropriate 
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with one opining that Putin had 


litants fired two mortar shells at Netzarim overnight May 9-10 and another shell at Kfar Darom May 1( 


fications and notifications from the U.S.; no such funds have been found in Spanish accounts in 2004 
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a suspect in the 
had jumped from a bridge 


Nile News conducted a phone 
General 
who stated that two victims were Israelis 


May 1 showed Yassin\'s bloodied body ‹ 


after Yassin had conducted his attack his 


but the two attackers reportedly died at their own 


and printed 


000) Interior Minister Habib 


000) published an article on May 2 


reportedly still at 
was believed to be in possession of an explosive 


in fact dropped his bomb on the group 


April 
failed to yield any of the surprise announcements 


loyers of purposefully causing shortages of basic commodities to stir civil unrest. Even as the ZCTL 
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although some criticism did appear in print 
editor-in-chief of the 


000) who 


Vunlike some 

V before announcing his candidacy. 

one pro-government journalist with whom a PA 
even 

my colleagues and | 


April 26 - 28. Commentary in both print and on 
with some praising 


energized the region." 


which ended on April 27 for her role in the 
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Parolin stated. Such tactics 

can only generate division within the society and among 
the situation should have been dealt with 

he believed 


though they had not offered anything concrete on 
Parolin thought this was an encouraging 


Poloff met with Jesuit Father 
who 


the pastoral letter was 


he 


\" he 


V he said. Piedade added that the clergy in East 


but many feel that the church should stay out of 
a sentiment Piedade traced to the influence of Pope 


V the Jesuit concluded. 


noting that he was ashamed and embarrassed 


y 
\"but in reality he is quite secular-minded.V The 
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and the Holy See was working 


relations with Iraq. HAMILTON 


mining and community interests. Post notes that Oxfam,s role in Tintaya contrasts starkly with its inv 
ristaldo Mieres, DPOB:190CT1982, Paraguay Magna Maria Meza Martinez, DPOB: 19SE 


For its part, Canada is considering a number of &unilateral actions8 to achieve its aims ) including s 
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Y but that the Church could not 


Y Piedade said. He claimed that 


the Vatican\'s FM left little doubt that for the 
they were leaving the situation in the hands of the 


though 
who had managed the East Timor account during the 


rejected the bishops 


so how could 


while providing the conditions to allow people to 


not Bishop da Silva 
former Bishop of Dili Carlos Belo authorized Filomeno 


and he 

eventually becoming Secretary to 
Bishop da Silva. Piedade believes that 
and 
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whom he described as a \"pious 1 


blaming the government for his o 


adged invitations for the Gleneagles Summit had to date focused on the UK\'s priority issues of clima: 
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but they are encouraged by the 


by contrast 
the confrontation could end in violence 


the Vatican has no intention of sending in an 
but would do so if the situation deteriorated 
the 

but 


V Piedade observed. \"This is a medieval 
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and that the U.S. was instead raising the 


at least for 
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he appears to have been 


then-FM Villepin 


and that his 


suffering from 
Cros had asked for less demanding duties. However 


Beijing and as Ambassador to Mozambi 
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\"\"Chandrika - Douglas - Somawansa 
V and V'Sivaram was killed by the 


\"Never 
Sivaram: Thank you for your contribution to the 


\"Whether it is Sinhala 


t round of WTO accession bilateral negotiations on June 13-16. We are pleased to inform you th 
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V'Even those 


Mawai Senathiraja lamented 
but 
he wasn't an LTTE cadre 


saying 


led by Douglas Devananda 


the 


and while the intimidation factor may affect a few 
it is unlikely that this single 
among others 


however 
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V There have been some 
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\"We are under the 


is an anti-LTTE Tamil party 


high profile 


will continue to use SivaranVs 
to illustrate their support or ορρος 
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a significant number of draft 


that of the 922 female PRC illegal immigrants currently in detention at the Hsinchu Detention Center, 
is not consistent with the Montreal Convention, but most of the other areas favor 
sement of the remaining eight UN CT Conventions which the ВТО has not yet ratified. END SUMMAI 
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and the centrist \"China Times\" all 


these newspapers also 


almost all the Chinese-language Taiwan 


Y 
pro- 


however 


pro-unification English-language V'China 


000] editorialized (5/4): 


a journey that fawned over the Chinese 
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said Lien\'s trip has unveiled the 


! Greeks discuss this with their EU colleagues to see how other member states are dealing with the C 
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Lien\'s China 
inflexibility 
and his grand Chinese mentality of 


or the island would 


000] commented in its editorial (5/4): 


the KMT\'s grudges with 


V while the KMTVs arguments with the DPP 


English-language “Таіреі Times" 
000] said in an editorial (5/3): 


in China\'s history. It has also 


Lien 


otherwise he will have demonstrated that 


pro-status quo \"China Times" 
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strong 
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000] commented in an editorial (5/4): 
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it is certain that [KMT Chairman] Lien Chan\'s 


the international community was gravely 
and the United States 


there was no possibility for a dialogue 
let alone talk about a peace 


people here 


Beijing has at least started to accept 


or even President ChenVs 


and no one can take away 
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pro-unification 
000] observed in an 


its relations with the mainland and the role 


Taiwan would be 
reducing the need 


this island might no longer feel necessary 
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given that he is now fully out of the 


a known financier of 
Ambassador Wali 


GRP officials arrested Abdullah Nasir Al-Arifi 


again according to press reports and 
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rd with the trafficking in persons bill (a 


iplomatic Relations 
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who was then deported back to Saudi 


his promises of 


and his assurances that his government has 


undoubtedly stemming from the 


we significantly impede the ability of 


we 
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it would greatly expand the scope of its 
making export licenses necessary 


unless the 


¡y Bangkok Political Counselor, Robert J. Clarke, is the verifying office 
officer for the Embassy/Department of State. -- WCN 6355A 


TE continues 
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Libya 
but does not include Mainland China. 


this change reflects the realization among Taiwan 


which focuses on high tech 
and the Cross-strait Relations Act which 


we told BOFT that its plan to submit 
schematic drawing 
and specification tables for each export that it 


robust 


the USG encourages Taiwan to abide by UN resolutions 
and AIT demarched Taiwan in late 2004 to 


2005. BOFT noted that the 
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Iran 


and speedy. 


8 Palesti 
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he downplayed joint Thai-Burmese border 


and that the Rangoon government would 


Commander of U.S. Pacific 


General Winai Phattiyakul on May 3 in 


which was apparent in the seamless 


and the May 2 inauguration of the latest Cobra Gold 


and Admiral Fallon 


which helped maintain stability. 
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the southern 


he noted 


he said that lifting martial law was already 


and regretted that they had not been always 


he noted that many local people remained afraid to 
he said 


unemployment and V'young 
V they were now inclined to believe that the 


Winai 

although programs encouraging the participation 
the armed forces and police 

these efforts had backslid in the past few years. 
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Winai replied that Thailand 


and admitted that in the past there may have been 


the Burmese government went to great pains 


but said 


V they will be \"disappointed.\" Winai 


he 


\"perhaps 


Winai said that this was yet another 
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nd has enabled it 
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SSM Aviation Department 


given the extent of problems with the initial 
Boeing\'s Ankara representative is skeptical that the 


Sikorsky has been involved 


local US 
pressing for 


and viewing any concession on their part as a 
DefMin Gonul 


the Ambassador 


a hard-wired computer system in 
and the addition of 


the Ambassador underscored 


he urged that the 
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nted in 


Robert O. Blake, Reasons 1.4 b,d 1. Summary: (С) On April 26, Boeing 
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the High Court of Justice debated 12 


but the court 


the people 


PM 


special envoy for the 
as saying Tuesday 


the Subcommittee 


in which it warned against the deployment of 


Finance Minister 


Foreign Minister 
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provi 
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according 


they raided the 
an ultra-nationalist organization 


the PA 


a police investigation 

and an attempt by former PM 
the 

from 


but they are doing very little in the way of 
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a serious escalation along Israel\'s northern 


is gaining acceptance in the Muslim word. 


Jerusalem Post and Hatzofe reported that Azzam 
the Israeli Druze who was released from Egyptian 
spoke in favor of Jonathan 


Chief Ashkenazi Rabbi Yona Metzger 
proud Jew" who was 


left-leaning HaVaretz editorialized: “Тһе 


Column 4 
Orthodox Hatzofe editorialized: Abu Mazen 


and does nothing of what he 
independent Jerusalem Post editorialized: 
in order to 


the cause of freedom next door 
rather 


left-leaning HaVaretz editorialized (May 


after even the political 
the government is trying to 


acting 


and therefore 


Orthodox Hatzofe editorialized (May 4): 
terrorists launched Qassam 


Column 5 


should be 


is being careful 
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and does nothing of what he promised in 


independent Jerusalem Post editorialized 


thats no reason to 


to great presidential interest and sympathy. 


the U.S. and other democracies still can 


accompanied by a genuinely free 


independent judiciary incitement-free education 
there must be freedom 

only a 

as Sharansky is rightly saying in order to give 


the cause of freedom next door mustnVt 
rather should be placed 


Js and railroads are a 
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left-leaning HaVaretz: \"By 
the Egyptians are ignoring flagrant 


left-leaning HaVaretz (May 


which is to examine the validity of the 
the 


and that a committee should be formed to apply 
the 
after having misled the IAEA over 


Vthe father of the Pakistani bomb Y who 
the 


the United States and other 
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is still prevalent. The GVN has not 


there have been no major 


the passage 


ι agreed to in the U 
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Editor-in-Chief of the Supreme People\'s 
told PoIFSN that 
there have been no further studies 


Vietnam retains its long-standing system of French- 


but the GVN has 


but it does not provide 


Cuong suggested. 


himself a Deputy Department Director for 
confirmed that judges still 


or based on discussions between 


Y however. In these cases the 


instead of releasing the accused 
the judgment panel 

is 

which 

Y Cuong asserted. He attributed this 
which 


conducted every five 


Pham Hong Hai one of the 


asserted that the 
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he 


namely 
for their unfavorable treatment of 


including copies of their 
introductory letters from the law office they work 


there is a Catch-22: defense lawyers must 


but in order to receive such a document 


together with a request in writing from 


who \"always claim to be 
because in many cases 

V'we are too busy 

a lecturer in the Law Faculty of 


claimed that the quality of 


while only 50 percent of investigators have 


namely wrongful prosecutions and sentences. 
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the 


court staffers can 


Y Hai claimed. 


is assigned telephone number 990-4196. 2. (U) A review of calls mad 


Conservatives whose il 


ial 


IGRATION SERVICE PROCEDURES ---------- 


eived a Diplomat 
at, while 


id to assess met 
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the Politburo just passed a 


especially lawyers. Studies will be 
such 


however 


the Presiding 


who is rumored to be a close confidante 
current SPC Presiding Judge said Hien 


has discreetly showed his discomfort 


the courts and said 


this prompted a National Assembly Standing 


onvention areas 
icial passpo 


lestions presented in writin 
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the European Forestry Commission and 


economic and 
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including public 
education preparedness 


while 


and on behalf of the North 


such as bilateral and 
but that resources and effective 


including the United States and 


training and 

Costa Rica China 
Mexico Portugal 
were cited. 


and its work on guidelines to enhance the 


and with other delegates recommended 


institutional frameworks and 


marche. 2. We proceeded by contacti 
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Australia would host the XXII 


taking a leadership role in the 


development of 
and the interactions between 


climate change combating 
halting land degradation drought 
poverty alleviation food security 


member countries 


suppo 


)nse as S 
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\" Hassan said. Dr. Kuttappan (protect) 

said that Karunakaran\'s 

the margins of 


Karunakaran\'s 


ALBEIT CAUTIOUSLY 


party 
emphasizing that the high command has not sacked 
with 


a 


Karunakaran\'s 
reportedly engaged in a sibling 
has not yet 


senior journalists told 


il. Soon after the incident, rumors that Pimentel was с 


embarrassment for President Kuma 
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News Editor οἱ Kerala\'s leading daily 
told Post that the new party\'s 


Karunakaran in 


however continues to be as 
thus 
due in September 2005 might offer a preview 


it will be advantage LDF. V'That view is 
V says Hassan who believes that after 
the party workers will all 


the 


\" says Lukose. 


Column 4 


EXCEPT TROUBLE MAKERS 


the 

generally alternate in power. In 
the prevailing notion in the 

with or without the split 


want to use the opportunity to weed out the 


who continued to lobby the Central 


over the short term 
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Dinesh Gunawardena 
said he did not think that Kumaratunga would 


the President has not yet 


then it could be a good 
he said. If it covers wide tracts of the north and 
then he would be less 


Chief Minority Whip 
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the next 


the split will only help 
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Minister of Urban 


told Charge on May 4 that 


elopment Specialist (PDS) traveled to Jaffna from April 20 to 22 to monitor USAID/Office of U.S. Fore 
jround. In preparation for the spring-summer 2005 deser 
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Norwegian Ambassador Hans 


the speech needs to be accompanied by action 


are the most positive ones on the Joint Mechanism 
time is 
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with human rights principles 


put forward in 

would infringe on the 

inviolability from search 

and freedom of association. Fokina 


an expert on religious freedom issues 


Adil Soz believes there are only four. She 
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free speech 
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it would result in \"total GOK control" of civil 
Tkachenko noted NGOs 
including participant names ten days 


when 


not for the 


however; he noted that the GOKVs efforts to 


ary. 2. Justifica 
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head 


Tuyakbay indicated 


the 


it can deflect such 


not less scrutiny. 


\"OSCE criticism has declined.\" He 


Tuyakbay claimed that President 


Column 4 Column 5 


but not under conditions that would make a 
the country holding the 


a country 
well-trained corps of diplomats; it must 


Kazakhstan\'s ambassador to the OSCE was the primary 


they are political allies. Baimenov 

by 

he 

the GOK had no desire to confirm to OSCE standards. 


because he was certain that Tuyakbay would 


which he expected 


the 


V'this will be a different 
the result 


the state did not yet meet \"the demands of 
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noting that DCK 


and political association; the GOK is attempting 
including Respublika Soz 


and added that Nazarbayev had similarly signed 


noting 


independent media and NGOs. He predicted 
as Nazarbayev realizes that 


they had proposed a series 


san 


Column 4 
OSCE members place greater 


President Bush had spoken 


Russia 
or one in which the human dimension is as 


but that this was a possible 


who had celebrated his 15th year in office 
that he has 


Georgia 


prosperous country with free elections. The 


noting that in 
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and the other signers of the Asta! 
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Tuyakbay said that the 


some of the oppositionVs 
for example 


that 


as Abilov predicted. We also think Zhandosov\'s 


given the volume of controversial 
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CENTAF Commander Lt. General Walter Buchanan 
Lt. General 


Lockheed-Martin 


Northrop Grumman 
and the Ambassador were on hand 


Major General Khalid said the F-16 Block 60 program 
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its air defense system 
and the Gulf Air Warfare Center's role in 


and other European and Gulf nations. He 
noting the UAEVs 
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rather than squander 


concrete impact. End Summary and Comment. 


Ambassador 


Ambassador Oliver stressed that 


with a focus on basic science and 


and would 


assuming that an 
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the need 


Australia China 
Ecuador Egypt 
Jamaica Japan 
Turkey United Kingdom 


many of these co-sponsors - as well 


in the 
Wa shower of praise for this initiative." 


many commenting that the initiative would help 


\" Australia 
\"it encapsulates the direction in which UNESCO 


declaring 


Indonesia and Russia 


the Ambassador 


who noted approvingly that the draft decision 


be measured. Mauritius also 


who 


the Assistant Director General for 


both 


he noted. 


Column 4 
5/4/2005 12:23 
5/4/2005 12:36 


Karat promised to hold more 


it does not determine policy. The party has no 
and finds increasing trade 

\"promising.\" On the whole 

but wants India to 


noting that the CPI(M) V'objects V" to the proposed US 


replying that the US 
the US is 


as this 
and the prospect for India-US 


commenting that the CPI(M) \"is 


but insists 
\" to ensure that 


Karat did not see any reason 
as India already has private companies in 
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especially in the IT 
he emphasized 
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\" Karat 


and in any case the communication sector should 


as the GOI can make many investment 


and there the party could use its clout to oppose 


Karat noted that his party had “по objection\" 


which benefits the 


and 
like the swadeshi wing of 
\"he stated. 


as 
for example 
as it has a 

a liberalized 


the Charge stressed. 


noting that 


with little success. The 


there must be 


the SP in Uttar Pradesh 
the Communists plan to work with 


he underlined 
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and the RJD 


as the Communists do not want t 


ty on corruptio 
1e Minister Tony Blair has advocated directly with 
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lage, near Hebron, at least two commer 
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particularly in the three V'red forts\" of Tripura 


he insisted 


Congress is on its way out 
and Vit is our turn to come in. Congress 
he noted 


it would be \"a mistake" for 
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Congress will require a full 
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he will be a powerful figure on the Indian political 
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Karat made it clear that the 

privatization missile 
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while continuing 


Karat was serious 
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MFA Deputy Director General for the Middle 


as well as the April 30 bilateral meeting between 


who was accompanying Crown Prince Abdullah on his 
but 


JaVafari said he will try to come to 


the Secretaries-General of both the 
as was SRSG Qazi 


but only as 


Gokturk reported. The tone was V'friendly and 
V he said. Senior officials discussed the 
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followed by lunch and then an open 
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and that now the 


and that Shia mosques 


and that Iraq and its 


the Syrians responded that their 
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by Sunday many of the decorations had bee 
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the police closed downtown HCMC 
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HCMC police went door-to-door in many neighborhoods to 


the police sold and mounted the flags at a nominal cost. 
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this declaration cannot" deal with the biosphere. 

he said Articles 12 [\"solidarity and coope 
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France made 


there are also practical 


the US delegation suggested in 
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Uruguay and France). 
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the US had suggested deleting 


Brazil proposed eliminating this and also V'the 
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the EU member 
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working with Uruguay and 


came up with a chairman\'s text. Despite the lack of 
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the US delegation assisted by US Mission Geneva I 
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and no matter how many times 
it will be a precedent. 


5/4/2005 13:25 O5KUWAIT 1860 
5/4/2005 13:38 O5NEWDELHI3367 
if unspoken factor 


the UNSC was less so. 


s and devel 


TY: -- Deaths: On May 2, one IDF soldier 


Column 4 


Chinese Premier Wen 
all of which factor more 


the GOI treated it with characteristic 
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with an 
V 


Japanese 
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more global 
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\"comprehensive economic engagement 
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the Japanese DCM 


and that GOJ policy was \"more 
he explained 
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and will no doubt welcome 
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\" he did not 
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China weighed heavily in discussions of India-Japan 
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Badran met with President Bashar al-Asad. 


V' but did 


and that the GOJ will study 


unify transit fees facilitate travel procedures 


Qasrawi did not mention the 
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the King 


because he perceived a real need to 
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to do everything possible to stop 
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HCMC police went door-to-door in many neighborhoods to 


the police sold and mounted the flags at a nominal cost. 


DCM met with MFA Dir 


Column 4 


according to our contact. 


5/4/2005 13:58 


s intranet site to which it 
Disbank has a book 
none of 


banks provide their own training to their 


Citigroup 


but also with 
FATF rules 


including the Bank Secrecy Act and Patriot Act. 
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Iraq has become a terrible place to live." 
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20 by the Ministry of 
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to protest the 
000 teachers who had signed the 


Column 5 


Column 4 


Tascon\'s list has become a central 


apartheid) has put 


and 


but nobody in 
or that the 
there are reports that 


5/4/2005 14:08 


according to press reports. The 


V lands targeted for GOV redistribution 


infertile land in estates larger than 
000 hectares. The new law calls for the redistribution of 


asserting that 


only lands within the confines of \"rural 


Column 5 


O5CARACAS1356 


Column 4 Column 5 


the local lawyer for the British ranching 
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000-hectare wildlife reserve cattle 
and biological research center Hato Pinero told 
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the Turkish Government shall be 
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no other 
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Cuba 
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ex-president of PDVSA 
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the Bolivarian Alternative 
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Aoun demurred. He said that a short delay \"of 
V would allow Parliament time to adopt a new 


----------------------- 2. On the evening of May З іп Kingston, 


Column 4 


Y Aoun asserted. Charge reiterated 


asked about his immediate plans on his 
Aoun said he planned first to visit 


then Hariri\'s tomb. 
he intends to 


should they wish to come. 


nevertheless 


and his willingness 


was that while not lacking in courage 


and (at least in our 


5/4/2005 21:31 
Palacio\'s closest advisor and Cabinet stalwart is 


and 
Palacio\'s 


while his focus on improving 


Column 5 


is convinced that he knows the 


he may be 


05QUITO1018 


Column 4 Column 5 


for example and he never enjoyed the solid 


he voiced (feigned?) support but 


Ecuador\'s latest president lacks a clear electoral 


their anti-Plan 
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fostering responsible 


and seeking effective citizen 


with Palacio naming 


since 


Ecuador-bound 


Column 4 


however. 


owing to the new 

and require greater staff attention. At the same 
Consular 

now 


however 
jeopardizing the service improvements MGT recently 


Elsa de Mena\'s return to the 


Milgroup has focused on 


establishing 


and 


\r 
and we surmise the GoE could re-assume its 


planned for early summer. 
Milgroup hopes to pass \"points of no 
such as overseeing the 


it will seek 


specifically targeting heavily indigenous 


Column 5 


Political 


Protocol likely will see staffing 


> abdomen as he fled the car. A few minutes 


n was made. Palmer 


Column 4 Column 5 
especially in discouraging a short-term military 


they are working hard to establish relationships with 


owing to normal military rotations). 
DAO will push for early 


especially if its Special Investigations Unit (SIU) 


part of the 


vital to carry out trafficking investigations 
although continuing judicial insecurity 

no Supreme Court) 

expected Agency 

as will recent GoE personnel moves 


President Palacio\'s 


PC 


V argues the Embassy\'s 
referring to foreign 


Column 4 


although prospects have 


especially of AIDVs democracy 


political 


might be part of the 


a USAID-financed electoral/democracy NGO targeting 


AID staff 


will brief Finance Ministry leadership on the 


as AID recently provided her agency funds 
the environmental team will 


we cannot downplay the damage his 


this MissionVs overriding 


Palacio promised Ecuador would meet its 
Manta included. We are determined 
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not for safety and technical reasons 


Column 5 


and judicial reform priorities 


possibly in conjunction 


O5LIMA2053 
but 


yngstanding pos 


the soft drink producers were in agreement on how the t 


Column 4 


Iquitos 


B727s 


there is no legal reason why AeroContinente 


acting Director 


May 6 


the company must 


it only 


not six. He expects that the 


however 


AeroContinente would 


Column 5 


Cusco 


and B737s - all planes in 


to discuss AeroContinenteVs futu 


that if Zevallos 


and Security of Radioactive Sour 


Column 4 Column 5 


the DGAC remains committed to promoting a safe 
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accusing the Committee of ignoring \"94 
as it only investigated two of 


which forwarded it to the 


Aurelio Pastor (APRA) told the 
that his committee would rely on the judgement 


and that this means four legislators are 


and it is not/not surprising 


and sought to hold Toledo 
the opposition parties themselves 


at least at this time. APRA leader 
for example on 5/3 called on the political 


it remains likely that the report will be 
but that its conclusions and the 


will resurface to haunt 
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beginning with the operation to get former President 


Column 4 
Vinueza 


he later gave 


we foresee some evolving 


and physical education. He joined the police 
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\" he asserted 


equipped and 


Column 5 


O5LIMA2055 
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but would remain vigilant to 


Vs spring session Мау 5 with remarks to 
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an initiative designed \"por y 


owing to complex U.S. legalities she noted 


the Ambassador revealed. 


whether it be donated Humvees or USAID water 


nor much strategic 


however that clamoring from Palacio\'s 
but pleasantly. With the Craddock visit we 
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or about 1.5 percent during 


indicating slightly increased optimism on cross- 


who will join a private financial 


Column 4 Column 5 


the Ministry of Finance (MOF) instructed 


an investment consortium headed by Japan\'s 
reportedly offered NT$13 per share for the CCB 
about 40 percent under 


to the high bidder. The GDR 


as called 


Fubon Group with 
Evergreen Group with NT$ 500 million and 


THSRCNVs plan calls for it to raise another NT$ 7.5 


who is also a board 
publicly promised the project would earn 


2005 but many 
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but that full operations were not likely to begin 


Taiwan 


Taiwan produced USD 14.4 
giving it a 44-percent share of 


but component shortages may 


the islandVs largest TFT-LCD 
in April announced plans to invest NT$35 billion 


Chi Mei Optoelectronics Company announced it 


Taiwan will have 24 TFT-LCD factories to 


TaiwanWs Intellectual Property Office 


000 from NT$200 000. Working on a tip from 


Taiwan\'s Criminal Investigation Bureau (CIB) 


Adidas Louis Vutton 


Column 4 Column 5 
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May 3 Peters revealed to Parliament 
as promised. To the 


the name he cited was not Al-Omar but 
an 

Khashaly entered New Zealand 

his current whereabouts are 


and Peters roundly criticized the Government for 


already tipped off by government 


a New Zealand citizen. Despite the 
his son insists his 


where an employee was fired in 2003 after 


the focus of media attention has been on 


nan rights issu 
J are hopeful that Djibouti will in 


Column 4 
V... does 


and 
chiding him for 


however 


and ministries have 


the Prime Minister has 


such as the financial questions surrounding outspoken 


the fact that both were able to enter and 
the 
who will regard the 


and conservatives 


the incident raises real 


Immigration failed to look into Al-Omar until 


there may be 


Column 5 


there is less 


who will declare New Zealand 


Column 4 Column 5 


having had his visa revoked 


post would appreciate any 
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and some of the 
especially in FOM\'s formative stages are 


the GORM has placed eight foreign nationals 
ona 


the head of a website called 
whom the Foreign Secretary described as 


Chief Government Spokesman Dr. Ahmed 


the list includes two 

two Pakistanis and three British citizens all of 

the 

Zakariyya added British citizen 


Ipport fo 


ils Meeting. Vis 


Column 4 
he said 
bypassing the 


as the GORM wants to track 


the Dhivehi Observer 


a UK citizen of Maldivian extraction 


the U.S. is 


FOM SEE GORM PLOT 


the head of 
his 
a 


he was informed by Sri 


citing a May 1 statement from 


Column 5 


which had put 


Column 4 Column 5 
terrorists or arms smugglers the Briton 
his human rights activities and his reluctance to 

Maldives Aid in the UK 
medicine clothing 


he asserted 


which 
toys and books 
was held up by Maldivian 


Hardingham said. He remarked ruefully on 


noting that in the past he has had to fight 


a young Maldivian detained on Dhoonidhoo Island on 
and the alleged torture by police of another 
had also provoked GORM ire. 


Latheef suggested--and then 


Latheef and Hardingham charged. 


Latheef asserted and fears his attempts to 


Latheef claimed alleging that GORM V'thugs 
had attempted unsuccessfully to provoke a 


Column 4 Column 5 


an anti-MDP website run by President GayoomVs son 


Latheef acknowledged he is 


he admitted but was fired 


its short-wave frequencies 
and listener critiques of the quality of 


Hardingham 
telling us that MDP operates Minivan 


Column 4 


Column 5 
Asif\'s reported 
and the GORM has a responsibility 
however that there 


the GORM\'s attempts to 
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the China Times!" carried a report 


and the pro- 


al Staff Member, HIRC Ms. Jessica 


Column 4 Column 5 


000] editorialized (5/5): 


it cannot be done at 


people support A-bian 


it will 
some DPP 


and a poll survey also showed 


perhaps the role he will play on the political 


000] commented in its editorial (5/5): 


but the key [of the impact] lies in the 


Political Counselor, Robert J. Clarke, is the verifying officer for t 
D 


itti 
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followed by a non-political dialogue with 


the opportunity to create a win- 


however if Chen 


or even tries to trigger a bigger 
chances are high that [cross-Strait 


[we] do not need to aim high with 


judging from the signals sent by Chen 
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a young professor of political 


she explained 


Energy 
Minister of State for 
and the 


or 


1d pickpock 


men 


lage within the 


Column 4 Column 5 


but speculated that perhaps he could not succeed on 


she 
are looking forward to cutting a deal with the GOK 


possibly including agreeing to a national pay raise 
lowering the voting age 

and granting voting rights to members of the police 
now denied the right to vote or run for office 

this would directly politically 

that 


she was convinced that 


Column 4 


many of his Ministers 
she accused Minister Sharar of 


Y she said there was \"lots of 
she 


who then changed 


but that another measure on the postponement of 


she said things may have worked out better this 
as women will have V'ample time" to organize for 2009 апа 


but this had 


writer and professor Dr. Siham Al-Furaih 
lamenting that 


however 


permitted his Salafi Justice 
and has thus far 


some have noted 


especially when compared to the strong effort 


Column 5 


that Kuwaiti women would receiv: 


eighing different points of view 


Column 4 


post finds it plausible that the GOK 


should a 
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DPW had requested the National 


and with the Department of Local and 


DPW was 


there were hardly any BEE companies able to take 


V so that newly created BEE 


the 


but wanted assurance 


Column 5 
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since the industries involved 


as 


Ambassador Frazer 


an area 
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Meric said the 


Column 4 


Column 5 
he said no -- the necessary reviews were in 
even before we have received Turkish comments on the 
the Turks do not want to talk with 
5/5/2005 8:39 O5TELAVIV2803 
he requested that the U.S. give 


including leaving aside criticisms on 


Syria 


and the Future of Hizballah 


s estimation of possible \"worst case scenarios\" in 
including 


\" working harder to appeal to a domestic 
\"he said. Ben Zeev also 


this would throw into 


U.S. 


J. Militants also fired one homemade ro 


Lor 2005. The agencies involved are professional, dedicated to th 


Column 4 


said DAS Dibble 
s visit 
the West Bank 


which has historically 
is \"gaining a momentum οἱ its 


the Prime 


he said 


however 
he said. (Note: 


and NGO activists note that 
a stage of the 


he said 


but 


Column 5 


the 


and Gaza 


by 


that this 


Sharon believes even 


| General Council voted down a proposal by four renegade union leaders to change the ZCTU 


Column 4 Column 5 
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regulations in this area 


Vietnam was required to allow 


but the GVN has not implemented the necessary 


as an interim measure 


'olvement in 


Column 4 Column 5 


obligations 


the GVN delegation said the GVN plans to 


and adopt a \"reasonable\" level of SCT. 


the International Convention for the 


seeking an injunction 
GoC no longer opposes in principle an OAS wor 
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but 


the MOCI has set up a 
which 


but confirmed that Vietnam has not fully 


but the GVN will need to promulgate additional 


but will 


te change an 


Column 4 Column 5 


including significant civil and criminal 
large fines and jail sentences. The U.S. 


and regulation is now 
the Vietnam Post and 


eliminating the Vlast concern" 


to allow joint ventures 


a March 2003 Decree allows only V'business 


Column 4 Column 5 


the GVN committed to issue 


no 


which it 


the GVN will 


as an interim 
that the GVN ¡ssue a letter authorizing U.S. 


article 2) but it maintained an exception th: 


RY RTG/CTAG CT WORKING GROUP 


Column 4 Column 5 
the MPI issued 


however are not in the list agreed upon in 


PARAGRAPH 4.3/PRICES AND FEES. Vietnam 


according to the GVN delegation. 


PARA 4.1B/REQUIREMENTS ON INVESTMENT 


the GVN 


the Vietnamese side agreed to draft a letter 


PARAGRAPH 4.2/0RGANIZATION AND MANAGEMENT 


the GVN has not 


=R.COM, AND MATCH.COM TO SNARE THEIR PREY. AN OUTLINE OF THE LATEST MUTATION: 


Column 4 Column 5 


the 


REGULATIONS AND 


the U.S. side 


an 


sectoral and trade data. The U.S. delegation 
it can be very expensive to obtain. Recently 


FCS paid USD 1600 


the General Department of Customs is 


regulations and administrative 


‚ommission. Additionally, DCM propo 


Column 4 Column 5 


the Prime 


currently the appeals system in Vietnam 


revisions to the Law on 


particularly in key 
transparency and tariff 


but also advances 
there are 


telecommunications 


regardless of the progress of the WTO process. The 


Column 4 
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but noted that the airlines 


accompanied by ECON/C 


he commented. Noting that 
the Ambassador 


Vietnam would 


Vietnam would need to attract foreign 
few U.S. or other 


he continued. Control would 


the United States would respond 


the Ambassador noted that Vietnam plans 


the Ambassador agreed that there 


Column 5 
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paid an 


Column 4 
but it would 


the Ambassador urged 


Support for 


the Ambassador suggested. 


he stressed. In addition 


MCI and Sprint as well as 
Champion 
Hewlett Packard and 


VNPT had regulated the market as well as 
he explained. Now MPT 


but the conditions are not right to do so 
he said. 


Column 5 


Vietnam should 


Column 4 
the Minister noted that MPT 


which it joined in 2004. At the same 


government experts were drafting a new IPR law on 


he 


he agreed that Vietnam 


a Business Cooperation 


several U.S. firms such as UPS 
he noted. The 


technology and human 


internet and broadband expanded 


the Minister pointed out that the revised 


the Ambassador said he had first come to 


Column 5 


there 
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the Ambassador 


he noted that Lockheed Martin had come 


Vietnam is the only country in 
he noted. 


the Minister said that Vice 


he said that the MPT would 


he said that Vietnam Airlines had a license for 


Vietnam on December 12 1945. 
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the Bank for Investment and Development of 
Industrial and Credit Bank of Vietnam 
often with little regard for the 


PetroVietnam and Vietnam Posts and 
many others do 


which account for 
are the fastest growing segment of 


it is 

however when blocks of what many regarc 
an 

JP Morgan Chase Hong Kong Shanghai 


Standard Chartered and Australia-New Zealand 
which operates in 

is a 100 percent subsidiary of the Taiwanese 
Sinopac. 

Vietnam Postal Savings Services 


Vietnam Post and Telecommunication 


provides postal money transfer 


payments (benefits pension 
credit cards and e-commerce. It also aims 
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medium- and long-term projects. ltwas created to 


it could create a significant burden on the 


VPSC took in about USD 730 million from the public and 


VPSC has 


it plans to transfer about USD 177 million to DAF. 


but vary widely. One World 


where it has been in recent years while another 
but did not provide a figure. 


but estimated that it was over 30 percent 


loan quality was probably quite poor. 


all observers 


but World 


selling them to asset management 
restructuring them or settling them using 


Column 4 Column 5 


the World Bank had maintained 
but local World Bank economists now acknowledge 


as the IMF has maintained for a long while. Noting 
a World 


Rose said. When Vietcombank is 


the public will become 
he predicted. 


the SBV 
she noted. SBV 


Column 4 


but simply cannot analyze them fast 
they could spot 


the World 


the IMF and other donors deem it \"necessary\" to laid 


the senior World Bank official on this 


as a result of 
a more senior 


they can only set up 


banks would like to be able to operate their 


but noted that the SBV 


they can establish ATMs at their branches and 


Vietnamese banks can 


just a long waiting line for access. 


Column 5 


Column 4 


technology 


foreign banks remain 
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is now in charge of the 


the Knesset\'s 


former officials of the pro-Israel 


intimate relations with the 
which include exchanges of classified 


Column 5 


expertise and training to help 
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published in February than it did in 2003 -- 


the 


the number of terror victims would have 


Column 4 
never again be caught 


an organization advocating domestic peace 


where 0 is completely tolerant). 


left-leaning HaVaretz: \"The Palestinians 


and all the plans laden with goodwill and 


if only. V 


left-leaning HaVaretz (May 5): \"To our 
the [Rand Corporation] has delivered a fable 


according to the pollsV -- 


as long 


Column 5 


Column 4 Column 5 

and support an entity that will have partial 

with no control 

immigration policies water 

coastal waters and airspace. Considering 


and with it the [corporation\'s] vision of the Arc 


and all 


if only. V 


left-leaning HaVaretz: \"In light of 
it is clear that 


the aggressive attitude of 


left-leaning HaVaretz (May 5): \"The 


abandoned the treaty for preventing the 
and called 


itis clear that the chances of 
the aggressive attitude of the U.S. 


which while placing an emphasis on its 
is simultaneously trying to put a 


Column 4 Column 5 


which will enable the international community to 
to impose punishments and 


independent Jerusalem Post editorialized: 

in supporting Washington on the invasion 

did prove that he has ... courage and 

too Britain\'s 


independent Jerusalem Post editorialized 
he is 

no 

perhaps more crucial 

but its position regarding Iran. Europe has 


and the voice of the British prime 


did 


Column 4 


too 
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Y and goes significantly beyond. He noted that the 


\" Verma added 


at which point it becomes 

Verma (who was clearly proud of his handiwork) 
strengthens existing provisions of law by making 
deeper and more focused and covers what we needed 


Verma 


and \"for 


and explained that the 
but also threats that could 


and noted 


so that it is no longer just the Ministry of 


citing the unpredictable 
he emphasized the 


and expressed the hope that the 


completing this NSSP Phase ΙΙΙ benchmark 


Column 5 


05NEWDELHI3392 


pulling together the various 
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he warned however 

an 


000 people took part in a peaceful rally in 
and the LTTE sponsored its own versions of May Day 


not surprisingly 


but heavy on rhetoric 


Column 4 
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Manuel Chang 


demonstrates this. Minister Chang may have 


and indeed the law only requires that 


000 -- far 


but doing so takes expertise 

and time. Meanwhile 

deals are made informally -- with monetary 
officials make liberal use of fines in 

in many instances 

too. This 


corruption flourishes because 


the ruling party 


and so not directly 
but instead obtain their positions 


the 172-member 
from the 


depend on support from the Political Commission. 
Mozambique has a system where its leadership is 


and 


discourages accountability and transparency. 


consider the case of retired 
hero of Mozambique\'s liberation 


Column 5 
05ZAGREB716 
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who published a list of 


to 


of course 


dominates all 


Column 4 Column 5 


and has been for many years even 
the saying 
in his home province of Cabo Delgado without his 


gave up trying 


but seta 


which is now widely believed to be close to bankruptcy. 


the National Assembly passed 


hospitals schools 


modifies a key provision on requests for 
and imposes new obligations on state auditors by 


doubling the number indicted in 


the ACU has expanded its coverage 


then-Minister of Planning and 


allegedly because they attempted to 


Column 4 Column 5 
the timing (he delivered the 


at the senior levels anyhow has yet 


nor apparently even trials. As 
although he appears to have lost his 
the inquiry into his actions is not yet over and up 


prosecutors 

even though there is strong 
no one has gone to trial at 
and was openly ridiculed 


mainly from the opposition RENAMO 
unusually also from FRELIMO 


the media continues to be one of the main 
reporting and investigating numerous 
in 2004 the NGO Etica 


justice sector ombudsman services anda 


and we included in our 


Column 4 Column 5 


head 
admitted to the press in late 2004 that the 


as well as specialized 
representing an important 


among others is to coordinate all donor funding 


and since taking office has 


he answered that she 


and indeed three of them -- Jose 
Minister of Interior; Felicio Zacarias Minister of 
Minister of Education -- were 


Telmina Pereira in March toured 
on the South African border 


employees at the headquarters of state ministries 


Column 4 Column 5 
rather than driving them home and use of cell 


a 


widely 
has 
he has profited 


at least in areas that elsewhere would be 
insider trading 


he will be sure to keep it 

then he would not let corruption 
which saps public support for 

but will do little to rein in the powerful. 


at present and 
but he has been in 


too. As long as the government continues to 


donors will be loath to cut aid. Anyway by 
Angola 
Niger Zambia 


hope lies in fostering a sense among all 


the powerful will find it increasingly difficult to 
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possible early elections effectiveness of 
discrimination in society etc. 


Column 4 


020 


as the kidnappers have demanded 
respondents answered as 


age 


Column 5 


in order 


education 


Column 4 Column 5 


the 


the respondents indicated an average 7.2 for the 


who owns 
\" expressed support for a troop pull-out based on 


which is in alliance with the center-right 

but is suspected by some of being a “Trojan 

V retaining loyalty to its erstwhile ally the former 
center-left Social Democratic Party (PSD). 


however that crucial foreign policy decisior 


CURS Director Sebastian Lazaroiu 
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PETROM 


668 people of over 18 years of 


unlike 


it was conducted prior to the release of a 


the respondents answered as follows: 


respondents answered as follows: 


but regarding the government the 


respondents indicated the 


the respondents answered as 
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since a party must gain five 


age and residence area 


with a larger majority of those with higher 


traditionally a PSD stronghold support is almost 
Romanians responded: God (91 percent) disease (88 
price increases (83 percent) poverty (82 percent) 


the 
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army (72 


media (62 percent) and Presidency (53 percent). 


the judiciary (34 percent) and 


with a majority attending regular religious 


respondents gave the following 


on the main religious 
Easter) 


208 people 


pollsters asked respondents whether 


respondents 


the respondents 


Column 4 Column 5 
the respondents indicated the 


urban Romanians think that 


increased foreign investment 

shutdown of some 

Romania will become a market for 
development of Romanian 

tax increase (63 percent) 

increase of 

increase of RomaniansV incomes 

and increase of inflation rate (39 percent). 


Apathetic 


Cluj Constanta 


tolerance toward minorities 
and interest in the 
among other issues. 


56 


and 9 percent had no reply or did not know. 


and 50 percent believed it would increase 


young Romanian respondents 


мап Disaster Assistance (OFDA)-funded program 


Column 4 


are interested to a very small 


or to a small extent in anything that is perceived 


i.e. joining a party 


or being informed about political developments. 


with 


in fact 


respondents were asked a 
Roma 
or disabled. For each minority category 


21 percent of 


11 percent of the 


in terms of 
that 15 percent of the respondents showed 
44 percent were moderately tolerant 


18 

9 percent opine 

and 4 percent don\'t know/don\'t 
56 percent of the 

40 

1 

3 percent don\'t 


a majority (68 percent) are 


solid 


Column 5 


going to the 


mandatory service. End 


while 41 


Column 4 Column 5 


a good 


theatre (54 percent) ballet (80 
or exhibits (66 percent). 


88 and 80 percent of the 
respectively. 


given both the emotionally charged atmosphere in 


these polls offer a 


support for 


even among presumably more \"open\" 
are very low. End Comment. 
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GSL peace 
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Norwegian 
Dutch Ambassador Blankhart 


co-chair reps had 


come what may. 


Suda said he had 


laudatory co-chair statement 


noting that 
however well- 
be said or done by the co-chairs that 


all present agreed that the co-chairs 


a week from now it looks like 


then 


Column 4 Column 5 


once CBK is on board he will seek to have a 


although the Tigers will not so 


Charge" held separate 


V Dhanapala 


as 


will 


Peiris 
Peiris stressed the timing and 
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Peiris said that in his 
any co-chairs statement should avoid any 


Peiris opined there 


Peiris said he hoped no co- 


not 


which would 
\" Peiris 


Peiris confided that a 


in the event 
will be 


V Peiris 
although 


the 
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that wasn\'t 

however that she is 
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on March 14 2005 


reportedly spending US DOL 217 million in 


HIV/AIDS medications are distributed at no charge 
000 patients treated by the public health 


000 patients in 2005. 


2005 the GOB announced that its natic 


Column 4 
a USAID requirement that they believe goes 
Pedro Chequer 


if it 


syringes 


even though USAID financing 
the involvement of the Brazilian 


that began 


prostitution is not a punishable 


however 


2005 


2005 
President Lula said that Brazil was in negotiations 


to 


a total of 3 deaths and 25 persons 


Column 5 


and needles. Nor would the gove 


the Brazilian HIV/AIDs program h 


while on a visit to Mozambique 


while visiting 


Column 4 


Column 5 
in southern Brazil. Supervisors and 

and a high rate of illness was documented in 

as 

it has shown a willingness to challenge established 

BrazilVs health 

as they relate to international collaborations 
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Dr. 
the Attorney General 


is quoted as saying 
a long-time Embassy 


but not 


the Majlis (Parliament) 


Column 4 
President Gayoom is quoted as saying. 


Chief Government Spokeman Dr. Ahmed 


that 


V Shaheed is quoted as saying. 


the GORM\'s May 4 announcement regarding the possible 


many interlocutors 
expressed to the Ambassador their 


Saeed said that its 


an opposition Majlis MP from MaleV 
also expressed his hope for the success 
but said he was starting to lose faith 


Ismail -- a man who 
unseated the government MP 


he said. 
if 
real power in his reform package. In his opinion 


Ahmed 
Acting FM and Minister of Information 
characterized the political reform process as a 


he said. The Ambassador underscored 


Column 5 


both government 


despite being under house 


two 


Arts 
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Saeed was 


saying he had the V'green light" -- from the 
presumably -- to proceed. Saeed felt the bail 
not further legislation. 

many in the prison 


but felt that police try 


then the 


GORM critics are alleging one prisoner being 


saying that the GORM has provided 


Chair of the Human 
highlighting the high number of people in 


Mujuthaba 


when a custodial death led to riots in the prison and 
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before detainees 


a young-looking lawyer is a newcomer to 
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and 
000 over 5 years or 


000 per year. Canada funds HELI at $1 million per year for 


Maghreb Gulf 


which looks at the relationship 


there will be 

Yemen Oman 
Iran Morocco 
Egypt WHO 


and does not participate in WHO 


environmental factors 
primarily in developing 


and that it is cheaper to prevent environmentally caused 


Column 4 Column 5 


which are often multi- 
using HELI tools. Participants emphasized the need for 


locally oriented results not more studies. 
not ignored 
V similar to the environmental impact assessment is 


according to speakers at the 


smoking chemicals in paints 

lead from paint and tailpipe emissions car 

impure water water scarcity 

noise and proximity to solid waste. For 
bad water makes kids sick with diarrhea leading to 

higher medical expenses lost household income 


and ultimately to 


governmental and 


leaving environmental health issues without a clear 


according 
pediatricians receive only a few hours of 


the Department of Health and Human Services (HHS) and EPA 


Not Less 


a HELI advisor from the University of 


IONS IN THE MILITARY STRUCTURES OF THE ORGANIZATION. 3. NAME: ESQUISABEL UR 


Column 4 Column 5 
discussed Jordan\'s HELI pilot project on the relationship 


bathing waste disposal 

he said it 

even in an arid country like Jordan to 

just as the 
5/5/2005 12:46 O5NEWDELHI3401 


\" rather than trying to build up the RNA. The 
but the democratic forces in 


the UK envoys stated. 


but worried that New Delhi had not given strong 


but the UK representatives questioned whether that 


the two envoys described 


they reported he seemed 


Column 4 
including an 


Saran 


but note that this issue 


adding 


and has dug in its heels against 
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but 


delivered 


Singh recalled India's statement welcoming the 


it was unlikely to issue any public statement of 
India continues 


multi-religious 


Singh suggested that Indian expertise would be 
and highlighted 


Column 5 


05NEWDELHIS3402 


Column 4 


microcredit and small business 
agriculture 
education 


he stated. In the meantime 


Singh noted the GOIVs interest in 
and stated that both the Secretary during her 


so that the MEA can seek political 


and believes that it has useful 
but wants to 


particularly as the 


5/5/2005 13:06 


asserting that Kurdish is an 


Column 5 


water resource management 
and WTO preparation 


MEA is drawing 


05ANKARA2585 


Column 4 
mentioning U.S. appreciation for the 


but recovered to say that he would 
whom he 


but again 


saying that he thought that 


welcoming 


Bilgin also said that Gaziantep was 


shifting tax system vis-a-vis 


Bilgin made a passionate appeal for the 


who 


Column 5 
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which 

would 

who also 

said that PM Erdogan had 
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\"Yeni Safak\" reports. ΙΑΙ was 
but 


the two sides agreed to rearrange 


parliament speaker Tekebayev and foreign minister 
the Turkish Foreign Ministry (MFA) said in a 


they react angrily. The 


they are still viewed with suspicion. So when 


he 


Column 4 Column 5 


the Turkish government is 


it becomes nothing more than a cacophony that no one 


experts at the 


how can he explain all of this to the 


but the Israelis openly rejected his offer to play 
so the Palestinians 


nor the 
nor the rest of the Arab world could 


some of us felt hurt as if 


no Palestinian officials 
whatever progress has been made over the years in 


Norway acted as a mediator. 
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why couldn\'t 


Turkey is already playing the role of a 
Israeli and 


then IVm afraid they are doing 
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when Kikwete garnered the 
but lost the Presidency 


Kikwete won easily on the first ballot. 


072 votes to SalimVs 476 and Mwandosya\'s 122. 


and other 
Kikwete swept a highly unscientific sample 
Tanzanian friends and Party 


that it is difficult to imagine 


Column 4 

who hails from 

to be KikweteVs running mate. 

the tradition of alternating Christian 


although he is considered moderate in his 


politically adroit 


however 


Kikwete has a 
Kikwete has 


and Deputy Minister 
Minerals and Water (1990- 


Kikwete served in various positions in the 
and in its predecessor party 


on 


Kikwete is a somewhat 
his 


and conveys the impression that 


observers of the Great Lakes 


but have 


which are now fading as 


Column 5 


Kikwete\'s relative 


TANU. 


Column 4 


5/5/2005 13:57 


that Kum was only grazing his sheep when he was shot. A 


which claimed that Kum was shot at 


leader of the terrorist organization 
reported as being under 


is reportedly 


currently visiting Tehran 


the curfew was 


Batman 


the Armenian village in Samandag district of Hatay 
pleasing the producers in the 
the muhtar (headman) of Vakifli village 
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PKK. 


stated that 


Van and Kiziltepe are reportedly : 


Column 4 Column 5 
Adnan Batur 


was allegedly tortured and killed : 
and another alleged PKK 
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but this should not be taken to mean it opposes 
Kennedy encouraged the Turks to 


Y including the most 
focus on cooperation 
will accompany Gul). Akinci said 


including sending observers. The Turks will also 


he claimed a 


s interests such as OSCE 


but suggested we should help 


she encouraged the GOT to help convince the Russians 
and she asked that the GOT 
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including the OSCE in Kyrgyzstan because extreme 
including Russians. 

the Russians were simply objecting 

he asserted. 


the unrest would not 


not the 
he asserted and take the form of struggles V'E 


claiming (without demonstrating any 
for several reasons including 
Islam there is V'not peaceful. V" 


\" 


Akinci asserted but 


in the long term \" Akinci replied) 


Akinci noted the Armenians 


Column 4 Column 5 
but 


conducting military exercises in Abkhazia and 


not separatism including in South 


Turkey. 


Akinci tried to lay out a 
he claimed Turkey\'s sizable 


he joked. Turkey considers 
\" he claimed but all 


and that 


including port access and 


he urged that the U.S. be \"patient\" and 
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Olympio paid a 


who Olympio said was an old 
Kufuor and Akufo Addo 


he reiterated) 


ECOWAS 
Olympio said. The opposition did not want 


the government has 
Olympio told Akufo Addo. If 


the opposition would follow suit. 


and meetings in 


who said 


Column 5 


and France refused to review the 


Column 4 Column 5 


although he conceded that the U.S. may not 


Dutch or the EU might help. So far the 
although they told him V'donVt 


Olympio 


adding that V'the 
with several hundred dead. A 


feel the 
and would not go along with a unilateral 


he said he was so exhausted 


implying that his proximity was not essential. 
phone connections work much better from Europe 


he said so he will be well 


Column 4 Column 5 


in which he said he 


this time he was explicit that this kind of meeting 


as he does in almost every 
that he had survived an assassination attempt. 
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\" and expressed appreciation 


Badran 


Badran told a 


he 
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V MP contacts report that Badran did his best to take 


promised to try to resolve 


and asked that they evaluate his government 
rather than on its 


led by Finance 
on the grounds that these 


Zarqa) also took a swipe at Badran\'s 
complaining that Badran had not 
but was instead 


the National Agenda commission). 


Lower 
Kerak) 


it had gone against deeply ingrained 
a \"pillar\" of 


Badran\'s appointment from seemingly out of 


MPs 


just headlines in the newspapers. He noted that 


but asked V'what is the 


probably until July so that it could 


Column 4 


but it could be interpreted as a sign of weakness 


including the Islamic 

to circumvent the traditionalists remains 

but carries associated political risks (ref A). 

and targets of the 

such as Bassam Awadallah and Marwan Muasher 


it is up to Khayr to 
resentment against alleged U.S. meddling in the 


passage of an 
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according to 

a crude improvised device similar to that 
the April 7 bomber. Some 


while 


his sister 

and Iman Ibrahim Khamis 
arrived at the Sayyeda 
about three 


they came in the same taxi that had dropped 
clad 


but failed to 


Column 5 


seea 
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Nagat Youssry Yassin 
variously reported as Ihab 


Column 4 
and then herself 


the Ministry of 


but remained at large 


v 


2004 attacks in the Sinai 


Adly asserted that 


with 


the crowded 
Nagat 


and arrested friends and associates of the 


condemnation of the April 30 attacks 


religious leaders 


the Muslim Brotherhood condemned 
but added that such attacks V'only serve 


some have taken comfort from 


while condemning the 


urged that the GOE not use them as a pretext for 


in full robes and veils 


Column 5 


in an 


possibly 


and the previously unknown 


impoverished 
and other 


'8 to monitor USAID/Office of U.S. Foreign Dis 


Column 4 Column 5 
and there has been a significant amount of 


(so far) there has been a marked reduction in 


as 
has been to emphasize the 
the non-affiliation of the 

and the fact that Wall but one\" 


clearly designed to dilute public anxiety and 


is wearing thin. 


the \"complete\" list of 


as well as the recent arrest of up to 
is clear evidence that the 


and accounted for the small 


the governments method of conducting mass arrests 


raises 
and the GOE could be making 


wanted for several weeks by the government managed 
and conduct another attack may poke holes 


and the third within a month many are voicing 


Column 4 Column 5 
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he 


Va signal that the importance of these countries is 
on the other hand defied the 


and gave an example of what the 


but who 


our treaty looks like child\'s play next to NAFTA. 

in half a century the U.S. Congress hasn\'t rejected 
the White 

but so is his 

Congressional committees are 


surely to happen on 


5/5/2005 17:45 O5TEGUCIGALPA950 


Column 4 Column 5 


even 


behind the withdrawal of the Mexican 


who takes away the idea that America is 


especially after recent 


who today will assume the management of the 
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the ouster 
Miguel Angel Rodriguez 


like Valle and Bolivar." 


instead of the Pan-American which prevailed on 
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the OAS begins a new era after being 


the truth is that the hemispheric organization is 


with the arrival of Insulza more action is 
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in combination are charging the 


an umbrella movement encompassing a broad 
which is 

individually 

there is a sense 


with the 


in accumulation will 


by his own confession a man of 
followed up on his 


when he announced that he would 


competitive elections for head of state in the 5 000 


ICE, ANTI-NARCOTICS HEROIN ENFORCEMENT GROUP (CNP/ANTIN/HEG) 
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the 


but there is general agreement that there is no 


many including 
expressed frustration at the 

in mid-April Khaled 
president of the leftist TagammuN Party began 
and a number of commentators with 


a core member of 


the 

in entering 

was allowing himself to be used as a prop. Some of 
hard of hearing 


while another prominent 
Magdy Mehanna predicted that Mohieldin\'s 


the 


set to begin June 28 (Ref E). Nour continues to 


particularly in the Nile Delta provinces 


Column 4 
insults 


we deem credible his claims 


to the 
the GOE 


which he described as part of 
requesting permits to demolish his 
to demolish the social 

and 


in a truly open electoral campaign 


including many among regime opponents 
V or a \"lightweight.\" 


his ongoing presidential campaign and 


back at the presidential palace 
for three consecutive nights beginning 
a nine-hour interview with President Mubarak (refs 


V claimed that Mubarak 


it 
was anti-climactic: The interview 


his observations about Egypt under Nasser 
and his heroic role in the war of 1973. During 


Column 5 
and 


the 


Egypt TV 


Column 4 Column 5 
the President told Adeeb 


a surprisingly broad range of 


editor of the reckless 
usually seen to be doing 


termed 


maturity and 


were the targeted 
and it was for their benefit that 


though an anticipated announcement of his 
and will probably wait until 


widely 


Column 4 
while he reportedly 


saying the organizers of the 


as noted in ref B 


tentatively set for May 
may provide clarity on the resolve and resonance of the 


held simultaneously at public 
Minya 


and interference 


particularly focused on containing and thwarting 
State Security intervenes annually in 
by heavy-handed tactics 


the election of Islamists to student government 
but is also accused of stiffling the general 


organized by a group 
V dozens of faculty members 


carrying banners with slogans such as V'No to 


journalism 


Column 5 


even a 


and Assiyut 


of Egyptian State 
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which has captured the 
as well as a growing 
has surprised observers by its ability 


their pluck 

\"\"No to a fifth term \"\"No to 
\" etc. 

explicitly 


which led to 75-120 arrests 


but has so far refrained from either the arrest 


\"unifying\" message will 
and acknowledged supporter of Kifaya 


the movement V'binds together all sorts of 
organizations ideologies 


Egypt\'s Muslim Brotherhood (MB) 


and which claims to be the nation\'s most popular 
has also seized perceived opportunities 


Column 4 


the MB in the past year adopted its own 

V established its own human 

and adopted a generally more strident 

for example 

but then subsequently qualified his comments as 


V while 


Mohammed Habib 


the MB 
has shown a greater willingness than at any 


was 
but the massive security 


reportedly attended by 


the worst probably being in Fayyoum 
while the 


however tentative 
is an additional factor that has added to 


when a group of 
reportedly led by a disaffected Palestinian 


and that the perpetrators had no 


Column 5 


MB Supreme Guide 


called on Egyptians to boycott 


likely inspired by 


where 43 


of 


Column 4 Column 5 
it was effective in 


three other terrorist incidents which 


in one 
with each of the issues and areas discussed 
contacts and observers cannot recall a time 


told poloff that Egypt has 


let alone six months 
in accumulation will 


we cannot rule out 


we would not be surprised 


or if the 
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Ferrero continued Peru was 


as well as the commencement of 
while 
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that they thought the GOP was using the arms 
Peru\'s 
and it 


Peru \"hoped for explicit 


\" although it did 


and subsequent comments by Chilean Minister 


and claimed that the GOP 


in a 5/4 broadcast sent from 


Fujimori\'s nickname is VEI Chino\") 


that country as a guarantor of the 
would side with Ecuador but that handling 


Column 4 


at a 5/4 dinner hosted by the DCM 


but that no 
although he 
unlike Chile 


it 
owner of Aero 


through its aggressive public 
has painted itself into a corner on the issue of 


it will likely take some 


5/5/2005 20:12 


CAFTA 
\"Central American and Dominican 


and we believe it 


Director of the 
V entitled WHumorous critics against CAFTA.\" 


criticisms were made 
because in most cases the U.S. critics sustain 


others say Central America will 


Column 5 


also opined that 


was not/not a 
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now it sounds funny to 


Column 4 Column 5 


including the U.S. CAFTA is 
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either as a result of ignorance of the religion 


and the ECVN has 
000 Protestants belonging to unrecognized 


local leaders 


aside from those who follow traditions of 


V while provincial officials sat nearby. He stated 


although there are some believers. His claim 


Column 4 
we were taken to the 


said that outsiders had come and told him to 
and he had obliged. He acknowledged 


he responded that he does not know and just 


both Thai villages contained larger and sturdier 
and were located on richer 
with simple and 


Y but added that 


and it has caused 

and disorder in 

some low-level authorities acted 

so some of the reports (of forced renunciations) 
\" Vinh explained. The provincial 


V but seek only to support \"true 


V and authorities will not 


the Peoples Committee Chairman of 
said 


Column 5 


riverside land. The 


Column 4 Column 5 


the sole Catholic 
Lai Chau and Dien Bien Provinces 


there were no Catholic priests in the three provinces 
000 

and two 

000 believers in Lai Chau 

although they do not have church 

but has not yet had a chance to visit 


but churches in mountainous 
including Sapa are mostly ethnic minority. The 


and the authorities have provided him 


but we are hopeful that success in 
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000 inhabitants are 
with Hmong and Dzao ethnic groups also 


but also \"slow to adopt new 


125 are “іп 


ORDER: 1 START MEMO 


Column 4 Column 5 
000 lives in these areas. Poverty alleviation programs 


but this will likely rise 
as it is soon 


led by the head of 
Lai Chau and Lao Cai often band 


and provincial development programs are focused 


and the province is currently able 
Dien Bien hopes to provide road access to all of its 


fewer than one for each administrative district. 


V and the province 
up from six in 


each 


the school Director 


an exam system was 
but the school still 


Column 4 Column 5 


46 went on to further study many of 


Mining and China 


although 


as will the reservoir of the Son La 


this is being 


they promised. 


the old French hill station resort of Sapa and 


helping 


or down to Haiphong for transport to Japan. 


largely 
rubber and frozen seafood transported from other 


Column 4 Column 5 


local leaders 


the chief has served 

while the second village\'s leader is newly 
electricity and 

which are 


both villages 
and leaders cited 
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including members of NGOs 
mayors and municipality assembly 


one of the 
was detained 


Hatice Korkut 
also attorneys for 
paid their weekly visits to Ocalan. 


20 000 children 
lacking love and 


are highly vulnerable to addictions involvement by 
and child prostitution and sexual 


Lice and Dicle 
000 soldiers and an 


Column 4 Column 5 


where it is disturbing the local population which is 


and an end to companiesV 


the security forces 
arrested two PKK members 


watermelon and 


corporeal punishment and the status 


who in years past reportedly confessed to membership 


were arrested by police in Istanbul as they tried to 


who had attempted to cut 


Column 4 
were released by a Duty 


attorney and member of the Human Rights Center of the 


appealed to the Court. 
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Italy 
24 May - VIP day. 


000 uniforms as 


$650 
but the 


48 in 
and 13 in an advanced class 


S3-B-KRA 

810) The Army contacts worked hard to implement 
parts have 

and some parts have already been received 


$153 
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and Slovenia. Significant 


194) 


all 


S3-B-BAC 


522) 
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but has 


scheduled to begin 9 May in Prague. 


but no official response yet. 


all 


Y Hungary (18 - 


but because the approval and funding were 
one 


Column 4 Column 5 
Concepts and 

y 

6-8 April 2005. Three high-level officials from 

Ministry of Foreign Affairs 


\" 25 


these events are high priority. The SPP 


J-4 attended the Berlin Staff Ride 6 - 
Slovenia 
J-9 on 9 April to discuss and prioritize 


was escort officer for 
and made a 
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tentative 


Language Center Coordinator 


Test Developer one-year contract 
English Teacher one-year contract 
English Teacher one-year contract 
English Teacher one-year contract 


Mil-to-Mil(SI-0776) 


within the Ministry of 
is responsible for finalizing the ACSA 
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departs Slovenia on 11 May after 


or email scott.fredericksen@us.army.mil. 
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where he met with Ecumenical Patriarch 
gave a speech at Marmara University and 


political and press counselor at the 

told us the visit was scheduled shortly after 
when the EU agreed to open 

the Germans 


the context of the visit was dramatically changed 


the GOT reform drive appears to have stalled 
and rising unemployment in Germany is fueling 


Column 4 
meanwhile 


while showing critics in 


but encouraged them to get the reform process back 


which would formally extend Turkey\'s 


both privately and 
that the EU will stick to its commitment to open 


Schroeder did not discuss at 


Schroeder repeatedly referred to the Patriarch as 
a title strenuously rejected by the GOT; the 


with Erdogan sitting in the front row. 


urging Schroeder to prevent the German 


focused to a large extent on Germany's culpability 


Column 5 


Column 4 
constructive approach to the issue 


who was present during Schroeder\'s 


V Bagger said. Sezer 
asserted that Irtemcelik is fulfilling 


Bagger said. The 


and averred that it would be wrong to 
V a reference to the 

which Turkish Cypriots 
\" Bagger said. 

which took 


and 
it 


Column 5 


recognizing the target of 


Column 4 
and there has since been 


if 
and supportive 
bolster Erdogan at a time when Turks are 


indicating that he 
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an estimated 3 
a total of 98 beach-clean ups 


000 volunteers participating. 


April 30 


Taipei County Vice 
Coast Guard Administration Minister 
Taipei 


Good Morning. On behalf of the American 
| am very pleased to join this beach 


Column 5 


O5TAIPEI2058 


000 


2005: 


Column 4 


President Bush released the U.S. Ocean 


healthier and 
the United States is 


sharks 


supporting your efforts today also presents an 


5/6/2005 7:36 
5/6/2005 8:14 
Home: (66-2) 655-5993 


Work phone: (66-2) 205-4621 
cell phone: (66-1) 173-1729. After-hours 


post policy does not allow for 


which you enter after clearing customs. The 
500 Baht 


figure in another 70 Baht 


not including tolls 
the Thai Baht is 


Column 5 


sea turtles 


O5TAIPEI2061 
O5BANGKOK3041 
cell 


Home: (66-2) 


and a taxi 
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thefts of unattended property and pick 


streets and markets or while on \"tuk-tuk 


in particular). Visitors should only use credit cards 


suits silks 


seek assistance from Tourist 


unconsciousness and if 
death. 
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although there may be a bus lane that 


they remain 


including Al-Qa-ida and 
have utilized Thailand as a transit 


including incidents attributed to armed local 


the indiscriminate nature 


including 
especially in locations where Westerners congregate 


discos bars 
and other places frequented by foreigners. 


and to securely 
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which are 


visitors to Bangkok must exercise 


24 hrs/day). On behalf of U.S. Embassy Bangkok 
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including TEPE-Nacap. The article claimed that 


BOTAS made a high priced contract 


because of proximity of available construction 
Fernas Company is one of a number of 


harking 


but claimed that 


took their cut and then threatened to walk 
in the same vein they 


Column 4 Column 5 


and was considering initiating 


but not Systemic Abuses 


mountainous terrain it was inevitable that 


but is still not all the way there. 

the naming of a new BOTAS BTC 

Osman Gokcel fourteen months ago 
replacing the previous 


but Embassy has no reason to believe that BTC 


BOTAS 
and may be exposed to criticism of poor 
the 


some apparently chosen for 
more than technical competence has 


which may remain a lingering issue. 


multi-country projects for future development. 


Embassy finds no credence in claims 


while a London-based Kurdish group has alleged 


next to Georgia. Embassy notes the vigilance of 


countering the shrill claims 


Embassy and reps discussed training and 
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agriculture animal husbandry 
and women\'s education in addition to resolving 
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000 USD). 


Ministry of Defense 


National Police and state-owned firing 


Director of the 


.38 cal. and .45 cal 


approximately 240 kilometers north of Bangkok 


he met 

Managing Director of the Company who 

Olympic Arms and Ammunition Co. 

in 1999 he approached Mr.Vasili 

the Greek National Owner of Greece\'s Olympic 

Ltd through CharonYs company 

Ltd Y and invited Papadupolos to buy 
000 out of 1 250 


Papadupolos changed his mind and 


Column 4 


Column 5 
Charon claimed to 
the Thai Department of Special 
owned by Kamonrat Commercial Co. Ltd 
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aroused suspicion because some mothers had taken the 


victims were taken from 


Senegal where passports and 


Gambia where the 


Column 4 


Column 5 
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this project then 
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and perhaps ultimately 


the collapse of the economy - the 


both with the IFls and elsewhere to ensure that 


which over the longer term could lead to 
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close to the town of Rafah. 


the Defense 
as 


then they must be compensated. Jerusalem 


Israel Radio reported that as 70 
Fatah garnered 
while Hamas took 28 


as saying that Naor Gilon the head of 
who allegedly held 
will 


Column 4 


who admitted to 
was 


who advocates nourishing civil society in 


do you 


pluralist Maariv: “Тһе Americans 


Column 5 
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it has exhausted itself. V 


left-leaning HaVaretz: 


independent Jerusalem Post: V'Until the 


pluralist Maariv (May 6): 


V making him 
and concluding that he 


it has 


expansive American-international 


hopes the 
even in the close 
some people are 


Column 4 


Column 5 
irritable tune; trying to integrate 
mainly in the economic and 
left-leaning HaVaretz (May 
too including 


and particularly an Arab 
from marrying someone who was born in the 


if imposed on Jews in any 
would have elicited a harsh Israeli reaction 


or can remain that of the country of which he 


to a large 


is the meaning of such a peace. The amendment 
undemocratic 


Column 4 Column 5 
and between us 


it raises the question of whether 


independent Jerusalem Post (May 6): \"If 


the President and his advisers would 


one of the core principles of the U.S. counter- 
itis impossible to sustain an 
Israel's 


until the U.S. 
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the EU made another run 


they still succeeded in 


European Union members on the board 


Column 5 
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Column 4 


and intellectual property rights-to 
they asserted a need for a \"full\" 


and that this arrangement was consistent with the 


the EU member 


it referred the 


working with Uruguay and 
came up with a revised draft decision text 


however 


while maintaining its 
may actively participate in the same manner 


excluding the right to vote.\" Adoption 


the US delegation 
engaged in intensive negotiations with 


on an 
the European Community 
to participate actively and as fully as 


Column 5 


which 


was readily embraced 


assisted by US Mission Geneva I 


while maintaining 


Column 4 Column 5 


at its 33rd 
take this decision into account with respect to its 


the 


within negotiation of the convention of the 


to 


working groups formal or informal meetings set 


European Community participation does not mean 
the European Community decides 


we have been 


which is a \"crucial 
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once 
and the Russian Ambassador again took the 


noting that this is a new and unique 


that this was about broader 


but that did not translate into support 


we are 


the EU gained 
and no matter how 


it will be a 

in the CD 

while seated with other observers and 
like States in the 


IS 
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leave decision 
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for Reasons 1.4 (B 


MEA Joint Secretary 


when 
and 


Puri said 
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but do-able.\" He also stated tha: 
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noting that the GOI 
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MEA Deputy Secretary (UN Economic and 


and agreed that there was little consideration 


but the GOI is now on notice 
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in relation to the deaths of 

2002. Prosecutor Luisa Ortega 


Vivas was head of the PM and Forero was his deputy. 
given the political nature 


but said he hoped the judge would allow 
given that three 


defense lawyer for Vivas and 
told poloff February 1 that the prosecution has no 


he asserted is based on 
2002. Tamayo 

Forero and Simonovis. On 

lawyer representing the alleged 


called for eight other PM officials to be accused 


saying Forero had 


Column 4 


Column 5 

written by former military Prosecutor General 

is 

and forbidden to speak with the media) and orders 
were 
where they had been 
to the Yare II prison defense 
instigation of 
conspiracy against the president illegally 
bombing a diplomatic mission conspiracy 


despite a court 


Column 4 


first hand 


or the presumption of innocence. If 
Ortega 

it will be as a result of a 

not because the defendants will have 
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agreed that the Dewey-Wangchuck 


and commented that many refugees had left 


and 


the delegation led by PRM 


and 


the delegation informed Rae 


the USG may also 


the USG may undertake resettlement in the 


reviewed the positions of Nepal and 
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Column 5 
and stated that having addressed the \"concerns\" of 
the UNHCR is \"again starting the survey" of the 
and UNHCR in New Delhi has confirmed that while 


it is awaiting 


000 that has been 
000 who had 
some 30 000 remained in India 
many had voluntarily moved to 


responding to a \"pull\" to regroup ethnic Nepalese 
000 in 


there are many with jobs or other connections to 


he said explaining India\'s policy of open 


they enjoy visa-free 


children and possibly grandparents remain united. 


000-15 000. The population of the camp: 
he noted with about half of the residents ur 
he warned many will request a 

Rae 


but requested that the USG consult 


and that it may have links with 


Column 4 Column 5 


but that India had no certain knowledge of this yet. 


Y not 
but indicated no objection in principle to 


but UNHCR hopes that it 


but Rae seems to believe 


Susan 
Kate Friedrich and June Tancredi. 
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they passed the baton to 


while integrating the 


Kerala and Tripura the Communists 


which can benefit India but 


Column 4 


as the CPI(M) is the LF flagship. On 
CPI(M) General Secretary Harkishen Singh Surjeet 


Brinda 
became the first female elected to the CPI(M) 


he emphasized that the CPI(M) was Va party of the 
V and would continue to recruit among colleges and 
while expanding beyond its traditional base in 
Tripura 


V and 
Karat emphasized both to the 
which would serve out a full 


he 
it would keep the UPA in power as long as it 


but the political situation would have to \"mature\" 


Y as it would not 


Karat 
but his wrap-up article of the CPI(M) 
V was 
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and Kerala into the rural areas of 


Column 4 


Karat maintained that the CPI(M) will unite the Left 
project a V'democratic alternative 


V Karat accused the US of V'violating the 


V Karat cited 

V threats against North Korea 

\"covert work against the Venezuelan government 
V as evidence of US 


pro-big business economic 


\" he questioned the ability 


Y and called on V'the Left and 


\"particularly US influence in IndiaVs 
economic 

V since the BJP 

Congress continues to V'pursue policies of 


tribals 


other Communist 


\" Revolutionary Socialist Party (RSP) leader Abani 
too close to 


and too willing to compromise for power.\" Roy was 


iU 
and saying that Leftists 


\" Roy predicted that he would present a 


Column 5 


V and strengthen 


Iran 
M 


political and foreign policy affairs. 
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Y to construct a united movement that would include the 
he predicted that the 


before making overtures to the 
with the 


pointing out that the CPI 


while the \"left of center" Congress defended the 


and failing to \"regulate 


but would not allow 

\" in contrast to 

which was even pushing privatization of essential 
he stated. 


pointing out that they are bent 


as they V'cannot come to power 


V he stated. 

that these ties will be permanent V and that the 
however that 

and 


the CPI has grown by 25 percent 
000 members in the past year with most new members 


yr 


and 


Column 4 
while expanding its 


CPI(M) 
as a first step in 


Jharkhand 
saying that it would V'change 


and passed leadership to a 


the Left will try to take up caste concerns currently 


move into territory 


dalits 


the Left will also adopt a more modern 


Karat 


Karat views Washington as 


confrontation 
while not imminent 


when they 
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and CPI(ML) activists would laun 


and AP. Devarajan 


tribals) who have been 
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KMT Chairman Lien Chan told the 


during a closed door discussion ata 
and during the scheduled dinner. Lien said 


Lien said the meeting continued for one ho 
natural and friendly 

then 

V and that 

he told Hu the negative 


V'Since you have drawn attention 
we will be especially cognizant of the issue 


Lien stressed the importance of this 
the CCP was not. Lien told the 
and Hu responded 


economic cooperation a forum for economic 
and a mechanism for economic cooperation. 
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the 1992 Consensus!" (the 
with different interpretations") or 


Lien said Vin politics and diplomacy 


Lien told the Director 


with one on each topic every year with 

thus a KMT-CCP meeting every six months. 

business leaders and officials 
Lien told the 


he 
Vis wide enough to cover all that we wanted and 
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Lien told the Director Hu 

Lien 

China V Lien replied that Hu told him he 
however that 

as a private citizen could only do so much. In order: 


Hu and Chen Shui-bian should pursue dialogue. Lien said 


but 


Lien said 


Fruit and Pandas 


Hu said the PRC would permit PRC tourists 


but Lien said the issue should also be discussed 


Column 4 Column 5 
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reinforcing INECVs public contention that the 


Commissioner Abubakar told an April 


and INEC sees no need for the Electoral 


and the Electoral Act sets procedures 


arguing there is too 


for example nor is the 


nor even consultation with 


including constitutional 


Column 4 
a 
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domestic observers and international 


instead of giving it 


and that INEC recognized 
Y he 


INEC\'s making itself a defendant in NigeriaVs 


that affects any of the 


given INECVs court testimony but 


providing hortatory 
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such as Braille." The bill also 


but it has long been on 
INEC and many in the 


sets limits on both and sets fines 


they are unlikely to 


the added rules for 
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large sums of it on the kinds of social 


and raising the specter of a 
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notably North Toronto MP Belinda 
who expressed the belief that going to the polls 


as this 


he said he would do so next week. Depending on 
it could come to a vote the 
but it is 


but Speaker Milliken cleared 


that he did not consider this a vote a no 


but the National Post\'s John 


too late 


with Independent Carolyn Parrish is 
who only votes in a 


especially on short notice. 


Column 4 
become the two remaining 


something he 


the numbers could go either direction 


THE NEXT DAY YOUVRE DOWN 


a poll conducted by the 


NDP at 18 
however 

36 to 31 (with 
most polls 


and the Pollara poll had the Liberals 


was whether 


but another Pollara poll 


compared to 41 percent who do not. 


Column 5 


which is 


and Bloc at 14. A 


Column 4 


Parliament is in a state of 
with Question Period so raucous that half the 


and the other half 


and May 5 the 
a somewhat bizarre suggestion 
and even seemingly little things such as 


took immense wrangling to accomplish (and 


meanwhile 


the Conservatives with 


PM Martin has 
to being all 


the leading edge of a CN $5 


and another agreement with Ontario will 


everything from homeless shelters to dredging 


and post a running total 


566 


which appears to include a good deal of normal 


the 


Column 5 


even in a 


are doing whatever they can 


039 


Column 4 
attacking their health 


which for 


Conservative leader Harper 


will the PM 


that he never interfered 
and Public Works Minister 


however 
and is sure to hurt the Liberals further. Chuck 


and was at the 
the 


\"Guite Points the Finger" in the 

and \"Grits Abused 

\" from the Ottawa Citizen. Guite was 
unlike the tactical 


V as pundits here are calling it. 
and advertising contracts in 


such as excluding price considerations when 
V he 


\"it\'s because they can\'t get their agencies that ran 


they want payback.V In the piece of his 
he 


Column 5 


appear to be 


Manipulated Lucrative ad 


detailed 


Column 4 Column 5 


former Director General of the Liberal 
who detailed how sponsorship money was 


000 he was later given the money 


he replied 


| never gave them a receipt. V" 


but as 


in order to set 


contVd: At this point trying to forecast 


the timing of 

and in any case the vote 

the Liberals can\'t delay a vote 

and the week of May 16 specifically May 18 and 19 


and the two cancer-striken Conservatives. 
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however sees 
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water and electric companies; and 


but that it did not appear that Congo 


with the water and electric companies and private 


given that 


but Congo\'s legal counsel 


and that if the company was 
then other vulture funds also would seek to use 


posting a full-time resident 
YaYa Moussa a Cameroonian in country. 


Finance Minister Issoibeka requested to see 


and added that 
\" noting that this should never have happened. 


and said that it was not a good performance week for 


Column 4 


Issoibeka said that during meetings at the 


more educational programs 
and more 


by noting that Congo needed to improve 


she said that 
it might encourage 


Issoibeka began by 


and 42.6 billion CFA (approximately USD$84 


he said 


and operating the already failed 
the Finance Minister stressed that the 


Congolese lost substantial amounts 


and the 
the Finance Minister said 


including raising 
prices. Issoibeka said that no decision had 
including 
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the 


even 


5 OF NIGERIAN ADVANCE FEE FRAUD, ALSO KNOWN AS 419 SCAMS, FOLLOWS. END SUMN 
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President Sassou asked former Finance 


and concerned that everything is not being 


but he was 


etc. Y trying to control and 


\"hence 


which will include 


water or electricity prices rise. The IMF 


\" and really develop strategies and 
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and 


\' the US official said. The official noted 


Column 4 


\"Cumhuriyet\" 
is an indication of the 'chilliness\' in relations 


during a stop in Nicosia as part of her 
encouraged both sides in Cyprus 


but stressed that the initiative 


\"Cumhuriyet\" 


businessmen 
Foreign Minister Abdullah Gul arrived in 
000 USD worth of medicines. The 


000 USD. Turkey is 
reports 


in Istanbul to attend the Turkish-Arab 
voiced DamascusY willingness to join 


Column 5 
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a figure that is expected to rise to 25 


Turkey will be a global power extending 


as a member of European 
will set balances in the region. The PM claimed that 


the Kurdistan Freedom Hawks -- a group 


Salih Gulbol was killed on Thursday in an 
Baghdad. Gulbol was 


was working for a Kuwaiti 
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including into Northern Iraq. The 


who are closely connected to Al-Qaeda is proof 


in fact real power is in the 
the 
and 


the visit carries great importance. 
but the most 


and away from the Iran-Syria 


it was the same MHP 


for example that the French retry 


Column 4 
and trying to use such cheap 
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and thus Iran must go nuclear as a balancing 


the world has reached a 


it is just a matter of time before Iran will acquire 


it is also attempting to create 
and may 


Dagan said 


and preventing what he characterized as a flood 


a system of sanctions must be 


Dagan said 


citing the Solidarity movement in Poland of the 


especially in the cities 
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the world must stop Iran 


create 


which 


Column 4 
Iran currently 


Dagan asserted. 
Iran has supported terrorist action 


through organizations such as 
gather intelligence and launch terror activities. 


themselves 
while at the same time encouraging Hizballah 


and partly in an attempt to curb Israel 


while some kind of ceasefire 
the number of terrorist warnings 


thus 


mainly because it wanted to concentrate in the 


Dagan claimed 


Dagan said 

IsraelVs rejection of talks 

and corruption within 

however 

despite 

is incapable of effecting real reform. One 


Finance 


however 


Column 5 


are directly attempting to recruit 


comes from popular frustration w 


as neither honest 
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he said who would in turn be dominated { 


such as radical Shia groups that 


Afghanistan and Pakistan and has 


and improved services and 
in the country. He conditioned his 


such as the Kurds and Sunni 


he said 
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he said 


i.e. to avoid inciting 
and even local legislators. He cited a resolution 


the frustrations have a sectarian angle 
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on housing 


especially regarding NGO projects and 
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THE CONSULATES OF THE "TURKISH 
Y BOSNIA-HERZEGOVINA 
TURKMENISTAN 


FAIR AND CONGRESS CENTER 


WHICH AIMS TO CHANGE SARIYERYS 
HAVE BEEN COMPLETED. 
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Chevalier 
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UZBEKISTAN 
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“CONSULS OF TURKIC REPUBLICS SUPPORT 


SPAIN AUSTRIA 


CONSULATES OF 


WHICH MOVED ITS CONSULATE IN BEYOGLU 


IS AMONG THE LATEST GUESTS OF THE 


THE NUMBER OF 
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leaders need to 


he said and France is very important іп 5| 
the EU will go too he said. 


a refined chap\" 


Column 4 


Column 5 
he said. 


kidnapped a chief and took him back into 


but wants to hear 


reportedly against the recommendation of 
for what turned out to be a minor incident 


which the Minister said 
while she was by no means an apologist 


she thought he had made efforts to control his 


destroying property and 
the men were 


Column 4 Column 5 
and commented that 


we are hearing growing concerns from 
NGO politician and other diplomatic coi 


the 


perhaps by strengthening the Serious Fraud Office 


in our April 29 the minister 


Minister Kufuor has 


PolChief heard a 


Patrick Acheampong.) According to NPP National 
Minister Kufuor is lining himself up to be a 
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Ashanti 


Kufuor worked as a 
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visitors 

low- 


and this likely contributed to his walking 


General Felix has always been a straightforward 
and his term at GSI has been highlighted by 
joint CT operations between RMAS and 

his continued presence at GSI bodes well 
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responding to the urgings of the U.S. 
President Fernandez he belatedly and without 


acting on his understanding that he has 
is in the process of 


for duty with the U.S. Central Command and in 
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devoting their 


giving guidelines to 


and to insist on a 


requirements 
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biotechnology 


especially 
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and 
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etc.) suggests some 


Column 4 


participants expressed high 


to encourage research and development by 
to improve the 

to 

and not just to 


given the likelihood that increased 


pointing especially to the need for 

more stable 

the need for improved corporate 

continued reduction of administrative barriers 
legal reform 

social security reform 

and increased investment 


but to 


whose 
Saban Erdikler 


he termed progress \"satisfactory\" and said 


giving it a lackluster 4.8/10. End Note.) While 
he ascribed much 


arguing that while most perceive it to be more 


actually it is easier. In a subsequent meeting 


Column 5 


and 


offered a mostly upbeat assessm 


YASED 


Column 4 
conceding that 6 was on the high end 


even if it would have accurately 


which 


which were also highlighted (more positively) in a 


but thus far with 


and argues that rates 


but presses for 


development plans are 
harming predictability. 


a Turkish 
whose European CEO Yasuo 
noted that they had gone 


the 
which has made it 
and the 


Column 5 
but arguing 
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he noted 


much more important 


Aydin noted that Hayashi had privately recommended to 


perhaps by targeting particular areas for 


the Council 


while also permitting participants to 


aimed at showcasing TurkeyVs 
the 


a visit by 


Forum Istanbul (an international 


as much as the last several years combined. 


much work 
but 
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000 soles (USD 3000) in compensatory damages. 
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with press freedom organizations 


her co-author Jane Holligan 


000 soles (USD 3000) in compensatory damages for 


De Facto Censorship 


Jorge Santistevan 


links to 


the judge effectively held that a 
the 


holding that 


as the journalists will risk the immediate 
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then Zevallos would 


the corresponding page from 


which were far 


HR Groups React 


making them aware of USG interest in the Bowen 
the Foreign Press Association (APEP) the 


the National 
and the Peruvian 


\" that criticized the \"nefarious 


and our officers will 


the Ambassador intends to raise this 
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intended as an expression of relief that violence 
had resulted in negative media reaction in 


she said could say what he liked 
the AU 
particularly as South 


Barbier said that France would be working 
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taking into account the conditions in each 


and ensuring that missions were not depleted to the 


notwithstanding 


para 3). 
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leading to a new influx of 
mostly of North African origin 


anti-immigrant and anti-Muslim 
and transfers easily to opposing Europe 


President Chirac\'s championing of opening accession 


the prospect of an EU that includes Turkey also 
the \"European idea\" would 


ensuring that the EU remains a vast 
political 


as the debate over the proposed 
nearly exclusively 


in a fifty-minute 
did not see fit to 


highlighting differences 
multiculturalism and religion 


Column 5 


is not well 


on two issues 
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highlighting differences among the French over what 


and not only among those 


Turkey\'s prospective membership in the EU conjures 


Y of exacerbated urban tensions and of 


in particular on 
many who support the proposed 


president of Union for a Popular Movement 


this opposition to Turkey stems from recognition of 


Y who are not bigots the effects in France of 


V reflect different 


but had no opportunity to express their 
V plan to vote \'no\' 


too diverse and unwieldy to muster much 


Column 4 Column 5 
and does not become a stronger 


President Chirac in his 


that does 


the leading proponent 


Sarkozy. Those who 
in 
also support a federated Europe (for example 


are adamantly hostile to any 


is it unlikely that the V'question of Turkey Mx 
because differing positions on 


Turkey is likely to be a high-profile 
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and in many 
which would provide strong deterrence 


forfeiture and 
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enforcement is still lacking. 


so that 


this fact has 


for example 
members of an industry 
and the association of representatives and 


but the World 


Column 5 


the many operators 
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improvement of 


fighting 


one of the United States major initiatives in the 
preventing patent abuse of 


which has praised the Embassy for its efforts in 


the heads of the 
and with 


the Dominican 


measurable results. By targeting 
we expect that the benefits will be near term. 


we will measure 


we will measure 
the outcomes of 
Y and reduction in the 


hotel and per diem. The Embassy\'s Economic and 
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500 to bring two IPR 
separately 


000 est. 
500 


250 
WIPO etc.) to provide training 


international legal provisions 
and investigation of 


000 est. 

500 

250 
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\" 

a 


encouraging innovation and 


a young telecoms firm that offers some of 


the company proposes a bundled triple play of 
100 channels of digital television and broadband 


2004. Free 
France Telecom\'s Wanadoo 


Telecom Italia the latest newcomer 
recently acquired TiscaliVs 
Tiscali France (formerly Liberty 


Column 4 Column 5 
poised to become the third largest broadband internet 


000 high-speed Internet service customers. 

000 subscribers France\'s loss- 
which is reportedly losing 15 million euros a 

plans to offer customers up to 20 megabits of 


about 40 times faster than the entry-level 


which will cost 14.90 euros a 
will be offered unlimited local and national calls to 


Internet and VoIP -- in the fall 


one of the owners 
to French brokerage firm Kepler last week they 


France\'s third mobile operator and the 
is taking an alternative 


because there are already 


which has more than seven million mobile 
is talking to a number of broadband service 


is 


and such a deal could 


French regulator ART has 


which was notified 


French broadband consumers are 
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but cannot brush off concerns 


two major 


including rural and 
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as well as 

she said 


and none seemed persuaded by the 


asked how liberalization would help airlines that are 


and added without irony V'ItVs good for 
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this session of 
all legislation before Parliament dies 


we found the level of 
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unemployment 


approximately 30 miles east of Great Inagua 
101 adult males 


where the Haitian Coast 


app. 7 dollars each) 
for the first time 


migrants initially claimed to 
but this story did not make sense. 85 of the 


and all those 


others stated that they had 


disorder and lack of work 


and that the trip was the 


but that it had no captain. No one provided a 


Column 5 


and 
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and misery in Haiti. They also 


Bahamas. 
and one fifteen-year-old 


t-shirts that read (Embassy inforn 
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and they were happy to see the Cutter when 


the 


but they complained 


as well as their motivations for leaving. 


it might 


whereas Emboffs saw 
yes 
and a couple of migrants said \"better to 
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DG Leon Charles recounted his version of the events 


but Charles said it could not 


the unauthorized march left Bel 


Column 4 


and Charles 


heard several shots and 


but it was not yet clear if they came from the same 


MINUSTAH support poor 


Charles voiced his continued frustration at what 


knowing the HNP did 


though 
MINUSTAH 


and access to less lethal 


staging 


accountability 


Column 5 


and execution 


training 
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Farrar emphasized it was equally important to 


he said that the USG would 


the practice of allowing a class of 


but would also not discriminate against 


and lamented the lack of ammunition for training 


he said. The HNP could not 


if granted be tied to USG oversight. 
strict accountability and inventory control 
vetting and more frequent 


we 


Column 4 


a broken system of justice 
inadequate levels of 
and scant equipment resources. Post will follow 


there are no joint patrols 


or mentoring among command level 


but the training and lessons learned must be 
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but has not yet sought or received 


but others in the Palacio administration could 


in order for him and 
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substandard 


objective 
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he mentioned that even he felt inadequately informed 
prior 
he needed some time to 


but the GOE would have to convince 


he would add an adjunct 


but said one of the political negotiator\'s tasks 


he noted 


AID explained its 
including its trade capacity building 


who was also present at the meeting 


very 
where he owns a home 
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in a candid 


which he 
were actively lobbying in Washington for Ecuador\'s 


for political reasons 


insert its own 
Espinosa\'s statements 


including Palacio himself who 


he was 
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Recognizing the New Government 


he flew to 


we reviewed a 


Gutierrez sought asylum 
three blocks away from 


and we advised Washington 
the State Departments 


except in rare circumstances for political 


and therefore the question became moot. 


post began 


we entered one official and are 


we 


clear 


Column 5 
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it is easy to see how the maelstrom of 


other preventative 


post cultivated a wide range of contacts and had 

the military high 

and civil society leaders and opinion makers. We also 
taking into account the 


permitted a calm 
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sea and land 


for a retina recognition 
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Canada\'s version of C-TPAT 
pre-dates 9/11 and thus far 


both the US and Canada should continue 


DHS/CBP inspectors interview US bound passengers 


RCMP and Coast Guard). For 
the Canadian Navy authorities at the Trinity 
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US 


there 


vessel boarding and searching/rummaging and 


Integrated Border Enforcement Teams (IBETs) 


we are concerned about obvious security gaps 


we 


versus the current parallel 


there are memoranda of understanding protocols and 


the absence of a carriage of arms reciprocal 


and has developed implementation guidelines now being 


Column 4 Column 5 
and this should be pursued. 


some 


the US has 


and despite the RCMP\'s 
to 


the Cross Border Crime Forum tasked US and Canadian 
complete 

should be ready by the end of the year. 

but to be effective both 


follow through on the Assessments 


the Director of National Intelligence 


TUZAGA, 


Column 4 


and it is imperative 


the series of 

Drug 

Identity Theft and Firearms Trafficking have 
or 


a Joint Trafficking in Persons Threat Assessment is 


we understand that a new Threat 


will measured by the willingness of both 


currency smuggling is an issue that Mission 


000 dollars (both Canadian and US) be declared at ports of 
both inbound and outbound. Canada Border Security 


FINTRAC is attempting to implement a 


Canada is 


criminals and possibly terrorists will continue to 


Column 5 


Column 4 Column 5 


there is a need for more useful 


arrests and prosecutions resulting from 


trade agreement and through 


Canadian and US authorities 
both formally and 
both TOPOFF ΙΙ and TOPOFF III 


we hope Canada 
and 
the ultimate goal will be to 


noting that 


a relationship between experts that should 
isolate and 


Column 4 


but if an event occurs that 
affected residents 
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leading to a 2005 national referendum. The GOP 


with legislative action likely 


2004 


which propelled his 


primarily 


and has 


especially on security 
trade and investment. Overall 


a promising sign. Anticipated pressures 
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in general elections that amounte 


law 
his cabinet 
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who had passed retirement age 
and President Torrijos 


and the Embassy continues 
which began 


civic education 


the State 


which provoked a spate of 


of former Maritime Authority Director Bertilda 
was revoked in early March. Several other corrupt 


particularly regarding canal and 
and combating terrorism and 


efficiency 
2004 


underscoring the excellent 


Column 5 


in a bid to 


business ethics 


and organization on Panama\'s 
the U.S. and Panama 


Column 4 


but not limited to 

more sophisticated investigations 
the 

and an enhanced ability 


there remains work to be 


we are trying to address these 
but real success will require additional 


on October 8 
Panamanians have become much more willing 


equipment 
as was shown during the August 2004 


both the GOP and local press praised 


these programs highlight the humanitarian side of 


Column 5 


steadily increasing 
an 


2003 


and 


Column 4 Column 5 
layered defenses and 
although 


equipment and other 


the Panama 
which led to its 
which entered into force July 1 2004. In May 


Panama signed a shipboarding agreement with the 


Panama 


money launderers illicit arms merchants 


525 


000 


the new GOP has announced intentions to greatly 


000 containers per year in the early 1990s to 2 million 


Column 4 


banking and financial services 
the Colon Free Zone (CFZ) 


000. 


the U.S. and 


failed to 
primarily because of Panamanian 
poultry 


increase 

and make Panama competitive with the CAFTA 
President of Panamavs Legislative 

has commented to Embassy officials that 

the FTA agreement V'will pass." 


the Panama Canal 


the ACP has reduced the 

has reduced accidents in Canal waters 
and has overseen large-scale upgrade and 
such as widening the Gaillard Cut to 


which in FY 2004 


tolls 


Column 5 


legal services 
and flagship 


and 


once 


exceeded $1 


and profits). 
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construction 


and growing trade between East Asia and the U.S. 


new 
and bridge loans. However Panamavs 
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Y when a process already exists for 


and added that senior MFA 
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vice president of the 
Congressman for Azuay province Ambassador 
and president of 


rector of 
and a philosophy professor at 


Ecuador\'s third largest 

on January 14 1933. Serrano married Ana Corc 
Ana Maria 

and Jorge. He enjoys reading books by Cervantes 

and also is a soccer fan; Serrano 


a UNICEF 


a former manager of customs in Esmeraldas who also 


a Minister of Labor had not yet been 

a 

had been offered the job but had 
they believe Chiriboga had 


the largest 
from 1984 to the present. 


Column 4 
a deputy for Chimborazo province 


Minister of Defense under 
and Minister of Agriculture under Velasco 


Education 


2002 


1925. 


executive president of the National Agriculture 
and continental director of the World 


acting Vice Minister of Agriculture 


the association of independent banana producers has 


the association of flower producers and 


Column 5 


and 


Labor 


Cordovez led a march 


and director 


Column 4 Column 5 
told press that Rizzo was part of former Minister 
and that 


the US and Chile; and integration 


as well as secretary of public 


and an economic advisor to then Vice President Palacio 


and was an analyst for television 
and is a member of the editorial board of 


the new Executive Secretary of the 
is 


Raul llaquiche a former IVP. The Palacio 


the new Minister 
is a civil engineer and has been a builder 


Column 4 Column 5 


1961 


studied civil works and 


and from 2000 on was the Concentrations 


the 
who has been appointed GOE 


Palacio grew up in Guayaquil and 


former Vice FM Mario 


the 


Column 4 
given the propensity of VPs to conspire for the 
the appointment does not nothing to answer 
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we believe the 


FYO5 and beyond 
we anticipate the requirement for continued 
irrespective of the 


contractor 


adherence to 
and \"banked hours\" (as explained above) as 


we will also examine the number of 


Column 5 
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as well as the 


551 hectares of coca and 3 061 


such as the 


remain repressed with 


but 


000 hectares of coca in 2007. 


based on Colombian 
to CNP spray bases throughout the 


to include: spray base 


industrial safety programs solid and liquid 
environmental monitoring public education 
public health monitoring and 

water and from human 


the CNP established a satellite imagery 


deforestation studies pre- and post operations 


Column 4 Column 5 
and analysis of national 


maintenance and 


9 AT-802 6 T-65 


so the number of flight sorties 


post must move forward with the request for 


imagery gathering and 

and heavy transport aircraft; operation 

two additional OV- 

and two additional T-65s. Fuel and herbicide will be 


000 hectares of coca and 3 000 hectares of 
ground vehicles will 
maintained and 


and construction of maintenance and living 


helicopter crews 
operations logistics and safety personnel 
contract host country national 


end-use monitoring 
and progress toward 


Column 4 Column 5 


thereby increasing 


spray efficacy and 


chemical mixing handling 
calibration and maintenance of CNP chemical 


National 
and other GOC entities responsible for human 


so new detection methods must 


along with reduced potential crop 
are true indicators of success. With newly 


most complaints of damage 


and human tissue samples will enable us to resolve 


Column 4 


Column 5 
thus decreasing dependence on U.S. 
a joint working group 
CNP eradication CNP 


NAS contractor and NAS personnel will re- 


missions 


aircraft employed status of aircraft 


crop replant and pruning rates and 


and export phases of Colombia\'s illegal drug 


000 


Column 4 Column 5 


equipment and logistics support. Intelligence 
with special 

surveillance and 

Colombia and third countries 


as is the new CNP training center near 


interdiction will become 


both 


both in the United States and increasingly 


DIRAN will be able to conduct most of its field 


both 


Column 4 Column 5 


vehicle 
vehicle fuel minor purchases 
meals and miscellaneous expenses of CNP overhead 


lodging rations 
fuel for 
and other indirect costs. Taking 


we believe the 


Column 4 Column 5 


in particular the Army\'s Counter-drug 
training and equipment. 


fuel force protection 

ammunition communications and weapons re 
transportation medical and counter- 

ELN AUC) associated with the produc 
including attacking known FARC AUC 


such as neutralizing narco-terrorist leadership 
storage facilities 


CD Brigade operations contributed to a 


2004 the CD Brigade 
V the FARC\'s southern bloc chief of 
who was subsequently extradited to the United 


the CD Brigade was 
supporting aerial spray eradication 


CD 


Column 4 


including 
ammunition 
NAS will support other vetted COLMIL units that 


drug-sniffing dogs 


mine 
chemical handling and 


conducting heli-borne assaults on high value 
and recognizing and respecting human rights. 


GPS systems for marking poppy fields for 
photographic equipment to document 
and fuel and protective equipment. 


basic logistical support of the CD Brigade 

000 in air transport 

000 in fuel and ground transport. Those same expenses 
733 


Column 5 


rations 


fuel 


$364 


000 because of anticipated 


Column 4 


as well as 


number of HCI and base labs destroyed 
and 


79 Plan Colombia helicopters provide 


Column 5 


Column 4 


27 UH-1N 
oil 


to 
$6.293 million; 


as the capabilities of 
so will the 


operated 


maintenance 


Nario 
and Arauca departments 


pilot 


end use monitoring 


the COLAR should have 


Column 5 
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lubricants and 


maintained and 


Guaviare 
as well as new bases as the 


and oversight of 


Column 4 


the resources 


the UH-1N program will be 


U.S. Southern 
Security and Assistance Agency and the Training and 
the U.S. Military Group 


to 


Column 5 


INL/A 


Column 4 


assumed suspect 
arms 


we believe the 


a semiannual review 
NAS personnel 
DOS 


DOS senior leadership reviews the programVs 
an interagency 


reviews the different aspects of 
and makes recommendations to the Secretary of 


primarily in \"go fast boats" GREAS 
UK 
as well 


logistical support and liaison; and 


Column 5 


and personnel. 


and an annual 


DOD 


and USG) in which the 


Column 4 Column 5 


etc. After the GREAS infrastructure (headquarters 
boat ramps etc) and equipment is provided 


techniques and 


narcotraffickers arrested etc.) 


to 


strengthening the civilian management and 


Column 4 Column 5 


financial control and auditing 


but this can 


planning procedures etc. 


to include the 1) 
2) 


so that the MOD will be able to develop a more 
and 3) enhancing 


Column 4 


chartered by the President under the 
that motivates members of 
the 


ELN 


the institutions 


gross human right abuses 


which includes in-depth 


U.S. support will focus 


DAO 


Column 5 


or AUC. A GOC interagency boa 


or narcotics 


Milgp 


Column 4 


cocaine labs 
etc.); evaluation of the 


with USG assistance 


through the Department 
has provided essential training and technical 
DOJ is providing essential 


Anti-Kidnapping 
and Anti-Corruption 


implementation of an 


Anti-Terrorism 
Anti-Narcotics 


terrorism 


Column 5 


processed cocaine 


Anti-Terrorism 


Anti- 
Anti-Corruption 


kidnapping and 


Column 4 

providing essential training and technical 
prosecutors and police 

security (witness protection 

forensic support 

information and case tracking. 


beginning in 2005 and continuing through 2008. 


the GOC has specialized investigative units to 


and 
bombings 
and murder. Other units include a national Anti- 


training 


prosecutions 


money laundering 


and anti-terrorism. 


including complex 


meetings with host government officials 


and equipping of prison guards; upgrade/construct 


including extraditables. 


Column 5 


court 


to a lesser extent 


and operational funds 


and reports 


Column 4 Column 5 


expand equip and train 


000 in ACI funding. 


will provide staff with the 


the program will assist the GOC in prison design 


to 


which will also receive training in 


follow-ups etc. 

Demand Reduction and Culture of Lawfulness 
000 

there is 

Drug 


and Culture of Lawfulness program addresses these 


law 
society. It provides similar instruction to members 


Column 4 


Column 5 

and support to numerous NGOs to support proven and 

000. 

travel and visits. 
teachers and local 
administered by 

000 in ACI funding. 

children parents 


and local leaders in Culture of Lawfulness 


computers 


and other equipment used for ou 
and program support. Drug prevention and Culture 


seminars and 


Column 4 Column 5 
assistance takes the 


seminars or conferences 
a comprehensive evaluation of change in awareness 


000 


as well as hundreds of police and military are 
the largest narco-terrorist 


earns a minimum of US$1 billion per year from the 


the role of the CNP supported by the Colombian 


conflictive 
training and equipping approximately 
000 police and constructing/reconstructing hardened 

2002 some 157 of 

158 municipalities (equivalent to U.S. 


small police detachments were forced to 


Column 4 Column 5 
and thousands of 
do not have sufficient numbers of 


train and equip at least 157 police units (minimum 


train and equip sixty-two 150-man mol 
or rural police squadrons. These units will be 


or reconstruct scores of fortified police 


approximately 80 stations will be 


the CNP is projected to have 
a total of 9 300 policemen. With an average 


etc.) the CNP must organize 
800 Carabineros per year. Additional funds will 


near 
as well as provide continued support to that 


Column 4 Column 5 


equipped and deployed. Reduction in overall crime 
terrorist attacks homicides 


the Carabineros and municipality units 


makes 


expand economic and social 
and provide medium 


and policy support); 


Column 4 Column 5 


particularly to address the needs 


combined will address the most critical 


democratic and 


particularly among vulnerable populations. 


the peace 


human 
witnesses in human rights cases and other 


Column 4 Column 5 


ona 
many of the root causes of Colombia\'s 


and building social capital will 


USAID will 


especially for youth. National 


especially with regard to 
transparency 


fiscal stability 
institutional reforms 


and judicial 


which 


program results are reported in the embassy\'s 


activities under this 


Column 4 Column 5 


USAID works with the private sector to achieve a 


broad-based income and employment growth in 


private sector-led 


such as 
will be developed and targets on current 


Column 4 


ona 


many of the root causes of Colombia\'s 


and building social capital will 


USAID will 


especially for youth. National 


especially with regard to 
transparency 
institutional reforms 


program results are reported in the embassy\'s 


Refugees and Migration (PRM). 


youth at risk of recruitment 
host communities 


medium and longer-term 


Column 5 


fiscal stability 
and judicial 


and persons 
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adult ex-combatants may also 


including former child-combatants. USAID support 


shelter income 
education and psychosocial 
including 


will continue to be 


ona 
many of the root causes of Colombia\'s 


and building social capital will 


USAID/Colombia will significantly expand and 
largely through trade 


Column 4 Column 5 


especially for youth. National level 


especially with regard to 


transparency fiscal stability 
institutional reforms and judicial 


program results are reported in the embassy\'s 


USAIDVs 


disarm and 


but additional resources 
are needed to 


although 


but will only proceed if the USG 


Column 4 Column 5 


the GOC has the 


President Bush gave President 


arguably the 


the Colombian High Commissioner for Peace (HCP) and 


2005. To date 
820 individuals have been collectively demobilized and are 


of then-AUC Commander Salvatore 
producing coca fields were 
facilitating eradication. The HCP 


000 terrorists by the end of 2005. The impact of this on 


violence and terrorism then the 
massacres and kidnapping during the 
if not reverse. A reversal 


such a 


Column 4 


Column 5 
directly affecting the prospects for 
the DR process with the AUC will also serve 
there are talks 
the ELN and 


000 FTO combatants within the coming year. 


an individual 
SAME will signal the need to 


TDY assistance general 
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financial and logistical 
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he said the GOE could meet its 


our recommendation would be for 
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Correa spent most of the twenty-minute meeting 
\" (implicitly differentiating it from the USG) where 
Correa gave a cursory overview of the economic 


with no monetary policy 
and 1296 unemployment had no choice but 


Correa said. 
the conditionality the IFls had imposed on the 


echoing his denunciation in the press of the 


we can share a few 


with all the disbursements due 
the 


Column 4 


the GOE planned significant reductions 


\"with unemployment at 12% 


in the meeting between he 
and Correa 
as long as they continue to 


Yuravlivker said that he did not know what the 
but 


and given Correavs clear and 


he did not see how the IBRD could possibly 


the limited substantive comments Correa 


UNDP.) We are 
if he continues this line of policies 


Column 5 


reducing government 


the resreps of the IBRD and 
Correa had said 


given that the 


Column 4 


the Bank does have the option of 


we recommend that Washington consider 


5/7/2005 12:45 
by leveraging its experience to help the 


$2 billion is 


which it is marketing to large 
and it also publishes a wealth of 
macroeconomic data 


and received equal initial funding 


53% of them GCC nationals. Al-Razzuqi 


$2 


or direct ownership of 


GIC has always 


GIC sought significant help 
and 


Column 5 
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see: 


based on its necessity to 
the GIC had developed significant 


he 
but GIC has access to experts in a variety of 


and that GIC focuses on 


000 and Al-Razzudi said that Boston 


which it publishes 


the GIC sees an important 
Al-Razzuqi said that 


to its clients or its Board. Al-Razzugi summed up 


Column 4 Column 5 


\" Al-Razzugi said that GIC was 


and plans to work more 


around 3-3.5% and \"does not expect real 


some of which he said are extremely 
he said that the region\'s prospects аге 


and with Iraq no longer a 
he said that an increase in private 


\" he said but added that economic 
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but noted that recently KIA\'s U.S. investments 


is not as large as is commonly 


both physically 


Column 4 


which is a 10% set-aside from government revenues 
and all other surpluses in the general reserves. 


but it is thought to control between $75 and $100 


based roughly on each country's percent of total 
according to Al-SaVad. The U.S. and some European 


he added. 


the Minister of Energy 
a Ministry of Finance Undersecretary 


known as the Kuwait Investment Office 
having been established in 1953. 
the KIO is considered by the 


But Concerns Over U.S. Economy 


and that its assets grew \"substantially.\" He expressed 
in 


\" 


Al-SaVad explained 


Al-SaVad 
but was having to sell these holdings because of what 
income and 


Column 5 


the Central 
and five 


actually 


adding that KIA uses a 


Column 4 


that manages its remaining property 
Al-SaVad said 


he explained 


the Bubiyan 
Failaka Island 


but Answering to Parliament 


Al-SaVad responded that KIA is still 


which reviews its internal budget and the 
he said 


he explained 


but did say that the 


Some Investments in Kuwait 


Al-SaVad said 
and 


Column 5 


and still invests in real estate 


there was less surplus revenue 


railway projects and more. He al 


and is entitled to 


and 


Column 4 
\" he said 


he explained 
he added 


Al-SaVad said 
a newly formed Islamic bank. He 


but that the bank investment 


he explained 
the Central Bank 


Al-SaVad said that it appeared that money was coming 
but he added that 


despite the fact that the Central 


however 


including when the market there would be opened up 


Al-SaVad said that 


Column 5 


and would also 
and said that the KIA does 


including a 


90 
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agree that the method Kuwait uses for managing its 


2003. He has 
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each of 
with 


many of them seriously. Sources at 


including several slightly 
with overflow patients being directed to 


however the two City Mart grocery stores are 
including Amcits. One 
possibly Koreans 


Column 4 Column 5 


\"with possibly 20 or 


Y co-sponsored by the Thai and 
and the three-story building was 


Rangoon Quiet 


manned major downtown intersections and 


overall Rangoon was 


malls and markets. 


during evening broadcasts on 


identified various 


the Shan State 
the Karenni National Progressive Party 
and the National Coalition Government of the Union of 


for which the GOB 


however were highly 
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the 
showing that its rule 
the Parliament will not be 


the government will think twice in the 


the fact that it received votes in most 


Tony Blair\'s leadership is facing 


Column 4 Column 5 
the 
will strongly 


which may not be beneficial to 
especially to Muslim countries. 


they 


Tony 


as ex-Labour and now the lone Respect 
\" the people you killed and the 


British voters have not sung exactly 


he had to 

lies and half-truths. 

who were excited by their 

the inheritors of Britain fs long 


the endorsement came with a reprimand. 


but they still 


but there will be 
we congratulate Mr. Blair and wish him 
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on Thursday 


EAC members agreed that 


Column 4 
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but none of them 


on-call 


because it has always been the 


Y but that political and religious 


but it does have “опе old office" in Bahrain 


but the only 


such 


according to Al-Bader. 
Al-Bader said 


see: 


\"Like We Used To\" 


Column 5 
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Y but they have not done this in 
Al-Bader said 
V he 


rather than just getting together on the sidelines 


Y and that KFAED V'can work with them." Al-Bader added 


Al-Bader said that \"it would be hard to say" 


but noted that 


Column 5 


in order V'to not duplicate the wor 


Column 4 


\"almost five times a year for the past 20 years 


he explained 


\" he said. 


but does 
KFAED works with the 
the Arab Fund and other international bodies. 


but that this was 


Al-Bader 


but was waiting for officials 


which would provide a highly-visible 


Column 5 


V to 


but on his most 
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noting 


is married 
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Nawaf said 


Nawaf said Kuwait had 


the MOU calls for Iran to build or contract out 
which KPC 
before any further 


operated by an International 
Operate Transfer (BOT) basis. 
however none 


terms Iran was unwilling to accept. 


Column 4 


Column 5 
and had been informed that Turkey 
in part 
Nawaf said 


KPC envisions an lranian 


which 


thereby allowing for a pipeline across 


he said Qatar 
an extremely high cost and one that KPC is 
Nawaf said that this would also 


and would not be worth the expense. 


Nawaf said the 


Nawaf said there is ongoing 


he said 


the Minister and 


Column 4 Column 5 


and shuns attendance 


he has ordered 


Nawaf noted 


Nawaf said 


Speaker Jassem 


the 


Kuwait may eventually build an LNG terminal 
it is postVs estimation 
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DRUGS AND CHEMICALS. HE SAID TH 
JT 


ONE OF THE INMATES IN HIS CELL WHO ACTS AS A 


) 
E 
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WHO CONFIRMED THAT AN ISLAMIST 
3AND 
NG 

INCLUDING CURSING. END 


BUT WITHOUT GREAT DETAIL. HE ALSO EXPRESSED HIS 


AND 
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but had yet 


emphasizing that the funds were necessary for 
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in the past 
agreement on KuwaitVs pledge of $60 million for 
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in her words 


a cacophony of \"no\'s\" filled the room. 


many agreed to urge their MP allies to reject the 


the women are divided. They 
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05KUWAIT1901 
\"the Government bought these ^ 


Column 4 


if 
their actions may have. Meanwhile 


as reported in local dailies 


does not intend to name a new Health Minister 


an Islamist who opposes women\'s suffrage 
which will 


liberal columnist for Arabic daily 
told Poloff May 8 that the GOK is not serious 


which surprised him 


only in 


Column 5 


Dashti reported that 


expects 


apparently 
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which would create a single-member-per-district 


DPP and KMT. Despite the 
however DPP and 


What Election? 


even though there is just over a week before the 


more than 50 percent of the people 


for example that 34 percent of the public 


attributing the low public interest to the fact that 


the Central Election Commission (CEC) 


000). 


Column 4 


he explained 


despite the fact that the KMT largely ignored 


however 
since the two 


TSU and PFP 


PFP Public Affairs Deputy Director Liao 


the PFP has 


under Article 34 of the Constitution 


the 
if necessary. DPP 


since this would 


the election and recall of delegates to the 
and the procedure whereby the National 
shall be prescribed 


in order 


Column 5 


could further 


that he thought both the 
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Item 1) 

which replaced previous rules governing 

does not specify the bar needed for NA confirmation 
then they will have the capacity to scuttle the reduction 


which they fear will drastically reduce 


the LY or NA will likely agree to a simple 


the 


2004 (Reftel). Following the election the NA 


this may be the final 


the NAVs 


ultimately to the Council of 


replacing the current NA ratification 


Column 4 


of which 


and 34 chosen by a second vote based on 


there is no provision to reserve LY 


one for a candidate in the 
and another for a party to 


with 687 


the DPP has 
KMT 148 


which organized the September 
2004 anti-arms procurement rally 
76 of whom are university professors. This will 


the ballot will list only the name of the party or 


the fate of the 


often more radical 
for example 


few political 


Column 5 


TSU 50 


has nominated 150 


political parties. Passage of 


Column 4 Column 5 
the (limited) attention on May 14 is focusing on the 


and plummeting DPP morale over President ChenVs 
the DPP 
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and preliminary 
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to build public awareness about the 


000 US dollars have been 
if 


post 
000 US dollars to fully fund this 


please contact 
petersonjm@state.gov. 
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number of successful prosecutions). 


but the FIC or an STR reporter cannot be compelled to 
M Crystal later said that the 


9596 of suspicious transactions reports 


banking officials law enforcement 


and not based 


noting that one case involved 


Column 4 
penalties include 15 


these penalties have not been used. 


the FIC has 


the FIC 
the FIC plans to open a regional office in Cape 


the 
and insurance industry representatives. 


South Africa plans to 


SAPS) and international organizations 
Interpol). The U.S. Financial Crimes Enforcement 
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Chairperson of the Adana Chamber of Commerce 
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the subject of an 


2004 
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announced 
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but some municipal governments 
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and all or 
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including on Capital Hill. 


and noted 

in Shannon already to work on a 

were receiving good cooperation from local 
and asked only 


the Taioseach said the Irish 

call last month for 

Ahern advisor Michael Collins 

in fact Irish government contacts 


and they have had no 


call. In discussions with Embassy officials Sinn 


Column 4 
but say they do not yet know 
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Wood continued 


the GOA 


it would receive an invitation 
Wood said. 


DFAT Thailand 
and Laos Section Director Frank Ingruber said 


PM Khai 

VI don\'t think so. These are two separate issues.\" 
however 

most likely a translation error 
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but they want to see the UNSC 
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O5CANBERRA807 


that he believed the comment wa 
noting 


O5BRATISLAVA357 
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and the elected government of Iraq and the UN 


s comments in the media 


s Security and Defense Committee and 
\"Parliament should 


Chairman 


but the setting of 


adding the pending logistical support gap 


Kalinak noted that political 
citing parliamentVs 


and it is highly 


we consider the 


Column 4 Column 5 
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NING 
SPEAKER WILL BE WORKING 

AND 


HUSSEIN AL-AWADI 


MAHBOOB 
AND TECHNICAL STAFF MEMBERS ATTEMPTING TO PROVIDE AN 


ONE-ON-ONE MEETING ETC.). SPECIFIC LOCATIONS ; 


BUT CONSULTATIONS WILL LIKELY TAKE PLACE WITHIN THE 
AT THE OFFICES OF THE YEMENI JOURNALISTS 
AND AT A PUBLIC FORUM IN SANAVA. TIME PERMITTING POST 


:S IN AT 


ECONOMIST ETC.). POST REQUESTS SOM 


VORKING 


BUT POST 
AS 
’APERS FOR 


APAO 


Column 4 Column 5 


POLITICAL OFFICER 


CULTURAL AFFAIRS ASSISTANT 


E- 
ALL ACTIVITIES WILL TAKE PLACE IN SANAVA. SHOULD 
UNIVERSITY VISITS WILL BE 
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\" Taiwan\'s biggest daily ran a banner 
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pro-independence 


an editorial of 


on the other hand urged the Taiwan 


and Both Sides of the Taiwan 


000] (5/7): 


U.S. President George W. Bush called his 


[it seemed as if] all the related parties 


the recent development of cross-Strait 


Column 4 Column 5 


trampled 


the United States will totally lose its control 


it is concerned that the ‘rise of ChinaV 


to a certain extent speaking from the role of an 
which was 


was also an attempt 


and they are free to do 


they will not listen to everything Washington 
and the United States can therefore have only 
on the 

can test Beijing\'s real intentions in 


it could prevent the situation from 


it was also 


Column 4 


don\'t forget: the United States 


whether TaiwanVs agricultural 


pro-status quo V'China Times" [circulation: 
000] (5/8): 


the DPP and independence supporters 


Taiwan 


they clearly included Taiwan into 


in the face of such a favorable situation for 
completely wasted the goodwill gesture of the 


following Lien and Soong. 


such an interpretation may not be able 


and 


Bush publicly criticized 


even though it maintains a competitive 
it does not mean 
let alone go to war 


Column 5 


Column 4 


if there has been any 
it 


National Taiwan University 
000] 


one China under the Constitution means 


Lien ChanVs 


Chen Shui-bian\'s 
mainland peopleVs 


and clashes between pro-unification and pro- 


Column 5 


wrote in the pro- 
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all of 


English-language “Таіреі Times 
000] editorialized (5/7): 


damaging US 


as Greater China nationalists have strategic 


just as it is also vital to US 
and yet at least on ‘jaw 
war\' terms with China. 
we would remind 


independence or status quoV surveys 


nor the poor support for 
have 


we would also remind them that the arms 


Column 4 Column 5 


and IRS 


English-language \"Taiwan News!" 
000] noted in its editorial (5/9): 


President Chen Shui- 


dignity and the democratic achievements 


Bush's initiative as well 


should help 


000] noted (5/9): 

the 

for the sake of reconciliation between 

made good wishes for Lien and Soong\'s visits 


we 
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the special legislation for 


Taiwan will lose 


000] said in an editorial (5/9): 


which implies 
is most likely to win 


of course 
which can facilitate reciprocal negotiations 


the 
seek mutual 
and provide the greatest 


cross-Strait peace can be ensured. This is in the 


are happy 


the semi-official James 
to the official Chen Shui-bian 
peaceful 
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not the goal but a legal 


we will be 
win-win cross-Strait 


Column 4 
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exceptionally high in Chittagong because many 


by 


Chowdhury was told to clear with her any 
which effectively ended his USG 


Chowdhury was widely seen as the 
with some estimates giving him 60 percent of 


a former Chittagong mayor and former 
is a strong supporter of the 
his campaign 


the PM\'s son and heir apparent 
apparently 


the extremist member of the ruling 
initially fielded its own candidate; and 


a flood of senior BNP and 


Tariq Rahman 


addressing a rally in western Bangladesh 


the AL charged 


detentions 


Column 5 
05DHAKA2198 


and PMO 


BNP SYG Mannan Bhuyian 


and false charges. The charges 


Column 4 Column 5 


an allegedly pro-BNP NGO 
would give Nasiruddin 


Sheikh Hasina charged the ruling coalition 
and that the Rapid Action 


by most 
greater popularity BNP challenger Mohammed 
citing the assassination of his father President 


in Chittagong in 1981 as proof of his family\'s blood 


however Chowdhury told 
the PM called to say she needed his support despite 


alleging 
Chowdhury has 
apparently 


000 it would take a 
even in the ten 

electoral chicanery 

mostly Hindu vote bank is 


a huge 15-20 percent of the electorate. Hindus 


and others 


Column 4 


that there are not one Hindu presiding officer at 
even though the EC drew 


about 40 percent of whom are 


when Jl and 


the bumper sticker version of the 


000 police 


000 


observers noted that both sides 


the BNP belatedly recognized that 


the PMO has 


especially if 


Column 5 


paramilitary 
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by all reports AL has kept its supporters at the 
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\" which allows for special assistance for its 


the Lao Cai police made 172 drug-related 
seizing 3.2 kg of heroin 


367 
although officials 


who have a 


but 


authorities have focused on education poppy 


poppy 
Ngoai claimed. 


Lao Cai has three centers one of 


the province processed 440 drug users in these 


and said that more than any other 
he needed international support and advice in 


Ngoai predicts that 


IARY. 2. LONG-LOST INHERITANCE - A SUDDEN WINDFALL 
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the total quantities they have seized are 
the number of drug users in the 
and the police have not been able to 


Lai Chau and Lao Cai also provided 


the People\'s Committee Vice 


and that foreign support in this area is welcome. 
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which does not support 
Y said 


but that kidnappings 


although it welcomed any effort 


but that the 


however 
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in the hope of inducing Woods release. The Wood 


Blazey commented. 


had thanked Ja\'fari for the ITGVs help in Woods case. 
lead by DFAT Deputy 
had met with Interior 


the team had been 


however that the GOA did 
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leading to 


many DPP officials 
either voluntarily or under 
might jump on the PRC bandwagon by 


normally among the 
expressed 


regardless of the long-term cost 


leaving the rest of his party to divine his 


increasingly of Chen) 
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with most of those 


President 


Chen convened a televised meeting in which 
local government 


for fear that major defections from the DPP to 


but asserted 


Chen 
if erratic 


Chen coined a new mantra of V'criticize 
not people!" (dui shi 


Chen rebuked both Lien and Soong personally for 


Chen continues to defend his position that Lien\'s 


Column 5 


and 


line between 


budui ren) to define his 


Column 4 Column 5 
asserting that 


Chen hailed the 
terming it a significant endorsement of 
the KMT has also 


the KMT released reports that President Bush 


including by threatening to withhold permission to 


then Negotiate 


he will offer no major substantive 


\" 


but if the PRC is serious about 
it should respond to Taipei\'s offer over to 


but Beijing should deal directly 


\" and offered substantial flexibility 


Column 4 


Column 5 
but if the PRC is intent on setting preconditions 
Beijing will need to take the next step towards 
Taipei will reassess its conciliatory position. 
be 
a key ingredient to any movement on the Special 
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but 


mostly the military and other 
were concerned about the \"pull factor\" 


Column 4 


who had to balance these opposing views. 


emphasizing that the United States 


s case quietly. Thailand could not be seen as 


the PRC had manipulated evidence in the past in 


who was detained for a short time 


s decision to permit expanded 


Kittiphong nodded 


Column 5 


Column 4 


noting that while 2 


the number coming into Thailand continued to rise. 


UNHCR Regional 


s rationale 


those for whom it had 


Utkan said 


Column 5 


000 urban Burmese had been 


now had no plans to return 


Column 4 


of the Montagnards. It was also 


told DAS Ryan that he was concerned about a 
of about 3 million 

starting in 2006. He said he suspected 

that the EU would shift the funds to 


work permits 


5/9/2005 9:33 
the 
strongly oppose and condemn it." Nang Kher Seng 
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though it was 


or were protected by 
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Column 4 


from the Prime Ministers 
who stated he had 


but said 


the Deputy Trade 


Director of the MFA East Asian 
confirmed that a 


according to 
which was where one of the bombs 


while the other 
Damrong 


referring to 
one at a Rangoon restaurant 
however 


Column 5 


Column 4 


violence in the Burmese 
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both highlighted that it 


enforcement agencies have to 
report to superiors 


the company waited from 


change locations and 


including: overlapping responsibilities of 
lack of cooperation among enforcers 
and lack of provisions to 


authoritative point 


Column 5 
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and obtain approval both 


Column 4 


the maximum statutory penalty for 


329) 


658) 

for example 

000 a month 

000 penalty a \"drop in the bucket." Additionally 


music and other entertainment products are 


which 


pirates are able to 


Column 5 


and authorities rarely assess infri 


but added this 
have the 

making a USD 12 
he 


Column 4 


Column 5 
companies advocated loosening restrictions on 
reducing tariffs eliminating quantitative 
and making censorship licensing 


noting that he believes the 


Director of the Office of Enforcement at USPTO 


including recognition of officials who act 


Column 4 


the Ambassador 


the Ambassador hosted a 

Vietnamese private sector 

and GVN officials active on IPR issues. 
President 


spoke about the benefits of public/private 
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5/9/2005 10:18 
5/9/2005 10:21 


however 


have typically involved 
however 


as well as by 


police and 
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city 


were large 


Column 4 


fatalities may exceed 25 dead. 


the explosions 
where body parts 


the official emergency 


which is the GOB\'s only 


the hospital apparently reached maximum 


intimating that the GOB wanted full 


several foreigners 
including the son of the Cambodian 
including faculty at the 


however 


however 


thwarted bombings at other shopping centers. GOB 


two of Rangoon's largest 


but security officials found nothing suspicious at 


Column 5 


several \"close calls 


that American citizens were spec 


Column 4 


the GOB\'s 


but observed a 
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U.A.E. 


and Yemen 
coordinate EXBS training 


MEETINGS AND OTHER SIGNIFICANT ACTIVITIES 


EXBS Advisor exchanged emails with the US Coast 
Netherlands who are responsible for Jordan 


Yemen 
general maritime issues related to EXBS and 


EXBS Advisor assisted American Embassy Muscat 
NP/ECC and their contractor to finalize 


Y planned for Muscat 
transportation 


EXBS Advisor assisted American Embassy Muscat 


EXBS Advisor assisted NP/ECC 
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YEMEN) 


United Arab Emirates and Libya. 


Oman on May 15-18 


EXBS Inter- 
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Y scheduled 
Oman on May 15-18 2005. 


NONPROLIFERATION 


above. 


Oman and 


Abu Dhabi and Sanaa to identify persons/organizations of 
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VBUSH RAINED ON PUTIN'S PARADE. 

2005 
NGTON 

JUST LIKE YALTA MARKED THE START OF THE COLD WAR." 


LO) 

INSIDE AND ABROAD." IN HER 

DOMINIQUE QUINIO EXPLAINS 
IR.\" 

LIKE ROUSSELIN REMIND THE READER ABOUT THE 27 MILLION 
3 


JEAN-CLAUDE 


ΕΝ 
ΌΜ 


F 


FROM THE 
IPLE 
ITED 
FOR 
THE 
‚A 
AS PRESIDENT 
"CARRY IN THEM WAR JUST AS THE DARK CLOUD 
AN 


ROHATYN EXPLAINS THAT A 


Column 4 Column 5 


E 
BUT THE QUESTION 


AT THE RISK OF ALIENATING PUTIN. GERMANY HAS 
JUST AS JAPAN HAS NEWLY DONE VIS-A-VIS 


THE ANNIVERSARY OF THE FALL OF THE USSR AS ΤΗΕ 
V VLADIMIR 


[HE 
THE CALL TO ORDER IS SERIOUS. IT IS IN LINE WITH THE 


IN THE 
BUT ALSO IN GEORGIA UKRAINE AND CENTRAL ASIA. 
CAUSE 


BECAUSE IT IS A NUCLEAR 
BECAUSE IT IS A PRIVILEGED AND STRATEGIC PARTNER OF THE 


IT IS IMPORTANT FOR IT NOT TO FEEL TRAPPED. IT\'S UP TO 
IS 

AND ON 
ΙΝ 


ROPEAN 
JON 


PE 

21. 
WHICH IS MIXED UP WITH A 
IS DUE TO THE NATION\'S FRUSTRATION IN 
BY HISTORY 
OF THE SACRIFICE OF THE RUSSIAN PEOPLE. 
A RIGOROUS 


AND RENDER 


CE: 
TOO THEY 


Column 4 

THE AMERICANS LIBERATED 

THEY DID NOT WIN THE WAR 

AS SUCCESSIVE PRESIDENTS IN WASHINGTON WOULD SUG( 


Column 5 


TOO TO THE 
TH 


ITS ROLE WAS PRIMORDIAL. WHEREVER ONE GOES (IN 
ISE 


FROM RIGA ABOUT 


FROM 
CASPIAN SEA OIL." 


OPERATION SEDUCTION'" 


) ON 
WITH EACH ACKNOWLEDGING IT NEEDS 


CONVINCED AS 
AND IN PARTICULAR 
WHICH WAS 


IS THE PERFECT ILLUSTRATION." 


= SOIR 
1945 MARKED THE BEGINNING OF THE COLD WAR 
2005 SEEMS TO BE 

ISCOW. 

3M 


PRESIDENT BUSH BUILT HIS OWN READY- 
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and 
Austria is 


Column 4 


Column 5 
and as a bridge between cultures and peoples 
especially in Eastern and 


but still confronts the need for further 


Austria is celebrating various anniversaries in 
the highlight being the 50th anniversary of the 


the 
the Soviet Union Great Britain and 


its provisions on 


constituting the fundamental guarantee of 


remembrance of the horrors and 


the 


Column 4 Column 5 
Austrians often credit their neutrality 


with maintaining Austria\'s peace 


Austria is a 


2004. 


especially the war-torn Western Balkans 


such as in 


and its banking institutions in 
have a growing role in the region. 


the Czech Republic 
Hungary and Poland. In 2004 the Partnership 


decentralization and protection of 


Austria plans to focus its efforts on the Balkan 


and also plans to 
Macedonia 


including Kosovo join the EU. Austria is 


including the U.S. and Austria s EU partners 


Column 4 


and renewed this coalition in 2003 


ranging from changes in the 


the government still has some business to 
including continued rightsizing in the public 
simplifying and streamlining the social welfare 
further labor market reforms 

known as the 


the Freedom Party fractured 
Joerg Haider) leaving to form a 


the VW Alliance Future Austria" (BZO). The 


scheduled for fall 
observers have noted increased instability 
fueling widespread 


two 
hard-core nationalist members of the largely 


including the FPO 
joined in calls for the two deputies to resign. 


Austrians 


at the May 8 ceremony 


Column 5 


and implementing 


with its 
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the 


stressing that \"looking the other way is not 


thereby laying the foundation 
Austrians are 


notably under the Marshall 


there has been no doubt that in terms of 
Austria has 
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\" 


expressed his optimism that voting rights for 
but said it would not 


and said a positive outcome would help the 


Al-Jarallah said the civil service salary 

so contrary to press 

he did not consider it to be directly linked to 
the GOK was 


a clear signal of the GOK\'s commitment. 
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but 


some leading women activists have called for a 


reasoning that this measure would impede rather than 
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and related press 
S 


s intentions or 2) deliberately 


S positive inclinations toward 


the new Armenian Ambassador in Washington had noted 


his Armenian counterparts said they 
but said they cannot explicitly 


Column 4 


000 Armenians are 
there is open bilateral trade 
and there are five weekly charter flights 


but to 


she told Akinci the GOT 


and it is 


we will respond 


but Armenia needs to make a gesture on occupied Azeri 


MFA U/S Tuygan 


Alpogan appeared to understand 


perhaps with separate subcommittees dealing with 


Column 5 


Y he said 


Column 4 


Column 5 
bilateral relations and border issues. Alpogan 


s strong interest 


he claimed.) 


not on what 


s more positive and bold vision on 
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O5VILNIUS478 


but no trail linking Lithuanian banks to dirty 
head of 


Moldova 


and Ukraine Division 


Political Officer at the Ukrainian Embassy 


adding that the 


transfers he 
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Head of FCISVs International 
told us that FCIS never received any 


he 


V and said that the money laundering charges are 


000 


000). Chief counsel to the Bank of 


Liutaruas Zygas told us that the Bank would 


tight controls 
and solid record of law enforcement -- 


much less fire -- lead us to believe 


5/9/2005 11:12 O5TELAVIV2874 


Maariv quoted PA Chairman [President] 


Jerusalem Post quoted an IDF officer as 


Column 4 Column 5 
Defense Minister Shaul Mofaz signed an 
a 


leading media (lead story in HaVaretz) 


Hamas 


one of them being a decision to 


HaVaretz reported that PM Sharon is inclined 


Yediot reported on a rift among the 


the Knesset\'s 


Column 4 
Jonathan Pollard 


Column 5 
demanded on Sunday 


who is serving a 


electric shocks 


and blasts of 


State Comptroller 


in which he condemned Agriculture Minister 


headlines were dominated by an 
daughter 


and son of 
in connection with 


Jerusalem Post and Israel Radio quoted senior 


winning the 


the evacuation of Israel 


Column 4 


especially to the Americans 


independent Jerusalem Post editorialized: 
disaster 
it need hardly be said 


pluralist Maariv: One must not err when 


please practice what you preach. Show 
and don't allow your 


it can be said with certainty that 
the evacuation of Israel from Gaza will 


at least 


Hamas will change these positions. But it is 


Hamas is marching down 
relatively certain to get the Gaza Strip 


Column 5 


will doom him too. All 


there has been no change in the 
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itisa 
which is even contained 


this is a vague condition that 


in an attempt at blocking any 


help establish a Palestinian state and 


he 


he would need to explain 
why he is not continuing 

it 

delay and block -- even at the 
or perhaps the 


who 


independent Jerusalem Post editorialized 


V they credit him with having done 
content to 


Column 4 


Column 5 
disaster that it need 
will doom him too. All he needs to do 
and that they carry those weapons to 
tragically is 


pluralist Maariv (May 9): V'The cat is finally 
VDoes Israel 
V Amos Schocken removed himself and 


which he publishes and owns from the last 


even if only as 
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it will be a terrible blow 
it 


please practice what you preach. Show 
and don\'t allow your 


Orthodox Hatzofe editorialized: \"With all 

the Arab states need 

and any other form of government at the 
could actually serve the extremist 


Orthodox Hatzofe editorialized (May 9): 


in 

capital of Latvia for free 

the Arab 

and any other form of 

at the present stage could actually serve 


an accusing 


Column 4 
and his son 
keeps an open line with Washington. The 


especially now that Russia seeks 
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we 


a member of 
referred the bill 

to be composed 
to modify the bill in 


including from members of the public 


it will require a 


the day Sri 


000 years ago 

Ven. Athureliye Ratana 

told us on May 9 that he does not expect the 
leaving 


Column 5 
who is being proposed as his 


05COLOMBO858 


Column 4 


citing U.S. opposition. End 


evangelical and mainstream Protestant 


according to the Senior 
but few national-level 
other than Minister of 
who hails from Chilaw. 


500. 


and nine months since 


from whom there 
just fine. With 
most MPs we talk to acknowledge 


Opposition 


and will continue to 
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Column 4 
governments would ask business on both 


thus eliminating the impression that 


such as the Canadian 


are already reaching out to 
but our experience 


with the hope that industry councils could 


under SPP 
we do not see 


and they are 


the previously 


particularly at a time when high 


we would like to point out that any 


and during the past four 


Column 5 


we should work to facilitate 
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it may not be the best fit under the SPP program 


on the Canadian side border 


and the involvement of 


that private ownership of major infrastructure can 


the use of alternative modes of transport should be 


existing rail crossings can provide 


the use of short-sea shipping has been given short 
and it deserves full scrutiny. We should 


Border Patrol USDOT 
USCG Treasury 


financial or other obstacles); it will be 
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as the NAFTA Working Group has ample 


the timing of the Western Hemisphere Travel 
which could 
including American and Canadian citizens will impede 


Mission posts are engaging Canadian 


many Canadians and Americans who regularly cross the 
Canadian observers 


costs about 100 
and requires substantial documentation to renew. If an 
it should 


Column 4 Column 5 


parties 


we 


we should 


but rather a certainty 
transparent 
with an IJC reference being one of 


but it could be a way forward 


we believe that the establishment by 


speeding the process and reducing uncertainties 


we believe 


Column 4 Column 5 


we recommend particular focus 


something the Canadian 


particularly given 


animal and plant disease 


MOUYS trade agreements 


and now it is up to 


Column 4 


harmonization of 


and addressing the health needs of indigenous 


often even 
roles in managing public health and animal health 
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headquarters building on a Dodoma 
like convention-goers everywhere 


and 


usually to the beat of 


by 
a 


it is a safe bet that the CongressY choice of 


Kikwete gained visibility 


and he had received more votes than any 


Column 5 
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Column 4 Column 5 
however he lost out to compromise candic 


after the 1995 Party Congress deadlocked. Over 
many of our Tanzanian interlocutors have 


however it's the CCM party 
and not the man in the street who really 


800 people who 


beyond a 


in 


their loyalty and long 


and their dedication to 


including 


President Mkapa and a comedian 


defending 


and from all manner of tribalism 


implying that political opposition 


the opinions and attitudes expressed in the 


Column 4 


it became evident that 
in order to preserve CCM predominance 
Mkapa called for a candidate who was 


V warning that that if the CCM\'s choice of 
they would drift to 


so many observers interpreted 
even if he had 


and most did so graciously. 


whatever their personal preferences 


Kikwete may be one of the few CCM 


forestalling the risk that he could leave the 


electing its own President and 
Zanzibaris are quite 
numerous CCM speakers 


stability 


the party leaders in the 


Column 5 


and continuation of the Union 


Column 4 


the Party 


and the incumbent President Karume never 


such as Pemba Island native 


the CCM broke with the incipient tradition of 


the most honored were the representatives of 


Mozambique\'s FRELIMO 
representing 


Chipo 


Uganda 
South Africa and Zimbabwe not only have an 


Column 5 


Angola\'s MPLA 


Column 4 
especially among the SADC 


and to 


Tanzania is more democratic 


when founding father President 


just maybe 
that policy debate 


and that an opposition government on 


perhaps years hence 
or the 


and the voters will be presented with 


the 


however 
and the 2005 presidential 
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and that eventually he 


which the opposition has said 
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a strong 


the CCM party 
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further decentralize government and change the 


but this week 


Paraguay 


less exclusively focused on its 


a French customs expert working on a 


as a precautionary measure 


and requested U.S. help in 


the ILO\'s CDE office has 


established local support networks 

and instilled sensitivity to the plight of 

prosecutors judges 
and opinion leaders. Its research identified gaps 


Paraguay Brazil and Argentina. 
PolOff will attend a seminar the ILO is 
with U.S. DOL assistance to present 


three 


Column 4 Column 5 
Alcides Oviedo and Aldo Meza are 


Patria Libre (PPL) 
Cecilia 


including Juan Arrom and Anuncio Marti PPL leaders 


an INL-funded Anti-Narcotics Secretariat 


Brazil. 
one of SENAD\'s drug 


discovered the marijuana in two backpacks and one large 
Paraguay. 
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represented by 
organized 


000-10 000 participants were 
and police kept a low profile. Opposition leaders 
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organized a May 6 demonstration calling for 


000-10 000 people 
organizers 
Al Amal Al Islami National 


and Al Tajamo\' AI Qowmi -- 


the 


Minister of Social Affairs Dr. Fatima Al Belooshi told 


they would have done so 


Jalila Al Sayed told journalists that 
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who is also a municipal 
attended the rally 


they need a face saving concession from the King in 


the opposition seeks to increase tension so 


editor-in-chief of 
told the Ambassador at 


that leading ShiVa cleric Sheikh 


but 
in his view 


a decrease in the 
and constitutional 


there is little that it can provide in terms of 
jobs and other issues of concern to B: 


even if the legislature is not as strong as 


Column 4 


there is 


even among the more mainstream oppositionists 
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as the company is licensed to provide 


making this 


Dubai IT managers and Dubai 


the parent company of Dubai Internet City and 
has its own telecom operations inside of Dubai\'s 
which are exempt from the Etisalat monopoly. 
Farid Faraidooni 

said that the TRA press release had 

the new 


but felt that 


as 


unspecified company that had not 
Al-Bastaki agreed 

and 

a brand new company could be seen as a 


5/9/2005 13:04 
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Deputy 


but intimated wryly 


05ANKARA2667 


Column 4 Column 5 


the Ministry of 
and Eti Mining (the 
the Boron Institute held the 


\"we have 


Turkey is 
particularly boron. A current Turkish 


Embassy Officer and Turish Boron Institute officials 


which will be an opportunity to highlight boron\'s 
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the arms sale had been concluded and 


GOS officials were much less confident 


Column 4 Column 5 


the technological complexity of the ships makes it 
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the arms sale had been concluded and 
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GOS officials were much less confident 


the technological complexity of the ships makes it 
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the civilian component would 
would 


wherein the military 
but 


but that it would probably be done 
Morales said that the Spanish 


Agencia Espanola de Cooperacion 
Spain wants to ensure that 


they appear to be leaning towards almost total 


Morales said that reporting and 
indirectly 


Column 4 Column 5 
but also 


not directly by the civilian PRT components. 
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Guelleh made the 


brotherhood and national unity. He 


political and cultural fields and achieving 


Guelleh stated the 


Guelleh stated 


local 
public companies private sector and social 


Column 4 Column 5 


laying the 
modernization of the 


and improvement of education and professional 


civilization and 


promotion of rural areas urban planning 
information technologies and port and airport 
infrastructure transit 


with eventual destinations being 
South Africa and West Africa and the reinforcement 


the African Union the Arab 
the Organization of the Islamic Conference and COMESA 


mutual development and global peace. In 
Guelleh said Wwe should spare по 


which places an enormous 


the general impression is that Guelleh will fill many 


the U.S. and France 


Column 4 Column 5 
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long-term public 


of all the priorities the 


could however be enormously helpful to the Gre: 


regarding the appointment of a 
has already been sent to the Parliament by 
related to trafficking as well as 


will be given to the press. According to 
since 2002 357 suspects 


Column 4 


Column 5 
have been prosecuted and 71 persons 


especially in the field 
victims information and shelter keeping. 


and it will 
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000. 


he responded that the GOS favors resolving CHR 


not 
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FOR REASONS 1.4 B/D 


French authorities fear that \"jinadists to Iraq" 
and one that will 


the recent announcement of a GOF 
and C/T resource issues and 


Column 4 


Ricard said two of 
long-standing 
Said al-Maghrebi 


and Europe 


was facing only the beginning stages of attempts 


said Ricard 


but upon return to 
might constitute a significant terrorist threat. 


Ricard said his 

one of the original four ex-GTMO 

and 

they had no 

said Ricard. He said his office depended 


which tends to give the terrorism investigating 
Ricard said 


accused of plotting to bomb the US Embassy 
but he 
it would be clear that 


Ricard and fellow investigating judge 


Column 5 


had 


based 


Column 4 Column 5 


the goal of the white 


and will be given to President 
all 


head of the DST 
will lead a group 


head of the DGSE 
will study 


spearheads a group 


U/S 
will study 


yi 


which 


with the goal of applying 


Column 4 Column 5 


Ricard said his section in the Paris 


said Ricard given that 


more hierarchical 


a section of France\'s judiciary police) to wrest 
DNAT focuses on 


given 

and as 

it is the recipient of terrorism-related information 
which is a key component of Islamic 
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Rae told us 


but we want to see many more steps. V 


but Rae noted that this may change when the 


\"we will have a problem V Rae stated. 


Column 4 


adding that 


to which PolCouns replied that we did 


PolCouns stated that 


Rae doubted that there would be any 
but pointed out that it typically takes a week 


and suggested that we needed further bilateral 


Rae agreed on the importance of 
and that it was 


Rae 


which could lead 


who would hear the same 


it will also subject the government to criticism 
who 


Column 5 


Column 4 


5/9/2005 14:16 
5/9/2005 14:21 


when a Qassam rocket fired 


the main north-south traffic 
was open May 6-9 


Column 5 


05KUWAIT1912 
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with a major detour at Netzarim 


Column 4 


except for 


in the aftermath of elections for local councils held in 


Rafah 
000 Hamas supporters turned out to celebrate the Hamas 


15 
clashing with the Hamas 


one of them seriously. Palestinian sources put the 


000 Hamas supporters were 
000 Fatah supporters. Hamas 


according to UNRWA. 


000 people 
protesting the results of the municipal 


5/9/2005 14:25 


given its geographic 
was to attempt to create some mutual interests. 


but the GCC recently decided to welcome a 


the GOK still lacks confidence in the GOI and 


Column 5 


and Bayt Lahiya. On May біп В: 


000 Fatah supporters 


O5KUWAIT 1913 


Column 4 
Al-Jarallah relayed 
their views 


would combine to 
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she observed 


she continued. She hoped 
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sworn in by President 
was not that different from the one it 


Tremonti made several economic proposals 


Column 5 
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Tremonti relied heavily on one-off 
such as tax amnesties to shrink the budget 
Domenico Siniscalco indirectly 


and proposed the most sweeping 


a political insider close to Berlusconi 


a technocrat but respected by the European 
seemingly the governing 

as well) will substantially affect Italy\'s 
Productive Activities (Claudio Scajola) and 

who want tax breaks government 


and relief from the impact of Chinese 


coherent and consistent 
and a repudiation of emergency one-off 


let alone both at the same time. 


in part because 


centered in the northern political 
has been hard hit. Italy has 
000 small textile companies averaging about a 


Column 4 


the Government revised its 2005 budget 
putting it 


while telling voters that the economy is on the 


having already sold off its most attractive assets 
the Government will strain 

Italian 

the 

and 


Italy\'s outlier status would translate 


and it now moves to the 


bankruptcy reform 


the 
fines for 
and penalties for employers 


Column 5 


unemployment 


Column 4 Column 5 
not decree legislation. 


the Government 


a value-add tax on business 


it would 


\"The 


it will have the 
investors consumers 


the Italian association of 
has long called for abolishing IRAP and has 


Berlusconi continued 


who were not convinced the cuts were 
and therefore of little 


which on balance left little extra money in their 
the tax cuts were not part of a systemic 


Column 4 Column 5 
Berlusconi has been silent on 


then- 


the reform was divided 
the first of which was passed April 13 
and implemented the EU Market Abuse Directive. The 


since the Senate is likely to make changes to 


it would then need to return to the lower Chamber 


the reform package will be sent back to 


Italy\'s securities market regulator would gain 
while the 


000 


especially in the 
a proposal to 


was hurriedly conceived and 


the proposal was 


Column 4 Column 5 
such as infrastructure development. 


the public sector is pushing for a wage 
which if implemented 


as a nod to the European Commission the Government 


at end-September. End Comment.) Early submission 


Berlusconi swept into office as a reform- 
practical businessman. Over the intervening four 
however he has accumulated a spotty rec: 


we expect the Government to look for quick fixes 


Forza ltalia (Fl) Deputy Prime Minister 


2004 when he resigned as a result of it 


he was economic adviser to 


Tremonti chaired the 


Tremonti was elected to the Chamber of Deputies 


Column 4 Column 5 


but one of his closest political 
as well. He is President of the Aspen Institute 


Forza ltalia (Fl) Minister of Productive 


Scajola was elected Mayor of Imperia (region of 
he was forced to resign as a result 
for which he was arrested 


and was re-elected in 2001. 


Scajola was named Minister of Interior. In 
he intensified the fight against 


Scajola resigned as Interior Minister after 
a 


Berlusconi called on Scajola to coordinate 
and on July 31 2003 


National Alliance (AN) Health Minister 


and formerly one of AN leader 

however. Storace was elected to 

under Berlusconi\'s Freedom Pole (Polo 
and re-elected in 1996. He was elected 
and was a member of the 


Storace headed the AN press office. 


but lost his 2005 re-election 


National Alliance (AN) Communications 


Column 4 Column 5 


he has been a working level 


Minister (without 


Micciche was Deputy Finance 


where his portfolio included Economic Development 
he was Manager of the 


who 


5/9/2005 14:48 O5BRATISLAVA360 


the Ministry of the Interior will create the 
in conjunction 


Slovakia could increase training for government and 


and that they have even begun to allow 


training and other avenues through whicr 


Column 4 


Column 5 
Kviecinska repeatedly referred 
V an apparent tip of 
Anna Babincova the head of the 
and the recent needs 
the meeting assured poloffs that 
5/9/2005 14:49 05ROME!1591 


which the 


he asked how the U.S. V'really knew" the boats were 


even with FB 
Iran would be able to manufacture patrol 


s query on whether Isotta 
Tripepi 


Column 4 


Column 5 
he added 


had military 
rather than a 
license. Tripepi claimed not to know whether 


and will not 


blocking those items which are on multilateral 


outside 


even to states of concern of items that are not 


Tripepi\'s positions are 


was accomplished on the initiative of the Ministry of 
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former US Ambassador to Azerbaijan Ross 
and Assistant Secretary of State Anthony Wayne. 


according to the 


Column 4 


it could be 


adopted by the councli of ministers on April 18 
permits "friendly 
ports 


including the transportation of military material 
and personnel. The Turkish cabinet decision 


as the 


stipulates that the presence of foreign military 


\"Cumhuriyet\" claims. 


and said she hoped that 


organized crime 
the protection of minorities 
and migration and refugee 


Column 5 


and 


human 
money laundering 


Column 4 Column 5 


saying that any delay 
Monday's \"Radikal\" 
the European Court of Human Rights 


but he called on the 


\"Etzian San Y docked at the closed Magosa 


\"Zaman\" reports based on an article in the 


V the Greek paper reported. The 


papers 


but no significant incidents took place. 


000 Children Live on the Streets in Turkey: Government 
000 children are living on 
an 


000 in just one year \"Cumhuriyet\" reports. 


Column 4 Column 5 


and 52 percent use drugs according 


Bush focused primarily on the fight 
using this 


Bush is seemingly broadening the concept 


V and urges "support for democratization instead of 


and 

another indication of the 

the force that had turned both Germany and 

and neither side 

humanity took this lesson to heart by establishing the 


the world has drifted far from 


it seems 


Column 4 Column 5 


the public in Britain supports the 
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Jokonya hosted a meeting on 22 April for senior 
according 


he indicated that while the GOZ did not 


he was open to debating the law and 


s public statements arrests and 
police arrested 


President Mugabe s nephew 


Column 4 
including President 
s sister. On 30 April 


William Zvinavashe 


after publishing a 
s arrest for his alleged role in 


s application to register for a license 
s decision aside in early March 


requiring the MIC to deliver a decision on the 
but the MIC cancelled the meeting at the last 


and rescheduled the meeting for 5 May. Atthe 5 May 
the Executive Chairman of the MIC demanded that the 


financial projections 
and share holder particulars. ANZ CEO Sam Nkomo 


S repressive media environment will ease in the 


newspapers 
and the independent weeklies 
continue to deliver hard-hitting 
S policies. In the long-run 


s intentions toward press freedom. 


5/9/2005 15:35 


Column 5 
journalists at the Daily 


the nephew of retired former 


Zimbabwe 


a bank 


particularly The Daily Mirror 


the MIC 


05PORTAUPRINCE!1280 
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REASONS 1.5(B) AND 


the former Prime 


which was devised by the 


Neptune 


declaring publicly that the case is now a matter for 


Neptune was taken to St. Marc in the early morning 


however investigating 


Column 4 Column 5 
it appeared 


the 
however to 
sustenance or treatment of any kind. 


the IGOH announced it had 


Valdes and 


a virtual 


Ambassador called Presidential Advisor Michel Brunache 


telling him that the government 


a move that Neptune 


Valdes with our 
devised a strategy to fly Neptune on a UN helicopter 


at the last minute he rejected the deal 


Column 4 Column 5 
the Prime Minister told 


Latortue said that St. 


Neptune\'s 


perhaps in a matter of days. If he had been released to 
the pro-Aristide camp was prepared to 

this time against the UN. 

they still have the opportunity to continue 


but that Neptune 
and that his only way out is to 
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MFA staff prepared a memo for 


and he understood the minister has 


but 


this question was included in 
and he warned that the minister might 


Column 4 


he said it would 

such as the meeting 

no/no 

operational) issues could be addressed. 

not operations. Ceylan offered examples for 
but could not discuss 

but 


concept of 
etc. 


the ROC 


he hoped that 


and 
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although as we 


particularly between the UDPS and 
will again increase. The need to prevent or contain 


to be stationed in Katanga and the 


Column 5 


O5KINSHASA779 


Column 4 Column 5 
as the current troop levels are 


keeping in touch with local 


who bring with them (in 


the north-south divide of Katanga 


the ethnic issue is 
particularly in the run-up to 
but the internal PPRD dynamic is the most 


partly as a result of NumbiVs activities 


based in Lubumbashi and Kolwezi (a mining town) 
regular military 

Gecamines 

several 


and apparently in response to 


President Kabila apparently decided to preemptively 


Column 4 


with the result being reportedly several hundred 


the Presidents advisor). On May 4 
a Presidential 
was dispatched to Lumbumbashi 


according to 
a PPRD member and Kabila 
Kaputo also seized several arms caches 


and 

Kolwezi 

totalling about 200 individuals. The military 
according to 

who was dispatched to 


whose 
Moise Katumbi 


Katoto\'s connection to the fracas appears 

V a local NGO whose director is one of 

V which had been involved in the 

it is regarded as loosely 

once in Kinshasa 

to try to moderate his anti-Kasaian 

but Katoto is a hard man with whom to 

given that his objective is to be elected governor 
since doing 


powerless to 
and 


Column 5 


arrested 


is a friend of Augustin 


Column 4 Column 5 


the Katanga developments have 


who is disgruntled at not being 


therefore 
there remains a very 


which currently have no Monuc military presence. 


where promising improvements already are underway. 
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first and foremost for the 


y 


which is in the plans in 


we have made announcements to this effect and we hold 


Column 4 Column 5 


we 


while reassuring on 
also reflect a position he 


Berlusconi evidently felt 


the determination to avoid any criticism of 


why was this the only car fired upon that 


we continue to urge Washington to 


we should allow our report to speak for itself on 
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in a May 
the DFA called 


Column 4 


he said any statement supportive of the 


he said the Irish will have 


he said 


he said 
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it will be 50 percent of nothing". 


enough so 
Juan 


as a special envoy. Spain believes that Repsol\'s 


but 


the GOS is not likely to take a strong public stand 
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Cabinet 
and Spokesman Magdy 


Column 5 


are traveling so much in their 


the DFA decided 


O5MADRID1761 


05CAIRO3493 


Column 4 


Asia and Africa meant 


giving it access to more bandwidth than it can 


through which Egyptians can purchase cheap PCs on 


and its \"free\" 


which provides dial-up Internet connections 


Nazif 


Nazif explained that 


Nazif continued 


and putting forward plans to 


Boutros Ghali said 


but by eliminating a plethora of 
000 exemption experts who had 
he said. The idle experts 
Boutros Ghali implied 


Boutros Ghali continued 
000 tax 


Boutros Ghali said 


Column 5 


has 


adding that the 


they can do no harm. 
he expected that moving to 


are real 


Column 4 

Boutros Ghali said 

Boutros Ghali 

the result so far left him optimistic. He had 


but an increase in imports prompted by the cuts 


Boutros Ghali said 


Nazif stressed that it 
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allegations relating to CITGO have 
led the PDVSA Board to consider the buy back 


itis 


the GOV is most likely to take steps such 


Column 5 
as it suffers from too many rates 


he expects customs 


O5CARACAS1431 


according to one 


Column 4 Column 5 


Energy Minister/PDVSA 


the head of ChevronTexaco\'s operations in 
informed econoff May 3 that faced with 
PDVSA had turned to privately 


Wright noted that they do the work of culling 


said Wright is that there was \"graft and 


Miami\'s \"Nuevo Herald\" published 


under the leadership of President 
s cousin Asdrubal Chavez to control corrupt trades. 


Column 4 Column 5 


Luis Marin a hero of ChavezVs revolution 


was appointed as the President of CITGO. Marin 


including that Marin headed a group that 


000 CITGO donation to an exclusive 


perhaps CITGO as a Venezuelan-owned 


our source responded 


he said was 


000 b/d 
\" by weekVs end Rafael Ramirez__ had 


Column 4 


the seriousness of the current 


however 


the GOV is most likely to take steps such as the 
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chaired by the President of the 
and including three senior jurists and 


the bill stipulates that the decisions of 


or appeal. Justice Minister Aboul Leil was 


and a range of independent 
reaction so far to the PA\'s draft 


Column 5 


itis unlikely that 


05CAIRO3495 


Column 4 


honorary chairman of the leftist 


Mohieldin 
saying it reduced the amendment to a de 


the respected (but 


who faces a criminal forgery trial in late 
may well be subsequently disqualified by revisions to 
also due before the current 


Essam Erian 


and by 


opposition to the draft is even coming 
the prominent 


was one of a handful of dissenters in the Shura 


Mustafa Fiqqi 
iud 


Column 5 


was arrested on May 6 


another NDP parliamentarian 


Column 4 


competitive elections 

bestow legitimacy on a head of state). The move 
in 

а climbdown from the GOE\'s longstanding position 


potentially sweeping 

previously conducted with 

on the merits of President Mubarak and 
the notion that 

in undertaking this step 


on the whole are weak 
ill-led and virtually peniless 


even if 


he would 
as a relatively unknown 


Nour\'s 


and he charges (credibly 


the most serious 
in pressing for this amendment 


Column 5 


rather than 


amendments. The move has als 


was laying the cornerstone 


due to the 


we believe) 


Column 4 Column 5 


who are also prevented from operating as 


along with the requirement that political 


might be assessed as 


no opposition party can currently meet this 


it is widely agreed is the 


critics have cited a number of 

lack of media 

and subtle and unsubtle interventions of police to 
the 


under the proposed new rules the 


in order for the amendment to Article 76 


this year's parliamentary elections will have to 


the GOE to maintain the 


the significance of the amendment will be 


Column 4 Column 5 
we need to 


transparent parliamentary 


theoretically tell the parliament 
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SON 1.4 D 


located in the \"Папоѕ\" or plains region of 


slavery and illegal 


which owns Pinero is fighting the action in 


Column 4 Column 5 


known as the \"Папоѕ\". 


000 hectares of mountains 
grasslands and forest. Pinero 


began its conservation efforts in 
and 


850 plant 

a large 

and a research center. In addition 
which is visited by over 1500 tourists 
Pinero is a functioning ranch with 
000 head of cattle. 


President of the Fundacion para 
a Venezuelan 


a network of private reserves and refuges in 


000 hectares under protection. A section of Pinero also 


Hato Pinero has 


and that the 


Column 4 
has not faced a 


President of 


the 
but 


Eliezer Otaiza 


but gave as his only concrete example 


the Chavez 
rather they 


lands can be taken by the 


he has a 60-day 


President of Vitalis -- Venezuela\'s 
points out that the governments 
and 


but the issueVs high profile could make 


Column 5 


head of 


Column 4 Column 5 
says Diaz 


the 


the loss of 


and the loss of Pinero would 


hoping that this would encourage the GOV to allow them 


exploiting as a tourist business this resource that 


Venezuela\'s National Parks management authority 


and hunting are perennial problems throughout the 


they 


a fairly heavily used 


located only 56 kilometers from Caracas covers over 

000 hectares yet employs less than a dozen rangers. Diaz 
which lies between 

is home to thousands of illegal 

and the government has taken little action to 


Column 4 Column 5 
according to Fudena\'s Bigio threatens one of 


Econoff did not observe any government officials 
the director of the Hato Pinero 
which oversees the conservation activities of 


there have been several visits and surveys by 


the Hato was visited by a team of 20 people drawn 


SENIAT (the Venezuelan tax authority) the 

and 

according to Hands was far more 

the group which stayed at the reserve for 2 


\" which amounted to small areas of earth 


which according to 
diverted only .004% of the water from the river. 

Pinero had a permit in 

but the GOV 


85 percent of whom are 
many of 
told Econoff that 


however that the 


Column 4 Column 5 


for his part remains cautiously 


which he took 


merely codifies a course of action 


and have developed no real 


scientists 
but it is unclear what if any impact this 
the Branger family\'s best hope is to 


and even a 
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but McKay said that this had not worked 


saying that for many 


Column 4 


Column 5 
tourism and 
and encouraged him to make New BrunswickYs views 
McKay noted that New 
to Houlton ME 


as well as senior executive branch officials to 


an advocate for 
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Y consisting of a list of ten agriculture products 


including garlic 


pork beef and chicken 


Column 4 Column 5 


but have not seen 


the Fernandez administration faces touch choices 
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Costa Rican 
published in the newspaper "La RepublicaW the 


deviate commerce change 


could we still be talking about 


Mr. Maduro 
said: "Many businesses 


but the previous experience was that he 


let\'s hope it will 


when they haven't even convinced 


Column 4 Column 5 


with that 
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arguing that these factors were 


an argument that was 


AIT and PhRMA raised questions about the 


it appears BFDAVs formula unintentionally over 


Column 4 Column 5 


the PARMA delegation paid a courtesy call 
Dr. Hsiao Mei-ling 


explaining that API reviews 


2005 or face 


potentially 


they would not face import restrictions through 


Column 4 


s DOH and PARMA 


however 
AIT and BFDA. 
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including State-run VTV and official newspapers 
focusing 

except for the fact that the media consistently 
eschewing the insulting epithets that often 


especially when referring to the war period. END 


Column 5 


all too often 


will require vastly improved 


O5HANOI1077 


have 
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Hanoi 
State Government 
Veterans Association war hero and Ho Chi 


Prime Minister Phan Van Khai 


as well as the importance of national 


peace unity 
General Secretary of the Vietnam Veterans 

and a representative of \"the country's youth." 

V a reporter 

Vbut it does not necessarily reflect the 

\" the reporter added. 


another 


with Government and city leaders in 


Luong praised the resistance and the \"first to go 

Party Secretary Nguyen Minh Triet showed the 

with the goal of rapid economic 

Triet said in its relations with the United 
Vietnam focuses primarily on cooperation rather than 

commemorative 

Quang Tri province held on May 1 a festival 

where the 

Can 


Tay Ninh Dong Thap 
provinces such as Thai Nguyen 


Column 4 


specific language referring to the 


such 
\"\"imperialist\" or gendarme. For example 
Prime Minister 


Khai 


he said 
technology 


technology and 
so the implication of the speech was that 


in a recent interview with the MFAYs 
former Prime Minister Vo 
speaking generally (but in the context of a 


they understand 


Y he said. \"The war 
and we transferred the 
| want 


\" Kiet went on. \"We should not let victory lull us to 
\" Kiet stressed towards the end of the interview. 


V commented an 
one of POL\'s contacts. 


MFA Spokesperson 


| mean American soldiers 


Column 5 


and V'the 


innovation and other 


but they\'ll keep 


who died in the Vietnam 


Column 4 


the Vietnam-U.S. Friendship Association had 


the Minster of 


V General Tra said. V'Demonstrations in support of 


who then decided to deescalate the war 


we have expressed our thanks not 


including human 
religious freedom and Agent Orange 
the non-hostile tone of 


we hope to see this 
when 
the GVN has responded on 
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S FTA into a regional Middle East 


she said. Jordan has 


but has not heard back from Tel 


Column 5 


sign 


continue to 
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Column 4 Column 5 
Ali said. 


the source of some 45 000 jobs and over $800 million 
Zu bi has already 

managers and estate 

noted Bilal Hmoud the new head 

said Hmoud. Zu bi has 


the QIZ group was told by 
bi they must be V'concise and precise\" about what they 


bi will make a presentation of 
S office. 


bi. 
preferring first to ensure that the 


s ongoing work is being handled competently. USAID 
they have seen a 


release. The former Citibank 


however she has worked closely - 


Al-Ali handled (at 
s USAID-funded $4.4 million wholesale 
supporting four microcredit programs whose 


she was involved in creating a capital market and 


Column 4 
but not a 


s assumption of roles 
however 


bi had given positive feedback on the 
so far none of Zu 


MOIT insiders are 
bi 


s trade- and investment-related 
bi 


but noted that the King 
bi overcome rivalries that in the past had resulted 


bi had yet to confront. He 
bi squarely in the V'new school" camp 
who had been gathering 


ZuNbi апа Al-Ali are clearly the troika 


who unveiled an ambitious strategic 


has outlived his own pessimistic predictions and 
s ongoing 


a wholesale upgrade of Jordan 


Column 5 


bi 


s ability to deal with 


S 


s National Agenda might 


however 


s power 


Column 4 
the opening of Jordan to exploration 
gas 


importation 


who entered the cabinet at 
is also continuing with the 


designed with heavy USAID assistance and launched 
envisions a large-scale opening of the Ministry 


along with substantial changes in GOJ 
S success. 


who entered the Cabinet at the 

Nseirat has moved forward aggressively on 

improvements to the management of Agaba 
the privatization of several transport-related 

and plans 

s reform program 

s schools 

s telecommunications sector. 

the Minister of 


he is regarded as a quick study and a 


bringing 


a move he hopes 


the Ministry of Environment. Newly 


whose 


Column 5 


and mining corporations 


focused on promotion of 


along with rhetorical support for t| 


Column 4 Column 5 


RSCN\'s modern headquarters building 
is home to one of 
the "Wild Jordan Cafe." RSCN 


incomes conservation and eco-tourism. 
an NGO is also unique in the region for its 
the 

smart open-minded 


hands-on business management 
and a deep understanding of the value of economic 


at over 7% 


a perception reinforced by the mansions going up 


regulations and mentalities in order to 


as a successful major terrorist attack in the country 


Column 4 Column 5 


and the fact that the Social 


convince suspicious parliamentarians 


social and fiscal challenges cited 
this economic team has the best 


creativity and pragmatic approaches to 


however will 
s confidence. Despite a series of 
the 45 East 


the team will fail 


he is 


Muasher and others recognize there will be little 
and a strategy of delay will reflect 


such as replacing Umayya 
Central Bank Governor and a Jordanian-Palestinian 


until 
telling his parliamentary 
the opposition seems to have 


Column 4 Column 5 
the palace and 


and may do so again; 
in terms of both cash and 
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V chanting slogans and saying Y Shoulder to shoulder 
V and \"AKP do not exhaust our patience.\" 


who 


announced the Office of the Governor 
which 
was reportedly banned in 


\"Yobaz\" (The Fanatic) was banned because 


the reports says the ban was imposed because of 


Column 4 


Column 5 
and are awaiting an official response. 


however; the ratio is 22 students per class in Izmir 
and 21 students per class in 


982. According to Aksit 
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but to engage with the parties now that they have 


using the delivery of non-lethal 


and encouraged further 


J/S Rae told A/S Rocca 
and Poloff that the GOI had been encouraging the 


and was hopeful that the platform announced on 


the GOI planned to press the 


Column 4 


V Rae pointed out 
but with a limited agenda including 


as it could help 


since he alone among party leaders had 


Rae speculated that the monarch\'s 

the combination of domestic unrest 

such as the proposed delivery of 

might convince him 

the US and India must convince the King not 
since that 


he argued 


and was releasing assistance as a \"gesture of good 
V but that New Delhi expected more steps to restore 


but the GOI was still debating whether to include 


the J/S noted. He 
in contrast to Washington 


Column 5 


questions about V'constitutionality 


had 


Column 4 


Column 5 
and that Nepalese 
even following the lifting of the 
the ransacking of UML party offices and the 


and that respect for 


Rae noted that the GOI had begun a 
000 Nepalese police officers; 


while the police are seen as an instrument of the 


police officers feel an acute disparity of equipment 
and some police in 
Rae 


and requested that the USG and GOI 


nascent political process to 


Column 4 Column 5 
and that the USG 


V and asked that A/S Rocca 


but a place to begin 


the GOI hopes 
in tandem with the US 


if the King 
the GOI may be forced 
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she stressed the importance of doing more 


Ms. Long indicated UNICEF would focus on getting 


this type of training was essential -- 


according to the country rep is an expanded 


Column 4 


reaching out to orphans and V'vulnerable children 
child 
child prostitution 


putting more into making 


see ref C) 


for example 


has been able to get HIV/AIDs and 


V the Minister for 
U Soe Tha. She said that 


however. 
Improving Ties to Embassy 


Column 5 


V and 


and child soldiers). Other 


Ms. Long pointed out that to carn 


that the Ministry 


Column 4 Column 5 
imprisoned NLD leader Aung San Suu Kyi (ASSK) 


NLD Secretary and spokesman had a 


and thus NLD-UN ties have been weaker since 


UNICEF officials have 


administrative laxness and a lack 


she is not naive in her 
and is saying the right things about 


over 
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and the 


Column 4 Column 5 


Kuwait Bahrain 
he met with a Salaafist leader. 
the 


vowing to put them away for a long time. 


al-GalibVs travel 


should time and circumstances permit. 


Siddiqur (AKA Bangla Bhai) 
Bangladesh 


he remains at large possibly 
many seem to be simply crime 


no significant arms caches have 


Nurul (AKA ISLAM Maulana Nurul) 
Bangladesh 


Shaikh Abdus Samad 
Bangladesh 


ASM 
Bangladesh 


Column 4 
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CHT 

s closing price of NTD 60.7 

2005 

likely in the range of 1.16 billion to 1.35 billion 

could be worth as much as 82 billion NT dollars (USD 


projected to reach 277 billion 
by 30 percent. 


s upcoming 

CHT reportedly 

Merrill Lynch and UBS for the underwriting rights. 
a dozen international 

including JP Morgan Chase 

have expressed strong interest 

which is said to be valued at 1.8 


that three investment 
probably with experience in handling privatization 


will be selected by end of May. 


s WTO 


regardless of 
be given the option of 


which would be unique in Taiwan 


the EY is considering draft legislation 


Column 5 
O5TAIPEI2085 
s share price has been trending u 


MOTC 


Morgan 


s labor market 


Column 4 Column 5 


but the government seems determined to press 
Minister 


Deputy Executive Secretary of the Executive YuanVs 


but indicated that 


it appears the government 


expect MOTC to go to great lengths to 
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\" at the Hospital Clinico San Carlos in Madrid and 


Column 4 


Spain is safe. However 


alert and aware of their surroundings. 
or experience any 
please contact the Embassy\'s 


it shares credible 
available on the Internet at 


U.S. travelers can hear recorded information by 
D.C. at 
or receive 
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he 


for instance 
he added 


but that could change with another cross-border 
for instance on the Indian Parliament. 


Column 5 


Madrid 
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Hindutva plays well because of 


Hindu nationalism is now less res 


Column 4 Column 5 


Jaitley noted that he has several nieces and sisters 
\"and five homes to visit between DC and New 
Jaitley was distressed 


complaining that he could not understand how the US 


but argued that it would have been better for 
where he would 


Jaitley 
the Modi decision has hurt the US reputation among 


Jaitley expressed concern 


he argued is concentrated in 
two western states (Gujarat and 


Jaitley described an 
with brick kilns constituting virtually the 


and to the ranks of the Indian Administrative 


and predicted that the BJP states would adopt the 


but focused on the 


noting that 
even 


Column 4 


he suggested that opening up to big retail chains 


since large Indian 


Jaitley was gracious and open throughout. He 


Jaitley will enjoy 


as reflected in his 
Jaitley\'s credentials with the 
and he may not have what it takes to 
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A 

WHICH LEADS WITH: SOVIET NOSTALGIA 


V AND INSISTED THAT 


1E 
TS 
IN ITS RELATIONS WITH MOSCOW 


3ACY. 


INCLUDING LE FIGARO ECONOMIQUE REPORTS ON 


Column 5 
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DIPLOMATIC 


“DOES МОТ SPEAK IN 


V THE PARENT COMPANY OF AIRBUS. THE REFUSAL OF NOEL 


Column 4 Column 5 


AS WELL AS 


.FOR 
FOLLOWING FRANCE AND 
SEEMS READY TO ACCEPT PUTINYS GAME AND THE RE-WRITING 
IT IS NOT THE CASE FOR PRESIDENT BUSH\'S AMERICA. 
D 
PRESIDENT BUSH\'S INTENTION WAS TO SEND 


IN 

OVER ONE HUNDRED THOUSAND PEOPLE WILL CELEBRATE 
SEEING IT AS A SIGN OF THEIR 

EAR 

IN THE INTEREST OF RUSSIA AND THE RUSSIANS.\" 


S 
THEY ARE NOT MEANT FOR SOUL 
FOR 
D ΤΟ 
N 
BE 
ATION 
HE ALSO REGRETTED 
zLL 
FOR 
OR MORE 


IS PART OF THIS NEW POLICY. THE U.S. UNDER THE 
IS NOT A NATION PRONE TO THE 
І 


WE REGRET THAT THE EU IN ITS RELATIONS WITH 
DOES NOT SPEAK IN THE SAME FIRM LANGUAGE IN FAVOR OF 
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TSU Secretary General Chen Chien-ming lashed out at 
accusing the DPP President of lying to the voting 


Column 4 Column 5 
James 
by asserting that Soong had privately promised the 


including over the Special Defense 
after the May 14 election. PFP officials 


PFP and KMT spokesmen have so far stopped short 


however that 


and absolved Su of 


senior 


who has tried to help Chen craft his 


Column 4 


Column 5 
Lo Ya-mei 


especially his \"revelations\" about 


Premier Frank Hsieh 
using a May 9 speech to a 


if annoying 


itis encouraging that Chen has 


but particularly the KMT appear to be responding 
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\"Hoy\" editors titled the front page piece ¿Expert 


followed by more than 


as in much of the past 


because the United States as the sole 


Column 4 


since 


by officials who have 


many of these sub-cabinet officials have 


more pragmatic successors. 


which 

the second Bush administration is 
8 move 

and 


you will find U.S. policymakers more 
s needs than at any 
S up to you and your government 


s recent trips to Latin America and 


began to be implemented in 
were thrown into abeyance by 9/11 


when Wiarda 
underdeveloped 


70 percent urban 
and manufacturing than in agriculture 


Column 5 


and are 


and dependent on sugar for 


produce more in commerce 
and depend 


Column 4 Column 5 


and is 


s interests in the United States e.g. 
which 
S 


17 of the 20 countries had authoritarian 


Ecuador Bolivia 
which 
income inequality social justice 


who criticized 
s view of U.S. policy changes as optimistic. Other 
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holds hostage or simply attempts to kidnap som 


PM Latortue acknowledged 


Column 4 


the Haitian National Police (HNP) 


the police had liberated three hostages 
seized several weapons 


PM Latortue 


similar to the Major Crimes Unit that 


identified as a member of the 
but FRN Secretary General Guy Phillipe 
was quick to defend Jasmin 


however 
and that Jasmin would have to 


a former member of the OAS police 
helped with vetting HNP recruits 
later 


but it has come to 


with nearly every political commentator criticizing 


and has provided some 


Column 5 


speaking 
saying that 


that it was impossible to keep Vb. 


supported a temporary anti-kidna 


Column 4 


Column 5 
which has been rumored to have 
kidnapping wealthy individuals 
both for 
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he said that the settlement 


and with a much 


the atmosphere is that of an 


Israel will not be able to carry 


and that the 


Column 4 Column 5 


and 


and that if the latter 


testing or production or any other aspect 
that step would be in clear violation 


France and Germany). 


Hollywood 


after the government accepted his 


which will be 


Column 4 Column 5 


left-leaning HaVaretz editorialized: 


lest 


an evacuation 


the Partner\'s Partner" 


left-leaning HaVaretz editorialized (May 


Hamasvs political power has increased Fatah 
and 

which is controlled by 

could find itself in a position of weakness when 


which continues to divide the 
Vis 


it must shape its policies so 


Column 4 Column 5 


but there appears to be no 


like behind the 


there lurks a stubborn suspicion that 
with Defense Minister 
is 


approached but never quite reached. The 
the 


just its timing will go through 
from time to time as required by 
keeping in mind the rulings 


lest he ignite George Bush\'s 


an evacuation that neither lives nor 


columnist 

wrote in conservative independent 
the 

but the 


Column 4 Column 5 
columnist 


wrote in conservative independent 

while the 

it is being 

but probably will 

his son Gamal who reflecting the ironies of 


has made himself leader of the 


the prospects for stability in Egypt 
but the likelihood of real improvement is 


Russia Netherlands 


independent Jerusalem Post editorialized: 


independent Jerusalem Post editorialized 
the end of World 


with the Russians stressing the Third 
while their Baltic neighbors emphasize 


Column 4 Column 5 


Latvia and Lithuania and the 


disputing in particular the 


among the most zealous in 


the Jewish voice must not be left out. For the 
the world must be reminded that 


few in the region today reject the 


which blames Jews for their own bitter fate. 
World War Il commemorations often have 


they had better make a 
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after Phoebe Kraus a representative of 


released information regarding the case 
EU embassies and 


the Dutch Ambassador in his capacity as the EU Acting 
demarched the MFA against the death 


Column 4 
all EU heads 


Horves called poloff requesting a meeting 
Raus Dreyer 


such as HOOD (the National 
local and 


who has been working behind the scenes to resolve the 
Nasser Arrabyee 


the 


however 


5/10/2005 12:11 
Rivlin said that 


there will be a 


Column 5 


to discuss 


Special Assistant Soswa 


is more questionable since it is 


O5TELAVIV2924 


although 


Column 4 


while Steinetz 
who also allowed militant groups to 


accompanied by 
Nick Smith 
met May 2 with Knesset Speaker Reuven Rivlin and 


he believes the population will 


rather than as \"settlements\" per se. 


Rivlin replied that he was doing everything in his power 
V he said 

Rivlin said. Steinetz said that 

however 

he continued 

Steinetz stressed that the 

so long as Israel 


however 
he said. Rivlin said he agreed 


there would inevitably be war. 


that Arafat was a terrorist and 


Column 5 


and Col. Michael 


\" would be better.\" Israeli ай 


Israel and the PA are supposed t 
and the Europeans are 


view a Palestinian state alongsidt 


Column 4 
Rivlin opined that President Mahmud Abbas 


\" and that Israel is intensely 

doubting even that Abbas can hold his people 
as opposed to a cease-fire 

Rivlin said. Abbas is not 


the person who will be able to negotiate on 
permanent 


in light of this pessimistic assessment 
what 
Rivlin replied that any 


Israel has already made a number of concessions 
who need to take 


Rivlin said 


adding that 

the GOI had remained hopeful. 
for example 

as called for under 

however 

Steinetz said 

Steinetz continued 


a development similar to what occurred with 


Rivlin said unequivocally that the 


as the U.S. had done with Syria 


adding that there are no acceptable 


Column 5 


is indicative of 
in 


the national movements 


until President Abbas met with 


Steinetz recalled that 


things have clearly been 
with 


the 


Column 4 
But By No Means Least 
Steinetz said 


but that 
some 90% of all weapons and explosives 


the GOE 


Steinetz said 


Steinetz concluded 


Steinetz said that 
the GOE allows arms to 
Steinetz said 


yet the GOE V'does nothingW against those who 
Steinetz maintained 


adding that the GOE had reined 


Rivlin maintained 
instead of the opposite. 
allowing the Egyptians to deploy along the 


in an 


Column 5 
Skeptical of Egypt 


regardless 


needs convincing that this is a 


they would be encouraging Abba: 


Column 4 
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chief 


Senator Bill Frist 
Press Advisor Nick Smith 


Head of the DPM\'s Policy Team and Interagency 


and Einat Wilf 


and a part of America\'s \"strong 


he said 


on the other hand 


Sysco 
allowing the Jordanian 


Peres said. Foreign businesses can 
Peres said 


Peres said 


Peres characterized 


tourism and transportation sectors 


Peres said that 
V 


Column 5 


O5TELAVIV2925 


the senator\'s National 
and 


his Foreign Policy Advisor. 


had grown into an economic dep 


isa 


AOL and 


stressing his view 


referring to regional fundamentali 


but 


despite 


Column 4 Column 5 
who 
adding 


however that the U.S. will 


Peres recommended a united economic and political 
adding that it will be difficult for the 
this 


V Peres said if Iran obtains nuclear weapons. 


Disengagement and the \"Day After" 


Peres said 


Peres said. Peres said that the Palestinians are 


he said and the PA must pay attention to 


adding 


\" Peres said \"and expectations are high 


and must look at the \"day 


Peres said 


Peres said that the Peres 
000 more dunams of 


and is seeking financial support to cover the 


Column 4 Column 5 
although the World Bank has refused to be a 


000 Palestinian families each USD 100 per month to 


as well as to encourage Jewish 
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all but four South American Presidents will attend the 


senior attendance from the Arab side is 


Column 4 
the principal Arab League 
will lead the Arab side 


President Jalal 
and President Mahmoud Abbas of the 
President of the 


Syria 


Brazilian pundits already are debating 


lower than 


the absence of King Mohamed 
is a bitter pill for Brazil\'s leadership. 
however 


particularly from the Arabian 


some average Brazilians and journalists 
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thousands of 


Column 5 


an 


and Mauritania 


it still had hopes for 


05DOHA845 


Column 4 Column 5 


an apparent right under the current 


000 to 10 000 
and 
employment health 


who hold dual Qatari-American citizenship 


Qatari officials proceeded to revoke the 
which 


Column 4 Column 5 


given the Saudi influence and links to this tribe 


Oman 


Saudi Arabia 
there may be 


as tensions are said 


but 
000 have subsequently had their 


Mohamed Al-Merri met with Poloff to 
former managing director of 


the Emir was displeased that the Al-Murra had 


Column 4 Column 5 
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but some practices are draconian. 
but prison 


many prisoners in the 


but no 


a UK citizen and 
is conducting a two-year 


in which 


terrorist organizations effectively ran the wards 


the Justice Ministry between 


Column 4 
torture them 
food 


but there is no evidence to support 
the prisoners\' groups аге closely linked to 


they are first rate. But 


the European Court 


our contact said 


many 


for example 


which the PKK has demanded. These 


the GOT has revised the definition of 


500 F-type inmates were convicted 


however 


arguing that they are willing to attend educational 


Column 5 


electricity 


in other COE countries 


defendants have 


this is not being implemented due 


Column 4 Column 5 
but refuse to provide the State 


it offers only work programs in which 


expected to be made effective in June. The 


our contact notes 


and he does not expect these provisions to be 


but he has seen no 
he has noticed an 


authorities are reluctant to 


where they 


as long as a prison board authorizes 


Jandarma paramilitary 


our contact said is that Jandarma 


Column 4 


Jandarma often V'tear the 
V and then leave the prison staff to pick up the 


but argues that the 
opening TurkeyVs first 


followed by a 


our contact said 
V'They literally just handed you a baton and said 


which 
our contact said 


he is skeptical about 
they could create an opportunity 


Y have the psychiatric ward rubber stamp their 
and keep the inmates in isolation. 


but Americans 


the GOT takes other diplomats on staged tours of 


Column 5 


guards received no training 


like other foreigners 


Column 4 
and he 
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and the fact that Erdogan kept Ambassador 

so that Erdogan will have to travel 

and a second time to 

in a deliberate 
V will delay sending a new Ambassador to replace 


Foreign Minister 


including Cyprus. The EU ambassadors 


\"Milliyet\" reports. 
ASAM withdrew from the working group in protest 


Column 5 
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Column 4 


in a letter to the Iraqi 

expressed Turkey\'s support for a 
who is the son of Iraqi 

said the Kurds have done all they 


and that a "buffer zone! 


\"Sabah\" reports. The poll was conducted 
300 Turks in major Turkish provinces during the 


it has also 


the report claims. The 


CHP 14.3 


followed by President 
according to the poll. 


Ukraine 
Romania on Monday to attend 


Gul will proceed to Ukraine on May 11 to lay the 


Column 5 


MHP 9.6 


Crimea: Foreign Minister 


Column 4 Column 5 


and is therefore 


but they also highlighted 


which 
Europe and the 
both in Latvia and the Netherlands set forth a 


but also named a number of countries 


effectively 


V but it certainly has the potential to 


Column 4 


this guest is 


President Bush will try to 


economic 
but President BushVs 


and its position as the Americans" closest friend 
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REASONS 1.4 (b 


a compromise 
according to 


Y and \"in all its forms 


according to various 


the Declaration will also refer in a separate 


and although he 


he added \"Anyone can interpret it as they want." 


which will be presented May 10 


both apparently 


Column 5 


and politics. 


O5BRASILIA1230 


of sorts 


Y and he 


Column 4 


he pointedly took a strong political line towards 


Lula compared the 


1994 


this time it was Iraqi President 


we will not know how closely the problemmatic 
etc. 

from all initial press 

it appears that Brazil has succumbed to pressure 


Israel 
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already 
is 


Column 5 


1998). 


resembles bracketed drafts 


and Great Britain in the Declarati: 


O5BRASILIA1231 


Column 4 
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when the next 


despite the fact that Kuwait\'s Constitution makes no 
which calls 
which states that 


then conservatives 


thus according Kuwaiti women full political 
the opposition may claim that the court was 


she divulged to EmbOff that PM Shaykh Sabah 


however 


although she 


at least by some 


Column 5 
O5KUWAIT 1947 


that full political rights may not be 


to pressure the GOK to support 


Column 4 Column 5 


rally or work stoppage. 


told EmbOff that women will not oppose the 


should the 
women would not be eligible to participate in 


she believes that certain elements 
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he surmised Hamas is unlikely 


Column 4 Column 5 


but cautioned that he is still waiting 


General Kupperwasser claimed that V'people are 


far from being 


Kupperwasser claimed that if 
it is possible for the 


in case 


because \"Syria only cares what the United 


Column 4 


Column 5 
he restated the 


it would endanger the internal 
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and Kuwait" Foreign Minister Zebari said he hoped 
the 


05AMMAN3696 


Iraq\'s Ambassador to Jordan who 
returned 


had 
and saw reinforcing the state\'s 


King Abdullah affirmed that bilateral relations 


Talabani said in an interview 


Column 4 Column 5 
V saying that Jordan and Iraq see eye 

security 

telling visiting General Abizaid and 

and that he was pleased that the Iraqis chose 

according to the 


including the possibility of offering excess military 


carried to Washington by new National 
underscored 


commenting that the virulent rhetoric came from 


who accompanied Talabani 


he said there was 

Y adding that 

training and media 

which do not include 

Saudi Arabia and Kuwait.\" Privately the King told 


chamber 
and Senate President Zeid 


IraqVs ambassador to Amman Ata Abd al-Wahab 


Column 4 

convicted by JordanVs State Security 
with King Abdullah 

| think 


Zebari told reporters that he hoped the \"issue\" 


the King told Charge that the Jordanians have set 
as 


according to the 
is that Chalabi owes more than $300 million to private 
not institutions. He said that he was heartened 


and praised the King for his outreach to the 


in large part due to the King\'s 

he warned that the lack of security in 
an Iraqi 

said 

but V'hard as nails 


al-Rai chief editor wrote an op-ed piece that 


Column 5 


Chalabi wants to 


\" and 


Column 4 Column 5 
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i.e. France would support 
MFA 


he confirmed to 


i.e. Westerners. Those 
for 
it is important that the AU continue 


patrols on the border with Chad and Darfur and 


which includes a total EU commitment of some 92 


help provide 
and reinforce the EU team 


V but rather to provide visibility for the AUYs 


Column 4 


but such a refusal would 


Carrel-Billiard stated 
but some could do so for or by the 
noting that the French mission at NATO had the lead. In 


he speculated that many EU 


but it is 
he 
MFA PDAS-equivalent for Africa Elisabeth 


if that is what the AU wanted. MFA 


NATO would need to bring V'value added\" to relief 
but provided no details. In response to our query 


Carrel-Billiard would only comment that it would be more 
his consultations 
he noted. Despite Carrel-Billiard\'s generally 


he cautioned that France was uncertain 
Sudan 


Column 5 


and other countries in the region 


Column 4 


which likely explains Carrel-BilliardVs avoidance 


as is the case 
the upcoming May 29 


Defense Minister Alliot-Marie 


given 
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the big news is that the Social 
over time 


the combined 


but were increasing: the pension deficit alone rose 


and were projected to rise to 7 percent of GNP in the 


the resources used to finance the deficits in 


Column 5 
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Column 4 
while it has a relatively young population that can 


Column 5 


a threshold reached by the U.S. in 1945. By 2039 
14 percent of Turkey\'s population will be over 65. 


when the retirement ages were raised to 60 
but with a very long-term phase in 


the reform was inadequate. In addition to its 
Turkey\'s social security system is 


one for self-employed and farmers 


the Treasury economist 
to the Ministry of Labor 


patiently explaining the 
and in December 


having 


Column 4 Column 5 
it was mostly about the 
for example it took some 


however and 


relying on the model to come up with a menu of 
and leaving the 


there are near- medium- 
expressed in terms of the 


the target is to keep the deficit at no more than 4.5 
the idea being that if nothing were done the 

by 

the target is to achieve a cost savings on the pension 


the goal is to bring the overall social security 


Emekli 


which has experienced 
it can make a big difference whether the 


Column 4 Column 5 


the GOT managed to make the reform 


and only gradually applying the 


on the other hand will be entirely subject to the new 
the main group that will see a 


especially high-level 


indexation and 


while the total deficit of the 


despite 


the reform achieves savings by aligning 


with the former 


whereas both civil 


the other systems earned less. Under the new system 
and 2 percent 
civil servantsY pensions were 


Column 4 


with a continual 
followed by 


in the long run it 


Treasury and Social Security officials say that a single 


or who fradulently receive pensions from more 


putting the country on a glide 
less costly 


having recognized the need to 
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Netanyahu added that the 


Senator Bill Frist accompanied by National 
Press Advisor Nick Smith and 
Netanyahu said with the welfare 


strong union\'s had forced 


Netanyahu had initially raised some 
imposed wage cuts and fired unproductive government 


even if it was 


he said adding that technology 
allowing Israel to export abroad 


pointing to a need for enforcement laws 


but others who are abusing the system will be 


Column 4 Column 5 


with excellent results both financially and in 


in the expectation 


according to Netanyahu who noted that 


calling the 

responsible for over 90% of the 
an V'old dinosaur" that needs to 
in addition to 


Not Greedy 


Netanyahu claimed. He also noted that 


who then continue to 


Netanyahu said. 
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including disengagement for 2006 as well as for 


in which 


and not in terms of U.S. 


it had generated no 


although he noted he might 


Shimon Peres had taken the 


but noted 


which would 


noting that the main area of uncertainty 


Column 4 Column 5 
Bachar stressed 


so be it. Although 


Bachar said he was 


he noted were now working with the 


Bachar said that 


with disengagement for both 2005 and 
WI believe the legislation includes a specific level 


the U.S. had not 
and 
the GOI 


ambitious program of tax reductions this year and 


although the GOI was 
states with high 


in the 2004 terms sheet 


and Israel had now 


Column 4 
the Ambassador noted 


Bachar noted that \"frankly 


the GOI agreed to 


it appeared the GOI was taking 


a move that was in neither country\'s interest. 


in spite of all the work the 


it had not dropped economic reform. In just 
he said that his own recommendations for 


Column 5 


I think we could have done 


Column 4 Column 5 
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they emphasized \"we will not 


the bishops 


not simply alliances of circumstance. 


the Bishops issued a separate 
and citing canon law 

or 

the statement reaffirmed 


whether in (or as a leader of) political parties 


the second 
a pro-Lavalas priest closely associated with 


but he has 


Column 4 Column 5 


the Papal 


Jean-Juste has so far shrugged off the 


that he did not intend to 


which 
was 


warning the 


marching nationalistic candidates" are bou 


but it was urgent 


particularly after \"14 months of talk and 


Column 4 
and reflects the 


a former priest 
the current 
expresses himself very caustically 


his former student 


Constant 
there is a fear of repeating history 


particularly 
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nearly 100 new police officers will 


CORAH eradicated 214 hectares and 
754 square meters of seedbeds 

305 hectares and 18 

200 hectares if planted.) 


Column 5 


had gone wayward long before 
and most 


in this yearVs elections. From ou 
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making a total for the year 
015 square meters of seedbeds (( 
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Peru from Colombia on April 30 after a month of 


the Prime 


which had hoped to assume that responsibility 


a group of USDA scientists will be coming to 


the bilateral MOU for the Manifest 


and Matarani. Attendees at the signing ceremony 
the Peruvian 
and the NAS Director. 


the NAS Deputy Director and the 


President of PeruVs Port Administration Entity 
to discuss the creation of an MRU at the port of 


Column 4 Column 5 


the OAS and the GOP\'s Ministry of 


featuring speakers from Japan Panama 
Colombia Spain 

the 

four international organizations and eleven NGOs. 


NAS promoted the concept of facilitated working 


OAS consultant and Japanese 
presented her conclusions publicly 


who is with Community Anti-Drug Coalitions 
visited Peru April 25-27 to discuss 


NAS Program personnel 


which is quite different from their current 
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with two additional days set aside for individual 
the NGOs 


there will be another 
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V consisting of a list of ten agriculture products 


including garlic 
pork beef and chicken 


but have not seen 


the Fernandez administration faces touch choices 
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Liebherr 
the 


Liebherr-International AG. 


he promised 


who said that his company has been 


which had been sent to 


delivery) and another for 180 buns of blue safety foam 
2005 
the order specifies a bun of 401" x 80 x 5\" 


the Aerazur purchase orders say \"The 


and the 
diverted 
either in their original 


without the prior written approval of 


which specified: 


Column 5 


delivery). For the Type l orange : 
while the bun 


transferred 


Column 4 Column 5 


the order form notes that \"For the point no 4 the 


but this seems to conflict with the 


when Mr. Dore returns from vacation 


Aerazur. 
only one Aerazur Superflexit 


or more specifically in 
for helicopters. Post will attempt to further 
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Mr. Chirac warned about the 


\"France will push with all its 


and successfully to 


Column 4 


it must be 


a strong 


though we do know that the 
Italy 
Turkey and Switzerland.) 


Jean Guigenou 


Guigenou told Ambassador Oliver that Wwe 


a former Ambassador to the UK and one of 
was personally 


UK 


we never do get a straight 


when the competence the Commission claims is 


the chairman will be key in setting the 


which has been actively seeking US support 


Column 5 


and the Netherlands supported u 


made a transparent suggestion 


Column 4 


Column 5 
still chose to vote 
we have 
and 
including the 
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lam 
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unless the GOB 
the April 2 event 


O5BRASILIA1239 
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and the April 2 auction constituted 

Y each of which was an eight-year 

only 42% of the energy demand placed up for auction 


325 megawatts) for R$7.7 billion (US$3.1 billion). 
some of the 


and 


then Executive Secretary (vice- 
told 


Tolmasquim became 


Tolmasquim said the glass should be seen 
and claimed that Peru and Chile were interested in 
the auction was the 


R$67.33 MWh for 2006 


and R$83.13 MWh for 2008 -- a smooth curve when graphed. 


however 


Tomasquim said that a new auction would be simple 


planned for June or July 


2000 -- 
2000. End Note.) 


aspects of 


the MME made last 


Column 5 


R$75.46 MWh for 


the 


and \"new\" energy -- from future 


Column 4 Column 5 
including a decision to 


the MME 


personnel in the National Electric Energy 
APINE representatives of large 
and energy analysts all told us 


an advisor in ANEEL\'s Economic 
told Brasilia EconOff that a slice of 


the auction system continued to drop 
however the auction prices were 


forcing MME to remove the 2009 contracts from the 


and the 


but with some significant positive sentiment 
the reaction to this second round 


6 of the 10 stocks with greatest loss of 
Pactual Investment Analyst Pedro 
more 

less concern by the GOB 

and significantly less 

the contracts beginning in 2005 were 


meaning a near immediate cash-inflow. End 
but ironic spin on the auction\'s 


Column 4 Column 5 
Batista argued it meant that the energy producers 


who said many energy- 


including his own were unwilling to sell 
interim and new 
the 


which requires long-term 
the lack of transparency and GOB interference in the 


no private energy company 


private generators and industry analysts 


the GOB may be setting itself up for potential lawsuits 
while another company is selling at another 


a former 


but assumed this was 


its energy 


Column 4 


incremental growth in electric energy prices 
has added to widespread doubts about the system and is 


as the GOB needs to get licensing and construction of 


the desire by GOB policymakers to reject what 


market 
pressure from private 
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noting that in the past few weeks he had been 
Excise and Preventive Service 


and he singled out increased smuggling of 


but he 


Kufuor indicated that the April 21 


Column 5 
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Column 4 


the NPP lost this ballot by a significant margin. 


the President 


although he did not understand why they 


like the 


including growing internal strife. He 


that Iran was 
in good part because of itinerant 


he responded with a strong no. 


donors 


and begin the process of removing 


reaffirming his government's commitment to the 


had worked hard on a realistic 


Column 5 


World Bank 


Column 4 Column 5 


on corruption (ref B) may have been 


NGOs and diplomatic 


who took our corruption concerns seriously but 


cases and specific allegations saying he would look 


completions 


he was rewarding Anane\'s 


a consistent focus of complaints 


Column 4 Column 5 


and the Ambassador told him exactly what she told 


the former President was 


New Airlines 


and she responded that she only wanted the MCA 
due diligence to be successful and a 


he raised the 


pending new summer 


which reflects his 


Column 4 Column 5 
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VEnergy News 
V reported May 2 that ExxonMobil had completed its 


ExxonMobil had agreed that 


Column 4 Column 5 


\"the most recent agreement of the 


in the Cerro Negro 
but 


a kind of Cerro Negro 2. 


it could not pay with cash but would pay with 


ExxonMobil has made no deals on the heavy oil royalties 


the author of the “Energy News Today" piece to 
Wright said he 


perhaps 


ExxonMobil signed the Preliminary 


2004 
said Ward. He added however 
said Ward is being 


Vie. the on-going 


Column 4 


V Ward said that the delay in company action 


if ExxonMobil does seek to take the GOV to 
it is likely to provoke GOV retaliation. 
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accusing the other deputies of having 
apparently 

including broken lamps 

and aggression towards hotel staff. The 
000 worth of damage. To calm 

the hotel staff injected her with a tranquilizer. 
whose results are now 

revealed that Rivas had 


Column 5 
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05QUITO1058 


there was 
objects 


Column 4 Column 5 
where she 


when she defended herself against his advances. 


returning on May 
said she had sought an 
but he 


the Ecuadorian 
has said publicly that Cadena exaggerated 


V yet claims Cadena\'s dismissal was for other 


but two days before the 


almost 


various leaders of 
there is a 


some of which are 
referring 


Congressional 


Column 4 

\" step by step. After the Supreme Court bill has 
the next step will be to reconstitute the electoral 
which has a role to play in the selection of a new 


Column 5 


Congress will turn to choosing a new constitutional 
but will avoid any legislative submissiveness to 


money-laundering and the expulsion 


a simple majority is 
67 votes are required. PRE 


the most controversial issues are 


to be appointed by Congress. Lucero told us he too 
and would not 


which already 


000 cases must be replaced by 


Lucero publicly expressed 


think political parties see this as a way to revise 


Column 4 


Congress 
and is 


wife of 
is free to resume her position 
according to Lucero. 


and was expected back in Congress on May 10. 


Y news of the 


and will 
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Director General of International 
added that the 


there were other 


FAC Defence and Security 


Column 5 


O50TTAWA1410 
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Column 5 

that Canadian Forces (CF) had limited 

he 

there was recognition within the government that as 

requirements for civil disturbance 
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of greater insensitivity and disdain for human 
they don\'t hesitate to affirm that government 
with the same cold blood and indifference. 
but not the conduct. 
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particularly on clearing government appointments and 


he boosted his stature with BNP workers with a 


Column 4 Column 5 


rough 
and his reputed involvement in violent actions 


but very accessible. While 
Chowdhury got a BDG statement issued welcoming 


but he\'s an all-purpose 


arms smuggler and 


Georgetown educated he is articulate 
and direct. May have the best understanding in 


Kamal Siddiqui and 


he exerts great influence on 


in part by creating 
arguably Zia\'s most 


an ally of Tariq and reportedly 


whom he views as uncouth and 


Column 4 


he does not have the sway he 
when he was a major policy 


and financial matters 


he has cut BangladeshVs dependence on foreign 


a BNP MP who is 


the most corrupt and abrupt of the leadership 


not a reformist visionary in the 


especially in the context of foreign criticism. 


he can look 


corrupt 

he is a key 

and a former 

before winning his first election 
he has Zia\'s trust 


he held up a USAID-financed condoms 


especially in specific 


he is close to 
articulate 


and 
he is no longer in the inner 


Column 5 


and is influential on 


and 


perhaps more than 


and direct. Charged 


Column 4 Column 5 


N-TV available on cable in the U.S. ат 
in Tariqvs orbit a 
Bangladesh\'s 


and deputed to deal with important ambassadors on 
the \"Tuesday Group\'s\" proposed election 


in part because he draws on his contacts as a 


unsuccessful effort to boost his 


Nizami has access and stature as the BNPVs key 
but he does not exert and does not appear 
major influence on policy. His initial 


was circumvented by giving the 


from 


his role in 


Column 4 Column 5 


he retains close ties to the PRC; his duties 


he\'s unfairly 


did deliver on our Article 98 agreement and getting 


he has described to us the BDGVs 


but any army chief in 
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and even a slice of 
voters. Support for Lien 
reflecting widespread 


О5ТАІРЕІ2118 


s trip actually 


even as Taiwan voters remain 
s Anti-Secession Law and threat to use 


s vibrant public opinion polling industry which 
is largely media-driven 

however 

fully cross-tabulated with ethnic and 

and trace major political trends in Taiwan. 


with most surveys rush jobs 


Column 4 


but without an accompanying rise in 


Vice President Annette Lu 


and politicians use them as often to create 


s views on Lien 


political parties have their 
which churn out dual 
one for internal use to guide party leaders 


public opinion polling in Taiwan has 
particularly 


and People First Party (PFP) Chairman James Soong 
to Mainland China. The &Blue8 (pro- 


s trip and 54 
s interests to 
a poll by the Green!" 


however 


readers were 


Column 5 


strip 


KMT Chairman Lien Chan 


S 


explained 


Column 4 Column 5 


8 suggesting questions in that poll were leading and 


s trip and viewing it as 


residence age) 
as might be expected overwhelming 
however 


where approximately half of respondents 
an island-wide 


s return from Mainland China. Coming just 
this finding has 
including 


s Trip and the KMT Chairmanship 


s highly publicized and -- in the view of most KMT 
however encouraged 


Column 4 Column 5 


do not show positive popular response to Liens trip 
the May 2 TVBS survey showed KMT voters opposed to 


compared to a smaller increase in those favoring 


moreover that 


with Lien trailing at 22% and Wang 


000 people based on population 


however report 
island-wide figures and omit the 


the most prolific polling agency in Taiwan publishes 


a question in an ERA poll last 


the absence of 


particularly on party affiliation 


and residence limited the usefulness of the surv 


s Election Study Center (ESC) 


ethnicity and nationality to be the most 


for example 
1994-2005; TVBS through 13 polls over 
2000-2005. Among the long-term Taiwan political 


has run a question packet throug 


Column 4 Column 5 
compared to a decline in Chinese identity from 26% to 


however has remained 


the rise in Taiwanese identity has been largely a 


however showed substantially higher 


the \"maintain status quo\" preference averaged а 


averaging 
similar to the level shown in ERA polls (both 


the ESC 


hardcore DPP supporters) from 3% in 1992 to 26%. 
on the other hand has declined from 35% 


Y now around 40%. 


he told AIT PFP regularly polled 
which declined to around 1096 at the time of the 
and now hovers around 596 


they are an invaluable tool for 


they are open to 
all too ready to 


there are a number of polling agencies 


Column 4 


Column 5 
that do make their cross-tabulations 
often immediately and on the internet. While 
s composite surveys were among the most accurate polling 
only the latter regularly 
even the well-documented TVBS polling 
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and suggested that ADM 


noting that the close 


noting how this year Cobra Gold had evolved 


but 


citing the recent action as another good 


Column 4 Column 5 
and noted that Bangkok and Pyongyang had just 


a language shared by many senior North Korean 


fearing a withdrawal would allow the U.S. to 


the North Koreans seemed to have learned the 


but would rather focus on bilateral discussions with 
and he personally 


but indicated we would continue with the Six-Party 


Kanthati said he continued to 


and that the national 


but 


and could assume the 


Column 4 Column 5 


400-kilometer border. He said Thailand would 
but would also continue to 


Kanthati said his assessment is 


but 
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or \"birds for 


and was optimistic that tensions over the Taiwan 


Column 4 Column 5 


former PM Anand 
as a man to whom he would listen. END SUMMARY. 


HS 


underway in Chiang Mai 
was focused on lessons learned 


he said. Thaksin noted with approval the new 
to his 

the most important part of the exercise was the 
telling Thaksin 


he had pledged to work with them to upgrade 


Column 4 Column 5 
noting the establishment of a 


Thaksin highlighted the humanitarian nature of 


saying that Thailand\'s commitment to 


he had 


Thaksin said Wwe former cadets know 


Thaksin expressed deep concern over the 


Thaksin suggested that all concerned 


suggesting that Taiwan KMT leader Lien Chan\'s 


and citing the PRCYs paramount desire 


Thaksin pointed to the 2 000 plus 


Column 4 


V he 
he 


former PM Anand Panyarachun 


during his meeting last year with the Swedish Prime 
he explained the glut of Thai chicken created in 


Y he 
the Swedish PM agreed to 


Column 5 


asaman to 


Column 4 
Thaksin said 


Thaksin was unaware that 
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Haurobi indicated that 


obtaining and sustaining employment 
as ZANU-PF youth threaten local bus and taxi 
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asking them to outline key issues of concern. 


Deputy Supreme Commander 


Cope Tiger. 


Column 5 
he met with Russian 
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and 


O5BANGKOK3130 


Column 4 


Anubhund said that Thai pilots learn more 


as he 
he would also seek input 


ADM Fallon said he was well 


which integrates 

navigation and identification codes for 
ADM 

allow pilots to get a real picture of the 


ADM 
for allies to improve familiarity and 


and thus aircraft like the F-16 


Deputy Supreme Commander 
the RTN\s 


especially upgrades to the air traffic 


Column 5 
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RTSC Chief of Staff said 


GEN Boonsrang suggested that the U.S. should 


from an 
the F-16 was the best choice for 


saying that he 


the F-16 would win easily. However pressure from 


not military ones. END NOTE.) 
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RTSC J3 told ADM Fallon 
our annual bilateral military-to-military 


would take place in Honolulu this year. He pledged to 
to include 
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he downplayed joint 


and that the 


Commander of U.S. Pacific 


General Winai Phattiyakul on May 3 in 


which was apparent in the seamless 


and the May 2 inauguration of the latest Cobra Gold 


and Admiral Fallon 


which helped maintain stability. 


Column 4 Column 5 


the southern 


he noted the 


he said that lifting 


and regretted that they had not 


he 


he said needed to find 


unemployment and V'young 
V they were now inclined to believe that the 


Winai 

although programs encouraging the participation 
the armed forces and police 

these efforts had backslid in the past few years. 


Column 4 


Winai replied that Thailand 


and admitted that in the past there may have been 


the Burmese government went to great pains 


but said 


V they will be \"disappointed.\" Winai 


he 


\"perhaps 


Winai said that this was yet another 


Column 5 


Column 4 
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and businesses flourished. 


which is reminiscent of 


however 


he deliberately intensified the anti-Banda 


and by taking Bandas name and image out of common 
Muluzi sent a clear message that it was time 


bridges 


the failures of 


despite his authoritarianism. 


MutharikaVs challenge has been to establish 


Mutharika seems to also be working to 


social 


Column 5 
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has not always been a 


and public facilities that 


and 


Column 4 Column 5 
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the process they envision would be 2-3 weeks at a 
as many of 


if we are unable to secure a quick 
it could impede progress on USG 


the USTDA/NOAA conference in 
the IOC meetings in Paris and Mauritius and the 


however on how the global and regional sy 
we 


to collaborate with the Sri Lanka 


Column 4 


much of 


and 


the 
released a study of the post- 
which made the following 


but the North and East were 


2005). 


including lack of a 

weak procurement and hiring 

politicization 

unclear relationship between the center and 


but the process of using existing funds to 


affected people e.g. 
constructing 
and rehabilitation 


land selection and 


Column 5 


limited Ministerial 
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Kadirgamar reportedly discussed the 


which would enable the 


and local NGOs. 


Multilateral funding agencies INGOs 

on the 

need to 
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\"the team shall not 


Column 4 


the lawyer who successfully argued before 
told Poloff 


Gajurel would rather stay in 
fearing extradition to Nepal if he were to 
court documents that Chandru provided 


both the government and Gajurel seem content with 


Gajurel is likely to remain right 


5/11/2005 8:15 
supporters who will help them disturb electricity 
and security personnel who will refuse 


most do not believe Prime Minister Ariel 
and they feel they will be forgotten in temporary 


Column 5 
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Column 4 
the settlers will need this equipment in Gaza. 


Gush Katif Spokesman 


he explained 


however 


V they will fight the evacuation to at 


Sternberg described the struggle as a 


some of the supporters are 
but also residents of cities in 


the settlers and 
will increase the amount of acts of civil 


he cited cutting off electricity and water 
and stopping trains. Sternberg said the final leg 


\"they\'re our brothers V" and will 


Column 5 


told economic 


and are participating in the 


that the majority of the 


Column 4 Column 5 


whom they are 


Y but the fact 


they are only doing so to try to get the 


V according to Sternberg. He explained that these 


so they want to see permanent homes on 


the general perception is that Sharon means the 


but Sternberg\'s sources in the U.S. told him Sharon 


Sternberg 


but it could 
he concluded the 


Sternberg said he 


he reported that he has not seen farmers moving 


Column 4 Column 5 
they will need the equipment in the greenhouses he 


however recently told us that the settlers w 


Defense and Finance 
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which showed that President Chen\'s approval rate 


however surged 


Chen\'s approval rate 

the lowest since he assumed 
including the pro- 

\" Taiwan\'s biggest daily 

all spent their 


Column 4 Column 5 
Y and a page-two news 


Y which is still stuck in 


several 


on the other hand said that ChenVs expose 


English-language newspapers 
all 


saying that the move to include in 


000] commented in its editorial (5/11): 


Chen Shui-bian is 


Column 4 Column 5 


Lee 


itis Name Ratification. This is 
"Name Ratification and 


Chen Shui-bian at 


paint an ugly image of Lee Teng-hui; 


redefine "Name 
Chen Shui-bian will no longer be the 


V but become an outstanding leader to make "Name 


000] (5/11): 


other than President 
Chen has 


the public can sympathize and 
Society 


they have gone 


isnVt 
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Chen does not 


perhaps it is a reflection of his defeat in 
or maybe pressure from the 


but how much of the 


the fact is that the President 


peace and 


change his style of 


000] commented in its editorial (5/11): 


namely that the United States has indeec 


Column 4 Column 5 
and in 
it also helped Lien and Soong obtain the Taiwan 


which has truly upset his supporters. . 


on the one hand hopes that both 


however 


conducted crisis management with Lien and 


as 
has already proven that. . 


which will come to the 
are the reasons for the active expansion 


China is capable of launching a 


and everybody is watching and concerned to 


the answer to this question is 


which 
has begun to wonder if 


the U.S. arms procurement bill will 
has become a litmus test [for answering 
which the Pan-Blue camp can no longer 


it will prove that the camp 
is the 


Column 4 


English-language \"Taipei Times" 
000] noted in its editorial (5/1 1): 


Chen should not only have long- 


he should also consult with nation in the 


but he cannot be allowed to 
or endanger 


pro-unification 
000] editorialized 


who are 


the far-left Taiwan Solidarity Union 
in retaliation for the presidents mishandling 


together with his impassioned talk of 
has attained an immediate effect 


Column 5 


English-language 


Column 4 
however 


ChenVs open 


Chen by fabricating issues without 
once again has proved 


000] editorialized (5/11): 


to turn Taiwan into a normal nation through the 


are tasked 
the 


as long as the route advocating 
Taiwan can evolve 


the Taiwan 


Column 5 


seems certain. That is Chen will 


Column 4 


China regards the move as ‘de jure independence\' 


pro-status quo V'China Times" 
000] commented in its editorial 


. and its result 


itis in 


the issues 


and 


which participates in 


and in the 


the bills will be ratified 
and this constitutes what 


and this can result 
and 


which openly endorsed the Constitutional amendment 


and the PFP also rationalizes the discrepancy 


Column 5 


Column 4 Column 5 


the PFPVs position opposing the 


the article on the 


but it has been 


writing referendum into the 


and 


and it is tough to interpret it as 


a position that is 


each 
including Taiwan independence to 
to unification should be 
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and they do not want to do this. 


M.S. Shamim Rafique a representative of 
described the challenges the UAE 


liberally regulated and unregulated\' and it 
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The Deputy Director assured 


a WHA 


he continued expects the 


Beijing might claim the package unworkable. 


which provides for an exchange of letters between 


explaining 


which would be a very positive step forward for 
adding that it is important to be as pragmatic and 


but 


moreover assure AIT that his superiors wot 


Taiwan must choose which 


Taipei plans to force a vote on TaiwanVs 


he believed demonstrate to the world that 
noting that new countries 
Mongolia 


Column 4 
which 


Chen 


Penghu 


he said 


Chen asked the Deputy Director to pass a 


he added 


it is proposed to 


accepting the 
and inviting Taiwan to 


accepting their respective IHR 
and inviting them to assume the rights and 


Column 5 
currently 


Kinmen 


also 


would 


Column 4 


Column 5 

achievable 
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however told us 


but 


nay 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Damascus | CONFIDENTIZ 


Column 6 Column 7 


3 viewed by 


more 


Consulate Adana UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


American Institute Taiw CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Brasilia UNCLASSIFIE 


Шап 


Column 6 Column 7 


Column 6 


Embassy Bucharest 


35 


Column 7 


CONFIDENTI/ 


Column 6 Column 7 


organized 


observing that 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


ack Sea 


Column 6 Column 7 


Embassy Accra CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Madrid CONFIDENTI/ 


Embassy Madrid UNCLASSIFIE 
Embassy Pretoria UNCLASSIFIE 


Column 6 Column 7 


Embassy Ankara UNCLASSIFIE 


Column 6 Column 7 


Jordan and Bahrain will join the 


Column 6 Column 7 


Column 6 


Embassy Asuncion 
Embassy Rome 
Embassy Dublin 
Embassy Madrid 


¡ree that the 


Column 7 


UNCLASSIFIE 
CONFIDENTI/ 
UNCLASSIFIE 
UNCLASSIFIE 


Column 6 Column 7 


but 


Column 6 Column 7 
Embassy Zagreb UNCLASSIFIE 
Embassy Tunis CONFIDENTI/ 


Column 6 Column 7 


Embassy Madrid CONFIDENTI/ 


Embassy Madrid UNCLASSIFIE 
Embassy Bogota UNCLASSIFIE 


Column 6 Column 7 


and we 


Column 6 Column 7 


Embassy Madrid UNCLASSIFIE 
Embassy Rome SECRET 
Embassy Asuncion UNCLASSIFIE 


Column 6 


Embassy Kinshasa 
Embassy Brasilia 
Embassy Tel Aviv 
Embassy Paris 


Column 7 


CONFIDENTI/ 
UNCLASSIFIE 
UNCLASSIFIE 
UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


and the 


Column 6 Column 7 


Embassy Brasilia CONFIDENTIZ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Tunis CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Canadian Belgian 


Column 6 Column 7 


Embassy Rabat CONFIDENTI/ 


and 


and Turkey while in 


Column 6 Column 7 


Column 6 Column 7 


He noted that 


000 


anvicted 


Column 6 Column 7 


Column 6 Column 7 


2004 


Embassy Caracas CONFIDENTI/ 
Embassy Paris CONFIDENTI/ 


Column 6 Column 7 


Embassy Paris CONFIDENTI/ 


UN and IraqVs 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


EU UN 


Column 6 Column 7 


Column 6 Column 7 


ncerns 


Embassy Paris CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Santo Domini UNCLASSIFIE 
Consulate Lagos CONFIDENTI/ 


Column 6 Column 7 


Embassy Ottawa UNCLASSIFIE 


Column 6 Column 7 


Embassy Quito CONFIDENTI/ 


and poorly 


Column 6 Column 7 


Column 6 Column 7 


Embassy Santo Domin; UNCLASSIFIE 
Embassy Panama UNCLASSIFIE 
Embassy Quito CONFIDENTI/ 
Embassy Bogota CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Quito UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Muscat SECRET//NOF 
Embassy Bangkok CONFIDENTI/ 


Column 6 Column 7 


Embassy Kuwait UNCLASSIFIE 
Embassy Cairo UNCLASSIFIE 
Embassy Kuwait UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


etc. were 


Column 6 Column 7 


Embassy Kuwait CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Sanaa SECRET 
Embassy Cairo UNCLASSIFIE 


two 


Column 6 Column 7 


and three Egyptians were 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Muscat SECRET//NOF 
Embassy Dhaka CONFIDENTIZ 


Embassy Colombo UNCLASSIFIE 
Embassy Dar Es Salaa UNCLASSIFIE 
Embassy Dar Es Salaa UNCLASSIFIE 
Embassy Dar Es Salaa CONFIDENTIZ 
American Institute Taiw UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Sanaa SECRET//NOF 
American Institute Taiw UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy New Delhi ^ CONFIDENTIZ 


and military 


Column 6 Column 7 


Column 6 Column 7 


Embassy Rangoon CONFIDENTI/ 


Column 6 Column 7 


Embassy Manila UNCLASSIFIE 


and recent 


Column 6 Column 7 


now 


Column 6 Column 7 


Column 6 Column 7 


those 


Column 6 Column 7 


ges 


Column 6 Column 7 


and pharmaceutical 


s production capabilities its 


Embassy Vienna UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Ankara CONFIDENTI/ 


Column 6 Column 7 


Embassy Dhaka CONFIDENTIZ 
Embassy Dhaka CONFIDENTI/ 
Embassy Paris UNCLASSIFIE 


Embassy The Hague CONFIDENTI/ 
Embassy Colombo CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Manila CONFIDENTIZ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Tunis UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


and 


Column 6 Column 7 


Embassy Tel Aviv UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Dar Es Salaa UNCLASSIFIE 
Embassy Bangkok UNCLASSIFIE 


s.V Visitors 


gems or 


Column 6 Column 7 


restaurants hotels 


Column 6 Column 7 


Embassy Muscat UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


American Institute Taiw CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Kuwait CONFIDENTI/ 
Embassy Muscat CONFIDENTI/ 
Embassy Tel Aviv CONFIDENTIZ 


Column 6 


wW 


Column 7 


Column 6 Column 7 


Column 6 Column 7 


000 to 4 500 dumans of 


Column 6 Column 7 


. He 


appears \"to have his heart 


only NIS 


Column 6 Column 7 


Embassy Rome CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


had already presented 


or the 
velp. 


Column 6 Column 7 


Consulate Kolkata UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Paris UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


RE ARE IN 


Column 6 Column 7 


Consulate Istanbul UNCLASSIFIE 


Albania and Ukraine 


did not join 


Column 6 


Embassy Tel Aviv 


ng 


Column 7 


CONFIDENTI/ 


Column 6 Column 7 


Embassy New Delhi ^ CONFIDENTIZ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Vilnius UNCLASSIFIE 
Embassy Paris CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Ankara UNCLASSIFIE 
Embassy Kuwait UNCLASSIFIE 


Column 6 Column 7 


vait 


Embassy Ankara UNCLASSIFIE 


Column 6 Column 7 


including a 


Column 6 Column 7 


nce are 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


ding to 


Column 6 Column 7 


Russia and Turkey. Victims 


Spain the former 
Syria Lebanon 

1 
legal 


and vocational 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Ankara UNCLASSIFIE 
Embassy Kingston UNCLASSIFIE 
Embassy Gaborone СОМҒІрЕМТІ/ 


the Batlokwa 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


their case. 


Column 6 Column 7 


Column 6 Column 7 


nt to protect 


Embassy Prague UNCLASSIFIE 


Column 6 Column 7 


and 


Embassy Kuwait CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Bogota CONFIDENTI/ 
Embassy Tunis UNCLASSIFIE 
Embassy Algiers CONFIDENTIZ 


Column 6 Column 7 


Embassy Kinshasa CONFIDENTI/ 


Consulate Jerusalem UNCLASSIFIE 
Embassy Vienna UNCLASSIFIE 
Embassy Paris CONFIDENTI/ 


Column 6 Column 7 


igh 


Column 6 Column 7 


Column 6 Column 7 


Embassy Ottawa UNCLASSIFIE 


Column 6 Column 7 


Embassy Bogota CONFIDENTI/ 


Column 6 Column 7 


mbia 


Column 6 Column 7 


Column 6 Column 7 


cit 


and cotton) that compete with U.S. prc 


Embassy Paris UNCLASSIFIE 


Column 6 Column 7 


Embassy Paris UNCLASSIFIE 


Column 6 Column 7 


Embassy Port Au Ρήπο UNCLASSIFIE 
Embassy Port Au Princ UNCLASSIFIE 
Embassy Ottawa UNCLASSIFIE 
Embassy Brasilia CONFIDENTI/ 


and two 


Column 6 Column 7 


although he 


Column 6 Column 7 


Embassy Caracas UNCLASSIFIE 
Embassy Caracas CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Asuncion CONFIDENTI/ 


Column 6 Column 7 


Embassy Bogota CONFIDENTI/ 


013 in 2003 and 1 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 

Embassy Quito UNCLASSIFIE 
Embassy Lima UNCLASSIFIE 
Embassy Canberra UNCLASSIFIE 


Embassy Quito CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


the 


Column 6 Column 7 


American Institute Taiw UNCLASSIFIE 


Column 6 Column 7 


iust be 


Column 6 Column 7 


Column 6 Column 7 


Embassy Muscat UNCLASSIFIE 


Column 6 Column 7 


Embassy Pretoria UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Consulate Adana UNCLASSIFIE 


Column 6 Column 7 


fumcu would 


Embassy Gaborone UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Vienna UNCLASSIFIE 
US Mission Geneva UNCLASSIFIE 


Column 6 Column 7 


Embassy Dhaka CONFIDENTI/ 


Column 6 Column 7 


Embassy Manila CONFIDENTI/ 
Embassy Manila SECRET//NOF 


American Institute Taiw CONFIDENTIZ 


Column 6 Column 7 


American Institute Taiw UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


American Institute Taiw CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Dhaka UNCLASSIFIE 


natter 


Column 6 Column 7 


Embassy Dhaka CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


American Institute Taiw CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


and Evergreen) that have faced 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Colombo UNCLASSIFIE 
Embassy Kuwait UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 


V Qabazard 


Embassy Dhaka 


Embassy Dhaka 
Embassy Rangoon 


Column 7 


CONFIDENTIF 
UNCLASSIFIE 
CONFIDENTI/ 


Column 6 Column 7 


and network 


Column 6 Column 7 


Embassy Paris UNCLASSIFIE 


Column 6 Column 7 


TONE OF 


Column 6 Column 7 
Embassy Paris UNCLASSIFIE 
Embassy Port Au Princ UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Asuncion CONFIDENTI/ 


Column 6 Column 7 


sed to 


ent are 


Embassy Vienna UNCLASSIFIE 
Embassy Lima CONFIDENTI/ 


Column 6 Column 7 


Embassy Tel Aviv SECRET 


Column 6 Column 7 


the 


Embassy Algiers CONFIDENTI/ 


and Tourism. He also dismissed 


Column 6 Column 7 


Column 6 Column 7 


Embassy Manama CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Asuncion CONFIDENTI/ 


and rescue 


Column 6 Column 7 


Column 6 Column 7 


Embassy Kuwait SECRET 


Column 6 Column 7 


Bhukamseen Al-Wazzan 


Column 6 Column 7 


Embassy Athens UNCLASSIFIE 
Embassy New Delhi CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Dar Es Salaa UNCLASSIFIE 
Embassy Tel Aviv CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Abu Dhabi | CONFIDENTIZ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Ankara UNCLASSIFIE 


Column 6 Column 7 


Embassy Ankara UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


or Kurd 


hment 


Column 6 Column 7 


Embassy Brussels UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


sach 


CA 


Column 6 Column 7 


Embassy Kuwait CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Ankara CONFIDENTI/ 


Column 6 Column 7 


Embassy Ankara UNCLASSIFIE 


Column 6 Column 7 


Embassy Amman CONFIDENTI/ 


Consulate Jerusalem | UNCLASSIFIE 


Column 6 Column 7 


Embassy Tel Aviv CONFIDENTIZ 


Column 6 Column 7 


Embassy Rome SECRET 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Brasilia UNCLASSIFIE 


have 


Column 6 Column 7 


Embassy Paris CONFIDENTI/ 
Embassy Rome CONFIDENTIZ 


Column 6 Column 7 


Embassy Wellington ^ UNCLASSIFIE 


Column 6 Column 7 


Embassy Bogota UNCLASSIFIE 


Column 6 Column 7 
Embassy Lima UNCLASSIFIE 
Embassy Lima UNCLASSIFIE 


Column 6 Column 7 


Embassy Accra UNCLASSIFIE 
Embassy Algiers CONFIDENTI/ 


Column 6 Column 7 


ere finally 


Embassy Port Au Princ UNCLASSIFIE 


Column 6 Column 7 


Embassy Quito UNCLASSIFIE 


Embassy Asuncion CONFIDENTI/ 
Embassy Bogota UNCLASSIFIE 


Column 6 Column 7 
Embassy Nassau CONFIDENTI/ 


Column 6 Column 7 


and 


Embassy Lima UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


and Si 


Embassy Dhaka CONFIDENTI/ 
Embassy Canberra UNCLASSIFIE 


Column 6 Column 7 


Column 6 


Embassy Djibouti 


Embassy Wellington 
Embassy Bangkok 
Embassy Bangkok 
Embassy Bangkok 
Embassy Bangkok 
Embassy Bangkok 
Embassy Bangkok 
Embassy Bangkok 
Embassy Brussels 


Column 7 


UNCLASSIFIE 


UNCLASSIFIE 
UNCLASSIFIE 
UNCLASSIFIE 
UNCLASSIFIE 
UNCLASSIFIE 
UNCLASSIFIE 
UNCLASSIFIE 
UNCLASSIFIE 
CONFIDENTIF 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Ljubljana UNCLASSIFIE 


in support 


Column 6 Column 7 


Embassy Cairo UNCLASSIFIE 


Column 6 Column 7 


an the street 


Column 6 Column 7 


Embassy Vatican CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


тап." 


Column 6 Column 7 


Embassy Colombo UNCLASSIFIE 
Embassy Accra CONFIDENTI/ 
Embassy Rangoon SECRET 


Embassy Madrid CONFIDENTI/ 


Column 6 Column 7 


Embassy Paris CONFIDENTIZ 


Chile 


US Office Almaty UNCLASSIFIE 
Embassy Colombo UNCLASSIFIE 


Column 6 Column 7 


sition to 


Embassy Yerevan UNCLASSIFIE 


Column 6 Column 7 


American Institute Taiw UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Manila SECRET//NOF 


Column 6 Column 7 


American Institute Taiw CONFIDENTI/ 


Column 6 Column 7 


Iraq North Korea 


Column 6 Column 7 


Embassy Ljubljana UNCLASSIFIE 
Embassy Bangkok CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy The Hague UNCLASSIFIE 
Embassy Ankara SECRET 


Embassy Colombo UNCLASSIFIE 
Embassy Tel Aviv UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Hanoi UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 
Embassy Paris UNCLASSIFIE 


PAKISTAN AND 


Column 6 Column 7 


Column 6 Column 7 


Embassy Paris UNCLASSIFIE 


Column 6 Column 7 


PAKISTAN AND 


Column 6 Column 7 


Embassy Rome UNCLASSIFIE 


Column 6 Column 7 


suppression and 


India 
Russia Vietnam 


Column 6 Column 7 


Column 6 Column 7 


Consulate Chennai UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Colombo CONFIDENTI/ 


Column 6 Column 7 


US Office Almaty UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


US Office Almaty UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


and 


Column 6 


na 


Column 7 


Column 6 Column 7 


Embassy Abu Dhabi UNCLASSIFIE 


and 


Column 6 Column 7 


Embassy Paris UNCLASSIFIE 


Column 6 Column 7 


the Czech 
France Germany 
Jordan Russia 


and Yemen. Tunisia also 


noted 


Column 6 Column 7 
Embassy Kuwait UNCLASSIFIE 
Embassy New Delhi CONFIDENTIZ 


his party 


Column 6 Column 7 


his 


Column 6 Column 7 


Column 6 Column 7 


Embassy Vienna CONFIDENTI/ 


Column 6 Column 7 


Embassy New Delhi ^ UNCLASSIFIE 
Embassy Ankara CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Consulate Ho Chi Minh UNCLASSIFIE 


Column 6 Column 7 


Embassy Paris UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Paris UNCLASSIFIE 


Column 6 Column 7 


-egal 


Column 6 Column 7 


Column 6 Column 7 


Embassy Kuwait CONFIDENTI/ 
Embassy New Delhi ^ CONFIDENTI/ 


Column 6 


le 


Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Amman CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Muscat UNCLASSIFIE 
May 6 as 


at less 


Column 6 Column 7 


have 


Column 6 Column 7 


itimate 


Consulate Ho Chi Minh UNCLASSIFIE 


Column 6 Column 7 


Embassy Ankara UNCLASSIFIE 


and 


Column 6 


ak 


Column 7 


Column 6 Column 7 


Column 6 Column 7 


ig to more 


Embassy Ankara UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Caracas CONFIDENTI/ 


Column 6 Column 7 


the OAS and the UNDF 


Column 6 Column 7 


Column 6 Column 7 


Embassy Caracas CONFIDENTI/ 


Column 6 Column 7 


Column 6 


Embassy Madrid 
Embassy Madrid 
Embassy Djibouti 
Embassy Vienna 
Embassy Panama 
Embassy Warsaw 
Consulate Jerusalem 
Consulate Lagos 


Column 7 


UNCLASSIFIE 
UNCLASSIFIE 
UNCLASSIFIE 
CONFIDENTI/ 
UNCLASSIFIE 
UNCLASSIFIE 
UNCLASSIFIE 
UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Cairo CONFIDENTI/ 
Embassy Ankara CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


tion 


name and four letter 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Abuja CONFIDENTI/ 
Embassy Ankara UNCLASSIFIE 
Embassy Prague SECRET 


Column 6 Column 7 


Embassy Abuja CONFIDENTI/ 
Embassy Asuncion CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Muscat UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Madrid UNCLASSIFIE 
Embassy Madrid UNCLASSIFIE 
Embassy Madrid UNCLASSIFIE 
Embassy Madrid UNCLASSIFIE 
Embassy Dublin SECRET 

Embassy Tunis CONFIDENTI/ 


and sentenced to four 


Embassy Dublin UNCLASSIFIE 
Embassy Maputo UNCLASSIFIE 
Embassy Paris UNCLASSIFIE 


Column 6 Column 7 


Embassy Muscat SECRET//NOF 
Embassy Rome CONFIDENTI/ 


Column 6 Column 7 


NATO OSCE 


Column 6 Column 7 


Embassy Madrid UNCLASSIFIE 


Embassy Maseru UNCLASSIFIE 
Embassy Tegucigalpa UNCLASSIFIE 


Column 6 Column 7 


private 


nitoring 


very 


Column 6 Column 7 


Column 6 Column 7 


Embassy Caracas CONFIDENTI/ 


and to help train up to «000 


Column 6 Column 7 


but later on 


on 
" He 


etc. 


Embassy Paris CONFIDENTIZ 


Column 6 Column 7 


Column 6 Column 7 


| political 


Column 6 Column 7 


Embassy Quito CONFIDENTI/ 


Column 6 Column 7 


loyal 


Column 6 Column 7 


USAID 


Column 6 Column 7 


and DHS personnel are considering 


Column 6 Column 7 


Column 6 Column 7 


Embassy Lima UNCLASSIFIE 


Column 6 


Tacna 


Column 7 


and Juliaca. 1 


Column 6 Column 7 


Embassy Lima UNCLASSIFIE 


Embassy Quito CONFIDENTI/ 


Column 6 Column 7 


Embassy Lima CONFIDENTI/ 
Embassy Quito CONFIDENTI/ 


Column 6 Column 7 


American Institute Taiw UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Chanel and other products with a 


Column 6 Column 7 


Embassy Wellington | SECRET//NOF 


Column 6 Column 7 


Column 6 Column 7 


Embassy Ljubljana UNCLASSIFIE 
American Institute Taiw CONFIDENTI/ 
Embassy Colombo CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


kitchen utensils and school 


Y armed 


Column 6 Column 7 


Column 6 Column 7 


American Institute Taiw UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Canberra UNCLASSIFIE 


Embassy Kuwait CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


e the 


Column 6 Column 7 


Embassy Pretoria UNCLASSIFIE 


Column 6 Column 7 


Embassy Ankara CONFIDENTI/ 


Column 6 Column 7 


Embassy Tel Aviv CONFIDENTI/ 


Column 6 Column 7 


and the specifics of his 


Column 6 Column 7 


Embassy Kinshasa UNCLASSIFIE 
Embassy Hanoi UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 


at 


Column 7 


Column 6 Column 7 


the BTA. 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Hanoi UNCLASSIFIE 
Embassy Hanoi UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Hanoi UNCLASSIFIE 


Column 6 Column 7 


telephone and 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Hanoi UNCLASSIFIE 
Embassy Tel Aviv UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy New Delhi CONFIDENTI/ 


Column 6 Column 7 


Embassy Ankara UNCLASSIFIE 
Embassy Ankara UNCLASSIFIE 
Embassy Colombo UNCLASSIFIE 


that the JVP would reconsider 


Column 6 Column 7 
Embassy Zagreb CONFIDENTI/ 
Embassy Maputo CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


scoffed when Madeira 


Column 6 Column 7 


Column 6 Column 7 


Zimbabwe and Sierra Leone all place 


Embassy Bucharest UNCLASSIFIE 


Column 6 Column 7 


and residence area 


Column 6 


15 


Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


lasi Sibiu 


Column 6 Column 7 


Column 6 Column 7 


Embassy Colombo CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Consulate Jerusalem | UNCLASSIFIE 
Embassy Brasilia UNCLASSIFIE 


the GOB 


mal 


Column 6 Column 7 


rnment 


las 


Brazil\'s intention 


Column 6 Column 7 


Embassy Zagreb CONFIDENTI/ 
Embassy Colombo CONFIDENTI/ 


Column 6 Column 7 


and 


Column 6 Column 7 


Column 6 Column 7 


Embassy Amman UNCLASSIFIE 


Iran 


Tunisia Jordan 
UNEP and Thailand. (Note: Israel belı 


Column 6 Column 7 


household cleaners 


exposure to pesticides 


Column 6 Column 7 


washing 


Embassy New Delhi CONFIDENTI/ 


Column 6 Column 7 


Embassy New Delhi CONFIDENTI/ 


Column 6 Column 7 


railway 
and noted 


Embassy Ankara CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Ankara UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Dar Es Salaa CONFIDENTIZ 


Column 6 Column 7 


Column 6 Column 7 


Consulate Adana UNCLASSIFIE 


suffering 


Column 6 


after 


Embassy Djibouti 
Embassy Kinshasa 
Embassy Sofia 
Embassy Ankara 


s focus on protection of 


Column 7 


UNCLASSIFIE 
CONFIDENTI/ 
UNCLASSIFIE 
CONFIDENTIF 


Column 6 Column 7 


yetween 


Column 6 Column 7 


Embassy Accra CONFIDENTI/ 


Column 6 Column 7 


opposition 


Column 6 Column 7 


Column 6 


Embassy Asuncion 
Embassy Asuncion 
Embassy Asuncion 
Embassy Amman 


Column 7 


UNCLASSIFIE 
UNCLASSIFIE 
UNCLASSIFIE 
CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Cairo CONFIDENTI/ 


Column 6 Column 7 


Column 6 


y 


Column 7 


Column 6 Column 7 


Embassy Tegucigalpa UNCLASSIFIE 


Embassy Tegucigalpa UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Tegucigalpa UNCLASSIFIE 


Embassy Bogota UNCLASSIFIE 
Embassy Cairo CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


in which 


Column 6 Column 7 


and visions. 


Column 6 Column 7 


Column 6 Column 7 


Embassy Ottawa UNCLASSIFIE 
Embassy Lima CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Embassy Tegucigalpa UNCLASSIFIE 


Column 6 Column 7 


Embassy Bogota UNCLASSIFIE 
Embassy Asuncion UNCLASSIFIE 
Embassy Hanoi UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Hanoi UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Consulate Adana UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Ljubljana UNCLASSIFIE 


total 


Column 6 Column 7 


Column 6 


Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Ankara CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


American Institute Taiw UNCLASSIFIE 


Column 6 Column 7 


and seabirds from being 


American Institute Taiw SECRET 
Embassy Bangkok UNCLASSIFIE 


Column 6 Column 7 


s.V Visitors 


gems or 


Column 6 Column 7 


restaurants hotels 


Column 6 Column 7 


Embassy Ankara UNCLASSIFIE 


Column 6 Column 7 


brought a 


Column 6 Column 7 


Embassy Ankara UNCLASSIFIE 
Embassy Pretoria UNCLASSIFIE 
Embassy Bangkok UNCLASSIFIE 


Ltd (same name as the 


shares 


000 shares in 


Column 6 Column 7 


Embassy Madrid UNCLASSIFIE 


Column 6 


Embassy Maputo 


will 


Embassy Vienna 
Embassy Harare 


US Office Almaty 
Embassy Tel Aviv 


Column 7 


UNCLASSIFIE 


UNCLASSIFIE 
CONFIDENTIF 


CONFIDENTI/ 
UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Paris UNCLASSIFIE 


Column 6 Column 7 


Column 6 Column 7 


Embassy Paris UNCLASSIFIE 


Column 6 Column 7 


-egal 


Column 6 Column 7 


Column 6 Column 7 


Column 6 Column 7 


Embassy Dublin UNCLASSIFIE 


Embassy New Delhi CONFIDENTI/ 


Column 6 Column 7 


US Office Almaty UNCLASSIFIE 
Embassy Caracas CONFIDENTI/ 


Column 6 Column 7 


Column 6 Column 7 
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This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.271415Z Apr 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.271417Z Apr 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.271423Z Apr 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.271435Z Apr 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.271437Z Apr 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.271456Z Apr 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.271515Z Apr 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.272339Z Apr 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 


. The full text of the original cable is not available. 
. The full text of the original cable is not available.280255Z Apr 0 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.280807Z Apr 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available.280921Z Apr 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. ACTION EAP-( 


This record is a partial extract of the original cable. The full text of the original cable is not available.280936Z Apr 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


null Tim W Hayes 02/03/2006 02:44:52 PM From DB/Inbox: Search ResultsCable Text: 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.281041Z Apr 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.281044Z Apr 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.281414Z Apr 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.281416Z Apr 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.281425Z Apr 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 


. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.281620Z Apr 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. ACTION PRM 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.281933Z Apr 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.281936Z Apr 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.290831Z Apr 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.290854Z Apr 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.290932Z Apr 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Egypt 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.291258Z Apr 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. ACTION АҒ-0С 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.291358Z Apr 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.291505Z Apr 0 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available.291511Z Apr 0: 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.291929Z Apr 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.020941Z May ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.021031Z May ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.021419Z May ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.021433Z May ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.021709Z May ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 

This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
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This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.062145Z May ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.080357Z May ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available.081210Z May ( 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.090047Z May ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.090805Z May ( 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.091051Z May ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.091236Z May ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.091253Z May ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.091416Z May ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.091428Z May ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.091450Z May ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.091553Z May ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.091923Z May ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.092237Z May ( 
This record is a partial extract of the original cable. The full text of the original cable is not available.092242Z May ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.100156Z May ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.100508Z May ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.100709Z May ( 
This record is a partial extract of the original cable. The full text of the original cable is not available.100731Z May ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.100928Z May ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.100930Z May ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.101014Z May ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 


. The full text of the original cable is not available. 
. The full text of the original cable is not available.101154Z May C 
. The full text of the original cable is not available. 
. The full text of the original cable is not available.101202Z May ( 
. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.101234Z May ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available.101421Z May ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.101437Z May ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.101442Z May ( 


Column 9 


This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 


This record is a partial extract of the original cable 
This record is a partial extract of the original cable 


. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 


. The full text of the original cable is not available. 
. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.101708Z May ( 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.101817Z May ( 
This record is a partial extract of the original cable. The full text of the original cable is not available.101907Z May ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.102043Z May ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.110742Z May € 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.110908Z May € 
This record is a partial extract of the original cable. The full text of the original cable is not available.110913Z May € 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.110943Z May € 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.110959Z May € 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 10 


UNCLAS TEGUCIGALPA 000875 SIPDIS INFO WHA CENTRAL AMERICAN COLLECTIVE EMBASSY QUITO : 


Column 10 


UNCLAS SECTION 01 OF 06 PARIS 002831 SIPDIS FROM USMISSION UNESCO PARIS Ε.Ο. 12958: N/A ΤΑΙ 


Column 10 


UNCLAS SECTION 01 OF 05 KUWAIT 001711 SIPDIS FOR CA/FPP AND CA/VO/F/P SENSITIVE Ε.Ο. 12958: 


Column 10 


UNCLAS OTTAWA 001256 SIPDIS DEPT FOR OES/OMC (BRAJEVICH) AND L/T (MALIONEK) E.O. 12958: N/ 


UNCLAS OTTAWA 001258 SIPDIS SENSITIVE DEPT FOR DRL (KARI JOHNSTONE) AND WHA/CAN E.O. 12 
CONFIDENTIALSECTION 01 OF 02 CARACAS 001230 SIPDIS NSC FOR CBARTON ENERGY FOR DF 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ACCRA 000791 SIPDIS PASS L-LEI:D. BUCHHOLZ AND K. MUELL 
UNCLAS KINGSTON 001109 SIPDIS Ε.Ο. 12958: NA TAGS: ETTC, KTFN, PTER, KSEP, CVIS, KVPR, EFIN, Jl 
UNCLAS KINGSTON 001111 SIPDIS Ε.Ο. 12958: NA TAGS: ETTC, KTFN, PTER, KSEP, CVIS, KVPR, EFIN, Jh 
UNCLAS KINGSTON 001112 SIPDIS E.O. 12958: NA TAGS: ETTC, KTFN, PTER, KSEP, CVIS, KVPR, JM SUB 
UNCLAS KINGSTON 001113 SIPDIS STATE FOR WHA/CAR (BENT) AND OES/EGC (Barbara De Rosa- Joynt) 
CONFIDENTIAL CARACAS 001235 SIPDIS NSC FOR CBARTON USCINCSO ALSO FOR POLAD Ε.Ο. 


Column 10 


UNCLAS SECTION 01 OF 03 BRASILIA 001118 SIPDIS NSC FOR BREIER, RENIGAR TREASURY FOR OASI/ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 QUITO 000932 SIPDIS E.O. 12958: DECL: 04/22/2015 TAGS: PGO 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ASUNCION 000567 SIPDIS STATE FOR WHA/BSC; NSC FOR KIM 


Column 10 


SECRET SECTION 01 OF 02 ASUNCION 000570 SIPDIS STATE FOR WHA/BSC NSC FOR KIM BREIER St 
UNCLAS TEGUCIGALPA 000887 SIPDIS INFO WHA CENTRAL AMERICAN COLLECTIVE EMBASSY QUITO : 


Column 10 


CONFIDENTIALSECTION 01 OF 02 QUITO 000934 SIPDIS E.O. 12958: DECL: 04/26/2015 TAGS: PGO' 
SEC R ET MANILA 001893 SIPDIS Е.О. 12958: DECL: 04/27/2015 TAGS: PREL, PHUM, PGOV, RP SUBJEC 


UNCLAS BANGKOK 002845 SIPDIS STATE FOR EAP/BCLTV, L/PM, PM/ISO, INR AND DRL PACOM FOR FPA 
UNCLAS BANGKOK 002846 SIPDIS STATE FOR EAP/BCLTV, L/PM, PM/ISO, INR AND DRL PACOM FOR FPA 
UNCLAS MANILA 001897 SIPDIS DEPT FOR EAP/PMBS, DRL/IL, DRL/CRA, G/TIP LABOR FOR ILAB SEOUL 
CONFIDENTIALSECTION ΟΙ OF 03 ABU DHABI 001858 SIPDIS STATE FOR S/CT, L/LEI Ε.Ο. 12958: Γ 


Column 10 


CONFIDENTIALSECTION 01 OF 03 COLOMBO 000786 SIPDIS DEPT FOR SA/INS, S/CT E.O. 12958: | 
UNCLAS SECTION 01 OF 02 SINGAPORE 001311 SIPDIS STATE FOR EAP/PMBS STATE FOR OES/IHA ННЕ 


Column 10 


UNCLAS SECTION 01 OF 02 GENEVA 001065 SIPDIS ADDIS AND KAMPALA FOR REFUGEE COORDINATOI 


Column 10 


UNCLAS MUSCAT 000690 SIPDIS DEPT FOR NEA/ARPI, NEA/PPD, NEA/P, INR/R/MR LONDON FOR GOLDI 


Column 10 


CONFIDENTIALSECTION 01 OF 03 COLOMBO 000787 SIPDIS STATE FOR SA/INS E.O. 12958: DECL 


Column 10 


CONFIDENTIALCAIRO 003112 SIPDIS E.O. 12958: DECL: 04/26/2015 TAGS: PREL, MOPS, MASS, EG 


Column 10 


CONFIDENTIALSECTION 01 OF 03 KUWAIT 001712 SIPDIS STATE PLEASE PASS USTR JFENNERT* 


Column 10 


UNCLAS SECTION 01 OF 02 TAIPEI 001928 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, E 


Column 10 


UNCLAS SECTION 01 OF 02 TEL AVIV 002607 SIPDIS SENSITIVE NEA FOR FRONT OFFICE; NEA/SA/EX F( 
UNCLAS ANKARA 002349 SIPDIS STATE FOR EB/OIA, EB/CBA, CA/OCS/EUR AND EUR/SE USDOC/ITA/MAC 
CONFIDENTIALSECTION 01 OF 03 COLOMBO 000788 SIPDIS STATE FOR SA/INS E.O. 12958: DECL 


Column 10 


CONFIDENTIALSECTION 01 OF 03 MADRID 001626 SIPDIS STATE FOR EUR/WE, EUR/RPM AND WI 


Column 10 


CONFIDENTIALSECTION 01 OF 04 COLOMBO 000789 SIPDIS STATE FOR SA/INS E.O. 12958: DECL 


Column 10 


CONFIDENTIALMADRID 001628 SIPDIS E.O. 12958: DECL: 04/26/2015 TAGS: PGOV, SP, Popular Part 


Column 10 


UNCLAS SECTION 01 OF 02 BANGKOK 002862 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: MARR, OTRA, T 


Column 10 


UNCLAS SECTION 01 OF 02 ADANA 000087 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, I 


Column 10 


UNCLAS SECTION 01 OF 02 TAIPEI 001939 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, E 


Column 10 


UNCLAS MADRID 001629 SIPDIS STATE FOR EUR/WE CDC FOR HHS STEIGER OGHA E.O. 12958: N/A TA 


Column 10 


UNCLAS ABIDJAN 000695 SIPDIS SENSITIVE DAKAR FOR OFDA/WARO DAVIS ROME FOR FODAG GENI 


Column 10 


UNCLAS SECTION 01 OF 03 MANILA 001909 SIPDIS SENSITIVE STATE FOR INL AND INL/AAE, DS/DSS/AT, 


Column 10 


CONFIDENTIALDHAKA 001975 SIPDIS CORRECTED COPY--TEXT ADDED Е.О. 12958: DECL: 04/27/: 
UNCLAS SECTION 01 OF 02 DHAKA 001976 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, EAID, BG SL 


Column 10 


UNCLAS SECTION 01 OF 03 AMMAN 003330 SIPDIS STATE PASS USAID USDA FOR FOREST SERVICE E. 


Column 10 


UNCLAS SECTION 01 OF 06 TEL AVIV 002615 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS RANGOON 000489 SIPDIS STATE FOR EAP/BCLTV; PACOM FOR FPA E.O. 12958: N/A TAGS: PGC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ABU DHABI 001872 SIPDIS STATE FOR EB/ESC/IEC/EPC E.O. 12 


Column 10 


UNCLAS PRAGUE 000610 SIPDIS E.O. 12958: N/A TAGS: KSCA, ENRG, TRGY, OTRA SUBJECT: CZECH RE! 
CONFIDENTIALKINSHASA 000710 SIPDIS E.O. 12958: DECL: 04/26/2015 TAGS: PGOV, PREL, KCOR, 


Column 10 


UNCLAS PRAGUE 000611 SIPDIS PLEASE PASS TO INT/USGS RESTON/WHIPPLE Ε.Ο. 12958: N/A TAGS: I 
UNCLAS SECTION 01 OF 02 COLOMBO 000792 SIPDIS DEPT FOR EB A/S ANTHONY WAYNE; SA/INS FOR 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 002844 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


UNCLAS SECTION 01 OF 04 ANKARA 002380 SIPDIS STATE ALSO FOR H USDOC FOR 4212/ITA/MAC/CPD, 


Column 10 


SECRETSANAA 001052 SIPDIS NOFORN DS/DSS, DS/IP/NEA, DS/DSS/ITA, DS/ICI/PII, S/CT, NEA, NEA/ 
UNCLAS SECTION 01 OF 02 BRASILIA 001120 SIPDIS STATE PLEASE PASS TO NASA FOR DKRIEGER ST; 


Column 10 


CONFIDENTIALSECTION 01 OF 03 NEW DELHI 003147 SIPDIS COMMERCE FOR ADVOCACY CENT 


Column 10 
CONFIDENTIALSECTION 01 OF 03 NEW DELHI 003164 SIPDIS Ε.Ο. 12958: БЕСІ: 04/26/2015 TAGS: 


Column 10 


UNCLAS MADRID 001637 SIPDIS VISAS VIPER DEPT FOR CA/VO/L/C AND INR/IC/TIPOFF E.O. 12958: N/A 


UNCLAS SECTION 01 OF 02 YEREVAN 000761 SIPDIS DEPT FOR INR/R/MR, EUR/PPD, EUR/CACEN, EUR, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 002388 SIPDIS E.O. 12958: DECL: 04/27/2015 TAGS: PG 


Column 10 


SECRET MUSCAT 000696 SIPDIS STATE FOR NP/CBM, EUR/PRA, NEA/ARPI Ε.Ο. 12958: DECL: 04/27/21 
UNCLAS SECTION 01 OF 02 MUSCAT 000697 SIPDIS DEPT FOR NEA/ARPI, NEA/PPD, NEA/P, AND IIP/G/NE 


Column 10 
UNCLAS MUSCAT 000698 SIPDIS STATE FOR NEA/ARPI, NEA/PPD, NEA/P, IIP/G/NEA Е.О. 12958: N/A ТАС. 


Column 10 


UNCLAS SECTION 01 OF 03 CAIRO 003131 SIPDIS FOR ECA/PE/V/M LOCKWOOD/ ROBINSON, INFO ECA/ 


Column 10 


UNCLAS SECTION 01 OF 03 CAIRO 003132 SIPDIS FOR ECA/PE/V/M LOCKWOOD/ ZAKI; INFO ECA/PE/V/F 


Column 10 


UNCLAS SECTION 01 OF 03 CAIRO 003133 SIPDIS FOR ECA/PE/V/M BENSON, INFO ECA/PE/V/R/N AND N 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 002389 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: EAID, ETRD, IZ, PI 


Column 10 


UNCLAS NDJAMENA 000666 SIPDIS SENSITIVE PARIS FOR AFRICA WATCHER Ε.Ο. 12958:N/A TAGS: PF 


Column 10 


UNCLAS TEGUCIGALPA 000891 SIPDIS STATE FOR EB/CBA, WHA/CEN GUATEMALA FOR COMATT OPIC I 


UNCLAS VIENNA 001383 SIPDIS E.O. 12958: N/A TAGS: TRGY, TNGD, ENRG, KSCA, AU, EUN SUBJECT: DC 
UNCLAS MADRID 001639 SIPDIS DEPARTMENT FOR OES/IHA AND EUR/WE; HHS FOR NIH AND OS/OGH/ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BRUSSELS 001649 SIPDIS E.O. 12958: DECL: 04/27/2015 TAGS: | 


Column 10 


CONFIDENTIALKUWAIT 001729 SIPDIS STATE FOR NEA/ARPI AND G/TIP Ε.Ο. 12958: DECL: 04/27/ 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 002394 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, ΝΕΑ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BUCHAREST 001030 SIPDIS DEPT FOR EUR/NCE - WILLIAM SIL 


Column 10 


CONFIDENTIALSECTION 01 OF 04 LAGOS 000629 SIPDIS E.O. 12958: DECL: 04/26/2015 TAGS: ECC 


Column 10 


UNCLAS SECTION 01 OF 04 LAGOS 000630 SIPDIS STATE FOR EB/IPC WILSON SATE PASS USTR - PBEC 


Column 10 


UNCLAS BUCHAREST 001031 SIPDIS FOR AID/OFDA: ROBERT ANDREW, ALEX MAHONEY AID/E&E/ECA: I 
UNCLAS SECTION 01 OF 03 PARIS 002861 SIPDIS STATE FOR PM/DTCC - BLUE LANTERN COORDINATOI 


Column 10 


UNCLAS LAGOS 000631 SIPDIS E.O. 12958: N/A TAGS: ELAB, EPET, KDEM, Nl, PGOV SUBJECT: NIGERIA: 


Column 10 


UNCLAS MADRID 001645 SIPDIS E.O. 12958: N/A TAGS: ECON, PGOV, KCRM, SP, OECD, Country Visits SUI 


CONFIDENTIALSECTION 01 OF 02 KUWAIT 001730 SIPDIS EB/ESC/TFS MSIDDIQUI, S/CT TKUSHNE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KUWAIT 001731 SIPDIS EB/ESC/TFS MSIDDIQUI, S/CT TKUSHNE 


Column 10 


UNCLAS SECTION 01 OF 02 KUWAIT 001732 SIPDIS STATE FOR NEA/ARPI, NEA/PPD, G/TIP Ε.Ο. 12958: ^ 


Column 10 


UNCLAS AMMAN 003358 SIPDIS STATE PASS USTR DARCY VETTER STATE PASS USAID NE/JOHN WILSC 
SECRET SECTION ΟἹ OF 03 KUWAIT 001733 SIPDIS EB/ESC/TFS MSIDDIQUI, S/CT TKUSHNER, NEA/EI 


Column 10 


CONFIDENTIALKUWAIT 001734 SIPDIS SENSITIVE EB/ESC/TFS MSIDDIQUI, S/CT TKUSHNER, NE/ 


UNCLAS MADRID 001646 SIPDIS PASS EB/ESC/TFS (LYNNE LABERT) AND EUR/ERA E.O. 12958: N/A TAG: 
CONFIDENTIALSECTION 01 OF 03 PARIS 002863 SIPDIS STATE FOR EUR/WE AND EUR/AGS E.O. 


Column 10 


UNCLAS CAIRO 003146 SIPDIS STATE FOR NEA/ELA, NEA/RA, AND EB/IFD USTR FOR SAUMS TREASURY 


Column 10 


UNCLAS TUNIS 000869 SIPDIS STATE FOR NEA/MAG (LAWRENCE), E, EB, AND EB/CBA COMMERCE FOR 


Column 10 


UNCLAS CAIRO 003147 SIPDIS STATE FOR NEA/ELA, NEA/RA, AND EB/IFD TREASURY FOR MILLS/NUGEI 


Column 10 


UNCLAS SECTION 01 OF 03 PARIS 002864 SIPDIS STATE FOR EUR/WE-JLEVIN, EUR/EX, L, WR, EB/TRA/T 


Column 10 


UNCLAS TEGUCIGALPA 000893 SIPDIS STATE FOR WHA/CEN, WHA/MEX, WHA/PPC, AND WHA/USOAS S 


Column 10 


UNCLAS TEGUCIGALPA 000894 SIPDIS STATE FOR WHA/CEN, WHA/EPSC, AND EB STATE PASS AID FOR 


Column 10 


UNCLAS OTTAWA 001274 SIPDIS Santo Domingo for Dale Largent SecState for IIP/G/IRC (Jean Cavanaugh); \ 
UNCLAS QUITO 000943 SIPDIS DEPT FOR WHA/AND AND EB DEPT PASS USAID/LAC DEPT PASS USTR:F 


Column 10 


CONFIDENTIALSECTION 01 OF 02 QUITO 000945 SIPDIS DEPT FOR WHA/AND PLEASE PASS TOU 


Column 10 


UNCLAS TEGUCIGALPA 000896 SIPDIS DEA HQS PLS PASS TO SARI; OEM/MCABE, BOND, HUTCHINSON, 


Column 10 
UNCLAS KINGSTON 001135 SIPDIS STATE FOR IIP/G/WHA CBARONE; INFO WHA/PDA MJOHNSON; APRU 


Column 10 


UNCLAS SECTION 01 OF 02 OTTAWA 001283 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: CA, PGOV, Stephe 
CONFIDENTIALSECTION 01 OF 03 QUITO 000947 SIPDIS E.O. 12958: DECL: 04/26/2015 TAGS: PGO' 
CONFIDENTIALABU DHABI 001873 SIPDIS STATE FOR G, G/TIP, INL, DRL, PRM, NEA/RA, AND NEA/, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ABU DHABI 001874 SIPDIS STATE PASS USTR FOR CLATANOFF, 
UNCLAS WELLINGTON 000340 SIPDIS DEPARTMENT FOR EAP/ANP E.O. 12958: N/A TAGS: PREL, EAID, A 
UNCLAS SECTION 01 OF 02 TEGUCIGALPA 000900 SIPDIS SENSITIVE STATE FOR DS/IP/WHA, DS/CR/CIL 
UNCLAS SECTION 01 OF 02 WELLINGTON 000343 SIPDIS SENSITIVE STATE FOR EAP/ANP - TRAMSEY € 


Column 10 


UNCLAS YEREVAN 000762 SIPDIS SENSITIVE DEPT FOR EUR/CACEN, IO E.O. 12958: N/A TAGS: TBIO, PI 
UNCLAS ABU DHABI 001875 SIPDIS E.O. 12958: N/A TAGS: PREL, SNAR, TC SUBJECT: MINI DUBLIN GROL 
UNCLAS ANKARA 002397 SIPDIS E.O. 12958: N/A TAGS: ENRG, KNNP, TRGY, TU SUBJECT: AGREEMENT F 
UNCLAS CANBERRA 000749 SIPDIS STATE FOR ΝΡ, T, IIP, EAP/ANP, AND EAP/PD Е.О. 12958: N/A TAGS: N 
UNCLAS AMMAN 003364 SIPDIS STATE FOR NEA/ELA - WILLIAMS AND FOR OES/PCI INTERIOR FOR USG 


Column 10 


CONFIDENTIALBANGKOK 002887 SIPDIS PACOM FOR FPA HUSO DEPARTMENT FOR EAP/BCLTV | 
CONFIDENTIALSECTION 01 OF 02 TEL AVIV 002639 SIPDIS Ε.Ο. 12958: DECL: 04/22/2015 TAGS: PR 


Column 10 


UNCLAS DHAKA 002018 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: EAID, ECON, ETRD, PGOV, BG SUBJEC 
UNCLAS SECTION 01 OF 02 TAIPEI 001956 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, E 


Column 10 


UNCLAS SECTION 01 OF 03 YEREVAN 000769 SIPDIS SENSITIVE DEPT FOR EUR/CACEN Ε.Ο. 12958: М// 


Column 10 
UNCLAS TAIPEI 001960 SIPDIS STATE PASS AIT/W E.O. 12958: N/A TAGS: PREL, PGOV, ASEC, TW SUBJE 


UNCLAS SECTION 01 OF 03 BUCHAREST 001035 SIPDIS STATE FOR EUR/NCE - WSILKWORTH, EB/IFD, [ 


Column 10 


CONFIDENTIALHANOI 000986 SIPDIS STATE FOR EAP/BCLTV AND DRL Е.О. 12958: DECL: 04/28/2 


UNCLAS MADRID 001651 SIPDIS DOE FOR BNC LLYNSIE FUNK AND NNSA CHERYL DOBBS E.O. 12958: N 
UNCLAS MADRID 001652 SIPDIS FOR OES/STC STATE PLEASE PASS TO INT/USGS/RESTON/JSAFFER E 
CONFIDENTIALSECTION 01 OF 02 COLOMBO 000797 SIPDIS E.O. 12958: DECL: 04/28/2015 TAGS: F 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 002408 SIPDIS DRL PLEASE PASS TO USDOL ILAB BILL BRUMFIELD 
UNCLAS SECTION 01 OF 02 HANOI 000988 SIPDIS SENSITIVE STATE FOR EB/ESC/TFS, S/CT, EAP/BCLT\ 
UNCLAS SECTION 01 OF 02 HANOI 000989 SIPDIS SENSITIVE STATE FOR EAP/BCLTV AND DRL/IRF Ε.Ο 


Column 10 


UNCLAS SECTION 01 OF 06 TEL AVIV 002642 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 002873 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


UNCLAS HO CHI MINH CITY 000438 SIPDIS SENSITIVE Ε.Ο. 12958: N/A TAGS: PHUM, SOCI, PREL, PGOV 


Column 10 


UNCLAS MADRID 001653 SIPDIS FOR ODC E.O. 12958: N/A TAGS: MASS, SP, Other SUBJECT: SAO CHIEF 
UNCLAS SECTION 01 OF 02 HANOI 000991 SIPDIS SENSITIVE STATE FOR EAP/BCLTV AND PRM, BANGK 


Column 10 


UNCLAS SECTION 01 OF 02 CAIRO 003164 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PREL, KPAO 


Column 10 


CONFIDENTIAL CARACAS 001283 SIPDIS NS FOR C. BARTON USCINCSO ALSO FOR POLAD Ε.Ο. 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NEW DELHI 003213 SIPDIS E.O. 12958: DECL: 04/27/2015 TAGS: 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BRASILIA 001130 SIPDIS E.O. 12958: DECL: 04/18/2015 TAGS: PA 


Column 10 


CONFIDENTIALSECTION 01 OF 03 TEL AVIV 002647 SIPDIS Ε.Ο. 12958: DECL: 04/27/2015 TAGS: EC 


Column 10 


UNCLAS AMMAN 003388 SIPDIS SENSITIVE DEPT FOR PRM, IO AND NEA GENEVA FOR RMA BRUSSELS 


Column 10 


CONFIDENTIALSECTION 01 OF 04 NEW DELHI 003218 SIPDIS E.O. 12958: DECL: 04/27/2015 TAGS: 


Column 10 


CONFIDENTIALKINSHASA 000718 SIPDIS E.O. 12958: DECL: 04/28/2015 TAGS: PGOV, KDEM, PHUM 
UNCLAS KINGSTON 001137 SIPDIS STATE FOR WHA/CAR (BENT), EB/TRD (MATTINGLEY) Е.О. 12958: М// 
CONFIDENTIALAMMAN 003394 SIPDIS E.O. 12958: DECL: 04/28/2010 TAGS: PREL, PGOV, KPAO, LE 
CONFIDENTIALNEW DELHI 003220 SIPDIS E.O. 12958: DECL: 04/27/2015 TAGS: PREL, MNUC, KNNI 


Column 10 


CONFIDENTIAL HELSINKI 000492 SIPDIS STATE FOR EAP/IET, INR/EAP AND EUR/NB E.O. 12958: DI 
UNCLAS SECTION 01 OF 04 TUNIS 000879 SIPDIS DEPT FOR МЕА/МАС Ε.Ο. 12958: N/A TAGS: SOCI, TS: 


Column 10 


UNCLAS SECTION 01 OF 03 BUCHAREST 001044 SIPDIS STATE FOR EUR/NCE - WSILKWORTH, EB/IFD, [ 


Column 10 


UNCLAS PRETORIA 001663 SIPDIS SENSITIVE ВОТ UNCLASSIFIED STATE FOR AF/EPS AND AF/S/TCRAI( 
SECRET TELAVIV 002654 SIPDIS Ε.Ο. 12958: DECL: 04/28/2015 TAGS: PREL, PBTS, KWBG, IS, SETTLE 


Column 10 


UNCLAS PANAMA 000955 SIPDIS SENSITIVE DEPARTMENT FOR WHA/CEN TOM PIERCE, WHA/PPC CLAI 
UNCLAS SECTION 01 OF 02 AMMAN 003396 SIPDIS STATE PASS USAID E.O. 12958: N/A TAGS: SENV, EA( 


Column 10 


CONFIDENTIALAMMAN 003398 SIPDIS E.O. 12958: DECL: 04/28/2015 TAGS: PGOV, PREL, PTER, IZ, 
UNCLAS BRASILIA 001133 SIPDIS STATE PASS TO FDA/INTL PROGRAMS FOR ASSOCIATE DIRECTOR FO 


Column 10 


UNCLAS SECTION 01 OF 04 ANKARA 002431 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE/ 


Column 10 


UNCLAS LILONGWE 000364 SIPDIS E.O. 12958: N/A TAGS: PGOV, KDEM, MI, Parliament, Political SUBJECT 


Column 10 


UNCLAS ROME 001442 SIPDIS E.O. 12958: N/A TAGS: PGOV, PINR, IT, ITALY NATIONAL ELECTIONS SUB. 
CONFIDENTIALSECTION 01 OF 03 AMMAN 003399 SIPDIS E.O. 12958: DECL: 04/28/2015 TAGS: KPA 


Column 10 


UNCLAS PARIS 002896 SIPDIS STATE FOR INL/C JOHN BRANDOLINO AND DAVID LUNA STATE ALSO PLS 
UNCLAS ANKARA 002432 SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, IZ, TU, Iraq SUBJECT: TURKISH STA 
UNCLAS PRAGUE 000630 SIPDIS E.O. 12958: N/A TAGS: EAGR SUBJECT: USDA/ARS COUNTRY CLEARAN 
UNCLAS PRAGUE 000632 SIPDIS PLEASE PASS TO VA/JOE.HENLE OR FAX TO 202-273-6996. E.O. 12958: 
CONFIDENTIALSECTION 01 OF 02 BRUSSELS 001685 SIPDIS DEPARTMENT FOR PRM/AFR -- PLE/ 


Column 10 


CONFIDENTIALCAIRO 003175 SIPDIS FOR NEA/ELA E.O. 12958: DECL: 04/28/2015 TAGS: PREL, PG 


Column 10 


UNCLAS MASERU 000220 SIPDIS Е.О. 12958: N/A TAGS: PGOV, КОЕМ, LT SUBJECT: OPPOSITION WILL N. 


Column 10 


CONFIDENTIALSECTION 01 OF 02 CAIRO 003176 SIPDIS E.O. 12958: DECL: 04/28/2015 TAGS: PREL 
CONFIDENTIALSECTION 01 OF 02 MASERU 000222 SIPDIS DEPT FOR AF/S E.O. 12958: DECL: 4/2 


Column 10 


UNCLAS SECTION 01 OF 03 MAPUTO 000537 SIPDIS STATE FOR EB/CBA - DWINSTEAD, AF/S - HTREGER. 


Column 10 


UNCLAS MAPUTO 000538 SIPDIS STATE FOR AF/S - TREGER Ε.Ο. 12958: N/A TAGS: TBIO, PREL, PTER, M. 
CONFIDENTIALPRAGUE 000633 SIPDIS E.O. 12958: DECL: 04/28/2015 TAGS: PREL, KPAO, LE, SY, E 


Column 10 


CONFIDENTIALSECTION 01 OF 02 CAIRO 003178 SIPDIS E.O. 12958: DECL: 04/27/2015 TAGS: PREI 


UNCLAS ROME 001446 SIPDIS SENSITIVE Ε.Ο. 12958: N/A TAGS: PGOV, PINR, IT, ITALIAN POLITICS SUE 


Column 10 


UNCLAS CAIRO 003179 SIPDIS FOR RM/IRP DAVID MCKEE AND EDIPLOMACY GERALD GALLUCCI FROM 
UNCLAS CAIRO 003180 SIPDIS FOR RM/IRP DAVID MCKEE AND EDIPLOMACY GERALD GALLUCCI E.O. 1 


Column 10 


CONFIDENTIALDUBLIN 000510 SIPDIS STATE FOR NEA/ELA E.O. 12958: DECL: 04/28/2015 TAGS: P 
CONFIDENTIALPARIS 002901 SIPDIS E.O. 12958: DECL: 04/28/2015 TAGS: PREL, PGOV, TO, FR SUE 


Column 10 


UNCLAS SECTION 01 OF 02 TEL AVIV 002655 SIPDIS SENSITIVE NEA FOR FRONT OFFICE; NEA/SA/EX Ft 


Column 10 


UNCLAS ACCRA 000800 SIPDIS SENSITIVE Ε.Ο. 12958: N/A TAGS: GH, TO, BN, PREF SUBJECT: SERIOUS 
CONFIDENTIALROME 001450 SIPDIS E.O. 12958: DECL: 04/27/2015 TAGS: PREL, SY, LE, IT, EUN SI 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 002904 SIPDIS SENSITIVE STATE FOR EB/TPP, EUR/ERA, EUR/WE, El 


Column 10 


UNCLAS SECTION 01 OF 04 BRASILIA 001142 SIPDIS SENSITIVE STATE PLEASE PASS TO USTR FOR SC 


Column 10 


UNCLAS QUITO 000962 SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, MARR, MOPS, MASS, EC, CO SUBJEC 


UNCLAS ABIDJAN 000716 SIPDIS SENSITIVE CORRECTED COPY CAPTION E.O. 12958: N/A TAGS: E 


Column 10 


CONFIDENTIAL CARACAS 001285 SIPDIS NSC FOR CBARTON USCINCSO ALSO FOR POLAD Ε.Ο. 


Column 10 


CONFIDENTIAL CARACAS 001286 SIPDIS NSC FOR CBARTON USCINCSO ALSO FOR POLAD E.O. 


Column 10 


UNCLAS QUITO 000964 SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, PHUM, XM, EC, OAS SUBJECT: ECUAI 
CONFIDENTIAL QUITO 000970 SIPDIS E.O. 12958: DECL: 04/28/2015 TAGS: PGOV, PREL, EC SUBJE 


Column 10 
UNCLAS SANTO DOMINGO 002425 SIPDIS SENSITIVE DEPARTMENT FOR WHA/CAR (MCISAAC), L/LEI (T 
CONFIDENTIALSECTION 01 OF 02 PANAMA 000959 SIPDIS DEPARTMENT FOR WHA/CEN PIERCE, 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BOGOTA 004050 SIPDIS COR REC T ED COPY //CHANGED SI 


Column 10 


CONFIDENTIALSECTION 01 OF 03 QUITO 000976 SIPDIS E.O. 12958: DECL: 04/29/2015 TAGS: PGO 


Column 10 


CONFIDENTIALSECTION 01 OF 02 COLOMBO 000807 SIPDIS DEPT FOR SA/INS E.O. 12958: DECL: 
UNCLAS SECTION 01 OF 03 HANOI 000993 SIPDIS SENSITIVE STATE ALSO FOR E, EB AND EAP/BCLTV € 


Column 10 


UNCLAS SECTION 01 OF 03 TAIPEI 001963 SIPDIS SENSITIVE DEPT FOR EAP/TC DEPT PLEASE PASS AI 


Column 10 


UNCLAS SECTION 01 OF 04 WELLINGTON 000342 SIPDIS SENSITIVE STATE FOR EB/TPP AND EAP/ANP 


Column 10 


UNCLAS SECTION 01 OF 02 WELLINGTON 000344 SIPDIS SENSITIVE STATE FOR EAP/ANP - TRAMSEY [ 


Column 10 


UNCLAS SECTION 01 OF 03 VILNIUS 000447 SIPDIS FOR CODEL KINGSTON FROM CHARGE DVAFFAIRES 


Column 10 


UNCLAS PRAGUE 000634 SIPDIS PLEASE PASS TO USDA/ARS/MICHELE WILLIAMS Ε.Ο. 12958: N/A TAGS 
UNCLAS LJUBLJANA 000285 SIPDIS TOFAS 17 VIENNA FOR AGRICULTURE FAS FOR FAA/BLEGGI USDA | 
UNCLAS ADANA 000091 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, ADANA, Press Sumn 


Column 10 


UNCLAS SECTION 01 OF 05 COLOMBO 000811 SIPDIS STATE ALSO PASS TO USAID USAID/W FOR A/AID , 
UNCLAS ROME 001451 SIPDIS FROM U.S. MISSION IN ROME STATE FOR IO/EDA, AF/W, NEA/ENA, OES: 
UNCLAS SECTION 01 OF 02 VIENNA 001401 SIPDIS SENSITIVE DEPARTMENT FOR EUR/AGS (VIKMANIS: 


Column 10 


CONFIDENTIALSECTION 01 OF 02 COLOMBO 000812 SIPDIS DEPT FOR SA/INS, S/CT E.O. 12958: 


Column 10 


CONFIDENTIALSECTION 01 OF 03 MANILA 001954 SIPDIS STATE FOR EAP/PMBS AND EAP/CM ΝΕΟΙ 


Column 10 


UNCLAS SECTION 01 OF 02 COLOMBO 000813 SIPDIS SENSITIVE STATE FOR SA/INS PACOM FOR FPA 


Column 10 


CONFIDENTIALANKARA 002439 SIPDIS E.O. 12958: DECL: 04/27/2015 TAGS: PREL, PTER, KDEM, IZ 


UNCLAS SECTION 01 OF 02 MANILA 001955 SIPDIS SENSITIVE DEPARTMENT FOR EAP/PMBS,INR/EAP, | 


Column 10 


UNCLAS DJIBOUTI 000424 SIPDIS E.O. 12958: N/A TAGS: KDEM, PREL, DJ SUBJECT: COMMUNITY OF DEN 
CONFIDENTIALSECTION 01 OF 02 SANAA 001054 SIPDIS E.O. 12958: DECL: 04/27/2015 TAGS: PGO 


Column 10 


UNCLAS ROME 001452 SIPDIS FROM THE U.S. MISSION TO THE UN AGENCIES IN ROME USDA FAS FO 


Column 10 


CONFIDENTIALSECTION 01 OF 03 KINSHASA 000724 SIPDIS E.O. 12958: DECL: 04/29/2015 TAGS: E 


Column 10 


UNCLAS MAPUTO 000545 SIPDIS FOR PRM/AFR - MARY LANGE E.O. 12958: N/A TAGS: PREF, MZ SUBJEC 
CONFIDENTIALSECTION 01 OF 04 MANILA 001960 SIPDIS STATE FOR EAP/PMBS NSC FOR GREEN 


Column 10 


UNCLAS SECTION 01 OF 03 PARIS 002910 SIPDIS STATE FOR EB/CIP AND INR/B USDOC FOR NTIA AND I 


Column 10 


UNCLAS PRAGUE 000637 SIPDIS PLEASE PASS TO NIH E.O. 12958: N/A TAGS: TBIO, OTRA SUBJECT: NIF 
UNCLAS SECTION 01 OF 14 NEW DELHI 003242 SIPDIS SENSITIVE DEPT FOR NP/ECC KATHERINE CRO 


and the 


Column 10 


UNCLAS PRAGUE 000638 SIPDIS PLEASE PASS TO INT/USGS/RESTON/WLRIPPLE E.O. 12958: N/A TAGS 
UNCLAS SECTION 01 OF 04 HANOI 001034 SIPDIS FOR CA/OCS/ACS/EAP; EAP/EX; EAP/BCLTV; OES/STC 


Column 10 


UNCLAS SECTION 01 OF 02 HANOI 001035 SIPDIS STATE FOR EAP/BCLTV; EAP/PD ASESHADRI Ε.Ο. 129 


Column 10 


UNCLAS SECTION 01 OF 03 MANILA 001961 SIPDIS SENSITIVE DEPARTMENT FOR EAP/PMBS, INR/EAP, 


Column 10 


UNCLAS SECTION 01 OF 05 TEL AVIV 002667 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS ROME 001456 SIPDIS Ε.Ο. 12958: N/A TAGS: PGOV, PREL, MARR, MOPS, IZ, IT, UNSC, IRAQI FRI 
UNCLAS BANGKOK 002922 SIPDIS DEPARTMENT FOR NP/ECC (CROUCH) E.O. 12958: N/A TAGS: ETTC, | 


UNCLAS JERUSALEM 001772 STATE PASS BBG STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE FOF 


Column 10 


CONFIDENTIALNEW DELHI 003250 SIPDIS NSC FOR GREEN/DORMANDY LONDON FOR POL-BELL 


Column 10 


UNCLAS ALMATY 001686 SIPDIS MOSCOW FOR DTRO-M/ACID; GENEVA FOR JCIC SENSITIVE Ε.Ο. 129! 
CONFIDENTIALSECTION 01 OF 02 DUBLIN 000512 SIPDIS E.O. 12958: DECL: 01/31/2015 TAGS: PRE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NEW DELHI 003252 SIPDIS E.O. 12958: DECL: 04/28/2015 TAGS: 


Column 10 


UNCLAS MASERU 000224 SIPDIS DEPT FOR DS, AF/S AND AF/EX E.O. 12958: N/A TAGS: ASEC, LT, UN SU 
UNCLAS SECTION 01 OF 02 PARIS 002926 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 001968 SIPDIS STATE PASS AIT/W Е.О. 12958: DECL: 02, 


Column 10 


UNCLAS SECTION 01 OF 03 MADRID 001676 SIPDIS DEPARTMENT PASS TO EUR/WE Ε.Ο. 12958: N/A TA: 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BUCHAREST 001062 SIPDIS STATE FOR EUR/NCE - WILLIAM SI 


Column 10 


UNCLAS MADRID 001677 SIPDIS E.O. 12958: N/A TAGS: EAID, PHUM, PREL, EU, SP SUBJECT: SPAIN: FUN 
CONFIDENTIAL SOFIA 000808 SIPDIS Ε.Ο. 12958: DECL: 04/29/2015 TAGS: PREL, PGOV, ECON, МА 


Column 10 


UNCLAS SECTION 01 OF 03 PARIS 002931 SIPDIS FROM ARS STATE FOR AF/PD; AF/RD/RA; IIP/G/AF; I/RI 


Column 10 


CONFIDENTIALSECTION 01 OF 05 NEW DELHI 003270 SIPDIS Ε.Ο. 12958: БЕСІ: 04/30/2015 TAGS: 


Column 10 


CONFIDENTIALDAMASCUS 002165 Ε.Ο. 12958: DECL: 04/28/2015 TAGS: ECON, EFIN, PGOV, PREL, 


Column 10 


UNCLAS SECTION 01 OF 02 ADANA 000093 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, I 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 001969 SIPDIS STATE PASS AIT/W Е.О. 12958: DECL: 02, 


Column 10 


UNCLAS BRASILIA 001146 SIPDIS STATE PASS TO FDA/INTL PROGRAMS FOR ASSOCIATE DIRECTOR FO 


Column 10 


CONFIDENTIALSECTION 01 OF 04 BUCHAREST 001063 SIPDIS STATE DEPT FOR EUR/NCE - WILL! 


Column 10 


CONFIDENTIAL ACCRA 000809 SIPDIS Ε.Ο. 12958: DECL: 04/29/2014 TAGS: GH, PGOV, PHUM, PRE 


Column 10 


CONFIDENTIALMADRID 001683 SIPDIS DEPARTMENT PASS TO EUR/WE, NEA/ELA, NEA/IPA E.O. 1 


UNCLAS MADRID 001684 SIPDIS STATE PLEASE PASS TO DHHS/FDA E.O. 12958: N/A TAGS: TBIO, OTRA, 
UNCLAS SECTION 01 OF 02 PRETORIA 001697 SIPDIS FOR INL, EB/IPC, AF/EPS, AND AF/S DEPT PASS U: 


Column 10 


UNCLAS SECTION 01 OF 04 ANKARA 002474 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE/ 


Column 10 


UNCLAS ASUNCION 000587 SIPDIS STATE FOR WHA/BSC E.O. 12958: N/A TAGS: AMGT, ASEC, CPAS, CVI 
CONFIDENTIALROME 001465 SIPDIS STATE FOR EB/CBA (MERMOUD) AND EUR/WE COMMERCE 
UNCLAS DUBLIN 000515 SIPDIS E.O. 12958: N/A TAGS: TBIO, PREL, PTER, ETRD, WHO SUBJECT: IRELAN 
UNCLAS SECTION 01 OF 02 MADRID 001687 SIPDIS SENSITIVE UNVIE FOR IAEA Ε.Ο. 12958: N/A TAGS: 


Column 10 
UNCLAS ZAGREB 000679 SIPDIS Е.О. 12958: N/A TAGS: PGOV, PREL, IZ, HR SUBJECT: CROATIA WELCO! 
CONFIDENTIALSECTION 01 OF 02 TUNIS 000894 SIPDIS DEPT FOR NEA/MAG (LAWRENCE), H, AN 


Column 10 


CONFIDENTIALMADRID 001688 SIPDIS PASS LABOR DEPARTMENT E.O. 12958: DECL: 04/27/2015 


UNCLAS MADRID 001689 SIPDIS FAA FOR SHARON K. YOUNG, JERRY VARES AND MIKE ERWIN E.O. 12€ 
UNCLAS BOGOTA 004101 SIPDIS DEPT FOR WHA/AND, INL Ε.Ο. 12958: N/A TAGS: KMDR, KPAO, OPRC, F 


Column 10 


UNCLAS MADRID 001691 SIPDIS VISAS VIPER DEPT FOR CA/VO/L/C AND INR/IC/TIPOFF E.O. 12958: N/A 
SECRETROME 001470 SIPDIS FOR NP/CBM E.O. 12958: DECL: 04/29/2015 TAGS: PARM, PREL, ETTC, 
UNCLAS SECTION 01 OF 02 ASUNCION 000589 SIPDIS STATE FOR WHA/BSC AND EB/IFD/OIA STATE PAS 


Column 10 


CONFIDENTIALSECTION 01 OF 06 KINSHASA 000731 SIPDIS E.O. 12958: DECL: 04/29/2015 TAGS: E 
UNCLAS SECTION 01 OF 02 BRASILIA 001148 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PREL, PIN 
UNCLAS SECTION 01 OF 02 TEL AVIV 002698 SIPDIS SENSITIVE NEA FOR FRONT OFFICE; NEA/SA/EX F( 
UNCLAS SECTION 01 OF 02 PARIS 002942 SIPDIS SENSITIVE DEPT ALSO FOR EUR/WE, EUR/ERA, EUR/ 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BRASILIA 001152 SIPDIS CORRECTED COPY (MESSAGE TE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TUNIS 000896 SIPDIS DEPT FOR NEA/MAG (LAWRENCE), EB/CI 


Column 10 


CONFIDENTIALSECTION 01 OF 05 RABAT 000896 SIPDIS DEPT FOR NEA/MAG, NEA/PI USAID/W Ft 


Column 10 


CONFIDENTIAL CARACAS 001298 SIPDIS STATE FOR WHA/PDA CONNERS/LEBENS/GALLEGOS, € 
CONFIDENTIALPARIS 002944 SIPDIS Ε.Ο. 12958: DECL: 04/15/2015 TAGS: PREL, SY, LE, FR SUBJE( 


Column 10 


CONFIDENTIALSECTION 01 OF 04 PARIS 002945 SIPDIS E.O. 12958: DECL: 04/26/2015 TAGS: PREL 


Column 10 


CONFIDENTIALSECTION 01 OF 03 PARIS 002946 SIPDIS E.O. 12958: DECL: 04/15/2015 TAGS: PREL 


Column 10 


UNCLAS SANTO DOMINGO 002448 SIPDIS DEPT FOR WHA/CAR, WHA/EPSC,ED/TPP/IPE; DEPT PASS US 
CONFIDENTIALLAGOS 000654 SIPDIS E.O. 12958: DECL: 04/28/2009 TAGS: ELAB, EPET, KDEM, NI, 


Column 10 


UNCLAS OTTAWA 001305 SIPDIS SENSITIVE DEPT FOR EB/TPP/IPE CALGARY PASS TO WINIPEG E.O. 


Column 10 


CONFIDENTIALSECTION 01 OF 02 QUITO 000978 SIPDIS DEPARTMENT PLEASE PASS USOAS E.C 


Column 10 


UNCLAS SANTO DOMINGO 002456 SIPDIS DEPT PASS TO TRANSPORTATION SECURITY ADMINISTRATIC 
UNCLAS PANAMA 000969 SIPDIS SENSITIVE DEPARTMENT FOR WHA/CEN E.O. 12958: N/A TAGS: PGOV 
CONFIDENTIALSECTION 01 OF 03 QUITO 000983 SIPDIS E.O. 12958: DECL: 04/28/2015 TAGS: PGO' 
CONFIDENTIALSECTION 01 OF 02 BOGOTA 004131 SIPDIS E.O. 12958: DECL: 04/29/2015 TAGS: AS 


Column 10 


UNCLAS SECTION 01 OF 02 QUITO 000989 SIPDIS SENSITIVE Е.О. 12958: N/A TAGS: PGOV, PREL, ASEC, 


Column 10 


SECRET MUSCAT 000699 SIPDIS NOFORN DEPT FOR DS/IP/NEA, DS/IP/ITA, DS/DSS/CC, CA/OCS, NE/ 
CONFIDENTIALSECTION 01 OF 02 BANGKOK 002925 SIPDIS DEPARTMENT FOR EAP, EAP/BCLTV, 


Column 10 


UNCLAS KUWAIT 001752 SIPDIS DEPT FOR G/TIP, NEA/ARPI E.O. 12958: N/A TAGS: PHUM, PGOV, ELAB, 
UNCLAS SECTION 01 OF 02 CAIRO 003183 SIPDIS SENSITIVE NEA FOR DAS DIBBLE AND NEA/ELA DS F( 
UNCLAS SECTION 01 OF 02 KUWAIT 001756 SIPDIS SENSITIVE USDOC FOR 4520ЛТА/МАС/АМЕ, 3131/Uf 


Column 10 


CONFIDENTIALSECTION 01 OF 03 KUWAIT 001777 SIPDIS STATE FOR NEA/ARPI E.O. 12958: DECI 


Column 10 


SECRETSANAA 001126 SIPDIS E.O. 12958: DECL: 05/01/2015 TAGS: AMGT, ASEC, PREL, PTER, EAC SL 
UNCLAS SECTION 01 OF 03 CAIRO 003184 SIPDIS SENSITIVE NEA FOR DAS DIBBLE AND NEA/ELA DS Ft 


Column 10 


SECRET MUSCAT 000711 SIPDIS NOFORN DEPT FOR DS/IP/NEA, DS/IP/ITA, NEA/EX, AND NEA/ARPI D 
CONFIDENTIALDHAKA 002061 SIPDIS E.O. 12958: DECL: 04/28/2015 TAGS: PTER, PHUM, PGOV, AF 


UNCLAS SECTION 01 OF 03 COLOMBO 000816 SIPDIS DEPT PASS USTR FOR G. BLUE AND JROSENBAU 
UNCLAS DAR ES SALAAM 000829 SIPDIS DS BI SENSITIVE BAMAKO FOR RSO E.O. 12958:DECL: N/A TA 
UNCLAS DAR ES SALAAM 000831 SIPDIS E.O. 12958: N/A TAGS: TBIO, OTRA, OVIP, AORC, TZ, WHO SUB. 
CONFIDENTIALSECTION 01 OF 02 DAR ES SALAAM 000832 SIPDIS DEPARTMENT FOR AF/E E.O. 1 
UNCLAS SECTION 01 OF 03 TAIPEI 001974 SIPDIS SENSITIVE STATE FOR EAP/RSP/TC AND OES/IHA ST 


Column 10 


SECRETSANAA 001133 SIPDIS NOFORN DS/DSS, DS/IP/NEA, DS/DSS/ITA, DS/ICI/PII, S/CT, NEA, NEA/ 
UNCLAS SECTION 01 OF 02 TAIPEI 001975 SIPDIS STATE FOR EAP/RSP/TC AND EAP/EP STATE PLEASE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NEW DELHI 003275 SIPDIS E.O. 12958: DECL: 04/27/2015 TAGS: 


Column 10 


CONFIDENTIALRANGOON 000507 SIPDIS STATE FOR EAP/BCLTV; PACOM FOR FPA E.O. 12958: D 


Column 10 


UNCLAS SECTION 01 OF 05 MANILA 001987 SIPDIS SENSITIVE STATE FOR EAP/PMBS, EAP/EP, EB/IFD T 


Column 10 


UNCLAS SECTION 01 OF 02 VIENNA 001425 SIPDIS SENSITIVE DEPARTMENT FOR NEA, PM, EUR/RPM, I 


Column 10 


CONFIDENTIALANKARA 002478 SIPDIS E.O. 12958: DECL: 05/02/2015 TAGS: PREL, PTER, SY, LE, Tl 


Column 10 


CONFIDENTIALDHAKA 002069 SIPDIS E.O. 12958: DECL: 05/02/2015 TAGS: EFIN, PINR, BG SUBJEC 
CONFIDENTIALDHAKA 002071 SIPDIS Ε.Ο. 12958: БЕСІ: 05/02/2010 TAGS: PREL, PHUM, IS, BG SU! 
UNCLAS PARIS 002950 SIPDIS STATE FOR IO, OES, EURWE UNVIE FOR IAEA E.O. 12958: N/A TAGS: TBIC 


CONFIDENTIALTHE HAGUE 001176 SIPDIS STATE FOR NEA/ELA E.O. 12958: DECL: 05/02/2015 TAC 
CONFIDENTIALSECTION 01 OF 03 COLOMBO 000818 SIPDIS STATE FOR SA/INS USPCOM FOR FP. 


Column 10 


CONFIDENTIALSECTION 01 OF 03 MANILA 001988 SIPDIS BANGKOK FOR D STAFF STATE FOR EA 


Column 10 


UNCLAS SECTION 01 OF 03 TUNIS 000898 SIPDIS SENSITIVE STATE FOR EB, NEA/MAG (LAWRENCE), Al 


Column 10 


UNCLAS SECTION 01 OF 07 ΤΕΙ AVIV 002719 SIPDIS STATE FOR ΝΕΑ, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS DAR ES SALAAM 000839 SIPDIS KAMPALA FOR REFCORD Ε.Ο. 12958: N/A TAGS: PREF, EAID, Т. 
UNCLAS SECTION 01 OF 02 BANGKOK 002946 SIPDIS DEPARTMENT FOR INR E.O. 12958: N/A TAGS: PRI 


Column 10 


UNCLAS SECTION 01 OF 02 MUSCAT 000715 SIPDIS DEPT FOR EB/TPP/IPC, NEA/ARPI DEPT PLEASE PA: 


Column 10 


CONFIDENTIALSECTION 01 OF 03 TAIPEI 001977 SIPDIS STATE PASS AIT/W Ε.Ο. 12958: DECL: 02, 


Column 10 


CONFIDENTIALKUWAIT 001791 SIPDIS FOR NEA/ARPI E.O. 12958: DECL: 05/01/2015 TAGS: PGOV, 
CONFIDENTIALSECTION 01 OF 02 MUSCAT 000716 SIPDIS E.O. 12958: DECL: 05/02/2015 TAGS: PG 
CONFIDENTIALSECTION 01 OF 03 TEL AVIV 002722 SIPDIS Ε.Ο. 12958: DECL: 04/27/2015 TAGS: KV 


Column 10 


CONFIDENTIAL ROME 001484 SIPDIS Ε.Ο. 12958: DECL: 05/01/2015 TAGS: PGOV, PREL, MARR, М( 


Column 10 


UNCLAS SECTION 01 OF 02 CALCUTTA 000176 SIPDIS SENSITIVE STATE FOR S/CT AND SA/INS E.O. 12! 


Column 10 


UNCLAS SECTION 01 OF 03 PARIS 002962 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


UNCLAS ISTANBUL 000645 SIPDIS Ε.Ο. 12958: N/A TAGS: ЕСІМ, ETTC, KFPC, KTIA, TU, XG, Istanbul SUBJE 


Column 10 


CONFIDENTIALTELAVIV 002729 SIPDIS E.O. 12958: DECL: 05/02/2015 TAGS: PGOV, PREL, KDEM, K 


Column 10 


CONFIDENTIALSECTION 01 OF 03 NEW DELHI 003308 SIPDIS E.O. 12958: DECL: 05/01/2015 TAGS: 


Column 10 


UNCLAS VILNIUS 000453 SIPDIS STATE FOR EUR/NB AND EB/TPP/IPE (JURBAN) STATE PLEASE PASS TC 
CONFIDENTIAL PARIS 002967 SIPDIS Ε.Ο. 12958: DECL: 04/28/2015 TAGS: FR, PGOV, PREL, RS SUE 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 002490 SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, PTER, AORC, TU 
UNCLAS SECTION 01 OF 02 KUWAIT 001807 SIPDIS Е.О. 12958: N/A TAGS: BEXP, EAIR, KU SUBJECT: AVI, 


Column 10 


UNCLAS SECTION 01 OF 10 ANKARA 002491 SIPDIS DEPARTMENT FOR G/TIP, G, INL, DRL, EUR/PGI, EUF 


Column 10 


UNCLAS ANKARA 002496 SIPDIS PM/DTCC -- BLUE LANTERN COORDINATOR TIM WATKINS Ε.Ο. 12958: I 
UNCLAS KINGSTON 001161 SIPDIS DEPARTMENT FOR WHA/CAR (BENT) AND USOAS E.O. 12958: N/A TA 
CONFIDENTIAL GABORONE 000600 SIPDIS DEPT FOR AF/S DIFFILY E.O. 12958: DECL: 05/01/201£ 


Column 10 


UNCLAS PRAGUE 000650 SIPDIS E.O. 12958: N/A TAGS: PHUM, EZ SUBJECT: GERMAN REPORTER RAISE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KUWAIT 001808 SIPDIS DEPT FOR NEA/ARPI E.O. 12958: DECL 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BOGOTA 004141 SIPDIS E.O. 12958: DECL: 05/02/2015 TAGS: PT 
UNCLAS TUNIS 000909 SIPDIS SENSITIVE STATE FOR NEA/MAG (LAWRENCE) STATE FOR PM/DTCC (TV 
CONFIDENTIALALGIERS 000868 SIPDIS E.O. 12958: DECL: 05/02/2015 TAGS: PGOV, PREL, PINR, AC 


Column 10 


CONFIDENTIALKINSHASA 000735 SIPDIS E.O. 12958: DECL: 05/02/2015 TAGS: PGOV, PREL, KPKO, 


UNCLAS SECTION 01 OF 02 JERUSALEM 001792 SIPDIS SENSITIVE NEA FOR FRONT OFFICE NEA/SA/E? 
UNCLAS VIENNA 001438 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: TBIO, PREL, PTER, AU, WHO SUBJEC 
CONFIDENTIALSECTION 01 OF 02 PARIS 002974 SIPDIS E.O. 12958: DECL: 04/29/2015 TAGS: PREL 


Column 10 


UNCLAS OTTAWA 001315 SIPDIS STATE FOR WHA/CAN:TBREESE, AHOLST; WHA/MEX: EMRICH; EB/PDA 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BOGOTA 004146 SIPDIS E.O. 12958: DECL: 04/26/2015 TAGS: PR 


Column 10 


UNCLAS PARIS 002975 SIPDIS SENSITIVE DEPT FOR EUR/WE, EUR/ERA, EUR/PPD, DRL/IL, INR/EUR ANI 


Column 10 


UNCLAS PARIS 002976 SIPDIS Ε.Ο. 12958: N/A TAGS: PREL, IZ, FR SUBJECT: FRANCE WELCOMES ΕΟΗΝ 


Column 10 


UNCLAS SECTION 01 OF 02 PORT AU PRINCE 001212 SIPDIS STATE FOR WHA/CAR WHA/EPSC INR/IAA/T 
UNCLAS SECTION 01 OF 02 PORT AU PRINCE 001214 SIPDIS STATE FOR WHA/CAR EB/IFD/OMA EB/IFD/( 
UNCLAS OTTAWA 001318 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: IZ, PGOV, PREL, FAC SUBJECT: CAN/ 
CONFIDENTIALSECTION 01 OF 02 BRASILIA 001164 SIPDIS E.O. 12958: DECL: 05/02/2015 TAGS: PC 


Column 10 


UNCLAS CARACAS 001332 SIPDIS USDOC FOR 6132/MAS/MFG/OHCG/SFRANCIS USDOC FOR 3134/010, 
CONFIDENTIAL CARACAS 001336 SIPDIS NSC FOR CBARTON TREASURY FOR OASIA-GIANLUCA 


Column 10 


CONFIDENTIALASUNCION 000592 SIPDIS E.O. 12958: DECL: 05/02/2015 TAGS: PREL, PTER, OVIP, I 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BOGOTA 004167 SIPDIS E.O. 12958: DECL: 05/02/2015 TAGS: PT 


Column 10 

UNCLAS SECTION 01 OF 02 QUITO 000995 SIPDIS SENSITIVE STATE FOR WHA/PPC, WHA/AND, AND ОЛ 
UNCLAS SECTION 01 OF 02 LIMA 002017 SIPDIS SENSITIVE DEPT FOR WHA/AND, WHA/EPSC, EB/IFD/OI 
UNCLAS CANBERRA 000772 SIPDIS SENSITIVE Ε.Ο. 12958: N/A TAGS: PGOV, PREL, IZ, AS SUBJECT: GO. 


CONFIDENTIALSECTION 01 OF 04 QUITO 001000 SIPDIS VISAS DONKEY DEPARTMENT FOR WHA 


Column 10 


UNCLAS SECTION 01 OF 03 TAIPEI 001979 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, E 


Column 10 


UNCLAS MUSCAT 000717 SIPDIS DEPT FOR NEA/ARPI, NEA/PPD, NEA/P, INR/R/MR LONDON FOR GOLDI 


Column 10 


UNCLAS SECTION 01 OF 02 PRETORIA 001704 SIPDIS DEPT FOR AF/EPS AND AF/S/TCRAIG AND KGAITH 


Column 10 


UNCLAS SECTION 01 OF 02 АПАМА 000094 SIPDIS Е.О. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, y 


Column 10 


UNCLAS SECTION 01 OF 02 GABORONE 000601 SIPDIS SENSITIVE AF/S FOR DIFFILY E.O. 12958: N/A T/ 


Column 10 


UNCLAS VIENNA 001439 SIPDIS SENSITIVE STATE FOR INL/PC (INGALLS) NEA/I, EUR/PGI, AND EUR/AGS 
UNCLAS GENEVA 001094 SIPDIS PASS USTR FOR ALLGEIER AND DWOSKIN EB/OT FOR CRAFT USDA FC 


Column 10 


CONFIDENTIALDHAKA 002083 SIPDIS E.O. 12958: DECL: 05/03/2010 TAGS: PTER, PGOV, BG, BG Te 


Column 10 


CONFIDENTIALMANILA 002014 SIPDIS STATE FOR EAP/PMBS, EAP/BCLTV, EAP/RSP E.O. 12958: D 
SECRET MANILA 002016 SIPDIS NOFORN Е.О. 12958: DECL: 05/03/2015 TAGS: PTER, EFIN, PREL, SA, 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 002001 SIPDIS STATE PASS AIT/W E.O. 12958: DECL: 05; 


Column 10 


UNCLAS SECTION 01 OF 03 TAIPEI 002003 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, E 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 002004 SIPDIS STATE PASS AIT/W E.O. 12958: DECL: 05; 


Column 10 


UNCLAS DHAKA 002085 SIPDIS FOR l/FW, B/G, IIP/G/NEA-SA, B/VOA/N (BANGLA SERVICE) STATE FOR 5, 


Column 10 


CONFIDENTIALSECTION 01 OF 04 DHAKA 002087 SIPDIS FOR SA A/S ROCCA Е.О. 12958: DECL: 0! 


Column 10 


CONFIDENTIALSECTION 01 OF 04 TAIPEI 002011 SIPDIS DEPT FOR EAP/TC DEPT PLEASE PASS A 


Column 10 


UNCLAS SECTION 01 OF 07 COLOMBO 000826 SIPDIS STATE ALSO PASS TO USAID USAID/W FOR A/AID. 
UNCLAS SECTION 01 OF 05 KUWAIT 001830 SIPDIS SENSITIVE AMMAN FOR ESTH HUB OFFICER JWHIT 


Column 10 


CONFIDENTIALDHAKA 002088 SIPDIS E.O. 12958: DECL: 05/03/2010 TAGS: AFIN, PTER, BG, BG Terr 
UNCLAS DHAKA 002089 SIPDIS FOR HHS-ELIZABETH YUAN, OFFICE OF GLOBAL HEALTH AFFAIRS E.O. 
CONFIDENTIALSECTION 01 OF 02 RANGOON 000518 SIPDIS STATE FOR EAP/BCLTV, EB/CIP COM 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 002989 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 
UNCLAS PARIS 002990 SIPDIS FROM USMISSION UNESCO PARIS STATE FOR L THESSIN, L/UNA OSBORI 
UNCLAS SECTION 01 OF 02 PORT AU PRINCE 001221 SIPDIS WHA/EX PLEASE PASS USOAS SOUTHCON 


Column 10 


CONFIDENTIALASUNCION 000593 SIPDIS STATE FOR WHA/BSC NSC FOR KIM BREIER TREASURY 


Column 10 


UNCLAS VIENNA 001447 SIPDIS FOR INR/TIPOFF AND CA/VO/L/C Ε.Ο. 12958: N/A TAGS: KVPR, PTER, CV 
CONFIDENTIALSECTION 01 OF 02 LIMA 002018 SIPDIS E.O. 12958: DECL: 05/02/2015 TAGS: PREL, 


Column 10 


SECRETTELAVIV 002749 SIPDIS E.O. 12958: DECL: 03/02/2015 TAGS: ECON, ETRD, IS, ECONOMY ANI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ALGIERS 000877 SIPDIS E.O. 12958: DECL: 05/02/2015 TAGS: PC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MANAMA 000646 SIPDIS E.O. 12958: DECL: 05/02/2015 TAGS: PF 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ASUNCION 000596 SIPDIS STATE FOR WHA, S/CT, INL STATE P/ 


Column 10 


SECRET SECTION 01 OF 02 KUWAIT 001834 SIPDIS STATE FOR NEA/ARPI Е.О. 12958: DECL: 04/23/20 


Column 10 


UNCLAS SECTION 01 OF 02 ATHENS 001197 SIPDIS STATE FOR EB/TRA E.O. 12958: N/A TAGS: EAIR, ECC 
CONFIDENTIALSECTION 01 OF 02 NEW DELHI 003333 SIPDIS E.O. 12958: DECL: 05/02/2015 TAGS: 


Column 10 


UNCLAS SECTION 01 OF 02 DAR ES SALAAM 000855 SIPDIS DEPARTMENT FOR AF/E SENSITIVE Ε.Ο. 1; 
CONFIDENTIALSECTION 01 OF 02 TELAVIV 002761 SIPDIS E.O. 12958: DECL: 05/03/2010 TAGS: IS, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ABU DHABI 001951 SIPDIS STATE FOR EB/TPP/BTA ADN EB/IFD, 


Column 10 


UNCLAS ANKARA 002522 SIPDIS DEPT FOR EB/TPP/MTA/IPE - SWILSON/JURBAN AND EUR/SE DEPT PAS 


Column 10 


UNCLAS SECTION 01 OF 04 ANKARA 002524 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, ΝΕΑ 


Column 10 


UNCLAS SECTION 01 OF 04 BRUSSELS 001727 SIPDIS SENSITIVE DEPARTMENT FOR AF/FO, AF/RSA, Al 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KUWAIT 001836 SIPDIS DEPT FOR NEA/ARPI E.O. 12958: DECL 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ANKARA 002525 SIPDIS DEPARTMENT FOR EUR/SE E.O. 12958 


Column 10 


UNCLAS ANKARA 002527 SIPDIS SENSITIVE FOR EUR/SE AND L/EUR - KAREN JOHNSON E.O. 12958: N/ 


Column 10 


CONFIDENTIALAMMAN 003467 SIPDIS E.O. 12958: DECL: 05/03/2015 TAGS: PGOV, PREL, PTER, IZ, 


UNCLAS SECTION 01 OF 02 JERUSALEM 001813 SIPDIS SENSITIVE NEA FOR FRONT OFFICE NEA/SA/E; 


Column 10 


CONFIDENTIALTELAVIV 002762 SIPDIS E.O. 12958: DECL: 05/03/2015 TAGS: PREL, KWBG, IS, SET 


Column 10 


SECRET ROME 001506 SIPDIS BAGHDAD PLEASE PASS TO BG VANGJEL; JUSTICE FOR ASSISTANT 


Column 10 


UNCLAS SECTION 01 OF 03 BRASILIA 001168 SIPDIS NSC FOR BREIER, RENIGAR TREASURY FOR OASI; 


Column 10 


CONFIDENTIALPARIS 003013 SIPDIS STATE FOR EUR/PRA, NP/ECNP, AND PM/WRA. E.O. 12958: D 
CONFIDENTIALROME 001509 SIPDIS DEPT FOR EUR/FO, EUR/ERA AND EUR/SCE Ε.Ο. 12958: DE 


Column 10 


UNCLAS SECTION 01 OF 02 WELLINGTON 000372 SIPDIS SENSITIVE STATE FOR EAP/ANP - TRAMSEY F 


Column 10 


UNCLAS BOGOTA 004204 SIPDIS E.O. 12958: N/A TAGS: PTER, PREL, PINS, ASEC, CO SUBJECT: GOC UR 


Column 10 
UNCLAS SECTION 01 OF 02 LIMA 002025 SIPDIS SENSITIVE DEPT FOR WHA/AND, WHA/EPSC, EB/CIP C! 
UNCLAS SECTION 01 OF 02 LIMA 002027 SIPDIS SENSITIVE DEPT FOR WHA/AND, WHA/EPSC, EB/CIP C 


Column 10 


UNCLAS ACCRA 000828 SIPDIS E.O. 12958: N/A TAGS: GH, BN, TO, PREF SUBJECT: NUMBER OF TOGOLI 
CONFIDENTIALSECTION 01 OF 02 ALGIERS 000883 SIPDIS STATE FOR NEA/MAG GENEVA FOR US 


Column 10 


UNCLAS PORT AU PRINCE 001226 SIPDIS SOUTHCOM ALSO FOR POLAD WHA ALSO FOR USOAS E.O. 1 


Column 10 


UNCLAS SECTION 01 OF 03 QUITO 001005 SIPDIS DEPT FOR WHA/AND, WHA/PPC, EB, AND DRL/IL. USE 


CONFIDENTIALASUNCION 000597 SIPDIS STATE FOR WHA/BSC, WHA/EPSC, EB/CBA, INL/C/CP ST 
UNCLAS E F T O SECTION 01 OF 02 BOGOTA 004232 SIPDIS DEAX POST FOR DEA ONLY HQS FOR OE/H 


Column 10 
CONFIDENTIALSECTION 01 OF 03 NASSAU 000851 SIPDIS E.O. 12958: DECL: 05/03/2010 TAGS: EN 


Column 10 


UNCLAS SECTION 01 OF 02 LIMA 002030 SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, PE SUBJECT: PERU 


Column 10 


CONFIDENTIALDHAKA 002094 SIPDIS E.O. 12958: DECL: 05/03/2010 TAGS: AFIN, PTER, BG, BG Terr 
UNCLAS CANBERRA 000779 SIPDIS E.O. 12958: N/A TAGS: PTER, PREL, AS, IZ SUBJECT: FIRST AUSTRAL 


Column 10 


UNCLAS DJIBOUTI 000432 SIPDIS STATE FOR AF AND AF/E STATE PASS USAID E.O. 12958: N/A TAGS: P 


UNCLAS WELLINGTON 000356 SIPDIS STATE FOR OES/OA ETIRPAK E.O. 12958: N/A TAGS: KRVC, TPHY, 


UNCLAS BANGKOK 003000 
UNCLAS BANGKOK 003001 
UNCLAS BANGKOK 003002 
UNCLAS BANGKOK 003003 
UNCLAS BANGKOK 003004 
UNCLAS BANGKOK 003005 
UNCLAS BANGKOK 003006 


SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 
SIPDIS 


STATE FOR EAP/BCLTV, L/PM, PM/ISO, INR AND DRL PACOM FOR FPA 
STATE FOR EAP/BCLTV, L/PM, PM/ISO, INR AND DRL PACOM FOR FPA 
STATE FOR EAP/BCLTV, L/PM, PM/ISO, INR AND DRL PACOM FOR FPA 
STATE FOR EAP/BCLTV, L/PM, PM/ISO, INR AND DRL PACOM FOR FPA 
STATE FOR EAP/BCLTV, L/PM, PM/ISO, INR AND DRL PACOM FOR FPA 
STATE FOR EAP/BCLTV, L/PM, PM/ISO, INR AND DRL PACOM FOR FPA 
STATE FOR EAP/BCLTV, L/PM, PM/ISO, INR AND DRL PACOM FOR FPA 


CONFIDENTIALSECTION 01 OF 07 BRUSSELS 001734 SIPDIS DEPARTMENT FOR AF, EUR/ERA, PR 


Column 10 


UNCLAS LJUBLJANA 000292 SIPDIS DEPARTMENT FOR EUR/PD E.O. 12958: N/A TAGS: KPAO, OIIP, SL, F 


Column 10 


UNCLAS SECTION 01 OF 02 CAIRO 003239 SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, PTER, KPAO, IS, R 


Column 10 


CONFIDENTIAL VATICAN 000473 SIPDIS DEPT. FOR EUR/WE (LEVIN), EAP/IET (SHETH) E.O. 1295 


Column 10 


UNCLAS SECTION 01 OF 03 COLOMBO 000831 SIPDIS STATE FOR SA/INS INL/C FOR ADAM SHANTI EB/T 
CONFIDENTIAL ACCRA 000829 SIPDIS KINSHASA PASS TO BRAZZAVILLE E.O. 12958: DECL: 04/18 
SECRET SECTION 01 OF 03 RANGOON 000525 SIPDIS DEPARTMENT FOR EAP, DRL, RM, L, AND H PA: 


CONFIDENTIALMADRID 001693 SIPDIS STATE FOR EUR/WE AND EUR/RPM DEFENSE FOR OSD/IS 


Column 10 


CONFIDENTIALPARIS 003014 SIPDIS E.O. 12958: DECL: 04/04/2015 TAGS: PREL, PINR, Fl, PBIO, FR 


UNCLAS ALMATY 001707 SIPDIS DEPARTMENT FOR EUR/CACEN MOYMARA, JMUDGE DEPT PLEASE PA 
UNCLAS COLOMBO 000832 SIPDIS DEPT SA/INS (BRENNIG, DEAN) SA/PD (SCENSNY, ROGERS, STRYKE 


Column 10 


UNCLAS YEREVAN 000785 SIPDIS SENSITIVE DEPT FOR DRL AND EUR/CACEN Ε.Ο. 12958: N/A TAGS: 


Column 10 


UNCLAS SECTION 01 OF 03 TAIPEI 002022 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, E 


Column 10 


SECRET SECTION 01 OF 02 MANILA 002042 SIPDIS NOFORN DEPARTMENT FOR EAP/PMBS, INR/EAP 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 002025 SIPDIS STATE PLEASE PASS AIT/W AND USTR S 


Column 10 


UNCLAS LJUBLJANA 000293 SIPDIS DEPT FOR EUR/NCE Ε.Ο. 12958: N/A TAGS: PREL, PGOV, OFDP, IZ, ‹ 
CONFIDENTIALSECTION 01 OF 02 BANGKOK 003020 SIPDIS DEPARTMENT FOR EAP, EAP/BCLTV | 


Column 10 


UNCLAS THE HAGUE 001201 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: AMGT, APER, ASEC, KTIA, MARR, 
SECRET SECTION 01 OF 02 ANKARA 002529 SIPDIS STATE PLEASE PASS TO EUR/SE Е.О. 12958: DEC 


UNCLAS COLOMBO 000833 SIPDIS DEPT FOR EB A/S ANTHONY WAYNE; SA/INS FOR J. BRENNIG, N. DE/ 
UNCLAS SECTION 01 OF 06 TEL AVIV 002777 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS SECTION 01 OF 02 HANOI 001037 SIPDIS SENSITIVE STATE FOR EAP/BCLTV AND DRL Ε.Ο. 12£ 


Column 10 
UNCLAS SECTION 01 OF 02 PARIS 003020 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 003021 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


UNCLAS ROME 001521 SIPDIS FROM THE U.S. MISSION TO THE UN AGENCIES IN ROME USDA FORES 


Column 10 


UNCLAS SECTION 01 OF 03 CHENNAI 000875 SIPDIS SENSITIVE BUT UNCLASSIFIED Ε.Ο. 12958: N/A ΤΑΙ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 COLOMBO 000834 SIPDIS DEPARTMENT FOR SA, SA/INS NSC F 


Column 10 


UNCLAS ALMATY 001720 SIPDIS STATE FOR EUR/CACEN (JMUDGE), EUR/RPM, DRL/PHD (PDAVIS), DRI 


Column 10 


UNCLAS ALMATY 001721 SIPDIS STATE FOR EUR/CACEN (JMUDGE), EUR/RPM, DRL/PHD (PDAVIS) SEP 


Column 10 


UNCLAS ABU DHABI 001983 SIPDIS E.O. 12958: N/A TAGS: MASS, PREL, TC SUBJECT: UAE WELCOMES F 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 003024 SIPDIS FROM USMISSION UNESCO PARIS Ε.Ο. 12958: N/A TA 


Column 10 
UNCLAS KUWAIT 001859 SIPDIS E.O. 12958: N/A TAGS: SENV, TSPL, TBIO, AMGT, KU, ZR SUBJECT: KUW/ 
CONFIDENTIALSECTION 01 OF 03 NEW DELHI 003365 SIPDIS Ε.Ο. 12958: БЕСІ: 05/04/2015 TAGS: 


Column 10 


CONFIDENTIAL VIENNA 001461 SIPDIS DEPARTMENT FOR NEA/ARN, IO/P, EUR/ERA AND EUR/AGS 


Column 10 


UNCLAS NEW DELHI 003366 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PHUM, KCRM, KPKO, MARR, IN, H 
CONFIDENTIALSECTION 01 OF 03 ANKARA 002548 SIPDIS E.O. 12958: DECL: 05/02/2015 TAGS: PR 


Column 10 


UNCLAS HO CHI MINH CITY 000449 SIPDIS SENSITIVE Ε.Ο. 12958: N/A TAGS: PHUM, SOCI, PREL, PGOV 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 003025 SIPDIS FROM USMISSION UNESCO PARIS Ε.Ο. 12958: М/А ΤΑΙ 


Column 10 


UNCLAS SECTION 01 OF 03 PARIS 003027 SIPDIS FROM USMISSION UNESCO PARIS SENSITIVE STATE 


Column 10 


CONFIDENTIALKUWAIT 001860 SIPDIS E.O. 12958: DECL: 05/04/2015 TAGS: ECON, EFIN, PTER, KU 
CONFIDENTIALSECTION 01 OF 02 NEW DELHI 003367 SIPDIS E.O. 12958: DECL: 05/03/2015 TAGS: 


Column 10 


CONFIDENTIALAMMAN 003503 SIPDIS E.O. 12958: DECL: 05/04/2015 TAGS: PREL, PGOV, LE, SY, JC 


Column 10 


UNCLAS SECTION 01 OF 02 MUSCAT 000741 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, SOCI, PHU 


Column 10 


UNCLAS HO CHI MINH CITY 000451 SIPDIS SENSITIVE DEPARTMENT FOR EAP/BCLTV, DRL/IRF Ε.Ο. 12¢ 


Column 10 


UNCLAS SECTION 01 OF 04 ANKARA 002552 SIPDIS SENSITIVE TREASURY FOR INTERNATIONAL AFFAII 


Column 10 


UNCLAS SECTION 01 OF 04 ANKARA 002553 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE/ 


Column 10 


CONFIDENTIAL CARACAS 001355 SIPDIS NSC FOR CBARTON USCINCSO ALSO FOR POLAD Ε.Ο. 


Column 10 


CONFIDENTIAL CARACAS 001356 SIPDIS NSC FOR CBARTON HQSOUTHCOM ALSO FOR POLAD 


Column 10 


UNCLAS MADRID 001700 SIPDIS STATE PLEASE PASS TO DHHS/NIH/FIC Е.О. 12958: N/A TAGS: TBIO, ОТ 
UNCLAS MADRID 001701 SIPDIS FOR EUR/WE AND OES/SAT STATE PLEASE PASS TO NASA/OER:LISA H, 
UNCLAS DJIBOUTI 000435 SIPDIS LONDON/PARIS FOR AFRICA WATCHER E.O. 12958: N/A TAGS: OPDC, 
CONFIDENTIAL VIENNA 001464 SIPDIS DEPT FOR EB/ESC/TFS (LLAMBERT), S/CT (TKUSHNER), IO, 
UNCLAS SECTION 01 OF 02 PANAMA 000984 SIPDIS Ε.Ο. 12958: N/A TAGS: ОМІР, ASEC, ECON, PM, UNGA 
UNCLAS WARSAW 002164 SIPDIS SENSITIVE STATE FOR EUR/NCE TARA ERATH AND MICHAEL SESSU 
UNCLAS SECTION 01 OF 02 JERUSALEM 001849 SIPDIS SENSITIVE NEA FOR FRONT OFFICE NEA/SA/E? 
UNCLAS SECTION 01 OF 02 LAGOS 000661 SIPDIS E.O. 12958: N/A TAGS: PHUM, PGOV, PREL, KIRF, ELAI 


Column 10 


CONFIDENTIALCAIRO 003320 SIPDIS NEA FOR DAS DIBBLE AND FOR NEA/ELA; DS FOR JOE MOR 
CONFIDENTIALSECTION 01 OF 05 ANKARA 002555 SIPDIS STATE FOR EUR/SE E.O. 12958: DECL: 


Column 10 


CONFIDENTIALABUJA 000676 SIPDIS E.O. 12958: DECL: 05/04/2015 TAGS: PREL, MASS, MARR, PHI 
UNCLAS ANKARA 002556 SIPDIS STATE FOR EUR/SE E.O. 12958: N/A TAGS: MASS, MARR, TU SUBJECT: 
SECRETPRAGUE 000659 SIPDIS STATE FOR NP/CBM, EUR/PRA E.O. 12958: DECL: 05/05/2015 TAGS: 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ABUJA 000677 SIPDIS E.O. 12958: DECL: 05/04/2015 TAGS: PGO! 
CONFIDENTIALSECTION 01 OF 02 ASUNCION 000605 SIPDIS STATE FOR WHA/BSC NSC FOR KIM 


Column 10 


UNCLAS MUSCAT 000743 SIPDIS STATE FOR NEA/ARPI, NEA/PPD, NEA/P, IIP/G/NEA Е.О. 12958: N/A ТАС. 


Column 10 


UNCLAS MADRID 001702 SIPDIS STATE PLEASE PASS TO DHHS/FDA E.O. 12958: N/A TAGS: TBIO, OTRA, 
UNCLAS MADRID 001703 SIPDIS FOR OES STATE PLEASE PASS TO THE NATIONAL SCIENCE FOUNDATI( 
UNCLAS MADRID 001704 SIPDIS STATE PLEASE PASS TO DHHS/NIH/FIC Е.О. 12958: N/A TAGS: TBIO, OT 
UNCLAS MADRID 001705 SIPDIS PLEASE PASS TO FEDERAL HIGHWAY ADMINISTRATION E.O. 12958: N/, 
SECRETDUBLIN 000522 SIPDIS EB/ESC/TFS (LLAMBERT) S/CT (TKUSHNER) IO/PSC (BFITZGERALD) 
CONFIDENTIALTUNIS 000944 SIPDIS E.O. 12958: DECL: 05/04/2015 TAGS: PHUM, KDEM, PREL, TS 


UNCLAS DUBLIN 000523 SIPDIS EB/ESC/TFS (JCLARK) S/CT (TKUSHNER) NEA/ARPI (TWILLIAMS) NEA/EL 
UNCLAS MAPUTO 000552 SIPDIS STATE FOR AF/S - HTREGER STATE PASS TO USTR - PCOLEMAN COMN 
UNCLAS PARIS 003049 SIPDIS SENSITIVE STATE FOR EB AND EUR/WE E.O. 12958: N/A TAGS: ECON, E/ 


Column 10 


SECRET MUSCAT 000744 SIPDIS NOFORN DEPT FOR DS/IP/NEA, DS/IP/ITA, NEA/EX, AND NEA/ARPI E 
CONFIDENTIAL ROME 001529 SIPDIS DEPT FOR DAS STEPHENS Ε.Ο. 12958: DECL: 04/29/2015 Т, 


Column 10 


UNCLAS MADRID 001710 SIPDIS STATE PLEASE PASS TO DHHS/NIH/FIC: SONJA MADERA E.O. 12958: N/ 


UNCLAS SECTION 01 OF 03 MASERU 000237 SIPDIS ECA/PE/V CHARLOTTE PETERSON E.O. 12958: N/A 
UNCLAS SECTION 01 OF 02 TEGUCIGALPA 000934 SIPDIS STATE PASS USTR FOR AMalito and JYoung ST. 


Column 10 


CONFIDENTIAL CARACAS 001359 SIPDIS NSC FOR CBARTON TREASURY FOR OASIA-GIANLUCA 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PARIS 003053 SIPDIS E.O. 12958: DECL: 05/04/2015 TAGS: PREL 


Column 10 


CONFIDENTIALSECTION 01 OF 04 QUITO 001018 SIPDIS DEPARTMENT PLEASE PASS USAID E.O. 


Column 10 


UNCLAS SECTION 01 OF 02 LIMA 002053 SIPDIS SENSITIVE DEPT FOR WHA/AND, EB/TRA/AN FAA FOR | 


Column 10 


UNCLAS SECTION 01 OF 02 LIMA 002054 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PINS, PINR, PE 


CONFIDENTIALSECTION 01 OF 02 QUITO 001021 SIPDIS E.O. 12958: DECL: 05/04/2015 TAGS: PGO 


Column 10 


CONFIDENTIALLIMA 002055 SIPDIS E.O. 12958: DECL: 04/29/2015 TAGS: SNAR, PE SUBJECT: REVA 
CONFIDENTIALQUITO 001024 SIPDIS E.O. 12958: DECL: 05/04/2015 TAGS: MARR, MASS, PREL, SN. 


Column 10 


UNCLAS SECTION 01 OF 03 TAIPEI 002026 SIPDIS SENSITIVE STATE PLEASE PASS AIT/W AND USTR SI 


Column 10 


SECRET SECTION 01 OF 03 WELLINGTON 000363 SIPDIS NOFORN STATE FOR EAP/ANP, SA/PB, NEA 


Column 10 


UNCLAS LJUBLJANA 000294 SIPDIS EUR/PD Е.О. 12958: N/A TAGS: KPAO, ΟΙΡ SUBJECT: COUNTRY CLI 
CONFIDENTIALTAIPE! 002039 SIPDIS STATE FOR EAP/RSC/TC, EAP/EP, AND NP/NE ALEX BURKAR 
CONFIDENTIALSECTION 01 OF 04 COLOMBO 000837 SIPDIS STATE FOR SA/INS USPACOM FOR F 


Column 10 


UNCLAS SECTION 01 OF 02 TAIPEI 002041 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, E 


Column 10 


UNCLAS CANBERRA 000791 SIPDIS DEPT FOR IO/SHA - SMEHERA, S/UNR - JGERAN, AND USUN - MZAC! 


CONFIDENTIALSECTION 01 OF 03 KUWAIT 001863 SIPDIS STATE FOR NEA/ARPI E.O. 12958: DECI 


Column 10 


UNCLAS SECTION 01 OF 02 PRETORIA 001746 SIPDIS SENSITIVE BUT UNCLASSIFIED STATE FOR AF/S 


Column 10 


CONFIDENTIALANKARA 002564 SIPDIS THE HAGUE ALSO FOR THE CWC DEL E.O. 12958: DECL: ( 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TEL AVIV 002803 SIPDIS Ε.Ο. 12958: DECL: 05/04/2015 TAGS: PR 


Column 10 


UNCLAS KINSHASA 000757 SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, CG SUBJECT: ENCOURAGING SU 
UNCLAS SECTION 01 OF 06 HANOI 001044 SIPDIS SENSITIVE STATE FOR E, EB AND EAP/BCLTV STATE 


Column 10 


UNCLAS HANOI 001045 SIPDIS STATE FOR EAP/BCLTV AND EB/TPP/BTA/ANA STATE PASS USTR FOR EE 
UNCLAS SECTION 01 OF 03 HANOI 001046 SIPDIS STATE FOR EAP/BCLTV AND EB/TPP/BTA/ANA JBELLE 


Column 10 


UNCLAS SECTION 01 OF 04 HANOI 001047 SIPDIS STATE PASS USTR FOR EBRYAN STATE ALSO PASS U 


Column 10 


UNCLAS HANOI 001050 SIPDIS STATE FOR EAP/BCLTV USDA FOR FAS E.O. 12958: N/A TAGS: EAID, EAC 
UNCLAS SECTION 01 OF 06 TEL AVIV 002809 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


CONFIDENTIALNEW DELHI 003392 SIPDIS E.O. 12958: DECL: 03/30/2015 TAGS: PREL, ETTC, KNNP 


Column 10 


UNCLAS ANKARA 002578 SIPDIS SENSITIVE Ε.Ο. 12958: N/A TAGS: PREL, PTER, IZ, TU, Iraq SUBJECT: IR 
UNCLAS SECTION 01 OF 02 ANKARA 002579 SIPDIS DEPT FOR NP/ECC- PVANSON, ACHURCH, TGROEN 
UNCLAS SECTION 01 ОҒ 02 COLOMBO 000843 SIPDIS SENSITIVE DEPT FOR SA/INS Ε.Ο. 12958: N/A ТА 


Column 10 
CONFIDENTIAL ZAGREB 000716 SIPDIS SECDEF FOR OSD/ISP/EURASIA - ANDREW WINTERNITZ 
CONFIDENTIALSECTION 01 OF 04 MAPUTO 000559 SIPDIS AF/S FOR HTREGER E.O. 12958: DECL: 


Column 10 


UNCLAS SECTION 01 OF 06 BUCHAREST 001084 SIPDIS SENSITIVE DEPT FOR EUR/NCE - WILLIAM SIL 


Column 10 


CONFIDENTIALSECTION 01 OF 03 COLOMBO 000844 SIPDIS E.O. 12958: DECL: 05/05/2015 TAGS: F 


Column 10 


UNCLAS SECTION 01 OF 02 JERUSALEM 001859 SIPDIS SENSITIVE NEA FOR FRONT OFFICE NEA/SA/E? 
UNCLAS SECTION 01 OF 02 BRASILIA 001188 SIPDIS PLEASE PASS TO HHS FOR VGIDI PLEASE PASS TC 


Column 10 


CONFIDENTIAL ZAGREB 000718 SIPDIS SECDEF FOR OSD/ISP/EURASIA - ANDREW WINTERNITZ 
CONFIDENTIALSECTION 01 OF 03 COLOMBO 000845 SIPDIS DEPARTMENT FOR SA, SA/INS NSC F 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 003533 SIPDIS ADDIS ABABA FOR ESTH HUB - BALZER Ε.Ο. 12958 ^ 


Canada 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NEW DELHI 003401 SIPDIS E.O. 12958: DECL: 05/04/2015 TAGS: 


Column 10 


CONFIDENTIALNEW DELHI 003402 SIPDIS E.O. 12958: DECL: 05/04/2015 TAGS: PREL, EAID, KDEM, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 002585 SIPDIS E.O. 12958: DECL: 05/05/2015 TAGS: KIF 


Column 10 


UNCLAS SECTION 01 OF 04 ANKARA 002588 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE/ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 DAR ES SALAAM 000888 SIPDIS DEPARTMENT FOR AF/E E.O. * 


Column 10 


UNCLAS SECTION 01 OF 02 ADANA 000096 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, I 


Column 10 


UNCLAS DJIBOUTI 000438 SIPDIS London/Paris pass to Africa Watcher E.O. 12958: N/A TAGS: PREL, PGOV, 
CONFIDENTIALKINSHASA 000764 SIPDIS E.O. 12958: DECL: 05/04/2015 TAGS: PGOV, PREL, KPKO, 
UNCLAS SOFIA 000836 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PREL, BU SUBJECT: BULGARIA 
CONFIDENTIALSECTION 01 OF 02 ANKARA 002600 SIPDIS E.O. 12958: DECL: 05/05/2015 TAGS: PR 


Column 10 


CONFIDENTIAL ACCRA 000845 SIPDIS PARIS FOR CHARLES NEARY PRETORIA FOR TIM TRENKL 


Column 10 


UNCLAS ASUNCION 000610 SIPDIS DEPT FOR WHA/USOAS, WHA/PPC, WHA/BSC E.O. 12958: N/A TAGS: 
UNCLAS ASUNCION 000612 SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, PHUM, XM, PA, OAS SUBJECT: P2 
UNCLAS ASUNCION 000613 SIPDIS STATE FOR INL (GELMA BRUCE) E.O. 12958: N/A TAGS: SNAR, AFIN, I 
CONFIDENTIALSECTION 01 OF 02 AMMAN 003551 SIPDIS E.O. 12958: DECL: 05/05/2015 TAGS: PGC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 CAIRO 003421 SIPDIS E.O. 12958: DECL: 05/05/2015 TAGS: PTEF 


Column 10 


UNCLAS TEGUCIGALPA 000948 SIPDIS DEPT. FOR WHA/PD; IIP/G/WHA DIPASQUALE; AND IIP/T/ES DEPT 


UNCLAS TEGUCIGALPA 000950 SIPDIS FOR IIP/G/WHA AND IIP/T/ES, FOR WHA/PDA, WHA/USOAS, AND \ 


Column 10 


UNCLAS TEGUCIGALPA 000951 SIPDIS FOR IIP/G/WHA AND IIP/T/ES, FOR WHA/PDA, WHA/USOAS, AND \ 


UNCLAS BOGOTA 004301 SIPDIS DEPT FOR INL/C/CJ, G/TIP (ENTERO), WHA/PCC (PUCCETTI) E.O. 1295 
CONFIDENTIALSECTION 01 OF 05 CAIRO 003424 SIPDIS E.O. 12958: DECL: 05/05/2015 TAGS: PGO 


Column 10 


UNCLAS SECTION 01 OF 02 OTTAWA 001364 SIPDIS SENSITIVE STATE FOR WHA/CAN, WHA/MEX, STAT 
CONFIDENTIALSECTION 01 OF 02 LIMA 002061 SIPDIS E.O. 12958: DECL: 05/05/2015 TAGS: PREL, 


Column 10 


UNCLAS TEGUCIGALPA 000957 SIPDIS DEPT. FOR WHA/PD; IIP/G/WHA DIPASQUALE; AND IIP/T/ES DEPT 


Column 10 


UNCLAS BOGOTA 004303 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PHUM, AORC, CO, USOAS SUBJECT: 
UNCLAS ASUNCION 000619 SIPDIS DEPT FOR WHA/USOAS, WHA/PPC, WHA/BSC E.O. 12958: N/A TAGS: 
UNCLAS SECTION 01 OF 02 HANOI 001051 SIPDIS SENSITIVE STATE FOR EAP/BCLTV Ε.Ο. 12958: N/A T, 


Column 10 


UNCLAS SECTION 01 OF 02 HANOI 001052 SIPDIS STATE FOR EAP/BCLTV Ε.Ο. 12958: N/A TAGS: PREL, I 


Column 10 


UNCLAS SECTION 01 OF 02 АПАМА 000097 SIPDIS Е.О. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, ; 


Column 10 


UNCLAS LJUBLJANA 000302 SIPDIS Ε.Ο. 12958: N/A TAGS: MARR, SI SUBJECT: ODC SLOVENIA SIGNIFI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 002602 SIPDIS DEPARTMENT FOR EUR/SE E.O. 12958 


Column 10 


UNCLAS TAIPEI 002058 SIPDIS STATE FOR EAP/RSP/TC AND OES/IHA STATE PLEASE PASS TO AIT/W, U: 


Column 10 


SECRET TAIPEI 002061 SIPDIS STATE PASS AIT/W Е.О. 12958: DECL: 02/01/2015 TAGS: PREL, PINR, R 
UNCLAS SECTION 01 OF 02 BANGKOK 003041 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: OTRA, ECIN, ET 


Column 10 


UNCLAS SECTION 01 OF 04 ANKARA 002606 SIPDIS STATE ALSO FOR H USDOC FOR 4212/ITA/MAC/CPD, 


Column 10 


UNCLAS SECTION 01 OF 04 ANKARA 002607 SIPDIS STATE FOR EUR/SE, PM/DTTC AND PM/RSAT E.O. 1: 
UNCLAS SECTION 01 OF 03 PRETORIA 001766 SIPDIS DEPT FOR AF/S/JDIFFILY; AF/EPS; EB/IFD/OMA USI 
UNCLAS BANGKOK 003045 SIPDIS DEPARTMENT FOR PM/DTCC (JSTITZIEL) Ε.Ο. 12958: N/A TAGS: ETT( 


Column 10 


UNCLAS MADRID 001727 SIPDIS E.O. 12958: N/A TAGS: PHUM, PREL, SP, FR, GA, CV, SG, PO SUBJECT: S 


Column 10 


UNCLAS MAPUTO 000566 SIPDIS AF/RSA - BOB ZUEHLKE, G/TIP - FELICIA STEVENS E.O. 12958: N/A TAG: 


UNCLAS VIENNA 001470 SIPDIS SENSITIVE DEPT FOR EB/ESC/TFS (JCLARK), NEA/ARPI (TWILLIAMS), N 
CONFIDENTIALSECTION 01 OF 04 HARARE 000656 SIPDIS AF FOR DAS T. WOODS AF/S FOR B. NI 


CONFIDENTIAL ALMATY 001774 SIPDIS DEPT FOR EB/ESC (JONES), EUR/SNEC, EUR/CACEN (MU 
UNCLAS SECTION 01 OF 05 TELAVIV 002841 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 003056 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


UNCLAS SECTION 01 OF 03 PARIS 003061 SIPDIS FROM USMISSION UNESCO PARIS SENSITIVE STATE 


Column 10 


UNCLAS DUBLIN 000534 SIPDIS IO/SHA-SMEHRA S/UNR-JGERAN USUN-MZACK E.O. 12958: N/A TAGS: F 


CONFIDENTIALNEW DELHI 003430 SIPDIS DEPARTMENT FOR IO/SHA - SMEHRA,S/UNR - JGERAN 


Column 10 


UNCLAS ALMATY 001785 SIPDIS MOSCOW FOR DTRO-M/ACID GENEVA FOR JCIC SENSITIVE E.O. 1295 
CONFIDENTIAL CARACAS 001389 SIPDIS NSC FOR CBARTON USCINCSO ALSO FOR POLAD E.O. 


Column 10 


UNCLAS SECTION 01 OF 04 ASUNCION 000621 SIPDIS STATE FOR WHA/BSC, WHA/EPSC, EB/IFD/OMA 5 
CONFIDENTIALSECTION 01 OF 02 NEW DELHI 003431 SIPDIS E.O. 12958: DECL: 05/05/2015 TAGS: 


Column 10 


CONFIDENTIALSECTION 01 OF 03 NEW DELHI 003432 SIPDIS E.O. 12958: DECL: 05/06/2015 TAGS: 


Column 10 


UNCLAS OTTAWA 001368 SIPDIS SENSITIVE DEPT FOR WHA/CAN (F. HERNANDEZ) AND AF/W (A. SILSKI 
CONFIDENTIALSECTION 01 OF 03 TAIPEI 002063 SIPDIS STATE PASS AIT/W E.O. 12958: DECL: 05; 


Column 10 


CONFIDENTIAL ZAGREB 000724 SIPDIS DEPARTMENT FOR EUR/SCE, NP/RA:SONTAG, NP/ECC:M 
UNCLAS SECTION 01 OF 02 ABUJA 000698 SIPDIS SENSITIVE DEPARTMENT PASS USAID, ALSO FOR AF 


Column 10 


UNCLAS VIENNA 001472 SIPDIS SENSITIVE DEPARTMENT FOR МЕАЛ, EUR/ERA AND EUR/AGS Е.О. 129 


UNCLAS DUBLIN 000537 SIPDIS E.O. 12958: N/A TAGS: UNSC, UNGA SUBJECT: ICJ ELECTIONS: TOO SOC 
CONFIDENTIALSECTION 01 OF 03 OTTAWA 001371 SIPDIS E.O. 12958: DECL: 05/05/2009 TAGS: CA 


Column 10 


CONFIDENTIALKINSHASA 000768 SIPDIS PARIS FOR AFRICA WATCHER E.O. 12958: DECL: 05/06/2 
CONFIDENTIALSECTION 01 OF 02 KINSHASA 000769 SIPDIS DEPT FOR AF/C AND EB PARIS FOR A 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 002645 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, ΝΕΑ 


Column 10 


SECRET SECTION 01 OF 02 TEL AVIV 002855 SIPDIS Ε.Ο. 12958: DECL: 05/03/2015 TAGS: OREP, PREL, 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 003076 SIPDIS SENSITIVE STATE FOR EB/IFD E.O. 12958: N/A TAGS: 


Column 10 


UNCLAS ISTANBUL 000691 SIPDIS STATE FOR EUR/SE, EUR/PPD, EUR/EX, OBO/REPM STATE FOR DS/D: 


Column 10 


UNCLAS ROME 001572 SIPDIS Е.О. 12958: N/A TAGS: PHUM, UNCHR-1, UNGA, HUMAN RIGHTS SUBJEC” 
UNCLAS MADRID 001729 SIPDIS FOR EUR/WE AND OES/SAT STATE PLEASE PASS TO NASA/ID:LATIA MIL 
UNCLAS MADRID 001730 SIPDIS FOR EUR/WE AND OES/SAT STATE PLEASE PASS TO МА5А/ОЕН АТПА? 
UNCLAS SECTION 01 OF 02 JERUSALEM 001891 SIPDIS SENSITIVE NEA FOR FRONT OFFICE NEA/SA/E? 
UNCLAS MADRID 001731 SIPDIS FOR EUR/WE, OES/SAT AND EUR/AGS STATE PLEASE PASS TO NASA/C 
UNCLAS MADRID 001732 SIPDIS STATE FOR EUR/WE STATE PLEASE PASS TO DHHS:STEIGER OGHA E. 
CONFIDENTIAL ACCRA 000870 SIPDIS PARIS FOR CHARLES NEARY EUCOM FOR POLAD E.O. 12 


Column 10 


UNCLAS SANTO DOMINGO 002574 SIPDIS DEPT FOR WHA, WHA/CAR, EB; NSC FOR SHANNON; DEPT P; 
SECRETBRASILIA 001207 SIPDIS E.O. 12958: DECL: 05/05/2015 TAGS: PINR, PREL, BR, Bilateral Relatio 


Column 10 


UNCLAS MADRID 001733 SIPDIS STATE PLEASE PASS TO DHHS/FDA E.O. 12958: N/A TAGS: TBIO, OTRA, 
CONFIDENTIALSECTION 01 OF 03 SANTO DOMINGO 002576 SIPDIS NSC FOR SHANNON; DEPT F( 


Column 10 


UNCLAS SECTION 01 OF 03 ISTANBUL 000692 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: EINV, ECON, EFI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 LIMA 002074 SIPDIS SENSITIVE E.O. 12958: DECL: 08/08/2014 T. 


Column 10 
UNCLAS MADRID 001739 SIPDIS VISAS VIPER DEPT FOR CA/VO/L/C AND INR/IC/TIPOFF E.O. 12958: N/A 
CONFIDENTIAL BRATISLAVA 000356 SIPDIS Ε.Ο. 12958: DECL: 04/27/2015 TAGS: MARR, PREL, LO, 


UNCLAS PARIS 003086 SIPDIS IO/SHA - SMEHRA, S/UNR - JGERAN, USUN - MZACK Ε.Ο. 12958: N/A TAGS 
CONFIDENTIAL PARIS 003087 SIPDIS Ε.Ο. 12958: DECL: 05/06/2015 TAGS: PREL, PGOV, TO, FR SUE 


CONFIDENTIALPARIS 003088 SIPDIS E.O. 12958: DECL: 05/06/2015 TAGS: KPKO, SL, LI, IV, UK, FR, 


UNCLAS SECTION 01 OF 02 PARIS 003103 SIPDIS SENSITIVE DEPT ALSO FOR EUR/WE, DRL/IL, EUR/ER 


Column 10 


UNCLAS SECTION 01 OF 03 SANTO DOMINGO 002579 SIPDIS DEPT FOR INL/C A. SHANTI, EB/TPP/IPE A. 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 003104 SIPDIS STATE FOR EB/CIP USDOC FOR NTIA AND ITA FCC FOI 


Column 10 


UNCLAS OTTAWA 001373 SIPDIS SENSITIVE DEPT FOR IO/SHA - SMEHRA, S/UNR - JGERAN; USUN FOR 
UNCLAS OTTAWA 001374 SIPDIS STATE FOR WHA/CAN - ALAN HOLST, EB/TRA - JON BYERLY STATE PA: 


Column 10 


CONFIDENTIALANKARA 002651 SIPDIS BAGHDAD PLEASE PASS TO MNF-I Е.О. 12958: DECL: 05/0 
UNCLAS PORT AU PRINCE 001274 SIPDIS SENSITIVE Ε.Ο. 12958: N/A TAGS: PINR, SMIG, HA SUBJECT: N 


Column 10 


UNCLAS SECTION 01 OF 02 PORT AU PRINCE 001275 SIPDIS SOUTHCOM ALSO FOR POLAD WHA ALSO 


Column 10 


CONFIDENTIALSECTION 01 OF 02 QUITO 001047 SIPDIS DEPT PLEASE PASS TO USTR BENNETT 


Column 10 


UNCLAS KINGSTON 001196 SIPDIS PLASS USTR E.O. 12958: NA TAGS: ECON, ETRD, KIPR, JM SUBJECT 
UNCLAS LIMA 002080 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PHUM, AORC, PE, USOAS SUBJECT: PER 
UNCLAS SECTION 01 OF 03 QUITO 001048 SIPDIS SENSITIVE Ε.Ο. 12958: N/A TAGS: PREL, SNAR, ΑΞΕΟ. 


Column 10 


UNCLAS BOGOTA 004339 SIPDIS USOAS FOR EARL IRVING Е.О. 12958: N/A TAGS: PREL, AORC, CO, OA‘ 
UNCLAS SANTO DOMINGO 002614 SIPDIS SENSITIVE FOR USOAS-NEIGHBOUR; DRL-BUTLER, CAMPON 
UNCLAS SECTION 01 OF 04 OTTAWA 001384 SIPDIS Ε.Ο. 12958: N/A TAGS: CA, ECON, ЕТАР, MX, PGOV, 


Column 10 


UNCLAS SECTION 01 OF 03 KINGSTON 001197 SIPDIS SENSITIVE STATE FOR WHA/CAR (BENT) AND WF 
UNCLAS SECTION 01 OF 05 PANAMA 001023 SIPDIS SENSITIVE DEPARTMENT FOR H AND WHA/CEN SC 


Column 10 


UNCLAS PANAMA 001024 SIPDIS SENSITIVE DEPARTMENT FOR WHA/CEN USOAS FOR HUGH NEIGHBC 


UNCLAS PANAMA 001025 SIPDIS SENSITIVE DEPARTMENT FOR WHA/CEN IO/SHA FOR SMEHRA S/UNR 


UNCLAS SECTION 01 OF 03 QUITO 001050 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PREL, PINR, 


Column 10 


UNCLAS SANTO DOMINGO 002615 SIPDIS SENSITIVE STATE FOR WHA/CAR AND NEA E.O. 12958: N/A T. 
UNCLAS QUITO 001051 SIPDIS E.O. 12958: N/A TAGS: PHUM, AORC, EC, USOAS SUBJECT: ECUADOR TEI 
UNCLAS SECTION 01 OF 21 BOGOTA 004342 SIPDIS FOR INL, ALSO FOR WHA DEPT FOR ADMAID Ε.Ο. : 


Column 10 


UNCLAS TEGUCIGALPA 000969 SIPDIS STATE FOR WHA/CEN, WHA/PPC, AND DRL/PHD STATE PASS AID 
UNCLAS TEGUCIGALPA 000974 SIPDIS STATE FOR INL/C, INL/PC, INL/LP, WHA/PPC, AND WHA/CEN STAT 
UNCLAS TEGUCIGALPA 000978 SIPDIS STATE FOR WHA/USOAS, WHA/CEN, AND DRL/MLA E.O. 12958: N 
CONFIDENTIALSECTION 01 OF 02 QUITO 001054 SIPDIS DEPT FOR WHA/AND TREASURY FOR N£ 


Column 10 


UNCLAS SECTION 01 OF 02 KUWAIT 001878 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: ECON, EFIN, EINV 


Column 10 


CONFIDENTIALSECTION 01 OF 03 KUWAIT 001879 SIPDIS Ε.Ο. 12958: БЕСІ: 05/05/2015 TAGS: ЕСІ 


Column 10 


UNCLAS SECTION 01 OF 02 RANGOON 000542 SIPDIS SENSITIVE STATE FOR EAP/BCLTV, DS/IP/EAP; DI 


Column 10 


UNCLAS SECTION 01 OF 02 DHAKA 002173 SIPDIS FOR l/FW, B/G, IIP/G/NEA-SA, B/VOA/N (BANGLA SERV 


Column 10 


S E C R E T SANAA 001220 SIPDIS NOFORN DS/DSS, DS/IP/NEA, DS/DSS/ITA, DS/ICI/PII, S/CT, NEA, NEA/ 


Column 10 


CONFIDENTIALSECTION 01 OF 03 KUWAIT 001883 SIPDIS FOR E, AF; STATE PLEASE PASS TO US. 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KUWAIT 001884 SIPDIS STATE FOR NEA/ARPI, ЕВ Ε.Ο. 12958: Г 


Column 10 


UNCLAS SANAA 001221 SIPDIS Ε.Ο. 12958: N/A TAGS: PGOV, PREL, YM, DEMARCHE SUBJECT: DEMARCF 
CONFIDENTIALSANAA 001222 SIPDIS PLEASE PASS TO IO\UNP Е.О. 12958: DECL: 05/08/2015 ТАС 


Column 10 
UNCLAS AMMAN 003594 SIPDIS SENSITIVE DEPARTMENT FOR CA/OCS/ACS/NESA E.O. 12958: N/A TAG. 


UNCLAS CAIRO 003445 SIPDIS SENSITIVE STATE FOR NEA/ELA, NEA/RA, AND EB/IFD USTR FOR SAUMS 
CONFIDENTIALSECTION 01 OF 02 KUWAIT 001900 SIPDIS FOR NEA/ARPI E.O. 12958: DECL: 05/07 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KUWAIT 001901 SIPDIS DEPT FOR NEA/ARPI E.O. 12958: DECL 


Column 10 


CONFIDENTIALSECTION 01 OF 03 TAIPEI 002066 SIPDIS STATE PASS AIT/W Е.О. 12958: DECL: 05, 


Column 10 


UNCLAS COLOMBO 000849 SIPDIS SENSITIVE FOR S/WCI AND SA E.O. 12958: N/A TAGS: KAWC, PTER, 


UNCLAS DHAKA 002185 SIPDIS FOR I/FW, B/G, IIP/G/NEA-SA, B/VOA/N (BANGLA SERVICE) STATE FOR 5/ 


SECRET MUSCAT 000752 SIPDIS NOFORN DEPT FOR DS/IP/NEA, DS/IP/ITA, NEA/EX, AND NEA/ARPI E 
UNCLAS DAR ES SALAAM 000903 SIPDIS FOR AF/RSA ZUEHLKE FOR G/TIP SALLY NUEMANN Ε.Ο. 1295€ 


Column 10 


CONFIDENTIALCANBERRA 000806 SIPDIS STATE FOR NP AND EAP/ANP E.O. 12958: DECL: 05/08/2 
UNCLAS SECTION 01 OF 02 PRETORIA 001789 SIPDIS SENSITIVE EB/ESC/TFS, S/CT, INL/C, IO/PHO, TRE 


Column 10 


UNCLAS ADANA 000099 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, Press Summaries, Al 


Column 10 


UNCLAS VIENNA 001482 SIPDIS SENSITIVE DEPARTMENT FOR EUR/OHI AND EUR/AGS E.O. 12958: N/A 


Column 10 


CONFIDENTIALDUBLIN 000542 SIPDIS E.O. 12958: DECL: 01/31/2015 TAGS: PREL, PARM, PHUM SU 


Column 10 


CONFIDENTIALCANBERRA 000807 SIPDIS NOFORN E.O. 12958: DECL: 05/09/2015 TAGS: PREL, PC 


CONFIDENTIAL BRATISLAVA 000357 SIPDIS Е.О. 12958: DECL: 04/19/2015 TAGS: PREL, MARR, LO, 


Column 10 


UNCLAS SECTION 01 OF 02 SANAA 001233 SIPDIS STATE FOR IIP/G/NEA-SA, NEA/PI; ABU DHABI FOR PA 


Column 10 


UNCLAS SECTION 01 OF 05 TAIPEI 002075 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, E 


Column 10 
CONFIDENTIALSECTION 01 OF 03 DHAKA 002198 SIPDIS Ε.Ο. 12958: DECL: 05/09/2010 TAGS: Ρας 


Column 10 


UNCLAS SECTION 01 OF 02 HANOI 001065 SIPDIS SENSITIVE STATE PLEASE PASS TO USTR EBRYAN S 
UNCLAS SECTION 01 OF 02 HANOI 001073 SIPDIS SENSITIVE STATE FOR EAP/BCLTV Ε.Ο. 12958: N/A T, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 CANBERRA 000808 SIPDIS E.O. 12958: DECL: 05/09/2015 TAGS: 


Column 10 


CONFIDENTIALSECTION 01 OF 03 TAIPEI 002076 SIPDIS STATE PASS AIT/W Ε.Ο. 12958: DECL: 02; 


Column 10 


CONFIDENTIALSECTION 01 OF 04 BANGKOK 003073 SIPDIS GENEVA FOR RMA E.O. 12958: DECL: 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BANGKOK 003074 SIPDIS DEPARTMENT FOR EAP/BCLTV, S/CT; 


Column 10 


UNCLAS SECTION 01 OF 03 HANOI 001074 SIPDIS SENSITIVE STATE FOR EB/IPE AND EAP/BCLTV STATE 


Column 10 


SECRET NEW DELHI 003458 SIPDIS Ε.Ο. 12958: DECL: 03/08/2015 TAGS: PREL, ETTC, KNNP, UK, IN, N: 
UNCLAS DJIBOUTI 000443 SIPDIS STATE FOR AF AND AF/E LONDON/PARIS FOR AFRICA WATCHER E.O. 
CONFIDENTIALSECTION 01 OF 02 RANGOON 000549 SIPDIS STATE FOR EAP/BCLTV, DS/IP/EA,; С; 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 003629 SIPDIS DEPT FOR NP/ECC - T. GROEN, P. VAN SON, J. GABR 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 003115 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


UNCLAS SECTION 01 OF 03 VIENNA 001484 SIPDIS SENSITIVE DEPARTMENT FOR EUR/AGS E.O. 12958 


Column 10 


CONFIDENTIALKUWAIT 001907 SIPDIS FOR NEA/ARPI E.O. 12958: DECL: 05/08/2015 TAGS: PGOV, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 002663 SIPDIS E.O. 12958: DECL: 05/06/2015 TAGS: PR 


Column 10 


UNCLAS VILNIUS 000478 SIPDIS SENSITIVE STATE FOR INL AND EUR/NB JUSTICE FOR OIA AND AFMLS 


Column 10 


UNCLAS SECTION 01 OF 07 TEL AVIV 002874 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS SECTION 01 OF 02 COLOMBO 000858 SIPDIS SENSITIVE STATE FOR SA/INS AND DRL/IRF E.O. 


Column 10 


UNCLAS SECTION 01 OF 05 OTTAWA 001385 SIPDIS STATE FOR WHA/CAN:TBREESE, AHOLST; WHA/ME: 


Column 10 


CONFIDENTIALKUWAIT 001908 SIPDIS STATE FOR NEA/ARPI E.O. 12958: DECL: 05/09/2015 TAGS: 
CONFIDENTIALMANAMA 000671 SIPDIS STATE PASS USTR/NOVELLI E.O. 12958: DECL: 05/09/2015 
CONFIDENTIALSECTION 01 OF 04 DAR ES SALAAM 000908 SIPDIS DEPARTMENT FOR AF/E AND II 


Column 10 


UNCLAS DAR ES SALAAM 000909 SIPDIS E.O. 12958: N/A TAGS: PREL, TZ, UNSC, UNGA SUBJECT: Intern: 
UNCLAS DAR ES SALAAM 000910 SIPDIS Department for IO/SHA -SMEHRA, S/UNR -SGERAN, USUN- MZAC 
UNCLAS SECTION 01 OF 02 DJIBOUTI 000449 SIPDIS SENSITIVE DAKAR FOR FAA REP E. JONES, ROME 
CONFIDENTIALSECTION 01 OF 02 ASUNCION 000627 SIPDIS STATE FOR WHA/BSC AND EB/IFD/OI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MANAMA 000672 SIPDIS E.O. 12958: DECL: 05/03/2015 TAGS: KE 


Column 10 


CONFIDENTIALABU DHABI 002067 SIPDIS STATE PASS USTR FOR DBELL E.O. 12958: DECL: 05/09 


UNCLAS ANKARA 002667 SIPDIS USDOE FOR CHUCK WASHINGTON USDOC FOR 4212/ITA/MAC/OEURA/ 


Column 10 


CONFIDENTIALMADRID 001748 SIPDIS PM, WHA/AND, EUR/WE E.O. 12958: DECL: 05/09/2015 TAG 


Column 10 


CONFIDENTIALMADRID 001749 SIPDIS PM, WHA/AND, EUR/WE E.O. 12958: DECL: 05/09/2015 TAG 


CONFIDENTIALMADRID 001750 SIPDIS PM WHA/AND EUR/WE E.O. 12958: DECL: 05/09/2015 TAGS 


Column 10 


CONFIDENTIALMADRID 001751 SIPDIS DEPARTMENT PASS TO EUR/WE Ε.Ο. 12958: DECL: 05/09: 


Column 10 


UNCLAS KINSHASA 000776 SIPDIS DEPT PASS TO TREASURY DEPT FOR AF/C AND EB FROM BRAZZAVI 
CONFIDENTIALSECTION 01 OF 02 DJIBOUTI 000450 SIPDIS STATE FOR AF AND AF/E LONDON, PA 


Column 10 
CONFIDENTIALSECTION 01 OF 02 ATHENS 001268 SIPDIS EUR/SE FOR PARENTE AND YOUNTCHI 


Column 10 


UNCLAS MADRID 001756 SIPDIS Ε.Ο. 12958: N/A TAGS: PHUM, SP, UNCHR-1, UNGA SUBJECT: SPAINVS V 


SECRET SECTION 01 OF 02 PARIS 003118 SIPDIS STATE FOR S/CT, EUR/WE Е.О. 12958: DECL: 05/08/ 


Column 10 


CONFIDENTIALNEW DELHI 003479 SIPDIS E.O. 12958: DECL: 05/10/2015 TAGS: PREL, EAID, IZ, IN, 
CONFIDENTIALSECTION 01 OF 02 NEW DELHI 003480 SIPDIS E.O. 12958: DECL: 05/08/2015 TAGS: 


Column 10 


CONFIDENTIALKUWAIT 001912 SIPDIS DEPT FOR NEA/ARPI E.O. 12958: DECL: 05/08/2015 TAGS: F 
UNCLAS SECTION 01 OF 02 TEL AVIV 002899 SIPDIS SENSITIVE NEA FOR FRONT OFFICE; NEA/SA/EX Ft 


Column 10 


CONFIDENTIALKUWAIT 001913 SIPDIS FOR NEA/ARPI - BERNS AND EB/ESC/IEC/EPC - DOWDY E. 


Column 10 


CONFIDENTIALOTTAWA 001386 SIPDIS STATE FOR NP AND EAP/ANP E.O. 12958: DECL: 05/09/201 
UNCLAS VIENNA 001498 SIPDIS SENSITIVE DEPARTMENT FOR NP/CBM, EUR/ERA, EUR/PGI AND EUR/A 


UNCLAS ROME 001588 SIPDIS SENSITIVE DEPT FOR EUR/WE, EUR/ERA, EB/IFB/OMA PARIS ALSO FOF 


Column 10 


UNCLAS BRATISLAVA 000360 SIPDIS SENSITIVE FOR EUR/NCE AND G/TIP Е.О. 12958: N/A TAGS: PHUN 


Column 10 


SECRET ROME 001591 SIPDIS STATE FOR EUR/WE, EUR/PRA, INR/SPM, NP/ECNP E.O. 12958: DECL 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 002671 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE/ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 HARARE 000663 SIPDIS AF FOR DAS T. WOODS AF/S FOR B. NI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PORT AU PRINCE 001280 SIPDIS SOUTHCOM ALSO FOR POLAI 


Column 10 


CONFIDENTIALANKARA 002672 SIPDIS NOFORN E.O. 12958: DECL: 05/08/2015 TAGS: PREL, MARF 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KINSHASA 000779 SIPDIS E.O. 12958: DECL: 05/09/2015 TAGS: F 


Column 10 


SECRET ROME 001593 SIPDIS BAGHDAD PLEASE PASS TO BG VANGJEL; JUSTICE FOR ASSISTANT 


Column 10 


CONFIDENTIALDUBLIN 000548 SIPDIS E.O. 12958: DECL: 05/09/2015 TAGS: PGOV, PREL SUBJECT: 


Column 10 


CONFIDENTIALMADRID 001761 SIPDIS DEPARTMENT PASS TO EUR/WE Ε.Ο. 12958: DECL: 05/09: 


CONFIDENTIALSECTION 01 OF 02 CAIRO 003493 SIPDIS FOR NEA, H, NEA/ELA NSC STAFF FOR P 


Column 10 


CONFIDENTIALSECTION 01 OF 02 CARACAS 001431 SIPDIS NSC FOR TSHANNON AND CBARTON 


Column 10 


CONFIDENTIALSECTION 01 OF 04 CAIRO 003495 SIPDIS E.O. 12958: DECL: 05/09/2015 TAGS: PGO 


Column 10 


UNCLAS ASUNCION 000629 SIPDIS E.O. 12958: N/A TAGS: PHUM, AORC, PA, USOAS SUBJECT: PARAGUA 
CONFIDENTIAL CARACAS 001441 SIPDIS NSC FOR CBARTON HQ SOUTHCOM ALSO FOR POLAD 


Column 10 


UNCLAS HALIFAX 000113 SIPDIS STATE PASS USTR E.O. 12958: N/A TAGS: PREL, CPAS, ETRD, CA, New 


Column 10 


UNCLAS SANTO DOMINGO 002622 SIPDIS DEPT FOR WHA, WHA/CAR, EB/TPP/BTA/EWH; USTR FOR R V 


Column 10 


UNCLAS TEGUCIGALPA 000990 SIPDIS DEPT. FOR WHA/PD; IIP/G/WHA DIPASQUALE; AND IIP/T/ES DEPT 


Column 10 


UNCLAS SECTION 01 OF 02 PANAMA 001042 SIPDIS E.O. 12958: N/A TAGS: OREP, AMGT, ASEC, AFIN, OVI 
CONFIDENTIALTAIPEI 002077 SIPDIS STATE PASS AIT/WASHINGTON Е.О. 12958: DECL: 05/06/201! 
CONFIDENTIALSECTION 01 OF 02 TAIPEI 002078 SIPDIS STATE FOR EAP/RSP/TC, STATE PASS АП 


Column 10 


UNCLAS ΗΑΝΟΙ 001077 SIPDIS STATE FOR EAP/BCLTV Ε.Ο. 12958: N/A TAGS: PGOV, PREL, SOCI, VM S 


Column 10 


UNCLAS BANGKOK 003082 SIPDIS STATE FOR EAP/BCLTV, ШРМ, PWISO, INR AND DRL PACOM FOR FPA 
UNCLAS SINGAPORE 001436 SIPDIS OES/IHA FOR DANIEL SINGER HHS FOR AMAR BHAT E.O. 12958: N/ 
CONFIDENTIALSECTION 01 OF 06 AMMAN 003649 SIPDIS DEPT PASS USTR E.O. 12958: DECL: 05, 


Column 10 


UNCLAS WELLINGTON 000375 SIPDIS STATE FOR EB/TPP/MTA-WHITTEN AND EAP/ANP-RAMSEY SENSI 
UNCLAS ABU DHABI 002070 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, IZ, TC SUBJECT: UAE WELC 
UNCLAS ADANA 000101 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, ADANA, Press Sumn 


Column 10 


CONFIDENTIALSECTION 01 OF 03 NEW DELHI 003494 SIPDIS E.O. 12958: DECL: 05/08/2015 TAGS: 


Column 10 


UNCLAS ANKARA 002674 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PARM, PREL, TU SUBJECT: PSI: TURF 
UNCLAS MADRID 001766 SIPDIS DOE FOR G.VERRY, PNNL:E.EISENMAN, NNSA:P.DILL Е.О. 12958: N/A ТА 
UNCLAS DHAKA 002215 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PHUM, BG, BGD Elections SUBJI 
UNCLAS SECTION 01 OF 02 RANGOON 000555 SIPDIS SENSITIVE STATE PASS USAID/GH -- D. GIBB STA 


Column 10 


CONFIDENTIALDHAKA 002222 SIPDIS SENSITIVE NOFORN VISAS VIPER DEPT FOR INR/IC/TIPOFI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 002085 SIPDIS STATE FOR EAP/RSP/TC AND EB/CIP/BA, 


Column 10 


UNCLAS MADRID 001769 SIPDIS STATE FOR OES/STC STATE PLEASE PASS TO NSF E.O. 12958: N/A TAC 
UNCLAS MADRID 001770 SIPDIS STATE PLEASE PASS TO DHHS/NIH/FIC Ε.Ο. 12958: N/A TAGS: TBIO, ОТ 
UNCLAS MADRID 001771 SIPDIS FOR EUR/WE AND OES/SAT STATE PLEASE PASS TO NASA/OER:D.PLEP 
UNCLAS MADRID 001772 SIPDIS STATE PLEASE PASS TO DHHS/NIH/FIC Е.О. 12958: N/A TAGS: TBIO, OT 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ABU DHABI 002090 SIPDIS Е.О. 12958: DECL: 05/09/2010 TAGS: I 
UNCLAS MANAMA 000674 SIPDIS STATE FOR NEA/ARPI DBERNS Ε.Ο. 12958: N/A TAGS: EAID, KMPI, OTF 
CONFIDENTIALSECTION 01 OF 02 NEW DELHI 003505 SIPDIS E.O. 12958: DECL: 03/30/2015 TAGS: 


Column 10 


UNCLAS BANGKOK 003107 SIPDIS SENSITIVE DEPARTMENT FOR EAP/BCLTV, NEA E.O. 12958: N/A TAG: 
UNCLAS SECTION 01 OF 02 PARIS 003129 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 002114 SIPDIS STATE PASS AIT/W E.O. 12958: DECL: 02/ 


Column 10 


UNCLAS SECTION 01 OF 02 SANTO DOMINGO 002636 SIPDIS SENSITIVE STATE FOR WHA, WHA/CAR, V 


Column 10 


UNCLAS SECTION 01 OF 02 PORT AU PRINCE 001294 SIPDIS SENSITIVE STATE FOR WHA AND USOAS, 


Column 10 


UNCLAS SECTION 01 OF 06 TEL AVIV 002921 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS BANGKOK 003110 SIPDIS DEPARTMENT FOR IO/SHA - SMEHRA, S/UNR - JGERAN, USUN - MZAC 
UNCLAS ANKARA 002682 SIPDIS Е.О. 12958: N/A TAGS: TU, UNSC, UNGA SUBJECT: ICJ ELECTIONS DEM, 
UNCLAS ANKARA 002683 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, TBIO, TU, WHO SUBJECT: TUR 
UNCLAS SECTION 01 OF 03 ANKARA 002684 SIPDIS USAID/GH DGIBB STATE IO/EDA WSWANEY E.O. 12€ 
CONFIDENTIALSECTION 01 OF 02 SANAA 001244 SIPDIS E.O. 12958: DECL: 05/08/2015 TAGS: PHU 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TEL AVIV 002924 SIPDIS NEA FOR BURNS, SATTERFIELD/DIBBL 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TEL AVIV 002925 SIPDIS Ε.Ο. 12958: DECL: 05/09/2015 TAGS: PR 


Column 10 


UNCLAS BRASILIA 001229 SIPDIS E.O. 12958: N/A TAGS: PREL, ETRD, XR, XF SUBJECT: ARAB-SOUTH AN 


Column 10 


SECRET SECTION 01 OF 02 DOHA 000845 SIPDIS NEA/ARPI FOR STHORNE Ε.Ο. 12958: DECL: 05/10/z 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ANKARA 002689 SIPDIS DEPARTMENT FOR EUR/SE E.O. 12958 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 002690 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE/ 


Column 10 


CONFIDENTIALBRASILIA 001230 SIPDIS E.O. 12958: DECL: 05/10/2015 TAGS: PREL, ETRD, PGOV, » 


Column 10 


CONFIDENTIALBRASILIA 001231 SIPDIS E.O. 12958: DECL: 05/10/2014 TAGS: PREL, ETRD, XR, XF, 


Column 10 
CONFIDENTIALSECTION 01 OF 02 KUWAIT 001947 SIPDIS STATE FOR NEA/ARPI E.O. 12958: DECI 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TEL AVIV 002936 SIPDIS Ε.Ο. 12958: DECL: 05/03/2015 TAGS: PR 


Column 10 


CONFIDENTIALSECTION 01 OF 02 AMMAN 003696 SIPDIS E.O. 12958: DECL: 05/10/2015 TAGS: PRE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PARIS 003146 SIPDIS STATE FOR P, EUR/RPM, AND EUR/WE E. 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 002696 SIPDIS SENSITIVE TREASURY FOR INTERNATIONAL AFFAII 


Column 10 


CONFIDENTIALANKARA 002697 SIPDIS E.O. 12958: DECL: 05/10/2015 TAGS: PREL, MARR, MOPS, T 
UNCLAS SECTION 01 OF 02 TEL AVIV 002938 SIPDIS SENSITIVE NEA FOR FRONT OFFICE; NEA/SA/EX F( 
CONFIDENTIALSECTION 01 OF 02 BOGOTA 004360 SIPDIS E.O. 12958: DECL: 05/10/2015 TAGS: PT 


CONFIDENTIALSECTION 01 OF 05 MADRID 001786 SIPDIS STATE FOR EB/ESC/TFS (DAVE NELSON 
CONFIDENTIALSECTION 01 OF 02 TELAVIV 002939 SIPDIS E.O. 12958: DECL: 05/09/2015 TAGS: EC 


Column 10 


CONFIDENTIALSECTION 01 OF 03 TEL AVIV 002940 SIPDIS Ε.Ο. 12958: DECL: 05/09/2015 TAGS: EC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PORT AU PRINCE 001300 SIPDIS STATE FOR WHA AND USOAS 


Column 10 


UNCLAS SECTION 01 OF 04 LIMA 002111 SIPDIS SENSITIVE STATE FOR INL/LP STATE FOR WHA/PPC ON 


Column 10 


UNCLAS SANTO DOMINGO 002648 SIPDIS DEPT FOR WHA, WHA/CAR, EB/TPP/BTA/EWH; USTR FOR R V 


CONFIDENTIALSECTION 01 OF 02 HARARE 000671 SIPDIS AF/S FOR BNEULING NSC FOR SENIOF 
UNCLAS PARIS 003151 SIPDIS STATE FOR PM/DTCC - BLUE LANTERN COORDINATOR Ε.Ο. 12958: N/A 1 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PARIS 003156 SIPDIS FROM USMISSION UNESCO PARIS E.O. : 


Column 10 


UNCLAS ACCRA 000889 SIPDIS PLEASE PASS TO AF/RSA ROBERT ZUEHLKE E.O. 12958: N/A TAGS: GH 


UNCLAS SECTION 01 OF 03 BRASILIA 001239 SIPDIS SENSITIVE NSC FOR RENIGAR, BREIER TREASUR 


Column 10 


CONFIDENTIALSECTION 01 OF 04 ACCRA 000892 SIPDIS CDR USEUCOM FOR GENL WALD/POLAL 


Column 10 


UNCLAS OTTAWA 001403 SIPDIS STATE FOR WHA/CAN - ALAN HOLST, EB/TRA - JOHN BYERLY STATE P. 


UNCLAS GUATEMALA 001179 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, PGOV, IZ, GT SUBJECT: Gl 
CONFIDENTIAL CARACAS 001459 SIPDIS NSC FOR CBARTON ENERGY FOR DPUMPHREY AND AI 


Column 10 


UNCLAS SECTION 01 OF 04 LIMA 002115 SIPDIS SENSITIVE DRL FOR CNEWLING, DWALTERS, KCUMBE 
UNCLAS ASUNCION 000632 SIPDIS SENSITIVE FOR CA/VO/L/C AND INR/TIPOFF Ε.Ο. 12958: N/A TAGS: | 
UNCLAS SECTION 01 OF 03 QUITO 001058 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PREL, EC SL 


Column 10 


CONFIDENTIALOTTAWA 001410 SIPDIS STATE FOR WHA/CAN, EUR/RPM E.O. 12958: DECL: 05/10/ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 OTTAWA 001411 SIPDIS CONFIDENTIAL SIPDIS STATE FOR WH 
UNCLAS OTTAWA 001412 SIPDIS SENSITIVE DEPT FOR USOAS/HUGH NEIGHBOUR, DRL/MICHAEL BUTL 
UNCLAS ASUNCION 000636 SIPDIS MANILA FOR RPC STATE FOR IIP/T/CP, WHA/PDA E.O. 12958: N/A TAC 
UNCLAS TEGUCIGALPA 000994 SIPDIS DEPT. FOR WHA/PD; IIP/G/WHA DIPASQUALE; AND IIP/T/ES DEPT 


SECRET SECTION 01 OF 03 DHAKA 002243 SIPDIS Ε.Ο. 12958: DECL: 05/11/2015 TAGS: PGOV, PREL, E 


Column 10 


UNCLAS SECTION 01 OF 03 TAIPEI 002118 SIPDIS DEPARTMENT PASS AIT/W Е.О. 12958: N/A TAGS: PGC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BANGKOK 003128 SIPDIS DEPARTMENT FOR P, EAP, EAP/BCLT 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MANAMA 000675 SIPDIS E.O. 12958: DECL: 05/10/2015 TAGS: PR 
CONFIDENTIALSECTION 01 OF 03 BANGKOK 003129 SIPDIS DEPARTMENT FOR EAP, P, EAP/BCLT 


Column 10 


CONFIDENTIALHARARE 000672 SIPDIS AF FOR DAS T. WOODS AF/S FOR B. NEULING OVP FOR N 


CONFIDENTIALSECTION 01 OF 02 BANGKOK 003130 SIPDIS DEPARTMENT FOR EAP, EAP/BCLTV. 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BANGKOK 003131 SIPDIS DEPARTMENT FOR EAP, EAP/BCLTV I 


Column 10 
UNCLAS LILONGWE 000398 SIPDIS E.O. 12958: N/A TAGS: PGOV, KDEM, SOCI, MI, Political, President SUB, 


Column 10 


UNCLAS SECTION 01 OF 03 COLOMBO 000868 SIPDIS DEPT FOR EB A/S ANTHONY WAYNE; SA/INS FOR 


Column 10 


UNCLAS AMMAN 003709 SIPDIS E.O. 12958: N/A TAGS: TBIO, OTRA, JO, PBIO SUBJECT: Jordan Health Min 
CONFIDENTIALCHENNAI 000925 SIPDIS Е.О. 12958: DECL: 05/10/2015 TAGS: PGOV, PINR, PREL, P 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TEL AVIV 002947 SIPDIS Ε.Ο. 12958: DECL: 05/11/2015 TAGS: PR 


Column 10 


UNCLAS HANOI 001092 SIPDIS STATE FOR EAP/BCLTV AND EB/TPP/BTA/ANA STATE PASS USTR FOR EE 
UNCLAS SECTION 01 OF 05 TAIPEI 002121 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, E 


Column 10 


UNCLAS ABU DHABI 002113 SIPDIS SENSITIVE MANAMA FOR OFAC ATTACHE TREASURY FOR WILLIAM 


Column 10 


UNCLAS SECTION 01 OF 02 TAIPEI 002122 SIPDIS STATE PASS AIT/W Ε.Ο. 12958: N/A TAGS: PREL, PGO\ 
UNCLAS SECTION 01 OF 02 TAIPEI 002124 SIPDIS SENSITIVE DEPT FOR EAP/TC, EB/TRA/OTP E.O. 129! 
UNCLAS SECTION 01 OF 02 BANGKOK 003143 SIPDIS SENSITIVE DEPARTMENT FOR EAP/BCLTV, S/CT F 
CONFIDENTIAL VILNIUS 000490 SIPDIS STATE FOR EUR/NB (MGERMANO), PM/PPA (SKWAK) NSC I 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 002125 SIPDIS STATE PASS AIT/WASHINGTON Ε.Ο. 129! 


Column 10 


UNCLAS SECTION 01 OF 02 BANGKOK 003144 SIPDIS DEPARTMENT FOR EAP, EAP/RSP, EAP/BCLTV, AC 


Column 10 


UNCLAS CAIRO 003589 SIPDIS E.O. 12958: N/A TAGS: OPRC, PGOV, KPAO, EG, Media Themes SUBJECT: 


Column 10 


UNCLAS SECTION 01 OF 02 LAGOS 000696 SIPDIS DEPT FOR CA/OCS/ACS/AF, CA/FPP Ε.Ο. 12958: N/A T 
CONFIDENTIAL ROME 001623 SIPDIS STATE PASS USTR STATE PASS USDA FOR FAA/BLEGGI US 


Column 10 


CONFIDENTIALATHENS 001294 SIPDIS STATE FOR EB/TRA E.O. 12958: DECL: 05/10/2015 TAGS: E/ 
UNCLAS SECTION 01 OF 05 TEL AVIV 002950 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 003167 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


UNCLAS SECTION 01 OF 02 BANGKOK 003145 SIPDIS SENSITIVE DEPARTMENT FOR EAP/BCLTV, USPA( 


Column 11 


El Heraldo" 


Column 11 


Column 11 


make 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


correct" answer 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Order in Council 


'958: N/A TAGS: КОЕМ, PREL, CA, Pierre Pettigrew SUBJECT: CANADA: FOREIGN MINISTER TO ` 
Rafael Urdanetal" project purchased the technical data packs. 


Column 11 


Column 11 


ER DOJ/OIA FOR P. ROWAN AND A. IVANOVA LAGOS FOR DEA AND LEGATT Ε.Ο. 12958: DECL 
M SUBJECT: TERRORIST FINANCE: BILAL AL-HIYARI SUBMISSION TO 1267 COMMITTEE - DEM 
vi SUBJECT: TERRORIST FINANCE: LET SUBMISSION TO 1267 COMMITTEE - DEMARCHE DELI 
JECT: TERRORIST FINANCE: BUISIR SUBMISSION TO 1267 COMMITTEE (LIST 68) - DEMARCH 

E.O. 12958: NA TAGS: KSCA, SENV, TSPL, JM SUBJECT: CLIMATE CHANGE: RAISING PROFIL 
Conference 


Column 11 


Column 11 


optimistic.\" 


Column 11 


Column 11 


contagion effect\" of the Colombian 


Column 11 


ridiculous" comments by 


Column 11 


Column 11 


OUTHCOM FOR POLAD DAN JOHNSON MIAMI FOR SCINCSO//SCJ5 E.O. 12958: DECL: 04/25/2 
El Heraldo 


Column 11 


Column 11 


V, PREL, PINR, ASEC, EC SUBJECT: ECUADOR: TENSIONS LOWER, GOE REGROUPS REF: QL 
| always have to sit next to the Burmese at these events 


HUSO, JIATF/WEST FOR COMMANDER BUSCH E.O. 12958: N/A TAGS: MASS, PREL, PHUM, TI 
HUSO, JIATF/WEST FOR COMMANDER BUSCH E.O. 12958: N/A TAGS: MASS, PREL, PHUM, TI 
FOR POL/C ERIC JOHN E.O. 12958: N/A TAGS: PREL, PGOV, ELAB, PHUM, ECON, RP SUBJEC 


serene\" 


Column 11 


Column 11 


Column 11 


БЕСІ: 04/26/2015 TAGS: PTER, PGOV, ΡΙΝΗ, PHUM, СЕ, LTTE - Peace Process SUBJECT: SRI LZ 
Home Team" leads Singapore\'s crisis 


Column 11 


Column 11 


saddened but not surprised" by the 


Column 11 


Oman\" carried 


Column 11 


political chess\" could 


Column 11 


Column 11 


Column 11 


new\" and the MoD has stated its 


Column 11 


mini-TIFAW talks that USTR 


Column 11 


Column 11 


Column 11 


United Daily 


Column 11 


Column 11 


Column 11 


3Η RICHIE; DEPT FOR DS/IP/ITA; DEPT FOR DS/IP/NEA; NSC FOR ABRAMS/DANIN; USAID FOR 
>/DAVID DEFALCO SENSITIVE Ε.Ο. 12958: N/A TAGS: CASC, EINV, PHUM, TU SUBJECT: Updat 
to the outside 


Column 11 


Column 11 


Column 11 


Column 11 


We want back in.V In response 


Column 11 


joint mechanism!" between the government and the 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Presige\" oil spill disaster that 


Column 11 


Serving Abroad for Families & Employees (SAFE)\" or 2) have 


Column 11 


Column 11 


Congress for Municipality Assemblies.\" 


Column 11 


saw off" KMT 


Column 11 


Column 11 


Spotted Fever Rickettsioses in the Americas: A Decade of 


Column 11 


wives" of commanders. 


Column 11 


Column 11 


Column 11 


MAPP\" 


Column 11 


Column 11 


Column 11 


2015 TAGS: MARR, MASS, PREL, PTER, PGOV, BG SUBJECT: ADMIRAL FALLONVS VISIT TO BAI 
Capital Development Authority"). It is 


Column 11 


Column 11 


dismal 


Column 11 


Column 11 


Column 11 


Palestinian commander responsible for a ruthless 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


subversive act...committed by a group of insurgent 


Column 11 


on the table\" for a few years 


Column 11 


>UBLIC CTRY CLR, DOE/NNSA/DPTRAV HEUZE, (05/14/2005 - 05/22/2005) REF: SECSTATE 720: 
permanently" suspended South Kivu Governor 


Column 11 


KSCA, TPHY, SENV, OTRA SUBJECT: CZECH REPUBLIC, BULGARIA, SERBIA-MONTENEGRO, A 
scientific" rationale for 


Column 11 


WHICH CAME 


Column 11 


Column 11 


East-West Energy Corridor\" as a positive 


Column 11 


Column 11 


ARP, NEA/EX, NEA/P, CA, CENTCOM FOR POLAD Ε.Ο. 12958: DECL: 04/27/2015 TAGS: AMGT, / 
arrangements" prior to the 


Column 11 


ER/LOPP DOT FOR BHATIA FAA FOR LAVIN DEPT FOR E, SA, EB USDOC FOR 3131/OIO/ANESZ 


Column 11 
U-turn in Indian policy" as V'speculation 


Column 11 


Column 11 


Column 11 


HAIKA\" /WSEGN" OUTLAWED 


ARMENIAN REMEMBRANCE DAY\" 


Column 11 


Column 11 


Participants asked themselves 


Column 11 


Column 11 


015 TAGS: ETTC, PARM, PREL, IR, MU, International Relations SUBJECT: UPDATE: PSI - GERMAN 
al-Sablah\" and \"al- 


Column 11 


Column 11 


Column 11 


Column 11 
al-Sablah\" and \"al- 


Column 11 


VOLUNTEERISM AND COMMUNITY SERVICE 


Column 11 


Column 11 


Column 11 


Column 11 


URBAN ENVIRONMENTAL ISSUES 


Column 11 


Column 11 


Column 11 


Column 11 


GRASSROOTS ACTIVISM 


Column 11 


Column 11 


Column 11 


Column 11 


there is no trust 


Column 11 


Since when does someone who 


Column 11 


Column 11 


controlledW areas due to environmental 


JE ITER LETTER DELIVERED TO GOA REF: STATE 74998 1. On April 26, post conveyed reftel leti 
pandemic\"). Minister 


Column 11 


Column 11 


task force\" on Croatia met in 


Column 11 


Column 11 


cumbersome" 


Column 11 


Wall Street Journal" columnist Robert Pollock for raising 


Column 11 


teflon\" presidency. The terrorists\' taped threat to kill 


Column 11 


Column 11 


Column 11 


With 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Computer Village market in Lagos is 


Column 11 


Column 11 


Column 11 


Column 11 


NSTUDZINSKI, SBERRY RSC/DIR: JKIRKLAND E.O. 12958: N/A TAGS: EAID, RO, disaster relief, fl 
Endommagement\") Department 


Column 11 


Column 11 


Column 11 


Column 11 


indefinite strike 


Column 11 


Good 


cash-boxes\" in Kuwait 


Column 11 


Column 11 


next step" in Customs enforcement plan 


Column 11 


Column 11 


The VrevolutionV 


Column 11 


IN STATE PASS FDA/RWALLING STATE FOR NEA/LARSON EPA FOR INTERNATIONAL/MEDEAR 
Suppressing the 


Column 11 


Column 11 


know your 


3: EFIN, PTER, KTFN, SP, EUN, Counterterrorism SUBJECT: ENCOURAGING EU PARTICIPATION 
If we vote Vno 


Column 11 


Column 11 


Column 11 


luxury goods!" table. Luxury goods on Table A are 


Column 11 


data exclusivity\" concerns under Special 301 


Column 11 


the strongest bank operating in Egypt. V 


Column 11 


frozen" the Administrative and Technical (A&T) status of CSI 


Column 11 


Column 11 


Column 11 


This 


Column 11 


Ficohsa Express!" wire transfer offices in the U.S. 


Column 11 


NHA/PD (Jane Carpenter) E.O. 12958: N/A TAGS: KPAO, KIRC, OIIP SUBJECT: Malone nomination 
ECUADOR TO CONTINUE FTA 


Column 11 


Column 11 


Iffy\" on Fiscal Policies 


Column 11 


, HARRINGTON, CEREN, CERNIGLIA, GARCIA, MENDEZ, SPARACINO; OIL/SENECAL; NTRM/BE 


Column 11 
Democratic Systems and Practices!" 


Column 11 


in Harper, Ralph Goodale, Paul Martin, NDP SUBJECT: HARPER SUGGESTS POINT OF NO RETUF 
V, PREL, PINR, ASEC, EC SUBJECT: ECUADOR: OAS ON THE GROUND, QUITO CALM REF: QU 
It\'s not just rescuing children and repatriating them. It\'s 


Column 11 


, ROSENBERG LABOR FOR LEVINE, SHEA STATE FOR NEA/ARPI, DRL/IL Ε.Ο. 12958: DECL: 04, 
iF, NZ, UNSC SUBJECT: NEW ZEALAND: FUNDING AFGHANISTANYS PARLIAMENTARY ELECTIC 
-, AND DS/CR/VF STATE FOR CA, PRM, G/TIP, DRL/PHD апа WHA Е.О. 12958: N/A TAGS: SMIG, 
Serving Abroad for Families and Employees" 


Column 11 


Column 11 


REL, PTER, AM, WHO SUBJECT: ARMENIA WILL CONVEY MESSAGE ON WHO HEALTH REGUL 
JP MEETING -- EMBASSY ABU DHABI The Greek DCM convened the Abu Dhabi Mini-Dublin Grou 
‘OR COOPERATION CONCERNING PEACEFUL USES OF NUCLEAR ENERGY AND THE RETURN 
ЛМОС, PARM, PGOV, PHSA, PREL, ΚΝΝΡ, GG, КРАО, OIIP, AS SUBJECT: FM DOWNER MAY RAIS 
Red-Dead\"). The next tripartite Red-Dead 


Column 11 


E.O. 12958: DECL: 04/28/2015 TAGS: MARR, MASS, PGOV, TH, POL/MIL SUBJECT: APPROVING 
one man show.V A/S Welch asked 


Column 11 


Column 11 


Column 11 


;T: ATTORNEY GENERAL HASSAN ARIFF RESIGNS 1. Summary. The unexpected resignation of t 
United Daily News" said 


Column 11 


Column 11 


Column 11 


A TAGS: PREL, PGOV, AM, TU SUBJECT: GOAM RELEASES TEXT OF KOCHARIAN-ERDOGAN L 


Column 11 
Green" Legislative Yuan (LY) members as 


flat tax" that is now in effect. On December 


Column 11 


Column 11 


Column 11 


some" of the charges against them 


/А TAGS: ENRG, TRGY, KSCA, OTRA, SP, Country Visits SUBJECT: SPAIN COUNTRY CLEARANC 
.O. 12958: N/A TAGS: OTRA, TPHY, KSCA, ECON, SENV, SP, Country Visits SUBJECT: SPAIN COL 
partner" JVP; the rhetoric will only get harsher 


Column 11 


Column 11 


' DEPT PLS PASS ALSTEEL COLLECTIVE E.O. 12958: N/A TAGS: EIND, ELAB, EMIN, PGOV, SOC 
/, INL/C, IO/PHO TREASURY FOR OFAC Е.О. 12958: N/A TAGS: KTFN, KVPR, PTER, EFIN, ETTC 
especially in urban areas." \"Thanks to U.S. and other 


Column 11 


Column 11 


safe passage\" between Gaza and the West Bank 


Column 11 


Column 11 


Column 11 


Column 11 


SUPERB.\" IN ONE OF THEIR ARTICLES 


Column 11 


Column 11 


illegal" recordings 


Column 11 


NOMINATION - SPAIN REF: A. SECSTATE 74457 B. SECDEF CABLE DTG 131605ZT Mission 
refuseniks 


Column 11 


Column 11 


Column 11 


No to American Aid: Politicians and Economic 


Column 11 


Column 11 


El Universal" claims more than 30 


Column 11 


South Asia Tribune" 


Column 11 


Column 11 


under siege\" as evidence increasingly points to some member 


Column 11 


Column 11 


Column 11 


Off the Hook!" 


Column 11 


Column 11 


FROZEN\" DELIBERATIONS ON THE 1951 REFUGEE CONVENTION 


Column 11 


core issue" and а \"dispute 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


, PREL, CG SUBJECT: ELECTORAL COMMISSION TO ASK FOR AN EXTENSION OF THE TRANS 
A TAGS: ECON, JM SUBJECT: JAMAICAN ECONOMY - FIRST QUARTER 2005 - CONFIDENCE IS 
, SY, JO SUBJECT: DEMARCHE ON UNSCR 1559: JORDAN REF: STATE 78006 Classified By: Ch 
smokescreen for Pakistan\'s nuclear 


Column 11 


=CL: 04/28/2015 TAGS: PREL, ID, Fl, Aceh Talks SUBJECT: ACEH: AHTISAARI ANGRY OVER TNI 
working out" is strange to most Tunisians. 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


flat tax" that is now in effect. On December 


Column 11 


Column 11 


Column 11 


3 AND KGAITHER DEPT FOR EB/TRA/AN/CDEMARS, LFAUX-GABLE TRANSPORTATION FOR SI 
there are 


Column 11 


RK LYNN, DRL JEANETTE DAVIS AND INR JENNA BEN-YEHUDA E.O. 12958: N/A TAGS: PHUM, | 
Beneficial Usel" Builds Agriculture 


Column 11 


Column 11 


Column 11 


JO SUBJECT: FM QASRAWI: KING\'S EFFORTS TO IMPROVE JORDAN-IRAQ TIES PAYING OFF 
ASSESSMENT OF IDURONATE-2-SULFATASE IN MPS Il (HUNTER 


Column 11 


Cumhuriyet\" regards 


Column 11 


Column 11 


Column 11 


Column 11 


crossing the floor" 


Column 11 


JECT: ITALY: BERLUSCONI ANNOUNCES MAY 2006 ELECTIONS, ELECTION TIMETABLES AND 
entertainment" broadcasts. The head of 


Column 11 


Column 11 


Column 11 


PASS TO USAID FOR JERRY ΟΝΒΗΙΕΝ BRASILIA FOR ALESSANDRA LISBOA AND BARBARA RA 
TEMENT ON FORMATION OF IRAQI TRANSITIONAL GOVERNMENT 1. On April 28, the Turkish М 
ICE REQUEST - AKIN, DANNY REF: USDA FAS 671318 1. Embassy Prague welcomes and grant 
N/A TAGS: OTRA SUBJECT: CZECH REPUBLIC, CTRY CLR, DVA: PETER ROBERT SINCLAIR. F 
cherry pickV' an issue. End Summary. 


Column 11 


Column 11 


law of 2000 with minor amendments.\" On Syrian 


Column 11 


bless" these elections 


Column 11 


-, MOPS, MASS, EG, Visits SUBJECT: PREPARING FOR GENERAL ABIZAIDVS VISIT TO EGYPT ( 
anticipation" and 


Column 11 


Column 11 


everything possible in its power to 


Column 11 


Column 11 


Z, WHO, HIV/AIDS/PEPFAR SUBJECT: WHO: INTERNATIONAL HEALTH REGULATIONS DEMARC 
an open democratic 


Column 11 


fast-track\" 


an 


Column 11 


HARRY PONTING, TEAM LEAD, AND RAMKI UPPULURI E.O. 12958: N/A TAGS: AINF, OTRA, EG 
hot 


Column 11 


'REL, PGOV, KPAO SUBJECT: IRISH RESPONSE: SUSTAINING PRESSURE ON SYRIA TO COMP 
one more crisis.\" Referring to the MFA statement of 


Column 11 


Political Developments" and \"Mortars/Rockets\"). 


Column 11 


> REFUGEE FLOWS OUT OF TOGO BEGIN 1. (SBU) According to UNHCR Representative Rafik € 
deliver the right 


Column 11 


Europe takes off" over a photo of the new aircraft. The 


Column 11 


AIRCRAFT 


Column 11 


Column 11 


security plus development" strategy; a key 


dance-in\" 


Column 11 


inapplicable\". Saady 


Column 11 


severe sanctions\" against MVR 


Column 11 


DOR CONSIDERING IACHR NOMINATION REF: SECSTATE 75344 1. PolOff conveyed reftel TPs 
inappropriately\" publishing an editorial by 


Column 11 
AYLOR AND FUENTES) DEPARTMENT OF JUSTICE FOR CRIM/OIA (MAZUREK, ORJALES, SOK! 
corruption of minors\" because 


Column 11 


Column 11 


humanitarian exchange." 


Column 11 


Ruptura 25 


Column 11 


Column 11 


Column 11 


Column 11 


04/28/2015 TAGS: PGOV, PINR, PHUM, PTER, CE, Political Parties SUBJECT: SRI LANKA: WESTI 
expert level" meeting of 


Column 11 


Column 11 


Column 11 


RFID Research and Industrial Application 


Column 11 


Column 11 


Column 11 


pick-winners\" approach to economic 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Serving Abroad for Families and Employees" 


Column 11 


Column 11 


Near Abroad" 


Column 11 


3: EAGR SUBJECT: USDA CLEARANCE REQUEST: JANET HUNT REF: USDA FAS 671484 1. Ет 
FOR HL/SHERRY MADDUX, DIANE DIPIETRO E.O. 12958: N/A TAGS: EAGR, EUN SUBJECT: CO 
outlawed left-leaning organization." Documents and data 


Column 11 


ANDREW NATSIOS, JBRAUSE DCHA/OFDA KISAACS, GGOTTLIEB, MMARX, RTHAYER, BDEEM 
‘ENV; PASS EPA USAID FOR DCHA, OFDA GOTTLIEB AND AFR LAVELLE USDA FOR FAS HUGH 
zig-zag\" politics. He urged 


Column 11 


Column 11 


Taraki\") 


Column 11 


STRATEGIC COOPERATION" NOT PARTNERSHIP 


Column 11 


Column 11 


Column 11 


Column 11 


evil" of separatism 


Column 11 


Column 11 


Column 11 


BITTER\" 


conduct operations against them.\" 


Column 11 


Column 11 


YOCRACIES DEMARCHE DELIVERED REF: STATE 71931 1. (U) Acting Pol/Econ delivered дета! 
counters the law 


Column 11 


Column 11 


good agricultural practices!" 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


bureaus de 


Column 11 


T: MOZAMBIQUE: REQUEST FOR 2005 AMBASSADORVS FUND FOR REFUGEES ASSISTANCE 
niche\" role in PDR. Secretary Cruz plans to attend the 


Column 11 


Column 11 


Column 11 


Column 11 


hyperpuissant\" 


Column 11 


Column 11 


Column 11 


Column 11 


1/FIC -DR. MARINI- TRAVEL CLEARANCE REQUEST REF: SECSTATE 78744 1. Embassy Prague 
used" or \"intended to be used\" and V'including but 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


: KSCA, TPHY, TBIO, SENV, OTRA SUBJECT: CZECH REPUBLIC, CTRY CLR, USGS: COTTER +1 
donor group 


Column 11 


Column 11 


Column 11 


Column 11 


imperative\" for 


Column 11 


Column 11 


Column 11 


repeatedly" with his knowledge and support (full 


Column 11 


Column 11 


Column 11 


Were working closely with the 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


=EDOM SUBJECT: IRAQ: ITALIAN SUPPORT FOR THE TRANSITIONAL GOVERNMENT REF: ST, 
U.S.-Thailand Legal Technical Forum" will be held 


congressional battles 


Column 11 


Column 11 


will remain under review." 


Column 11 


58: N/A TAGS: PARM, KTIA, KZ, KACT, DTRO SUBJECT: DELIVERY U.S. START TREATY ITEMIZE 
Subtle Position" 


Column 11 


obsession!" 


Column 11 


Column 11 


Column 11 


BJECT: UN OBTAINS MASERU SECURITY OFFICER REF: (A) MASERU 187 (B) MASERU 167 (( 
JOSPIN: YES TO THE YESY WHILE LEFT-OF-CENTER LE 


Column 11 


Column 11 


deliverables\" during his April 29 summit with Hu. However 


Column 11 


Column 11 


Column 11 


indigenous primary 


Column 11 


Column 11 


Column 11 


exceptional8 cases for 


Column 11 


DING REQUEST FOR NEW EURASIA FOUNDATION STILLUNDER REVIEW REF: STATE 44003 
comrades.\" 


Column 11 


Column 11 


Column 11 


PARIS PLEADS FOR NATIONAL RECONCILIATION" 


Column 11 


Column 11 


Indian Express!" reported details of an ambitious draft 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


without a political 


Column 11 


a wounded 


Column 11 


Column 11 


united 


Column 11 


Column 11 


ASSESSMENT OF IDURONATE-2-SULFATASE IN MPS Il (HUNTER 


Column 11 


Column 11 


Euro-centric\" vision 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


the army is the only institution that matters -- everyone 


Column 11 


Column 11 


Column 11 


The Government of Spain accepts with satisfaction the 


SP, Country Visits SUBJECT: SPAIN COUNTRY CLEARANCE FOR HHS/FDA CHARLES LARSON 
STOP\" 


Column 11 


Global Patterns of Terrorism!" report for describing the PKK 


Column 11 


Column 11 


Column 11 


IS, KCRM, KFRD, PINR, PINS, PREL, SOCI, PA SUBJECT: PARAGUAY: PARTICIPATION IN FOURT 
FOR 534 BIS COMMERCE ALSO FOR MAC/EUR, USFCS/ADVOCACY SECDEF FOR USDATL/IC, 
IDYS RESPONSE TO WHO DEMARCHE REF: А. STATE 73041 В. STATE 27576 1. On April 28, 
finalV position. 


Column 11 


Column 11 
MES NEW IRAQ GOVERNMENT REF: SECSTATE 79107 1. (U) Poloff delivered reftel demarche to 
Following a constructive dialogue 


Column 11 


in the pipeline." Spain believes a 


)58: N/A TAGS: EAIR, OTRA, SP, FAA, Country Visits SUBJECT: SPAIN COUNTRY CLEARANCE FC 
There has been a lot of discussion surrounding the recent 


Column 11 


Column 11 


‚TAGS: CVIS, KVPR, PTER, ASEC, CMGT, ΡΙΝΗ, PREL, (ESQUISABEL URTUZAGA, PEIO ET AL): 
IT, EXPORT CONTROLS SUBJECT: (S) SHIELD S33A-04: UPDATE ON POSSIBLE IRANIAN PRO! 
capitalization" 


Column 11 


ΜΙΝ, ECON, PGOV, PREL, CG SUBJECT: CONGOLESE MINING PRIMER REF: KINSHASA 506 C 
R, KCRM, PTER, BR SUBJECT: FARC MAY BE BUYING STOLEN MEDICINE IN BRAZIL REF: A. B 
IR RICHIE; DEPT FOR DS/IP/1TA; DEPT FOR DS/IP/NEA; NSC FOR ABRAMS/DANIN; USAID FOR 


SOCIAL\" VS. THE \"LIBERAL\" IN THE REFERENDUM DEBATE 


Column 11 


Column 11 


Column 11 


under siege\" as evidence increasingly points to some member 


Column 11 


Column 11 


Column 11 


Tunisnews\" an article attacking President 


Column 11 


Column 11 


Column 11 


multi-dimensionalV strategy to fight 


Column 11 


Column 11 


Column 11 


Column 11 


3TATE FOR WHA/AND CUE NSC FOR CBARTON, HQ SOUTHCOM FOR POLAD/PAO RDELANY I 
Lebanese de Gaulle.\" The GoF was unsure as to 


Column 11 


lead nation!" roles in 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


prudent" and focused on Lebanon\'s independence and 


Column 11 


Column 11 


Column 11 


Column 11 


TR; USDOC FOR USPTO (BOLAND) DEPT PASS LIBRARY OF CONGRESS FOR COPYRIGHT OF 
well if you 


Column 11 


disappointment\" with USTRVs 


Column 11 


Open-minded 


Column 11 


Column 11 


IN (TSA) Е.О. 12958: N/A TAGS: EAIR, PTER, DR SUBJECT: BAN ON LIGHTERS DEMARCHE DE 
, PREL, PM, POLITICS ἃ FOREIGN POLICY SUBJECT: PANAMA TO CONSIDER SUPPORT FOR | 
V, PREL, PINR, EC SUBJECT: BIO INFO FOR NEW GOVERNMENT OFFICIALS: PART 3 REF: QU 
Lima 


Column 11 


Column 11 


inconsistencies\" in Congress approved method to 


Column 11 


Column 11 


Column 11 


MEX, AND NEA/ARPI DEPT ALSO FOR DS/DSS/OSAC, DS/ICI/CI, DS/OPO/FPD, DS/ICI/PII Ε.Ο. 1 
what is the correct format for the diplomatic 


Column 11 


KU, Labor SUBJECT: HELP JUST A CALL AWAY: FOREIGN LABORERS TO PHONE IN COMPLAIN 
IR JOE MORTON AND FOR DSS AND DS/IP/NEA ALSO FOR CA AND S/CT Е.О. 12958: N/A TAG: 


very restricted V" 


Column 11 


Column 11 


Column 11 


sealed." 


Column 11 


Column 11 


Column 11 


Column 11 


JBJECT: EXPIRATION OF AUTHORIZED DEPARTURE FOR AMERICAN EMBASSY SANAA REF: А 
Ihab IdrisA" End note.) Seven individuals near him 


Column 11 


Column 11 


Column 11 


Column 11 


¡EPT ALSO FOR DS/DSS/OSAC, DS/DSS/CC, CA/OCS Ε.Ο. 12958: БЕСІ: 1.6X1 TAGS: AEMR, AS 
waging or abetting war" and to Section З of the 


M STATE FOR SA/INS GENEVA PASS USTR Ε.Ο 12958: N/A TAGS: ECON, EFIN, KIPR, OTRA, C 
GS: ASEC SUBJECT: MULAMULA, HONEST LOCAL CHECKS REF: BAMAKO 487 SENSITIVE BL 
JECT: 58th World Health Assembly - Invitation from HHS Secretary Leavitt RE President's Emergenc 
2958: 4/25/15 TAGS: PGOV, PHUM, TZ SUBJECT: Tanzania Elections Update Classified by Pol-Ecc 
nations\" in 


Column 11 


Column 11 


Column 11 


Column 11 


ARP, NEA/EX, NEA/P, CA, CENTCOM FOR POLAD Ε.Ο. 12958: DECL: 05/01/2015 TAGS: AMGT, А 
last mile\" problems. Nevertheless 


Column 11 


Column 11 


watershed\" visits of President Musharraf and Chinese PM Wen 


Column 11 


Column 11 


provisional government." Reports say the 


Column 11 


Greater China concept 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


in agreement with the 


Column 11 


Column 11 


Column 11 


will be held in an 


Column 11 


T: NEW GOVERNOR FOR BANGLADESH BANK Classified By: Political Counselor Dundas McCullc 
BJECT: DETAINED BANGLADESHI JOURNALIST RELEASED ON BAIL REF: A. DHAKA 1827 B 
harmonized\" (consensus) EU position. While our MFA 


iS: PREL, PGOV, KPAO, LE, SY, NL SUBJECT: SUSTAINING PRESSURE ON SYRIA: DUTCH SUPI 
unethical\" conversions 


Column 11 


Column 11 


Column 11 


revolutionary 


Column 11 


Column 11 


Column 11 


Column 11 


political will" regarding our Trade and 


Column 11 


Column 11 


Column 11 


Column 11 


how to combat terrorism 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Z SUBJECT: NO NOMINATIONS FOR AMBASSADOR\'S FUND FOR REFUGEES Post has not rec 
Serving Abroad for Families & Employees (SAFE)\" or 2) have 


Column 11 


Column 11 


classified arts!" (i.e. 


Column 11 


Column 11 


1992 consensus.\" Chen has also invoked 


Column 11 


Column 11 


Column 11 


PREL, KU, IZ SUBJECT: KUWAIT DEMARCHE DELIVERED: ENCOURAGING SUPPORT FOR TH 
OV, SOCI, PHUM, КІСІ, PINS, ASEC, MU, Human Rights (General) SUBJECT: PLOTTERS SENTEI 
end game\" and the best 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


full 


Column 11 


Column 11 


Column 11 


because the Americans 


Column 11 


Column 11 


YES\" LEAD BY 52 PERCENT. BUT A SIMILAR POLL 


Column 11 


Column 11 


Column 11 


supportedW the U.S. application 


Column 11 


The Case for Democracy.\" His staff 


Column 11 


unlikely given previous experiences." 


Column 11 


Column 11 


) USTR E.O. 12958: N/A TAGS: ECON, ETRD, LH, HT24 SUBJECT: LITHUANIA: ADVANCE NOTIC 
4 Spaces 


Column 11 


Column 11 


l, IZ, IR, EG, JO, SY, KU, BA, SA SUBJECT: JOINT STATEMENT FROM ISTANBUL IRAQ NEIGHBO 
indifferent\" to working with Jazeera and Boeing 


Column 11 


It\'s an extremely 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


N/A TAGS: KOMC, ETTC, TU SUBJECT: BLUE LANTERN LEVEL 3: PRE-LICENSE END USE CHEC 
(GS: JM, AORC, ASEC, CVIS, PREL, PGOV, EAID, KSUM, KPAO, XM, OAS SUBJECT: JAMAICAN I 
tribal 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


haven\" for pedophilia 


Column 11 


pro-Government\" MPs 


Column 11 


Column 11 


ER, PREL, SNAR, PHUM, CO, OVIP SUBJECT: CODEL BURTON MEETS WITH DEFENSE MINIST 
VATKINS) E.O. 12958: N/A TAGS: KOMC, ETTC, TS SUBJECT: BLUE LANTERN LEVEL 3: PRE-LIC 
La Revolution Algerienne et le 


Column 11 


Comite 


< FOR AUSTIN-FERGUSON; DEPT FOR DS/IP/ITA; DEPT FOR DS/IP/NEA; DRL FOR A/S CRANEF 
T: AUSTRIAN RESPONSE: INTERNATIONAL HEALTH REGULATIONS DEMARCHE REF: STATE 7 
compatible V" with the 


Column 11 


Column 11 


Column 11 


Smart 


Column 11 


hint of legality\" 


Column 11 


Column 11 


Column 11 


day of solidarity\" 


Column 11 


France welcomes the much awaited announcement of 


Column 11 


MAC STATE PASS TO AID FOR LAC/CAR USDOC FOR 4322/ITA/MAN/WH/OLAC/ (SMITH, S.) E.C 
IDF WHA/EPSC INR/IAA/MAC STATE PASS TO AID FOR LAC/CAR USDOC FOR 4322/ITA/MAN/W 
ADA WILL VOICE SUPPORT FOR THE IRAQI TRANSITIONAL GOVERNMENT REF: SECSTATE 7! 
are getting ready to kill again". 


Column 11 


Column 11 


WH/DDEVITO Е.О. 12958: N/A TAGS: BEXP, ЕТАР, VE SUBJECT: IMPORT REGULATIONS FOR 
mere billion\" (Vun millardito\") 


Column 11 


Column 11 


Paraguay 


Column 11 


human development" workshops 


Column 11 


Column 11 


Column 11 

ΠΡ Ε.Ο. 12958: N/A TAGS: PHUM, PGOV, PREL, EC SUBJECT: CHANGE OF GOVERNMENT AFF 
FD, EB/CBA, EB/IFD/OIA TREASURY FOR OASIA/INL, DO/GCHRISTOPOLUS COMMERCE FOR 4 
forge ahead\" with their democratic transition. (FM Downer 


bring the 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


China Times and 


Column 11 


Column 11 


Column 11 


Oman!" carried 


Column 11 


an exchange of best practices. Не said that 


Column 11 


Column 11 


Vehicle Monitoring Systems" 


Column 11 


the big risk" in the GOB\'s 


Column 11 


Column 11 


3 E.O. 12958: N/A TAGS: KCRM, KJUS, MARR, MCAP, PGOV, PINR, PINS, PTER, SNAR, SOCI, Al 
smoothly moving forward on its own track 


Column 11 


organized vested interests V' (read India and the Awami 


Column 11 


IECL: 05/03/2015 TAGS: PREL, BM, RP, ASEAN SUBJECT: PHILIPPINES EXPECT BURMA TO REL 
renegades\" 


two-faced\" 


Column 11 


United Daily News\" ran a banner headline 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


revelations\" of their 


Column 11 


Column 11 


Column 11 


Daily 


Column 11 


crossfireW phenomenon 


Column 11 


Column 11 


Column 11 


Column 11 


united front" tactics 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


ANDREW NATSIOS, JBRAUSE DCHA/OFDA KISAACS, GGOTTLIEB, MMARX, RTHAYER, ΒΡΕΕΝ 
primitive 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


‘orism SUBJECT: REVIEW PANEL TO RECOMMEND UN TERRORISM FINANCING CONVENTION 
12958: N/A TAGS: BG, TRBIO, WHO SUBJECT: BANGLADESHI HEALTH MINISTER TO ATTEND V 
oversight" in the short term. Under Burmese law 


Column 11 


Column 11 


LEBANON: THE DIFFICULT TASK OF RETURNING TO FREEDOM. LE 


Column 11 


Column 11 
N, lO MILLER, IO/EX TIERNAN, IO/T DRISCOLL E.O. 12958: N/A TAGS: APER, AMGT, UNESCO S 
anti-drug czar\" for the 


Column 11 


Column 11 


MEDDLING\" PROMPTS RESIGNATION OF 


Column 11 


|5, ASEC, PINR, AU SUBJECT: VISAS VIPER MONTHLY REPORT: VIENNA REF: STATE 74682 V 
tempest in a teapot 


Column 11 


insurance program!" to 


Column 11 


a partial 


Column 11 


Column 11 


positive solutionW was coming. End 


Column 11 


Column 11 


open 


Column 11 


Column 11 


hardliners\" who V'always express the Iranian point of view.\" 


Column 11 


Column 11 


JN, GR, BATA SUBJECT: UNDER EC PRESSURE, GREEKS DECLARE INTENT TO ABROGATE 1€ 
legitimateV desire for inclusion in 


Column 11 


Column 11 


2958: N/A TAGS: PGOV, PHUM, TZ SUBJECT: The Top Five CCM Candidates Selected: the Race is 
tahadiya\" or period of calm that precedes a 


Column 11 


Column 11 


a FTA that will serve the interests 


Column 11 


Column 11 


Column 11 


unfair" to link IP problems with GSP 


Column 11 


Milliyet\" reported. Fritz said he was pleased to 


Column 11 


Column 11 


Column 11 


We are willing to inform you\" on our planning so far 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


suspended\" the May 2 vote on amending the Municipal Law to 


Column 11 


Column 11 


unreasonable 


Column 11 


sieve 


Column 11 


very well.\" He said 


Nitzanim plan." The only 


Column 11 


want to minimize the damage 


Column 11 


tragic accident" thesis 


Column 11 


Column 11 


Column 11 


optimistic.\" 


Column 11 


JECL: 04/29/2015 TAGS: RS, KHDP, MARR, PARM, PREL, PTER, FR SUBJECT: FRANCE RECEIVE 
job interview but Mirachian demonstrated 


Column 11 


Serving Abroad for Families and Employees" 


Column 11 


GES SECRETARY RICE TO LIFT TRAVEL ADVISORY 1. (U) On April 27, Commerce Minister Jorge 


Column 11 
OMMERCE FOR 4331/MAC/WH/MCAMERON USTR FOR KENNETH SCHAGRIN, JONATHAN MCI 
conditionalV fusion of Telefonica and BellSouth seeks to 


Column 11 


ESE REFUGEES SWELLS ТО 16,000 REF: A. A) COTONOU 409 B. B) ACCRA 800 1. Refugee 
poor helping the rich. The President needed to be 


Column 11 


fair and effective judicial 


Column 11 


harm other 


ATE PASS TO USTR FOR SCRONIN, LYANG USAID FOR AA/LAC ADOLFO FRANCO TREASURY 
ARRIGAN; OEL/STEFFICK, LABOY; ΟΙΛΝΗΑΙ ΕΥ, SCARANTINO; NIAC; NIBC; NDAH; SARI; СНІСА 


Column 11 
LNG is dead. After being asked about this 


Column 11 


Ethical Elections Pact" (EEP) on 


Column 11 


Column 11 


‘orism SUBJECT: REVIEW PANEL TO RECOMMEND UN TERRORISM FINANCING CONVENTION 
Shura Council of the 


Column 11 


Column 11 


training of trainers\" course held in 


, EWWT, NZ, Vessel Clearance SUBJECT: NOAA KAYIMIMOANA MARINE RESEARCH CLEARANC 


HUSO, JIATF/WEST FOR COMMANDER BUSCH 
HUSO, JIATF/WEST FOR COMMANDER BUSCH 
HUSO, JIATF/WEST FOR COMMANDER BUSCH 
HUSO, JIATF/WEST FOR COMMANDER BUSCH 
HUSO, JIATF/WEST FOR COMMANDER BUSCH 
HUSO, JIATF/WEST FOR COMMANDER BUSCH 
HUSO, JIATF/WEST FOR COMMANDER BUSCH 
winner takes allV system 


. 12958: 
. 12958: 
. 12958: 
. 12958: 
. 12958: 
. 12958: 
. 12958: 


N/A TAGS: 
N/A TAGS: 
N/A TAGS: 
N/A TAGS: 
N/A TAGS: 
N/A TAGS: 
N/A TAGS: 


MASS, PREL, PHUM, TI 
MASS, PREL, PHUM, TI 
MASS, PREL, PHUM, TI 
MASS, PREL, PHUM, TI 
MASS, PREL, PHUM, TI 
MASS, PREL, PHUM, TI 
MASS, PREL, PHUM, TI 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


ALEX" 


Column 11 


what really happened" 


Column 11 


Column 11 


if necessary. End 


Column 11 


Column 11 


Column 11 


PP/IPE FOR ALLISIN AREIAS E.O. 12958: N/A TAGS: ECON, EFIN, OTRA, KIPR, CE, USTR SUBJ 
/2015 TAGS: PREF, GB, EG, CO SUBJECT: REFUGEES IN GABON -- AN UPDATE REF: A. A) LIBI 
Advice of Allotment 


Column 11 


Daily Bulletin" on Мау 


SS TO USTR EURASIA DIRECTOR KKUHLMANN COMMERCE FOR CENTRAL ASIA DESK OFFIC 
Death of Shiva = 


Column 11 


amnesty\" promotes the interests of both the State and 


Column 11 


United Daily News" and the page-two news 


Column 11 


Column 11 


Column 11 


typically\" uses the presence of about 


Column 11 


rapid evaluation mechanism!" for end-user checks (ref A). 


Column 11 


Column 11 


SI SUBJECT: SLOVENIA AND IRAQ ESTABLISH DIPLOMATIC RELATIONS 1. (U) Following a deci 
strong 


Column 11 


Column 11 


Column 11 


MOPS, PREL, NL, NA SUBJECT: ONE YEAR SOFA FOR NETHERLANDS ANTILLES AND ARUBA ( 
standardW Terms and Conditions 


AN; PLEASE PASS TO TSUNAMI RECONSTRUCTION TASK FORCE; TREASURY FOR C. CARNE: 
town" in 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


adversarial" courtroom procedures have stalled and 


Column 11 


Column 11 


Column 11 


Column 11 
PROBABLE RE-ELECTION\" (LE FIGARO). IN HIS EDITORIAL 


Column 11 


Column 11 


PROBABLE RE-ELECTION!" (LE FIGARO). IN HIS EDITORIAL 


Column 11 


Column 11 


Silva Mediterranea" and 


Column 11 


Column 11 


Column 11 


Over the short term 


Column 11 


Column 11 


The government may fall...| might lose 


Column 11 


avalanche\" of 


Column 11 


Column 11 


Ahead 


Column 11 


Column 11 


Column 11 


Column 11 


Buzz" 


Column 11 


outputs." 


Column 11 


Column 11 
МТ SUPPORT FOR MUSCAT-BASED ESTH HUB REF: A. KUWAIT 1830 B. ООНА 733 С. SA 
Third Front" capable of taking power in New 


Column 11 


Column 11 


Column 11 


on hold 


Column 11 


uman Rights SUBJECT: DEMARCHE ON RECOMMENDATIONS TO ELIMINATE SEXUAL EXPLOIT 
friendly and interactive\" foreign ministers\' meeting in 


Column 11 


Column 11 


Column 11 


Column 11 


modern socialist city.\" Both emphasized the need for HCMC and 


Column 11 


open-ended\" (meaning open to all) 


Column 11 


Column 11 


while maintaining its observer 


Column 11 


Column 11 


Column 11 


, IQ SUBJECT: DFI UPDATE FROM MFA LEGAL DEPARTMENT REF: SECSTATE 59301 Classifiex 
partners against proliferation 


Column 11 


Column 11 


Column 11 


hotline to 


Column 11 


Column 11 


throughout Oman!" after evening prayers on 


Column 11 


Column 11 


modern socialist city." Both emphasized the need for HCMC and 


Column 11 


rules. Yapi Kredi Bank offers this 


Column 11 


Column 11 


Column 11 


Cumhuriyet\"): 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


bury the Luis Tascon list" 


Column 11 


Column 11 


Column 11 


partial 


Column 11 


Column 11 


RA, KHIV, SP, Country Visits SUBJECT: SPAIN COUNTRY CLEARANCE FOR NIH/FIC DRS. LEON- 
ACKLEY E.O. 12958: N/A TAGS: TSPA, OTRA, SP, Country Visits SUBJECT: SPAIN COUNTRY CLE 
PREL, PGOV, DJ SUBJECT: DJIBOUTI: CONGRATULATORY MESSAGE FROM PRESIDENT BUSI 
/PSC (BFITZGERALD) NSC FOR MRUPPERT TREASURY FOR JZARATE AND OFAC (RWERNER 
| SUBJECT: PANAMA COUNTRY CLEARANCE FOR AMBASSADOR SICHAN SIV, U.S. REPRESEN 
IMS STATE FOR DRL CHRIS CAMPONOVO STATE PASS TO USAID DCHA/DG LLOYD FEINBERC 
< FOR AUSTIN-FERGUSON; DEPT FOR DS/IP/ITA; DEPT FOR DS/IP/NEA; DRL FOR A/S CRANEF 
very 


Column 11 


Column 11 


TON AND FOR DSS AND IP/NEA; S/ES FOR AMBASSADOR HOFMANN; S/CT FOR MARGARET F 
manifest only" 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


JM, KPKO, NI SUBJECT: MOVING FORWARD ON ACOTA REF: ABUJA 659 AND PREVIOUS Clas 
TGS REQUESTS UPDATED EADSIM SOFTWARE 1. Deputy PolMilCouns on May 3 received an ori 
Unacceptable risk of 


Column 11 


V, PREL, KDEM, NI, TO SUBJECT: AMBASSADOR MEETS WITH ECOWAS ON TOGO REF: LOME 
deals!" 


Column 11 


Column 11 


al-Sablah\" and \"al- 


Column 11 


Column 11 


SP, Country Visits SUBJECT: SPAIN COUNTRY CLEARANCE FOR HHS/FDA JAMES DUNNIE ΑΝΙ 
ОМ Ε.Ο. 12958: N/A TAGS: TPHY, KSCA, OTRA, SP, NSF, Country Visits SUBJECT: SPAIN COUNT 
RA, SP, Country Visits SUBJECT: SPAIN COUNTRY CLEARANCE FOR NIH/FIC DR. STEVEN WAR 
A TAGS: EFIN, TSPL, OTRA, SP, Country Visits SUBJECT: SPAIN COUNTRY CLEARANCE FOR FE 
NSC (MRUPPERT) TREASURY (JZARATE) OFAC (RWERNER) Е.О. 12958: DECL: 12/14/2014 TAC 
the perimeter\" set by the 


-A (MRUSSELL) NEA/IPA (GLOGERFO) EUR/UBI IO/PSC (BFITZGERALD) NSC (MRUPPERT) TRE 
ЛЕНСЕ FOR INTERNATIONAL TRADE SPECIALIST - RTELCHIN Е.О. 12958: N/A TAGS: ETRD, Ell 


status of U.S. compacts. V Pierre 


Column 11 


JEPT ALSO FOR DS/DSS/CC, DS/DSS/OSAC, AND CA/OCS E.O. 12958: DECL: 1.6X1 TAGS: AEM 
POST-STANDARDSV KOSOVO; SUPPORT 


Column 11 


Column 11 


ROVI Laboratorios 


TAGS: KPAO, OEXC, SCUL, LT, ECON SUBJECT: I.V. NOMINATION MRP WOMEN AND ECONOM 
Getting Ready to Take Advantage 


Column 11 


Column 11 


Column 11 


Both of our countries are going to show what a just and 


Column 11 


a certain popularity" and has not been 


Column 11 


Column 11 


Column 11 


forajidos\") clamoring for 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


soldV) 


Column 11 


Column 11 


have no value." Ferrero also suggested that the 


joint patrol" as they 


Column 11 


ΙΜΡΙΝ NAS SUPPORTED ERADICATION IN THE HUALLAGA VALLEY REF: A. LIMA 1929 B. LIM: 
We won!t get involved 


Column 11 


journey of 


Column 11 


Column 11 


Column 11 


WRONG" IRAQI 


Column 11 


Column 11 


EARANCE FOR GORDON TODD REF: STATE 079374 1. Embassy Ljubljana welcomes the visit of 
T E.O. 12958: DECL: 05/04/2015 TAGS: KNNP, KSTC, PARM, ETTC, EAID, ETRD, ECIN SUBJECT 
due to suspicious dealings." (Note: We 


Column 11 


Column 11 


Column 11 


Column 11 


Liberty Times 


Column 11 


Column 11 


New York is where the main 


they don\'t make any sound. V 


Column 11 


Column 11 


Column 11 


learnerships\" (training 


Column 11 


absolutely different 


Column 11 


momentum of its own!" beyond its historical adherence to U.S. 


Column 11 


Column 11 


PPORT FOR IRAQ TRANSITIONAL GOVERNMENT REF: SECSTATE 79107 1. (U) Poloff deliverec 
testing" purposes each time a 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


3RYAN AND GHICKS USDA FOR FAS USDOC FOR 4430/MAC/ASIA/OPB/VLC/HPPHO E.O. 12958 
roadmap for 


Column 11 


Column 11 


Column 11 


owned" by the Ministry of Finance 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


iR, VM SUBJECT: FOOD FOR PROGRESS: AMBASSADORVS FUND IN VIETNAM 1. Summary: 1 
neutralized\" and that llan Cohen 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


contains all the elements spelled out in NSSP 


Column 11 


AQ: GOT OFFERS CONDOLENCES FOR ERBILAND OTHER ATTACKS, GUL CALLS BARZANI S 
DEPT FOR EUR/ACE- DMARTING, DMCCORMICK CBP/INA- PWALKER DOC FOR PETERSON-E 
bound 


Column 11 
E.O. 12958: DECL: 05/05/2015 TAGS: PREL, MARR, HR, Defense Reform (Mil 8 NATO) SUBJECT. 
esquemas' or 


Column 11 


Column 11 


Column 11 


Column 11 


snapshot" of the Romanian 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


after signing\" statement to 


Column 11 


Column 11 


Column 11 


Column 11 


< FOR AUSTIN-FERGUSON; DEPT FOR DS/IP/ITA; DEPT FOR DS/IP/NEA; DRL FOR A/S CRANEF 
cocktail" drugs; refused approximately US DOL 24 million in 


Column 11 


Column 11 


E.O. 12958: DECL: 05/05/2015 TAGS: PREL, MARR, HR, Defense Reform (Mil 8 NATO) SUBJECT. 
to remove 


Column 11 


Column 11 


Column 11 


joint secretariatV relationship 


Column 11 


Column 11 


putting the Maoists out of 


Column 11 


proactive\" in 


Column 11 


all development related 


Column 11 


Column 11 


Vatan\" reports 


Column 11 


Column 11 


negatives" among the CCM leadership fueled 


Column 11 


Column 11 


Commission for 


Column 11 


SCUL, DJ SUBJECT: Influential Businessman Saad Ahmed Cheikh Dies of Natural Causes 1. (U) SI 
CG, S. Kivu SUBJECT: FDLR PRES. PLANNING VISIT TO SOUTH KIVU REF: KINSHASA 735 Cla 
: AS GOVERNMENT TAKES TO THE CAMPAIGN TRAIL, DECISIONS LIKELY TO BE ON HOLD 1. 
stability" in 


Column 11 


Column 11 


convenor\" of a 


Column 11 


Column 11 


Column 11 


AORC, ASEC, CVIS, PREL, PGOV, EAID, KSUM, KPAO, XM, PA, OAS SUBJECT: PARAGUAY DEL 
\RAGUAY ON SUPPORT FOR U.S. CANDIDATE FOR INTER-AMERICAN COMMISSION ON HUMZ 
PA SUBJECT: PARAGUAY\'S INL FLASH REPORT FOR THE PERIOD ENDING APRIL 30,2005 The 
cornerstone\" of the country's 


Column 11 


Column 11 


complete!" list of conspirators on April 


Column 11 


Column 11 


Column 11 


La Tribunal" 


La Tribunal" 


Column 11 


Column 11 


El Heraldo" 


8: N/A TAGS: SNAR, ASEC, ELAB, KCRM, KWMN, EC, CO SUBJECT: ILEA LATIN AMERICA FOR ` 
unprecedented" 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


'E FOR EB/WAYNE AND DONNELLY, EB/TPP/BTA/EWH WHITE HOUSE/NSC FOR FARYAR SHIR. 
completely 


Column 11 


Column 11 


Hoy Mismo\" on 


Column 11 


DEMARCHE DELIVERED: OAS WORKING GROUP ON RACISM AND DISCRIMINATION REF: SE 
AORC, ASEC, CVIS, PREL, PGOV, EAID, KSUM, ΚΡΑΟ, XM, PA, OAS SUBJECT: COMPOSITION ( 
superstitious beliefs\" that had caused 


Column 11 


Column 11 


most distant" and facing the 


Column 11 


Column 11 


Column 11 


Call for Peace 


Column 11 


Column 11 


Clever Ferreti" Multi-National Land 


Column 11 


Column 11 


Column 11 


Column 11 


balanced" resolution on the massacre 


Column 11 


Column 11 


Column 11 


Year of the Sea 


Column 11 


P, CH, TW, Cross Strait Politics SUBJECT: NSC WARNS OF ENHANCED PRC INTEL COLLECTION 
Skip\" Kissinger 


Column 11 


Column 11 


Column 11 


East- 


Column 11 


Column 11 


2958: N/A TAGS: MARR, MASS, PGOV, PREL, TU SUBJECT: TURKEY REQUESTS REVIEW OF US 
DOC FOR 4510/ITA/MAC/AME/OA/DIEMOND TREASURY FOR OAISA/BARBER/WALKER/JEW ELL 


the Golden Arm Co. 


Column 11 


Operation Stork\" investigation included staking out the Gran 


Column 11 


safe houses!" for trafficking victims. The Moamba 


EA/ELA (MRUSSEL), NEA/IPA (GLOGERFO), S/CT (TKUSHNER), IO/PSC (BFITZGERALD), AND E 
priority. V" 


DGE) E.O. 12958: DECL: 05/04/2007 TAGS: EPET, KZ, ECONOMIC, Energy SUBJECT: CASPIAN F 
With 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


PAINFUL.\" "TONY BLAIR HAS SET GREAT BRITAIN ON THE COURSE ТО 


Column 11 


Column 11 


full 


Column 11 


Column 11 


Column 11 


Column 11 


clearly 


STEAMROLLERED\" INTO VOTING FOR UNCHR WORKING 


Column 11 


8: N/A TAGS: PARM, KZ, KACT, DTRO SUBJECT: DELIVERY OF U.S. RESPONSE TO RUSSIAN P 
necessary accomplices in 


Column 11 


Column 11 


TATE PASS TO USTR FOR SCRONIN, LYANG USAID FOR AA/LAC ADOLFO FRANCO TREASURY 
had met the concerns" of 


Column 11 


Column 11 


kingmakers\" who keep the 


Column 11 


Column 11 


Column 11 


Column 11 


) Ε.Ο. 12958: N/A TAGS: MASS, PREL, MARR, EAID, Ll, CA, FAC SUBJECT: CANADIAN SUPPOR 
1992 Consensus 


Column 11 


Column 11 


Column 11 


Column 11 


AGOULAS, INL/AAE:HARTSHORN, L/OES:ROACH DEFENSE FOR OSD/ISP/EURASIA:WINTERN 
Independent" 


Column 11 


Column 11 


ethnic composition" of the new government was off-base 


JN FOR IRISH SUPPORT REF: STATE 80697 On May 3, per reftel instructions, emboff delivered tht 
Liberal brand 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


'010 TAGS: PHUM, CF SUBJECT: CONGO/B: ROC REFUGEES IN GABON REF: A) ACCRA 0828 
minor details" that should not 


Column 11 


Column 11 


Column 11 


Hurriyet\" 


Column 11 


Column 11 


Column 11 


Column 11 


Israel equation.\" Iran believes that Israel has 


Column 11 


Column 11 


immediate!" relief and \"mid-term\" 


Column 11 


SARIYER 


Column 11 


Г UN HUMAN RIGHTS COMMISSION: PREVENTING ΑΝ UNMANDATED SESSION ON CHR REFC 
-LS E.O. 12958: N/A TAGS: TSPA, OTRA, SP, Country Visits SUBJECT: SPAIN COUNTRY CLEARA 
VILLS E.O. 12958: N/A TAGS: TSPA, OTRA, SP, Country Visits SUBJECT: SPAIN COUNTRY CLEA! 
< FOR AUSTIN-FERGUSON; DEPT FOR DS/IP/ITA; DEPT FOR DS/IP/NEA; DRL FOR A/S CRANEF 
)ER:D.PLENTY Е.О. 12958: N/A TAGS: TSPA, OTRA, SP, Country Visits SUBJECT: SPAIN COUNTF 
O. 12958: N/A TAGS: TBIO, OTRA, SP, CDC, Country Visits SUBJECT: SPAIN COUNTRY CLEARAN 
You know Africa 


Column 11 


Column 11 


Column 11 


ASS USTR E.O. 12958: N/A TAGS: DR, ECON, ETRD, XK SUBJECT: DEMARCHE TO CAFTA-DR F 
Latin Americans" reality. 


Column 11 


SP, Country Visits SUBJECT: SPAIN COUNTRY CLEARANCE FOR DHHS/FDA KESSLER; SCHUL 
Baninter\" bank fraud 


Column 11 


old economy" companies 


Column 11 


Column 11 


Column 11 


The Imperfect Spy\" an 


Column 11 


Column 11 


Column 11 
. TAGS: CVIS, KVPR, PTER, ASEC, CMGT, PINR, PREL, Visas Viper SUBJECT: VISAS VIPER MON 
NATO SUBJECT: SLOVAK DEFENSE REFORM UPDATE REF: DAO BRATISLAVA 021320ZMAYO£ 


5: PHUM, FR, UNCHR-1, UNGA SUBJECT: UN HUMAN RIGHTS COMMISSION: PREVENTING AN 
radical" opposition had 


absolutely" in favor of better 


THE QUESTION OF TURKEY\" 


Column 11 


Column 11 


Column 11 


compulsory licensing of patented 


Column 11 


Column 11 


Column 11 


an 


Column 11 


Column 11 


MZACK E.O. 12958: N/A TAGS: PHUM, CA, UNCHR-1, UNGA SUBJECT: CANADA: RESPONSE T 
rights of establishment 


Column 11 


6/2015 TAGS: MOPS, MASS, PREL, TU, IZ SUBJECT: ACTION REQUEST: AIRLIFT FOR WOUNDE 
spring rush\". Several migrants interviewed by 


Column 11 


special status" for any person or class of 


Column 11 


Column 11 


Column 11 


adjunct lead negotiator!" to handle 


Column 11 


Column 11 


Column 11 


~ JAMAICA 2005 SPECIAL 301 NOTIFICATION - DEMARCHE DELIVERED REF: STATE 079084 1, 
iU: OAS WORKING GROUP ON RACISM REF: STATE 82983 1. Poloff delivered the demarche on 
pick-upW standard operating procedures 


Column 11 


3 SUBJECT: GOC DELEGATION TO OAS GENERAL ASSEMBLY REF: STATE 75027 1. FM Caroli 
JOVO, SCHECHTER; L-HARRIS Ε.Ο. 12958: N/A TAGS: PHUM, PREL, AORC, DR SUBJECT: OAS 
facilitate" legitimate travel and trade 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


4A/PDA STATE ALSO FOR INL/LP, EB/TPP, AND EB/IFD STATE ALSO FOR CA/OCS/ACS/WHA HAI 
coherent" 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


excessive\" studies and working groups that develop no 


would probably 


old guard 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


AGS: PGOV, PREL, DR, IZ SUBJECT: ENCOURAGING SUPPORT FOR IRAQ TRANSITIONAL GO" 
NTATIVELY SUPPORTS USG ON OAS WORKING GROUP ON RACISM AND DISCRIMINATION R 


banked hours" to ensure that 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


FOR LAC/CAM AND DCHA/DG E.O. 12958: N/A TAGS: KCRM, PGOV, PHUM, KJUS, PREL, KDEI 
E PASS AID FOR LAC/CAM E.O. 12958: N/A TAGS: KCRM, KJUS, PHUM, PGOV, EAID, SNAR, HC 
/A TAGS: PREL, PGOV, PHUM, XM, ΗΟ, OAS SUBJECT: HONDURAN DELEGATION TO OAS GA 1 
secret agreements!" his 


Column 11 


Column 11 


Column 11 


Merrill Lynch of the region 


Column 11 


Column 11 


substantially" over the 


Column 11 


Column 11 


Column 11 


Column 11 


City Mart”) inside the Dagon Shopping Center near PeopleVs 


Column 11 


Column 11 


Sangbad\" says that Britain will think 


Column 11 


many!" rocket propelled 


Column 11 


fully committed 


Column 11 


Column 11 


Column 11 


half the agreement" in the 


Column 11 


Column 11 


1E ON SUPPORT FOR THE IRAQ TRANSITIONAL GOVERNMENT DELIVERED REF: SECSTATE 
iS: ETTC, EFIN, PTER, CVIS, KSEP, KVPR, YM, DEMARCHE, COUNTER TERRORISM, TERFIN S 


Column 11 
THE SHEIKHS 


> TREASURY FOR MILLS/NUGENT/PETERS USAID FOR ANE/MEA MCCLOUD COMMERCE FOR 
bright" side to the picture: a 


Column 11 


disgrace.\" Another woman was surprised by the lack of \"yes\" 


Column 11 


Column 11 


weak!" response 


Column 11 


Column 11 


Column 11 


Column 11 


educational certificates\" were seized. They were 


IttefaqW says that Bangladesh\'s 


JEPT ALSO FOR DS/DSS/CC, DS/DSS/OSAC, AND CA/OCS E.O. 12958: DECL: 1.6X1 TAGS: AEM 
repatriation 


Column 11 


2015 TAGS: PARM, PREL, MNUC, ETTC, EAID, ETRD, KNNP, KSTC, AS SUBJECT: APEC: AUSTR/ 
tool for law enforcement." Feedback from 


Column 11 


baseless news report 


Column 11 


very close\" to a meeting of the minds that could 


Column 11 


protocol embodied in the Code of Conduct. The Ambassador 


Column 11 


inclusive approach toward regional 


not wavering in its supportV for its mandate in 


Column 11 


Column 11 


DEMOCRATIC SYSTEMS AND PRACTICES 


Column 11 


China fever" 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 
keep Bangladesh 


Column 11 


Column 11 


Column 11 


TATE ALSO FOR E, EB AND EAP/BCLTV STATE ALSO PASS USAID FOR CHAPLIN/ANE USDOC F 
center of narcotics trafficking and 


Column 11 


We value your jihad and your efforts and 


Column 11 


five point" joint statement with Hu Jintao did not violate 


Column 11 


Column 11 


Column 11 


in the past on this issue. He noted 


Column 11 


Column 11 


Column 11 


This 


Column 11 


Column 11 


time-consuming\" nature of the 


Column 11 


Column 11 


Column 11 


SSP SUBJECT: REQUEST FOR GUIDANCE: INDIA AND PROLIFERATION SECURITY REF: A. NE 
12958: N/A TAGS: PREL, PGOV, DJ SUBJECT: RETURN OF DJIBOUTIVS FOREIGN MINISTER R 
business as usual" atmosphere. 


Column 11 


Column 11 


Export Control Legal-Regulatory Workshop | 


Column 11 


Column 11 


А TENSE ANNIVERSARY WHILE LE FIGARO 


Column 11 


Column 11 


Jubilee Year of 2005 


Column 11 


Column 11 


Column 11 


Column 11 


| can 


Column 11 


does not 


Column 11 


Column 11 


certain Lithuanian 


Column 11 


FatahVs attempt to wreck the local elections." 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


unethical\" conversion was read out in Parliament 


Column 11 


Transatlantic Business 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


PGOV, KISL, PTER, KJUS, KU, ISLAMISTS, TERRORISM SUBJECT: KUWAITI COURT SENTENC 
! TAGS: ETRD, BA, GCC SUBJECT: GCC FINANCE MINISTERS GIVE OK TO FTAS WITH US Clas 
sister parties 


Column 11 


Column 11 


Column 11 


Column 11 


ational Court of Justice Candidacy: Tanzanian Response REF: STATE 80697 1. On May 6, Poloff de 
>K, AF/RSA AND АҒ/Е Ε.Ο. 12958: N/A TAGS: PREL, PHUM, TZ, UNCHR-1, UNGA SUBJECT: UN 
FOR TSA J. HALINSKI, BRUSSELS FOR FAA P. BARTKO AND T. GRAVELLE, NAIROBI FOR TSA | 
if that were deemed best for the country." However 


Column 11 


Column 11 


CONSTITUTIONAL REFORMS FIRST DEMONSTRATION 


Column 11 


Column 11 


Column 11 


The UAE GovernmentVs objective 


catalyze\" the next energy frontier--the 


Column 11 


one of many!" in the 


Column 11 


one of many!" in the 


one of many!" in the 


Column 11 


German model" 


Column 11 


LLE EMBASSY OFFICE E.O.12958: N/A TAGS: EFIN, CF, ITIA SUBJECT: CONGO/B: 1996 PARIS / 
| will be 


Column 11 


Column 11 
all but finalized\" its revisions to 


Column 11 


shocked!" to 


JIHADISTS TO 


Column 11 


Column 11 


Column 11 


India-Irag SUBJECT: INDIA CONGRATULATES NEW IRAQI GOVERNMENT REF: NEW DELHI 34C 
frontloaded\" to provide positive 


Column 11 


Column 11 


?HUM, PGOV, KWMN, KU, WOMENVS POLITICAL RIGHTS SUBJECT: PRIVATE POLL IN KUWAIT 
Political 


Column 11 


Iran should not be 


Column 11 


3 TAGS: PARM, PREL, MNUC, ETTC, KSTC, EAID, CA, APECO SUBJECT: SEEKING SUPPORT Ft 
universal" code of conduct was a non-starter. She also 


NEW" PLAYER 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


get the ball 


Column 11 


piratedW advanced fast boat designs 


Column 11 


Sabah!" speculates on its front page that there are 


Column 11 


Column 11 


Column 11 


Column 11 


malignW President Robert Mugabe. 


Column 11 


FREEDOM OR DEATH\" AS 


Column 11 


Column 11 


Column 11 


in principle" and said he would get back to the 


Column 11 


his\" province. 


Column 11 


Column 11 


Column 11 


We are all Americans." 


Column 11 


fair runW and were thus more 


Column 11 


Bolivia is getting 18 percent now. 


Smart 


Column 11 


Column 11 


body 


Column 11 


Column 11 


Column 11 


suspended\" - mainly due to pending internal 


Column 11 


Column 11 


Column 11 


Column 11 


Y SUPPORTS OAS CONVENTION ON RACISM AND DISCRIMINATION REF: STATE 82983 On 5/ 
REFORM" PLACES NATURE RESERVE IN JEOPARDY 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


enclave!" to receive needed 


Column 11 


the great 


Column 11 


La Tribunal" 


Column 11 


P, PM SUBJECT: PANAMA COUNTRY CLEARANCE FOR CODEL BURTON REF: SECSTATE 821€ 
5 TAGS: PREL, PGOV, ASEC, TW, Cross Strait Politics SUBJECT: CHEN SCORES SMALL VICTOR" 
special situations.\" PhRMA also requested clarifications on 


Column 11 


Column 11 


SAIGON LIBERATION 


Column 11 


Column 11 


Column 11 


HUSO, JIATF/WEST FOR COMMANDER BUSCH E.O. 12958: N/A TAGS: MASS, PREL, PHUM, TI 
ATAGS: TBIO, SN SUBJECT: AVIAN INFLUENZA: INVENTORY OF USG ACTIVITIES IN SINGAPO 
all for free trade 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


ITIVE E.O. 12356: N/A TAGS: ECON, ETRD, NZ, WTO SUBJECT: NEW ZEALAND: REVISED OFFE 
'OMES IRAQ TRANSITIONAL GOVERNMENT REF: STATE 79107 1. (U) The UAE Cabinet of Minis 
Put an end to the isolation 


Column 11 


basis for talks" with King Gyanendra. The GOI plans to 


Column 11 


Column 11 


Column 11 


(ΕΥ FORMS INTERMINISTERIAL COORDINATION GROUP 1. (SBU) Osman Yavuzalp, Head of De 
\GS: ENRG, KNNP, PARM, OTRA, SP, Country Visits SUBJECT: SPAIN COUNTRY CLEARANCE FC 
ECT: CHITTAGONG MAYORAL ELECTION RESULTS: AWAMI LEAGUE INCUMBENT CANDIDATE 
Basic Seven!" childhood 


Column 11 


Column 11 


un-Islamic\". The AHAB 


Column 11 


Column 11 


it would be the right time for the share sale for 


Column 11 


iS: TPHY, OTRA, KSCA, SP, NSF, Country Visits SUBJECT: SPAIN COUNTRY CLEARANCE FOR N 
RA, SP, Country Visits SUBJECT: SPAIN COUNTRY CLEARANCE FOR NIH/FIC DR. ROBERTO RC 
NTY E.O. 12958: N/A TAGS: TSPA, OTRA, SP, Country Visits SUBJECT: SPAIN COUNTRY CLEARA 
Prognostic Factors in Breast 


Column 11 


REL, PHUM, CJAN, KNNP, PK, GZ, IZ, WEU, TC SUBJECT: TOUR DVHORIZON WITH DEPUTY P 
tA, BA SUBJECT: G-8/BMENA ENTREPRENEURSHIP CENTERS: BUSINESS PLAN MEETING IN € 
will 


Column 11 


Column 11 


S: PGOV, PREL, IZ, TH, Demarche, IRAQ SUBJECT: THAILAND: ENCOURAGING SUPPORT FOR 
THE U.S. AND 


Column 11 


the United 


Column 11 


Column 11 


Diario Libre\" May 6. Germn Marte 


Column 11 


Column 11 


any individual who kidnaps 


Column 11 


Column 11 


the 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


>K Ε.Ο. 12958: N/A TAGS: PHUM, TH, Demarche SUBJECT: THAILAND -- DEMARCHE DELIVERE 
ARCHE REF: STATE 80697 We delivered reftel demarche and diplomatic note to GOT MFA Internat 
KEYYS RESPONSE TO WHO INTERNATIONAL HEALTH REGULATIONS DEMARCHE REF: STAT 


358: N/A TAGS: EAID, ECON, PREL, TU SUBJECT: TURKEY: VIEWS ON UNICEF COUNTRY PROC 
may have 


Column 11 


making a mistakel" if he allows Egyptian troops to 


Column 11 


Column 11 


Column 11 


Column 11 


the day after" 


Column 11 


Column 11 


national defense" from the category of terrorism. The rest 


Column 11 


original Qataris 


Column 11 


Column 11 


Column 11 


LOCK DOWN\" 


Column 11 


Column 11 


Column 11 


Column 11 


HurriyetW claims that the 


Column 11 


Column 11 


Column 11 


TERRORISM\" LANGUAGE AND OTHER BUMPS IN THE ROAD 


Column 11 


fiasco 


Column 11 
a troublemaker\" when shaking hands. She 


Column 11 


parallel authority" in Gaza. Kupperwasser posited that 


Column 11 


Column 11 


not including Jordan 


Column 11 


Column 11 


Column 11 


pragmatic approach. Our 


Column 11 


Column 11 


white 


Column 11 


Column 11 


Column 11 


Column 11 


U, CY, MT, NATO, EUN SUBJECT: NATO-EU: FONMIN GUL AGREES TO BIANNUAL INFORMAL M 
IR RICHIE; DEPT FOR DS/IP/1TA; DEPT FOR DS/IP/NEA; NSC FOR ABRAMS/DANIN; USAID FOR 


We can put the best face on it 


4, LYNNE LAMBERT), S/CT (TODD KUSHNER), INL/C, EUR/PGI, EUR/ERA, IO/PSC (JOLEEN SCH 
socialist thinking V" of many 


Column 11 


Column 11 


smoothly" and MoF 


Column 11 


Column 11 


Column 11 


Column 11 


eve of elections!" 


Column 11 


Column 11 


ENACO certificates" being used by cocaleros to avoid 


Column 11 


Column 11 


Column 11 


the great 


{ AFRICA DIRECTOR C. COURVELLE, D. TEITELBAUM USDOC FOR ROBERT TELCHIN, TREASL 
harness\" and cable systems 


Column 11 


Column 11 


without mentioning Hollywood nor speaking 


Column 11 


Column 11 


Such meetings reawaken those 


new\" energy projects is considered to be the real 


Column 11 


Column 11 


Column 11 


Column 11 


He is the elected 


Column 11 


Column 11 


Column 11 


Column 11 


it\'s smoke and mirrors 


JATEMALA ON IRAQ TRANSITIONAL GOVERNMENT REF: STATE 79107 1. (SBU) Following up o 
at a complete standstill and 


Column 11 


Column 11 


RLAND LABOR FOR PWESNER, LBUFFO E.O. 12958: N/A TAGS: EINV, EMIN, SOCI, ETRD, ECO 
KVPR, CVIS, PTER, ASEC, PINR, CMGT, PA SUBJECT: VISAS VIPER REPORT REF: A)STATE 074 
compromising position." 


Column 11 


Column 11 


Column 11 


anxiety" at the ministerial (i.e. political) level. Rear 


Column 11 


IA A/S NORIEGA, WHA DAS LINDA JEWELL, WHA/CAN TERRY BREESE, OES CLAUDIA MCMUR 
.ER, DRL/CHRIS CAMPONOVO, DRL/JULIE SCHECTER, IO/MARK LAGON, L/BOB HARRIS, WHA 
35: KPAO, OIIP, OPRC SUBJECT: SPRING/SUMMER 2005 SOLICITATION FOR PD STOCK PARE 
La Tribunal" 


shadow government" from his \"Hahwa Bhaban\" think 


Column 11 


Column 11 


Column 11 


Column 11 


Blue (KMT апа PFP) voters and 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


TSUNAMI CEMENTS RELATIONSHIP" 


Column 11 


Column 11 


IEL, PHUM, BA SUBJECT: FORUM FOR FUTURE: BMENA PARTICIPATION URGED AT GLENEAGI 
humanitarian.\" Regarding 


Column 11 


Column 11 


Column 11 


Column 11 


even-handedness\" systematically 


unbreakable.\" Chaisit then turned to his senior service 


Column 11 


Column 11 


Column 11 


strong 


Column 11 


Column 11 


Column 11 
trains ran on time\" 


Column 11 


pre-bidW conference on May 10 


Column 11 


Column 11 


ister to Attend MECC Ministerial Ref: State 82773 1. Post delivered reftel invitation from HHS Secre 
the 


Column 11 


respect." Sternberg 


Column 11 


Column 11 


Column 11 


3RYAN AND GHICKS USDA FOR FAS USDOC FOR 4430/MAC/ASIA/OPB/VLC/HPPHO Ε.Ο. 12958 
China Times!" carried 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Know Your Customer" 


Column 11 


/, ASEC, TW, Human Rights/TIP SUBJECT: BEIJING BLOCKING TAIWAN EFFORTS TO REPATRIA 
58: N/A TAGS: EAIR, ECON, TW SUBJECT: UNITED AIRLINES CONCERN ON FORCE MAJEURE I 
АСОМ FOR FPA (HUSO) Е.О. 12958: N/A TAGS: PREL, PGOV, PTER, TH, ASEAN SUBJECT: ТНА 
will very much support this proposal." 


package" already agreed to by the PRC and Taiwan last 


Column 11 


Column 11 


Column 11 


deliverable\" from the conference. On the separate issue of 


Column 11 


Column 11 


The Assassination of Egyptian Political Life." 


Column 11 


"AGS: CASC, SOCI, ECON, NI SUBJECT: LATEST MUTATIONS OF NIGERIAN INTERNET FRAUD 
assistant secretary\" responsible for 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


AIR, ECON, GR, BATA SUBJECT: GREEKS UNDERSTAND DENUNCIATION UNDESIREABLE, BUT 
stinging assault" on PM 


Column 11 


Column 11 


Column 11 


Column 11 


IN THE 


Column 11 


Column 11 


Independent 


Column 11 


Column 11 


TRAVEL TO SANTIAGO TO ATTEND COMMUNITY OF DEMOCRACIES MINISTERIAL REF: OTT/ 


21 04/26/2015 TAGS: CJAN, GH, KCRM, KWMN, PGOV, PHUM, SNAR SUBJECT: AMBASSADOR № 
ARCHE DELIVERED REF: STATE 066414 1. Embassy Kingston delivered a dipnote containing the 
VERED REF: STATE 067018 1. Embassy Kingston delivered a dipnote containing the talking points 
E DELIVERED REF: STATE 065631 1. Embassy Kingston delivered a dipnote containing the talkinc 
E OF INTER-AMERICAN INSTITUTE FOR GLOBAL CHANGE RESEARCH - DEMARCHE DELIVEF 


025 TAGS: PREL, PGOV, PINR, PA SUBJECT: PARAGUAY: EXPANDING RELATIONS WITH THE / 


JITO 912 Classified By: Ambassador Kristie A. Kenney, Reason 1.4 (b&d) 1. (U) Summary: With th 


4, HUMAN RIGHTS VETTING SUBJECT: THAILAND: EMBASSY/STATE DEPARTMENT HUMAN F 
4, HUMAN RIGHTS VETTING SUBJECT: THAILAND: EMBASSY/STATE DEPARTMENT HUMAN F 
"Т: COMBATING CHILD LABOR IN THE PHILIPPINES REF: А. MANILA 0971 - В. 04 MANILA 40 


ANKA: INTERNECINE FIGHTING IN THE EAST CONTINUES TO SIMMER REF: A. COLOMBO 00€ 


t DCHA, DCHA/FPP Ε.Ο. 12958: N/A TAGS: KWBG, PHUM, PREL, PTER, ASEC, CASC, GZ, IS, S 
e on Van Hotel Case REF: Ankara 952 1. (U) In February, a judge dismissed Amcit Victor BedoianV 


NGLADESH Classified By: P/E Counselor D.C. McCullough, reason para 1.4 b, d. 1. (U) Admiral ! 


50 1. Embassy Prague welcomes and grants country clearance for Francois Heuze of the Lawrenc 


ND HUNGARY, CTRY CLR, USGS: DREW, 05/02-22/05 REF: SECSTATE 75171 1. Embassy Pr 


ASEC, PREL, PTER, EAC SUBJECT: SANAA EAC MEETING 04/27/2005 REF: А. SANAA 1040 I 


VDHARRIS USDOC FOR 4530/ITA/MAC/OSA/ASTERN E.O. 12958: DECL: 04/26/2015 TAGS: EAII 


Ч CRANE SHIPMENT REF: A. MUSCAT 687 AND PREVIOUS В. WICKES-DURHAM E-MAIL 4/2 


ter from DoE Science Director Orbach to GoA officials responsible for International Thermonuclear E: 


ood SUBJECT: DECLARATION OF DISASTER - ROMANIA 1. SUMMARY: In response to heavy 


IS E.O. 12958: N/A TAGS: SENV, ETRD, JO SUBJECT: NEW ENVIRONMENT MINISTER EAGER 


IN APRIL 28-29 TERRORISM FINANCE WORKSHOPS:SPAIN REF: SECSTATE 69216 Deputy Te 


for IRC directors conference, May 16-20, 2005, Santo Domingo Ref: State 212109Z 1. Post wishe: 


:RGMANN; ΟΙΛΝΗΑΙ ΕΥ, SCARATINO; SOD/OSA FOR STITT, FRANKLIN, FALIN, WHITLOCK DEA 


3N ON ELECTIONS REF: OTTAWA 00640 (SBU) Summary: Conservative Party Leader Harper re: 
ITO 945 Classified By: Ambassador Kristie A. Kenney, Reason 1.4 (b&d) 1. (SBU) Summary: Quit 


[27/2015 TAGS: ELAB, ETRD, PHUM, PREL, TC, Labor SUBJECT: ILO VISITS UAE, WILL REVIEW 
JNS REF: STATE 61560 Post delivered reftel demarche April 6 to the New Zealand Agency for Inter 
ASEC, PGOV, KJUS, PTER, SNAR, PREL, HO SUBJECT: CORRUPTION SCANDAL AT HONDUR, 


ATIONS REF: STATE 73041 1. (SBU) We delivered demarche and talking points to MFA Chief of | 
p on April 26 to discuss the drug situation and policy initiatives in the United Arab Emirates. Group m 
ΝΟΕ FUEL RODS REF: А. STATE 270743 B. ANKARA 775 1. This is an Action Cable. See para 
ЗЕ IDEA OF RICE/DOWNER JOINT OP-ED FOR PSI ANNIVERSARY REF: A. SECSTATE 75179 


MILITARY INFORMATION SUPPORT TEAM PROPOSAL FOR THAILAND Classified By: Deputy CI 


he independent- minded Attorney General, over seemingly minor matters, could trigger the unfortuna 


.ETTER, EXPLANATORY NON-PAPER REF: YEREVAN 707 1. (U) Sensitive But Unclassified. Ple 


¡E FOR DOE/NNSA/DPTRAV CLARK, HANSEN, HULSE, JOINES AND WATERS REF: STATE 709 
ΙΝΤΗΥ CLEARANCE FOR USGS ROBERT C. BURRUSS REF: STATE 76352 1. Embassy welcom 


1, TU SUBJECT: TURNAROUND AT PRIVATIZED STEEL COMPANY REF: A. ANKARA 1321 B. 
, PREL, VM, FINREF, СТЕВА SUBJECT: VIETNAM: MEETING WITH MINISTRY OF PUBLIC SECL 


concurs with the nomination of Col Rhodes as Chief of U.S. Office of Defense Cooperation/Spain. H 


ІТІОМ Classified By: Poloff Gons Nachman for Reasons 1.4 B and D 1. (U) The President of the Inc 
HIGH 1. The Jamaica Chamber of Commerce, in conjunction with USAID and the Survey Researct 
arge David Hale, Reasons 1.4 (B) & (D) 1. (C) Charge met with Foreign Minister Farouk Qasrawi or 


MILITARY MOVES AGAINST THE GAM REF: А. HELSINKI 0242 В. HELSINKI 0228 C. ЈАКА 


MCERMOTT, KBHATIA, GRETCH COMMERCE FOR 4510/ITA/IEP/ANESA/OA/JDIEMOND TREAS 


MASS, PREL, PM, POL OMS SUBJECT: REQUEST LEAHY AMENDMENT HUMAN RIGHTS VETTI 


REF: AMMAN 3231 Classified By: CDA David Hale for reasons 1.4 (b) and (d) 1. (C) Foreign Min 


PARAMETERS REF: ROME 1409 ------- SUMMARY ------- 1. PM Berlusconi told journalists April 2 


¡MOS Ε.Ο. 12958: N/A TAGS: ECON, PGOV, SOCI, KCRM, KFRD, PINR, PINS, PREL, FR SUBJE 
linistry of Foreign Affairs released a statement on the formation of the Iraqi Transitional Government. 
s country clearance for Danny Akin, Microbiologist, USDA, ARS, SAA, Athens, GA. to travel to the Cz 
ΙΕΕ: SECSTATE 76908 1. Embassy Prague welcomes and grants country clearance for Peter Sincl: 


Jlassified by Charge Michael Corbin for reasons 1.4 (b) and (d). 1. (C) General Abizaid, Embassy C 


HE - MOZAMBIQUE RESPONSE REF: STATE 73041 On April 28, Econ/Poloff delivered reftel den 


i, Net Centric Diplomacy, NCD SUBJECT: NET-CENTRIC DIPLOMACY TRIP REPORT, CAIRO, APF 


LY FULLY WITH UNSCR 1559 REF: STATE 78006 Classified By: CDA Jonathan Benton for reason 


3aiki, who is based in Cotonou, some 4,000 refugees have arrived in Benin from Togo as of 16:00 loc 


; and curriculum vitae to MFA Human Rights Officer Carmen Larrea on April 26. PolOff emphasized ( 


OHL) US MARSHAL SERVICE PLEASE PASS TO CHRIS DUDLEY DEA FOR OF, OFI, DO, DCO E 


ZRN PROVINCIAL COUNCIL SHOWDOWN PRESAGES DIFFICULT SUMMER FOR PRESIDENT + 


ibassy Prague welcomes and grants country clearance for Janet Hunt Nutritionist, Grand Forks USD, 
UNTRY CLEARANCE FOR NORVAL FRANCIS REF: USEU BRUSSELS 001657 1. Embassy Ljub 


IER AID/W FOR DCHA/OFDA DCHA/FFP FOR LAUREN LANDIS DCHA DEPUTY ASSISTANT ADM 
ES GENEVA FOR NKYLOH/USAID BRUSSELS FOR PLERNER E.O. 12958: N/A TAGS: EAID, EA 


rche per reftel April 28 to Mohamed Omar Djama, Coordinator of the Americas Office at the Ministry c 


REF: STATE 27113 1. Summary. Post requests $20,000 for vocational training of refugees at the Ma 


2 welcomes and grants country clearance for Dr. Joan Marini, senior investigator, National Institute of 


, 05/08-15/05 REF: SECSTATE 78895 1. Embassy Prague welcomes and grants country clearance 


ATE 79107 1. (U) PolOff delivered reftel points to MFA Deputy Iraq Task Force Director Damiano Fra 


D COST LISTS REF: STATE 77881 1. (SBU) On April 29, per reftel instructions, DTRO-Almaty deli 


2) MASERU 165 This is to advise that the UN Mission in Maseru, due to the critical crime threat and 


(U) Poloff conveyed reftel points encouraging European capitals to contribute to the New Eurasia Fc 


REF: STATE 77420 1. Embassy welcomes and grants country clearance to Charles Larson, Investi 


'H GLOBAL FORUM ON FIGHTING CORRUPTION REF: STATE 063279 On 4/27, PolCoun met wi 
USDP, AND USDP/DSCA E.O. 12958: DECL: 04/29/2015 TAGS: ETRD, BEXP, PREL, IT, FR, BUY, 
, Post delivered ref A talking points on WHO International Health Regulations (IHRs) to James Mclnty 


ı MFA USA Desk Director Andrea Bekic on April 29. The same day, the MFA Spokesperson issued th 


IR FAA MEENAN, JACK, DEWITT AND HODGES REF: FAA OKLAHOMA CITY 261000Z 1. Emba: 


SUBJECT: VISAS VIPER SUBMISSION 1. POST WISHES TO SUBMIT AND/OR UPDATE THE F' 
CUREMENT OF CW PRECURSOR CHEMICAL FROM ITALIAN FIRM REF:A. ROME 628 В. ST 


‚lassified By: Econoff Peter Newman for reasons 1.4 b/d This cable contains proprietary business inf 
RASILIA 785 B. RECIFE 39 1. (SBU) SUMMARY. Since November 2004, Federal Police in the E 
t DCHA, DCHA/FPP Ε.Ο. 12958: N/A TAGS: KWBG, PHUM, PREL, PTER, ASEC, CASC, GZ, IS, S 


Ξ.Ο. 12958: DECL: 04/29/2015 TAGS: ECPS, KPAO, OPRC, PGOV, PINR, XM, VE SUBJECT: THE ` 


“FICE WHITE HOUSE FOR USTR FOR R. VARGO, A. MALITO, B. PECK Ε.Ο. 12958: N/A TAGS: k 


‘LIVERED - DOMINICAN REPUBLIC REF: STATE 41383 1. On March 10, Embassy delivered guid 
J.S. CANDIDATE FOR INTER-AMERICAN COMMISSION ON HUMAN RIGHTS REF: STATE 7534: 
ITO 911 Classified By: Ambassador Kristie A. Kenney, Reason 1.4 (b&d) 1. (U) Summary: Pablo R 


2958: БЕСІ: 1.6X1 TAGS: AEMR, ASEC, AMGT, PTER, CASC, KHLS, MU, EAC SUBJECT: EMBA 


TS REF:A. KUWAIT 1732 B. KUWAIT 1729 Only days after the unprecedented laborer attack οἱ 
8S: PTER, ASEC, CASC, KCRM, EG, Terror attacks, Explosion SUBJECT: EGYPT: PROBABLE TER 


1, SANAA 955 B. SANAA 881 C. SANAA 896 Classified By: CDA Nabeel Khoury, for reasons 1 


ЕС, AMGT, PTER, CASC, KHLS, MU, EAC SUBJECT: EMBASSY MUSCAT ЕАС - 04/30/2005 REF 


ЈЕ, ECONOMICS SUBJECT: GSL IPR Enforcement Continues, Expands; Opportunities for Continue 
JT UNCLASSIFIED. PROTECT ACCORDINGLY Based on the information provided the Tanzanian F 
y Plan SIPDIS On April 29, USAID HIV/AIDS Officer informed the Health Ministry\'s National AIDS ( 
in Chief Judy Buelow for reason 1.4(b) REF: A) Dar es Salaam 801 B) Dar es Salaam 772, C) Dar e 


ASEC, PREL, PTER, EAC SUBJECT: SANAA EAC MEETING 05/01/2005 REF: A. SANAA 1052 E 


шан; reason 1.4(d) 1. (U) Dr. Salehuddin Ahmed assumed command on Мау 2 as the new Governo 
. ОНАКА 1866 Classified By: P/E Counselor D.C. McCullough, reason para 1.4 b. 1. (SBU) On May 


PORT U.S. POSITION REF: А. STATE 78006 B. THE HAGUE 706 С. THE HAGUE 559 D 


seived any proposals it would recommend for funding for the ΕΥ 2005 Ambassador\'s Fund for Refi 


E IRAQ TRANSITIONAL GOVERNMENT REF: A. STATE 79107 В. KUWAIT 1560 Classified B 
NCED, SMALL PROTEST HELD REF: MUSCAT 684 AND PREVIOUS Classified By: Ambassador F 


E OF IPR WATCH LISTING REF: SECSTATE 79037 We notified Dalia Kadisiene of MFAVs Interna! 


RS MEETING 1. On May, 2, the Turkish MFA passed us a copy of the text of the joint statement fror 


¿K ON LICENSE 05-957032 REF: A. STATE 51323 B. ANKARA 02127 1. Subsequent to releas: 
JELEGATION TO ΤΗΕ OAS GENERAL ASSEMBLY STILL UNDECIDED REF: STATE 75027 1. Per 


ER AND NAVY OPERATIONS COMMANDER Classified By: Ambassador William B. Wood for геаѕ‹ 
SENSE END USE CHECK ON LICENSE 05-953951 FOR BELL HELICOPTER SPARE PARTS TO T 


2 NSC FOR ABRAMS/DANIN USAID FOR DCHA, DCHA/FFP Ε.Ο. 12958: МА TAGS: PTER, PBTS 
3041 1. (U) On April 25, we conveyed reftel talking points to appropriate offices in the Ministry of He 


). 12958: N/A TAGS: ETRD, ECON, EIND, EINV, HA SUBJECT: Jacmel Crafts Sector: Struggling to С 
IH/OLAC/ (SMITH, S.) E.O. 12958: N/A TAGS: ECON, EFIN, PGOV, HA SUBJECT: AmCham meetit 
9107 (SBU) Poloff delivered reftel demarche to Ann Flanagan Whalen, Foreign Affairs Canada\'s ре 


USED MEDICAL EQUIPMENT REF: USDOC 00292 1. The questions asked in reftel will be answer 


ECTING TIP PROGRESS REF: QUITO 976 1. (U) Summary: President Palacio is appointing new 
I331/MAC/WH/MCAMERON USTR FOR BHARMAN/DWEINER Ε.Ο. 12958: N/A TAGS: EINV, ECO 


U SUBJECT: EXTENSION OF TRAINERS AT JORDAN INTERNATIONAL POLICE TRAINING CEN 


INQUISH ASEAN CHAIR REF: MANILA 1737 Classified Ву: Pol/C Scott Bellard, reasons 1.4 (b) an 


IER AID/W FOR DCHA/OFDA DCHA/FFP FOR LAUREN LANDIS DCHA DEPUTY ASSISTANT ADN 


Classified By: P/E Counselor D.C. McCullough, reason para 1. 4 d. 1. (C) On May 3, RLA and Eco! 
VHA INFLUENZA MEETING REF: STATE 80654 1. On May 2, the Health Ministry confirmed to us tl 


UBJECT: USUNESCO ASSIGNMENT OF ATTORNEY TO THE MISSION RE: USUNESCO MISSIC 


ISAS VIPER MONTHLY MEETING WAS HELD ON MAY 3, 2005. THE MEETING WAS CHAIRED B 


191 BILATERAL AIR TRANSPORT AGREEMENT 1. This is an action request. Please see paragra| 


On REF: А) Dar es Salaam 832, B) Dar es Salaam 732, C) Dar es Salaam 538 1. (U) Summary: In 


Ὁ GUIDANCE ON U.S.-RUSSIA MANPADS ARRANGEMENT REF: A. STATE 66823 В. STATE: 


Humberto Botero gave Secretary Rice a document explaining why the USG should lift the travel advi 


ALE FCC INTERNATIONAL BUREAU FOR ETALAGA Е.О. 12958: N/A TAGS: ECPS, ECON, ΕΤΗ 


3s continue to surge across Togo\'s borders with Benin and Ghana. According to UNHCR, the numbe 


FOR OSIA MAUREEN WAFER COMMERCE ITA SARAH COOK NSC FOR MIKE DEMPSEY SOUT 
AGO FD/GROUP 11/SA KEVIN CORCORAN E.O. 12958: N/A TAGS: SNAR, CO SUBJECT: CONTF 


Classified By: P/E Counselor D.C. McCullough, reason para 1.4(d) 1. (C) On May 3, RLA and Ecor 


¡E REQUEST, 10/01/2005 - 12/31/2005, FILE NO. 2005029 REF: A) WELLINGTON 227; B) STATE 


4, HUMAN RIGHTS VETTING SUBJECT: THAILAND: 
4, HUMAN RIGHTS VETTING SUBJECT: THAILAND: 
4, HUMAN RIGHTS VETTING SUBJECT: THAILAND: 
4, HUMAN RIGHTS VETTING SUBJECT: THAILAND: 
4, HUMAN RIGHTS VETTING SUBJECT: THAILAND: 
4, HUMAN RIGHTS VETTING SUBJECT: THAILAND: 
4, HUMAN RIGHTS VETTING SUBJECT: THAILAND: 


EMBASSY/STATE DEPARTMENT HUMAN F 
EMBASSY/STATE DEPARTMENT HUMAN F 
EMBASSY/STATE DEPARTMENT HUMAN F 
EMBASSY/STATE DEPARTMENT HUMAN F 
EMBASSY/STATE DEPARTMENT HUMAN F 
EMBASSY/STATE DEPARTMENT HUMAN F 
EMBASSY/STATE DEPARTMENT HUMAN F 


ECT: COLOMBO IPR TRAINING REQUEST REF: A) COLOMBO 816 B) STATE 48295 C) 04 COLC 
REVILLE 310 B. B) YAOUNDE 624 C. С) KINSHASA 598 Classified By: POLCHIEF SCOTT T 


¡ER DSTARKS E.O. 12958: N/A TAGS: ECON, ETRD, KIPR, KZ SUBJECT: KAZAKHSTAN: SPECI/ 


sion reached at its 28 April session, the GoS issued a joint statement with the Government of Iraq on 


SONCLUDED REF:A. STATE 80695 В. CJOHNSON/TMITCHELL E-MAILS С. STATE 50424 


S SENSITIVE Е.О. 12958: N/A TAGS: EAID, ECON, PGOV, СЕ, MV, Tsunami SUBJECT: SRI ГАМЕ 


МАА 918 Р. 04 MUSCAT 274 1. (U) Embassy Kuwait strongly supports the establishment of an « 


ATION AND ABUSE IN UN MISSIONS DELIVERED REF: A. STATE 80761 B. NEW DELHI 155: 


3 By: DCM Matthew H Tueller, reasons 1.4(b) and (d) 1. (C) On May 4, 2005, Econ/C met with Mr. G 


MONZON AND BELYAKOV REF: STATE 80628 1. Embassy welcomes and grants country clearan 
zARANCE FOR NASA MICHAEL MISCHCHENKO REF: STATE 80603 1. Embassy welcomes and 
H DELIVERED REF: SECSTATE 80642 1. (U) Ambassador conveyed directly to Acting Foreign Mir 
) E.O. 12958: DECL: 04/04/2015 TAGS: EFIN, PTER, ETTC, PREL, ADPM, AU, KFTN SUBJECT: T 
ITATIVE TO THE UNITED NATIONS ECONOMIC AND SOCIAL COUNCIL REF: USUN NEW YORK 
i Ε.Ο. 12958: N/A TAGS: EAID, PREL, ECON, IZ, PL, Iraqi Freedom Coalition SUBJECT: PROPOSI 
1 NSC FOR ABRAMS/DANIN USAID FOR DCHA, DCHA/FFP Ε.Ο. 12958: N/A TAGS: PTER, PBTS 


1AWTHORNE; СА FOR AMBASSADOR HARTY. Ε.Ο. 12958: DECL: 05/04/2015 TAGS: PTER, ASE 


isified By: Ambassador John Campbell for Reasons 1.4 (B and D) 1. (C) Summary. In meetings wit 
ginal letter from Colonel Ziyaeddin Ipekkan, Deputy Chief of the Turkish General Staff (TGS) Scientif 


= 556 Classified By: Ambassador John Campbell for Reasons 1.4 (B δι D). 1. (C) Summary. The E 


2 LYDIA ROSAS-MARTY REF: STATE 80310 1. Embassy welcomes and grants country clearance 
RY CLEARANCE FOR NSF DAVID GARRISON REF: STATE 81506 1. Embassy welcomes and gr 
ΙΑΟΗ REF: STATE 80625 1. Embassy welcomes and grants country clearance to Dr. Steven Warac 
DERAL HIGHWAY ADMINISTRATION REP CARL K. ANDERSEN REF: STATE 79899 1. Embassy 
3S: KTFN, EFIN, PTER, ETTC, PREL, ADPM SUBJECT: TERRORIST FINANCE: JI-3 PRENOTIFIC 


¡ASURY (JZARATE) OFAC (RWERNER) E.O. 12958: N/A TAGS: ETTC, KTFN, EFIN, PTER, KSEP 
NV, ECON, ΜΖ, TIFA SUBJECT: MOZAMBIQUE INTERESTED IN PURSUING A TIFA WITH THE UN 


IR, ASEC, AMGT, PTER, CASC, KHLS, MU, EAC SUBJECT: EMBASSY MUSCAT EAC - 05/04/2005 


IC DEVELOPMENT REF: 04 STATE 114693 START FIXED-FORMAT TEXT (PLEASE DO NOT EL 


A 1794 C. LIMA 0906 Classified By: SUSAN KEOGH, NAS DIRECTOR FOR REASON 1.4(c) 1. (C) 


and grants Country Clearance to Mr. Gordon Todd, Counsel to Assistant Attorney General Alex Acos 
` SEEKING SUPPORT FOR U.S. APEC RADIOACTIVE SOURCES INITIATIVE: CHINESE TAIPEI F 


3 reftel demarche to Tosi Mpanu, advisor to FonMin Ramazani, May 4. Mpanu said he would recomm 


: N/A TAGS: ETRD, WTRO, VN, WTO SUBJECT: VIETNAM: June WTO Bilateral Dates Proposed 


"he Foreign Agricultural Service (FAS) of the U.S. Department of Agriculture (USDA) selected Vietnar 


ensitive but unclassified--please protect accordingly. Not for Internet distribution. 1. (SBU) The Turki 
¡EARD USCG FOR BGOLDEN Е.О. 12958: N/A TAGS: ETTC, KNNP, KSTC, MNUC, PARM, TU SU 


: A/ASD RICARDEL MEETINGS WITH CROATIAN PRIME MINISTER SANADER AND SABOR DEP 


2 NSC FOR ABRAMS/DANIN USAID FOR DCHA, DCHA/FFP Е.О. 12958: N/A TAGS: PTER, PBTS 


: ASD RICARDEL MEETINGS WITH CROATIAN MINISTER OF DEFENSE RONCEVIC AND PRESI 


UMMARY Saad Ahmed Cheikh, founder and CEO of the largest and most successful transit compan 
Ssified By: Poloff Meghan Moore for Reasons 1.4 B and D 1. (C) SUMMARY. FDLR President Dr. Igi 
(SBU) SUMMARY: The effective lame-duck status of the incumbent government will preclude its tak 


EGATION TO THE OAS GENERAL ASSEMBLY REF: STATE 75027 1. On 5/4, PolOff informed MF 
AN RIGHTS REF: STATE 75344 On 5/3, PolOff delivered reftel c.v. and talking points to MFA Humar 
2 cumulative allotments and obligations for FY 2005 INL funds as of APRIL 30, 2005 are provided. F 


TRAFFICKING IN PERSONS CRIMINAL INVESTIGATIONS COURSE: COLOMBIAN PARTICIPANT 


ZAD, DEL RENIGAR, T. SHANNON USDOC FOR 4320/ITA/MAC/WH/ONIA (WBastian, ARudman, | 


:CSTATE 82983 (SBU) Poloff delivered reftel demarche to MFA Vice Minister for Multilateral Affairs J 
OF PARAGUAYVS OAS DELEGATION REF: A. ASUNCION 00610 B. STATE 75027 On 5/5, MF 


I IN THE PHILIPPINES Classified By: AIT Director Douglas Paal, Reason: 1.4 (B/D) 1. (S) National 


5 THIRD COUNTRY TRANSFER PROCEDURES REF: A. 30 JUNE 2004 EMBASSY ANKARA DIPL 
. USTR FOR COLEMAN LONDON FOR GURNEY; PARIS FOR NEARY Ε.Ο. 12958: N/A TAGS: EC 


:UR/AGS NSC FOR MRUPPERT TREASURY FOR JZARATE AND OFAC (RWERNER) E.O. 12958 


>IPELINE CONSORTIUM: STATE OF PLAY KAZAKHSTAN Classified By: CLASSIFIED BY CDA М/ 


ROPOSAL REGARDING GROUND TRANSPORTATION NOTIFICATIONS REF: STATE 81372 1. ( 


"FOR OSIA MAUREEN WAFER COMMERCE ITA SARAH COOK NSC FOR MIKE DEMPSEY SOU’ 


¡T FOR LIBERIAN SECURITY REFORM REF: (A) STATE 061398 (B) OTTAWA 952 THIS MESSAC 


ITZ HOMELAND SECURITY FOR COAST GUARD AND FOR CBP:LAWRENCE E.O. 12958: DECL 


2 diplomatic note stating USG support for Judge Thomas Buergenthal\'s nomination for reelection as 


B) KINSHASA 0598 C) LIBREVILLE 0310 D) YAOUNDE 0624 Classified By: AMBASSADOR RC 


JRM REF: SECSTATE 82967 Minister Giuseppe Calvetta, Coordinator for Human Rights in the MFZ 
NCE FOR NASA WEST AND YANAMANDRA-FISHER REF: STATE 83872 1. Embassy welcomes 
RANCE FOR NASA DURAND BEGAULT REF: STATE 83900 1. Embassy welcomes and grants co 
1 NSC FOR ABRAMS/DANIN USAID FOR DCHA, DCHA/FFP Ε.Ο. 12958: N/A TAGS: PTER, PBTS 
ДҮ CLEARANCE FOR NASA JAMES A. COSTRELL REF: STATE 82113 1. Embassy welcomes an 
ΝΟΕ FOR DHHS/CDC ANGULO, GERNER-SMIDT AND LYNCH REF: A. АТО 2026 B. ATLANTA 


PRESIDENTS DELIVERED REF: STATE 81768 1. The Ambassador called on President Fernandez 


TZ; MICHAUD; BALHAM; TRAUTMAN; NIEDELMAN; AND KELLY REF: STATE 84059 1. Embassy 


ΙΤΗΙΥ REPORT: FY05 APRIL REF: STATE 074682 1. THE VISAS VIPER COMMITTEE MET ON 
) Classified By: CDA Scott N. Thayer for reasons 1.4(b) and (d) Soldiers to Deploy Overseas on Ord 
UNMANDATED SESSION ON CHR REFORM REF: STATE 82967 1. In the absence of the MFA IO 


О DEMARCHE ON AN UNMANDATED SESSION TO DISCUSS CHR REFORM REF: STATE 0829! 


:D IRAQI KURDS REF: ANKARA 2578 Classified By: A/DCM James R. Moore for reasons 1.4 (b) ar 


. Econoff delivered reftel talking points to Esmond Reid, a trade specialist at the Ministry of Foreign A 
the proposed OAS Working Group on Racism (Reftel) to the Foreign Ministry\'s Director of Human R 


na Barco will lead the GOC delegation to the OAS General Assembly in Ft. Lauderdale. Other senior 
WORKING GROUP ON RACISM - FOREIGN MINISTER RECEPTIVE TO U.S. VIEWS REF: STAT 


LDANE STATE PASS OPIC FOR TABERNAKI CUSTOMS MIAMI FOR LOWEN AND MAHABIR SAM 


VERNMENT: DOMINICAN REPUBLIC REF: STATE 079107 1. (SBU) Embassy on April 29 providec 
EF: SECSTATE 82983 1. On May 5, PolOff relayed talking points to MFA Human Rights Officer Car 


М, HO SUBJECT: HONDURAN CONGRESSIONAL CANDIDATE IS MURDERED; POLICE DO NOT 
) SUBJECT: HONDURAS RATIFIES UN ANTI-CORRUPTION CONVENTION 1. On March 13, the | 
ГО BE LED BY FM; GOH STILL STUDYING IACHR CANDIDACY OF CAROZZA REF: A. TEGUCIG 


79107 1. Ambassador delivered reftel demarche to Minister of Foreign Affairs Qirbi on May 8. Qirbi 
UBJECT: DEMARCHE DELIVERED ON ELEHSSAN TERRORIST FINANCE DESIGNATION: FMR 


4520/ITA/MAC/ANESA/TALAAT E.O. 12958: N/A TAGS: ECON, ETRD, EFIN, EINV, EG SUBJECT: 


